
   

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706 
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

User Guide for Cisco HA Service Manager
Release 4.1
March, 2006

Text Part Number: OL-9075-01

http://www.cisco.com


   

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL 
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT 
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT 
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE 
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public 
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California. 

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH 
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT 
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF 
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, 
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO 
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included in the 
document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and coincidental.

User Guide for Cisco HA Service Manager
© 2005-2006 Cisco Systems, Inc. All rights reserved.

CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn, and 
iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco Certified 
Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast, 
EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, 
Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing, ProConnect, RateMUX, ScriptShare, 
SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States 
and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship 
between Cisco and any other company. (0601R)



   

iii
User Guide for Cisco HA Service Manager

OL-9075-01

C O N T E N T S

Preface vii

Audience vii

Conventions viii

Product Documentation viii

Related Documentation ix

Obtaining Documentation ix

Cisco.com ix

Product Documentation DVD x

Ordering Documentation x

Documentation Feedback x

Cisco Product Security Overview x

Reporting Security Problems in Cisco Products xi

Obtaining Technical Assistance xi

Cisco Technical Support & Documentation Website xii

Submitting a Service Request xii

Definitions of Service Request Severity xii

Obtaining Additional Publications and Information xiii

About Home Agent Service Manager 1-1

About Home Agent 1-1

Communicating With Mobile Nodes 1-3

Key Features in Home Agent Service Manager 1-4

Prerequisites to Using the Home Agent Service Manager 1-5

Getting Started With Home Agent Service Manager 2-1

Logging Into CiscoWorks 2-1

Accessing Home Agent Service Manager 2-2

Downloading Software Updates For HA Service Manager 2-2

Before Using HA Service Manager 2-2

About Operator Privileges 2-3

Using Inventory 3-1

Inventory Tasks 3-1



   

Contents

iv
User Guide for Cisco HA Service Manager

OL-9075-01

Managing HA Device Groups 3-1

Displaying the Devices In an HA Device Group 3-3

Creating an HA Device Group 3-3

Modifying an HA Device Group 3-4

Listing HA Devices 3-5

Using Service Manager 4-1

Service Manager Tasks 4-1

Selecting an HA Device Group 4-2

Displaying an HA Configuration 4-4

Generating Sync Reports 4-5

Using Sync Report Dashboard 4-6

Checking Device Status 4-6

Generating a Diff Report 4-6

Comparing the Configurations of Two Devices 4-10

Activating Services on HA Devices 4-11

Local IP Pools 4-11

Configuring Local IP Pools 4-12

Viewing Job Details 4-14

Working With Virtual Networks 4-15

Configuring Virtual Networks 4-16

Home Address Assignment 4-17

Assigning Home Addresses With NAI 4-18

Configuring Home Addresses With NAI 4-18

Assigning Home Addresses Without NAI 4-21

Configuring Home Addresses Without NAI 4-22

Security Associations 4-24

Configuring Security Associations 4-25

VRF Support on HA 4-28

Configuring VRF Support on HA Devices 4-29

Hot-Lining 4-31

Enabling Hot-Lining 4-32

Working With ODAP Manager 4-33

Displaying ODAP Client Parameters 4-33

Configuring ODAP Client Parameters 4-34

Working With ODAP Client 4-35



   

Contents

v
User Guide for Cisco HA Service Manager

OL-9075-01

Configuring ODAP Client 4-36

Home Agent Domain Name System (HA-DNS) 4-37

Configuring HA-DNS 4-38

Managing Batch Configurations 4-40

Starting a Batch Configuration 4-40

Using Tools 5-1

Using Show Commands 5-1

Debugging Devices 5-3

Configuring a Device for Debugging 5-4

Debugging a Device 5-5

Viewing Syslogs 5-7

Configuring a Device to View Syslogs 5-7

Viewing Syslogs 5-7

Troubleshooting HA Service Manager 6-1

Resolving Error Messages 6-1

About the TE Properties File 6-2

Configuring the HA SM Log Properties 6-4

Frequently Asked Questions 6-4

G L O S S A R Y

I N D E X



   

Contents

vi
User Guide for Cisco HA Service Manager

OL-9075-01



   

vii
User Guide for Cisco HA Service Manager

OL-9075-01

Preface

This document describes Home Agent Service Manager (HA Service Manager) and provides 
instructions for using it. This preface describes who should read this guide, and outlines the document 
conventions used in this guide.

Table 1 provides a brief summary of contents of the User Guide for Cisco HA Service Manager.

Audience
This document is for network administrators, network managers, network operators, or system 
administrators who use the Home Agent Service Manager to enable and manage service activation or 
de-activation in Cisco Home Agent devices in Cisco Mobile Exchange networks. 

Table 1 Document Contents

Chapter Description

About Home Agent Service Manager Provides an overview of the Cisco Home Agent and the 
HA Service Manager (HA SM). You can also view the 
key features of HA SM.

Getting Started With Home Agent 
Service Manager

Provides information on how to get started with 
HA SM, the operator privileges, and what to do before 
you use HA SM.

Using Inventory Provides information on how to use the Inventory 
application. You can define, manage Home Agent 
device groups, and display all the Home Agent devices 
in the HA SM inventory.

Using Service Manager Provides information about the functions of the 
Service Manger application. You can manage various 
Home Agent services for users with homed or virtually 
homed IP addresses on the router.

Using Tools Provides information on how to use the Tools 
application to troubleshoot and debug connectivity and 
performance issues.

Troubleshooting HA Service Manager Provides information on troubleshooting tips, 
resolving error messages, FAQs and the 
Troubleshooting engine (TE) properties file.
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Conventions
This document uses the following conventions:

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the 
publication. 

Caution Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data.

Product Documentation

Note We sometimes update the printed and electronic documentation after original publication. Therefore, 
you should also review the documentation on Cisco.com for any updates.

Table 2 describes available product documentation.

Item Convention

Commands and keywords boldface font

Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font

Variables you enter italic screen font

Menu items and button names boldface font

Selecting a menu item in paragraphs Option > Network Preferences

Selecting a menu item in tables Option > Network Preferences

Table 2 Product Documentation

User Guide for Cisco Home Agent 
Service Manager for this release 
(this document)

• PDF on the product CD-ROM.

• On Cisco.com at this URL:

http://www.cisco.com/en/US/products/ps6506/
products_user_guide_list.html

Release Notes for Cisco Home 
Agent Service Manager for this 
release

• PDF on the product CD-ROM.

• On Cisco.com at this URL:

http://www.cisco.com/en/US/products/ps6506/
prod_release_notes_list.html

Context-sensitive online help • Select an option from the navigation tree, then click Help.

• Click the Help button in the dialog box.

http://www.cisco.com/en/US/products/ps6506/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6506/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6506/prod_release_notes_list.html
http://www.cisco.com/en/US/products/ps6506/prod_release_notes_list.html
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Related Documentation
Table 3 describes available related documentation for the Cisco Home Agent Service Manager.

Obtaining Documentation
Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several 
ways to obtain technical assistance and other technical resources. These sections explain how to obtain 
technical information from Cisco Systems.

Cisco.com
You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport

You can access the Cisco website at this URL:

http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Table 3 Related Documentation

Document Title Description and Available Formats

The Cisco Content Services 
Gateway documentation set

On Cisco.com at this URL:

http://www.cisco.com/en/US/products/sw/wirelssw/ps779/
index.html

Release Notes for Mobile Wireless 
Center for Cisco Mobile Exchange 
for this release

On Cisco.com at:

http://www.cisco.com/en/US/products/ps6401/
prod_release_notes_list.html

CiscoWorks LAN Management 
Solution documents

On Cisco.com at:

http://www.cisco.com/en/US/products/sw/cscowork/ps2425/
tsd_products_support_series_home.html

User Guide for CiscoWorks 
Common Services 3.0.3 (with LMS 
2.5.1)

On Cisco.com at: 

http://www.cisco.com/en/US/products/sw/cscowork/ps3996/
products_user_guide_book09186a008053eabf.html

User Guide for Resource Manager 
Essentials 4.0.4 (with LMS 2.5.1)

On Cisco.com at: 

http://www.cisco.com/en/US/products/sw/cscowork/ps2073/
products_user_guide_book09186a008055b137.html

http://www.cisco.com/techsupport
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book09186a008053eabf.html
http://www.cisco.com/en/US/products/sw/cscowork/ps2073/products_user_guide_book09186a008055b137.html
http://www.cisco.com/en/US/products/sw/wirelssw/ps779/index.html
http://www.cisco.com/en/US/products/ps6401/prod_release_notes_list.html
http://www.cisco.com/en/US/products/sw/cscowork/ps2425/tsd_products_support_series_home.html


   

x
User Guide for Cisco HA Service Manager

OL-9075-01

Preface
  Documentation Feedback

Product Documentation DVD
Cisco documentation and additional literature are available in the Product Documentation DVD package, 
which may have shipped with your product. The Product Documentation DVD is updated regularly and 
may be more current than printed documentation.

The Product Documentation DVD is a comprehensive library of technical product documentation on 
portable media. The DVD enables you to access multiple versions of hardware and software installation, 
configuration, and command guides for Cisco products and to view technical documentation in HTML. 
With the DVD, you have access to the same documentation that is found on the Cisco website without 
being connected to the Internet. Certain products also have .pdf versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com 
users (Cisco direct customers) can order a Product Documentation DVD (product number 
DOC-DOCDVD=) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation
Beginning June 30, 2005, registered Cisco.com users may order Cisco documentation at the Product 
Documentation Store in the Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m. 
(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by 
calling 011 408 519-5055. You can also order documentation by e-mail at 
tech-doc-store-mkpl@external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada, 
or elsewhere at 011 408 519-5001.

Documentation Feedback
You can rate and provide feedback about Cisco technical documents by completing the online feedback 
form that appears with the technical documents on Cisco.com.

You can send comments about Cisco documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your 
document or by writing to the following address:

Cisco Systems
Attn: Customer Document Ordering
170 West Tasman Drive
San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview
Cisco provides a free online Security Vulnerability Policy portal at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
mailto:tech-doc-store-mkpl@external.cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
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From this site, you can perform these tasks:

• Report security vulnerabilities in Cisco products.

• Obtain assistance with security incidents that involve Cisco products.

• Register to receive security information from Cisco.

A current list of security advisories and notices for Cisco products is available at this URL:

http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product 
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products
Cisco is committed to delivering secure products. We test our products internally before we release them, 
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a 
vulnerability in a Cisco product, contact PSIRT:

• Emergencies— security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which 
a severe and urgent security vulnerability should be reported. All other conditions are considered 
nonemergencies.

• Nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:

• 1 877 228-7302

• 1 408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive 
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with 
PGP versions 2.x through 8.x. 

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence 
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page 
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance
Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco 
Technical Support & Documentation website on Cisco.com features extensive online support resources. 
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC) 
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your 
reseller.

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
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Cisco Technical Support & Documentation Website
The Cisco Technical Support & Documentation website provides online documents and tools for 
troubleshooting and resolving technical issues with Cisco products and technologies. The website is 
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user 
ID and password. If you have a valid service contract but do not have a user ID or password, you can 
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting 
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support & 
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose 
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco 
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by 
product ID or model name; by tree view; or for certain products, by copying and pasting show command 
output. Search results show an illustration of your product with the serial number label location 
highlighted. Locate the serial number label on your product and record the information before placing a 
service call.

Submitting a Service Request
Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3 
and S4 service requests are those in which your network is minimally impaired or for which you require 
product information.) After you describe your situation, the TAC Service Request Tool provides 
recommended solutions. If your issue is not resolved using the recommended resources, your service 
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone. 
(S1 or S2 service requests are those in which your production network is down or severely degraded.) 
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business 
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity
To ensure that all service requests are reported in a standard format, Cisco has established severity 
definitions.

http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/techsupport/servicerequest
http://www.cisco.com/techsupport/contacts
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Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You 
and Cisco will commit all necessary resources around the clock to resolve the situation. 

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your 
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco 
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations 
remain functional. You and Cisco will commit resources during normal business hours to restore service 
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or 
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information
Information about Cisco products, technologies, and network solutions is available from various online 
and printed sources.

• Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo 
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

• Cisco Press publishes a wide range of general networking, training and certification titles. Both new 
and experienced users will benefit from these publications. For current Cisco Press titles and other 
information, go to Cisco Press at this URL:

http://www.ciscopress.com

• Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and 
networking investments. Each quarter, Packet delivers coverage of the latest industry trends, 
technology breakthroughs, and Cisco products and solutions, as well as network deployment and 
troubleshooting tips, configuration examples, customer case studies, certification and training 
information, and links to scores of in-depth online resources. You can access Packet magazine at 
this URL:

http://www.cisco.com/packet

• iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies 
learn how they can use technology to increase revenue, streamline their business, and expand 
services. The publication identifies the challenges facing these companies and the technologies to 
help solve them, using real-world case studies and business strategies to help readers make sound 
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/iqmagazine

or view the digital edition at this URL:

http://ciscoiq.texterity.com/ciscoiq/sample/

• Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering 
professionals involved in designing, developing, and operating public and private internets and 
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

• Networking products offered by Cisco Systems, as well as customer support services, can be 
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

http://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco.com/packet
http://www.cisco.com/go/iqmagazine
http://ciscoiq.texterity.com/ciscoiq/sample/
http://www.cisco.com/ipj
http://www.cisco.com/en/US/products/index.html
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• Networking Professionals Connection is an interactive website for networking professionals to share 
questions, suggestions, and information about networking products and technologies with Cisco 
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

• World-class networking training is available from Cisco. You can view current offerings at 
this URL:

http://www.cisco.com/en/US/learning/index.html

http://www.cisco.com/en/US/products/index.html
http://www.cisco.com/discuss/networking
http://www.cisco.com/en/US/learning/index.html
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1
About Home Agent Service Manager

Cisco Systems offers mobile operators a seamless roaming solution based on the Cisco Mobile Wireless 
Home Agent (HA) part of the Cisco Mobile Exchange framework. The Home Agent Service Manager 
(HA SM) facilitates service activation or de-activation in Cisco Home Agent devices in Cisco Mobile 
Exchange networks. The HA SM also helps you troubleshoot and debug, connectivity, and performance 
issues.

The main components of the HA SM are:

• Inventory—See Chapter 3, “Using Inventory”

• Service Manager—See Chapter 4, “Using Service Manager”

• Tools—See Chapter 5, “Using Tools”

This section provides information on the following:

• About Home Agent, page 1-1

• Key Features in Home Agent Service Manager, page 1-4

• Prerequisites to Using the Home Agent Service Manager, page 1-5

About Home Agent
In Mobile Internet Protocol (Mobile IP), a mobility agent is a router that facilitates Internet traffic 
forwarding for a mobile node (MN) when it changes its point of attachment from one network or subnet 
to another. The two types of mobility agents are: a Home Agent and a Foreign Agent. 

The Home Agent (HA) is a router on the home network of the MN that maintains information about the 
current location of the MN, as identified in its care-of address (CoA). The CoA is a temporary IP address 
of the MN on a foreign or visited network. The HA redirects packets by tunneling them to the MN at its 
current location.

The Foreign Agent (FA) is a router on a foreign network that assists the MN in informing its HA of its 
current care-of address. The FA detunnels and delivers packets to the MN that the HA tunnels. The FA 
also acts as the default router for packets for packets that the MN generates while it is connected to the 
foreign network.

The HA, in conjunction with the Packet Data Servicing Node (PDSN) and FA, allows a mobile station 
with Mobile IP client function, to access the Internet or corporate intranet by using Mobile IP-based 
service access. Mobile IP extends user mobility beyond the coverage area of the current PDSN or FA. 
Figure 1-1 shows a Home Agent in a Mobile IP network.
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Figure 1-1 Home Agent in a Mobile IP Network

Home Agent identifies a host device by a single IP address; even if the device moves its physical point 
of attachment from one network to another. As a result, subscribers with mobile devices can roam to 
another network without restarting applications, or terminating and re-establishing a connection.

The Home Agent, then, is the anchor point for mobile nodes for which Mobile IP or Proxy MobileIP 
services are provided. Traffic is routed through the Home Agent, and it also provides Proxy Address 
Resolution Protocol (ARP) services. In the case of reverse tunneling, traffic from the MN is also routed 
through the Home Agent. Data packets addressed to the MN are routed to its home network, where the 
Home Agent now intercepts and tunnels them to the CoA of the mobile node.

The Cisco Mobile Wireless Home Agent is deployed at the mobile operator's data center. The Home 
Agent resides on the Cisco 7206VXR or the Cisco Catalyst Series Multiprocessor WAN Application 
Module (MWAM), which is used in the Cisco Catalyst 6500 Series and the Cisco 7600 Series platforms. 
The Home Agent routes all traffic that is sent to the subscriber’s terminal, regardless of the network 
where the traffic originates. Likewise, the Home Agent also routes traffic from the subscriber s terminal, 
regardless of its ultimate destination. As a result, the subscriber retains a constant connection and 
remains addressable; even while roaming across different access networks.
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Communicating With Mobile Nodes

Figure 1-2 Communication Between Home Agent and a Mobile Node

The sequence of events in the communication process between a mobile node and a Home Agent is: 

Step 1 The Mobile node discovers a FA and they agree on services. 

Step 2 The Mobile node obtains CoA. 

Step 3 The Mobile node registers with active HA. The HA assigns an IP address to the mobile node.

A Point to Point Protocol (PPP) link is established between the MN and the FA, and an IP-in-IP or 
generic routing encapsulation (GRE) tunnel is set up between the FA and the HA. 

Step 4 The active HA duplicates each mobility binding to the standby Home Agent. 

Step 5 The Mobile node connects to a destination IP host (corresponding node) with its home address as the 
source IP address. The packets that MN sends are routed directly to the corresponding node.

Step 6 The Corresponding node sends packets to the MN via the HA. 

Step 7 The HA (active or standby) tunnels these packets to FA.

Step 8 The FA forwards the packets to the mobile node by using the CoA.

5
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Key Features in Home Agent Service Manager
Table 1-1 describes the key features of HA Service Manager.

Table 1-1 Key Features in Home Agent Service Manager

Feature Menu Option Description

Inventory Synchronizes with the Device Credentials 
Repository (DCR) to keep the inventory 
updated.

Group Management Inventory > Group Mgmt Use this feature to:

• View all devices in an HA device group

• Create, modify, and delete an HA device 
group

See Managing HA Device Groups, page 3-1, 
for more information.

Service Manager

Display Configuration Service Manager > Display Config Displays HA-specific configurations 
commands of specified HA devices in the 
selected group.

Sync Report Service Manager > Sync Report You can check the latest status of the master 
device and other devices in a group, from 
RME or DCR.

You also use this feature to compare 
HA-specific configurations of:

• Master device with all other devices in the 
group.

• Master device with a device in the group.

• Any two devices in a group.

See Generating Sync Reports, page 4-5.
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Prerequisites to Using the Home Agent Service Manager
You should complete several tasks before you use the HA SM. Please see the Release Notes for Mobile 
Wireless Center for Cisco Mobile Exchange at 
http://www.cisco.com/en/US/products/ps6401/prod_release_notes_list.html. View the section on 
“Limitations, Restrictions, and Prerequisites.”

Note Failure to read and understand the material on limitations, restrictions, and prerequisites could cause 
unexpected results when using the HA SM.

Service Activation You use this feature to activate the following 
services in an HA device group:

• Configure local IP pools

• Configure virtual networks

• Assign home addresses with and without 
NAI

• Configure security associations for the 
mobile host, Home Agent, or Foreign 
Agent

• Configure VPN Routing and Forwarding 
(VRF) support on an HA device group

• Enable Hot-Lining

• Configure ODAP client parameters and 
ODAP client pools

• Configure HA-DNS server address 
assignment and IP reachability

See Activating Services on HA Devices, page 
4-11.

Local IP Pool Service Activation > Local IP Pool

Virtual Networks Service Activation > Virtual Networks

Home Address Assignment:

• With Network Access 
Identifier (NAI)

• Without NAI

• Service Activation > Home Address 
Assignment > With NAI

• Service Activation > Home Address 
Assignment > Without NAI

Security Associations Service Activation > Security Associations

HA VRF Service Activation > HA VRF

Hot Lining Service Activation > Hot Lining

 ODAP Manager:

• Generic Client 
Configuration

• Pool Configuration

Service Activation > ODAP Manager:

• Service Activation > ODAP 
Manager > Generic Client Config

• Service Activation > ODAP 
Manager > Pool Config

Home Agent Domain Name 
System (HA-DNS)

Service Activation > HA-DNS

Batch Mode Operation Service Manager > Batch Configuration Use this feature to:

• Apply multiple service activation 
configurations to a device.

• Save the generated configuration 
commands and download them later. 

See Managing Batch Configurations, page 
4-40.

Table 1-1 Key Features in Home Agent Service Manager (continued)

Feature Menu Option Description

http://www.cisco.com/en/US/products/ps6401/prod_release_notes_list.html
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Getting Started With Home Agent 
Service Manager

This chapter explains how to get started with Home Agent Service Manager. The sections in this chapter 
are:

• Logging Into CiscoWorks, page 2-1

• Accessing Home Agent Service Manager, page 2-2

• Before Using HA Service Manager, page 2-2

• About Operator Privileges, page 2-3

Logging Into CiscoWorks
To access the CiscoWorks desktop: 

Step 1 Enter the following URL in the browser window:

http://<server-name-or-ip-addr>:1741

where server-name-or-ip-addr is the name or IP address of the CiscoWorks server and 1741 is the default 
TCP port. 

Common Services receives HTTP requests at port 1741. Ensure that you append :1741 to the end of your 
server name or IP address when accessing the server through your browser.

The CiscoWorks login window appears.

Step 2 If you have installed the HA Service Manager package and are logging in for the first time, enter the 
password, that you used during the CiscoWorks Common Services installation, in the User Name and 
Password fields.

Step 3 Click Connect or Enter. You are now logged in to the CiscoWorks desktop, shown in Figure 2-1 on 
page 2-2.
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Figure 2-1 CiscoWorks Desktop (to be updated)

Accessing Home Agent Service Manager
To access the Home Agent Service Manager, choose Mobile Wireless Center-CMX Service 
Managers > HA Service Manager. The Group Selection window appears. 

Before you enable service-activation, you must categorize device entities into a logical group . You can 
download the service-activation configurations to all the devices in the group only after you select an 
HA device group. For information on how to proceed with group selection, see Selecting an HA Device 
Group, page 4-2. If you have just installed HA SM and are logging in for the first time, you must create 
a new group. For information, see Creating an HA Device Group, page 3-3.

Note Table 2-1 describes the various operator privileges that are required for HA SM tasks.

Downloading Software Updates For HA Service Manager
You can select any update for HA Service Manager from the CiscoWorks Homepage. To do this, choose 
Common Services > Software Center > Software Updates. The Software Updates page appears. 

See the Common Services Online Help, or User Guide for CiscoWorks Common Services 3.0.3, for more 
details.

Before Using HA Service Manager
Before you configure a Home Agent by using the HA SM:

• Read the Release Notes for Cisco Home Agent Service Manager.

• Ensure that the supported Home Agent devices and their IOS versions are correct. For more 
information, see the “Supported Devices” section in the Release Notes for Cisco HA Service 
Manager.

http://www.cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book09186a00801e8b82.html
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• Ensure that the device is configured as Home Agent. Without this configuration, HA SM will fail to 
identify the device as a Cisco Home Agent device. For more information, see: 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123limit/123y/123yf1
1/ha21/ha21cr.htm#wp1049120

• Enable Mobile IP service in the device.

• Enable SNMP so that the HA SM can check the version of the device.

• Install CiscoWorks LMS Bundle 2.5 prior to installing the HA SM.

• Install CS and RME prior to installing the HA SM. The recommended versions are CS 3.0.3 and 
RME 4.0.4 with LMS 2.5.1.

• Add the Home Agent to be configured to the Device Credentials Repository (DCR).

• Each device that the HA SM references must be in the Resource Manager Essentials (RME) 
inventory, and the device should be in Normal state.

In the Normal device state, the device has been successfully contacted by RME or the device has 
contacted RME at least once (polling, successful job completion, Syslog receipt, and so on.). This 
indicates that this is a real device in the network (at one point in time).

For more information on the RME inventory, see the “Adding and Troubleshooting Devices Using 
Device Management” section in the User Guide for Resource Manager Essentials 4.0.

About Operator Privileges
The CiscoWorks Common Services, set to default, uses CiscoWorks Server authentication (Non ACS), 
to authenticate users and authorize them to access CiscoWorks Common Services applications. 

The CiscoWorks Server authentication scheme has five roles. You cannot change these roles, or the 
privileges assigned to those roles. The list of privileges is, sorted from least privileged to the most 
privileged: 

• Help Desk

• Approver

• Network Operator

• Network Administrator 

• System Administrator 

Assigning Adhoc Task to Users

When you create a new user with the role of a Network Operator, the Network Administrator must assign 
NetConfig task access privileges to the new user. To perform service activation tasks through the 
HA SM, Network Operators must have the Adhoc task assigned to their usernames in the RME 
NetConfig window. To assign this task to the Network Operator:

Step 1 Choose Resource Manager Essentials > Config Mgmt > NetConfig > Assigning Tasks.

Step 2 Enter the username of the user to whom you want to assign the task.

Step 3 Choose the Adhoc task from the Available tasks list box and click Add. 

Step 4 Click Assign to assign the task access privileges to the specified user.

http://cisco.com/en/US/products/sw/cscowork/ps2073/products_user_guide_book09186a008026e94c.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123limit/123y/123yf11/ha21/ha21cr.htm#wp1049120
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Table 2-1 shows which operator types have privileges for various HA SM functions.

Table 2-1 Operator Privileges Required for HA SM Tasks

Task Name
System 

Administrator
Network 

Administrator
Network 
Operator Approver Help Desk

Batch File Download X X

Batch Mode X X X

Debugging X X

Device Group Management X X X X X

Display Config X X

Fetch Group Config X X

Group Connect X X X

Group Creation X X

Group Deletion X X

Group Selection X X X X X

Group View X X

List HA Devices X X X X X

Provisioning HA DNS X X

Provisioning HA VRF X X

Provisioning Hotlining X X

Provisioning IP Pool X X

Provisioning ODAP Client X X

Provisioning ODAP Generic Client X X

Provisioning Security Association X X

Provisioning Virtual Network X X

Provisioning With NAI X X

Provisioning Without NAI X X

Show Commands X X

Sync Report X X

Syslog X X X
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Inventory, or the Inventory Collector software component of HA SM, interfaces with the Device 
Credentials Repository (DCR) to obtain information about HA devices in the Cisco Mobile Exchange 
network. HA SM syncs with the DCR to keep the inventory updated. You can initiate inventory data 
collection when you create, delete, or modify the credentials of an HA device.

This chapter provides information on:

• Inventory Tasks, page 3-1

• Managing HA Device Groups, page 3-1

• Listing HA Devices, page 3-5

Inventory Tasks
You can perform the following tasks by using Inventory:

Managing HA Device Groups
Before you can enable service-activation, you must categorize device entities into a logical group. After 
you select a group, you can download the service-activation configurations to all the devices in the 
group. 

To manage device groups from HA SM inventory, navigate to Inventory > Group Mgmt. The Available 
Groups dialog box appears with a list of all the HA device groups. (See Figure 3-1 on page 3-2.). Click 
any column heading to sort the list.

Table 3-1 HA SM Inventory Tasks

Menu Options Task Topic

Group Mgmt • View all devices in an HA 
device group

• Create an HA device group

• Modify an HA device group 

• Delete an HA device group

• Displaying the Devices In an HA Device 
Group, page 3-3

• Creating an HA Device Group, page 3-3

• Modifying an HA Device Group, page 3-4

List Devices View all HA devices available on 
DCR

Listing HA Devices, page 3-5
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Figure 3-1 Available Groups Dialog Box

The columns in the Available Groups dialog box are: 

If you change the version, type, or image of any HA device, you must:

Step 1 Resubmit the device in RME.

Step 2 Click the Get Latest from DCR button from either:

• Inventory > Group Mgmt > List Devices

• Inventory > Group Mgmt, and click the Execute button

Step 3 Recreate the existing groups.

You can use the Available Groups dialog box to perform these tasks:

Configuring Two Device Groups Simultaneously

You cannot perform operations on two device groups at the same time within the same login session. If 
you want to perform operations on two device groups simultaneously, open two Internet Explorer 
browser sessions and log in to CiscoWorks in each window. Access the Service Manager from each 
browser window and perform the simultaneous operations on the separate groups. 

Column Description 

Group Name Name of the HA device group. It is not case-sensitive.

Version Supported versions of HA device. 

Note All devices in the group must be of the same version.

Last Modified Date when the group was last modified.

Button  Task

List View all devices in an HA device group. (See Displaying the 
Devices In an HA Device Group, page 3.)

Execute (without selecting a group) Create a new HA device group. (See Creating an HA Device 
Group, page 3.)

Execute (after selecting a group) Modify an existing HA device group. (See Modifying an HA 
Device Group, page 4.)

Delete Delete a HA device group. 
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Note Netscape and Mozilla do not allow simultaneous device group configuration. You must use 
Internet Explorer to perform this operation.

Displaying the Devices In an HA Device Group
To display the devices in a group:

Step 1 In the CiscoWorks Homepage, choose HA Service Manger > Inventory > Group Mgmt.

The Available Groups dialog box appears with a list of all the HA device groups. (See Figure 3-1 on 
page 3-2.)

Step 2 Select the group that you want to display, and then click List.

A popup window displays all device in that group.

The fields in this popup window are:

In the display, the master device is designated by an asterisk (*). To sort the data by any particular 
column, click the column header once.

Creating an HA Device Group
To create a new device group:

Step 1 In the CiscoWorks Homepage, choose HA Service Manger > Inventory > Group Mgmt.

The Available Groups dialog box appears. (See Figure 3-1 on page 3-2.)

Step 2 Click Execute without selecting a group.

The Select Devices window appears. You can now select devices for the new group. Click any column 
heading to sort the list.

The fields in this popup window are: 

Field Description 

Display Name Display name of the device.

Host Name Name of the host for the device.

IP Address IP address of the device.

Field Description
Group Name Name of the HA device group. It is not case sensitive.

Display Name Display name of the device.

Host Name Name of the host for the device.
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Step 3 (Optional) Click Get Latest from DCR to get the latest update of all HA devices from the DCR. HA SM 
does not synchronize any DCR changes that you have made; unless you click this button and recreate 
existing groups if there are any changes.

For more information on the DCR, see the “Managing Device and Credentials” section in the 
User Guide for CiscoWorks Common Services 3.0.

Step 4 Select the devices that you want to include in the new group, then click Next.

The Select Master Device window appears with all selected devices. 

Step 5 Choose one device as the master device in this device group, then click Finish. 

To cancel this action, click Cancel.

A confirmation message appears, and the new group appears in the list.

Note To create duplicate device groups, select a device group and assign a new name to it.

Modifying an HA Device Group
To modify a device group:

Step 1 In the CiscoWorks Homepage, choose HA Service Manger > Inventory > Group Mgmt.

The Available Groups dialog box appears. (See Figure 3-1 on page 3-2.)

Step 2 Select the group that you want to modify, then click Execute.

Note If the group that you select has inactive members, this message appears:

Group has inactive members <member-device>. Proceeding with group modification 

will delete these devices from the group. Press Cancel if you don’t want to change 

the group members.

This message appears when you delete a device from the DCR or modify the display name of 
the device in the DCR.

The Select Devices window appears. Use this window to add devices or remove them from the group. 
Click any column heading to sort the list.

The fields in this popup window are: 

IP Address IP address of the device.

Version Version of the device.

Note All devices in the group must be of the same version.

Field Description

http://cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book09186a00801e8b82.html
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Step 3 (Optional) Click Get Latest from DCR to get the latest update of all HA devices from the DCR. HA SM 
does not synchronize any DCR changes that you have made; unless you click this button and recreate 
existing groups if there are any changes.

For more information on the DCR, see the “Managing Device and Credentials” section in the
User Guide for CiscoWorks Common Services 3.0.

Step 4 Select the devices that you want to include or exclude in the group, then click Next.

The Select Master Device window displays all selected devices.

Step 5 Choose one device as the master device in this device group, then click Finish. 

To cancel this action, click Cancel.

A confirmation message appears after you modify the group.

Note To create duplicate device groups, select a device group and assign a new name to it.

Listing HA Devices
Use this function to list all the devices in the HA SM inventory. You can also get the latest update from 
the DCR.

Step 1 Choose HA Service Manger > Inventory > List Devices.

A popup window displays all the devices in the HA inventory. (See Figure 3-2 on page 3-6.) Click any 
column heading to sort the list.

Field Description
Group Name Name of the HA device group. It is not case-sensitive.

Display Name Display name of the device.

Host Name Name of the host for the device.

IP Address IP address of the device.

Version Version of the device.

Note All devices in the group must be of the same version.

http://cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book09186a00801e8b82.html
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Figure 3-2 List of Devices

The fields in this popup window are: 

Step 2 Click Get Latest from DCR to get the latest update of all HA devices from the DCR. HA SM does not 
synchronize any DCR changes that you have made; unless you click this button and recreate existing 
groups if there are any changes.

For more information on the DCR, see the “Managing Device and Credentials” section in the User Guide 
for CiscoWorks Common Services 3.0.

Field Description
Group Name Name of the HA device group. It is not case-sensitive.

Display Name Display name of the device.

Host Name Name of the host for the device.

IP Address IP address of the device.

Version Version of the device.

Note All devices in the group must be of the same version.

http://cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book09186a00801e8b82.html
http://cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book09186a00801e8b82.html
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Cisco Mobile Wireless Home Agent is the anchor point for mobile terminals for which mobile or proxy 
mobile services are provided. The Home Agent maintains mobile user registrations and tunnels packets 
that are destined for the mobile node to the PDSN or FA. The Home Agent supports reverse tunneling, 
and can securely tunnel packets to the PDSN by using IPSec. 

You can use the HA Service Manager to manage various Home Agent services for users with homed or 
virtually homed IP addresses on the router.

Note Some of the Sync Report functions require Network Operator and Network Administrator privileges.

This chapter provides information about:

• Service Manager Tasks, page 4-1

• Selecting an HA Device Group, page 4-2

• Displaying an HA Configuration, page 4-4

• Generating Sync Reports, page 4-5

• Activating Services on HA Devices, page 4-11

• Managing Batch Configurations, page 4-40

Service Manager Tasks
You can use the Service Manager tab to perform these tasks:

Table 4-1 Home Agent Service Manager Tasks

Option Task Topic

Select Group Select a device group Selecting an HA Device Group, page 4-2

Display Config Display HA configuration 
commands of a device

Displaying an HA Configuration, page 4-4
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Selecting an HA Device Group
Before you enable service activation, you must categorize device entities into a logical group. After you 
select a group, you can download the service-activation configurations to all the devices in the group.

Note All devices in the group must be fully managed and monitored by Resource Manager Essentials (RME).

To select a HA device group:

Step 1 Choose HA Service Manger > Service Manager > Select Group.

The Group Selection window appears. (See Figure 4-1 on page 4-3.)

Sync Report Check the latest status of the master 
device and other devices in a group, 
from RME or DCR.

Checking Device Status, page 4-6

Generate a Sync report. Generating a Diff Report, page 4-6

Display the differences in 
HA-specific configurations 
between any two devices of the 
group.

Comparing the Configurations of Two Devices, 
page 4-10

Service 
Activation

Activate various services Activating Services on HA Devices, page 4-11

Configure local IP pools Local IP Pools, page 4-11

Configure virtual networks Working With Virtual Networks, page 4-15

Assign home addresses with NAI Assigning Home Addresses With NAI, page 
4-18

Assign home addresses without 
NAI

Assigning Home Addresses Without NAI, page 
4-21

Configure security associations for 
the mobile host, Home Agent, or 
Foreign Agent

Security Associations, page 4-24

Configure VRF support on HA 
devices

VRF Support on HA, page 4-28

Enable Hot-Lining Hot-Lining, page 4-31

Configure ODAP client parameters Configuring ODAP Client Parameters, page 
4-34

Configure ODAP client pools Configuring ODAP Client, page 4-36

Configure HA-DNS server address 
assignment and IP reachability

Configuring HA-DNS, page 4-38

Batch 
Configuration

Manage batch configurations Managing Batch Configurations, page 4-40

Table 4-1 Home Agent Service Manager Tasks (continued)

Option Task Topic
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Figure 4-1 Group Selection window

Step 2 Choose a group from the list. 

Step 3 Click View to see the devices in the group. 

A popup window displays the following information about the devices:

The master device is designated by an asterisk (*).

Step 4 Check the Fetch Config check box to obtain the running configuration of the devices in this group.

Help Desk and Approver operators do not have the privilege to do Fetch Config.

Note Fetch Config fetches the configuration from the device and uploads it to the RME archive. The 
HA SM then obtains that configuration from RME, rather than directly from the device. If the 
RME archive already contains the running configuration of the device, you need not select Fetch 
Config. If you have modified the running configuration on the device, run Fetch Config to ensure 
that the RME has the latest configuration for the HA SM to use.

Step 5 Enter your CiscoWorks password, then click Connect. 

If you check the Fetch Config check box, this task will take a few minutes to complete. The time depends 
on the number of devices in the selected group and the size of the configuration. 

A task status window indicates progress.

Step 6 A confirmation window appears, and confirms that this HA device group is selected. The information in 
the window varies depending on whether you check or uncheck Fetch Config.

• If you check Fetch Config, the confirmation window displays a list of all devices in the group with: 

– Device Name

– Connection Status

– Cause of any errors

Click the column heading to sort the list. Click Close to close this window.

• If you uncheck Fetch Config, the confirmation window displays a list of all devices in the group 
with the following information:

Field Description 
Display Name Display name of the device.

Host Name Name of the host for the device.

IP Address IP address of the device.
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– Display Name

– Host Name

– IP Address 

Click Close to close this window.

The name of the device group appears in the upper-right corner of the window.

Displaying an HA Configuration
You can view the HA-specific configurations commands of specified devices in the selected group by 
using the HA Configuration Viewer.

To display an HA-specific configuration:

Step 1 Choose a device group (Choose Service Manager > Select Group). For more information, see Selecting 
an HA Device Group, page 4-2.

Step 2 Choose Service Manager > Display Config.

The Display Config window appears.

Step 3 Choose a device from the Device drop-down list, then click Display Config.

The HA Config Viewer appears. (See Figure 4-2 on page 4-5.)
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Figure 4-2 HA Config Viewer Window

The HA Config Viewer window displays:

• Left pane—Displays all the configlets that the configuration comprises. Click any folder to expand 
the tree and display descendant configlets. Choose any configlet to see the required commands.

• Right pane—Displays all the configuration commands corresponding to each configlet in 
alphanumeric order.

Step 4 Click Close to exit the HA Config Viewer.

Generating Sync Reports
You can use the Sync Report to compare the HA-specific configurations of the master device and those 
of the other devices in the group, and two selected devices.

The Sync Report tab displays:

• Sync Report Dashboard—Displays the latest status of the master device and other devices in a 
group, from RME or DCR. Generates a list of differences between the HA-specific configurations 
of the master device and those of any other device in the group.

• Compare Config—Displays the differences in HA-specific configurations between any two devices 
of the group.

To generate a sync report:
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Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose Service Manager > Sync Report. The overview page appears with the table of contents in the 
left pane. From here you can go to:

• Sync Report Dashboard—See Using Sync Report Dashboard, page 4-6.

• Compare Config—See Comparing the Configurations of Two Devices, page 4-10.

Using Sync Report Dashboard
The Sync Report Dashboard provides the latest status of the master device and other devices in a group, 
from RME or DCR. It also polls all the devices in the group and creates a Diff report.

Checking Device Status

When you launch the Sync Report Dashboard, the latest status of the master device from RME or DCR 
appears automatically. You can get the latest information about the other devices in a group only when 
you click Generate Diff.

When you use the Generate Diff function, the Sync Report Dashboard checks whether the device:

• Is reachable through Telnet and SNMP.

The Sync Report Dashboard does not check the Telnet credentials of the device.

• Display Name, Host Name, or IP Address are changed.

• Exists in RME or DCR.

• Is in Suspended state.

An appropriate message and color appears in the Status field, under the Report pane, depending on the 
status of the devices.

All the previous checks are performed on the master device when you launch the Sync Report 
Dashboard. HA SM uses the archived configurations of a device from RME rather than the real time 
configurations from the device.

Note The Master Device Status is the current status of the master device at time T1, where T1 is the time that 
you launch Sync Report Dashboard. The Device Status is the status of the device at time T2, where T2 
is the time that you click Generate Diff. 

Generating a Diff Report

Note After any modifications to group devices, run another Sync Report in order to see updated details.

To generate a list of differences between the HA-specific configurations of the master device and those 
of any other device in the group, and to display the latest status of the devices:
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Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose Service Manager > Sync Report > Sync Report Dashboard.

The Sync Report Dashboard window appears. (See Figure 4-3 on page 4-8.)

Step 3 Click Generate Diff to poll all the devices in the group and create a Diff report. The current status of 
the operation is automatically updated. 

If you have device groups with large numbers of devices, the diff process will take a few minutes. The 
window refreshes every five seconds while the report is in the Running state. To update status manually, 
click Refresh. The process is complete when the Status changes to Completed. 

The Sync Report Dashboard window contains:

Field Description

Master Device Displays the master device of the selected group.

Master Device Status Current status of the master device at time T1, where T1 is the time you launch 
Sync Report Dashboard. A (–) appears by default, which indicates that there are 
no errors. An appropriate message appears if there are any errors.

Report Lists the devices in the group and the color-coded Diff status. 

Device Name Displays the devices in the selected group.

Status Displays the status of the device at time T2, where T2 is the time you click 
Generate Diff. Table 4-2 describes the color code of the Diff Status that appears 
in the Status column. An appropriate message appears if there are any errors.

Schedule Status

Status Displays the status of the Diff process. It can be Running or Completed.

Start Time Time at which the Diff process starts.

End Time Time at which the Diff process ends.
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Figure 4-3 Sync Report Dashboard Window

Step 4 In the Report pane, select a device to compare its configurations with the master device.

Step 5 Click Show Diff to see a detailed comparison. The Sync Report Config Diff Viewer appears. (See 
Figure 4-4 on page 4-9.)



   

4-9
User Guide for Cisco HA Service Manager

OL-9075-01

Chapter 4      Using Service Manager
  Generating Sync Reports

Figure 4-4 Sync Report Config Diff Viewer

Table 4-2 Color Key to the Sync Report Dashboard

Color Meaning

Green No difference exists. The configlets of the master and selected devices are the 
same. The Show Diff button will be disabled.

Yellow A difference exists. The configlets of the master and selected devices are 
dissimilar. Click Show Diff to see a detailed comparison. 

Note The Show Diff button is enabled only for devices shown in yellow.

Red The device is not reachable.

Black One of these conditions has occurred:

• The RME fetch config for that device failed. If all devices in a group appear 
in black, the fetch config for the master device in that group failed.

• An error occurred in retrieving the latest configuration version from RME.

• Authorization failed.

• The devices in the group are suspended or invalid.

Red asterisk Indicates that a more recent configuration for this device is present in RME. You 
can obtain such updated configurations by using the Generate Diff function.
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Interpreting the Sync Report Config Diff Viewer

In the Sync Report Config Diff Viewer, Device1 is the master device and Device 2 is the the device being 
compared. The Sync Report Config Diff Viewer also displays the date and time that the diff is generated.

The Sync Report Config Diff Viewer has three panes:

• The left pane—Displays all the configlets that the configuration comprises. Click any folder to 
expand the tree and display descendant configlets. Choose any configlet to compare the required 
command between the configurations of the two devices.

• The center pane—Displays the configuration of Device 1 (master device).

• The right pane—Displays the configuration of Device 2 (selected device).

The Sync Report Diff Viewer displays colored text that highlights differences between the configlets in 
the two configurations, as described in Table 4-3:

Comparing the Configurations of Two Devices
To display the differences in HA-specific configurations between any two devices of the group:

Step 1 Choose Service Manager > Sync Report > Compare Config.

The Sync Report window appears.

Step 2 Choose the devices that you want to compare from the drop-down lists for Device1 and Device2.

Step 3 Click Compare. The Sync Report Config Diff Viewer appears. (See Figure 4-4 on page 4-9.)

Interpreting the Sync Report Config Diff Viewer

The Sync Report Config Diff Viewer displays that the date and time the diff is generated, and the 
configurations. 

The Sync Report Config Diff Viewer has three panes:

• The left pane–Displays all the configlets that the configuration comprises. Click any folder to 
expand the tree and display descendant configlets. Choose any configlet to compare the required 
command between the configurations of the two devices.

• The center pane–Displays the configuration of Device 1.

• The right pane–Displays the configuration of Device 2.

The Sync Report Diff Viewer displays colored text that highlights the differences between the configlets 
in the two configurations, as described in Table 4-4:

Table 4-3 Color Key to the Sync Report Config Diff Viewer

Color Description

Black These configlets are present in both devices.

Red These configlets are present on both devices, but differ.

Blue These configlets are present on one of the devices only.
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Activating Services on HA Devices
You can use the HA Service Manager to manage and activate services on the Home Agent devices in the 
selected device groups. 

Service activation entails the following tasks:

• Configuring Local IP Pools, page 4-12

• Configuring Virtual Networks, page 4-16

• Assigning Home Addresses With NAI, page 4-18

• Assigning Home Addresses Without NAI, page 4-21

• Configuring Security Associations, page 4-25

• Configuring VRF Support on HA Devices, page 4-29

• Enabling Hot-Lining, page 4-32

• Displaying ODAP Client Parameters, page 4-33

• Configuring ODAP Client Parameters, page 4-34

• Working With ODAP Client, page 4-35

• Configuring ODAP Client, page 4-36

• Configuring HA-DNS, page 4-38

To invoke Service Activation in HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Select HA Service Manager > Service Activation.

The left pane displays the Service Activation table of contents. Choose the required service to activate it.

Local IP Pools
To configure Home Agent functionality on your router, you must determine IP addresses or subnets for 
which enables roaming service.

Table 4-4 Color Key to the Sync Report Config Diff Viewer

Color Description

Black These configlets are present in both devices.

Red These configlets are present on both devices, but differ.

Blue These configlets are present on one of the devices only.
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Home Agent (HA) dynamically assigns a home address to the mobile node (MN) from address pools that 
are configured locally. HA obtains the IP address by accessing the DHCP or AAA server, and allocates 
the addresses from the pool on a first come, first serve basis. The MN will keep the address as long as it 
has an active binding in the HA. When the binding expires this address is immediately returned to the 
pool.

To display a list of the local IP pools that are configured in the HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Local IP Pool.

The Local IP Pool dialog box appears with a list of all the local IP pools in the selected group.

If no default pool is configured on the device, a default pool that is designated by an asterisk (*) appears 
in the display. You can view or delete a default pool only after you configure one on the device.

Step 3 Choose the default pool from the list, then click Execute, to configure a default pool.

Step 4 From the Local IP Pool dialog box, you can: 

• Click Execute without selecting a group to create a new local IP pool.

• Choose a pool and:

– Click Execute to modify its configuration.

– Click List to see its current configuration.

– Click Delete. to delete it. You can also delete one or more pools at the same time. 

When you select one or more pools, the Execute and List buttons will be disabled.

For more information on configuring IP pools, see Configuring Local IP Pools, page 4-12.

Configuring Local IP Pools

You can configure local and default IP pools using a Local IP Pool wizard.

You can configure overlapping IP address pool groups to create different address spaces and 
concurrently use the same IP addresses in different address spaces. This feature improves flexibility in 
assigning IP addresses dynamically and can be used in Multiprotocol Label Switching (MPLS) Virtual 
Private Network (VPN) environments where multiple IP address spaces are supported.

To launch the Local IP Pool wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Local IP Pool.

The Local IP Pool dialog box displays all the local IP pools in the selected group. The default IP pool 
appears at the top of the list.

If no default pool is configured on the device, a default pool that is designated by an asterisk (*) appears 
in the display. You can view or delete a default pool only after you configure one on the device.

Step 3 Perform one of these actions:

• To create a local IP pool, click Execute without selecting one.
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• Choose the pool that you want to modify, then click Execute.

• Choose the default pool from the list, then click Execute, to configure a default pool.

The first window of the Local IP Pool wizard displays:

Click any column heading to sort the list. From this window:

• Click Add Row to add more address pools.

• Select any row and click Delete Row to delete the address pool, or extra rows.

Step 4 Enter the information and click Next. 

The Local IP Pool Configurations window appears and displays the generated configuration commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window.

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

Field Description
Name Name of the local IP address pool.

Start IP First IP address in the defined range of addresses in this pool.

End IP Last IP address in the defined range of addresses in this pool.

Cache-Size (Optional) Specify the number of IP address entries on the free list that the 
system checks before assigning a new IP address. The range is from 0 to 100, 
and the default is 20.

Local IP Pool Group (Optional) Specify a pool group to associate it with the local IP address pool. 
You can associate an IP address pool with only one group.

You can configure overlapping IP address pool groups to create different 
address spaces and concurrently use the same IP addresses in different address 
spaces. 
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• Click Back to edit the configuration.

Viewing Job Details 

You can learn more about any job by viewing its details.

The Job Details window appears (Figure 4-5 on page 4-14), and displays the day, date, and time details 
in the header at the top of the report. The Job ID and the Status appear in the header of the report. 

Figure 4-5 Job Details Window

The Job Details popup contains two panes:

• The left pane contains a table of contents with several options to view the job results.

• The right pane displays the results.

By default, the Job Details popup appears with the Job Details list tree in the left pane and the Execution 
Summary, in the right pane. 

The left pane contains:

• Job Details—Expand this folder to display Execution Summary and Device Details for the 
scheduled job.
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• Execution Summary—Click this folder to view the following information for the job.

– Execution Summary—Displays the status, start time, and end time of the job.

– Device Summary—Displays a summary of the number of devices for which the download 
operation was successful, partially successful, failed, or not attempted.

• Device Details—Click a device to display the job CLI output on the right panel.

Table 4-5 lists the elements of the Job Details Window.

Working With Virtual Networks
You can support mobility of a Mobile Node (MN) beyond the bounds of a physical home network by 
defining virtual networks on the Home Agent. The virtual network acts like a home network when you 
associate a mobile node with it. When using virtual networks, the MN is always considered roaming; it 
can never be attached to its home network.

Virtual networks are configured and referenced by a network number and mask pair. You can also 
associate the virtual network with a Home Agent address for redundancy purposes. 

To display a list of virtual networks that are configured in the HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Table 4-5 Job Details Window Field Description

Field Description

Execution Summary

Status Status of the job.

Start Time Time the job started.

End Time Time the job ended.

Device Summary

Summary of the number of devices for which the download operation was 
successful, partially successful, failed, or not attempted. Click a device to 
display the job CLI output on the right panel.

Successful Lists the devices for which the download operation was successful. Click a 
device to display the job CLI output on the right pane.

Failed Lists the devices for which a download of one or more commands failed. Click 
a device to display the job CLI output on the right panel.

Partially Successful Lists the devices for which download was partially successful.

Devices Not 
Attempted

Lists devices for which a download was not attempted. This status usually 
means that RME is not currently managing the device. That is, the device is in 
suspended state or does not exist in the RME database.

Unknown Devices Implies that the HA SM was unable to interpret the job output results because it 
was not in the expected format. Click a device to display the entire job output. 

Caution This state should not occur under normal conditions. Report any 
incidents of this type to Cisco’s Technical Assistance Center.
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Step 2 Choose HA Service Manager > Service Activation > Virtual Networks.

The Virtual Networks dialog box appears and displays a list of all the virtual networks that are 
configured in the selected group. It contains:

Click any column heading to sort the list.

Step 3 From the Virtual Networks dialog box, you can: 

• Click Execute without selecting a group to create a virtual network.

• Choose a virtual network and:

– Click Execute to modify its configuration.

– Click List to see its current configuration.

– Click Delete to delete it. You can also delete one or more virtual networks at the same time. 

When you select one or more virtual network, the Execute and List buttons will be disabled.

For more information, see Configuring Virtual Networks, page 4-16.

Configuring Virtual Networks

If you intend to support roaming for mobile devices without having a physical home location, you must 
identify the subnets for which to allow this service and place these virtual networks appropriately within 
your network on the HA. You can configure virtual networks using a Virtual Network wizard.

To launch the Virtual Network wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Virtual Networks.

Step 3 The Virtual Networks dialog box appears and displays a list of all the virtual networks configured in the 
selected group.

Step 4 Perform one of these actions:

• To create a virtual network, click Execute without selecting one.

• Choose the virtual network you want to modify, then click Execute.

The first window of the Virtual Networks wizard displays:

Field Description
Network Address Specifies the IP address of virtual network.

Mask Specifies the network mask associated with the IP address of the virtual 
network.

Field Description

Network IP Address IP address of virtual network.
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Click any column heading to sort the list.

Step 5 Enter the information and click Next.

The Virtual Networks Configurations window appears and displays the generated configuration 
commands.

Step 6 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 7 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Home Address Assignment
You can statically or dynamically assign IP addresses to a mobile station. A static IP address is an 
address that is pre-assigned to the mobile station, and sometimes pre-configured at the mobile device. 
The Home Agent can assign a home address to the mobile node based on the user Network Access 
Identifier (NAI) received during Mobile IP registration, or without using an NAI. 

• Assigning Home Addresses With NAI, page 4-18

• Assigning Home Addresses Without NAI, page 4-21

Network Mask Network mask associated with the IP address of the virtual network.

Home Agent IP 
Address

(Optional) IP address of a Home Agent on a virtual network. You can associate 
the virtual network with a Home Agent address for redundancy purposes.

Field Description
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Assigning Home Addresses With NAI

The Home Agent can assign a home address to the mobile node based on the user NAI that was received 
during mobile IP registration. The NAI is the user ID that the client submits during PPP authentication 
and is with the syntax username@realm. You can define an NAI string for a single user 
(username@realm) or a domain (@realm). The NAI identifies the user as well as assists the routing of 
the authentication request. Static home addressing can be used in conjunction with NAI to support a 
NAI-based authorization and other services.

You must be authorized to use an address before the registration will be accepted. Addresses can be 
authorized locally, or through an AAA server. If an MN requests an address that is already associated 
with a binding that has a different NAI, the Home Agent will attempt to return another address from the 
pool; unless the command is set.

To display a list of home addresses with NAI configured in the HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Home Address Assignment > With NAI.

The Home Address Assignment–With NAI dialog box displays a list of all the hosts, which are 
configured with an NAI, in the selected group. It contains:

Click any column heading to sort the list.

Step 3 From the Home Address Assignment–With NAI dialog box, you can: 

• Click Execute without selecting a host to create a host configured with an NAI in the selected group.

• Choose a host and:

– Click Execute to modify its configuration.

– Click List to see its current configuration.

– Click Delete to delete it. You can also delete one or more hosts at the same time. 

When you select one or more hosts, the Execute and List buttons will be disabled.

For more information, see Configuring Home Addresses With NAI, page 4-18.

Configuring Home Addresses With NAI

You can assign home addresses to a mobile node in the selected group by using NAI with a Home 
Address Assignment wizard. The Home Agent does not permit simultaneous registrations for different 
NAIs with the same IP address, regardless of whether it is statically or dynamically assigned.

Field Description
NAI String Specifies the network access identifier. The NAI can be a unique identifier 

(username@realm) or a group identifier (realm).

Home Link Specifies either:

• Interface to which the mobile node belongs.

• Virtual network in which the mobile node resides.
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You can also specify the interface on the network or a virtual network to which the mobile node belongs, 
its security associations, or download them from an AAA server. All hosts must have security 
associations for registration authentication. They can have more than one security association. The 
Home Agent can control where the mobile nodes roam by specifying the care-of-address (CoA) access 
list.

To launch the Home Address Assignment With NAI Configurations wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Home Address Assignment > With NAI.

The Home Address Assignment–With NAI dialog box displays a list of all the hosts, which are 
configured with an NAI, in the selected group.

Step 3 Perform one of these actions:

• To create a host configured with an NAI, click Execute without selecting one.

• Choose the host you that want to modify, then click Execute.

The first window of the Home Address Assignment–With NAI wizard contains:

Field Description

Mobile Station Identifier

NAI String Network access identifier. The NAI can be a unique identifier 
(username@realm) or a group identifier (@realm).

Mobile Node IP Address 

Authorized Static 
Address

You can assign static or dynamic home addresses. Choose Static Address or 
Local-Pool from the drop-down list to assign one or more static IP addresses, 
or use a local pool of addresses.

Static Address Choose Static Address from the drop-down list to specify one or more IP 
addresses to be assigned to the mobile node.

Local-Pool Choose Local-Pool from the drop-down list to assign static IP addresses from 
a local pool. Enter the name of the local pool of addresses to assign a static IP 
address to this NAI.
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Allocate Dynamic IP 
Address

Choose the required option from the drop-down list to indicate that a dynamic 
IP address is to be assigned to the flows on this NAI. 

You can choose: 

• IP Address—Specify a fixed address for the NAI. This address is assigned 
to the mobile node (MN) each time it registers.

• Local-Pool—Specify the local pool to assign dynamic IP addresses. The 
MN will keep the address as long as it has an active binding in the HA.

• DHCP/ODAP Pool—Specify the DHCP or On-Demand Address Pool 
(ODAP) pool to assign dynamic IP addresses on a per-subnet basis. The 
ODAP manager assigns addresses to clients from these subnets, and 
dynamically increases or decreases the subnet pool size, depending on 
address utilization. 

• DHCP Server—Specify the IP address of the DHCP server to allocate the 
home addresses.

• DHCP Proxy Client—Specify the pool to be used from a DHCP client.

Home Link In this pane, you can specify the home network (physical or virtual) of the MN. 

Click the Interface or Virtual Network radio buttons to specify their details.

Interface Click the Interface radio button to specify the interface to which the mobile 
node belongs.

To select an interface from a list, click Fetch. A popup appears with a list of 
interface types. Choose an interface type and click Select.

Virtual Network 
Address

Click the Virtual Network radio button to specify the virtual network in which 
the mobile node resides.

Mask Network mask associated with the IP address of the virtual network.

Skip Chap (Optional) When you check this check box, the Home Agent will not send 
access requests to the AAA server, for authentication of mobile IP registration 
requests. 

This action will disable all the check boxes related to security associations and 
AAA authentication.

Security 
Associations on 
AAA

(Optional) When you check this check box, the Home Agent retrieves security 
associations from a AAA (TACACS+ or RADIUS) server.

Download Security 
Associations

(Optional) Check this check box to download security associations from an 
AAA server.

Cache Security 
Associations

(Optional) Check this check box to store security associations in memory after 
retrieval. You can check either the Cache Security Associations check box or 
the Skip AAA Authentication check box.

Skip AAA 
Authentication

(Optional) When you check this check box, the Home Agent will not send 
access requests to the AAA server for authentication for mobile IP 
reregistration requests. 

When you uncheck this check box, the Home Agent will send access requests 
for all mobile IP registration requests.

Authorized-pool (Optional) Verifies if the assigned IP address of the mobile node is within the 
specified local IP pool. 

Field Description
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Click any column heading to sort the list.

Step 4 Enter the information and click Next.

The Home Address Assignment With NAI Configurations window appears with the generated 
configuration commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Assigning Home Addresses Without NAI

When the Home Agent assigns a home address without using an NAI, the home IP address serves as the 
user name for authentication. Static addressing is beneficial because it allows each device to keep the 
same address all the time; regardless of where it is attached to the network. You can use this method to 
run mobile terminated services without updating the DNS, or some other form of address resolution. It 
is also easy to manage MNs with static addressing because the home address and the Home Agent are 
always the same. However, provisioning and maintenance are much more difficult with static addressing 
because address allocation must be handled manually, and the Home Agent and MN must be updated. 

Care-of Address 
Access-list

(Optional) Controls which care-of addresses (CoAs) in registration request are 
permitted by the Home Agent. By default, all CoAs are permitted. The access 
list can be a string or number from 1 to 99.

Mobile Host 
Lifetime

(Optional) The registration lifetime granted to the mobile node or group (in 
seconds). The range is from 3 to 65535. The Foreign Agent uses this 
information to control the duration of registration.

Field Description
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To display a list of home addresses without NAI configured in the HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Home Address Assignment > Without NAI.

The Home Address Assignment - Without NAI dialog box appears with a list of all the hosts that are 
configured without a NAI, in the selected group. It contains:

Click any column heading to sort the list.

Step 3 From the Home Address Assignment–Without NAI dialog box, you can: 

• Click Execute without selecting a host to create a host configured without an NAI in the selected 
group.

• Choose a host and:

– Click Execute to modify its configuration.

– Click List to see its current configuration.

– Click Delete to delete it. You can also delete one or more hosts at the same time. 

When you select one or more hosts, the Execute and List buttons will be disabled.

For more information, see Configuring Home Addresses Without NAI, page 4-22.

Configuring Home Addresses Without NAI

You can assign home addresses to a mobile node in the selected group (without using NAI) by using a 
Home Address Assignment wizard. You can configure a range of home addresses for the mobile host or 
mobile node group to be assigned by the Home Agent. You can also specify the interface on the network 
or a virtual network to which the mobile node belongs, its security associations, or download them from 
an AAA server. All hosts must have security associations for registration authentication. They can have 
more than one security association. The Home Agent can control where the mobile nodes roam by 
specifying the care-of-address (CoA) access list.

To launch the Home Address Assignment wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Home Address Assignment > Without NAI.

Step 3 The Home Address Assignment–Without NAI dialog box displays a list of all the hosts configured 
without a NAI, in the selected group.

Field Description
Home Address Specifies IP address of the mobile node. It can also specify the address pool for 

a mobile node or mobile node group.

Home Link Specifies either:

• Interface to which the mobile node belongs.

• Virtual network in which the mobile node resides.
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Step 4 Perform one of these actions:

• To create a host configured without an NAI, click Execute without selecting one.

• Choose the host you want to modify, then click Execute.

The first window of the Home Address Assignment-Without NAI wizard contains:

Click any column heading to sort the list.

Step 5 Enter the information and click Next.

Field Description

Home Address

Lower Range Lower IP address of the range of IP addresses for a mobile host or 
mobile node group. If you specify only this address, it is taken as 
the IP address of the MN.

When used with DHCP, this specifies the address pool from which 
the DHCP server should select the address. 

Upper Range (Optional) Upper IP address of the range of IP addresses for a 
mobile host or mobile node group. 

Home Link In this pane, you can specify the home network (physical or virtual) 
of the MN. 

Click the Interface or Virtual Network radio buttons to specify 
their details.

Interface Click the Interface radio button to specify the interface to which 
the mobile node belongs.

Click Fetch to select an interface from a list. A popup appears with 
a list of interface types. Choose an interface type and click Select.

Virtual Network Address Click the Virtual Network radio button to specify the virtual 
network in which the mobile node resides.

Mask Network mask associated with the IP address of the virtual network.

Skip Chap (Optional) When you check this check box, the Home Agent will 
not send access requests to the AAA server for authentication of 
mobile IP registration requests. 

Security Associations on AAA (Optional) When you check this check box, the Home Agent 
retrieves security associations from an AAA (TACACS+ or 
RADIUS) server.

Download Security Associations (Optional) Select this check box to download security associations 
from an AAA server.

Authorized-pool (Optional) Verifies if the assigned IP address of the mobile node is 
in the specified local IP pool. 

Care-of Address Access-list (Optional) Controls which care-of addresses (CoAs) in registration 
request are permitted by the home agent. By default, all CoAs are 
permitted. The access list can be a string or a number from 1 to 99.

Mobile Host Lifetime (Optional) The registration lifetime granted to the mobile node or 
group (in seconds). The range is from 3 to 65535. The Foreign 
Agent uses this information to control the duration of registration.
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The Home Address Assignment Without NAI Configurations window appears with the generated 
configuration commands.

Step 6 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 7 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Security Associations
All registration messages between an MN and a HA are authenticated in Mobile IP to prevent 
denial-of-service and replay attacks. Security associations are used to authenticate the mobile device. A 
security association is a collection of security contexts between a pair of nodes, which may be applied 
to Mobile IP protocol messages that are exchanged between them. Each context indicates an 
authentication algorithm and mode, a secret (a shared key or appropriate public or private key pair), and 
a style of replay protection in use. 

Message Digest 5 (MD5) is an algorithm that takes the registration message and a key to compute the 
smaller chunk of data, called a message digest, plus a secret key. The MN and HA have a copy of the 
key, called a symmetric key, and authenticate each other by comparing the results of the computation.

The authentication process begins when an MN sends the registration request. The MN adds the time 
stamp, computes the message digest, and appends the Mobile-Home Authentication Extension (MHAE) 
to the registration request. The HA receives the request, checks if the time stamp is valid, computes the 
message digest using the same key, and compares the message digest results. If the results match, the 
request is successfully authenticated. For the registration reply, the HA adds the time stamp, computes 
the message digest, and appends the Mobile-Home Authentication Extension MHAE to the registration 
reply. The MN authenticates the registration reply upon arrival from the HA.
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Replay protection is enabled on the registration packets to protect the network from replay attacks. A 
replay attack occurs when an individual records an authentic message that was previously transmitted 
and replays it at a later time. 

To display a list of security associations for the MN, Home Agent, or Foreign Agent that is configured 
in the HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Security Associations.

The Home Agent Security Associations dialog box displays a list of configured security associations for 
the mobile node, Home Agent, or Foreign Agent, in the selected group. It contains:

Click any column heading to sort the list.

Step 3 From the Home Agent Security Associations dialog box, you can: 

• Click Execute without selecting a peer type to configure a new security association in the selected 
group.

• Choose a peer type and:

– Click Execute to modify its security association.

– Click List to see its current security association.

– Click Delete to delete it. You can also delete one or more security associations at the same time. 

When you select one or more security associations, the Execute and List buttons will be disabled.

For more information, see Configuring Security Associations, page 4-25.

Configuring Security Associations

You can configure the security associations for the MN, Home Agent, or Foreign Agent using a Security 
Associations wizard.

To launch the Security Associations wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Security Associations.

Field Description
Peer Type Specifies the peer type. It can be one of the following:

• Host

• Home Agent

• Foreign Agent

Peer Identity Specifies the NAI string or the home IP address of the mobile node.

SPI Specifies the Security parameter index (SPI). This is used to authenticate a 
mobile user during mobile IP registration.
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The Home Agent Security Associations dialog box displays a list of configured security associations for 
the MN, Home Agent, or Foreign Agent in the selected group.

Step 3 Perform one of these actions:

• To create a security association for a peer type, click Execute without selecting one.

• Select the security association you want to modify, then click Execute.

The first window of the Security Associations wizard contains:

Field Description
Peer Type Choose a peer type from the drop-down list. It can be one of the 

following:

• Host

• Home Agent

• Foreign Agent

Mobile Node Identity Click the IP Address or Host NAI String radio button to specify 
the NAI string or the home IP address of the mobile node.

IP Address Click the IP Address radio button to specify the IP address of the 
mobile node.

Lower IP address of the host, Home Agent, Foreign Agent, or the lower 
range of IP address pool.

Higher (Optional) Upper range of the IP addresses pool.

Host NAI String Specify the network access identifier of the mobile node. It is a 
unique identifier with the syntax username@realm.

Click Fetch to select a NAI string from a list. A popup appears with 
a list of NAI strings. Choose a NAI string and click Select. Click the 
column heading to sort the list.

This radio button is disabled if you choose Home Agent or Foreign 
Agent as the peer type.

Bidirectional SPI Click the Bidirectional SPI radio button to specify the bidirectional 
SPI. The range is from 256 to 4294967295 (decimal) or 0 to ffffffff 
(hex).

Unidirectional SPI Click the Unidirectional SPI radio button to specify the inbound 
and outbound SPIs. If Home Agent receives an inbound SPI, then 
outbound SPI will be used when sending a response.

Inbound Select Decimal or Hex from the drop-down list and specify the SPI 
to authenticate the inbound registration packets. The range is from 
256 to 4294967295 (decimal) or 0 to ffffffff (hex)

Outbound Select the format of the SPI (Decimal or Hex) from the drop-down 
list, and specify the SPI to authenticate the outbound registration 
packets. The range is from 256 to 4294967295 (decimal) or 0 to 
ffffffff (hex)

Security Key Select the format of the key (ASCII or Hex) from the drop-down 
list, and specify the shared secret key for the security associations. 
The key is used to wrap the registration information for 
authentication and calculate the message digest.
You cannot use spaces in the string.
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Click any column heading to sort the list.

Step 4 Enter the information and click Next.

The Security Associations Configurations window appears with the generated configuration commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

Replay Time Stamp Specify the replay protection time stamp (in seconds) to protect the 
registration packets from replay attacks. The time stamp validates 
the incoming packets to ensure that they are not being replayed by 
a hacker. The time stamp allows the sender and receiver to be 
synchronized. The range is from 1 to 255. If a registration fails 
because the time stamp value is out of bounds, the Home Agent 
returns its timestamp so the mobile node can re-register with a 
timestamp value that is closer to the that of the Home Agent, if 
desired.

Enable Authentication (Optional) Choose the Enable Authentication check box to enable 
authentication and select an authentication algorithm.

Select Authentication Algorithm (Optional) Select an authentication algorithm to authenticate 
messages during registration.

You can select md5 (message–digest 5) or hmac–md5 (HMAC 
used with MD5, where HMAC is a mechanism for message 
authentication that uses cryptographic hash functions) 
authentication algorithm.

Ignore SPI (Optional) Select the Ignore SPI check box to disable the 
authentication of a home agent that uses SPI. This check box is 
enabled only for Home Agents.

Field Description
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• Click Back to edit the configuration.

VRF Support on HA
Mobile nodes can share a common IP address across different realms on the same Home Agent. This 
feature is based on the Multi-VPN Routing and Forwarding (VRF) Customer Edge (CE) network 
architecture to support multiple VPNs (and, therefore, multiple customers) per Customer Edge (CE) 
device. This reduces the amount of equipment required and simplifies administration, while allowing the 
use of overlapping IP addresses within the CE network. Separate VRF table are maintained for each 
realm. Multiple IP addresses are used at the Home Agent to indicate different enterprise connections or 
VRFs to the PDSN. Thus, one mobile IP tunnel runs between the PDSN and the HA per realm or VRF. 

A typical scenario with VRF enabled on Home Agent:

When a Mobile IP registration requests (RRQ) arrives at the Home Agent, it will read the NAI field of 
the incoming RRQ and select a pre-configured IP address. This forms a mobile IP tunnel back to the 
PDSN with this IP address as the source address of the tunnel. The Home Agentt adds a host route that 
corresponds to the IP address that is assigned for the mobile in the routing table of the VRF that is 
defined for the realm. The tunnel end-point at Home Agent is also inserted in the VRF routing table. This 
feature enables the mobile nodes to share common IP address across different realms on the same Home 
Agent. 

To display a list of all realms that are configured with VRF in the HA Service Manager:

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.

Step 2 Choose HA Service Manager > Service Activation > HA VRF.

The Home Agent VRF dialog box displays a list of VRF configured realms, in the selected device group. 
It contains:

Click any column heading to sort the list.

Step 3 From the Home Agent VRF dialog box, you can: 

• Click Execute without selecting a realm to configure its VRF.

• Choose a realm and:

– Click Execute to modify its VRF configuration.

– Click List to view its current configuration.

– Click Delete to delete it. You can also delete one or more VRF configurations at the same time. 

Field Description
Realm Name Specifies the realm name. It is a unique identifier with the syntax @realm.

VRF Name Specifies a unique name to identify the VRF for a specific group.

Virtual HA IP 
Address

Specifies the IP address of the Home Agent. 
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When you select one or more VRF configurations, the Execute and List buttons will be disabled. For 
more information, see Configuring VRF Support on HA Devices, page 4-29.

Configuring VRF Support on HA Devices

You can configure VRF support on home agent devices by using the Home Agent VRF Configuration 
wizard.

To launch the Home Agent VRF Configuration wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > HA VRF.

The Home Agent VRF dialog box displays a list of VRF configured realms, in the selected device group.

Step 3 Perform one of these actions:

• To create the VRF for a realm, click Execute without selecting a realm. 

• Choose a realm, then click Execute to modify its VRF configuration.

The first window of the Home Agent VRF Configuration wizard contains:

Field Description
Realm Name Specifies the realm name. It is a unique identifier with the syntax @realm.

Click Fetch to select a realm from a list. A popup appears displaying a list of 
realms. Choose a realm and click Select. Click the column heading to sort the 
list.

VRF for Realm

VRF Name Specifies a unique name to identify the VRF for a specific group. You can:

• Click Fetch to select a configured VRF from a list. A popup appears with 
a list of configured VRFs. Choose a VRF and click Select. Click any 
column heading to sort the list.

• Click Define to configure a new VRF routing table. See VRF Definition 
Dialog Box Field Descriptions, page 4-30, for more details.

Virtual Home Agent

IP Address Specifies the IP address of the Home Agent. Click Assign to Loopback to 
configure a loopback interface. This action provides a stable address to 
minimize the impact of a physical interface going down. See Loopback 
Interface Dialog Box Field Descriptions, page 4-31, for more details.

AAA Group You can define AAA accounting and, or authentication servers.

Accounting Group (Optional) Specifies an AAA accounting group. When you define an AAA 
accounting server group, all accounting records for the users of the realm will 
be sent to the specified group.

Authentication 
Group

(Optional) Specifies an AAA authentication group. When you define an AAA 
authentication group, the Home Agent sends access requests for mobile IP 
registration requests, to the AAA servers that are defined in the group.
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Click any column heading to sort the list.

Step 4 Enter the information and click Next.

The HA-VRF Configurations window displays the generated configuration commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

VRF Definition Dialog Box Field Descriptions 

When you click Define in the VRF for Realm pane, the VRF Definition dialog box appears. You can 
use this dialog box to configure a new VRF routing table from this dialog box. It displays:

Field Description

VRF Info

Instance Name Specifies a unique name by which to identify the VRF for a specific group.
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Loopback Interface Dialog Box Field Descriptions

When you click Assign to Loopback in the Virtual Home Agent pane, the Loopback Interface dialog 
box appears. Itdisplays:

Enter the required information and click Submit.

Hot-Lining
You use the Hot-lining feature to monitor upstream user traffic by using two different scenarios: active 
and new session. When Hot-lining is active for a particular user, the upstream IP packets from the mobile 
are re-directed to the redirect server that is configured for this particular realm. This is achieved by 
changing the IP packet destination address to the redirect server address.

To display a list of all realms that are configured with hot-lining in the HA Service Manager:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Hot Lining.

The Hot Lining dialog box displays a list of realms that are configured with hot–lining, in the selected 
device group. It contains:

Description Describes the VRF.

Route Distinguisher Specify a route distinguisher after you create a VRF. Otherwise, the VRF will 
not operate.

A route distinguisher (RD) creates routing and forwarding tables for a VPN. RD 
includes an autonomous system number and an arbitrary number, or it is 
IP-address-relative (includes an IP address and an arbitrary number).

You can enter an RD in one of these formats:

• 16-bit AS number: your 32-bit number. 
For example, 101:3

• 32-bit IP address: your 16-bit number
For example, 192.168.122.15:1

Field Description

Field Description

Loopback Interface Information

IP Address Assign an IP network address to the interface.

Subnet Mask Assign a network mask to the interface

Loopback Interface No. Specify the number of the loopback interface that you want to create or 
configure. There is no limit on the number of loopback interfaces you can 
create.

Assign as Secondary IP Check the Assign as Secondary IP check box to assign the above IP address 
as a secondary address on the loopback interface.



   

4-32
User Guide for Cisco HA Service Manager

OL-9075-01

Chapter 4      Using Service Manager
  Activating Services on HA Devices

Click any column heading to sort the list.

Step 3 From the Hot-lining dialog box, you can: 

• Click Execute without selecting a realm to configure hot-lining.

• Choose a realm and:

– Click Execute to modify its hot-lining configuration.

– Click List to view its current configuration.

– Click Delete to delete it. You can also delete one or more hot-lining configurations at the same 
time. 

When you choose one or more hot-lining configurations, the Execute and List buttons will be 
disabled.

For more information, see Configuring VRF Support on HA Devices, page 4-29.

Enabling Hot-Lining

You can configure hot-lining on home agent devices by using the Hot Lining wizard.

To launch the Hot Lining wizard:

Step 1 Choose a device group (Choose Service Manager > Select Group). See Selecting an HA Device Group, 
page 4-2.

Step 2 Choose HA Service Manager > Service Activation > Hot Lining.

The Hot Lining dialog box displays a list of Hot-lining configured realms, in the selected device group.

Step 3 Perform one of these actions:

• Click Execute without selecting a realm to configure hot-lining.

• Choose a realm, then click Execute to modify its hot-lining configuration.

The first window of the Hot Lining wizard displays:

Click any column heading to sort the list.

Step 4 Enter the information and click Next.

Field Description
Realm Name Specifies the realm name. It is a unique identifier with the syntax @realm.

Redirect Server Specifies the IP address of the redirect server.

Field Description
Realm Name Specify the realm name. It is a unique identifier with the syntax @realm.

Click Fetch to select a realm from a list. A popup appears displaying a list of 
realms. Choose a realm and click Select. Click the column heading to sort the 
list.

Redirect Server Specify the IP address of the redirect server.
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The Hot Lining Configurations window displays the generated configuration commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A popup window appears 
where you can specify a name for the batch file, or add the configuration to an existing batch file.

• Click Download to save it to the work queue.

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Clear to clear the batch profile.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save and Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job completes, 
you can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, 
for more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Working With ODAP Manager
This section provides information about:

• Displaying ODAP Client Parameters, page 4-33

• Configuring ODAP Client Parameters, page 4-34

• Working With ODAP Client, page 4-35

• Configuring ODAP Client, page 4-36

Displaying ODAP Client Parameters

With ODAP, a DHCP or ODAP server manages a block of addresses for each ODAP client application. 
You must enable the ODAP client on the HA to request pools of subnetted IP addresses from the ODAP 
Subnet Allocation Server.

To display a list of the DHCP client parameters that are configured in the HA SM:

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.
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Step 2 Choose HA Service Manager > Service Manager > Service Activation > ODAP Manager > Generic 
Client Config.

The ODAP Client- Generic Configurations dialog box appears and displays a list of all the DHCP client 
parameters that are configured in the selected group. The parameters are:

Step 3 Perform one of these actions:

• Click Execute to configure the client parameters. For more information, see Configuring ODAP 
Client Parameters, page 4-34.

• Click List to view the current configuration.

Configuring ODAP Client Parameters

Configure DHCP client parameters by using the ODAP client wizard. To do so:

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.

Step 2 Choose HA Service Manager > Service Manager > Service Activation > ODAP Manager > Generic 
Client Config.

The ODAP Client-Generic Configurations dialog box appears with a list of all the DHCP client 
parameters configured in the selected group.

Step 3 Click Execute to configure the client parameters.

The first window of the ODAP client wizard displays:

Field Description
ODAP Client Specifies if ODAP client is enabled on the device.

Ping Packets Specifies the number of packets a DHCP server sends to a pool address as part 
of a ping operation.

Ping Timeout Specifies the time a DHCP server waits to receive a ping reply from an address 
pool.

Field Description
Enable ODAP Client Check this check box to enable the ODAP client.

Ping Parameters

Ping Packets Number of packets a DHCP server sends to a pool address as part of a ping 
operation. The range is from 0 to 10. If you specify 0, it will disable the ping 
test.

Ping Timeout Specify the time (in milliseconds) a DHCP server waits to receive a ping reply 
from an address pool. The range is from 100 to 10000.

ODAP Servers

IP Address or 
Hostname

Specify the IP address or hostname of the ODAP server.

Note The configuration will fail if the device is unable to resolve the 
hostname.
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Step 4 Click Add Row or Delete Row to add or delete details of ODAP servers.

Step 5 Enter the information and click Next.

The ODAP Client- Generic Configurations window appears with the generated configuration commands.

Step 6 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A server-side file browser 
appears where you can create a new batch file, or add the configuration to an existing batch file.

• Click Download to download the configuration in the batch window to the selected group devices.

HA SM schedules a new job and a notification message displays the Job ID. After the job ends, you 
can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, for 
more information on the job details.

• Click Clear to clear the Batch Mode window.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save or Cancel to 
exit the window.

Step 7 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job ends, you 
can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, for 
more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Working With ODAP Client

You can view the ODAP address pools that are assigned to HAs running ODAP clients. 

To display a list of these address pools:

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.

Step 2 Choose HA Service Manager > Service Manager > Service Activation > ODAP Manager > Pool 
Config.

The ODAP-Client dialog box displays a list of address pools in ODAP clients. It contains:

Field Description
Pool Name Specifies the name of the address pool.
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Click the Pool Name column to sort the list.

Step 3 From the ODAP-Client dialog box, you can:

• Click Execute without selecting an address pool to configure a new one.

• Choose an address pool and click:

– Execute to modify its configuration.

– List to see its current configuration.

– Delete to delete it. You can delete one or more address pools at the same time. 

When you select one or more address pools, the Execute and List buttons will be disabled.

For more information, see Configuring ODAP Client, page 4-36.

Configuring ODAP Client

You can configure address pools on ODAP clients by using the ODAP client wizard.

To configure address pools on ODAP clients by using the ODAP client wizard:

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.

Step 2 Choose HA Service Manager > Service Manager > Service Activation > ODAP Manager > Pool 
Config.

The ODAP-Client dialog box displays a list of address pools that are configured in ODAP clients.

Step 3 Perform one of these actions:

• To configure a new address pool, click Execute without selecting one.

• Select the address pool you want to modify or clone, then click Execute.

If you modify the Pool Name, a new configuration will be created rather than modifying an existing 
one.

The first window of the ODAP client wizard displays:

Utilization 
Thresholds

Specifies the range of the utilization mark of the address pool.

Subnet Size Specifies the initial subnet size and the subsequent increment size of the address 
pool.

Field Description

Field Description
Pool Name Name of the address pool.

Upper Utilization 
Threshold

Upper limit of the utilization mark of the address pool. The range is from 1 to 
100.

Lower Utilization 
Threshold

Lower limit of the utilization mark of the address pool. The range is from 1 to 
100.
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Step 4 Enter the information and click Next.

The DHCP Client Pool Configurations window appears and displays the generated configuration 
commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A server-side file browser 
appears where you can create a new batch file, or add the configuration to an existing batch file.

• Click Download to download the configuration in the batch window to the selected group devices.

HA SM schedules a new job and a notification message displays the Job ID. After the job ends, you 
can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, for 
more information on the job details.

• Click Clear to clear the Batch Mode window.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save or Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job ends, you 
can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, for 
more information on the job details.

• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Home Agent Domain Name System (HA-DNS)
The Home Agent Domain Name System (DNS) service-activation is available only on Home Agent 3.0 
devices. You can configure service-activation commands for:

• DNS Server Address Assignment

• IP Reachability

Enable Origin DHCP Check this check box to configure an address pool as an on-demand address 
pool, and specify DHCP as the subnet allocation protocol.

Initial Subnet Size Initial size of the subnet. Specify this value either with a slash (/) at the 
beginning or in IP format value.

Subnet Autogrow 
Size

Increment size of the address pool. Specify this value either with a slash (/) at 
the beginning or in IP format value.

Field Description
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DNS Server Address Assignment

The IS835 standard defines a method to push the home DNS server address to a mobile device as an 
NVSE in a Mobile IP registration response. This procedure allows the mobile station to learn the primary 
and secondary DNS server address of its home domain. You can assign a DNS server or configure the 
primary and secondary DNS addresses for a specific realm by using HA SM.

IP Reachability

When the HA receives an initial Registration Request it sends a RADIUS Access-Request to the Home 
RADIUS server. If the RADIUS server is configured to request Home Agent-based DNS updates, the 
Home RADIUS server will include the DNS-Update-Required attribute in the RADIUS Access-Accept 
message returned to the HA. If the initial Mobile IP registration is successful, the HA sends a DNS 
Update message to the DNS server to add an A Resource Record for the MS. The HA sends a DNS 
Update message to the primary and secondary DNS server, if present.

To display a list of HA-DNS configured realms:

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.

Step 2 Choose HA Service Manager > Service Manager > Service Activation > HA-DNS.

The HA-DNS dialog box displays a list of configured realms. It contains:

Click any column heading to sort the list.

Step 3 From the HA-DNS dialog box, you can:

• Click Execute without selecting a realm to configure a new one.

• Choose a realm and click:

– Execute to modify its configuration.

– List to see its current configuration.

– Delete to delete it. You can delete one or more realms at the same time. 

When you select one or more realms, the Execute and List buttons will be disabled.

For more information, see Configuring HA-DNS, page 4-38.

Configuring HA-DNS

You can configure the HA-DNS service-activation commands for DNS Server Address Assignment and 
IP Reachability using the HA-DNS wizard.

Step 1 Choose a device group. (Choose Service Manager > Select Group.) See Selecting an HA Device 
Group, page 4-2.

Field Description
Realm Name Specifies the name of realm.

Primary/Secondary 
DNS

Specifies the primary or secondary DNS.

Dynamic Update Specifies the name of the dynamic DNS update method.
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Step 2 Choose HA Service Manager > Service Manager > Service Activation > HA-DNS.

Note The HA-DNS service activation is available only on Home Agent 3.0 devices.

The HA-DNS dialog box displays a list of configured realms.

Step 3 Perform one of these actions:

• To configure a new realm, click Execute without selecting one.

• Select the realm you want to modify or clone, then click Execute.

The first window of the HA-DNS wizard displays:

Step 4 Enter the information and click Next.

The HA-DNS Configurations window appears and displays the generated configuration commands.

Step 5 Click Add To Batch to execute the configuration in a batch mode if you do not want to download them 
immediately. The Batch Mode window appears. You must leave the Batch Mode window open to add 
multiple service-activation commands to the same batch.

From the Batch Mode window, you can:

• Click Save to save the configuration in a batch file and download it later. A server-side file browser 
appears where you can create a new batch file, or add the configuration to an existing batch file.

• Click Download to download the configuration in the batch window to the selected group devices.

HA SM schedules a new job and a notification message displays the Job ID. After the job ends, you 
can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, for 
more information on the job details.

• Click Clear to clear the Batch Mode window.

• Click Close to close this window. 

If you do not save the batch file, a message prompts you to save it. Click OK to save or Cancel to 
exit the window.

Step 6 Perform one of these actions:

• Click Finish to complete the configuration. 

HA SM schedules a new job. A notification message displays the Job ID. After the job ends, you 
can view the details of the job in the Job Details window. See Viewing Job Details, page 4-14, for 
more information on the job details.

Field Description
Realm Name Name of the realm. Click Fetch to select a realm from a list. A popup appears 

displaying a list of all the configure realms. Choose a realm and click Select.

Dynamic Update Name of the dynamic DNS update method. Configure the DNS update method 
name on the device by using the command: 
ip ddns update method <method name>

DNS Server Assign Check this check box to enable the DNS Server Address Assignment feature.

Primary DNS Server Specify the IP address of the primary DNS Server for the realm.

Secondary DNS 
Server 

Specify the IP address of secondary DNS Server for the realm.
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• Click Cancel to exit the wizard.

• Click Back to edit the configuration.

Managing Batch Configurations
You can use HA Service Manager to apply multiple service-activation configurations to the device by 
using batch mode. You can save the generated configuration commands and download them later.

Use the Batch Config function to manage batch configurations. You can display, start, or delete the batch 
configurations.

To open the Batch Config window:

Step 1 Choose Service Manager > Batch Config. 

The Batch Config window appears. (See Figure 4-6 on page 4-40.) 

Step 2 Click any column heading to sort the list.

Figure 4-6 Batch Config window

From this point, you can:

• Display the contents of a batch configuration file–Select a file from the list, then click Open. You 
can display the details of one batch config at a time.

• Delete a batch configuration file–Select one or more batch configurations from the list, then click 
Delete.

Note The HA SM does not test for configuration dependencies.

Starting a Batch Configuration
To start a batch job:

Step 1 Choose Service Manager > Batch Config. 

In the Batch Config window, select a batch configuration from the list. The Batch Config display 
appears.
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Step 2 Click Open to display the contents of the job file.

Step 3 Click Download.

.
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You use Home Agent Service Manager (HA SM) tools to troubleshoot and debug connectivity and 
performance issues. You can invoke the following tasks from the Tools tab:

Using Show Commands
You can use the show commands to monitor HA-specific status, statistics and current configurations.

To use the show commands:

Step 1 Choose HA Service Manger > Tools > Show Commands. 

The Show Commands window appears. Table 5-1 provides information on the different commands.

Step 2 Select a device from the Select Device drop-down list, a command and its options from the Select 
Commands list of command sets.

Step 3 Click Show Output. The HA SM displays a Show Commands Output window. (See Figure 5-1 on 
page 5-2.)

Menu Option Task Topic

Show Commands Use show commands to monitor 
HA-specific status and statistical 
information

Using Show Commands, page 5-1

Debugging Debugging devices Debugging Devices, page 5-3

Syslog Viewing the syslog Viewing Syslogs, page 5-7
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Figure 5-1 Show Commands Output Window

The Show Commands Output window displays the device name, date and time that the output is 
generated. You can perform the following tasks in the Show Commands Output window:

Table 5-1 shows the show commands available in HA SM.

Button Description
Print icon Prints the output.

Export icon Exports the output as a PDF file.

Refresh Refreshes the screen.

Clear Device 
Counters

Clears the output from show commands that display statistics. This option is 
disabled for some commands.

Close Closes the window.
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Debugging Devices
The Home Agent supports conditional debugging based on NAI, as well as conditional debugging based 
on the home address of the mobile node. Only AAA and Mobile IP components will support conditional 
debugging. 

You can use the Debugging tool to debug one or more devices. The HA SM provides several commands 
that you can use to customize the task.

Table 5-1 List of Show Commands

Command Set Command Information

Mobile IP Host Info show ip mobile host Displays information about the mobile station.

Mobile IP Bindings show ip mobile binding Displays the mobility binding table.

The Home Agent updates the mobility binding table 
in response to registration events from mobile nodes. 
If you specify the address argument, bindings are 
shown for only that mobile node.

Mobile IP Tunnels show ip mobile tunnel Displays information about the active mobile IP 
tunnels. The source IP address of the tunnel is the IP 
address configured corresponding to the VRF.

The Home Agent releases the tunnel when there are 
no users on the tunnel.

Mobile Router Info show ip route mobile Displays information about Mobile IP routes.

Mobile IP Protocol Statistics show ip mobile traffic Displays Home Agent protocol statistics.

You can reset the counters to zero using the clear ip 
mobile traffic command.

Mobile IP Security Violation 
Log

show ip mobile violation Displays information about security violations. 

The most recent violation (unknown requestors) is 
saved for all mobile nodes. A circular log holds up to 
50 unknown requesters, or violators without security 
association.

Local Pool Statistics show ip local pool Displays statistics for any defined IP address pools.

If you omit the variable name, you can view a generic 
list of all defined address pools and the IP addresses 
that belong to them. If you specify a name, you can 
view detailed information for that pool. 

Mobile Global Info show ip mobile globals Displays global settings of Home Agent and Foreign 
Agent. You can view the services that they provide.

Mobile IP AAA show ip mobile aaa requests Displays the list of hosts that have pending requests 
with a AAA server. You also can view the pending 
requests for a specific Host IP Address or a NAI 
string.
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Caution The system gives high priority to debugging output. For this reason, use debugging commands only for 
troubleshooting specific problems or during troubleshooting sessions with the Cisco Technical 
Assistance Center. Excessive debugging output can render the system inoperable. Debugging is best 
done during periods of low network activity.

The steps to debug a device are:

• Configuring a Device for Debugging, page 5-4

• Debugging a Device, page 5-5

Timeout Information

The HA SM automatically times out and stops processing logs for a device when new logs are available 
or 30 minutes when new logs are not available:

• Close the window.

• Leave the window idle.

Configuring a Device for Debugging

Note Executing the command ip mobile debug include username on a version 3.0 HA device appends the 
username to each debug message as a tag. You must enable this command manually in order to proceed 
with configuring the device for debugging. 

To configure a device for debugging:

Step 1 Open a Telnet connection to the device.

Step 2 Configure the device to send the logs to the HA SM server by using the following command:

logging HA-SM-IP-Address

Step 3 Configure the device to set the logging level to debug by using the command:

logging trap debug

This command is required for debugging only; the default level is informational.

Step 4 The following recommended configuration reduces overhead on the device by directing all logs to the 
HA SM server; rather than the console or monitor. The last two of these commands enable the device to 
send urgent informational logs to the console in the event of an IP network or syslog server failure:

no logging monitor

logging console informational

no logging console guaranteed

Step 5 You can now debug the device. See Debugging a Device, page 5-5, for more information.
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Debugging a Device
To debug a device:

Step 1 Ensure that the device is configured as described in Configuring a Device for Debugging, page 5-4.

Step 2 Select HA Service Manger > Tools > Debugging. 

The Debugging window appears. (See Figure 5-2 on page 5-5.)

Figure 5-2 Debugging Window

Step 3 Select the device or devices that you want to debug.

The Debugging window displays:

Step 4 Use the Add and Remove buttons to choose the debug commands in the Enable Debugs pane. Table 5-2 
provides information on the different debug commands.

Step 5 Click Start Debug.

The HA SM displays a Debug Commands Output winow. If new logs are available, the value New Log 
Available field will be Yes.

In the Debug Commands Output window, you can:

Field Description
Select Device

Devices Drop-down list of devices in the selected group.

User Name Identifies devices that are associated with a specific user name.

IP Address Identifies devices that are associated with a specific IP Address.
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Table 5-2 provides information on the different debug commands.

Button Description

Print icon Prints the output.

Export icon Exports the output as a PDF file.

Stop Debug Stops debugging. This window appears before the HA SM completes 
debugging.

Refresh Click the Refresh button to obtain new logs from the log file. This button is 
enabled when:

• The device has been configured for debugging, and

• New logs exist.

Close Closes the window and stops the debug process on the device.

Table 5-2 Debug Commands in HA Service Manager

Command Set Command Information

Radius Details debug radius Displays information associated with Remote 
Authentication Dial-in User Service (RADIUS). 
RADIUS is a distributed security system that secures 
networks against unauthorized access. Cisco supports 
RADIUS under the authentication, authorization, and 
accounting (AAA) security system. 

TACACS Details debug tacacs Displays information associated with Terminal 
Access Controller Access Control System 
(TACACS). TACACS is a distributed security system 
that secures networks against unauthorized access. 
Cisco supports TACACS under the authentication, 
authorization, and accounting security system.

IP Mobile Details debug ip mobile Displays IP mobility activities.

IP Mobile Host Details debug ip mobile host Displays information associated with the mobile host 
or mobile node group such as configured IP pools, 
NAI, and so on.

IP Mobile Advertise Details debug ip mobile advertise Displays advertisement information such as its type, 
sequence, lifetime etc.

AAA Accounting Details debug aaa accounting Displays information on accountable events as they 
occur. This command is independent of the 
accounting protocol used to transfer the accounting 
information to a server.

AAA POD Details debug aaa pod Displays debug information for Radius Disconnect 
message processing at AAA subsystem level.
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Viewing Syslogs
You can use the Syslog tool to view syslog messages (error, exception, information etc) sent by devices 
in the network. The logged message data can be used to analyze network device performance. 

To view syslogs, you must configure the device. See Configuring a Device to View Syslogs, page 5-7, 
for more information.

Timeout Information

The HA SM automatically times out and stops processing logs for a device within 10 minutes when new 
logs are available or 30 minutes when new logs are not available when you:

• Close the window.

• Leave the window idle.

Configuring a Device to View Syslogs
To configure a device for view syslogs:

Step 1 Open a Telnet connection to the device.

Step 2 Configure the device to send the logs to the HA SM server by using the command syntax:

logging <HA-SM-Ip-Address>

The following recommended configurations reduces overhead on the device by directing all logs to the 
HA SM server; rather than the console or monitor. The last two commands enable the device to send 
urgent informational logs to the console in the event of an IP network or syslog server failure:

no logging monitor

logging console informational

no logging console guaranteed

Step 3 You can now view the syslogs. See Viewing Syslogs, page 5-7 for more information.

Viewing Syslogs
To view syslogs:

Step 1 Ensure that the device is configured as described in Configuring a Device to View Syslogs, page 5-7.

Step 2 Choose HA Service Manger > Tools > Syslog. 

The Syslog Options window appears. (See Figure 5-3 on page 5-8.)



   

5-8
User Guide for Cisco HA Service Manager

OL-9075-01

Chapter 5      Using Tools
  Viewing Syslogs

Figure 5-3 Syslog Options Window

Step 3 Select a device from the Devices drop-down list.

Step 4 Select a viewing option from the Viewing Options menu.

Step 5 Click Show Log.

The Syslog Viewer window appears. (See Figure 5-4 on page 5-8.) If new logs are available, the value 
New Log Available field will be Yes.

Figure 5-4 Syslog Viewer Window

You can perform the following tasks in the Syslog Viewer window:
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Feature Information
Print icon Prints the output.

Export icon Exports the output as a PDF file.

Refresh Obtains any new logs that are available in the log file. This button is enabled 
only when new logs are available.

Close Closes the window.
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Troubleshooting HA Service Manager

The sections in this chapter are:

• Resolving Error Messages, page 6-1

• About the TE Properties File, page 6-2

• Configuring the HA SM Log Properties, page 6-4

• Frequently Asked Questions, page 6-4

Resolving Error Messages
Table 6-1 displays some common error messages and explains how to resolve them.

Table 6-1 Error Messages in HA SM

Error Message Possible Solution
Error while fetching config. Either no 
config in archive (or) SNMP credentials 
might be wrong 

Check the latest status of the device in the Sync Report Dashboard 
window. (Choose Service Manager > Sync Report > Sync Report 
Dashboard.)

Message: Deploy succeeded, Synchronization 
of RME archive with Device Config failed.

Increase the SNMP timeout for the device. To do this, choose 
Resource Manager Essentials > Devices > Device Management > 
RME Devices > Edit Device Attributes. 

Config export from RME might have failed. 
Check whether selected devices have config.

Either:

• There is no configuration for the selected device in the archive.

• Display name has changed.

To get the latest, choose HA Service Manger > Service 
Manager > Select Group, and check the Fetch Config check 
box. 

• Device is suspended in RME.

Check if the device is suspended, (Choose Resource Manager 
Essentials > Device > Device Management > Suspended 
Devices) and resubmit the device. 
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About the TE Properties File
The Troubleshooting Engine (TE) Properties file contains parameters that control the behavior of the 
CMX TE. The parameters that usually affect customer usage are the timeout values. You can increase 
these timeout values when the network is very slow and response times are high.

Table 6-2 shows the TE properties. You can configure the timeout values in the properties file at 
/opt/CSCOpx/lib/classpath/cmxTe.properties. This file has several other variables that can be changed if 
required. You do not have to change the default values under normal conditions.

An error occurred while retrieving latest 
config version from RME for the Devices: 
<DeviceList>. See the log file for more 
information.

Get the latest status of the device in the Sync Report Dashboard 
window. (Choose Service Manager > Sync Report > Sync Report 
Dashboard.) 

You can view the HA SM log file in: 
/var/adm/CSCOpx/log/cmxha.log

No Devices are managed in RME. Verify if the devices in the group are deleted in RME. Choose 
Resource Manager Essentials > Device > Device Management, and 
verify if device exists.

Debug enable failed. Check job details of 
<JobID> for more information.

Verify if you have configured a device for debugging. For more 
details, see Configuring a Device for Debugging, page 5-4. 

To view the details of the NetConfig job in the NetConfig job 
browser, choose Resource Manager Essentials > Config Mgmt > 
NetConfig > NetConfig Jobs. 

No realm configured on the device. Configure a realm on the device. To do this, choose HA 
Service Manager > Service Activation > Home Address 
Assignment > With NAI.

A job is already running. Only one job can 
run at a time.

You have to wait for 30 seconds to submit new job.

Specific Static IP Addresses are not 
applicable for domain realm.

This message appears in the Home Address Assignment NAI 
window when you configure static IP addresses for domain realms 
(@realm). Ensure you configure dynamic IP addresses for domain 
realms.

Table 6-1 Error Messages in HA SM (continued)

Error Message Possible Solution
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Table 6-2 TE Properties File

S. No. Variable Default Value Description

1 DEFAULT_SYSLOG_LOCAL_FACILITY Local7 Logging facility; should not be changed under 
normal conditions. 

Note Changing this value will affect RME 
Syslog Analyzer functionality.

2 DEFAULT_SYSLOG_FILE /var/adm/CSCOpx/
log/cmxTe.log

Log file of CMX SMs.

When debug or syslog is enabled, the log file 
can grow to a considerable size. This might lead 
to a disk full error. To overcome this, take a 
backup of the existing log file when it becomes 
very large.

To do so:

a. Stop the daemon, using the command 

\etc\init.d\dmgtd stop 

b. Back up the log file.

c. Trim the cmxTe.log

d. Start the daemon, using the command 

\etc\init.d\dmgtd start

3 DEFAULT_INITIAL_CAPACITY 30 Initial capacity of CMX TE data structures.

4 DEFAULT_INCREMENT_SIZE 5 Capacity increment.

5 DEFAULT_SYSLOG_QUEUE_CAPACITY 100000 CMX TE Queue capacity. New syslogs will be 
dropped if received logs exceed the processed 
logs by this value.

6 DEBUG_INITIAL_TIMEOUT 360s (6m) Timeout for downloading debug commands.

7 DEBUG_HEARTBEAT_TIMEOUT 600s (10m) Timeout between two consecutive Debug 
window refreshes when new debug logs are 
available.

8 SYSLOG_VIEWER_INITIAL_TIMEOUT 1800s (30m) Timeout for both the Syslog and Debug 
windows when no new logs are available.

9 SYSLOG_VIEWER_HEARTBEAT_TIMEO
UT

600s (10m) Timeout between two consecutive Syslog 
window refreshes (Figure 5-4) when new 
syslogs are available.

10 DEFAULT_MAX_LOGS_TO_SEND 1000 Number of logs sent to the GUI on refresh.

11 DEFAULT_MAX_OLD_LOGS_TO_STORE 5000 Maximum number of old logs processed and 
displayed to the user in the Syslog window.

12 MAX_LOG_SIZE 10 Maximum size(in MB) of the cmxTe.log. Once 
the log file size has been exceeded, the HA SM 
displays a warning message when you select 
Tools > Debugging or Tools > Syslog. The same 
message appears in the resulting Debug or 
Syslog window.
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Configuring the HA SM Log Properties
This section provides instructions for configuring the HA SM log file. The HA SM logs all messages 
under the directory /var/adm/CSCOpx/log in cmxha.log. 

The levels of logging supported are:

• Debug

• Info

• Warn

• Error

• Fatal

To change logging levels, update the property log4j.rootCategory to the desired level. You need not 
restart the HA Service Manager after updating this property file.

For example, to convert the log level from Info to Debug:

Step 1 Open the log file: /opt/CSCOpx/MDC/tomcat/webapps/ha/WEB-INF/classes/log4j.properties

Step 2 Modify the following line:

inlog4j.rootCategory=info, R

to

log4j.rootCategory=debug, R

Frequently Asked Questions
• Q.Why does the HA SM not list Home Agent devices that are available in DCR?

• Q.How do I view details of the HA SM Jobs?

• Q.How do I check the state of a device in RME?

• Q.How do I increase the SNMP timeout and Telnet timeout values for a Home Agent device?

• Q.In the Job Details window and the Show Command Output window, why does the Failed to lock 
Device message appear?

• Q.How do I check the device credentials configured on the device?

• Q.Does the Sync Report Dashboard show the Telnet credential status?

• Q.Why does the size of the cmxTe.log file increase rapidly?

• Q.How do I control the size of the cmxTe.log file?

Q. Why does the HA SM not list Home Agent devices that are available in DCR?

A. HA SM will not list Home Agent devices if:

• Home Agent services are not enabled on the device.

• SNMP credentials of the device are wrong.

• Device is not in Normal state. 
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Chapter 6      Troubleshooting HA Service Manager
  Frequently Asked Questions

Q. How do I view details of the HA SM Jobs?

A. The HA SM processes commands in parallel while the jobs submitted to RME NetConfig utility are 
processed sequentially and will stop if problems are encountered. You can view the details of the 
HA SM jobs in the RME NetConfig Job browser. (Choose Resource Manager Essentials > 
Config Mgmt > NetConfig > NetConfig Jobs.)

Q. How do I check the state of a device in RME?

A. Choose Resource Manager Essentials > Device > Device Management to check the state of the 
device.

Q. How do I increase the SNMP timeout and Telnet timeout values for a Home Agent device?

A. To set different device attributes value for different devices, choose Resource Manager 
Essentials > Devices > Device Management > RME Devices > Edit Device Attributes. 

Q. In the Job Details window and the Show Command Output window, why does the Failed to lock 
Device message appear?

A. The debug stop job might be running in the backend. Repeat the job after some time.

Q. How do I check the device credentials configured on the device?

A. You can check the device credentials configured on the device in the Device Credential Verification 
window in RME. (Choose Resource Manager Essentials > Device > Device Management.)

Q. Does the Sync Report Dashboard show the Telnet credential status?

A. When you Generate Diff, the Sync Report Dashboard checks whether the device:

• Is reachable through Telnet and SNMP.

• Display Name, Host Name, or IP Address are changed.

• Exists in RME or DCR.

• Is in Suspended state.

The Sync Report Dashboard does not check the credentials of the device.

Q. Why does the size of the cmxTe.log file increase rapidly?

A. The size of the cmxTe.log file will rapidly increase if you have enabled the devices for debugging, 
and to view syslogs. The cmxTe.log contains all the debug and syslog messages from the devices. 
For optimum performance of the product you must control the size of this log file.

Q. How do I control the size of the cmxTe.log file?

A. You can use the log-rotation utility (Logrot) in /opt/CSCOpx/bin/ to control the growth of log files.

To do this:

Step 1 Enter the command:

/opt/CSCOpx/bin/logrot.pl -c

The following message appears:

Read config successfully.

The Logrot configuration menu appears. 
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Chapter 6      Troubleshooting HA Service Manager
  Frequently Asked Questions

Logrot Configuration Menu

1. Edit variables

2. Edit log files

3. Quit and save changes

4. Quit without saving changes

Step 2 Enter option 2. The following messages appears:

Warning: No log files found.

a. Add logfile(s)

b. Delete logfile(s)

c. Go back

Enter option or logfile number to edit: a

Enter logfile path: /var/adm/CSCOpx/log/cmxTe.log

Enter number of archives to keep [0]:5

Enter maximum file size (in kilobytes) [1024]: 4096

Compression extension (gz, Z, bz2): Z

Number    Logfile Name                 Number of Archives   Max Size   Compress

-------------------------------------------------------------------------------
 1.     /var/adm/CSCOpx/log/cmxTe.log              5             4096           Z

a. Add logfile(s)

b. Delete logfile(s)

c. Go back

Step 3 Enter q to quit the Logrot configuration menu.
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G L O S S A R Y

A

AAA Authentication, Authorization and Accounting

agent 

advertisement

An advertisement message which includes a router advertisement message along with special 
extensions that contain Mobile-IP-specific information. 

agent discovery The method by which a mobile node (MN) determines whether it is currently connected to its home 
network or a foreign network. It is the mechanism by which mobile nodes query and discover mobility 
agents.

agent solicitation A request for an agent advertisement.

APN Access Point Name.

ARP Address Resolution Protocol. Internet protocol used to map an IP address to a MAC address.

B

binding information The entries in the mobility binding table. 

binding information 

reply

Active HA replies with all binding information to standby HA when request received.

BSC Base Station Controller. It provides the control functions and physical links between the MSC and BTS 
in a GSM mobile wireless network.

BSS Base Station Subsystem. Refers to the radio-related functions provided by the BTS and BSC in a GSM 
mobile wireless network.

BTS Base Transceiver Station. A land-based station in a GSM mobile wireless network that consists of 
transceivers and antennas, which handle the radio interface to a mobile station. A BSC controls one or 
more BTSs.

C

CDMA Code Division Multiple Access. A method of dividing a radio spectrum to be shared by multiple users 
through the assignment of unique codes. CDMA implements spread spectrum transmission.

CHAP Challenge Handshake Authentication Protocol. It is a security feature which periodically verifies the 
identity of the peer using a 3-way handshake.
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CiscoView GUI-based device-management software application that provides dynamic status, statistics, and 
comprehensive configuration information for Cisco internetworking devices. It also provides device 
monitoring functions and basic troubleshooting capabilities, and can be integrated with several leading 
SNMP-based network management platforms. 

CM CiscoWorks Campus Manager. It provides powerful tools for configuring, managing, understanding, 
and visualizing the complex physical and logical Layer 2 infrastructures.

CoA Care-of address. The care-of address is a temporary IP address of the MN on a foreign or visited 
network. There are two types of care-of addresses: Foreign Agent CoA and Collocated CoA.

Collocated CoA The temporary IP address assigned to the MN. This enables direct delivery of datagrams to the MN.

community string Text string that acts as a password and is used to authenticate messages sent between a management 
station and a router containing an SNMP agent. The community string is sent in every packet between 
the manager and the agent.

correspondent node A peer with which a mobile node communicates. A correspondent node may be either stationary or 
mobile.

CS CiscoWorks Common Services. It represents a common set of management services that are shared by 
Cisco Works applications.

D

DCR Device and Credential Repository. It is a common repository of devices, their attributes, and 
credentials, required to manage devices in a management domain.

De-activation Process of disabling network access and privileges for a subscriber device, and reclaiming device 
attributes for other subscriber devices; de-activation occurs as part of subscriber account 
deprovisioning, or as part of activation of a replacement subscriber device; some device attributes (such 
as IP address leases) might not be reclaimable until the leases have expired.

DFM CiscoWorks Device Fault Manager provides real-time, detailed fault analysis, designed specifically for 
Cisco® devices.

DFP Dynamic Feedback Protocol. Allows host agents to report the change in status of the host systems 
dynamically. The status reported is a relative weight that specifies a host server's capacity to perform 
work.

DHCP Dynamic Host Configuration Protocol. Provides a mechanism for allocating IP addresses dynamically 
so that addresses can be reused when hosts no longer need them.

DNS Domain Name System. System used on the Internet for translating names of network nodes into 
addresses.

E

EMS Element Management System. 
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F

FA Foreign Agent. A router on a foreign network that assists the MN in informing its HA of its current 
care-of address. The FA detunnels and delivers packets to the MN that are tunneled by the HA. 

FCAPS Fault-management, Configuration, Accounting, Performance, and Security.

Foreign Agent CoA The static IP address of a FA. The MN uses this address and the datagrams to the MN are send via the 
FA.

foreign network Any network excluding the home network of the mobile node.

FWLB Firewall Load Balancing.

G

GUI Graphical User Interface.

GRE Generic Routing Encapsulation. Tunneling protocol developed by Cisco that can encapsulate a wide 
variety of protocol packet types inside IP tunnels, creating a virtual point-to-point link to Cisco routers 
at remote points over an IP internetwork.

GSM Global System for Mobile Communications. A second generation (2G) mobile wireless networking 
standard defined by ETSI. It uses TDMA technology and operates in the 900-MHz radio band. 

H

HA Home Agent. A router on the home network of the MN that maintains information about the current 
location of the MN, as identified in its care-of address. The Home Agent redirects packets by tunneling 
them to the MN at its current location.

HA-SLB Home Agent Server Load Balancing.

HDLC High-Level Data Link Control. It is a bit-oriented synchronous data link layer protocol developed by 
ISO which specifies a data encapsulation method on synchronous serial links using frame characters 
and checksums.

HLR Home Location Register. A database that contains information about subscribers to a mobile network. 
The HLR registers subscribers for a particular service provider.

HMAC Hash-based Message Authentication Code. HMAC is a mechanism for message authentication using 
cryptographic hash functions. HMAC can be used with any iterative cryptographic hash function, for 
example, MD5, SHA-1, in combination with a secret shared key.

HMAC-MD5 Hashed Message Authentication Codes with MD5 (RFC 2104). A keyed version of MD5 that enables 
two parties to validate transmitted information using a shared secret. 
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home network The network or virtual network which matches the subnet address of the mobile node.

HSRP Hot Standby Router Protocol. A Cisco routing protocol for fault-tolerant IP routing that enables a set 
of routers to work together to present the appearance of a single virtual router to the hosts on a LAN; 
used in environments where critical applications are running and fault-tolerant networks have been 
designed.

I

IAB Internet Architecture Board. Board of internetwork researchers who discuss issues pertinent to Internet 
architecture.

ICMP Internet Control Message Protocol. A protocol that supports packets containing error, control, and 
informational messages. 

IDU Incremental Device Update. 

IPSec IP Security Protocol. A framework of open standards that provides data confidentiality, data integrity, 
and data authentication between participating peers.

IPM Internetwork Performance Monitor. A Cisco product for measuring and monitoring network 
performance statistics such as network latency, jitter, availability, packet loss, and errors. 

IRDP ICMP Router Discovery Protocol. Protocol that enables a host to determine the address of a router that 
it can use as a default gateway.

L

LMS LAN Management Solution. A software bundle of management applications for managing mobile 
wireless applications in a LAN.

loopback address A special IP number that is designated for the software loopback interface of a machine. The loopback 
interface has no hardware associated with it, and it is not physically connected to a network. This allows 
testing of software even if a physical device goes down.

M

mobility agent A router that facilitates Internet traffic forwarding for a MN when it moves from its home network. 
There are two different types of mobility agents: Home Agent and Foreign Agent.

mobility binding The association of a home IP address and the current COA of the MN and the remaining lifetime.

mobility security 

association

A collection of security contexts, between a pair of nodes, which may be applied to Mobile IP protocol 
messages exchanged between them. Each context indicates an authentication algorithm and mode, a 
secret (a shared key or appropriate public or private key pair), and a style of replay protection in use. 
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MD5 Message Digest 5. A one-way hashing algorithm that verifies the integrity of the communication, 
authenticates the origin, and checks for timeliness. It takes the registration message and a key to 
compute the smaller chunk of data, called a message digest, plus a secret key.

MIB Management Information Base. Database of network management information that is used and 
maintained by a network management protocol, such as SNMP.

MIP  Mobile IP.

MN Mobile Node. A host or router that changes its point of attachment from one network or subnet to 
another.

MPLS Multiprotocol Label Switching. Switching method that forwards IP traffic using a label. This label 
instructs the routers and the switches in the network where to forward the packets based on 
preestablished IP routing information.

MLPPP Multilink Point-to-point Protocol.

MSC Mobile Switching Center. Provides telephony switching services and controls calls between telephone 
and data systems.

MTU Maximum Transmission Unit. Maximum packet size, in bytes, that a particular interface can handle.

MWC Mobile Wireless Center. A Cisco domain management system that provides provisioning management, 
fault mediation, and performance mediation for mobile wireless networks.

MWAM Multiprocessor WAN Application Module. 

MWFM Mobile Wireless Fault Mediator.

MWR Mobile Wireless Router.

N

NAI Network Access Identifier. The NAI is the user ID that the client submits during PPP authentication 
with the syntax username@realm. The NAI identifies the user as well as assists the routing of the 
authentication request. 

NMS Network Management System. An application or suite of applications designed to monitor and manage 
networks using SNMP. 

Node A host or router. 

O

ODAP On-Demand Address Pool. ODAP allows you to centralize the management of large pools of addresses 
and simplify the configuration of large networks.

OSI Open System Interface.

OSS Operations Support System. 
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P

PMIP Proxy-Mobile IP.

PAP Password Authentication Protocol. Authentication protocol that allows PPP peers to authenticate one 
another.

PDN Packet Data Network.

PDSN Packet Data Serving Node. A node that provides the primary wireless mobile data access to Internet 
and intranets using the CDMA2000 Radio Access Network environment.

PPP Point-to-Point Protocol. A protocol that encapsulates network layer protocol information over 
point-to-point links. 

PPTP  Point-to-Point Tunneling Protocol. 

 proxy ARP Variation of the ARP protocol in which an intermediate device (for example, a router) sends an ARP 
response on behalf of an end node to the requesting host.

R

RADIUS Remote Authentication Dial-in User Service. An authentication and accounting system used by many 
ISPs for user ID and password authentication.

RAN Radio Access Network.

registration The process by which the MN is associated with a COA on the HA while it is away from home. 
Registration may happen directly from the mobile node to the HA or through a FA. 

replay attack A form of network attack in which an individual records an authentic message that was previously 
transmitted and replays it at a later time.

RD Route Distinguisher. It creates routing and forwarding tables for a VPN. It includes an autonomous 
system number and an arbitrary number, or it is IP-address-relative (includes an IP address and an 
arbitrary number).

RFC Document series used as the primary means for communicating information about the Internet. Some 
RFCs are designated by the IAB as Internet standards.

RLB RADIUS Load Balancing.

RME CiscoWorks Resource Manager Essentials. A web-based management solution for managing inventory, 
configuration, and software updates in Cisco routers and switches.

RRP Mobile IP Registration Reply.

RRQ Mobile IP Registration Request.

RWAN Routed WAN Management Solution. A software bundle of management applications for managing 
mobile wireless applications in a WAN.
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S

security association A collection of security contexts, between a pair of nodes, which may be applied to Mobile IP protocol 
messages exchanged between them. Each context indicates an authentication algorithm and mode, a 
secret (a shared key or appropriate public or private key pair), and a style of replay protection in use. 

security context An object that encapsulates the information regarding security between two entities. It establishes a 
context in which authentication and authorization actions are carried out.

SLB Server Load Balancing. A Cisco feature that balances the user traffic across multiple TCP/IP-based 
servers.

SPI Security Parameter Index. The index which uniquely identifies a particular security association.

Spread Spectrum A radio transmission technology that spreads the user information over a much wider bandwidth than 
otherwise required in order to gain benefits such as improved interference tolerance and unlicensed 
operation.

SNMP Simple Network Management Protocol. A common method by which network management 
applications can query a management agent using a supported management information base.

T

TAC Technical Assistance Center.

TACACS Terminal Access Controller Access Control System. Authentication protocol that provides access 
authentication and related services. 

TACACS+ Terminal Access Controller Access Control System Plus. Proprietary Cisco enhancement to Terminal 
Access Controller Access Control System (TACACS). Provides additional support for authentication, 
authorization, and accounting.

TCP Transmission Control Protocol. A protocol used in TCP/IP networks that enables two hosts to establish 
a connection and exchange streams of data. 

TDM Time-division Multiplexing. A multiplexing method that combines data streams by assigning each 
stream to a different time slot.

TDMA Time Division Multiplex Access. Type of multiplexing where two or more channels of information are 
transmitted over the same link by allocating a different time interval (slot or slice) for the transmission 
of each channel, that is, the channels take turns to use the link. 

Telnet Standard terminal emulation protocol in the TCP/IP protocol stack.

TFTP Trivial File Transfer Protocol. A simple form of File Transfer Protocol often used by servers to boot 
diskless work stations, X-terminals, and routers.

TID Tunnel Identifier.

tunnel The path followed by a datagram while it is encapsulated from the Home Agent to the mobile node.
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U

UDP User Datagram Protocol. A layer 4 IP protocol that provides for exchange of datagrams without 
acknowledgements or guaranteed delivery.

V

visited network A network other than the home network of a mobile node, to which the mobile node is currently 
connected.

visitor list The list of mobile nodes visiting a Foreign Agent.

VPDN Virtual Packet Data Network.

VPN Virtual Private Network. Enables IP traffic to travel securely over a public TCP/IP network by 
encrypting all traffic from one network to another.

VRF A VPN routing or forwarding instance. A VRF consists of an IP routing table, a derived forwarding 
table, a set of interfaces that use the forwarding table, and a set of rules and routing protocols that 
determine what goes into the forwarding table. 

W

WAN Wide Area Network. 

WAP Wireless Application Protocol.

WLAN Wireless Local Area Network. A LAN that uses high-frequency radio waves rather than wires to 
communicate between nodes. 
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batch job, starting 4-40

C

cautions regarding

debugging 5-4

unknown device in Job Details window 4-15

configuring
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D

debugging device 5-5

list of debug commands 5-6
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HA device group

Fetch Config 4-3
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configuring 4-22
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about 1-1
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