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This document describes key features, product requirements, enhancements, and known bugs in the 
release of Cisco Intelligent Automation for Cloud 3.1.1. This release of Cisco Intelligent Automation for 
Cloud combines both Cisco Intelligent Automation for Cloud Starter Edition (Cisco IAC SE) and the full 
version of Cisco Intelligent Automation for Cloud (Cisco IAC). For more information about this release, 
refer to the appropriate product guides.

Note You can access the most current Cisco IAC documentation, including these release notes, online at 
[http://www.cisco.com/en/US/products/ps11869/tsd_products_support_series_home.html].
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  Introduction
Introduction
Cisco Intelligent Automation for Cloud (Cisco IAC) is a cloud management software solution that 
delivers a critical foundation layer for deploying and managing cloud-based computing in a holistic and 
unified way. The solution provides essential automated management and orchestration that allows 
organizations to control and manage cloud-based services transparently throughout their lifecycles. This 
solution can cover diverse cloud deployments and is a flexible solution that can scale from test and 
development to production workloads, from initial cloud pilots to large-scale enterprise-wide initiatives 
to deliver maximum value to customers.

What is Cisco IAC 3.1.1? 
This is a maintenance release for Cisco IAC 3.1 and a minor release for Cisco IAC SE 3.0.

The components included are:

 • Cisco Cloud Portal 9.4.1

 • Cisco Process Orchestrator 2.3.5

 • Cisco Server Provisioner 6.4

 • Cisco Network Services Manager (NSM) 5.0.2

From a maintenance point of view, the code includes over 70 fixes to defects found by the field, 
customers, and engineering.

Differences between Cisco Intelligent Automation for Cloud Editions

Table 1 Cisco IAC 3.1.1 Version Comparison

There are several differences between Cisco IAC SE 3.1.1 and Cisco IAC 3.1.1:

In Cisco IAC SE 3.1.1:

 • The shared zone does not have resource pools or datastores associated with it; it contains community 
networks, platform elements, and a single data center.

 • An organization has one datastore, one resource pool, and zero or more networks assigned to it.

Note Organizations may share resource pools and datastores.

 • Organization units have a flat structure. The cloud administration organization and non-cloud 
administration organizations are flat in structure.

Cisco IAC SE 3.1.1 Cisco IAC 3.1.1

Maximum NSM connections Zero Unlimited

Maximum UCS connections One Unlimited

Maximum PODs One Unlimited

Maximum VDCs per organization One Unlimited
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  Introduction
 • Virtual servers are provisioned in the organization's datastore and resource pool. The virtual server 
can be provisioned to either an organization-specific network or community network.

In Cisco IAC 3.1.1:

 • A Point-of-delivery (POD) contains the platform elements and a data center. Multiple data centers 
are supported through multiple PODs.

 • The shared zone is assigned one resource pool, one datastore, and one or more community networks. 
Multiple shared zones may be created.

 • A virtual data center is assigned one resource pool, one datastore, and one or more user networks. 
Multiple virtual data centers may be created and assigned to an organization.

 • Virtual servers can be provisioned either in the virtual data center or in the shared zone.

 • Community networks are only accessible via a shared zone.
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  New Features and Enhancements
New Features and Enhancements
Table 2 describes new features and enhancements in Cisco IAC 3.1.1.

Table 2 New Features and Enhancements in Cisco IAC 3.1.1 

Feature/Enhancement Description

Consolidated editions One product code base & installation is used for both Cisco Intelligent Automation for Cloud Starter 
Edition (Cisco IAC SE) and the full Cisco IAC. Consolidated documentation covers both editions. 
The Cisco Process Orchestrator license controls the edition in effect (default shipped setting is for 
Cisco IAC SE). Edition details such as limits in effect are shown in a new About window in the portal.

Value: 100% identical functionality in shared product areas. Near zero effort to upgrade from Cisco 
IAC SE to Cisco IAC full product.

New Cisco IAC SE 
minor release

Cisco IAC SE has all the Cisco IAC 3.1.1 functionality except:

 • No NSM bundled

 • No NSM connection

 • Limited to:

 – a single UCS Manager connection

 – a single POD

 – a single VDC per user organization

Upgrade available from Cisco IAC SE 3.0.2.

Value: A more functionally-rich and easier to deploy starter cloud for existing and new customers.

Create a virtual 
machine (VM) from a 
template

Cloud admins (not accessible to other user roles) can leverage VMs used in the cloud for a useful VM 
template library, in a cycle of continuous improvement

New actions in the My Servers portlet

 • Convert an existing VM to a VM template (deleting the original VM)

 • Clone a template from an existing VM (keeping the existing VM)

The template then can be discovered in CloucSync.

Cloud administrators can now, from the My Servers portlet, select a virtual machine (VM) and either 
convert it to a VM template (deleting the original VM), or clone a template from it (keeping the 
original VM). The template can then be discovered in CloudSync. Not accessible to other user roles.

Value: Cloud administrators can leverage VMs used in the cloud to develop a useful VM template 
library in a cycle of continuous improvement.

Minor Enhancement Pie charts and some portlets use enhanced user interface components and look slightly different.
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  New Features and Enhancements
Installation Enhancements

Installation 
Improvements

A number of steps are now automated across the Process Orchestrator, Cloud Portal and Cisco IAC 
content installation: validating the existence of PowerCLI on Process Orchestrator, refreshing 
Process Orchestrator northbound web services, setup of a share for automation summaries; setting of 
Cisco IAC specific values for Cloud Portal (maximum tabs, portlets per tab, NSAPI page size); 
enabling Cloud Portal service authorization and web services. Cisco IAC portal permission setting is 
now done in one step, and standard portlets (e.g My Orders) are pre-added to Cisco IAC pages.

Value: Fresh Cisco IAC installations will be more than an hour faster and avoid some common errors 
and snags.

Note For information about installation requirements, see the Cisco Intelligent Automation for 
Cloud 3.1.1 Compatibility Matrix.

Licensing Intelligent Automation for Cloud customers who purchased or are upgrading from versions 2.0, 3.0 
Starter Edition, 3.0.1 Starter Edition, or 3.0.2 Starter Edition must request a new license code in order 
to run the new IAC 3.1.1 content and get full access to new features. Without this new license code, 
IAC will fail to execute correctly since IAC content depends on the new Cisco Service Portal adapter 
in Cisco Process Orchestrator. Customers who purchased and are upgrading from IAC 3.1 do not need 
to obtain a new key, since the IAC 3.1 license key enabled all of the new elements.

When IAC 2.0 customers upgrade to IAC 3.1, they will be entitled to the following Process 
Orchestrator adapters:

 • Cisco Network Services Manager

 • Cisco Service Portal

 • VMware vCloud Director.

Customers who purchased an IAC Starter Edition version are entitled to the Cisco Service Portal 
adapter, but are not entitled to the Cisco Network Services Manager and VMware vCloud Director 
adapters.  To gain entitlement to these items, customers need to purchase an upgrade from Starter 
Edition to Intelligent Automation for Cloud.

When an order is placed, the customer receives a claim certificate. The claim certificate provides the 
product authorization keys (PAK) and a link to the Cisco Product License Registration portal where 
the customer must register the PAK keys. When the keys are registered, the licensing team issues the 
keys to the customer.

For the upgrade to IAC 3.1.1, the customer should contact TAC and will be referred to GLO (Global 
Licensing Organization) to request a new license code. The request should reference the original PAK 
key, the need for a new license code for Cisco Intelligent Automation for Cloud, and the host name 
on which Cisco Process Orchestrator will be installed.

Once the customer receives the new license code, it can be entered in Cisco Process Orchestrator 
2.3.5's administration screens.

Server/Client Platform Enhancements

Compatibility with 
vSphere 5.1

Cisco IAC interoperability with vCenter v5.1 and ESXi 5.1 is validated and supported, from the 
Process Orchestrator adapter and Cisco IAC content perspective. The only vCenter 5.x specific 
feature that is supported is datastore clusters (see below). ESXi 5.1 support covers orchestration but 
not bare-metal provisioning. vCloud Director 5.1 support is at the Process Orchestrator adapter only.

Value: Wider applicability of Cisco IAC to customers that have adopted or planning to shortly adopt 
the latest vCenter release.

Table 2 New Features and Enhancements in Cisco IAC 3.1.1 (continued)

Feature/Enhancement Description
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  New Features and Enhancements
Compatibility with 
UCS Manager 2.1

Cisco IAC interoperability with Cisco UCS Manager 2.1 validated and supported, from the Process 
Orchestrator adapter and Cisco IAC content perspective. No UCSM 2.1 specific features are added.

Value: Wider applicability of Cisco IAC to customers that have adopted or planning to shortly adopt 
the latest UCS Manager version (and customers implementing UCS Central).

Support for VMware 
datastore clusters

CloudSync now discovers datastore clusters when used against vCenter v5.0 or v5.1, listing them 
alongside regular datastores. Virtual data center (VDC) and shared zone setup can now use either 
datastores or datastore clusters.

Value: Support customers using datastore clusters, eliminate a potential size limit of VDC storage, 
and enable the engagement of storage DRS for smart placement, balancing, and affinity.

Support for 
single-sign-on against 
LDAP

Support for configuring single-sign-on (SSO) for portal user authentication via SSO gateways that 
use either the HTTP Header or CGI protocols.

Value: Customers using Active Directory or SiteMinder for SSO can enable end users to connect to 
Cisco IAC's portal without going through the login screen.

IP Address 
Management Sample 
Package for Cisco 
Prime IPAM and 
Infoblox

New content modules for integration with Cisco Prime IPAM and Infoblox, used as external IP 
address managers for IAC. These modules need to be deployed in extension points in order to 
function. A tech note describing how to deploy this content will be available. 

 • Support for Cisco Prime IPAM (not DNS nor DHCP)

 • Support for Infoblox IPAM and DNS registration

 • Using as external management sources for the IAC networks

 • Content packages for integrating with Cisco Prime IPAM abd InfoBlox are included and 
supported.

 • The content needs to be deployed and configured first in order to function. A tech note will 
explain these steps.

Value: Leverage the predominant IPAM/DNS tools in the enterprise and SP segments.

Table 2 New Features and Enhancements in Cisco IAC 3.1.1 (continued)

Feature/Enhancement Description
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  Cisco IAC 3.1.1 Bugs
Cisco IAC 3.1.1 Bugs
For more information on a specific bug, click its link in the appropriate table. To search all bugs in a 
particular Cisco IAC release, see Using the Bug Toolkit, page 8.

This section contains the following information:

 • Resolved Bugs, page 7

 • Open Bugs, page 7

 • Closed Bugs, page 8

 • Using the Bug Toolkit, page 8

Resolved Bugs
Table 3 lists bugs that are resolved in Cisco IAC 3.1.1.

Open Bugs
Table 4 lists open bugs in Cisco IAC 3.1.1.

Table 3 Resolved Bugs in Cisco IAC 3.1.1 

Bug ID Description

CSCud41449 VMs created for Platform Element Validation are not getting deleted resulting in disk space being filled up.

See also these instructions for resolving this bug: 
http://www.cisco.com/en/US/partner/products/ps11869/products_tech_note09186a0080be2104.shtml

Table 4 Open Bugs in Cisco IAC 3.1.1 

Bug ID Description

CSCue44424 Dirty shutdown is performed on VMs which do not have VMware tools installed, resulting in potential data 
corruption

CSCue55523 When Cloud Portal Service LInk authentication is enabled in an environment with directory integration, the 
account used by Process Orchestrator to communicate with Cloud Portal (the nsapi account) needs to have 
the same password in Active Directory and in the local Cloud Portal database.

CSCue24107 VM ownership cannot be reassigned after removing a server owner

CSCue59953 Virtual Data Center size cannot be changed for Virtual Data Centers created during upgrade from IAC 3.0.2 
to 3.1.1
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Closed Bugs
Table 5 lists closed bugs in Cisco IAC 3.1.1. Closed bugs will not be resolved.

Using the Bug Toolkit 
This section explains how to use the Bug Toolkit to search for a specific bug or to search for all bugs in 
a release.

Step 1 Go to http://tools.cisco.com/Support/BugToolKit.

Step 2 At the Log In screen, enter your registered Cisco.com username and password; then, click Log In. The 
Bug Toolkit page opens.

Note If you do not have a Cisco.com username and password, you can register for them at 
http://tools.cisco.com/RPF/register/register.do.

Step 3 To search for a specific bug, click the Search Bugs tab, enter the bug ID in the Search for Bug ID field, 
and click Go.

Step 4 To search for bugs in the current release, click the Search Bugs tab and specify the following criteria:

 • Select Product Category—Network Management and Automation.0

 • Select Products

 – Cisco Intelligent Automation for Cloud

 – Cisco Cloud Portal

 – Cisco Process Orchestrator

 • Software Version—[Product Version].

 • Search for Keyword(s)—Separate search phrases with boolean expressions (AND, NOT, OR) to 
search within the bug title and details.

 • Advanced Options—You can either perform a search using the default search criteria or define 
custom criteria for an advanced search. To customize the advanced search, click Use custom 
settings for severity, status, and others and specify the following information:

 – Severity—Choose the severity level.

 – Status—Choose Terminated, Open, or Fixed.

Choose Terminated to view terminated bugs. To filter terminated bugs, uncheck the Terminated 
check box and select the appropriate suboption (Closed, Junked, or Unreproducible) that 
appears below the Terminated check box. Select multiple options as required.

Table 5 Closed Bugs in Cisco IAC 3.1.1 

Bug ID Description

CSCud96356 Commission Virtual Server and Install Operating System commissioned VMs do not include VMware tools; 
VM Templates created from this VM will fail provisioning

CSCud57373 Slow performance in My Virtual Data Center portal when displaying actions for selected VDCs
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  Accessibility Features in Cisco IAC 3.1.1
Choose Open to view all open bugs. To filter the open bugs, uncheck the Open check box and 
select the appropriate suboptions that appear below the Open check box. For example, if you 
want to view only new bugs in Prime Optical 9.5, choose only New.

Choose Fixed to view fixed bugs. To filter fixed bugs, uncheck the Fixed check box and select 
the appropriate suboption (Resolved or Verified) that appears below the Fixed check box.

 – Advanced—Check the Show only bugs containing bug details check box to view only those 
bugs that contain detailed information, such as symptoms and workarounds.

 – Modified Date—Choose this option to filter bugs based on the date when the bugs were last 
modified.

 – Results Displayed Per Page—Specify the number of bugs to display per page.

Step 5 Click Search. The Bug Toolkit displays the list of bugs based on the specified search criteria.

Step 6 To export the results to a spreadsheet:

a. In the Search Bugs tab, click Export All to Spreadsheet.

b. Specify the filename and location at which to save the spreadsheet.

c. Click Save. All bugs retrieved by the search are exported.

If you cannot export the spreadsheet, log into the Technical Support website at 
http://www.cisco.com/cisco/web/support/index.html or contact the Cisco Technical Assistance Center 
(TAC).

Accessibility Features in Cisco IAC 3.1.1 
The Cisco IAC 3.1.1 software does not provide any accessibility features.

All product documents are accessible except for images, graphics and some charts. If you would like to 
receive the product documentation in audio format, braille, or large print, contact 
accessibility@cisco.com.

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as an RSS feed and set content to be 
delivered directly to your desktop using a reader application. The RSS feeds are a free service. Cisco currently 
supports RSS Version 2.0.

In addition to this document, the following guides have been updated for Cisco IAC:

 • Cisco Intelligent Automation for Cloud 3.1.1 Compatibility Matrix

 • Cisco Intelligent Automation for Cloud 3.1.1 Configuration Guide

 • Cisco Intelligent Automation for Cloud 3.1.1 User Guide
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  Open Source License Acknowledgements
You can access the most current Cisco IAC documentation, including these release notes, online at 
[http://www.cisco.com/en/US/products/ps11869/tsd_products_support_series_home.html].

Open Source License Acknowledgements
Licenses and notices for open source software used in Cisco Process Orchestrator can be found in the 
Open Source License Acknowledgements found on Cisco.com. If you have any questions about the open 
source contained in this product, please email external-opensource-requests@cisco.com.

This document is to be used in conjunction with the documents listed in the Obtaining Documentation and Submitting a Service Request section.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of 
Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The 
use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

Any internet protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental.

© 2013 Cisco Systems, Inc. All rights reserved.
10
Cisco Intelligent Automation for Cloud 3.1.1 Release Notes

OL-28884-01

http://www.cisco.com/go/trademarks
http://www.cisco.com/en/US/partner/products/ps11869/tsd_products_support_series_home.html
http://www.cisco.com/en/US/customer/docs/net_mgmt/datacenter_mgmt/process_auto/teo/v2_2/reference/OpenSourceLicenses.html
mailto:external-opensource-requests@cisco.com

	Cisco Intelligent Automation for Cloud 3.1.1 Release Notes
	Contents
	Introduction
	What is Cisco IAC 3.1.1?
	Differences between Cisco Intelligent Automation for Cloud Editions

	New Features and Enhancements
	Cisco IAC 3.1.1 Bugs
	Resolved Bugs
	Open Bugs
	Closed Bugs
	Using the Bug Toolkit

	Accessibility Features in Cisco IAC 3.1.1
	Obtaining Documentation and Submitting a Service Request
	Open Source License Acknowledgements


