C1sco SYSTEMS

Cisco Configuration Assurance Solution
Audit and Analysis
IT Sentinel User Guide

Software Release 11.0.A

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

Text Part Number: OL-7550-01 ‘

7/

4



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THISMANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “ASIS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERSBE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITSORLOSSORDAMAGE TO DATA ARISING OUT OF THEUSE OR INABILITY TOUSE THISMANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

CCSP, CCVR, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn, and
iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, ASIST, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Empowering the Internet Generation,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, 10S, IP/TV, iQ Expertise, theiQ logo, iQ
Net Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing,
ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet, StrataView Plus, TeleRouter, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered
trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (0502R)

Cisco Configuration Assurance Solution

Audit and Analysis

IT Sentinel User Guide

Copyright © 2005 Cisco Systems, Inc. All rights reserved.



User Guide Copyright

Copyright

Document Copyright

Title: User Guide
Part Number: D00265
Version: 5

© 1987-2005 OPNET Technologies, Inc.
All Rights Reserved. Reproduction, adaptation, or translation without prior written
permission is prohibited, except as allowed under the copyright laws.

Software Copyright

Product Name: IT Sentinel
Product Release: 11.0

© 1987-2005 OPNET Technologies, Inc.
All Rights Reserved.

IT Sentinel/Release 11.0 ISU-FM-iii



Documentation Conventions

User Guide

Documentation Conventions

OPNET documentation uses specific formatting and typographic conventions to present
the following types of information:

Objects, examples, and system 1/O
Object hierarchies, notes, and warnings
Computer commands

Lists and procedures

Objects, Examples, and System 1/O

Directory paths and file names are in plain Courier typeface:

opnet\rel ease\ nodel s\std\ip

Function names in body text are in italics:

op_dist_outcome()

The names of functions of interest in example code are in bolded Courier
typeface:

/* determ ne the object I D of packet’s creation nodule */
src_nmod_objid = op_pk_creation_nod_get (pkptr);

Variables are enclosed in angle brackets (< >):

<opnet _user _hone>/ op_adni n/err_| og

Object Hierarchies, Notes, and Warnings

Menu hierarchies are indicated by right angle brackets (>); for example:

Open File > Print Setup > Properties...

Attribute hierarchies are represented by angled arrows (0O) that indicate that you must
drill down to a lower level of the hierarchy:

ISU-FM-iv
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Attribute level 1 O Attribute level 2 O Attribute level 3

Note—Notes are indicated by text with the word Note at the beginning of the
paragraph. Notes advise you of important supplementary information.

WARNING—Warnings are indicated by text with the word WARNING at the
beginning of the paragraph. Warnings advise you of vital information about an
operation or system behavior.

Computer Commands

These conventions apply to Windows systems and navigation methods that use the
standard graphical-user-interface (GUI) terminology such as click, drag, and dialog box.

» Keycombinations appear in the form “press <but t on>+x"; this means press
the <but t on> and x keys at the same time to do the operation.

» The mouse operations left-click (or click) and right-click indicate that you
should press the left mouse button or right mouse button, respectively.

Lists and Procedures

Information is often itemized in bulleted (unordered) or numbered (ordered) lists:
* In bulleted lists, the sequence of items is not important.

* In numbered lists, the sequence of items is important.

Procedures are contained within procedure headings and footings that indicate the start
and end of the procedure. Each step of a procedure is numbered to indicate the
sequence in which you should do the steps. A step may be followed by a description of
the results of that step; such descriptions are preceded by an arrow.

Procedure FM-1 Sample Procedure Format

1 Procedure step.

O Result of the procedure step.
2 Procedure step.

End of Procedure FM-1

For more information about using and maintaining OPNET documentation, see the
OPNET IT Sentinel Documentation Guide.

IT Sentinel/Release 11.0
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Document Revision History

Product
Release Date Version Chapter Description of Change
February 2005 11.0 PL3 Importing « VNE Server Import modified for changes to collected
Topologies configuration import.
October 2004 11.0 PL1 Viewing Networks » Updated Network Layout and Appearance and View Menu
information, including new Layout Nodes Automatically
(Simple) command.
Importing « Updated DCI and VNES Import sections.
Topologies « VNE Server Import significantly enhanced.
August 2004 11.0 Customizing « Updated information on setting attribute values, including new
Models sections Using the Attribute Template Method and Defining an
Attribute Template.
Modeling Traffic » Added mention of Point Demands.
Publishing Results ~ * Updated information on User-Defined Reports, including new
procedure for live reports.
Importing ¢ Updated DCI and VNESI information for 11.0. Most of chapter
Topologies was replaced.
January 2003 10.5 All First issue
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1—Introduction to IT Sentinel

1 Introduction to IT Sentinel

Product Features

IT Sentinel is a comprehensive product suite that can monitor, analyze, and
troubleshoot your network automatically. IT Sentinel consists of tools that can
identify recent changes in your network, validate network behavior, identify
violations of configuration management policies, ensure network integrity, and
identify critical errors before they result in undesirable behavior. IT Sentinel can
also generate detailed reports that show network changes, device
configurations and misconfigurations, security gaps, and other critical
information about your network.

Key features of IT Sentinel include:

VNE Server—VNE Server collects data from a variety of network-monitoring
tools, removes outdated information, and maintains a unified view of your
production network. IT Sentinel can import topology and traffic data from
VNE Server to create an accurate and detailed model of your network.

Device configuration import—An alternative to importing from VNE Server is
to import configuration data from Juniper routers, Cisco routers, and Cisco
Catalyst switches. IT Sentinel uses this data to create a network topology
that models the routing and switching behavior in your production network.

NetDoctor validation—NetDoctor employs a comprehensive “rules engine”
that validates configurations throughout your network and checks for
misconfigurations, protocol conflicts, and other violations of good practice.

Flow Analysis—The IT Sentinel Flow Analysis engine calculates the
— Routes taken by each circuit and traffic flow in your network
— Resulting link utilizations

Flow Analysis identifies unroutable flows and overutilized elements
automatically.

Automated reporting—IT Sentinel can generate several different types of
reports:

— Reports of NetDoctor and Flow Analysis results

— User-defined reports that show information relevant to specific network
or device configurations

— Network difference reports that compare network models imported over
time and identify differences in topology and configuration

IT Sentinel stores all reports on a centralized server, which users can access
using a web browser.

IT Sentinel/Release 11.0
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Typical Applications

You can use IT Sentinel to do a variety of network monitoring and
troubleshooting tasks. The following list describes some possible applications
and the product features that support them.

» Track network changes—IT Sentinel can save the current network state as
reflected in each individual run. For example, you might want to schedule a
specific task to import your network from VNE Server every night. As part of
the task, you can generate a network difference report that shows all devices
and configurations that have changed since the previous night’s run.

» Enforce network configuration policies—You can schedule IT Sentinel to do
systematic audits of your entire network using NetDoctor’s rules-based
engine. NetDoctor has an extensive rules suite that addresses problems in
several areas: IP addressing and routing, protocol configurations, IP QoS,
SNMP, and so on. You can even create and apply your own custom rules to
codify local configuration policies and best practices.

» Audit network security—NetDoctor can find security errors that prevent valid
connectivity or fail to block unauthorized traffic. NetDoctor can also verify that
the packet filters and route maps referenced by interfaces are defined
correctly.

» Find network bottlenecks—If a task imports traffic data from VNE Server,
IT Sentinel can run Flow Analysis to identify the bottlenecks at current traffic
levels.

Workflow Description

The basic IT Sentinel workflow is to set up a sequence of operations (called an
automation task), then schedule the task to run automatically at specified
intervals. A typical task includes the following operations:

1) Import data from configuration files or VNE Server and create a model of
the current network.

IT Sentinel generates data by analyzing a model of your production
network. This model characterizes essential information about your
network’s topology, configurations, and (in some cases) traffic. Usually the
first step in an automation task is to create a new model that reflects your
current network.

2) Analyze the network to find overutilized links, misconfigured nodes, and
other problems or potential problems.

After Sentinel creates a network model, it can do a variety of analyses of
your network’s configuration and performance. For examples of analyses
you might include in an automation task, see Typical Applications on
page ISU-1-2.
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3) Generate reports of the analysis results and store the results on a
centralized report server.

An automation task usually exports results to one or more web reports.
IT Sentinel can generate a variety of reports to show network changes,
protocol misconfigurations, security gaps, and other data of interest.

IT Sentinel's automation capabilities enable you to set up a task once and
schedule it to run repeatedly. Depending on your needs, you might want to
define multiple tasks so that each task performs a specific function and runs on
a unique schedule. After you define and schedule a task, there is no further
need to interact directly with the IT Sentinel software. Any authorized user can
see Sentinel results simply by logging on to the report server.

References

Table 1-1 lists references to relevant sections in the IT Sentinel documentation.

Table 1-1 IT Sentinel: References (Part 1 of 2)

Topic Reference

Feature overviews:

* Automation Module Chapter 1 Overview on page AUG-1-1 of the
Automation User Guide

* VNE Server VNE Server User Guide

* NetDoctor Chapter 1 Overview on page ND-1-1 of the
NetDoctor User Guide

* Flow Analysis Chapter 1 Overview on page FA-1-1 of the Flow
Analysis User Guide

* Report Server Report Server User Guide

Automation operations:

* Automation workflow Workflow Description on page AUG-1-1 of the
Automation User Guide

* Automated operations Creating Task Steps on page AUG-2-1 of the
Automation User Guide

* Automation tasks Creating and Scheduling an Automation Task on
page AUG-2-5 of the Automation User Guide

* Viewing the results of automation runs  Automation Logs on page AUG-2-13 of the
Automation User Guide
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Table 1-1 IT Sentinel: References (Part 2 of 2)

Topic

Reference

Network imports:

* VNE Server imports

 Device configuration imports

VNE Server Import on page 1SU-10-2

Device Configuration Imports (DCI) on
page ISU-10-15

Network analysis operations:

« Configure/Run NetDoctor

» Configure/Run IP Flow Analysis

Configuring NetDoctor on page ND-3-4 of the
NetDoctor User Guide

Generating a Report From a Template on
page ND-3-11 of the NetDoctor User Guide

Configuring Flow Analysis on page FA-2-4 of the
Flow Analysis User Guide

Network reports:

» Generate network-difference report

» Generate user-defined report

* Flow Analysis reports

« Failure Analysis report

End of Table 1-1

Network Difference Reports on page 1ISU-11-5 of
the Sentinel User Guide

User-Defined Reports on page ISU-11-3 of the
Sentinel User Guide

Selecting Reports on page FA-2-9 of the Flow
Analysis User Guide

Configuring and Running a Failure Impact
Analysis on page FA-3-1 of the Flow Analysis
User Guide

ISU-1-4
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2 Getting Started

With IT Sentinel, you can create and study computer models of your network. A
network model characterizes essential information about the network topology,
network traffic, and the network configuration.

You can create a model by

» Importing data from systems that monitor the topology and traffic of your
network

» Importing configuration data from device configuration files

After you create a model, you can
» Perform a variety of analyses to validate network behavior
 Identify misconfigurations and errors

» |dentify performance problems

IT Sentinel/Release 11.0
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Modeling a Network Topology and Network Traffic

This section contains the following sections:
» Creating Network Topologies

 OPNET Model Library

Creating Network Topologies

The Project Editor window provides an environment for defining the topology of
a communication network. A network model consists of nodes that
communicate with each other through links.

With IT Sentinel, you can import complete topologies using device configuration
files and OPNET VNE Server import. Table 2-1 lists topics in the document set
that apply to importing topologies and where you can find that information.

Table 2-1 Creating Topologies

Topic Reference

Network models, subnetworks, nodes, and links Chapter 5 Network Overview on
page ISU-5-1

Working with network objects Creating and Editing Network

Objects on page ISU-6-8

Importing topologies Chapter 10 Importing Network Data
on page ISU-10-1

Strategies and methodology Methodology: Creating a Unified
View of the Network

End of Table 2-1

OPNET Model Library

Every network object is based on an underlying model.

With IT Sentinel’'s extensive model library, you can represent any kind of
equipment in a communications network: workstations, servers, hubs, routers,
switches, bridges, and other network devices. The OPNET model library also
includes a comprehensive set of protocol models for studying the effects of
different protocol configurations.

ISU-2-2
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Workflows for Common Use Cases

The following table lists several types of studies that you can do using

IT Sentinel. A description and suggested workflow for each of these studies,
called use cases, follows the table. Use the workflows as a starting point when
beginning a new study. The workflows show the steps you can use to create and
analyze a use case with IT Sentinel and its add-on modules. The modules used
for each use case are also listed in the table. If you do not have a required
module, you can modify the workflow to include only the modules you have.

Table 2-2 Workflows for Common Use Cases

Use Case

Objectives

Failure Impact Analysis on
page ISU-2-4

Determine the disruptions caused by particular
node and link failures.

Determine which failures are not 100 percent
survivable.

Unified View of Network Information
and Intelligent Reporting on
page ISU-2-5

Visualize and report on network topology,
configuration, and traffic in one environment.

Provide unified inputs for other intelligent network
management use-cases.

End of Table 2-2

IT Sentinel/Release 11.0
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Failure Impact Analysis

User Groups in Typical Organizations:
* Network operations

« Server operations

Failure impact analysis enables organizations to understand how network
performance is affected due to planned and unplanned outages. This consists
of running exhaustive failure analyses to determine which traffic flows will be
most affected by outages, and where the resulting bottlenecks might be.

This use case examines how the network reacts to node and link failures in the
network. You can determine:

 if the network will meet performance objectives under failure conditions
+ if the network is vulnerable to certain failures

« which traffic flows are vulnerable to failure

Procedure 2-1 Failure Impact Analysis

1 Configure Flow Analysis—Configure the flow analysis runs that occur during the
failure impact analysis.

For more information, see Configuring and Running a Flow Analysis on
page FA-2-4 in the Flow Analysis User Guide.

2 Configure the Failure Impact Analysis—Configure the failure scenarios you want to
analyze by configuring which objects fail and whether they are failed 1-by-1, in
pairs, or all at once.

For more information, see Configuring and Running a Failure Impact Analysis on
page FA-3-1 in the Flow Analysis User Guide.

3 Run the Failure Impact Analysis.
4 Analyze results—Look at the reports from the failure impact analysis to see if the
network meets performance objectives during failure scenarios. For information

about viewing and using reports, see the Report Server User Guide.

End of Procedure 2-1

ISU-2-4
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Unified View of Network Information and Intelligent Reporting

User Groups in Typical Organizations:
* Network operations

* End-to-end performance studies

Operators of large enterprise and service provider networks have an
overwhelming amount of network data, but they rarely have an up-to-date,
accurate picture of the network that they can rely on. Having an on-line,
continuously valid, integrated view of your network plays a critical role in
enabling advanced problem resolution, problem prevention, and network
planning. This is possible by collecting network data from different—often
disparate—sources, and intelligently merging this information to create a unified
network representation for network planning, network engineering, and
operations.

IT Sentinel/Release 11.0
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3 The Model Library

This chapter describes the features of the standard model library. The results of
the simulations you run in OPNET depend on the models you use and the
parameters you assign to the models.

To help you build models that achieve their purpose, this chapter contains

» General concepts applied throughout the OPNET standard model
library—the library of models available to you as “plug-and-play” objects

» Tips and technigues that enhance your productivity when working with many
of the models in the library

You can use models from many sources in your IT Sentinel simulation projects:

» Standard Models—OPNET maintains an extensive library of models that you
can use to build networks. These models, which are included on the release
CD, are called “standard models”.

Standard models are defined with a set of functions that are typical in many
network environments. You can also develop your own models and share
them with other OPNET users.

IT Sentinel/Release 11.0 ISU-3-1
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Organization of the Standard Model Library

Device Models

The standard model library consists of the following types of objects:
» Devices

* Links

* LANSs and clouds

» Demands

+ Paths

The library also contains many models of networking protocols and algorithms
that allow your network models to simulate real network behavior. However, as
a user of OPNET, you do not manipulate the internals of these protocols directly.
Instead, you have access to protocol functions through parameters, much as
you do in working with real networks. Their parameters appear as attributes of
the objects and are configurable via OPNET’s GUI. One of the goals of this
chapter is to explain the objects you have available to you and how to work with
their attributes to represent your networks as desired within the tool.

Devices comprise the majority of the objects in the standard model library. They
correspond to a wide class of network hardware, including the following:

* Routers

* Switches

* Hubs

» Workstations
* Servers

* Firewalls

* Printers

As you can see, devices essentially correspond to the “boxes”, that is, the
“chassis-type” or rack-mounted systems in your network. They represent the
hardware that performs the information transmission and processing in the
network, ranging from simple repeaters, like hubs, to content and computation
servers, like mainframe computers. Of course, these devices must not consist
solely of hardware; most of them contain large amounts of software models,
spanning appropriate layers of the protocol and application stack. What's inside
a device depends on its function. For example, a typical router model will
contain hardware and software models of Ethernet, PPP, and perhaps other
Layer 2 protocols. It will also contain routing protocols such as RIP, OSPF,
IGRP, and BGP4.

ISU-3-2
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The standard model library presents device models to you graphically.
Typically, you will select these objects from the object palette where they appear
graphically, though in some cases you may choose their name from a menu of
available models. After they are deployed in your network model, devices
appear as icons. The standard model library follows conventions (third party or
supplemental models may not) for the appearance of each type of device, as
illustrated below:

Figure 3-1 Graphical Conventions for Network Objects

Router

Hub Server Workstation

Device models are also categorized into two classes:
» vendor device models

» generic device models

Vendor Device Models

Vendor models represent devices manufactured by a particular company, such
as Cisco Systems or 3Com. The developers of the standard model library use
data published by these manufacturers to characterize the devices as well as
they can. You can also create vendor device models using the “Device Creator”
operation, provided you have obtained values for required parameters of the
device.

Generic Device Models

Generic models provide behavior that is appropriate for devices of their class.
However, they are not configured to model any particular manufacturer’s
devices. Instead these devices provide attributes (that is, parameters), allowing
you to configure each one you deploy differently if you choose. For example, the
generic router below offers the attribute “forwarding rate”, which specifies the
throughput of the router in packets per second. Each instance of the router that
is deployed can be assigned its own forwarding rate. In contrast, a vendor

IT Sentinel/Release 11.0
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Link Models

device model of a router would already be aware of its own forwarding rate,
because the device type is already known. A vendor model would therefore
have a preconfigured “forwarding rate” attribute that is consistent with the actual
router’s forwarding rate.

Figure 3-2 Generic Model vs. Vendor Model
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In later sections of this chapter, we will discuss practical aspects of working with
the devices in the model library.

To form a network of devices, you will need to use links, and these links will
require specific characteristics. In OPNET links represent the physical media
and properties, such as line rate in bits per second, delay, and likelihood of data
corruption. Link models also generally represent a choice of Layer 2 technology,
allowing OPNET to verify compatibility of two or more attached devices and the
link that connects them. One of the most important characteristics of a link
model, from a network performance perspective, is the speed of transmission in
bits per second. This characteristic is usually implicit in the choice of link model
(for example, a 10BaseT link automatically provides for a 10 Mb/sec.
transmission rate).

Links are represented as line segments or a series of line segments with
arrowheads in the OPNET GUI. When selecting links from OPNET's object
palette, you will see objects similar to those shown below:

Figure 3-3 Link Model Graphical Convention
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LAN and Cloud Models

OPNET lets you model the “end systems” of your network in detail, representing
each device if necessary. However, in many simulation studies it is adequate to
abstract local area network infrastructure into one object, called a LAN object.
The LAN object models many users and a server on the same LAN. However,
it does so with one object, which dramatically reduces the amount of

ISU-3-4
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configuration you need to do to represent your internetwork of LANs. In addition,
because fewer objects are present in your network, LAN objects help reduce the
amount of memory needed to run simulations. LAN objects are provided for a

variety of local area network technologies, as shown below:

Figure 3-4 LAN Objects Abstract Local Area Infrastructure
e e
oS gl oS gl

Using LAN objects you can quickly generate large amounts of users for your
network. Specifically, each LAN object allows you to specify the number of
users present within it. You can then assign application traffic to a subset, or all
of the users of the LAN. Thus, scaling the traffic generated by a LAN (to model
more users, for example), is a simple matter of increasing the specified number
of users. LANs can then be interconnected via switches and routers to carry
traffic to and from devices and LANSs in other parts of the network.

In a manner similar to the use of LANS, it is sometimes appropriate to abstract
parts of the wide area network infrastructure. Cloud models are special objects
in the model library used to represent such infrastructure. They provide
high-level characteristics used to simulate the behavior of that portion of the
network. The ATM, Frame Relay, and IP model suites all include cloud models.

Figure 3-5 Cloud Objects Abstract WAN Infrastructure
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Cloud models can have numerous applications. For example, your backbone
network may depend on services delivered by an Internet Service Provider
(ISP), which in turn may be connected to a carrier network. Because you do not
know the details of the backbone, a cloud node gives you a simpler model,
without losing any detail.

IT Sentinel/Release 11.0
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You can simulate a backbone network using two cloud-model attributes:

Packet (or Cell) Latency—This specifies the one-way delay that each packet
experiences while traversing the network. You can run a simple test on your
network to determine this setting. First, configure your ping traffic (using an
option like IP’s “record route”) to report the number of hops that a packet
traverses. Then measure the response time and number of hops for a typical
ping packet sent across the network. (Keep in mind that this response time
includes transmission delays at each hop.) When you have these two values,
you can use the following equation to compute the actual network latency:

Latency = (Ping Response Time — (Hop Count * (Ping Packet Size/Data
Rate)))/2

— Use the resulting value for the latency parameter. You can also specify
any built-in or custom distribution to model variability in the delay.

Packet (or Cell) Discard Ratio—This specifies the ratio of packets dropped
to packets submitted to the network backbone. You can set this value based
on your network service provider’s statistics or its traffic-contract guarantees.

ISU-3-6
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General Advice When Working with the Model Library

This section presents some general information about working with models in
the library. Most of the features and techniques described apply to all of the

models.

Table 3-1 Standard Model Library Protocols and Technologies

Layer 1, 2 and Support Layer 3 and Support Layer 4
TCP
Ethernet 10, 100, 1000 IPX UDP
ARP Frame Relay NCP
Frame Relay P
FDDI RSVP
Token Ring 4, 16 OSPF
PPP RIP
SLIP BGP4
SRP IGRP
Spanning Tree EIGRP
IS-1S
End of Table 3-1
IT Sentinel/Release 11.0 ISU-3-7
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4 User Interface

This chapter describes the IT Sentinel user interface (Ul) and how to use it. The
IT Sentinel user interface fits smoothly into the context of common window
managers by providing conventional objects such as dialog boxes, buttons, and
menus.

Launching a Program

Exiting a Program

IT Sentinel graphical programs are configured to run with default options that
meet most user’s needs. You can change certain aspects of a program’s
behavior by setting its preferences. See the section on the specific program in
the Program Descriptions chapter of the Sentinel Reference Guide for details.

Note—The following instructions assume that the program is installed on your
host system. If it is not, consult your system administrator or see the installation
instructions provided with the software.

To open a program in the Windows environment, do the following procedure.

Procedure 4-1 Opening a Program under Windows
1 Log into a workstation that has an IT Sentinel installation and an available license.
2 Select Start > Programs > OPNET IT Sentinel <release>.

End of Procedure 4-1

To open a program in the UNIX environment, do the following procedure.

Procedure 4-2 Opening a program under UNIX
1 Log into a workstation that has an IT Sentinel installation and an available license.

2 At the operating system prompt, enter the program name, such as itsentinel or
spsentinel. For example, to run IT Sentinel, type:

itsentinel <Return>

End of Procedure 4-2

To exit an IT Sentinel graphical program, choose Exit from the File menu. You
can also use the exit program capability of your operating system.

IT Sentinel/Release 11.0
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Editor Windows

The IT Sentinel program has several editors, each of which opens in its own
window. You can open as many different editors as you like. The system
window, which opens when you first launch IT Sentinel, is also an editor
window.

Because editor windows are opened in the context of your workstation’s window
manager, they must be manipulated by the window manager’s rules. See your
system documentation for instructions on how to move or resize a program
window.

The editor window includes five types of components:

» The title bar, which shows at least the name of the editor. The Project Editor
titte bar shows the name of the project, scenario, and subnet that is
displayed.

* The menu bar, which contains pull-down menus giving access to all editor
operations.

* The button bar, which contains buttons used to invoke certain operations.
* A message display area, which conveys information about editor operation.

» The workspace, where you do all work in the editor (create and edit models,
run analyses, and so on).

The following subsections discuss these components.

ISU-4-2 IT Sentinel/Release 11.0
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This manual describes the standard IT Sentinel editor environment. However,
the external tool support built into IT Sentinel allows value-added resellers
(VARSs) to make changes to this environment. If you are using a VAR-modified
version of IT Sentinel, there may be additional menus or changes to the function
of some operations. See the documentation provided by the VAR for information
about such changes or additions.

Figure 4-1 IT Sentinel Editor Environment

Menu bar Toolbar

ﬂPruject: dep_sm_int Scenario: expansion [Subnet: top.Office Network]

Message display area Message buffer icon

IT Sentinel/Release 11.0 ISU-4-3



4—User Interface

User Guide

Menus

Shortcuts

The menu bar provides access to IT Sentinel operations through conventional
pull-down menus. Each menu contains menu items that invoke an operation,
present information, or change the program display. The menus and available
operations change, depending on the currently open editor, if any.

Some of the menu items list a shortcut you can use to invoke the corresponding
operation from the keyboard. For example, the Close item on the Project
Editor’s File menu has the shortcut “Ctrl+w”, meaning you can close the window
by typing <Control>+w. You can change the default shortcuts and define new
ones as described in Editing Keyboard Shortcuts on page ISR-2-27 in the
Reference Guide.

Pop-Up Menus

Tooltips

In addition to the menu bar menus, IT Sentinel has pop-up menus that appear
when you right-click in various places within an editor window. These menus
include many operations from the menu bar menus, along with some additional
operations that apply to the context within which the menu was invoked.

IT Sentinel includes the following pop-up menus:

» Workspace pop-up menu—contains operations related to setting the
workspace view, collecting results, and viewing results, as described under
Workspace Pop-Up Menu on page ISU-6-35.

» Object pop-up menu—contains operations related to setting object
properties, collecting results, and viewing results, as described under Object
Pop-Up Menu on page ISU-6-36.

A context-sensitive tooltip appears when the cursor has pointed at an object for
a few seconds. A tooltip explains the button or menu item and, for some
operations, prompts for expected input.

ISU-4-4
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Opening an Editor Window

Every IT Sentinel graphical program has one or more operations that open
editor windows. These operations (generically called Open Editor operations)
are invoked by various menu items, such as the New Project Editor item in the
File menu. When invoked, an Open Editor operation opens an editor window
and displays the menus for that editor.

Procedure 4-3 Opening a New Editor Window...

1 Choose New... from the File menu.

0 The New dialog box displays.

2 Select the desired editor from the pull-down menu.

O The editor opens in its own window and becomes the active window.

End of Procedure 4-3

Procedure 4-4 Opening an Editor Window with a Specific Model

1 Choose Open... from the File menu.
0 The Open dialog box displays.

2 Select the desired editor from the pull-down menu.

O The scrolling list changes to reflect the models that can be manipulated with the
selected editor.

3 Select the desired model from the scrolling list.

O The desired editor and model are displayed in a new, active window.

End of Procedure 4-4

IT Sentinel/Release 11.0 ISU-4-5
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Controlling the Colors of the Interface

Two preferences, ui_colors.tool_back and ui_colors.tool_fore, control the color
of window elements such as dialog boxes, backgrounds, and text.

Note—If an area’s foreground and background colors match, the foreground
elements will be invisible. Even closely-related colors can make foreground
elements (such as black text against a dark-blue background) difficult to read.

Procedure 4-5 Setting an Element’s Color

1 Choose Preferences from the Edit menu.

0 The Environment Database window opens.

2 Click in the “Group” column header and choose Sort by Group.

O IT Sentinel sorts the preferences by group.
3 Scroll down the window until the Ul-related preferences appear.

4 Click in the Value column of the preference you want to change.

0 On UNIX platforms, the Color Chooser dialog box opens. See Color Chooser
(UNIX only) on page ISU-4-21 for details on using the Color Chooser.

0 On Windows platforms, the color chooser opens. See the Windows platform
documentation for details on using the Windows color chooser.

5 Select the desired color from the color chooser and close the chooser.
6 In the Environment Database window, click OK.
7 Restart IT Sentinel to make the changed attribute take effect.

End of Procedure 4-5
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Text Edit Pads

Text edit pads display view-only information about objects in an editor window,
convey diagnostic messages, and allow you to enter information needed to
complete an operation. In addition, they function as general-purpose text file
editors and support text export for editing outside of the IT Sentinel program.

Functionally, text edit pads resemble the mouse-oriented text editors in most
workstation window systems. They allow you to scroll through text; enter and
delete characters; cut, copy, and paste selections; and read and write ASCII
files. You can move and resize text edit pads using the same techniques as for
windows.

Figure 4-2 Text Edit Pad

ﬁ]ﬁeneric Data File: atm_pref_rte_config_example - | E||5|
File Edit Options ‘Windows Help
1 % This file specifies the sPvx configuration. ;I
H] # Fields are described in the order in which they appear.
3 # Fields should he delimited by comma separator as shown in sample entry. J
4 #
5 # 0. <Connection Mame [must be a unigue connectian name)
(3 #1 Source node name [must be a walid source and unigque throughout the
7 # 2 Destination node name [must be a walid destination and also uniguel
& # 3. QoS Category (Nonel (CER, RT_VBR, MRT_VER, AER, UBRJ.
9 # 4. Incoming PCR Mbps) [For CLP=0+1 traffic)
10 # 5. 0Outgoing PCR Mbps ) [For CLP=0+1 traffic)
11 # & COVT [None)
1z # 7 Incoming MCR Mbps
13 # 5. Outgoing MCR Mbps
14 # 9. Incoming SCR (Mbps) (For CLP=0+1 traffic)
15 # 10. 0Outgoing SCR [Mhps? [For CLP=0+1 traffic)
16 # 11. Incoming MES Mbhps) [For CLP=0+1 traffic)
17 # 12. Outgoing MES Mbhps) [For CLP=0+1 traffic)
15 # 13. Incoming pplOw [None) [Use "default" to select default for specified cat
19 # 14. Outgoing pplOv [None) [Use "default" to select default for specified cat
20 # 15. Incoming ma<CToD [msec) [Use "default" to select default for specified cat
21 # 1. Outgoing ma<CTD [msec) [Use "default" to select default for specified cat
# 17. Incoming CLR None’) (Use "default" to select default for specified cat™
4| >
| [Lire: 1 |

Text edit pads are large rectangular editing areas with scroll bars for accessing
all regions of the pad. There is no limit on the number of lines. Options in the
File and Edit menus allow various operations; buttons allow fast access to the
most-commonly performed operations. Depending on the type of pad (view only
or text entry), some operations may not be active. The line number is shown in
the lower right corner of the text edit pad.

IT Sentinel allows use of external text editing programs (such as vi and emacs)
as replacements for text edit pads. The preferences editor_keep and
editor_prog support this capability. For more information on these attributes,
see Program Descriptions in the Reference Guide.

The following sections summarize the operations available on each text edit pad
menu.

IT Sentinel/Release 11.0
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File Menu (Edit Pad)

The File menu contains operations that relate to high-level functions such as
opening, closing, and saving pads; importing or exporting contents; and printing.
See also Table 4-7 File Menu Operations on page ISU-4-26.

Table 4-1 File Menu Summary

Menu item

Description

Reference

New...

Creates a new file in the current editor.

Opening a Text Edit Pad on
page ISU-4-13

Open...

Opens an existing file in the current editor.

Opening a Text Edit Pad on
page 1ISU-4-13

Close

Closes the current file.

Closing a Text Edit Pad on
page ISU-4-14

Save

Saves the current file.

Saving the Contents of a Text
Edit Pad on page ISU-4-15

Save As...

Saves the current file, allowing you to
change the name.

Saving the Contents of a Text
Edit Pad With a Different
Name on page ISU-4-15

Page Setup...

Allows you to choose the page size and
orientation for printing.

Printing a Text Edit Pad on
page ISU-4-16

Print Preview

Shows an image of the text edit pad as it
will be printed. From the print preview
window you can choose the Page Setup or
Print commands.

Print...

Allows you to specify the destination of a
print command and the page range
printed.

Printing a Text Edit Pad on
page ISU-4-16

End of Table 4-1

ISU-4-8
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Edit Menu (Edit Pad)

The Edit menu contains operations that allow you to modify text and move
quickly around the text edit pad.

Table 4-2 Edit Menu Summary

Menu item Description Reference
Undo Allows you to undo the last several —
Redo operations or redo operations.
Cut Copies the selected text to the clipboard and Editing Text on
deletes it from the workspace. page ISU-4-19
Copy Copies the selected text to the clipboard. Editing Text on
page ISU-4-19
Paste Replaces current selection with text from the Editing Text on
clipboard. page ISU-4-19
Select All Selects all text in the text edit pad. Selecting Text in a Text Edit
Pad on page ISU-4-13
End of Table 4-2
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Options Menu (Edit Pad)

The Options menu contains operations that allow you to modify the appearance

of text.

Table 4-3 Options Menu Summary

Menu item

Description

Reference

Show Line Numbers

Toggles the Line Numbers operation,
which displays the number of each line in
the left margin.

Drag And Drop Edit

Toggles the drag and drop operation,
which allows you to move selected text
by dragging it with the mouse.

Drag and Drop Editing
on page ISU-4-21

Syntax Highlighting

Toggles the syntax highlighting
operation. Syntax highlighting:

¢ auto-indents lines

¢ color-codes comments, literals, Kernel
Procedures and other special types of
text

You can specify both the colors used and
keywords that are color-coded with the
code_coloring set of attributes. See the
Preferences chapter of the Reference
Guide for details.

Set Font

Changes the font that the editor uses to
display all text in the file.

Setting the Font on
page ISU-4-17

Save as Default

Makes the current Options settings (for
line numbers display, drag and drop
editing mode, syntax highlighting, and
font) the default settings for new text edit
pads.

End of Table 4-3
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Keyboard Commands

Text edit pads support many operations, most of which can be invoked by
keyboard commands. For most of these commands, the text edit pad must be
active for the command to be available.

Note—This tables describes the default keyboard shortcuts. You can change
them by editing the operation files, as described in the System Environment
chapter of the Reference Guide. The current definitions are shown next to the
command on the menu.

Table 4-4 Text Edit Pad Keyboard Commands (Part 1 of 2)

Keystrokes

Operation

Movement Commands

<arrow keys>

Moves the cursor one space in the indicated direction.

<Tab>

Inserts enough spaces to move the insertion point right to the next tab
stop (located every two positions from the left margin).

Editing Commands

<Backspace>

Deletes one character to the left of the insertion point, or delete all
selected text.

<Control>+z

Undoes recent operation. Same as Undo button or menu option.

<Control>+y

Redoes operation. Same as Redo button or menu option.

<Control>+x

Cuts selected text to the clipboard. Same as Cut button or menu
option.

<Control>+c

Copies selected text to the clipboard. Same as Copy button or menu
option.

<Control>+v

Pastes the contents of the clipboard. Same as Paste button or menu
option.

<Control>+b

Clears the selected text, but (unlike Cut) does not place the text in the
clipboard. Same as Clear button or menu option.

<Control>+a

Selects all text in the text edit pad. Same as Select All menu option.

<Control>+f

Invokes the Find Text operation.

<Control>+g

Finds the next instance of the string in the Find dialog box.

IT Sentinel/Release 11.0
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Table 4-4 Text Edit Pad Keyboard Commands (Part 2 of 2)

Keystrokes Operation

General Commands

<Control>+n Opens a new text edit pad. Same as New menu option.
<Control>+o Opens the specified text edit pad. Same as Open menu option.
<Control>+w Closes the text edit pad. Same as Close menu option.

<Control>+s Save the contents of the text edit pad. Same as Save button or menu

option. The text edit pad must be the active window. If another window
is active instead, this command saves the contents of the active

window.
<Control>+p Print the contents of the text edit pad.
Navigation Commands
<Control>+F2 Inserts or removes a bookmark at the current location. Same as

Toggle Bookmark menu option.

F2 Jumps to the next bookmark in the file. Same as Next Bookmark menu
option.
<Shift>+F2 Jumps to the previous bookmark in the file. Same as Previous

Bookmark menu option.

<Control>+, Moves the cursor to the specified line number. Same as Go to Line
menu option.

End of Table 4-4
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Opening a Text Edit Pad

Most text edit pads open automatically in response to an operation being
performed.

To open a new text edit pad at any time choose Open Edit Pad from the Edit
menu of any editor or choose New from the text edit pad’s File menu.

To open an existing file, choose Open from the text edit pad’s File menu.

Selecting Text in a Text Edit Pad

You can use several methods to select text:

Drag the cursor over the desired text.
Double-click on a word to select that word.
Triple-click to select the entire line.

Click in the far left column of the text edit pad to select the entire line.
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Click in this area to select the line

Place the cursor on the first (or last) character of the text block you want to
select. Hold down the shift key and place the cursor on the last (or first)
character of the text block. The block demarcated by the two cursor clicks is
selected.

Choose Select All from the File menu to select the complete contents of the
text edit pad.

IT Sentinel/Release 11.0
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Importing a Text File into a Text Edit Pad

You can import any text file into an open text edit pad.

Procedure 4-6 Importing a Text File

1 Choose Import from the File menu.

O An Open File dialog box opens.

2 Select the desired file, then click OK.

O The file is inserted into the text edit pad.

End of Procedure 4-6

Exporting a Text File to Disk

You can export a file from an open text edit pad to any directory.

Procedure 4-7 Exporting a Text File

1 Choose Export from the File menu.

O An Export dialog box opens.

2 Select the desired directory, type the file name into the text entry area of the dialog
box, then click OK.

O The contents of the text edit pad are written to disk.

End of Procedure 4-7

Closing a Text Edit Pad

Closing a text edit pad does not save the contents. Use the Save operation
before closing, if you want to save the contents.

Procedure 4-8 Closing a Text Edit Pad

1 Choose Close from the File menu.

O If you made changes, a confirm dialog box allows you to save them before
closing. After you save (or decline to save) changes, the text edit pad closes.

End of Procedure 4-8
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Saving the Contents of a Text Edit Pad
This operation saves the current text edit pad as a named file. Note that
» Some text edit pads are read-only and cannot be saved.

» Saving the contents of an Enter Execs or Exit Execs text edit pad does not
save the contents to disk. This happens only after you save the process
model.

Procedure 4-9 Saving a Text Edit Pad

1 Choose Save from the File menu.

O The Save dialog box opens.
2 Select the desired directory where the file will be stored.
3 Type the file name in the Save text entry area
4 Click on OK.

End of Procedure 4-9

Saving the Contents of a Text Edit Pad With a Different Name

The Save As... operation saves the current text edit pad with a different name.

Procedure 4-10 Saving the Current Text Pad Under a Different Name

1 Choose Save As... from the File menu.

O The Save As dialog box opens.
2 Select the directory where you want to store the file.
3 Type the file name in the Save As text entry area.
4 Click on OK.

End of Procedure 4-10
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Printing a Text Edit Pad

You can print a text edit pad to
» The default printer specified in your operating system configuration.

» A different printer that you specify.
On a UNIX platform only, you can also send the contents of a text edit pad to:

» Afile you name. The contents of the text edit pad will be converted to
Postscript commands.

* A command. The contents of the text edit pad become the arguments of the
command you specify.

Procedure 4-11 Printing a Text Edit Pad

1 Choose Page Setup... from the File menu.

O The Print Setup dialog box opens.
2 Specify the paper size and orientation, then click OK.

3 Choose Print... from the File menu or press <Control>+p.

O The Print dialog box opens.
4 Select the destination and page range to be printed, then click OK.

End of Procedure 4-11

Moving Within Text Edit Pads

The insertion point is a vertical bar cursor independent of the mouse cursor. It
determines where text will be entered in a text edit pad. You can move the
insertion point in several ways:

» Point at the desired location for the insertion point and left-click.

* Use the arrow keys to move the insertion point one space in the arrow
direction.

» Use bookmarks to jump to a desired point in the pad. See Using Bookmarks
on page ISU-4-17 for details.

» Choose the Go to Line operation from the Edit menu. Enter the desired line
number and click OK. The line number of the current line is shown in the line
number message display.

ISU-4-16
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To view different parts of a text edit pad, use the scroll bars to change the view.
You can also change the view by moving the insertion point. The text edit pad
automatically scrolls to keep the insertion point (and surrounding text) visible.

Using Bookmarks

Set a bookmark on a specific line of text so you can move your cursor to it
quickly. The bookmark appears as a rectangle in the left margin of the line. To
place or delete a bookmark, put the cursor in the line-of-interest, then choose
Toggle Bookmark from the Edit menu. After a bookmark is placed, use the Next
Bookmark (F2) and Previous Bookmark (<Shift>+F2) menu options to move to
the desired line of text.

Note—The bookmark cannot be copied and pasted. If you copy and paste a line
that has a bookmark, use the Toggle Bookmark operation to set a new
bookmark.

Setting the Font

This operation allows you to change the font used to display all text in the
current file. You cannot use different fonts in the same file.

You can specify the type family (for example, Courier, Helvetica, Palatino), the
display face (for example, bold, oblique), and size of the text display.

Procedure 4-12 Specifying the Display Font of a Text Edit Pad

1 Choose Set Font from the Options menu.

O The Font Chooser dialog box opens. A sample of the current font appears in the
display area.

Figure 4-3 Font Chooser Dialog Box
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2 Select the desired type family, face, and size, then click OK. Some type families
will have only certain faces or sizes.

O The text in the text edit pad changes to reflect the new font.

End of Procedure 4-12

Finding and Replacing Text

You can search for a text string. The search is conducted from the cursor
location either forward or backward, as you specify. The cursor stops at the first
occurrence of the specified string. You can configure your search to find
complete words (“do” but not “undo”) and/or to make the search case-sensitive
(“Project” but not “project”).

The Find Next operation on the Edit menu is equivalent to the Find Next button
in the Find dialog box. Use this operation to repeat a defined search operation
without reopening the Find dialog box.

Finding Text

To find text in an edit pad, do the following procedure.

Procedure 4-13 Finding Text

1 Choose Find... from the Edit menu.

O A Find dialog box appears.

2 Enter the desired text. Specify the search direction (forward or backward), the
match criteria (whole words or case), and press Find Next.

O The cursor jumps to the first occurrence of the specified text, if it exists. If no
matching string is found, the cursor does not move.

3 Click the Find Next button to repeat the find.

End of Procedure 4-13
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Replacing Text

To replace text in an edit pad, do the following procedure.

Procedure 4-14 Replacing Text in a Text Edit Pad

1 Choose Replace... from the Edit menu.

O A Replace dialog box appears.

Figure 4-4 Replace Dialog Box
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2 Enter the text to be found and the replacement text string. You can also specify the
match criteria (whole words or case), the search direction (forward or backward),
and the search region (selection or window).

3 Click on the button for the desired operation (find next, replace, replace all).

O The desired string is highlighted (if you specified find next) or replaced, if it
exists. If no matching string is found, the cursor does not move.

End of Procedure 4-14

Editing Text

The cut, copy, and paste operations allow you to move or copy text within a text
edit pad, from one pad to another, or between a text edit pad and another
application. These operations store text in either a clipboard or a named file.

The clipboard used for editing operations stores the result of one cut or copy
operation. Each time you cut or copy new text, the old text in the clipboard is
replaced. All text edit pads share the same clipboard, so you can cut or copy
text from one text edit pad and paste it into another. The contents of the
clipboard are lost when you exit the program.

The clipboard is also used to exchange text between a text edit pad and other
applications. In general, an application that can exchange text with xt er mcan
also exchange text with an IT Sentinel text edit pad.
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To cut or copy text to the clipboard, do the following procedure.

Procedure 4-15 Cutting or Copying Text to the Clipboard

1 Select the desired text.

O The selected text is highlighted.

2 Choose a cut or copy operation:

2.1 To cut the text, press <Control>+x, left-click on the Cut button or choose Cut
from the Edit menu.

O The selected text is deleted from the text edit pad and placed on the clipboard.

2.2 To copy the text, press <Control>+c, left-click on the Copy button or choose
Copy from the Edit menu.

O The selected text is placed on the clipboard. No change occurs to the text in the
text edit pad.

End of Procedure 4-15

To paste text from the clipboard, do the following procedure.

Procedure 4-16 Pasting Text from the Clipboard

1 Place the insertion point where the text should be pasted, or select the text to be
replaced.

2 Press <Control>+v, left-click on the Paste button or choose Paste from the Edit
menu.

O The text in the clipboard is inserted or replaces the selected text. No change
occurs to the text on the clipboard. This text can be inserted again and again.

End of Procedure 4-16

ISU-4-20
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Drag and Drop Editing

With drag and drop editing, you can drag text from one location to another. This
is quicker than using the cut and paste operation.

Procedure 4-17 Dragging and Dropping a Line of Text

1 Choose Drag And Drop Edit from the Options menu or verify that the option is
already enabled.

2 Select the text you want to move. You can select a whole line by clicking in the far
left column of the line.
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N Click in this area to select the line

3 While pressing the left mouse button, drag the cursor to the new location.

O The text is moved to the new location.

End of Procedure 4-17

Color Chooser (UNIX only)

The Color Chooser appears if you are running the UNIX operating system. If you
are on a Windows platform, the Windows color chooser appears instead. This
section applies only to the Color Chooser. For help on the Window color
chooser, see the platform documentation.

When you specify a color for a particular object, you select the color from the
Color Chooser. The Color Chooser opens if you

» click on the Set Color button in a dialog box

» click on the color attribute of an object

» modify the value of a color-related preference, such as ui.colors.tool_back
You can select a default color or create and save a custom color. If you plan to
apply the same color to different objects or attributes, save the color. You can

then select the color from the Saved Colors palette and do not have to reselect
it from the spectrum display each time.
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Selecting a Color

To select a default or saved color, do the following procedure:

Procedure 4-18 Selecting a Default or Saved Color

1 Do an operation that requires a color selection.

0 The Color Chooser opens.

Figure 4-5 Color Chooser Dialog Box
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2 If you want the spectrum display to be a list of named colors instead of a color
wheel or plane (a color plane is shown above), choose Named Colors from the
Views menu. The Color Wheel/Plane option is the default.

O If you chose Named Colors, the spectrum display changes to a list of colors, in
alphabetical order. You can rearrange the list by choosing Sort by Hue from the
Options menu.

3 Select the desired color method (HLS, RGB, CMY, or Gray) from the pull-down
menu.

O If you chose the Named Colors option, the spectrum display does not change.

O If you chose the Color Wheel/Plane option, the spectrum display may change to
either a wheel (HLS or Gray color method) or plane (RGB or CMY color method).

4 If you are using the RGB or CMY color method, you may want to limit the spectrum
display to the gamut of colors possible when only two (rather than all three) base
colors are mixed. For example, if you are using the CMY color method, you may
want to select either the Cyan-Magenta, Cyan-Yellow, or Magenta-Yellow gamut
from the Options menu. When you select the Cyan-Magenta gamut, the spectrum
display is limited to the colors possible when only those two base colors are mixed.
To limit the spectrum display, follow these steps:

4.1 Choose Reform Slider Images from the Options menu.

ISU-4-22 IT Sentinel/Release 11.0



User Guide 4—User Interface

4.2 Choose the desired display range.

5 Select the desired color:
5.1 To select a color from the spectrum display, left-click on it.
5.2 To select a saved color, double-click on it.

O The lower half of the color display changes to reflect your choice.
6 Click OK to close the Color Chooser.

End of Procedure 4-18

Creating and Saving a Color

To create and save a color, do the following procedure:

Procedure 4-19 Creating and Saving a Custom Color

1 Follow the instructions in Procedure 4-18 Selecting a Default or Saved Color on
page ISU-4-22 to configure the spectrum display.

2 Select the color from the spectrum display that is closest to your desired color.

O The selected color displays in the lower half of the color display.

3 Adjust the color as desired by moving the indicators on the color sliders or by
entering the desired percentage of the parameter. The parameters vary depending
on the color method selected.

Table 4-5 Color Slider Parameters by Color Method

Color method Adjustable parameters

HLS hue, light, saturation

RGB relative amounts of red, green, and blue

CMY relative amounts of cyan, magenta, and yellow
Gray relative amount of black and white

End of Table 4-5

O The lower half of the color display reflects the adjustments you made.

4 If desired, adjust the dither method.
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4.1 Choose Default Color Tolerances from the Options menu, and select the
dither method desired. The table below explains the various color tolerances.

Table 4-6 Color Tolerances

Menu Selection Dither Area (pixels)

Large Dither 8x8

Small Dither 2x2

Solid No Dithering. On most displays, selecting too many colors that
are not dithered limits the number of colors available for other
uses.

Precise Large Dither 16 x 16

Precise Small Dither 4x4

Precise Solid No Dithering. On most displays, selecting too many colors that
are not dithered limits the number of colors available for other
uses.

End of Table 4-6

4.2 If you want to control dithering even more precisely, choose Color Tolerances
from the Views menu, then specify a delta value that represents how close a
color must match before dithering approximates the color.

5 Save the custom color.

5.1 Specify the cell that will store the custom color. Click on an empty (white) cell
or click on an in-use cell to replace the current saved color with the new color.

O The asterisk appears in the cell that will store the custom color.
5.2 Choose Add Saved Color from the Options menu.

O The color in the lower half of the color display appears in the cell.
6 Click OK to close the Color Chooser.

End of Procedure 4-19
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Reverting to the Previous Color

To revert to the previous color, do the following procedure:

Procedure 4-20 Reverting to the Previous Color

1 The color display shows the current color in the bottom half and the previous color
in the upper half. To revert to the previous color, click in the upper half of the color

display.
e Color Chooser B
Views Options
Color display. Color Method: RGB —

f——

Previous color is in upper half. Click
here to revert.

Current color is in lower half.

Red:

Green:

Blue:

Saved Colors: | |

oK

O The color display shows only one color, the previous color.

End of Procedure 4-20
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System Menus

At startup—and anytime an editor is not open—IT Sentinel displays the System
menus, which comprise the following menus:

* File

« Edit

» Automation
» License

*  Windows

* Help

These menus contain items used to do system-level functions that are typically
available in all editors. The following sections describe the operations found on
these common menus.

Note—All menu operations do not appear at the same time. For example, on
the File menu, New Project and Open Project appear only when no editor (such
as the Project Editor) is active; at other times, New... and Open... appear on the
File menu, and New Project appears in the Project Editor menu.

File Menu Operations

The File menu includes items that relate to high-level operations, such as
opening and closing projects, saving scenarios, importing models, and printing
graphics and reports. The following table summarizes the operations that can
appear in this menu. The shaded operations appear only when an editor (such
as the Project Editor) is active.

Table 4-7 File Menu Operations (Part 1 of 2)

Menu item Description Reference

New... Creates a new file in the current editor. —

Open... Opens an existing file in the current editor. —

Close Closes the current project or file. —

Save Saves the current project or file. When saving a —
project, all scenarios within it are saved.

Save As...... Saves the current project or file, allowing you to —
change the name.

Automation Allows you to configure and run automation tasks —

Delete Temporary Files —

ISU-4-26
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Table 4-7 File Menu Operations (Part 2 of 2)

Menu item

Description

Reference

Delete Projects

Select and remove a project and all related files from
disk.

Delete Projects on
page 1ISU-4-28

Model Files >

Delete Model Files...

Add Model Directory

Refresh Model Directories

Removes individual project components, such as
custom model lists, network models, etc.

Adds a new directory to the model directory (the
mod_dirs preference).

Reloads the contents of all the model directories.

Add to Model Directory on
page 1ISU-4-28

Refresh Model Directories on
page 1ISU-4-28

Recent Files >

<file type>

Clear History

Exit

Displays a submenu listing the 5 most recently used

files of the specified type. Select a listed file to open it.

(There will be one of these menu items for each type
of file used recently.)

Removes all <file type> menu items and submenus.

Exit IT Sentinel

End of Table 4-7
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File Naming Conventions

IT Sentinel file names are not case-sensitive. You cannot change only the case
of a file name; if you try to save a project that is already named “ABC.PRJ" as
“abc.prj”, the file retains its original name.

You should not save two files with the same name, but different cases, in the
same directory. In that case, only the file with the higher ASCII value will appear.

IT Sentinel file names can include any alphanumeric character and the
underscore character (). You should not include non-alphanumeric characters
such as hyphens and periods in file names.

You should not use file names longer than 48 characters. If you use a longer file
name, IT Sentinel truncates the name to 48 characters.

Delete Projects

The Delete Projects operation erases a project and its related files from disk
storage. To delete a project, select it from the displayed list of available projects.

Note—There is no way to recover a project after you delete it.

Add to Model Directory

This operation adds a directory to your model directories list. After you select a
directory, IT Sentinel adds the selected directory (and sub-directories, if
specified) to your mod_dirs preference and refreshes its internal list of files to
match the (updated) model directories.

Refresh Model Directories

The Refresh Model Directories operation updates a program’s internal list of
files to match the IT Sentinel model directories. This may become necessary if
you add or delete model files from the operating system command line while
IT Sentinel is running, causing its knowledge of the model directories’ contents
to become inaccurate.

When you choose Refresh Model Directories from the File menu, IT Sentinel
searches the model directories and updates its internal list of accessible files.
The operation takes a few seconds.

Closing a Program Window

Every GUI-based program provides an operation to close the program window
and exit the program. To invoke this operation, choose Exit from the File menu.
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Edit Menu Operations

The Edit menu includes items that enable you to manipulate text and objects,
and to edit the preferences that control program operation. The following table
summarizes the operations that can appear in this menu. The shaded
operations appear only when an editor (such as the Project Editor) is active.

Table 4-8 Edit Menu Operations

Menu Item Description Reference

Undo Undo the last several operations. —

Redo Redo the last undone operation. —

Cut Copies the selected object to the clipboard and deletes it from Editing Text on page ISU-4-19

the workspace.

Copy Copies the selected object to the clipboard. Editing Text on page ISU-4-19
Paste Replaces current selection with the object from the clipboard.  Editing Text on page ISU-4-19
Delete Removes object permanently and do not save to clipboard. —

Select All in Subnet

Selects all nodes, links, and devices in the subnet.

Clear Model

Removes all objects in the workspace

Find Node/Link...

Finds, selects, and scrolls the editor window to display a node,
subnet or link based on a full or partial name.

Find Node/Link Operation on
page ISU-7-21

Select Objects...

Automatically selects or deselects network objects based on
type, location in the network model, and attribute values.

Logical Object Selection on
page ISU-9-15

Open Edit Pad

Opens an edit pad.

Opening a Text Edit Pad on
page ISU-4-13

Preferences

Allows you to edit preferences for the program.

Preferences on page 1ISU-4-32

End of Table 4-8

The Clipboard

The copy, cut, and paste operations use a clipboard, or hidden buffer, to
temporarily store selected objects. The clipboard belongs to the editor
environment rather than to a particular editor window. Thus, you can use the
clipboard to copy objects within an editor window or from one editor window to
another of the same type. Objects in the clipboard are lost when the program is

exited.

IT Sentinel/Release 11.0
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Undo

Undo reverses selected operations: adding objects or moving, cutting, or
pasting objects. You can undo an operation after you have scrolled or zoomed,
but not after you have changed the attributes of the object that was operated
upon.

If you have pasted a node with attached links and reattached the links, undo
reverses the entire operation: the pasted node and the newly-reattached links
are all removed.

Cut Selected Objects

The Cut operation deletes objects from an editor window and places them on
the clipboard. Any dependent objects (such as links) associated with the cut
objects are also deleted; any open dialog boxes associated with the cut objects
are closed. You can also use this operation to delete items from the workspace.

You can undo one cut operation. When you undo a cut operation, copies of the
cut objects remain in the clipboard.

Procedure 4-21 Cutting Objects
1 Select one or more objects to be cut.

2 Choose Cut from the Edit menu or type <Control>-x.

O The objects are copied to the clipboard and deleted from the editor window.

End of Procedure 4-21

Copy Selected Objects

The Copy operation copies objects in an editor window and places them on the
clipboard. The original objects are not affected.

Procedure 4-22 Copying Objects
1 Select one or more objects to be copied.

2 Choose Copy from the Edit menu or type <Control>-c.

O The objects are copied to the clipboard. If the object copied is a node with
connected links, the links are also copied. See Paste Clipboard Objects on
page ISU-4-31 for a description of how the links are pasted.

End of Procedure 4-22
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Paste Clipboard Objects

The Paste operation puts a copy of objects on the clipboard at a specified
location within an editor window. The objects on the clipboard are unaffected
and can be pasted repeatedly at different locations or in different editor
windows. If the object you copied had connected links, the links are copied with
the object. You can reconnect the links or not, as you want.

You can undo one paste operation.

Procedure 4-23 Pasting Objects

1 Choose Paste from the Edit menu or type <Control>-v.

O The cursor changes to four arrows and outlines of each object on the clipboard
appear in the editor window.

2 Move the mouse until the object outlines reach the desired location.

O The cursor and outlines follow the mouse’s movement.

3 Click the left mouse button.

O The objects are pasted in the specified location and the cursor resumes its usual
appearance. If the name of an object being pasted is identical to that of an object
in the editor window, a suffix is automatically added or incremented.

4 If the object being pasted had links and you don’t want to reconnect them,
right-click to end the paste operation. The object remains selected until you click
elsewhere in the workspace.

5 If the object being pasted had links and you do want to reconnect them, follow
these steps:

5.1 Move the cursor to each destination node and click. If you are pasting a
subnet or connecting to a subnet, you may need to specify the source and
destination nodes to be connected within the subnet.

5.2 Right-click at any time to end the paste operation. The object remains
selected until you click elsewhere in the workspace.

End of Procedure 4-23
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Clear Model

The Clear Model operation removes the currently displayed model from the
editor window. It does not delete the model from disk.

Procedure 4-24 Clearing a Model from the Editor Window

1 Choose Clear Model from the Edit menu.

O If there have been no changes to the currently active model since it was last
saved, the model is erased from the editor window. If there have been changes,
a Confirm dialog box appears.

Do you want to empty out the scenario?

s I LCancel |

1.1 Click OK in the dialog box or press <Return>.

O The model is erased from the editor window.

End of Procedure 4-24

Preferences

Use this menu item to display and edit preferences, which control program
operation, as described in the Preferences chapter of the Reference Guide.

Procedure 4-25 Editing a Preference

1 Choose Preferences from the Edit menu.

O A dialog box appears listing all the preferences you can edit. The title of the
dialog box is the path to your environment database file.
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Figure 4-6 Preferences Dialog Box

To find a preference, enter a Lett-Click on the Name,
search string and click Find. Source, or Group column titles
to sort the list by that value.
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\ Select an attribute name and click Details to

An asterisk indicates that the  see a description of the attribute.
attribute will not take effect

until the program is restarted.

2 Type the first few letters in the name of the attribute you want to edit. If you wanted
to edit the mod_dirs preference, for example, you would type no.

O The list scrolls to the first attribute beginning with the typed letters.

3 Left-click in the Value column of the attribute to be edited and edit it using one of
the following methods.

 For attributes with defined values (such as True and False), select the desired
value.

* For attributes with open values, choose Edit... and enter the desired value.

* For attributes whose value is a list, edit the list in the dialog box that appears, as
shown in the following diagram.
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Figure 4-7 Dialog Box for Editing List Attributes
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Use this button to copy a row or create a new blank row.

« To copy, select the row, making sure the text is highlighted,

then left-click Insert.

« To create a new row, select a row, press <Return> to unselect

any text, then left-click Insert.

Note—Some preferences (as identified in their Details listing) appear in the

dialog box, but cannot be edited. To change the value of

these

command-line-only attributes, enter them as command-line flags when you

invoke itsentinel.

4 Click OK to close the Preferences dialog box.

O The attribute value is changed in your environment database file. Most changes
take effect immediately. However, some changes can only take effect when the
program starts; if you have changed such an attribute, a dialog box will appear

informing you of this.

Note—When the environment database file is first created, attributes are

grouped by function and commented. After being edited,

the file is rewritten as

a simple alphabetical list of attributes. Comments are deleted.

End of Procedure 4-25
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Automation Menu

The Automation menu contains operations that enable you to configure and run
Sentinel automation tasks. The following table summarizes this operation.

Table 4-9 Automation Menu Summary

Menu Item Description Reference

Configure/Run Automation Tasks Chapter 1 Overview
on page AUG-1-1 of
the Automation User
Guide

Open Automation Log Manager

Web—Open Report Server Home

End of Table 4-9

License Menu

The License menu contains an operation that allows you to open the License
Manager. The following table summarizes this operation.

Table 4-10 License Menu Summary

Menu Item Description Reference
License Management  Opens the License Manager License Manager
chapter of the

Administrator Guide

Product Modules Opens Product Modules options

End of Table 4-10

Windows Menu

The Windows menu options allow you to hide or show specific windows. When
you hide a window, the file is not closed or saved.

Table 4-11 Windows Menu Operations (Part 1 of 2)

Menu Item Description Reference

Previous Editor Makes the previous editor the active —
window.

Circulate Editors ~ Moves among open editors. —

Hide This Editor Hides, but does not close or save, the —
current editor.
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Table 4-11 Windows Menu Operations (Part 2 of 2)

Menu Item Description Reference
Hide Other Hides, but does not close or save, other —
Editors editors.

Show All Editors ~ Shows all previously hidden editors. —

System Window  Makes the system window the active —

window.

End of Table 4-11

Help Menu Operations

The Help menu appears on the menu bar at all times. It provides access to
context-sensitive help, the documentation, tutorials and other functions.

Table 4-12 Help Menu Operations (Part 1 of 2)

Menu Item Description Reference
Product Documentation Opens the documentation. Product
Documentation on
page 1ISU-4-37
Release Notes Opens the release notes. —
Tutorial Opens the tutorial. Tutorials on
page 1ISU-4-37

Web — OPNET Home

Opens your browser to the OPNET
home page.

Web — OPNET Home
on page 1SU-4-38

Web — Support Center

Opens your browser to the OPNET
Support Center

Web — Support Center
on page 1SU-4-38

Web — Contributed Models

Opens your browser to the
Contributed Models Depot

Web — Contributed
Models on
page 1SU-4-38

Error Log >

Open

Clear

Opens an edit pad with the contents
of the error log.

Deletes the contents of the entire
error log.

Error Log on
page 1SU-4-38

Error Log on
page 1SU-4-38
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Table 4-12 Help Menu Operations (Part 2 of 2)

Menu Item Description

Reference

Session Log >

Open Allows you to view the contents of
the session log.
Clear Deletes the contents of the entire

session log.

Session Log on
page 1SU-4-39

Session Log on
page 1SU-4-39

About This Application Displays information about the
program (including release
number) and the workstation

environment.

About This Application
on page ISU-4-39

End of Table 4-12

Product Documentation

This operation activates IT Sentinel product documentation. The documentation
contains all text and diagrams from the printed manuals, plus additional
information about the software. The documentation uses a menu and hypertext
system permitting easy navigation within the documentation. See

Chapter 3 Using the Documentation Effectively on page DG-3-1 of the
Documentation Guide for tips on navigating and finding information in the

documentation.

To view the documentation, choose Product Documentation from the Help

menu.

What's New in <Release Number>

This operation opens the What's New... menu. You can select to view the
release notes for the current version IT Sentinel, the release notes for the
previous release, or aweb link that launches the browser and opens the OPNET
Support Center menu page so you can select and view release notes from past

releases.

To view the Release Notes menu, choose What's New in <Release Number>

from the Help menu.

Tutorials

IT Sentinel comes with a tutorials to introduce you to basic program operation,
as well as provide an overview of different protocols and advanced topics. The
tutorial is provided in a small Acrobat Reader window that you can keep open
on your workstation screen next to the IT Sentinel window, so you can do each

lesson’s tasks as you read about them.
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The tutorial lessons are subdivided into topics with separate entry points, so that
you can leave the tutorial at the end of any topic and easily resume.

To open the tutorial, choose Tutorials from the Help menu.

Web — OPNET Home

This operation launches your web browser to the home page of the OPNET web
site.

Web — Support Center

This operation launches your web browser to the Support Center of the OPNET
web site.

Web — Contributed Models

Error Log

This operation launches your web browser to the Contributed Models Depot of
the OPNET web site.

This menu option contains two sub-options: Open and Clear. Open allows you
to view your error log file (<opnet_user_home>/op_admin/err_log) in a text
editor. When IT Sentinel encounters an error, it usually generates a message in
this file.

This operation is similar to the program op_vuerr, which displays error
messages via a command-line interface. See the description for op_vuerr (in the
Program Descriptions chapter of the Reference Manual) for more information on
error messages and error log files.

Note—Your error log file can become quite large with heavy use. You will
probably want to clean out your error log periodically—especially if the log file
takes several seconds or more to load into the text editor.

The Clear operation removes all existing messages from your error log file. You
will want to do this periodically to remove obsolete messages and keep the error
log manageable.

Clearing the log can also be useful when investigating and reproducing an error.
You can clear the log and then reproduce the error; this ensures that all log
entries relate to the error you are investigating.

ISU-4-38
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Session Log

The Session Log contains all of the information generated during the current
OPNET session. It is reset every time you restart OPNET. The Session Log

menu option contains two sub-options: Open and Clear. The Open operation
allows you to view your session log

(<opnet _user _home>/ op_adni n/ sessi on_I og) in a text editor.

The Clear operation removes all existing messages from your session log file.
Unless your session is very long, you will probably not need to do this, as the
session log is cleared each time you restart OPNET.

About This Application

The About This Application operation displays a window with information about
the application and its execution environment. The following topics are covered:

» Environment information—provides information about the program’s
installation and environment, including current release and distribution level,
host computer information, directory information, and your Group ID number,
which is needed when contacting OPNET Technical Support.

* Notices—Iists software licenses related to the OPNET product.

Procedure 4-26 Viewing Program Information

1 Choose About This Application from the Help menu.

O A view-only edit pad containing program information appears.

End of Procedure 4-26

Review the information in the edit pad, and close it when finished. See Text Edit
Pads on page ISU-4-7 for instructions on using text edit pads.
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5 Network Overview

A real-world network consists of physical sites such as workstations and
switches (called nodes) that send, route, and receive information. IT Sentinel
uses communication node objects to represent nodes. Real-world nodes
communicate across links, which carry information over distances through
electrical or fiber-optic cables. IT Sentinel represents these connections with
communication link objects.

In complex communication systems, it is often necessary to view groups of
nodes in a network as one entity. A group of related nodes and the links that
connect them is called a subnetwork. In IT Sentinel, you can create a network
hierarchy from subnetworks; this makes it easier to view and work with large
networks.

This chapter describes how network objects work within an IT Sentinel network
model. Procedures for creating objects and network models are in

Chapter 6 Building Networks on page ISU-6-1 and Chapter 9 Customizing
Models on page ISU-9-1. These chapters contain procedures that use
operations available in the Project Editor.

IT Sentinel/Release 11.0
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Network Model Structure

Projects

Scenarios

A network model defines the overall scope of the system to be simulated,
including its geographic scale, physical topology and logical configuration, its
simulation and analysis parameter settings, and the statistics and report
settings chosen for generating results. Each node in a network model serves to
model a particular communications device or facility. There are no requirements
or limits to the number of nodes represented in a network model.

The scope of a network can range from simple to complex. It might model one
node, one subnetwork, or many interconnected nodes and subnetworks,
because the structure and complexity of a network model typically follows those
of the system being modeled. For example, a network with a star topology has
a corresponding network model with one center hub node and several
peripheral nodes connected to it with point-to-point links, as shown in the
following figure.

Figure 5-1 Star Topology in Abstract and Network Model Representations

[ ]

abstract network model representation

IT Sentinel uses a project and scenario approach to modeling networks.

A project is a network design for which there might be several approaches. Each
approach to implementing the network is a separate instance called a scenario.

A scenario is one instance of a network. Typically, a scenario presents a unique
configuration of the network, with its own topology, protocols, applications,
baseline traffic, and simulation settings. All projects contain at least one
scenario.

ISU-5-2
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Subnetworks

A subnetwork contains other network objects and abstracts them into one
object. A subnetwork can encompass a set of nodes and links to represent a
physical grouping of objects (for example, a local area network), or it can contain
other subnetworks. Subnetworks within other subnetworks form the hierarchy of
the network model. This hierarchy can be extended as required to model the
structure of the network.

A subnetwork is considered the parent of the objects inside of it, and the objects
are the children of the subnetwork. The highest level subnetwork in the network
hierarchy is the top subnetwork or global subnetwork; it does not have a parent.
Subnetworks can be created and interconnected within this top level or within
other subnetworks.

Figure 5-2 Subnetworks Abstract the Network Components Contained Within
Them
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Subnetworks provide a powerful mechanism for manipulating complex networks
by breaking down the system's complexity through abstraction. A large network
with many components can be segmented into distinct parts based on the
proximity, connectivity, or other architectural considerations of its elements. For
example, subnetwork objects can represent campuses within a university.
Within each campus, other subnetwork objects can represent each building or
department, and so on.

Other than the objects it contains, the primary attributes of a subnetwork are its
geographical position and size. However, these attributes can be ignored when
a subnetwork is used strictly to abstract other network level objects or when
subnetworks exist independently from each other.

IT Sentinel/Release 11.0
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Communication Nodes

Communication nodes exist within subnetworks and represent network devices
that transmit and receive information. A node’s behavior is determined by its
node model. The node model specifies the node’s internal structure (for
example, its protocol stack) and can be specified through its “model” attribute.
A node object is an instance of its node model. Distinct instances of the same
node model operate independently of each other for purposes of analysis and
simulation and can be configured with distinct configuration parameters, just as
distinct pieces of equipment are independent of each other in a real network,
although they may have identical capabilities. A network model can contain any
number of communication nodes, using the same or different node models

You create node objects by selecting a node model from the object palette, as
described in Creating Nodes on page ISU-6-21.

IT Sentinel supports two types of communication nodes: fixed and LAN.

Fixed Nodes
Fixed nodes model static network devices such as workstations, gateways, and
servers. A fixed node is often connected to other nodes via one or more
point-to-point or bus links. A fixed communication node cannot move during
simulation.
Figure 5-3 Typical Fixed Nodes
) @
n
wiarkstation Hub Gateway Server Bridge
LAN Nodes

LAN nodes are a special kind of fixed node that represent an entire Ethernet,

FDDI, or Token Ring LAN (local area network), along with its aggregate traffic,
as one entity. These nodes work in both switched and shared topologies, and
can contain a variable number of workstations, as well as a server. LAN nodes
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can be directly connected to any Ethernet, FDDI, or Token Ring node, except a
hub, or any fixed subnetwork. LAN nodes can also be connected to objects with
different data rates (for example, a 10BaseT LAN connected to a 100BaseT
LAN) by using an intermediate router or switch.

Figure 5-4 Typical LAN Nodes

Switched LAN Node Shared LAN Node
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Communication Links

Links enable nodes to communicate with each other. IT Sentinel supports two
types of links: point-to-point and bus.

Each link type provides a fundamentally different type of connectivity.
Point-to-point links connect one source node to one destination node; bus links
connect each node of a fixed set to all other nodes in the set. Each type of link
has attributes associated with it that control how the information is
communicated between nodes. These can be grouped into the following
categories:

 attributes that assign transmitter and receiver nodes

 attributes that determine how a packet is transmitted and when a packet is
received

« attributes that control link behavior

A link’s node attributes identify the nodes containing the transmitter and receiver
to which the link is attached. IT Sentinel automatically assigns these values
when a link is established between two nodes. You can change the automatic
assignment by modifying the values of these attributes manually, as described
in Setting Attribute Values on page 1SU-9-4.

Alink’s “data rate” attribute specifies the rate at which information is transmitted
over all communication channels in the link. This value should match the data
rate set for each transmitter and receiver within the source and destination
nodes. Because you might not always have access to transmitter and receiver
data rates (unless allowed by the model developer), you can enter the special
value unspecified for the link's “data rate” attribute. During simulation, this
causes IT Sentinel to automatically assign the correct data rate for the link
based on that set for the transmitter and receiver. If you specify this value when
the “transmitter” and “receiver” attributes are also set to unspecified, IT Sentinel
will set all three values to the link’s default data rate.

You create link objects by selecting a link model from the object palette and
designating the link's endpoints in the workspace. The Creating Links section
describes this procedure.

Point-to-Point Links

A point-to-point link can be thought of as a bundle of one or more
communication channels between the transmitter(s) and receiver(s) that it
connects. Each communication channel acts independently of the others in the
same link, as though it were defined in a separate and parallel point-to-point link.
Inan IT Sentinel network model, links are drawn between node and subnetwork
objects. The connection between transmitters and receivers occurs
automatically.

ISU-5-6

IT Sentinel/Release 11.0



User Guide

5—Network Overview

A simplex point-to-point link defines a connection from a transmitter in the
source node to a receiver in the destination node. Packets are conveyed in that
one direction. A duplex point-to-point link defines a pair of connections between
two nodes, connecting a transmitter in each node to a receiver in the other.
Packets can flow in both directions, from one node to the other. You can also
use point-to-point links to connect networks, forming an internetwork. For
example, information from transmitters in one network can be sent to receivers
in another network. In this case, you would have two subnetwork objects
connected via a link. Point-to-point links can also connect a subnetwork to one
node.

A point-to-point link must be attached to nodes that contain point-to-point
transmitters and receivers. Although it is possible in IT Sentinel to connect a
node containing a point-to-point transmitter to a node containing a bus receiver,
itis logically invalid and will result in simulation errors. To ensure that nodes and
subnetworks are properly connected, the Project Editor has a link consistency
operation. You can invoke this operation before executing a model to verify link
connections and to avoid simulation errors. Instructions for using this operation
are provided under Checking Link Consistency on page 1SU-6-23.

Figure 5-5 Point-to-Point Links
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Simplex Point-to-Point Link Duplex Point-to-Point Link

A packet completely arrives at a receiver after two delays have elapsed: the
transmission delay and the propagation delay.

» The transmission delay is based on the transmitter channel’s data rate and
the size of the packet. For channel 0, the transmission delay matches the
link’s data rate. Each additional transmitter channel (if any) has its own data
rate, which is specified by the model developer and may appear as a
promoted attribute of the node model.

» The propagation delay is obtained from the link’s “delay” attribute. This value
applies to every communication channel within the link and can be specified
as required to model the propagation delay across a link. The “delay”
attribute can be specified as an absolute value or as distance-based, in
which case the propagation delay is calculated from the distance between
nodes and the link’s propagation rate.

After a packet traverses a link, IT Sentinel computes the number of bit errors
that occurred and determines whether they exceed the receiver’s ability to
correct them. The number of bit errors is computed from the value of the link’s
bit error rate (ber) attribute and the size of the packet. The number of bit errors
that the receiver can correct is determined by the size of the packet and the
receiver’s error correction threshold (ecc threshold), which specifies the
maximum number of errors per bit that can be corrected. For example, if a

IT Sentinel/Release 11.0
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packet's size is 1000 bits and the error correction threshold value is 0.002, then
the receiver can correct the errors in the packet if the number of bit errors is 2
or less. If there are no errors or the receiver is able to correct those that
occurred, the receiver accepts the packet. If there are too many bit errors, the
receiver drops the packet and does not forward it.
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6 Building Networks

IT Sentinel network models are based on three types of objects: subnetworks,
nodes, and links. You work with these objects in the Project Editor. The Project
Editor provides the resources you need to model the high-level components of
a real-world network.

With the Project Editor, you can

» Create and edit network models

» Create derived models of nodes and links
» Customize the network environment

» Configure analyses for automated execution

The Project Editor contains a workspace for importing and reviewing network
models that are being configured for automated analysis. Subnetworks and
nodes are placed in the workspace as objects and depicted there as icons.
Other objects, depicted as connecting lines, represent communication links
between the nodes and subnetworks. Network objects are characterized by
attributes that control how they behave within the overall model. The Project
Editor provides operations for viewing these attributes (see Attributes on
page ISU-9-1).

IT Sentinel/Release 11.0
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Building a Network Model

Building a network model consists of two steps:

1) Create a new project. When you create a new project, a new scenario is
created automatically. You may also create additional scenarios for the
project. See Projects and Scenarios on page ISU-6-2.

You can create new projects in Sentinel two ways:
a) Manually, when you define and test the automation tasks

b) Automatically, as part of the operation of an automation task.
Automation tasks can be configured to create new projects or use
existing projects. For more information, see the Automation User Guide.

2) Import network topology and configuration. Sentinel can build the network
from two primary data sources:

a) Device Configuration Import—builds the network from device
configuration files stored in external files. Typically, these files are
exported from the devices or device management software.

b) VNE Server Import—builds the network by connecting to VNE Server
and obtaining topology and configuration. This also allows you to import
link load data and end-to-end traffic flows along with device topology and
configuration.

See the Importing Network Data chapter for more information.

Projects and Scenarios

A project consists of one or more network scenarios. The scenarios may contain
different versions of the same network or they may contain models of different
networks. Each scenario corresponds to one network model. This section
explains how to create, save, and close new projects. It also shows how to open
existing projects.

To create a new project, do the following procedure.

Procedure 6-1 Creating a New Project

1 Choose New... from the File menu.

O The Startup Wizard appears to help you determine your first scenario’s initial
settings. Follow the steps indicated by the wizard.

End of Procedure 6-1
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To save a project, do the following procedure.

Procedure 6-2 Saving a Project

1 Follow the appropriate step below:

» To save the active project, choose Save from the File menu. If the project has not
been saved previously, you will be prompted to name the project.

» To save the active project under a new name, choose Save As... from the File
menu.

O The project, including all its scenarios and data files, is saved.

Note—It is not possible to save an individual scenario. To save a scenario, save
the project that contains it.

End of Procedure 6-2

To close a project, do the following procedure.

Procedure 6-3 Closing a New Project

1 Choose Close from the File menu.

O If the project has unsaved changes, a dialog box allows you to save those
changes.

2 Choose Open... from the File menu.

O A list of available projects pops up.

3 Click on the name of the project you want to open.

O The project you selected appears in a new Project Editor.

End of Procedure 6-3
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Using the Startup Wizard
The Startup Wizard helps you set the network environment, including
» topology
+ scale
* map background
e grid spacing
e grid units

 model lists

If you select the “Use Startup Wizard” checkbox when creating a new project or
scenario, the Startup Wizard will launch. Deselecting the checkbox causes the
Startup Wizard to be ignored on future project or scenario creations. If you
deselect the checkbox, and want to later use the Startup Wizard again, you must
change the use_startup_wizard preference to TRUE. See Preferences on
page ISR-4-22 in the Reference Guide for details about this attribute.

Working with Scenarios

A scenario has many different elements: always a network model, usually a
probe model and a simulation configuration, possibly an analysis configuration
file, a traffic import model, a Question/Answer database, a custom model list, an
animation history, and a results file.

Scenarios are usually manipulated as a unit, but you may want to operate on
individual elements. For example, you may want to pass a network to another
user without the results or simulation configuration files.

New Scenario

To create a new scenario, do the following procedure.

Procedure 6-4 Creating a New Scenario
1 Display a new or existing project.

2 Select New Scenario from the Scenarios menu.

O The Enter Value dialog box displays with a default scenario name.

3 Enter a scenario name and left-click on OK, or just left-click OK to accept the
default name.

O The Startup Wizard displays.
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4 Enter values as prompted by the Startup Wizard to set the context of your scenario,
or click on Quit to exit the Startup Wizard.

O IT Sentinel displays a workspace, with either the default context (if you did not
specify a particular context in the Startup Wizard) or the context you specified.

End of Procedure 6-4

Duplicate Scenario

This operation places a duplicate of the selected scenario in the active project.
It duplicates all elements of a scenario except simulation results.

To copy a scenario from one project to another, use the Import Components
operation.

Procedure 6-5 Duplicating a Scenario
1 Display the scenario you want to duplicate.

2 Select Duplicate Scenario from the Scenarios menu.

O The Enter Value dialog box displays with a default scenario name.

3 Enter a scenario name and left-click on OK, or just left-click OK to accept the
default name.

O The duplicated scenario displays.

End of Procedure 6-5

Manage Scenarios

The Manage Scenarios operation provides a concise overview of each scenario
in your project and its status. Buttons and pull-down menus allow you to

* Rename scenarios

» Add new scenarios

» Duplicate scenarios
» Delete scenarios

* Re-order scenarios in the list

Changes are applied when you click OK to close the dialog box. No changes are
applied if you click Cancel.

IT Sentinel/Release 11.0
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Procedure 6-6 Managing Scenarios

1 Select Manage Scenarios from the Scenarios menu.

0 The Manage Scenarios dialog box for the current project displays

Figure 6-1 Manage Scenarios Dialog Box

i—]Manage Scenarios ﬂ
Froject name: ||F'|
# |Scenario Mame |Saved |;|
1 README unzaved
2 compression_fast_link zaved
3 compression_slow_link zaved
4 compression_packet_or_payload zaved
5 compression_header zaved
E icmp_route_print zaved
7 firewall zaved
8 cloud_modeling zaved
9 Subinterfaces zaved
10 Tunnels zaved
El
Delete | Ok I Lancel Help |

This dialog box uses the following conventions:

» Brackets mean a change to the scenario is requested and will be applied when
you click OK.

» “Out of date” in a Results field means that the set of chosen results, simulation
configuration, or network model has changed since the results file was created.

» “Uncollected” in a Results field means that a probe file exists, but a simulation
has not been run.

2 Follow the instructions shown in Table 6-1 Manage Scenarios Operations on
page ISU-6-7 for the desired operation.

3 Click OK to close the dialog box and store changes to disk.

End of Procedure 6-6
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Table 6-1 lists the operations you can do from the Manage Scenarios dialog box.

Table 6-1 Manage Scenarios Operations

To...

Do this...

Rename a scenario

Select the scenario to be renamed and type the new name.

Add a new scenario

Left-click in the Scenario Name column of an empty row and
select the <new> item from the menu.

Duplicate a scenario

Left-click in the Scenario Name column of the first empty row and
select the duplicate <scenario_name> item from the menu.

Delete a scenario

Use either of two methods:

* Select the scenario to be deleted and left-click on the Delete
button.

» Left-click in the Saved column and select <delete> from the
menu.

All files that comprised the scenario are deleted.

Re-order a scenario in
the list

Left-click in the # column of the scenario to be re-ordered, then
select the item that indicates the order desired. Select <leave> to
keep the scenario in the same position.

End of Table 6-1
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Creating and Editing Network Objects

Object Palettes

You use object palettes to create objects in the Project Editor workspace, as
described in sections Subnetworks on page ISU-6-18, Creating Nodes on
page ISU-6-21, and Creating Links on page ISU-6-22. This section describes
the object palette and how to open it.

Figure 6-2 Object Palette

iﬁ-]l]hject Palette: (internet_toolbox) ll
+ | Iinternet_toolbox j LConfigure Palette...I
@ -
subnet I m
1000 azex_LaM 100BazeT_LaM 10BaseT_La&N Application Config
<3Com CB3500>
£
.
e <Cizco 4000
<Bay Networks Centilion 1003
AS_GRF400_4s_a?_aeB f4_sl2

The object palette is divided into two areas. The top area contains buttons to
configure and close the palette. The bottom area contains icons for a
subnetwork and all available node and link models. By configuring the palette,
you can limit the model icons displayed to those that match specified keywords
(as discussed under Using Keywords on page ISU-6-10) or those included in a
custom model list (as discussed under Using Custom Model Lists on

page ISU-6-12).

The header bar of an object palette identifies the keywords or custom model list
used by that palette. When multiple keywords are used, only the first keyword
is listed, followed by an ellipsis (...) to indicate that there are more keywords. If
the palette has not been configured, the header bar reads Keywords: <any>,
indicating that all models are displayed.

Opening the Object Palette

To open the object palette, select Open Object Palette from the Edit menu. The
object palette appears with icons for a subnetwork and all requested node and
link models.

Note—If this is the first object palette you have opened during this session,
there will be a short delay while your model directories are scanned and a list of
available models is created.
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Configuring Object Palettes

By default, an object palette displays all models in your model directories. If you
have many models available, this results in a large palette that opens slowly and
makes finding a specific model difficult. To make models easier to find, you can
configure an object palette to display a subset of the available models.

For example, you may be creating an Ethernet-based network model. Normally,
the Ethernet models would be mixed in with models supporting ATM, FDDI, and
many other protocols. By configuring the palette you can cause it to display only
the node and link models that support the Ethernet protocol.

There are two ways you can limit the models displayed in an object palette:

» Specify one or more keywords associated with the desired models

» Specify a custom list of the desired models

Both of these methods use the Configure Palette dialog box, which you open by
left-clicking the Configure Palette... button. When you activate this button, the
Configure Palette dialog box opens below the object palette and the text in the
object palette’s header bar changes to indicate that the palette is in Edit mode.

In Edit mode you can specify keywords and create or specify custom model lists,
but you cannot use the palette to create objects.

Figure 6-3 Object Palette with Configure Palette Dialog Box

i] Object Palette: {internet_toolbox) 1[
1+ | Iintemet_toolbox j LConfigure Palette...I
() = E
subnet I i
1000B aze¥_LaM 100BazeT_L&MN 10BazeT_LaM Application Config
<3Caom CB3500:
—) £
m
] e <Cigco 40003
L] <Bay Metworks Centillion 1003
AS_GRF400_4s_a?_sef f4_sl2
—]Configure Palette x|
= Kepwords: Fadify... | Link Models I Mode Models |
* Model list; |LelE{a=iTe alary Path Models I Demand Models |
|+ Enable model aggregation
Cut | Clear | 0K I Cancel | Saveds.. |

When you configure an object palette, the configuration is automatically applied
to other object palettes you open later in the same
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session. When you save a network model, the last configuration used within that
model is saved with it and will be used the next time you open that network
model.

To display sets of different models, you can open multiple object palettes at the
same time, each with a different set of keywords or different custom model lists.

Using Keywords

All IT Sentinel-supplied node and link models have keywords associated with
them. You can specify these keywords in the object palette to limit the number
of models displayed. After you specify keywords, the object palette continues
using them until you specify different keywords or a custom model list.

Note—The subnetwork object has no keyword and always appears in the object
palette.

You can specify several keywords at once, in which case the object palette
displays only models having all of the specified keywords. For example, the
keywords “FDDI” and “link”, specified together, result in the display of FDDI link
models only.

Some IT Sentinel models are assigned the reserved keyword “hidden” and are
not displayed unless you explicitly specify this keyword. These models are
hidden because they are very general in scope and often serve as parent
models of IT Sentinel supplied derived models.

In addition to using the object palette, you can specify keywords from dialog
boxes that include pop-up menus for model selection or via a preference when
you run IT Sentinel. If specified at run time, the keywords will be used when you
first open an object palette and thereafter until you change them. Run-time
specification is described with the itsentinel “network_palette” preference in the
Program Descriptions chapter of the Reference Guide.

Procedure 6-7 Specifying Keywords from the Object Palette

1 Left-click the Configure Palette... button.

O The Configure Palette dialog box opens.

2 Make sure the Keywords radio button is selected, then left-click the Modify...
button.

O The Modify Keywords dialog box appears.

3 Left-click in the Status column to toggle the status of each keyword as needed:
» Change the status of desired keywords to “set”.

» Change the status of undesired keywords to “not set”.

ISU-6-10
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4 When all keywords have the desired status, left-click OK.

iﬁ-]Modify Keywords ll
Model Keywords | Status ;I
1000_series not et =
1000BazeT riot set
1000B azek ok set
100B aseT
10 Baze? nat zet
10BaseT nok set
10Gbps nok zet
2B00_senies nok zet
3Com not et |

LCancel |

0 The Modify Keywords dialog box closes and the object palette displays icons for

only those models having all specified keywords.

End of Procedure 6-7
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Using Custom Model Lists

A custom model list is a defined list of the models to be displayed in an object
palette. It can contain any combination or number of models, regardless of
keywords. You can create your own custom model list or use a pre-defined list.
A custom model list can create a very small object palette that displays only the
models you will use for a given network model.

To create a custom model list, you edit an object palette to display only those
models you want and then save that set of models. The general process for
creating a custom model list is as follows:

1)

2)

3)

4)

5)

Open an object palette.

Open the Configure Palette dialog box, placing the object palette in Edit
mode.

Use the Modify Keywords dialog box to select an initial set of models similar
to those you want in the custom model list. [optional]

Use the Model List operations to delete models from or add them to the
object palette.

Save the custom model list.

Creating a Custom Model List

To create a custom model list, do the following procedure.

Procedure 6-8 Creating a Custom Model List

1

Left-click the Object Palette toolbar button, or choose Topology > Open Object
Palette.

Left-click the Configure Palette... button.

O The Configure Palette dialog box opens.

If desired, use Procedure 6-7 on page ISU-6-10 to specify one or more keywords
for the object palette.

Left-click the Model List radio button.

O The buttons supporting custom model lists become active and the Modify...
button becomes inactive.

Edit the object palette by adding or deleting models, as follows:

To add models (by hame):
5.1 Left-click the Link Models or Node Models button.

O A Select Included Entries dialog box appears.

ISU-6-12
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5.2 Left-click in the Status column to set each model’s status to “included” or “not
included”, as desired, then left-click OK.

O Each model with the status “included” is added to the object palette.

To add models (by dragging):
5.1 Open an object palette that includes the model you want to add.
5.2 Click and drag the desired model’s icon into the object palette being edited.
To delete models individually:
5.1 Left-click the models to be deleted.
O Selection markers appear on the models.
5.2 Left-click the Cut button.
O The selected models are removed from the object palette.
To delete all models, left-click the Clear button.

O All models are removed from the object palette.

Left-click the Save button and enter a name for the custom model list when
prompted.

O The custom model list is saved to disk.

7 Left-click OK to close the Configure Palette dialog box.

End of Procedure 6-8
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Specifying a Custom Model List

After you have created one or more custom model lists, you can specify which
one to use in an object palette. As with keywords, you can specify a custom
model list from dialog boxes that include pop-up menus for model selection or
via an preference when you run IT Sentinel. If specified at run time, the custom
model list will be used when you first open an object palette and thereafter until
you change it. Run-time specification is described with the itsentinel
network_palette preference in the Program Descriptions chapter of the
Reference Guide.

To specify a custom model list, select the desired list from the model list
pull-down menu. Icons of the selected list appear in the palette and the list name
appears in the dialog box header.

Figure 6-4 Model List Pull-Down Menu
x|

j LConfigure Palette. .. |

atm

atm_advanced
atm_lane

atm_lane_advanced
subng Avici

circuit 2
E client_server

Corporate-internetwork,

—| demands

DOCSIS

DOCSIS_ady

DPT

Equipe

ethooax

ethernet %

SMAMET Mraz LI

Grouping Models in the Object Palette

You can configure the object palette to display icons for groups of related
models. This can make the palette less cluttered and easier to navigate,
especially if the palette includes a large number of models.

ISU-6-14 IT Sentinel/Release 11.0



User Guide

6—Building Networks

Not all models in the OPNET model library are grouped. In general,
vendor-specific node models (such as Cisco or Bay Networks) are organized
into groups while most other models are not.

Figure 6-5 Grouping Models in the Object Palette

To select a model t internet_toolbox =i | Configure Palette.

right-click on a group i
icon and choose a =
model from the Wcisco 1601~
pull-down menu C5_1601_15_e1_irl g Model Group
CS_1601_1s_el_fr_sll view
. ) CS_1601_15_e1_sl
To view the models in C5_1601_el_s2
agroup, double- click CE_1601_e1_s2_adv
on the group icon

ﬂ internet_toolbox — | Configure Palette.
e, oy Fey, .
=) == éf Individual

C5_1601_1s_e1_frl CS_1801_1s5_el_fr1_si1 C5_1601_1s_e1_si1  Model view

To return to the

group view, click é‘, E—;'_“f

the UP arrow CS_1601_e1_sZ CS_1601_el_s2_ady

You can do the following in the object palette:

» To view models by group, check the Enable Model Aggregation check box in
the Configure Palette dialog box. The palette aggregates all models that
have an associated group. Angled brackets in an icon label (for example,
<Cisco 1601>) indicate a model group.

If Enable Model Aggregation is unchecked, the object palette displays all
included models (one icon for each model) in one window.

» To select a model from a group, right-click on a group icon and choose the
model from the pop-up menu. You can also click on a group icon and place
it in the network; a pop-up menu opens and lists the models in that group.

» To view all models in a group, double-click on the group icon. The object
palette “drills down” one level and displays all models in the group. To return
to the previous level, click on the UP arrow in the upper-left corner of the
palette.

A model’'s group is determined by the “System Object ID” attribute in the model’s
self-description. The object palette groups all included models with the same
system object ID into one group.

Procedure 6-9 Viewing or Editing a Model’s System ID

1 Open the model in the object palette.
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2 Right-click on the model to open the Model Description dialog box. (Note: you must
right-click on an individual model icon—not a model group icon—to open this dialog
box.)

3 Click the Self-description button to open the self description for that model.

4 Right-click on the core icon to open the “core Self-Description” dialog box. The
System Object ID is listed in the Characteristics table of this dialog box.

End of Procedure 6-9

Viewing Model Information

Every model has information associated with it that gives the model’s keywords,
supported object types, a summary of its attributes, and a description of its use.
The description is especially important, because it can tell you with what other
types of objects the model can or cannot be used. This information can help you
build valid network models and avoid simulation errors. It is a good practice to
view a model’s description before using it.

You can view a model description by

» Selecting the View Node Description operation from the Node pop-up menu
(or View Link Description from the Link pop-up menu). This displays the text
description of the model associated with the selected object, in an edit pad
that can be copied, printed, or written to a file.

» Opening the Model Description dialog box from within the object palette. This
dialog box displays information on the model itself. Buttons in this dialog box
allow you to display the parent model, derive a new model based on the
existing one, display the properties of attributes, and do other useful
functions.

» Reviewing the documentation in the Reference Guide.
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Viewing a Node/Link Description

To view a node or link description, right-click on a node or link to view the Node
or Link pop-up menu. Choose View Node/Link Description to view descriptive

text in a text edit pad.

Figure 6-6 Model Description
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Viewing a Model Description

To view a model description, right-click on the icon of an individual model in the

object palette.

Figure 6-7 Model Description Dialog Box
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Subnetworks

The Model Description dialog box contains read-only fields for the model
information and five buttons for viewing additional information or doing other
operations. The following table lists the fields and buttons.

Table 6-2 Model Description Dialog Box Contents

Label Description

Attributes Lists the name and initial value of the model attributes that will
appear on an object created with this model.

Comments Displays comments that describe the model and provide hints
for using it.

Close Closes the dialog box.

Keywords Lists the keywords associated with the model.

Node (or Link)
Documentation

Shows the Help Card file associated with the model, and the
tool tip presented by the model.

Parent Model

Identifies the model’s parent model. If the model is a base
model, this area will read ( none) .

Self-description

Opens a self-description window for viewing model details.

Supported <object> Types

Lists the types of objects supported by the model and the icon
used to represent each type when a new object is first placed
in the workspace.

View Parent

Summons a Model Description dialog box for the model’s
parent model. This button is inactive if the model is a base
model.

View Properties

Summons a view-only version of the Attribute Properties dialog
box (as described in Attribute Properties Dialog Box on

page ISU-9-28). You must select an attribute name in the
Attributes table to make this button active.

End of Table 6-2

A subnetwork is typically the first object you will create when building a new
network model. The following procedures describe how to create subnetwork
object, view its contents, and return to its parent subnetwork.

Procedure 6-10 Creating a subnetwork

1 If necessary, open an object palette.

2 Select the subnet icon in the object palette.
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O A square icon outline and movement cursor appear over the subnet icon.

Drag the icon outline to the desired location in the Project Editor workspace, then
release the mouse button.

@ [e
£
subnet_[|

O IT Sentinel draws the subnetwork in the workspace and assigns a default name.
The subnetwork icon is enclosed by a rectangle called the subnetwork extent.
The extent defines the location and size of the subnetwork.

If desired, reposition the cursor and left-click to create additional subnetworks.

Note—The object palette might be set to create only one object, depending on its
creation mode. If so, repeat steps 2 and 3 to create additional subnetworks (ignore
steps 4 and 5). For details on creating single vs. multiple objects, see the
creation_mode preference in Program Descriptions of the Reference Guide.

5 When you finish creating subnetworks, right-click to end the operation.

End of Procedure 6-10

Procedure 6-11 Entering a Subnet

1 Double-click on the desired subnetwork or right-click on the subnetwork and

choose Enter Subnet from the pull-down menu.

O The subnetwork’s contents, or subnet view, appear. You can place objects
within this view or extend the hierarchy by creating additional subnetworks.

The only difference between double-clicking and the Enter Subnet operation is that
double-clicking also deselects any other selected objects.

End of Procedure 6-11

Displaying the Parent of a Subnetwork

Subnetworks can be nested to create a hierarchy of network levels. After
working within a lower-level subnet, you can return to the next higher level (the
parent subnet) as follows.

Procedure 6-12 Returning to the Parent Subnetwork

1 From the View menu or the Workspace pop-up menu, choose Go To Parent

Subnetwork.
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2 If there are multiple levels of subnet hierarchy, repeat step 1 as needed.

End of Procedure 6-12

Setting Background Properties

The Set Background Properties operation (View > Set Background Properties)
lets you redefine background properties of the current subnetwork. See
Subnetwork Background Properties on page ISU-7-2 for more information.

Expanding a Subnet

Expanding a subnet displays the contents of the subnet at the parent subnet
level. You see the area covered by the lower-level subnet in the context of the
larger geography covered by the parent subnet. This is helpful when two
subnets cover the same geographic area or cover areas that partially overlap,
because you can clearly see the interaction among all objects. Say, for
example, that you create two different subnetworks, placing a jammer in the
first. Assume further that the jammer actually affects transmissions in the
second subnetwork. This effect is not obvious when you look only at the second
subnetwork but becomes clear when you see the contents of both subnetworks
in the larger geographic context.

When you expand a subnet, you see the objects in it, the links leading to the
subnet (reattached to the appropriate objects in the subnet), and the subnet

extent, as determined by the subnet object’s “x span” and “y span” attributes.
While the subnet is expanded, you can

» Dragthe subnet as a whole to a new location. The objects in the subnet move
with it as you drag.

* Right-click on a object to display the Object pop-up menu, and do any of the
operations in the pop-up menu.

» Attach links to an object in the subnet.

To move, cut, copy, or paste an object in the expanded subnet, you must
actually be in the subnet. Double-click on the subnet’s surrounding box (the
subnet extent) to open the subnet in a new window.

Figure 6-8 Two Expanded Subnets
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Collapsing a Subnet

This operation restores selected subnets to their typical collapsed state, in
which they are represented by one icon. To select an expanded subnet, click on
the subnet extent. See Expanding a Subnet on page ISU-6-20 for details on
expanding subnets.

Figure 6-9 Expanded and Collapsed Subnets
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Creating Nodes

Unlike subnetworks, nodes (and links) must have an associated model to
describe how they behave in the network. These models are represented by
icons in the object palette. When you drag a node model’s icon into the
workspace (or select a link model’s icon to connect nodes), you create an
instance (copy) of that model. The node (or link) is depicted in the workspace
as an object and its “model” attribute is automatically set to the one chosen from
the palette. In addition, the object’s attributes are updated to reflect the model
specification, as described in Attributes on page ISU-9-1.

You can add node objects to the network model by dragging them from the
object palette.

Procedure 6-13 Creating a Node using the Object Palette

1 If necessary, open an object palette and configure it to limit the display to only
those models of interest.

2 Left-click on the model that you want to use for the object.

O A square icon outline and movement cursor appear over the icon.

3 Drag the icon outline to the desired location in the Project Editor workspace, then
release the mouse switch.

O IT Sentinel creates the node in the workspace and gives it a default name. The
node’s “model” attribute is set to correspond to the model icon selected from the
object palette.

The default name consists of a text string (such as “node” for a fixed node or “I" for
a link), followed by an index that is incremented each time an object is created. You
can rename an object by editing its “name” attribute, as described in Setting
Attribute Values on page ISU-9-4.
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Creating Links

4 If desired, move the cursor to a new location in the workspace and left-click to

create another instance of the node.

Note—The object palette might be set to create only one object, depending on its
creation mode. If so, you must repeat steps 2 and 3 to create additional
subnetworks, and can ignore steps 4 and 5. For details on creating single vs.
multiple objects, see the itsentinel “creation_mode” preference in the Program
Descriptions chapter of the Reference Guide.

5 When you are finished creating nodes, right-click to end the operation.

End of Procedure 6-13

Links are used to create communication channels between nodes. You create
links by selecting a link model from the object palette and then graphically
drawing the link in the workspace. You can create multiple-segment links and
move them using the mouse (the end segments change length to reflect the new
location).

Procedure 6-14 Creating a Link...

1 If necessary, open an object palette and configure it to limit the display to only

those models of interest.

Left-click a link model icon in the object palette to select it (selection markers will
not appear).

To create a point-to-point link:
3.1 Left-click the subnetwork or node that will transmit information.

3.2 Left-click on any intermediate points (if you want the link to follow a crooked
path).

3.3 Left-click the subnetwork or node that will receive information.

O IT Sentinel draws the link between the two objects.

To create a bus link:
4.1 Left-click in the workspace where the bus link will begin.

4.2 If the bus will have any turns, left-click at each bend in sequence from the
beginning of the bus.
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4.3 Left-click the mouse while pointing at the location where the bus will end.

O IT Sentinel draws the bus link in the workspace. You will now have to create
fixed nodes and taps to place around the bus.

5 To create a bus tap:
5.1 Left-click the point on the bus where the tap will connect.
5.2 Left-click the node to be attached to the bus.
O IT Sentinel draws the bus tap in the workspace.

For all link types, when a subnet is selected as a link endpoint, IT Sentinel prompts
you for the name of the node within the subnetwork which will be connected to the
link.

End of Procedure 6-14

Checking Link Consistency

For a link between two objects to be consistent, the packet formats and data
rates of the transmitter and receiver within the objects must match those defined
for the link. When you connect two objects with a link, IT Sentinel automatically
tries to create a consistent connection. However, this may not be possible if the
models used by the objects are incompatible. For example, although it is
graphically possible to connect two Ethernet nodes via an X.25 link, it is not
logically correct and would result in an inconsistent link and subsequent
simulation errors. The data rates defined for Ethernet and X.25 differ, and the
packet formats may not be supported for the link.

The Verify Links operation lets you verify that links are properly connected
before executing a simulation. This helps prevent simulation runtime errors by
confirming that all links in the network model can transport packets.

When invoked, the Verify Links operation checks each point-to-point and bus
tap link to confirm that

 the link connects to the proper number of transmitters and receivers in the
attached nodes.
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+ the data rates of each transmitter and receiver match the data rate of the link.

(However, links whose data rate is promoted or set to unspecified need not
match.)

» the packet formats defined for each transmitter and receiver have at least
one format in common with the link. The common format can be a specific
value or unformatted.

The data rate is the value specified for an object’s “data rate” attribute. The
packet format is the value specified for an object’s “packet formats” attribute.

For more information about these attributes, see the Preferences chapter in the
Reference Manual.

Note—Bus links are not checked for consistency because of the variable nature
of the connections they support.

Procedure 6-15 Verifying Links

1 With a model in the editor window, choose Verify Links... from the Topology menu.

0 The Check Links dialog box appears.

2 Select the Verify links radio button and left-click OK.
iﬁ-]l:heck Links x|

£+ Werify links

™ Chooge ports for selected links

LCancel | Help |

O IT Sentinel pauses for a moment while it checks link consistency. Each
inconsistent link, if any, is selected and identified with an “X” mark both in the
Project Editor.

3 Double-click the “X” mark.

ntatiaon

PSS | |
___,._-—'--""'; : Application Rhauter

g

pplication Serverl
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O A dialog box appears with information about the incorrect link.

iﬁ-]lncorrect Link: Application Router -

x|

transmitter

enough interfaces of the necessary type.

or recreate the link and attach itto different nodes.

K1

Cear | Ceasl |

Link (Application Router <> Application Serverl) is not attached to a |

because the node in Application Fiouter does not suppoart

Either change the model of one or both of the attached nodes

4 Based on the information in the dialog box, you may have to reassign a node’s
“model” attribute or use a different type of link to correct the problem. The following
table lists common problems and solutions related to link consistency.

Table 6-3 Common Link Consistency Problems & Solutions

Problem

Solution

Inconsistent data rates between the
transmitter, receiver, and link.

Compare the “data rate” attribute value of the
link with that of each node. The values
should match. Note that the “data rate”
attribute may not be visible unless it was
promoted from lower model levels.
Instructions for viewing link and node
attribute values appear in Attributes on
page ISU-9-1.

Link inconsistent due to a missing bus
transmitter.

Link inconsistent due to a missing bus
receiver.

Link inconsistent due to a missing
point-to-point transmitter.

Link inconsistent due to a missing
point-to-point receiver.

Check the Model Guide or the Model
Description dialog box to see what kind of
transmitter and receiver are present in the
objects connected to the link. Either change
the type of link used to one that supports the
transmitter and receiver present, or change
the connected nodes to ones that contain a
transmitter and receiver supported by the
link.

End of Table 6-3

5 Click the Clear button to remove the inconsistency mark over the current link or
click the Clear All button to remove all inconsistency marks.
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You can choose to leave the marks visible. In this case, IT Sentinel will remove
them automatically the next time you invoke the Verify Links operation, assuming
the links are then consistent.

Note—If you change the “model” attribute of a node, it is possible that some of the
links attached to that node may become inconsistent. It is always a good idea to
check the consistency of network links whenever any network topology changes
are made.

End of Procedure 6-15

Choosing Ports

When you create a link, IT Sentinel tries to connect it to ports in the source and
destination nodes that will be consistent with the link’s packet formats and data
rate, as discussed under Checking Link Consistency on page ISU-6-23.

If IT Sentinel cannot find ports consistent with the link, the link consistency
check will fail. In this case, you can take any of several actions, using the
techniques described in Table 6-3 Common Link Consistency Problems &
Solutions on page ISU-6-25:

Remove the link and replace it with one that matches the nodes.

Change the link’s “model” attribute to one that supports the packet formats,
data rate, and channel count required by the connected nodes.

Change the values of the link’s attributes to support the packet formats, data
rate, and channel count required by the connected nodes.

Change the node’s “model” attribute to one that supports the packet formats,
data rate, and channel count required by the inconsistent link.

After making one of these changes, you can manually cause IT Sentinel to
reassign ports for consistency by activating the Choose Ports operation.

Procedure 6-16 Choosing Ports

1

Confirm that only links for which you want to reassign ports are selected. (Bad links
are selected automatically by the Verify Links operation).

Choose Topology > Verify Links.
O The Check Links dialog box appears.

Select the Choose Ports for Selected Links radio button and left-click OK.
iﬁ-]l:heck Links x|

£ Werify links

% Chooge ports for selected links

LCancel Help |
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O IT Sentinel searches for consistent transmitters and receivers in the source and
destination node or subnet of selected links and makes new assignments based
on the results of the search. If alink is marked with an “X”, but is made consistent
by the reassignment, IT Sentinel removes the “X”.

If there is still an inconsistent link, the “X” remains and you should try another of the
previously mentioned solutions.

End of Procedure 6-16

Saving and Loading Object Selections
Save Object Selection Set

To save the list of the currently selected objects to a text file, choose

Edit > Save Object Selection Set. This operation saves the names of the
currently selected objects to a file that has the suffix.selset. This file is not
associated with any specific project or scenario. While the file contains the
names of the objects, it does not contain any object information such as
location, endpoints, and attributes, model, and so forth.

The object selection set file can contain any network objects including nodes,
subnets, wireless domains, links, paths, demands, and shared risk groups.
However, you cannot save annotations to the selection set. Object selection
sets can be referenced by Design Actions.

Load Object Selection Set

Use this menu item to read the list of objects in one or more selection set text
files and then load the corresponding objects into the current scenario. You can
use this operation to perform one of the following tasks:

» Add the corresponding objects to the existing set of selected objects

* Replace the existing set of selected objects with the corresponding objects

Note—If a text file contains any object names that cannot be resolved to objects
in the current scenario, those object names will be listed and displayed in a
status message on your screen.
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Cutting, Copying and Pasting Connected Objects

The Cut, Copy and Paste commands allow you to move and copy selected
objects in the Project Editor workspace. You should keep in mind that when you
paste connected nodes from the clipboard, you are pasting (that is, redefining)
the connecting links, demands and paths as well. (Demands and paths are used
for defining traffic and are discussed in detail in the Modeling Traffic chapter.)

When a node or subnetwork is connected to another object by one or more links,
paths, or demands, pasting the object is a multistep process:

1) Paste the selected node/subnetwork object(s) into the Project Editor
workspace

2) Paste (redefine) any connecting links from the clipboard
3) Paste (redefine) any connecting paths from the clipboard

4) Paste (redefine) any connecting demands from the clipboard

If you cut or copy a node or subnetwork that is connected to a path, IT Sentinel
copies the path to the clipboard only if the selected object is the head or tail site
in the path. If you cut one or more intermediate nodes/subnets/links, IT Sentinel
removes these objects from existing paths and prompts you if you want to
cancel the operation. If you proceed, IT Sentinel removes only the selected sites
and their connecting links from the model.

Consider the following example. In this topology, the center router (rtr_paste) is
connected to its neighbors by

» Three links (to routers A, C and D)
» Two paths (path A, to router D; and path B, to routers A, B, and C)

* Two demands (from router B and to router C)

Figure 6-10 Example Topology with Links, Paths and Demands

path A

path B
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When we cut the router, it moves seven objects into the clipboard: the router,
the three connecting links, path B, and the two demands. rtr_paste isn’t a head
or tail for path A; therefore, this path is modified rather than cut and moved to
the clipboard. (A warning dialog box appears before this occurs, so you can
cancel the operation if you want.)

Figure 6-11 Example Path Before and After Cut Operation

original path A

modified path—

before cut after cut

After we paste the node back into the workspace, we immediately enter
link-definition mode. Note that you can check the status bar to see the current
status of your paste operation. Note also that you can skip a step in the paste
process, or finish the paste operation entirely, by right-clicking and choosing the
appropriate option in the pop-up menu. In this example, we'll skip pasting the
third link.

Figure 6-12 Paste Example: Links
%2\ Skip This Link A

Skip All Links
“_Finish Paste Operation

ke D ctr I

Pasting first link Pasting second link Right-click to skip a step
or finish the paste
operation

Now we automatically enter path-definition mode for path B, which was copied
to the clipboard. We connect the path, right-click, and choose Finish Path
Definition from the pop-up menu.

Figure 6-13 Paste Example: Paths

Hr*ish Path Definition
Skip This Path
Finish Paste Operatic
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Now that we have pasted the node (step 1), links (step 2) and paths (step 3)
from the clipboard, we automatically enter demand-definition mode (step 4).
Because the original router had two connected flows, we now paste these
demand objects. Note that both pasted demands specify the new node as the
traffic source.

Figure 6-14 Paste Example: Demands

The following table summarizes the different behaviors you can expect when
you cut, copy and paste connected objects.

Note—Placement parameters are in units of the subnetwork. See the
subnetwork’s grid to determine appropriate x, y coordinates and sizes (turn on the
grid if it is not visible).

1 Click OK when you are done entering parameters.

O IT Sentinel draws the configuration in the workspace. It can be modified and
saved like any other network model.

End of Procedure 6-16
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Model Assistant

Because network models in Sentinel are usually constructed automatically as a
result of imports from Device Configuration files or VNE Server, Sentinel needs
a mechanism for updating the resulting imported network model to fix invalid
information or provide additional information that was not present in the import
source.

A model assistant file is an ASCII text file that lets you specify a set of changes
to a scenario and applies the changes automatically during the import operation.
You can specify multiple changes in one file, then configure the import operation
to apply the file; this allows a series of changes to be performed in one step.
More than one model assistant file can be applied during a Device Configuration
or VNE Server import.

The Import Assistant allows you to edit certain aspects of model assistant files
such as link data rates and interface connectivity, apply the data to an existing
network to test the changes, and save the data so that it can be referenced
when creating an import automation task step.

Procedure 6-17 Editing a Model Assistant File

1 Inthe Project Editor, choose Topology > Model Assistant > Edit File.
O The Edit Model Assistant File dialog box opens.

Figure 6-15 Edit Model Assistant File Dialog Box

—|Edit Model Assistant File =101 x|
DObject Destruction ]Subnet Creatian| Node Creation] Link Creation| Demand Creation | Object ttibutes| Mode Aliases| Site Hisrarchy| Site Locations] £ i
Object Destiuction
Object Mame ;I
-|
’U_ Rows

Load | oty | Save | Cear | Cose |

This dialog box contains multiple tabbed pages; each page has fields for entering
the data you want to apply.

2 If you want to edit an existing file, click Load, choose the file to load, and click OK.

O The dialog box updates each tabbed page to reflect the data in the loaded file.

3 Specify the information you want to apply on each page (click the tabs to view
specific pages).
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 If you do not want to apply a certain type of data, leave the page empty.

 If you want to reset all settings on all pages and reenter your data, click
Clear.

« If you want to save your data to a model assistant file so you can reuse it
later, click Save.

4 Click Apply to apply your data to the network, or Close to close the dialog box
without applying your data.

End of Procedure 6-17

Procedure 6-18 Applying Model Assistant Data to a Scenario
1 Open the project and scenario you want to update.

2 Apply the model assistant data using one of the following methods:

« If you want to apply a model assistant file without editing it, choose Topology >
Model Assistant > Apply File.

« If you want to create a new file or edit an existing file, see Procedure 6-17 Editing
a Model Assistant File on page ISU-6-31.

End of Procedure 6-18
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Project Editor Menus

The Project Editor provides many operations for creating and working with
network models. You access these operations from the Project Editor menu bar,
which contains the following menus when the Project Editor is active:

* File

« Edit

* View

» Scenarios

» Topology

» Traffic

* Protocols

* Results

* Windows

* Help

In addition to the menu bar menus, two pop-up menus are frequently used when
creating models:

»  Workspace pop-up—contains operations related to setting the workspace
view, collecting results, and viewing results.

» Object pop-up—contains operations related to setting object properties,
collecting results, and viewing results.

The following tables provide a quick overview of the Project Editor menus and
a reference to where each operation is discussed. The standard File, Edit,
License, Windows, and Help menus are described in System Menus on

page ISU-4-26.

View Menu

The View menu includes operations that affect the appearance of the editor
window and its contents. See View Menu on page ISU-7-25 for descriptions of
these operations.

Scenarios Menu

The Scenarios menu includes operations that provide control over the scenarios
included in a project.
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Table 6-4 Scenarios Menu Operations

Menu item

Description

Reference

New Scenario

Creates a new scenario within the current project.

New Scenario on
page ISU-6-4

Duplicate Scenario

Creates a copy of the current scenario.

Duplicate Scenario on
page ISU-6-5

Manage Scenarios

Allows you to delete, rename, and control various aspects of
scenarios in the current project.

Manage Scenarios on
page ISU-6-5

Previous Scenario

Switch to the next scenario in the project.

Next Scenario

Switch to the previous scenario in the project.

Switch To Scenario... >

Switches the editor window to the selected scenario.

Scenario Components >

User-Defined Reports >

Generate Report

Define Report

Generate a set of output tables that list objects and attribute
values of interest

Define the objects and attributes to be included in an output
table

User-Defined Reports
on page ISU-11-3

Defining an Attribute
Template on
page ISU-9-10

Network Differences >

Define Report

Generate Report

View Difference Data

Launch Last Web Report

Specify the object types and attributes to consider/ignore in a
network difference report.

Generate a network difference report

View a network difference report

Open the last web report generated from a network
difference report

Defining a Difference
Report on
page ISU-11-6

Generating a
Difference Report on
page ISU-11-8

Viewing a Difference
Report on
page ISU-11-10

Viewing a Difference
Report on
page ISU-11-10

End of Table 6-4
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Pop-Up Menus

Workspace Pop-Up Menu

Table 6-5 Workspace Pop-Up Menu Operations

The following sections describe the Project Editor pop-up menus used when
creating models.

Right-clicking in any open part of the workspace brings up the Workspace
pop-up menu. This menu provides access to commonly used operations for
setting the workspace view, collecting results, and viewing results.

Menu item

Description

Reference

Go To Parent Subnet

Changes the view in the workspace to the contents
of the next higher subnetwork.

Subnetworks on
page ISU-6-18

Zoom to Selection

Zooms the view in or out so that all selected objects
fill the window.

Zoom Operations on
page ISU-7-22

previous magnification level.

Zoom In Magnifies the view of the network model by 2x, Zoom Operations on
centered at the cursor location. page ISU-7-22
Zoom Out Returns the view of the network model to the Zoom Operations on

page ISU-7-22

Zoom to Window

Sets the view to include the entire subnetwork.

Zoom Operations on
page ISU-7-22

Edit Selected Objects

Change the attributes on all the objects selected.

Using the Edit Selected
Objects Method on
page ISU-9-8

Open Device Configuration
Import Log

View log for the most recent device configuration
import

End of Table 6-5
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Object Pop-Up Menu

Right-clicking on any object brings up the Object pop-up menu. This menu
provides access to commonly used operations for setting object properties,
collecting results, and viewing results. The items on this menu vary depending
on the type of object clicked.

The following table lists all object pop-up menu items in alphabetical order.

Table 6-6 Object Pop-Up Menu Operations (Part 1 of 2)

Menu item

Description

Reference

Advanced Edit Attributes

Opens the Attributes dialog box for the object, with
advanced attributes shown.

Attributes Dialog Box on
page ISU-9-1

Assign Port Connectivity

Bring to Front

Brings the selected object to the front of its sub-layer,

so it is not obscured by other objects of the same type.

Object Layering on
page ISU-7-12

Edit Attributes

Opens the Attributes dialog box for the object.

Attributes Dialog Box on
page ISU-9-1

Select Similar <Objects>

Edit the statistics (in a tabular format) on all objects that
use the same underlying model.

Using the Edit Selected
Objects Method on
page ISU-9-8

Hide Similar <Objects>

Shows or hides all objects with the same “model”
attribute value

Hide This <Object>

Hides the currently selected object.

Open Device Configuration
Import Log

View log for the most recent device configuration
import.

Open Path Viewer

Opens the Path Viewer window, which displays the
currently selected path(s)

Select

Select the object to which the pop-up menu
corresponds. This operation appears when you open
the menu for an object that is not selected.

Select Similar <Objects>

Selects all objects with the same “model” attribute
value.

Similar Object Selection on
page ISU-9-15

Send to Back

Sends the selected object to the back of its sub-layer,
where it may be obscured by other objects of the same

type.

Object Layering on
page ISU-7-12

Set Name

Allows you to set the name of the object. (This has the
same result as editing the “Name” attribute of the
object.)

ISU-6-36
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Table 6-6 Object Pop-Up Menu Operations (Part 2 of 2)

Menu item

Description

Reference

Show Similar <Objects>

Shows or hides all objects with the same “model”
attribute value

Unselect

Unselect the object to which the pop-up menu
corresponds. This operation appears when you open
the menu for an object that is currently selected.

View <Object_type>
Description

Opens an edit pad with a description of the node or link
model.

Viewing Model Information on
page ISU-6-16

End of Table 6-6
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7  Viewing Networks

This chapter describes the options for visualizing, searching, and browsing your
network. Among the visualization options you can specify are

» Subnetwork view properties (grid lines, distance units, etc.)

* Network maps and backgrounds

e Zooming and unzooming

» Hiding and unhiding specific objects such as demands or paths

» Customizing the appearance of link, node, and subnetwork objects

IT Sentinel include various features that are especially useful when you are
working with large, complex networks:

» A network browser, which uses a treeview to organize and show network
objects

* A Find Node/Link operation for finding objects of interest

» Scalable node icons, which can reduce visual clutter if a network contains
tens or hundreds of nodes

Table 7-1 Viewing and Visualizing Networks: References

Topic Reference

Network and Subnetwork Subnetwork Background Properties on page ISU-7-2

Options Backgrounds and Maps on page ISU-7-3

Object Layering on page ISU-7-12

Visualizing Objects Link Appearance on page ISU-7-14
Label Placement on page ISU-7-14
Icon Scaling on page ISU-7-14
Interactive Layout on page ISU-7-15
Layout Nodes Automatically (Simple) on page ISU-7-17
Hiding and Unhiding Objects on page ISU-7-13

Zoom Operations Zoom Operations on page ISU-7-22
Working with Large Browsing and Searching Networks on page ISU-7-18
Networks

Reducing Visual Clutter on page ISU-7-24
Navigating Large Networks on page ISU-7-24

End of Table 7-1
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Subnetwork Background Properties

You can use the Set Properties operation (View > Background > Set Properties)
to redefine the view properties of the subnetwork currently displayed in the
Project Editor. Typically, these properties are originally set by the Startup
Wizard. The following table describes the properties you can set.

Table 7-2 Background Properties Dialog Box

Property

Description

Color

Sets the color of the grid lines.

Division

Sets the number of units between each grid line.

Drawing

Sets the grid lines to be disabled (hidden), solid, or dashed.

Resolution

Adjusts the zoom level of the current subnetwork view in pixels
per unit.

Subnet Layers

Sets which layers are shown in the network view and the order
in which the layers appear. A layer appears in front of (and may
obscure) all layers behind it. For more information about layers,
see Object Layering on page ISU-7-12.

Units

Sets the scale on which the grid is based. By default, the units
are the same as the parent subnetwork’s. The units can be
degrees, arc seconds, meters, kilometers, feet, or miles, except
in the top subnetwork where units are always in degrees.

End of Table 7-2

Setting some of the view properties automatically affects other view properties.
For example, changing the units will also change the resolution and division
properties to keep the grid lines in the same apparent location. Also, changing
the resolution can cause the model to “disappear”, forcing you to scroll the editor
window to find it. To avoid confusion, you should normally set background
properties before creating a model.

This operation does not change the overall scale of an existing network model
or the defined distances between nodes. To adjust the distance between nodes
after view properties have been changed, drag the objects to the new locations.

Procedure 7-1 Setting Background Properties

1 Choose View > Background > Set Properties.

O A dialog box opens, displaying the background properties of the current view.

2 To change units, make the desired selection from the Units pull-down menu. A
subnetwork can have units of degrees only if its parent subnetwork also does.

ISU-7-2
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Figure 7-1 View Properties Dialog Box

:ﬁ][top.Logical NMetwork] Background Properties - | E||1|
Drizplay: Grid:
Units: | Meters x| Dirawing: IDisabIed =l
Resolution: |5.1? pirelzdm Color: HBO02080 |
vision: |12.5
Subnet lapers [back to front]: Loy
\-"isible| Description ;I
@ Background Images
[A1 Border Maps
[A1  GridLines
[A  Satelite Orbits
@ Metwork Objects

Maove Back | towe Eorwardl Shaw | Hide: | Bemove |

3 Set the Resolution, Division, Drawing, Color, and Subnet Layers items, as
necessary.

0 Changes made to a view property take effect immediately.
4 When you are finished, close the dialog box.

End of Procedure 7-1

Backgrounds and Maps

Backgrounds (both maps and images) represent real-world entities that are
fixed in space. They provide a physical context for your network models,
allowing you to interpret them more easily.

The basic difference between maps and images is that maps represent
large-scale geographic entities and are described by latitude and longitude
coordinates. IT Sentinel recognizes three different types of maps: border maps,
image maps, and MIF maps.

Images represent small-scale entities, such as office floor plans, and are
described by referencing points on an x-y axis.
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Border Maps

Image Maps

Border maps use vector lines to define political and geographic areas such as
East Asia, France, and California, using latitude-longitude coordinates to
specify positions. IT Sentinel comes with a library of border maps. Border maps
are visible in every subnet and cannot be edited.

Procedure 7-2 Placing a Border Map

1 Verify that your network model is set to the appropriate scale (World, Enterprise,
Campus, Office, Logical, or map-specific). When you use the Startup Wizard, you
can select the scale for the network. You can modify the scale of an existing model
with the Set Background Properties operation (see Setting Background Properties
on page ISU-6-20).

2 Display the subnet in which you want to place the map and zoom to the
approximate area.

3 Choose View > Background > Set Border Map....

0 The Choose Border Map dialog box appears.

4 Select the desired map.

O The map is placed in your network model.

End of Procedure 7-2

Image maps comprise a bit-mapped image that is tied to specific
latitude-longitude coordinates. Such maps provide a more graphically detailed
background than do border maps. (For background images of smaller extent,
such as floor plans, see Images on page ISU-7-7.) Image maps are visible only
in the subnet in which they are placed.

IT Sentinel can import two image map formats: GeoTIFF and TIFF. GeoTIFF
files include latitude and longitude information, which IT Sentinel uses to place
the map in the correct position. TIFF files do not include such information. When
you import a TIFF file, IT Sentinel switches to map edit mode so you can enter
latitude and longitude data.

Imported image map files are stored with a . map. i extension.

IT Sentinel comes with a variety of pre-imported image maps, which appear in
the list presented by the Add Image Map command. The image maps were
created by the U.S. Geological Survey. You can obtain additional images of this
type from the Web, at http://terraserver.microsoft.com.

ISU-7-4
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You can also find other maps on the Internet; these maps will often be in . gi f
format. You must convert such images to TIFF or GeoTIFF format before
importing them.

The following procedures describe two tasks:

* How to place an already-imported image map into a network model

* How to import an image map

For information about editing an image map, see Editing Background Images on
page ISU-7-10.

After they are placed in a network model, image maps can be hidden by using
the Show Maps in Subnet operation (on the View > Background menu).

Procedure 7-3 Placing an Already-Imported Image Map

1 Verify that your network model is set to the appropriate scale (World, Enterprise,
Campus, Office, Logical, or map-specific). When you use the Startup Wizard, you
can select the scale for the network. You can modify the scale of an existing model
with the Set Background Properties operation (see Setting Background Properties
on page ISU-6-20).

2 Display the subnet in which you want to place the map and zoom to the
approximate area.

3 From the View menu, choose Background > Add Image Map....

O The Add Map dialog box appears.

Figure 7-2 Add Map Dialog Box

#|add Map x|
f+ Usze existing map
Mame:  pAtlants =l

£ |mpart image map
File path: IC:\F‘HDGHA"1 SOPMETY1 0044wz images srmaps Erowse... |

Save map as: I

¥ Add map ta current subnet Ok I LCancel | Help |

4 Verify that the Use Existing Map radio button is selected.
5 Verify that the Add Map to Current Subnet check box is selected.

6 Select the desired file name.

O The map is placed in your network model, centered in the workspace.

End of Procedure 7-3
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After importing an image map, the message display may show the error
message “Map is completely outside of current subnet but is added to subnet
anyway.” This means that the subnet extent covers a geographic area that is
different from the geographic area covered by the map you imported. You will
have to import the image map into a subnet whose extent covers the
coordinates of the image map for it to be visible. For example, if you import an
image map of New York City while in the Paris subnet, you receive this error
message and be unable to see the image map.

Procedure 7-4 Importing an Image Map

1

Verify that your network model is set to the appropriate scale (World, Enterprise,
Campus, Office, Logical, or map-specific). When you use the Startup Wizard, you
can select the scale for the network. You can modify the scale of an existing model
with the Set Background Properties operation (see Setting Background Properties
on page ISU-6-20).

Display the subnet where you want to place the map and zoom to the approximate
area. You may want to import a border map to use as reference.

From the View menu, choose Background > Add Image Map....

0 The Choose Map dialog box appears.
Click the Import radio button.

Verify that the Add Map to Current Subnet check box is set appropriately. You can
import a map for later use even if you do not want to include it in the current
scenario.

Do one of the following:

» Type the path name of the file you want to import and enter a file name in the
Save Map As field.

« Click on the Browse button, select the file you want to import, and verify that the
file name in the Save Map As field is acceptable.

Click OK.

O The file is saved in the first directory listed in your mod_dirs preference. See
Preferences on page ISU-4-32 for details on modifying your mod_dirs.

The image is placed in the workspace.

« If the image is a GeoTIFF file, IT Sentinel uses the latitude and longitude
specifications in the file to place the image map in the correct geographic
position. The view may scroll so the map can be seen. A message in the
message display area lists the geographic area covered by the map.

« Ifthe image is a TIFF file, IT Sentinel enters map edit mode and the Set Location
and Size dialog box appears. See Editing Background Images on page ISU-7-10
for details on this dialog box.

ISU-7-6
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MIF Maps

Images

At this point, you have two options: the better option is to determine and enter
the correct latitude and longitude specifications for the map image. If you do
this, IT Sentinel will place the map correctly next time you import it.

The other option is to exit map edit mode, import a border map, and—using
the border map as a guide—place your image map in approximately the
correct location.

End of Procedure 7-4

MIF maps are text files of geographic information in the Maplinfo Interchange
File format created by MaplInfo Corporation. Maps in this format are available
from a variety of sources and mapping programs. The MIF specification can be
downloaded from the MaplInfo Corporation website at http://www.mapinfo.com.

IT Sentinel uses MIF files with a . mi f extension (which contain geographic
information). The directory containing the MIF files must be listed in the
"mod_dirs” preference.

MIF maps are imported as separate layers in the workspace (as described in
Object Layering on page ISU-7-12). You can rearrange, hide, or remove them
by choosing View > Set Background Properties.

Procedure 7-5 Importing a MIF Map

1 Display the subnet where you want to place the MIF map and zoom to the
approximate area. (You may want to import a border map to use as reference.)

2 From the View menu, choose Background > Add MIF Map....
O A list of available MIF files appears.
3 Click the file name of each map you want to add to the workspace.

O Each map is place in the subnet as you click its name.

Note—MIF data usually covers a limited area. Unless that area is visible in the
subnet, you will not see imported maps until you display that area.

4 When you are finished adding maps, click Close.

End of Procedure 7-5

Images comprise a bit-mapped graphic in TIFF format. They typically represent
a small-scale, real-world area such as an office floor plan. (For background
images of larger extent, such as a city map, see Image Maps on page ISU-7-4.)
Images are visible only in the subnet in which they are placed.

IT Sentinel/Release 11.0
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When you place an image, IT Sentinel automatically switches to map edit mode
S0 you can adjust the image position or size. Imported image files are stored
with a . bkg. i extension.

The following procedures describe two tasks:
* How to place an image into a network model

* How to import an image

For information about editing an image, see Editing Background Images on
page ISU-7-10.

After they are placed in a network model, images can be hidden by using the
Show Maps in Subnet operation (on the View > Background menu).

Procedure 7-6 Placing an Image in a Network Model

1 Verify that your network model is set to the appropriate scale for the background
image (Enterprise, Campus, or Office). When you use the Startup Wizard, you can
select the scale for the network. You can modify the scale of an existing model with
the Set Background Properties operation (see Setting Background Properties on
page ISU-6-20).

2 From the View menu, choose Background > Add Image....
O The Add Background Image dialog box appears.

Figure 7-3 Add Background Image Dialog Box

—#]add Background Image x|

* Use existing backaground image

Mame: E LI

= Import background image

File path: I::\F'F!DGF!A"‘I\DPNET\‘ID.D.A\sys\images\maps\ Browse. . |

Save image as: I
0K I LCancel | Help |

3 Verify that the Use Existing Background Image radio button is selected.

4 Select the desired background image.

O The map is placed in your network model, centered in the workspace and editing
mode is turned on. See Editing a Map or Image on page ISU-7-10 for details.

End of Procedure 7-6
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Procedure 7-7 Importing an Image

1 From the View menu, choose Background > Add Image...

0 The Add Background Image dialog box appears.
2 Select the Import Background Image radio button.
3 Do one of the following:

* Type the path name of the file you want to import and enter a file name in the
Save Background As field.

» Click on the Browse button, select the file you want to import, and verify that
the file name in the Save Background As field is acceptable.

4 Click OK to save the file.

O The file is saved (with an extension . bkg. i ) in the first directory listed in your
mod_dirs preference. See Preferences on page 1SU-4-32 for details on
modifying the mod_dirs preference.

IT Sentinel changes to editing mode. You can exit the editing mode by choosing
View > Background > Map Edit Mode, or you can edit the background image. See
Editing a Map or Image on page ISU-7-10 for details.

End of Procedure 7-7

IT Sentinel/Release 11.0
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Editing Background Images

OPNET provides a map editing mode that allows you to modify both image
maps and images. In this mode, you can:

» Change the location of a map or image. “Location” means the position of the
map or background image within the subnet.

» Change the size of a map or image.

» Cut, copy or paste a map or image from one scenario to another, or within
the same scenario.

Procedure 7-8 Editing a Map or Image

1 From the View menu, choose Background > Map Edit Mode. In some cases,
IT Sentinel changes automatically to this mode.

2 Select the map or image by clicking on it.

O Handles appear around the map or image.

3 Edit the map or image as desired, using techniques described in the following
table.

Table 7-3 Edit Map or Image Operations

To... Instruction

Cut, copy, or paste. You Choose the desired operation from the Edit menu.
typically copy a map or
image to a different

scenario, but you can When you paste a map or image to a different scenario, make
paste multiple copies in sure the scale of the destination scenario matches the scale of
the same scenario. the source scenario. You cannot, for example, paste the map of

France into a scenario that is measured in feet.

Resize a map or image Use either of two methods:
« Drag one of the handles on the map.

« Modify the attributes in the Set Location and Size dialog box,
as described in step 4.

Move a map or image Use either of two methods:
« Drag the object to the desired position.

« Modify the attributes in the Set Location and Size dialog box,
as described in step 4.

End of Table 7-3
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4 To resize (or move) a map or image, right-click on it.
O The Map pop-up menu displays.
Edit Attributes

Set Location and Size

Bring To Front
Send To Back

Exit Map Editing Mode

5 Choose Set Location and Size from the pop-up menu.

O The Set Location and Size dialog box displays. This dialog box varies,
depending on whether the object to be modified is an image or a map.

Figure 7-4 Set Location and Size Dialog Box

For an image For a map

7| Set Background Location and Size _LI Set Location and Size for Map atlanta

Please Choose Location and Size of Background:

X Position: | -82.08589

¥ Position: | 33.32360

Please Choose Map Location and Size:

Northern Latitude: |35 48" 49.33"

Southemn Latitude: |3l] 497 15.74"

X Span: |?.9232? Eastem Longitude: | -78 33 11.60"
¥ Span: |5.63550 Wester Longitude: | -85 34’ 37.67"
Cancel | oK | Default Location |  Cancel | oK |

6 Follow the appropriate step:

» Toresize an image—modify the “X Span” (width) and “Y Span” (height) attributes
and click OK. The unit of measure is the same unit of measure as used for the
subnet (degrees, kilometers, feet, and so on).

» To resize a map—modify the latitude and longitude attributes.
» To move an image—modify the “X Paosition” and “Y Position” attributes.

» To move a map—modify the latitude and longitude attributes.

7 From the View menu, choose Background > Map Edit Mode.

0 The message display confirms that you have exited Map Edit mode.

End of Procedure 7-8
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Object Layering

OPNET uses layering to help separate objects in the workspace. Each type of
object (such as a node, grid line, or map) is drawn on a particular layer, with
objects in higher layers overlaying—and possibly obscuring—those in lower
ones. When objects of different types overlap, the frontmost object is the one
that is highest in the object type hierarchy. The default hierarchy—from front to
back—is as follows:

* Network objects (nodes, links, paths, and annotations)
* Grid lines

« MIF maps

+ Satellite orbits

» Vector (border) maps

» Background maps and images

You can change this hierarchy with the Set Background Properties operation on
the View menu.

In addition, within the network objects layer, each type of object exists in a
sub-layer with other similar objects. This hierarchy is:

» Paths (see text)
* Nodes (including subnets)
» Links and paths

* Annotations

Thus, for example, links will always appear behind nodes and in front of
annotations. If objects of the same type overlap, you can specify which object
will appear in front by using the Bring to Front or Send to Back operation from
the Object pop-up menu. These operations move the selected object within its
sub-layer, relative to all other objects of its type.

Paths are treated in a special way with regard to layering, as follows:

* When created or moved to the front, a path overlays all other network
objects, including nodes.

* When moved to the back, a path moves to the back of the link and path
sub-layer.

ISU-7-12
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Hiding and Unhiding Objects
“Show All” /“Hide All” Operations

The View menu in the Project Editor includes several operations that enable you
to show or hide all objects of a given type:

» Demands (traffic flows and connection objects)
» Paths (for example, LSPs)
* Wireless domains

» Annotations created using the Annotation Palette

Hiding Individual Objects

To hide one object (demand, path, etc.), right-click on the object and choose
Show this [object] or Hide this [object] from the pull-down menu.

Showing / Hiding Related Objects

You can hide all similar objects in one operation (in this case, “similar objects”
means that all objects that use the same underlying model). To hide all objects
of a particular type, select one or more of the objects; then choose Hide Similar
[objects].

To unhide all objects in the Project Editor window, choose View > [objects] >
Show All. You can also view hidden objects using the Network Browser, as
shown in Network Browser on page ISU-7-18.

Viewing and Unhiding Hidden Objects

To view objects (such as demands or paths) that are currently hidden, open the
Network Browser (View > Show Network Browser) and check the “Include
Hidden” check box. For more information see Network Browser on

page ISU-7-18.
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Network Layout and Appearance

Link Appearance

A link can have several attributes (such as “color”, “thickness” and “line style”)
that determines its appearance. You might want to change the attribute settings
of particular links, or even derive your own link models, to make your links easier
to distinguish. These are advanced attributes; to view and edit them, check
“Advanced” in the Attributes dialog box.

Label Placement

Icon Scaling

The Project Editor window can move node labels automatically to reduce
overlapping. If there is no space to show the node label, it is hidden unless the
node is selected. To turn automatic label placement on or off, choose

View > Layout > Automatic Label Placement. You can control where the label is
placed with the title_autoplacing.directions preference. To allow automatic label
placement to use smaller fonts, use the title_autoplacing.try_small_font
preference.

The Project Editor window can resize node icons automatically to reduce
overlapping and visual clutter. To turn automatic icon resizing on or off, choose
View > Layout > Automatic Icon Scaling.

Because automatic icon sizing in large networks can slow down performance,
autosizing is turned off if the node count reaches or exceeds the threshold
specified by the icon_autosizing.large_element_count preference.

You might want to change the size of one or more site icons. For example, if an
iconis 12 x 12 pixels at full size, you can scale the icon to 50% so that it appears,
at most, at half-size (6 x 6 pixels).

If an icon is reduced below a certain size, the icon becomes minimized—that is,
it appears as a simple shape rather than as a bitmap.

Figure 7-5 Scaling a Node Icon

[ L |
P aF o
full-sized icon icon scaled to icon scaled to 10% of full
50% of full size size (becomes minimized)

Procedure 7-9 Scaling One or More Node Icons

1 Select the nodes whose icons you want to scale. To scale all node icons in a
scenario, left-click in the network background to ensure that no nodes are selected.

ISU-7-14
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2 Choose View > Scale Selected Icons

O The Scale Selected Icons dialog box appears.

Figure 7-6 Scale Selected Icons Dialog Box

—#]scale all Icons x|
= Fixicons at full size
& Scale icons: I 53 J
Smallest Largest
Set lcons ta Uniform Size | 0K I LCancel I Preview Help

3 Scale the selected icons by the desired amount.

» To scale all icons to their full size (as defined by the icon bitmaps), select the “Fix
icons at full size” radio button.

» To scale allicons to a specified percentage of their current size, select the “Scale
icons” radio button; then use the slider to set the percentage.

» To scale all selected icons to the same size (that is, to the current size of the
smallest icon in the selection set), click the “Set Icons to Uniform Size” button.

4 Click the Preview button to see the results of the current settings. If you don't like
the results, change the scaling options and click Preview again.

5 Click OK to apply the current settings or Cancel to revert to the original
appearance.

End of Procedure 7-9

Interactive Layout

The Interactive Layout feature enables you to expand, contract, or rotate objects
in a network display in order to improve visual clarity on the screen. To perform
this operation, follow these steps.

Procedure 7-10 Using Interactive Layout to Adjust the Network Display

1 Choose View > Layout > Layout Nodes Interactively...

0 The Layout Network Objects dialog box appears.

Figure 7-7 Layout Network Objects Dialog Box
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8

From the Algorithm drop-down menu, select your interactive layout option
(Expand/Contract is the default option).

See Table 7-4 for a description of the interactive layout options.

Select the objects on which you want to operate.

O A special green cross icon initially appears in the center of your selection set.
This is the “mark” icon for the Expand/Contract and Rotate algorithms.

Drag the mark icon to the point on the screen where you want to anchor the
selected group of objects during the layout operation.

For the Disperse algorithm, specify the layout region within which that algorithm will
operate.

Click Run.

Repeat Steps 3 through 6, as needed.

Each iteration will add an “undoable” command to the local Undo stack. To un-do
the previous layout operation, click Undo. To re-do the last Undo operation, click
Redo. To put all objects in the position of their initial values (when the Layout
Network Objects dialog box first opened), click Undo All.

Click OK.

End of Procedure 7-10

The Layout Network Objects dialog box provides the following options.

Table 7-4 Network Layout Options

Algorithm Name Description

Expand/Contract Moves selected objects away from or toward the green

cross “mark” icon

Expand/Contract Horizontally Moves selected objects away from or toward the mark

icon horizontally

Expand/Contract Vertically Moves selected objects away from or toward the mark

icon vertically

Rotate Rotates (by degrees) the selected objects in a

counter-clockwise direction around the mark icon

Disperse Moves selected objects within the specified layout

region away from each other

End of Table 7-4
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Layout Nodes Automatically (Simple)

When you choose View > Layout > Layout Nodes Automatically (Simple),

IT Sentinel automatically repositions the sites in the current subnet, trying to
produce an illustrative, but not necessarily aesthetic, layout (see Figure 7-8 for
an example).

Figure 7-8 Automatic Node Layout Example
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Browsing and Searching Networks

In large network models, you might have trouble finding a particular object, such
as a node or subnetwork. IT Sentinel provides two features to help you in such
cases: the Network Browser and the Find Node/Link operation.

Network Browser

Large, complex network models are often difficult to navigate. The Network
Browser (View > Show Network Browser) uses a treeview to organize and
display the objects in your network. This browser can make it much easier to find
and edit objects, especially in large networks with multiple layers of subnets.

Figure 7-9 Network Browser
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treeview pane topology pane

The browser pane and the topology pane give two different views of the same
underlying network. Thus any changes you make to the network (such as
selecting, editing, cutting or pasting an object) are reflected in both views.
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Figure 7-10 Network Browser (Node and Link View)
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You can do the following in the network browser:

» Search for objects—To search for an object by name, enter a string in the
Search field (just above the treeview pane) and press Enter.

» Select one object—To select one object, left-click on it.

» Select multiple objects—You can use several methods to select multiple
objects in the browser:

— Hold down the Control key when you click on multiple objects.
— Drag the cursor to select multiple items in the treeview.

— Right-click on an object and choose Select Similar <object_types>s.

e Zoom to an object in the Project Editor—Double-click on an object in the
treeview to zoom to that object in the network window.

» Edit objects—To edit one object, right-click on the object and choose Edit
Attributes or Advanced Edit Attributes. To edit multiple objects of the same
type, right-click on an object and choose Edit Similar <object_types>s
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Show or hide objects in the browser—There are several methods you can
use to show or hide objects in the browser:

View pull-down menu—You can use this menu to display only items of
interest (such as IP routers or annotations) in the browser tree.

Include Hidden checkbox—Check this box to show paths, demands and
cell systems that are hidden as a result of settings in the View menu (for
example, View > Demand Objects > Hide All).

Ignore Views checkbox—Check this box to show objects that are
excluded from the current network view.

Only Selected check box—Check this box to display only those objects
that are currently selected.

Organize the treeview by object type—You set the View menu to organize
the treeview by object type. These objects appear as top-level children within
each subnet; any connected objects appear as children of an object. For
example, suppose the View menu is set to Nodes. The treeview then
displays all nodes as top-level children within each subnet. Any objects
connected to a node (such as links, demands or paths) appear as children of
the node.

ISU-7-20
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Find Node/Link Operation

The Find Node/Link operation lets you find a node, subnetwork or link based on
its name. You can specify a complete or partial name, and IT Sentinel will locate
all nodes, subnets, and links that contain the string you specify. You can then
jump to one of the found objects.

Procedure 7-11 Finding a Node, Subnetwork, or Link

1 Choose Find Node/Link... from the Edit menu.

O The Find Node/Link dialog box appears.

—#|Find Node/Link X
Marme contains: ||
Mame Subnet Hame Type ;I

[~ lgnaore views

LocateNodeijnkl find | Close | Hep |

2 Type a string of characters in the Name field and click Find All.

O The dialog box displays a list of all nodes, subnets, and links whose name
contains the string. All found objects are selected in the Project Editor window.

3 Left-click a name from the list to select it, then click Find.

O The Project Editor places the selected object in the center of the window. All
other objects are deselected.

End of Procedure 7-11
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Zoom Operations

Unzoom

Zoom In

Zoom Out

At times, you may want to magnify the view of some portion of the network
model in the workspace. This may be for display purposes or to emphasize a
particular part of the network model. IT Sentinel allows you to repeatedly
magnify selected areas of the workspace, as well as return to any previously
selected magnification level. You can zoom in or out in several ways:

» Using the Zoom items on the View menu
» Using the Zoom toolbar buttons

» Using the Zoom items on the Workspace pop-up menu

The sections below explain the different types of Zoom operations.

This operation restores the previous Zoom level.

This operation magnifies the area displayed in the editor window. The area
magnified is pre-defined: the center portion of the current display is magnified.
Zoom In works with Zoom Out, which restores the area displayed before the
Zoom In operation took place.

Note—Zoom In is not the same as Zoom to Rectangle. Zoom to Rectangle
allows you to define the area magnified.

This operation displays a larger area of the model in the editor window.

If you magnified a region by choosing the Zoom In command from the
workspace pop-up menu or the View menu, Zoom Out restores the view to the
exact previous zoom level. If you chose the workspace Zoom In command
multiple times, each operation of the Zoom Out command restores the previous
zoom level.

If you magnified a region by choosing the Zoom to Rectangle command from
the View menu, and then defined an arbitrary region, you may need to choose
Zoom Out several times before the magnification approximates the original
zoom level.

Note—Zoom commands on the View and workspace pop-up menus affect the
network view, even if an analysis panel is the active window.

ISU-7-22
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Zoom to Rectangle

This operation allows you to get a close-up view of a model at a specified
location within the Project Editor. This operation may be applied multiple times
to provide an ever-closer view.

If you choose Zoom to Rectangle from the View menu or click on the Zoom
button, the cursor changes to a bar and you drag to define the
rectangular-shaped region to be magnified. If you choose Zoom In from the
View menu or the Workspace pop-up menu, IT Sentinel zooms to a pre-defined
area.

Zoom to Selection

This operation zooms the view in or out so that all selected objects fill the editor
window.

Zoom to Window

This operation displays all objects in the current network or subnetwork. If a
subnet’s extent is very large, Zoom to Window may cause all objects to be
clustered together at one point on the screen, making the network difficult to
view. If this happens, select all objects in the cluster and use Zoom to Selection.

Note—Zoom to Window clears all previous views in the Project Editor, and
cannot be undone by using Zoom Out. (This simply shrinks the subnetwork view
in the editor window).

IT Sentinel/Release 11.0
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Working with Large Networks

This section outlines techniques for viewing and navigating very large networks.
If a particular scenario contains a lot of nodes and/or subnetworks, you might
encounter the following problems:

» Visual clutter—If a particular subnetwork contains a lot of nodes, you might
find that the objects are grouped too closely to distinguish easily.

» Navigation—If your network contains numerous nodes and subnets, you
might have difficulty finding particular objects of interest.

This section provides some pointers for working with large networks and
provides references for further information.

Reducing Visual Clutter

The following operations can help you reduce visual clutter in your network:

» Hide link arrowheads—You can change the thickness, line style, and
arrowhead settings for individual links (right-click on a selected link and
choose Advanced Edit Attributes).

» Scale network icons—One effective way to minimize visual clutter is to
reduce the size of the node/subnet icons in your scenario. For more
information, see Icon Scaling on page ISU-7-14.

Navigating Large Networks

You might want to use the Network Browser (View > Show Network Browser) if
your network contains many objects or subnetworks. You can also use the Find
Node / Link operation (Edit > Find Node/Link) to search for objects of interest.
For more information, see Browsing and Searching Networks on

page ISU-7-18.
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View Menu

Table 7-5 View Menu Operations (Part 1 of 3)

The View menu includes operations that affect the appearance of the editor
window and its contents. (See Project Editor Menus on page ISU-6-33 for
information on other menu operations.)

Menu item

Description

Reference

Show Network Browser

Displays the hierarchical structure of all subnets,
nodes, and links in the current network model and
allows you to set their attributes.

Network Browser on
page ISU-7-18

Background >

Set Properties...

Set Border Map...

Add Image Map...

Add MIF Map...

Add Image...

Map Edit Mode

Show Maps in Subnet

Sets the properties of a subnetwork’s coordinate
system, including units, resolution, and grid display.

Imports an outline map of a geographic area into the
workspace, providing a graphic frame of reference for
a network.

Imports a bit-mapped graphic of a geographic area into
the workspace, providing a graphic frame of reference
for a network.

Imports a map in MIF format into the workspace. MIF
is a common format for maps of roads, political
boundaries, and other data.

Imports a bit-mapped image of a small area such as a
floor plan into the workspace, providing a graphic
frame of reference for a network.

Toggles map edit mode for image maps and
background images. In this mode, you can:

* Cut, copy, or paste
* Modify the size
« Modify the location

Toggles display of image maps and background
images.

Setting Background Properties
on page ISU-6-20

Border Maps on page ISU-7-4

Image Maps on page ISU-7-4

MIF Maps on page ISU-7-7

Images on page ISU-7-7

Editing Background Images on
page ISU-7-10

Refresh Workspace

Redraws the display to accurately portray the window
and model.

IT Sentinel/Release 11.0
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Table 7-5 View Menu Operations (Part 2 of 3)

Menu item

Description

Reference

Layout >
Automatic Icon Scaling

Automatic Label Placement

Scale Node Icons
Interactively...

Layout Nodes
Interactively...

Layout Nodes Automatically
(Simple)

Turn automatic icon scaling on or off.

Turn automatic label placement on or off

Set the icon size for nodes, subnets, and utility objects.

Change the layout of nodes in the Project Editor
workspace to improve visual clarity on the screen

Apply a simple, but fast algorithm to produce a
“reasonable” network layout

Icon Scaling on page ISU-7-14

Label Placement on
page ISU-7-14

Icon Scaling on page ISU-7-14

Interactive Layout on
page ISU-7-15

Layout Nodes Automatically
(Simple) on page ISU-7-17

Zoom >

To Rectangle

Allows you to drag a rectangle that demarcates the
region to display.

Zoom to Rectangle on
page ISU-7-23

To Selection Zooms the view so all selected objects are displayed. Zoom to Selection on
page ISU-7-23
To Window Displays all objects in the current network or Zoom to Window on
subnetwork. page ISU-7-23
Unzoom Restores the previous zoom level. Unzoom on page ISU-7-22
Subnets >

Go To Parent Subnet

Expand Selected Subnets

Collapse Selected Subnets

Changes the view in the workspace to the contents of
the next higher subnetwork.

Displays the contents of all selected subnets and
allows certain operations to be performed on the
displayed objects.

Restores selected subnets to their typical collapsed

Expanding a Subnet on
page ISU-6-20

Collapsing a Subnet on

state, where they are represented by one icon. page ISU-6-21
Demands >
Show All Displays all demand objects in the Project Editor. —
Hide All Hides all demand objects in the Project Editor. —
Paths >
Show All Displays all path objects in the Project Editor. —
Hide All Hides all path objects in the Project Editor. —

ISU-7-26
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Table 7-5 View Menu Operations (Part 3 of 3)

Menu item

Description

Reference

Annotations

Show in subnet

Toggles display of annotations. The setting you specify
is on a per subnet basis. You can hide annotation in
one subnet and show it in another. The setting is saved
with the model.

Object Palettes on
page ISU-6-8

Visualize Protocol
Configuration >
IP Interface Status

IP Routing Domains

IP QoS Configuration

IP Security Configuration

IP Tunnel Configuration

BGP Peers

OSPF Area Configuration...

ATM Routing Domains

VLAN Configuration...

Clear Visualization

Shows whether the connected interface is active or
shutdown.

Shows the routing protocols that are configured on the
router interfaces.

Shows the IP QoS configuration on the links.

Shows the packet filtering security configured on the
links.

Adds colored path objects to the workspace to
represent the IP tunnels configured in the network.

Shows the BGP peering (neighbor) relationships in the
network.

Shows the OSPF areas configured on the router
interfaces.

Shows which ATM routing protocols that are
configured on the switch ports.

Shows the VLANSs configured in the network.

Removes all protocol configuration visualizations from
the workspace.

Visualize Network
Configuration >

End of Table 7-5
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8 Modeling Traffic

After you create a network topology (manually or by import), the next step is to
add traffic to the network. You can create traffic in your network manually by
setting attributes on various network objects.

In IT Sentinel, you can model background traffic.

“Background traffic” is analytically modeled traffic that affects the performance
of explicit traffic by introducing additional delays. Unlike explicit traffic,
background traffic can affect not only discrete event simulations, but also flow
analyses. Discrete event simulations that include background traffic use the
hybrid simulation model. This model includes the effects of background traffic to
calculate queue build-ups on intermediate devices and delays based on the
gueue length, at any time during in the simulation. Because each packet that
produces traffic on the network is not explicitly modeled, using background
traffic can speed up simulations considerably.

Background traffic takes three forms in IT Sentinel:

* Traffic Flows—A traffic flow describes an end-to-end flow of traffic from a
source to one or more destination nodes. You can create traffic flows
manually, using traffic flow objects (covered later in this chapter).

» Device/Link Loads—This type of traffic (also called “static background
utilization”) represents traffic as a background load on a link or node object.
Unlike a traffic flow, which can span multiple links and nodes, a traffic load is
“static” and applies to one object. You can convert existing link loads to traffic
flows, which allows flow analyses to account for these loads.

» Application demands—You can use application demands to represent
background traffic flowing between two nodes. Besides background traffic,
you can also configure application demands to be purely discrete (explicit)
traffic, or a combination of these two (hybrid).

IT Sentinel/Release 11.0
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Traffic References

The following table contains references to information on creating and working
with network traffic.

Table 8-1 Network Traffic: References

Topic Reference

Methodology for Representing Network Traffic ~ See the Creating a Unified View of the Network methodology

Background Traffic (overview and detailed Working with Background Traffic on page ISU-8-19

discussion) Background Traffic and Statistics on page I1SU-8-29

Limitations of the Background Traffic System on page ISU-8-31

Traffic Flows Traffic Flows on page ISU-8-3
Device/Link Loads Device/Link Loads on page ISU-8-16
Paths Using Paths to Represent Virtual Circuits on page ISU-8-12

End of Table 8-1
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Traffic Flows

Creating Traffic Flows and Profiles

Traffic Flows and Demands

You create traffic flows in your network using traffic flow objects. A traffic flow is
a network object that connects two nodes (like a link object) and specifies:

» A traffic source and a traffic destination
» A period of simulation time, which can be divided into time slots

» The rate of traffic (in bits-per-second, packets-per-second, or some other
measure) from source to destination during each time slot

Traffic flows are a type of demand object. Demands are used to model
potentially variable relationships between nodes. Traffic flows are useful for
defining IP and ATM end-to-end traffic; therefore, this section focuses on this
type of demand.

You can browse, view and edit the traffic flows in your network using the Flows
Browser, which is described in Viewing Flows and Connections on
page ISU-8-10.

Traffic Profiles

Every flow’s attribute list includes one or more traffic profiles that specify the
traffic intensity for that flow object. “Traffic Intensity,” in this case, means the rate
of source-to-destination traffic for a given simulation time period. A traffic profile
stores a series of x-y value pairs, in which

» Xvalues represent time slots, in seconds

» Y values represent rates of traffic (in bits/second, packets/second, or some
other measure) for each corresponding time slot

IT Sentinel/Release 11.0
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When you view or edit a profile attribute, OPNET displays that attribute’s values
using both a table and an x-y graph, as shown in the following diagram.

Figure 8-1 Traffic Profile Attribute for a Flow Object
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Note that a flow specifies traffic from a source to a destination; it may also
include a path object to specify that the traffic takes a certain route. If a flow does
not include a path, the routing protocols used in the network determine the
routes used by the traffic. (Path objects are covered in detail in Using Paths to
Represent Virtual Circuits on page ISU-8-12.)

The following diagram shows a network with all three types of connection
objects: links (solid line/two arrowheads), flows (blue dashed arrows), and paths
(solid green line/one arrowhead indicates direction of path).

Figure 8-2 Example Network with Links, Demands and Paths
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When you right-click on a traffic flow, the pop-up menu operations see
“demands” rather than “flows.” A traffic flow is a type of demand object; when
you right-click on a traffic flow and choose “Show Similar Demands,” for
example, IT Sentinel shows all flow objects that use the same underlying model.

Demand Model Options

Each flow model has a set of options that determine the type of flow object you
can create. You can view model options in the Demand Model Description
dialog box, which you open by right-clicking on a model in the object palette.

Figure 8-3 Demand Model Description Dialog Box
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Before you create a flow, verify that the underlying model options support the
kind of object you want to create. The three most important considerations are
the demand type (connection or flow), the supported attributes, and whether the
demand requires an associated path object.

Demand Types: Connections and Flows

There are two types of demand objects: connections and flows.

» Connections are useful for defining pipelines or reservations between nodes
such as PVCs or reserved bandwidths.

» Flows are useful for defining end-to-end background traffic. A traffic flow
generally defines two nodes (traffic source and destination) and one or more
traffic profiles that specify the rate of traffic.

In most cases flows, not connections, are a better choice to model traffic flows.

Traffic Profiles

Before you create a demand object, check the attribute list of the model you plan
to use to ensure that the model has the correct profile type. For example, if you
want to specify traffic in bits-per-second, be sure to choose a model that
includes that attribute.

IT Sentinel/Release 11.0
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Point Demands

Some demands, typically those used for multicast traffic, support only a source
or a destination, but not both. You can recognize such point demands in the
Demand Model Description dialog box because only one of the “Source site
required” and “Destination site required” properties will be set to Yes.

Demands and Paths

If a demand is not associated with a path object, the routing protocols in your
network determine the path that the traffic takes.

If you want the traffic to take a specific route, you can have a path refer to a path
object. In some cases, this is required: the “Path required” model option
determines whether a demand requires an associated path. A demand may also
be restricted to certain types of paths, as specified by the “Acceptable path
models” option.

Creating Traffic Flows

Creating a traffic flow is a two-step process:

» Create a flow object that connects the source and destination nodes, as
described in Creating a Traffic Flow on page ISU-8-6.

» Specify the amount of traffic intensity for the flow, as specified in Specifying
Traffic for a Flow on page ISU-8-7.

Creating a Traffic Flow

Procedure 8-1 Creating a Traffic Flow Object
1 If necessary, open an object palette and configure it with the flow models you want.

2 Select a model in the object palette by clicking on it. (See Creating Traffic Flows
and Profiles on page ISU-8-3 for more information on the various demand types
available).

O The cursor changes appearance to indicate that you are in flow-creation mode.

|Select flow’s source site or a path.|

3 Click on the source node of the traffic flow.
4 If you want to include a path object in your flow definition, click on the path.

5 Click on the destination node of the traffic flow.

O A new traffic flow is created. By default, OPNET uses a blue dotted arrow to
represent the traffic direction of the traffic.

ISU-8-6
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6 (Required-path flows only): If there is no path in your flow, you must include one

now. Click on the path object to complete the flow definition.

Note—When you finish defining a flow, you are still in flow-definition mode. You
can create another flow (based on the same underlying model) by repeating the
previous steps. To exit flow-definition mode, right-click and choose Abort Flow
Definition from the pop-up menu.

After you define the flow, you can specify the traffic levels associated with the flow
object, as described in Specifying Traffic for a Flow on page ISU-8-7.

End of Procedure 8-1

After you define the flow, you can specify the traffic levels associated with the
flow object, as described in Specifying Traffic for a Flow.

Specifying Traffic for a Flow

You specify traffic levels for a traffic flow by editing the traffic attributes of the
associated traffic flow object (see Creating Traffic Flows and Profiles on

page ISU-8-3 for more information). There are several methods available to do
this:

Specify traffic levels manually—You can enter data manually into the traffic
attributes of the flow (see Manually Specifying Traffic on page ISU-8-7)

Assign an existing traffic profile—You may want to assign an existing traffic
profile to a flow (see Assigning a Traffic Profile on page ISU-8-9)

Import data from an external file—You can import traffic data from an
external text (*.txt) or comma-separated value(*.csv) file directly into a profile
(see Importing Traffic Data Into a Profile on page 1ISU-8-9)

Manually Specifying Traffic

Procedure 8-2 Specifying Traffic Levels on a Flow Object

1 Right-click on the flow and choose Edit Attributes to open the Attributes dialog box

for the flow object.

IT Sentinel/Release 11.0
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2 Click in the Value field of the appropriate traffic attribute and choose Edit from the

pull-down menu.

O The Attribute Profile dialog box appears.
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3 Specify a name for the profile, if desired, in the Name field.

4 Specify a uniform time step for the x axis (simulation time), if desired. The Uniform

X Intervals check box and Time Step field allow you to specify uniform time
intervals for the profile.

Enter the x/y value pairs by clicking in the x-value (left) and y-value (right) columns,
respectively.

O The graph on the right automatically updates to reflect the value pairs you enter.
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If you specified a uniform time step (that is, if the Uniform X Intervals check box is
enabled), you can enter only x values that are multiples of the time step. To specify
a value that is not a multiple of the time step, disable the Uniform X Intervals check

box.

6 Click OK to close the Profile dialog box, then OK to close the Edit Attributes dialog

box.

End of Procedure 8-2
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Assigning a Traffic Profile

Procedure 8-3 Assigning an Existing Traffic Profile to a Flow
1 Right-click on the flow and choose Edit Attributes to open the Attributes dialog box.

2 Click in the Value field of the traffic attribute you want to edit and choose Select
from the pull-down menu.

O The Attribute Profile dialog box appears.

3 Choose the library that contains the profile you want to use in its Profile Library list.
O The traffic profiles contained in the selected library appear in the Profile list.

Note—If the profile library you want to use is not in the list, the most likely reason
is that the file’s directory is not listed in your model directories. Choose File > Add
Model Directory and specify the directory as a Source Directory.

4 Choose a profile from the Profile list and click OK; then click OK to close the Edit
Attributes dialog box.

End of Procedure 8-3

Importing Traffic Data Into a Profile

You can import traffic data into a profile from either a text (.txt) or a
comma-separated value (.csv) file.

Import Requirements

A data file for a traffic profile should describe one traffic flow only. You should
ensure that the traffic data measured fits the attribute. For example, if you are
importing into an attribute called “Flow Intensity (bits/second)”, make sure that
the data you want to import describes traffic in bits per second, not packets per
second or some other measure.

The following diagram shows the required file format for your traffic data. The x
and y header fields must match the headers of the target profile.

Figure 8-4 Required Data File Format
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Procedure 8-4 Importing Traffic Data into a Profile

1 To open the Edit Attributes dialog box for a flow, right-click on the flow and choose
Edit Attributes.
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2 Click in the Value field of the traffic attribute you want to import and choose Select
from the pull-down menu.

O The Attribute Profile dialog box appears.

3 Click the Import button and choose the data file you want to import.

4 Click OK to close the Profile dialog box, then OK to close the Edit Attributes dialog
box.

End of Procedure 8-4

Viewing Flows and Connections

IT Sentinel includes a Demand Browser that enables you to navigate and edit
all flow or connection objects in a scenario. To open this browser, choose
Topology > Open Connections Browser or Traffic > Open Flows Browser. These
two browsers show different types of demand objects but otherwise have the
same interface.

Figure 8-5 Traffic Flows in the Flows Browser
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You can do the following operations in the Flow and Connection Browsers:

» Find and view specific objects—The Demand Type, Model and Technology
pull-down menus determine the types of demand objects that appear in the
treeview. When you select an object in the treeview, the browser window on
the right displays the selected object’s location and traffic profiles (if
appropriate).

» Arrange the treeview by type—Set the Arrange By pull-down menu (above
the treeview) to arrange the treeview by object type: traffic flows, demand
sources/destinations, etc.
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Edit a specific object—To open a context-sensitive menu for a selected
object, right-click on it (in the treeview or in the network pane) and choose
Edit Name, Edit Attributes, or Advanced Edit Attributes.

Edit multiple demands—To edit the selected demand or other demands
based on the same model, right-click on a selected demand and choose Edit
Attributes, Advanced Edit Attributes or Edit Similar Demands from the
pull-down menu.

Show or hide demands—To show or hide all demands of a particular type,
select a demand, right-click and choose Show Similar Demands or Hide
Similar Demands.

To show all demands, click the Show All button at the bottom of the browser
window. To show only demands that are currently selected (and hide all
others), click the Show Selected button.

Delete selected demands or all demands—Click the Delete All or Delete
Selected button.

Note—To undo a delete-demand operation, choose Edit > Undo in the Project
Editor window.

Edit a traffic profile or assign a different profile to a demand—Right-click in
either of the profile panels (lower right) and choose Select Profile (to select
a new profile for the demand) or Edit Profile (to edit the existing profile).

View traffic for a specific demand if multiple demands are selected—When
you select multiple demands in the browser, the profile panels (lower right)
are initially blank. To show the profiles for a specific demand, left-click in a
profile panel and choose the demand in the pop-up menu.

Demand Pop-Up Menu Operations

Right-click on any demand object to open the Demand pop-up menu. For
information on the operations available on this menu, see Table 6-6 Object
Pop-Up Menu Operations on page 1ISU-6-36.
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Using Paths to Represent Virtual Circuits

You can create path objects between nodes or subnets. Any protocol model that
can use logical connections or virtual circuits (such as MPLS) can use paths to
represent traffic routes.

Paths have no built-in simulation behavior: the underlying protocol models
determine when and how to use a particular path. See the relevant model
documentation for information about how particular models use paths.

A path is a defined route between two sites; a site can be either a fixed node
object or subnetwork. The process of defining a path is similar—though not
identical—to defining a link. First, configure an object palette to include the path
models you want (as described in Object Palettes on page ISU-6-8); then select
a model and click on objects in the Project Editor workspace to connect them.

Path Model Options

Each path model has a set of options that determine the path connectivity

requirements and the types of objects that you can include in a path definition.
You can view a model’s options in the Path Model Description dialog box, which
you open by right-clicking on a model in the object palette. You should verify that
the underlying model’s options allow you to create the type of path you want. If
you cannot find a path model whose options exactly match the type of path you
want to create, you may want to derive a new model from an existing one.

Figure 8-6 Path Model Description Dialog Box
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Path Connectivity

A path object defines, at the very least, two end sites. It may also define a partial
or complete path (that is, a set of connecting sites and links) between these
sites. The “Path Connectivity” option defines the extent to which you can define
the intermediate path. The three possible settings are:

» Links Required—In a required-link path, you must specify a simplex or
duplex point-to-point link between every site in the path; all such links are
included in the path definition.

» Links Ignored—In an ignored-link path, you can only include sites in the path
definition. The underlying models fully determine routes between the
included sites.

» Links Optional—This is a combination of the required-link and ignored-link
types. You must define the head, tail and any intermediate sites, defining any
connecting links between sites is optional.

The following diagram shows a router network that connects a site in Canada to
a site in Texas. Traffic constrained by the required-link path (left) always follows
the exact route defined between Canada and Texas. If the ignored-link path
(center) defines a route, the underlying models fully route any traffic using this
path. The optional-link path (right) defines a partial route that includes the link
between Canada and router E; the underlying models route the traffic between
router E and Texas.

Keep in mind that in a situation like this, with multiple paths defined between the
same two sites, the underlying models choose the actual path taken by a
packet.

Figure 8-7 Multiple Paths Between Two Sites

canada_site

IT Sentinel/Release 11.0

ISU-8-13



8—Modeling Traffic User Guide

Other Path Options

Other path options are:

» Packet Formats—Each path has a defined set of supported packet formats.
You cannot define a link as part of a path unless that link supports all formats
included in the path model’'s Packet Formats field. (Note that if a path
supports no packet formats, you can include any link in the path definition.)

» Two Endpoints Only—If this option is set to Yes, you can create
single-segment paths only.

» Subnets Ignored—If this option is set to Yes, you cannot include a
subnetwork object in a path definition. (However, you can still include nodes
from different subnets in the same path.)

» Allow Cycles—If this option is set to No, you can only include each link or site
once in a path definition.

Creating a Path Object

Procedure 8-5 Creating a Path Between Two Sites

1 If necessary, open an object palette and configure it to include the path models you
want.

2 Left-click on a path model in the object palette to select it.

O The cursor changes appearance to indicate that you are in path-creation mode.

Select first Path site.
e |

A path object’s underlying options (described in Path Model Options on

page ISU-8-12) determine the objects you can include in your path definition. In
path-creation mode, IT Sentinel provides extensive visual feedback to validate
additions to your path. If you move the cursor over an invalid link or site, the cursor
changes appearance and a tooltip appears to indicate why that choice is invalid.

Figure 8-8 Visual Feedback in Path-Creation Mode
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Left-click on the site you want to define as the head of your path.

(Required-link and optional-link paths only): Left-click on any sites and links that
you want to include in your path.

You must click on a link to include it in the path definition if
» You are defining an links-optional path;

* You are defining a links-required path and want to include two sites that
have multiple links connecting them.

Repeat step 4 until you have clicked on the tail site and the path definition is
complete.

Right-click in the project workspace and choose Finish Path Definition from the
pop-up menu. IT Sentinel auto-assigns a unique name to the new path.

Note—When you finish defining a path, you are still in path-definition mode. You
can create another path (based on the same underlying model) by repeating steps
3 through 7. To exit path-definition node, right-click and choose Abort Path
Definition from the pop-up menu.

End of Procedure 8-5

Path Pop-Up Menu Operations

Right-click on any demand object to open the Path pop-up menu. For
information on the operations available on this menu, see Table 6-6 Object
Pop-Up Menu Operations on page 1ISU-6-36.
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Device/Link Loads

A Devicellink load is a static throughput on a device or link. Unlike a traffic flow
(which flows into, out of, and through multiple objects), a device/link load applies
to one object only. Like traffic flows, device/link loads can make discrete event
simulations run faster and consume less memory than simulations that model
all traffic explicitly.

If a link or node model supports a background load, it has an attribute that
specifies the traffic during a specific interval of simulation time. Node and link
models have different attributes and define background loads differently:

» A device load is usually defined as a percentage of the total capacity on a
server, LAN, or other node. Node models have an attribute called
“Background Utilization,” which specifies the load as a percentage of the total
utilization on that node. For example, a LAN model might contain an attribute
called “LAN Background Utilization,” which specifies the baseline load on the
modeled LAN.

» Alink load is usually defined as an absolute level of traffic in bits/second
using a profile attribute type (described in Traffic Profiles on page ISU-8-5).
Link models have an attribute called “Background Load,” which defines the
traffic throughput in bits/second. You can define two unidirectional loads (one
in each direction); a link model might have additional attributes that define the
traffic loads in more detail.

Most standard models have a default load level of O (0 bits/second for a link and
0% utilization for a node).
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Specifying Device/Link Loads Manually

To specify device/link loads manually, you must configure the attributes of
individual objects.

Procedure 8-6 Creating Link Loads Manually

1 Right-click on a link and choose Edit Attributes.

O The Attributes dialog box opens.

2 Expand the tree for the “Background Load” attribute. The “Background Load” is a
compound attribute that defines two unidirectional loads (“Node A > Node B” and
“Node B < Node A").

e#]| B EBackground Load
|—.-'-‘-.verage FPacket Size [& -» B] [bytez]  MWOME
|—ﬂwerage Facket Size [B -» A] [bytes]  MOMNE

& FasE MONE
Leoa MOME

For each load, do the following steps.

2.1 To specify a unidirectional traffic level, click in the Value field of the “A -> B”
or “B -> A” attribute and click one of the following:

 Edit (to specify the traffic manually)

» Select (to use a profile from an existing library).

Figure 8-9 Traffic Profile for a Link Load

—|a -> B Attribute Profile =1oix]
Prafile Mame: |'|
I~ Uriifarm ¥ Intervals seconds step I
seconds| bits/second ;I bits/second
W 75000 0T
&0 125,000
an 0o 100,000 ||
|
a
[ |
0 120
;I seconds
Export... I Import.... | ok I LCancel |

In Figure 8-9 the profile specifies the following (unidirectional) traffic levels on
the link:

» 0to 30 seconds: 0 bits/second

» 30 to 60 seconds: 75,000 bits/second

60 to 90 seconds: 125,000 bits/second

* 90 seconds to end of simulation: 0 bits/second

120 seconds to end of simulation: 0%

IT Sentinel/Release 11.0
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See Traffic Profiles on page ISU-8-5 for more information about profile
attributes.

2.2 Configure any additional attributes that define the unidirectional load.

To specify traffic in the opposite direction, repeat steps step 2.1 through step .

End of Procedure 8-6

To create device loads manually, use the following procedure.

Procedure 8-7 Creating Device Loads Manually

1 Right-click on a device (for example, a workstation) and choose Edit Attributes.

O The Attributes dialog box opens.

Click on the Value field of the attribute that specifies background utilization for that
device; then choose Enter from the pull-down menu. The exact name of this
attribute depends on the type of object. For example, a LAN node might have a
“LAN Background Utilization” attribute, and a server might have a

“CPU Background Utilization” attribute.

O The background utilization attribute table appears with the default background
values.

In the Rows field, enter the number of utilization periods you want to use.

O The specified number of rows appears in the table.

In each row, specify the start time of each utilization period in seconds, the
utilization percentage, and the direction in which the utilization applies.

Figure 8-10 Node Background Utilization (Example)

i—](LAN Background Utilization) Table _ |E||5|

time [secs) | background wtilization [percentage] ﬂ
30 15
£0 45
90 0.0
120 0 =
4| |
Rows Delete | Inzert | Duplicate | Move Up | Move Down |

Dietailz | Promote | Ok I LCancel |

In Figure 8-10 the table specifies the following utilization levels on the LAN:
* 0 to 30 seconds: 0%

» 30 to 60 seconds: 15%

* 60 to 90 seconds: 45%

* 90 to 120 seconds: 60%
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» 120 seconds to end of simulation: 0%

End of Procedure 8-7

Working with Background Traffic

Background traffic is incorporated into the standard models in two ways: traffic
flows (background routed traffic) and device/link loads (background loads).
Each of these two approaches has appropriate applications in a simulation
study, and in some cases, they can be used together.

Using Device/Link Loads

Devicellink loads rely on the user to specify background loads or utilizations on
specific network objects. For example, you might want to specify additional
traffic loads on one or more links. As explained previously, this means that a
mathematical model is used to estimate the effect of the background loads on
these links. These background loads affect the explicit traffic that traverses the
links, and the effect is to delay that traffic by emulating additional packets
gueuing for access to each link. For information about how to specify device and
link loads, see Device/Link Loads on page ISU-8-16

Background loads are provided not only for links, but for some other objects as
well. These include LAN objects and servers. In each case, the meaning of a
device/link load is the same. The resource of interest is receiving an additional
amount of usage, either as a traffic intensity (for link objects) or as a percentage
of the maximum throughput (for node objects). Keep in mind that device/link
loads are considered in addition to other types of traffic, such as traffic flows and
explicit traffic. Therefore, a link with a background load of 2 megabits/second
and an explicit load is 1 megabit/second during a specific interval has a total
traffic load of 3 megabits/second.

Background loads are useful in the following situations:

* You already know the utilization of a component that provides a service to
some of your explicit traffic—You want to model this “other utilization”
analytically to shorten simulation run times. For example, client traffic
traverses two LANs and two routers to reach a server. Server traffic also
traverses this path in the reverse direction. The client’'s LAN is known to be
80% utilized by a large group of workstations. You may use a LAN object and
set its “Background Utilization” attribute to 80% beginning at time zero of the
simulation. At the same time, you can set up a client and a server and a
router to explicitly model the point of view of a particular user, as depicted
below:
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Figure 8-11 Using LANs and Background Utilization to Simplify a Network
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* You don't know the utilization of a component, but want to determine the
effect of increasing it—For example, what will happen to application
response time at various points in your network, if you increase load on the
server to 60%, from its current value of 30%. In other words, how sensitive is
your application to the server’s performance. If it's not, and network and
protocol effects dominate, it may be pointless to upgrade your server. The
“background utilization” attribute on a server represents other tasks
contending for the server’s processing bandwidth. As this number increases,
tasks submitted by your “stakeholder user” are processed less quickly,
reflecting the sharing of the server’s resources with others.

Using Traffic Flows

Traffic flows provide another way to specify that the network and its components
are processing traffic without having to represent in detail the patterns of that
traffic. This approach does not require you to know the amount of traffic incident
upon a given component; instead it calculates this amount for you based on an
end-to-end description of the traffic. “End-to-end” means that traffic is specified
from its originating host, to its final destination.

Traffic flows are specified and generated at the network layer. More precisely,
as of this printing, this type of traffic operates only above the IP protocol. That
is, every device containing an IP layer is also capable of being a source or
destination for end-to-end traffic. This includes routers, servers, and
workstations, but also LANs. Switches, for example, are not capable of acting
as sources and destinations of end-to-end traffic.

Table 8-2 Sources and Destinations of Traffic Flows

Routers

Workstations

Servers

LANs

End of Table 8-2
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Specification of traffic flows essentially consist of a “traffic matrix”, where every
host is considered a possible source of traffic for every other host. Here the term
“host” is used generically to represent one of the sources or destinations of
traffic, as shown in the table above. As you can imagine, this matrix can grow
quite large. With just 1000 such hosts, for example, a traffic matrix with one
million possible pairs of traffic would be defined. Fortunately, the traffic flow
system is intelligent, allocating resources only for source-destination flows that
actually contain traffic.

After you configure flows with the specified traffic, the models automatically
route this traffic to the relevant devices in the network. This is done by using the
routing models, such as RIP, OSPF, and IGRP, the same way explicit traffic is
routed. Routing the traffic flows has the effect of creating traffic throughout the
network on links, routers and switches, wherever the specified traffic would
normally flow. With end-to-end traffic specification (as opposed to
component-by-component), changes in the network infrastructure, or even
changes like moving a server, are reflected correctly and automatically. This
happens because the routes are recalculated in a new simulation of the
network. For example, if you specify that 1000 packets per second are to flow
between A and B over a defined interval, you can keep this traffic specification
for two different network scenarios with a different path connecting A and B. In
each simulation, the correct path will be selected and the traffic flows will affect
corresponding parts of the network.

Specifying Traffic Flows

Using the traffic flow system brings up an important issue: how can you get this
traffic information into the flow objects? Of course, manual entry of traffic
profiles between sources and destinations is supported.

IT Sentinel/Release 11.0
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Scaling Traffic—Analyzing the Impact of Traffic Growth

A common approach to conducting traffic sensitivity studies is to create
end-to-end traffic and scale it to progressively higher values in a series of
scenarios. In each scenario, the effect on a particular stakeholder who runs an
explicitly modeled application, is observed. The approach of simulating the
“stakeholder’s” viewpoint is illustrated below:

Figure 8-12 The Viewpoint of a Stakeholder Contending with Background Traffic
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is represented as background

HR_Client

\

The stakeholder runs a critical
application and is simulated
eXpI|C|t|y fOI’ maximum dEta” Data_Center  Fufillment_Scheduler

F_Denver

Derver

A common approach for a scaled traffic flow study is outlined below:

1) Develop a “baseline” scenario within a new project. You can do this either
by importing topology, or by manually constructing the necessary portions
of your network’s infrastructure. The baseline scenario typically represents
the network’s normal or present-day infrastructure and traffic.

2) Import traffic for the baseline scenario. Browse the traffic to make sure you
understand its nature and that it corresponds to your expectations. Revise
the traffic matrix if you feel this is necessary to provide a valid baseline.

3) Specify “stakeholder” traffic for applications of interest. These are one or
more end-users of the network who run specific applications. Characterize
the end-user’s traffic as well as you can based on knowledge of the
applications being performed. You may also choose to represent the
end-user using measured information, as explained in the SMARTE
methodology later in this chapter. In any case, you don’t need to create a
large number of users, in general; just position users in parts of the network
that are of most critical interest, or where you suspect application
performance might be problematic.
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4) Choose results to be collected. Run the baseline scenario’s simulation, and
view the results.

5) Create duplicate scenarios and scale traffic. For each scenario, edit the
traffic matrix and increase the traffic by an appropriate percentage. When
scaling traffic, consider if you want to scale both traffic flows and device/link
loads (considered generally to be background traffic) and explicit traffic, or
only background traffic. In most cases, scaling just the background traffic is
desirable, because the traffic increase is due to more users appearing in
the network, not to increased activity by individual users. The purpose of
having explicit traffic in the simulation is to represent one or more typical
users accurately. Their particular traffic should be negligible when
compared to the background traffic. Therefore, not scaling their contribution
should not significantly dilute the selected scaling factor.

Scaling traffic can be performed via the “Traffic Scaling Factor” Simulation
attribute. (Recall that simulation attributes are specified under the
“Configure Simulation” dialog box in the Project Editor). The “Traffic Scaling
Mode” simulation attribute determines if you will scale only the background
traffic, or all traffic (including explicitly modeled applications).

6) Run simulations for the duplicated scenarios. Use the “Compare Results”
operation to understand how scaling traffic impacts application
performance.

Note that if you have purchased the Expert Service Prediction (ESP) option, you
may prefer to use the “Specify Traffic Growth” operation in order to quickly run
a series of scenarios and collate and compare results in a more automated
fashion.

Creating Cross Traffic for a Specific Network Element

Certain network components do not provide a background-load attribute, as do
LANSs or servers. In particular, as of this printing, router and switch models do
not allow you to model the effects of additional load based on an attribute
belonging to the device itself. However, representing such a load is sometimes
necessary in order to model the “rest of the network” in terms of its effect on the
component of interest. If the load submitted to this device is known (for example,
from a measurement), it is typically preferable to avoid constructing a full model
of all other parts of the network.

If the device of interest has no device/link load attribute, you can still easily
specify the desired volume of traffic flowing through the device of interest.
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Procedure 8-8 Specifying Traffic through a Device That Does Not Have a

“Background Utilization” Attribute

1 “Sandwich” the device between two routers. In other words, create two routers with

the correct layer 2 technologies to connect to the device of interest. For instance,
if the device is a router with available Token Ring ports, choose two routers that
also have Token Ring ports (you can even use the same router model as the
device of interest in this case). Connect each router to the device of interest using
a bidirectional point-to-point link. These are “artificial routers”, used only to
generate the background load you seek to introduce for the device of interest. They
represent the “rest of the network” from this device’s point of view. You can also
use LANs instead of routers to represent proxy traffic sources.

Figure 8-13 Proxy Objects Provide Background Traffic Across a Router

background traffic flows through
Router 120

Prosy_Lan_a

2 Determine the background traffic you want to impose on the device of interest.

Devices like routers and switches are mostly affected by the number of packets
they process, not the number of bits. Therefore, the volume in terms of packets per
second is really what matters. This is a number you will generally obtain from
measurement or monitoring tools available in your environment. It may also be an
estimate you have made based on statistics collected from other simulations.

Specify the background traffic between routers. Which router you choose as the
source or destination is not important because your goal is only to make packets
flow through the device of interest. Go to the traffic browser to specify the desired
volume of packets per second flowing through the device. The number of bits per
packet is not as important. Choose a number that represents a typical frame size
for the LAN technology being used to connect the devices.

End of Procedure 8-8

There is one caveat to the previous procedure when the device of interest is a
router. The issue stems from the fact that certain router models account for
concurrent processing of packets on distinct slots. This is controlled by the “IP
Processing Scheme” attribute of the router, which is typically available on
advanced models. You will need to know if the device under test is a router
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which uses a processing scheme which is “Slot Based Processing”. If so, traffic
flowing through the router on certain ports may not affect traffic flowing through
on other ports. This depends on whether the ports belong to the same slot of the
router. Accordingly, if the background traffic setup between the two “artificial”

routers is not on the same slot as other traffic of interest, the desired effect may
not be obtained. Therefore, in order to accomplish sharing of router resources
by the background and the explicit traffic, you may have to carefully control the
ports that are selected for each of the links attached to the router. Information
on how to do this is provided in the “Working with IP” section of this chapter.

A Collection Strategy For Background Traffic

Common sources for background traffic are RMON 2 probes. Using the
Multi-Vendor Import product option, you can also import background traffic from
Network Associates’ Sniffer data if it is saved in ExpertSniffer format.
Irrespective of the tools you use to collect your information, you will face two
other important questions:

* Where to Collect?

 When to Collect?

Positioning your Collection Devices

Let us first address the issue of where to collect. First of all, we should ask
ourselves where are all the possible places to collect traffic? The assumption
made throughout this section, is that the finest grain location we would consider
is the LAN segment. Because of the broadcast nature of local area network
traffic on one segment, a collection device is able to observe all traffic sent to or
from that segment. Placing more than one collection device on the same
segment would result in redundant information.

Note that a LAN segment is not the same thing as a LAN. A LAN segment is a
layer-2 physical broadcast domain, such as a shared Ethernet segment, or a
token ring, or FDDI segment. If these or other layer 2 technologies are
implemented in a switched environment, then each port of a switch corresponds
to a distinct segment, because traffic sent on one port of the switch is not
observed by stations accessible via the other ports of the switch. In VLAN
environments, broadcast domains can be defined logically, but these do not
qualify as segments because the switches that implement the VLANSs
selectively transfer traffic to their different ports.

Our objective is to build a “traffic matrix” to summarize all traffic on the network
of interest over a period of time. Therefore, we need to ensure that any relevant
traffic is observed by at least one collection device; otherwise it will not be
accounted for. Doing this as efficiently as possible requires some knowledge of
the traffic patterns. For example, in the scenario below, we may have prior
knowledge that A and B send traffic to and from one another but send relatively
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insignificant traffic to C and D. And assume a similar statement could be made
about traffic between C and D being exclusive with respect to A and B. Then,
we could achieve collection of all inter-segment traffic with just two collection
devices, as shown.

Figure 8-14 Minimizing the Number of Collection Devices

captures all Ato B and
B to A traffic

captures all C to D and
D to C traffic

- major traffic flow

We can achieve this goal because all traffic from A to B must cross segment B
and similarly for C with respect to D. In other words, in evaluating traffic volume
between two segments, it does not matter on which of the two segments the
collection device is positioned: in either case, the traffic will flow through it. So,
which traffic flows are not measured with the two collection devices placed as
shown? Any traffic between A and C is not measured, because neither has any
collection devices attached. If this traffic is truly known to be insignificant for the
purposes of our simulation studies, then this traffic collection strategy is
acceptable.

The example above serves to illustrate another important point: you must make
a decision about whether you want to capture flows that are internal to
segments. In the example above, neither A nor B’s internal traffic will be
reflected in our traffic matrix. If you are primarily concerned about backbone
(that is, inter-LAN) traffic, then you can safely follow this approach. You may
also be selective in collecting intra-LAN traffic for certain segments, but not
others. It is important is that you are aware of the consequences of not placing
a collection device at a given segment.

Fortunately, in many networks, we can have the type of prior knowledge we
need to efficiently place collection devices. Specifically, highly centralized
environments provide this type of advantage. In highly centralized
environments, most traffic flows between clients and servers. These servers are
concentrated in a relatively small number of facilities. Intense local traffic may
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also be present, but that traffic is confined to the local area network (for
example, for sending jobs to a local printer). The diagram below illustrates such
a network and an effective data collection strategy for characterizing backbone
traffic.

Figure 8-15 Collection in a Primarily Centralized Environment

All major flows are to and
from the two data centers, so
it is sufficient to collect there.

| collection device |

Engineering

Bethesdal Router g q
“Wienna_Router 5 fsiy D

2nd_Floor_Data_Center

Test_Lab sy ::2 collection device |

Tst_Floor_Data_Center

If you are unable to leverage prior knowledge of major traffic flows, as in the
examples above, then you may be faced with a more challenging data collection
effort, requiring you to do data collection at each segment. However, for
characterizing backbone traffic, you may still be able to avoid such widespread
collection by looking for aggregation points. Typically, these will be at routers or
switches where traffic funnels into the backbone. The diagram below illustrates
this approach.

Figure 8-16 Collection in a Decentralized Environment
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Synchronizing Traffic Collection

One fundamental problem affecting collection is that most organizations
possess a limited number of collection devices that they can place throughout
the network. Ideally, one of the approaches discussed above permits
performing collection concurrently with the number of devices you already have
available. However, if this is not the case, you do not necessarily have to acquire
new devices in order to collect background traffic.

Your alternative is to collect traffic in phases. For example, if you determine that
you require traffic collection at twenty locations in your network, and you own
twelve RMON-2 probes. Then, you will need two phases of traffic collection. No
individual location should have its traffic collection repeated, so in this case you
would utilize the output from twelve probes on the first phase, and from eight
probes on the second phase, or some similar partitioning. Relocating probes is
not a trivial task, so you probably will not be able to do both phases one right
after the other. In this case, you could do the second phase on the following day,
but beginning at the same time of day. The objective is to gather data while the
network is experiencing similar traffic patterns.

The background traffic system automatically synchronizes all imported traffic
information to the same time. The first “bucket” of each source of background
traffic is applied at the same time, and that time is determine by the “Background
Traffic Start Delay” simulation attribute (set this value in the “Configure
Simulation” dialog box).

Managing Redundant Traffic Data

Redundant traffic information typically occurs when collecting in multiple
phases. By “redundant”, we mean that two or more distinct traffic profiles are
collected for the same pair of hosts, but at different times. If this happens for a
particular pair of hosts, it is likely to happen for many in your network.

The traffic collection strategies described above favor collection at the “edges”
of the network. The edges are the LANS, or the routers associated with those
LANS, if you collect aggregated traffic for several LANs at a time. Collecting at
the edges helps minimize redundant traffic information, when compared with
collecting in the core of the network (that is, within a router mesh connecting the
LANSs). However, collection in multiple phases, can cause a segment to have its
traffic included more than one phase. Indeed, this is almost impossible to avoid
if each segment is being probed, or even with aggregation, because a segment
will be directly monitored on one collection phase, but appear as a remote
source/destination of traffic, when a data collection device is applied to other
parts of the network in a later phase.

The “Import Traffic” feature lets you specify how you want to resolve redundant
traffic. You are provided with several options: a) use the higher of the collected
traffic volumes at any point over the collection interval; b) use the sum of the

traffic; and c¢) use the lowest recorded traffic level. In practice, option (c) is rarely
used, but both options (a), and (b) have appropriate applications. Suppose, for
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example, that we have collected traffic twice for a particular pair of hosts, X and
Y. Using the higher of the two traffic volumes reflects a conservative, or
“worst-case” approach, where the network is assumed to be carrying more load.
Approach (b) would be applied if the two traffic flows were considered possible
to have occurred simultaneously. This would occur if collection devices were
placed within the core of the network and traffic between two hosts can split on
to multiple paths, which is possible with certain routing protocols, such as
OSPF, or IGRP.

Background Traffic and Statistics

“Background traffic” is considered to be composed of both traffic flows and
devicel/link loads, has one primary purpose: to model the effect of general traffic
in the network on selected traffic of interest. This effect primarily takes the form
of delay. In other words, background traffic causes additional delay for explicitly
modeled traffic. Of course, background traffic causes many other statistics
besides delays and response times to be affected. Utilization and throughput on
at least some links, for example, increase with additional traffic in the network.
Average buffer sizes in routers would also be expected to increase. However,
the background traffic system does not cause all of these statistics to be
affected. Some statistics do not react to background traffic because of the
ambiguities associated with modeling such effects. Others do not, simply
because the background traffic architecture is a recent and ground-breaking
invention that can still benefit from further integration into the model library.
While most important statistics that you will be interested in are integrated with
background traffic, the purpose of this section is to alert you to those that are
not so that you can comprehensively interpret simulation results. Also, while the
statistics enumerated below do not reflect the effect of background traffic, the
behavior of the simulation still does in most cases, in terms of injecting delay for
explicitly simulated packets. In other words, this is primarily an issue concerning
reporting of a specific subset of results, not simulation behavior. See section
Limitations of the Background Traffic System on page ISU-8-31 to determine
which components do not provide additional delay modeling in response to
background traffic.

Table 8-3 Statistics that Don’t Reflect Device/Link Load System1

Queue and buffer sizes

Global statistics of all types

Server Task Load

Shared Ethernet

Switched and shared token ring and FDDI

LAN Inbound, Local, Outbound, and Through traffic

Statistics of Protocols at higher layers than IP (for example, TCP, UDP, Applications)

End of Table 8-3
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1.check for latest information

The fact that certain statistics are not integrated with the background traffic
system does not mean that these statistics are not accurate or meaningful. It
simply means that these statistics have a different interpretation. Specifically,
you should interpret these statistics as reflecting only the activities caused by
explicitly simulated traffic (for example, traffic generated by application models
specified on workstations and LANS). Finally, as integration of the background
traffic system continues, you should check for availability of model library
upgrades that would change the list above.
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Limitations of the Background Traffic System

As a user of the background traffic system, it is important for you to be aware of
its limitations. Certain limitations result from the fact that analytical modeling,
and therefore hybrid analytical/discrete-event simulation, is not capable of
capturing all of the same behavior as pure discrete-event simulation. Other
limitations will be overcome with time as enhanced versions of the background
traffic system are developed. Despite these existing limitations, which are
summarized in this section, the background traffic system is extremely useful,
providing an approach to reduce simulation run times while still representing
important effects of traffic in the network.

The background traffic system is IP-centric in its current implementation.
This means that devices that are the sources and destinations of background
traffic must contain the IP protocol. Pure IPX systems, for example, are not
able to act in this capacity. Because IP is essentially the “conduit’ for
background traffic information, only intermediate devices that support IP or
that support IP at lower layers can be affected. Thus a Frame Relay switch
that is part of an overall IP infrastructure can carry background traffic.
However, no background traffic architecture exists at this time for a pure
Frame Relay network that does not serve as a bearer of IP traffic.

Traffic flows (background routed traffic) only impact the network, not the
server. Generating extra traffic in the network, by scaling the traffic flows for
example, will not create a corresponding increase in task processing time on
the server. This is due to the fact that the background traffic system is not
capable of determining how traffic correlates to processing load on servers.
It is therefore up to the user to take steps to properly load the servers. One
way to accomplish this is to change the servers’ “background utilization”
attribute.

Background traffic is transparent to certain protocol mechanisms. While
many protocols in the model library are aware of the background traffic
system, not all of their functionality reflects the presence of the additional
traffic. For example, the weighted fair queuing mechanism of IP does not
estimate background traffic’s contribution to queue lengths within each
priority, because background traffic does not carry priority attributes at this
time. Additional protocols and mechanisms that are not sensitive to the
“background utilization” attribute are listed in the table below. This
information is valid as of this printing. As integration of the background traffic
system continues, you should check for availability of relevant model library
upgrades.

Table 8-4 Models/Mechanisms that Do Not Account for Traffic Flows?

Non-LAN objects using switched or shared Token Ring

Non-LAN Objects using switched or shared FDDI

Non-LAN objects using half-duplex (shared) ethernet

End of Table 8-4

1.check for latest information
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9 Customizing Models

Attributes

Subnetwork, node, and link objects in IT Sentinel have attributes that define the
object and control its behavior in a network model. Although the set of attributes
associated with an object can vary, they all define the behavior of an object or
model.

IT Sentinel allows you to manipulate attributes in many ways, including:
» setting attribute values for one object or a group of objects
» defining attribute properties

* saving attribute properties for reuse with other attributes

Three types of attributes may comprise an object. These types are built-in
attributes, model attributes, and extended attributes.

» Built-in attributes provide basic information about an object. They specify
information such as the object’'s name, location in the workspace, and
graphic representation. Built-in attributes are characteristic of each object
type. When you create an object, IT Sentinel automatically specifies initial
values for these attributes.

» Model attributes add information to a node or link object. They determine how
the object behaves in a network model by specifying protocols, data rates,
and similar information. Model attributes automatically become part of any
object using that model. The model developer defines model attributes and
sets initial values for them.

All attributes share a set of basic properties. Attribute properties define the
attribute, specifying information such as its name, data type, and allowed
values. These properties are generally fixed, but can be given different values
in some cases. For information on attribute properties, see Attribute Properties
on page ISU-9-18.

Attributes Dialog Box

You view and set attribute values through an object’s Attributes dialog box. For
each attribute of an object, this dialog box displays the name, value, and units
(if any) within a data table.

Every Edit Attributes dialog box has essentially the same structure, regardless
of the type of object to which it applies. When you choose Edit Attributes from
an object’s pop-up menu, the dialog box displays all primary attributes
associated with the object. Primary attributes are those you use most often to
define an object. For example, primary attributes specify the object's name and
its underlying (node or link) model.

IT Sentinel/Release 11.0
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Network objects (subnets, nodes, and links) also have advanced attributes,
which specify parts of the object definition that you might set less frequently.
Advanced attributes typically define information such as an object’'s appearance
and location in the workspace. To view the advanced attributes of an object,
choose Advanced Edit Attributes from the object pop-up menu or set the
Advanced check box in the Edit Attributes dialog box.

Note—Primary and advanced attributes exist only for network objects. For all
other OPNET objects, this dialog box displays all of the object’s attributes.

Figure 9-1 Attributes Dialog Box

:—Lﬁ:—](node_ﬂ) Attributes ll
T _l,lpe:l LAN
|Attribute |Va|ue - rest cursor over a nested
63} IP Host Parameters [.] attribute’s name to see its
€3} IP Processing Information [...) parent attributes in too|tip
® =l IP Qof Parameters [..]
@ =l Interface Information [..]
| raws 1
row 0
€3} Traffic Classes [.] -
'®\ Traffic Policics Man [IP] IP QoS Parameters, Interface Information [0]
€3} wFE/DWFD Profiles Non| Mame = IF0
@ Pricrity Queue Profiles Mon| QoS Scheme = Default
@ Custom Queue Profiles Mol SulFJFinter.Face_InFDrmation = Mone
@ MIBIRIR (Frsilles Non ;L;x:an:fnlwz ;;s;migt;;ndwidth =nja
@ DWw/RR Profiles MO Hold Queve Caparity = Hia
@ Folicer Profiles Mon| Inkerface Transmit Ring Limic = Mi&
(‘:?3I Traffic Shaping Profiles MHone | _l;l
4 »
[~ Apply changes to selected objects I Advanced
| EindNewt | ok | Coned |

The Edit Attributes dialog box appears whenever you right-click on an object
and choose Edit Attributes or Advanced Edit Attributes. This dialog box has the
same general interface for nodes, links and configuration objects.

» To expand or collapse a compound or grouped attribute, double-click in the
Attribute field.

» To edit or view a compound attribute in a new window:

— Ifthe Value field contains an ellipsis ( (...) ), double-click in the Value field
to edit it.

— Otherwise, click in the Value field and choose Edit... from the menu.
* To view the parents of a nested attribute, rest the cursor over the attribute’s

name (that is, in the Attribute column); the full attribute name appears in a
tooltip.

* To view details on an attribute, click on the icon in the leftmost column.

» To search for a particular attribute, enter a string in the Find field (lower left
corner) and click Find Next. IT Sentinel finds the next instance of an attribute
whose name or value contains the search string.

ISU-9-2
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In addition to attribute names and values, the Edit Attributes dialog box also
provides buttons for various operations such as viewing attribute properties.
These operations vary depending on the type of object the dialog box supports.
The following table describes the operations available in the Edit Attributes
dialog box.

Table 9-1 Attributes Dialog Box Operations

Operation Access Description

Apply Changes to Check box Applies changes to an object’s attribute values to both

Selected Objects the object and all selected objects in the workspace.
The rules for applying these changes are discussed
under Setting Attribute Values on page ISU-9-4.

Find Edit Search for attributes with names or values that contain
field/button the specified search string

Extended attrs. Button Summons the Extended Attributes dialog box, which
allows you to create new attributes for the object.

Link Interfaces Button Displays interface and port information for nodes
connected to the selected link.

Packet formats Button Allows you to specify which packet formats a link
supports. (This button is available only for links that

(selected links permit you to set packet formats.)

only)

Promote Button Promotes the attribute so that its value can be
specified at a higher level in the network model or
when the simulation is executed.

Redefine path Button Allows you to redefine a link’s path by redrawing it in

. the workspace.
(links only)
Advanced Check box When selected, displays all of the attributes (primary

and advanced) associated with the object. By default,

(subnets, nodes, only primary attributes are displayed.

and links only)

Details Button Summons the Attribute Properties dialog box, which
displays detailed information about the selected
attribute.

End of Table 9-1

IT Sentinel includes three preferences (Edit > Preferences) you can set to
highlight attributes that have changed and do not reflect the default settings in
the underlying model. These preferences are:

* "mark_nondefault_attrs"—Enable/disable attribute highlighting.

IT Sentinel/Release 11.0
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* "mark_nondefault_attrs.intended_color"—This color indicates that you
recently changed an attribute during the current session of editing attributes
(that is, after you opened the Edit Attributes dialog box).

* "mark_nondefault_attrs.changed_color"—This color indicates an attribute
that was changed (by a user, the program, or a simulation) before you
opened the Edit Attributes dialog box. As a result, the attribute might not
reflect the default value specified in the underlying model.

In addition to attribute names and values, the Attributes dialog box also provides
buttons for various operations such as viewing attribute properties. These
operations vary depending on the type of object the dialog box supports. The
following table describes the operations that may be available in the Attributes
dialog box.

Setting Distributions

Some attributes take a distribution as a value. Distributions are used to generate
a series of random numbers with specified characteristics (such as normal or
constant). When you edit the value of a attribute that uses distributions, a dialog
box opens that allows you to select the type of distribution to use and enter
values for one or two parameters that define the shape of the distribution (see
Figure 9-2 for an example). The predefined distributions supplied with

IT Sentinel are described in Chapter 6 Distributions on page ISR-6-1.

Figure 9-2 Distribution Specification Dialog Box

iﬁ-]“start Time™ Specificatio |

Distribution narne: Iuniform ;I
Minimum outcome: |1UU
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LCancel I Help |

Setting Attribute Values

You can set attribute values for one object or for several objects at once. You
can even apply changes to different types of objects; however, they must
contain the same attributes. For example, subnetwork and node objects both
contain the “y position” attribute. Changes made to this attribute in one object
can be applied to the other (to align them in the workspace, for example).

You set an object’s attribute values through its Attributes dialog box. Depending
on the attribute, you might set its value in any of several ways. For example, you
might type a value into a text entry area, select a value from a pull-down menu,
summon a secondary dialog box, or select from a palette. Methods of setting
attribute values are identified with the corresponding attribute discussions
throughout this manual.

ISU-9-4
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Setting Attributes for One Object

To set the value of an attribute on a single object, use the following procedure.

Procedure 9-1 Setting Attribute Values for One Object

1 Move the cursor over the desired object and choose Edit Attributes or Advanced
Edit Attributes from the Object pop-up menu.

« Edit Attributes opens the object’s Attributes dialog box with the primary attributes
visible.

» Advanced Edit Attributes opens the dialog box with all of the object’s attributes
(both primary and secondary) visible.

From either version of the dialog box, you can change the list of attributes
displayed by selecting or deselecting the Advanced check box.

_—L—] (node_0) Attributes xl
Type:l LAM
| Aftribute | Walue ;I
@ |—creation data Copy of node_0
Applications
CPU |
IP
@ LAN Background Utilization [...]
@ | LAN Server Name Auto Azzigned
@ I—Number of Workstations 10
SIP
&) | Switching Speed 500,000
TCP
@ | altitude modeling relative to subnet-platform
@& | condition enabled
@ | linancial cost 0.00 |
@ L minimized icon circle/ #702030 hd
Extended Attrs.
I Apply changes to selected objects v idvanced

[ Find Nest | o | Cancal |

2 Set an attribute value by clicking in the appropriate cell in the Value column. The
editing method may require text editing or selection from a pull-down menu.

3 Click OK to save the changes and close the dialog box.

End of Procedure 9-1

Setting Attributes for Multiple Objects

You might need to set values for the same attributes on several objects in a
network model. For a few attributes, you could make these changes individually
using Procedure 9-1. However, this method can be tedious and error-prone for
large numbers of objects. IT Sentinel provides several alternate methods for
quickly changing attributes on many objects.

» Using the Apply Changes to Selected Objects check box in the Attributes
dialog box.

IT Sentinel/Release 11.0
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» Using the Edit Selected Objects operation on the workspace pop-up menu.
* Using the Edit Similar Nodes/Links operation on the object pop-up menu.

» Using the Edit Objects Using Template operation on the Edit menu.
These methods are described in the following sections.

Using the Apply Changes to Selected Objects Method

With this method, you manually select every object to be changed, specify the
changes for one object, then direct that the changes be applied to all selected
objects. IT Sentinel applies the changes to the corresponding attributes of every
selected object.

When applying attribute changes to several objects, IT Sentinel begins by

noting every change to the one object whose attributes you are setting. It then
tries to make corresponding changes to every selected object, one attribute at
a time. In each case, the change is applied if all of the following criteria are met:

» The attributes being set must have the same name and type.

» The new attribute value must agree with the attribute properties of the
attribute in the selected object. For example, the new value must be within
the range of allowed values for the selected object’s attribute.

» The new attribute value must pass all rules governing attribute values, such
as the requirement for unique node names within a subnet.

Note—If some of the attribute changes fail, IT Sentinel changes only those
attributes that passed the preceding tests. IT Sentinel does not warn you about
any failed attribute value changes. If necessary, open the Attributes dialog box
of a selected object to verify the changes.

Some additional rules apply when extended attributes are involved:

» Any extended attribute deleted from the object being set is deleted from all
selected objects.

* Any extended attribute appearing on the object being set, but not on a
selected object, is added to the selected object.

ISU-9-6 IT Sentinel/Release 11.0
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* Any extended attribute appearing on both the object being set and a selected
object is retained on both. If the properties of such an extended attribute are
changed, the following additional rules apply:

— Any changes to the properties of an extended attribute in the object being
set are also made to the selected object.

— If a property change causes a previously-set value to become invalid,
that value is removed and either promoted or replaced with its default
value, depending on the Auto. Assign Value setting of the extended
attribute.

WARNING—If you change a sub-attribute of a compound attribute, the entire
compound attribute value will replace the corresponding compound attributes
on the selected objects. This can produce unwanted changes in other
sub-attributes of the compound attribute. To edit only specific sub-attributes,
use the procedure given in Using the Attribute Template Method on

page ISU-9-9.

Procedure 9-2 Setting Attribute Values for Several Objects

1 Select the objects whose attribute values will be set. You can select the objects
manually or automatically, as described under Logical Object Selection on
page ISU-9-15.

O Selection markers appear around the objects.

2 Open an object’s Attributes dialog box. This object does not have to be selected,
because changes always apply to the object whose Attributes dialog box is open.

[ ; Edit Attributes

i Set Marne
Unselect:

Advanced Edit Attributes
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3 Set the desired attribute values.
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4 Select the Apply Changes to Selected Objects check box, then click OK.

Estended Altrs. |

v Apply changes to selected objects

I Find Mest |

v Advanced

ak. I Lancel |

O The Attributes dialog box closes and the attributes of the selected objects are
updated.

End of Procedure 9-2

In this example, the objects all
move to the same y position.

Using the Edit Selected Objects Method

This method provides an alternate way to edit the attributes of several objects
at once. IT Sentinel checks to see what attributes the objects to be edited have
in common and creates a table of these attributes. You can then edit the

attribute values as needed.

Procedure 9-3 Setting Attribute Values on Selected Objects

1 Select the objects whose attributes you want to change. They do not have to be

the same type of objects.

2 Right-click in the workspace and choose Edit Selected Objects from the workspace

pop-up menu.

O The Objects Attributes dialog box opens, displaying all the attributes that the
selected objects have in common.

ISU-9-8
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3 Change the desired attribute values in the Objects Attributes dialog box. When you
are finished, click OK.

O The object attributes are updated appropriately.

End of Procedure 9-3

Using the Edit Similar <Nodes/Links> Method

This method is similar to the Edit Selected Objects method except that it
automatically selects the set of objects to consider, based on the value of their
“model” attribute.

Procedure 9-4 Editing Attribute Values on Similar Objects

1 Right-click on an object in the workspace, and choose Edit Similar Nodes/Links
from the object pop-up menu.

O The Attributes dialog box opens, displaying all the attributes of all the objects
with the same “model” attribute as the selected object.

2 Change the desired attribute values as appropriate. When you are finished, click
OK.

O The object attributes are updated.

End of Procedure 9-4

Using the Attribute Template Method

This method generates an editable table of attribute values based on a
user-defined attribute template (for an example, see Figure 9-3). Because the
table is limited to a set of interesting attributes in the network, for all or only
certain objects, you can change the attribute values quickly and easily.

Figure 9-3 Edit Objects by Template Dialog Box
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Procedure 9-5 Setting Attribute Values by Template

1 Choose Edit > Edit Objects Using Template.

O The Edit Attribute Template dialog box appears.

2 Select an attribute template from which to generate an attribute table.

If you want to define a custom template, click Close, define a template as described
in Procedure 9-6, then begin this procedure again.

3 Set the “Include only selected objects in report” and “Ignore views” checkboxes to
control which objects will be included in the attribute table. The default settings will
include all objects in the network.

4 Click Generate.

0 The Edit Objects by Template dialog box appears.

5 Edit the attributes as needed. There are two editing modes:

Standard Mode

You can click on any attribute value and edit it as you would in the Attributes dialog
box (see Procedure 9-1 Setting Attribute Values for One Object on page ISU-9-5).

Copy and Paste Mode

You can copy an attribute value and paste it to one or more similar attributes. This
mode disables the standard methods for changing attribute values (edit fields,
pull-down lists, and so on).

5.1 Select the Copy and Paste Mode checkbox.
5.2 Select an attribute value and press Ctrl+C.

5.3 Select the attribute value or a range of contiguous values and press Ctrl+V.
(You can paste only into the same attribute column that you copied from.)

6 When you are finished editing attribute values, click OK to make the changes.

End of Procedure 9-5

Defining an Attribute Template

Attribute templates are used to generate tables of specific attribute values for
one or more objects in a network. These attribute tables are used when you:

« Edit attribute values for multiple objects (see Using the Attribute Template
Method on page ISU-9-9).
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» Create custom reports of attribute values for screen or web viewing (see
User-Defined Reports on page ISU-11-3).

* View areal-time table of selected attribute values (see User-Defined Reports
on page ISU-11-3).
An attribute template specifies the following information about an attribute table:

» Table category and name—Every attribute table belongs to a category, such
as “IP” or “Application”, and has a name that identifies it.

» Object types to include—A table can include all network objects, a specific
type of network object, or objects selected by custom criteria that you specify.

» Attributes to include—Each row of an attribute template specifies the title and
contents of a column that will appear in the attribute table.

To define a new attribute template or edit an existing one, follow Procedure 9-6.

Procedure 9-6 Defining or Editing an Attribute Template

1 Choose Edit > Edit Attribute Template.

O The Define Attribute Template dialog box appears. Each table row in this dialog
box corresponds to an attribute column in tables generated from this template.
At first, the only column defined is for an object name.

x
Category name: Iunnamed ;I
Table namne: I unhamed 4|
Include: I Nodes ;I Logical selection: | UNSET ;l

Column Title | Column ¥ alue ;I Hew
[t Full Hierarchical Mame Tleee |
Edit... |
Delete |
Move Up |
Move Down |
Add Drilldownl
-

a of

Edit Objects... I Preview | LCancel | Save As.. I Help |

2 Choose whether to define a new template or edit an existing one:

» To define a new template, leave the category and table names set to “unnamed”.
(You will specify these names when you save the template.)

» To edit an existing template, select its category and nhame from the pull-down
menus.

3 Choose what object types to include in the table.

IT Sentinel/Release 11.0
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3.1 Select an object type from the Include pull-down menu.

3.2 If you selected “Objects in logical selection”, use the Logical selection
pull-down menu to specify a selection criterion. You can use one of the
predefined criteria or create your own (as described in Logical Object
Selection on page ISU-9-15).

Note—If you define a new selection criterion, you must close the Define Attribute
Template dialog box and return to Step 1 to make your criterion appear in the
Logical selection pull-down menu.

Choose what attributes to include in table columns.
* To add a new undefined column, click New.

» To add a new column based on an existing one, select the desired attribute row
and click Duplicate.

» To edit a column definition, select a row and click Edit. (Alternatively, you can
double-click the Column Value field.) This opens a dialog box for specifying the
contents and format of the table column; see Editing an Attribute Table Column
on page ISU-9-13 for details.

* To delete a column, select its row and click Delete.
» To add a drilldown, select a row and click Add Drilldown.

A drilldown is a child table that you open by following a link in the parent table.
Drilldowns are useful when you want to show a set of related attributes in a
separate window. For example, you might want to create a drilldown table for IP
port attributes on a router.

This operation creates a drilldown table definition, which is initially equivalent to
the current table definition. To edit the drilldown table, select the row and click
Edit.

You can also move attributes around to modify the appearance of tables generated
from the template:

» To change the sequence of attributes, select an attribute row and click Move Up
or Move Down (thus moving the resulting table column left or right, respectively).

» To see what the generated table will look like, click Preview.

Click Save As.

« If you are defining a new template, enter names for the category and table. The
category can be one of the existing categories or a new one.

« If you are editing a template, you can either keep the original category and table
names (to replace the original template) or change the table name (to create a
new version of the original).

O The template is saved with the extension . ur ep. xnml . New templates are saved
in your default model directory; edited templates are saved in the same directory
as the original template.

ISU-9-12
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6 Click Cancel to close the dialog box.

End of Procedure 9-6

Editing an Attribute Table Column

You use the User Report Column Definition dialog box (Figure 9-4) to specify
the contents and appearance of a column in an attribute tables. The dialog box
lets you pick an attribute from a list of available attributes. You can assign a
column title and specify how the attribute value should be shown. Follow
Procedure 9-7 to edit the definition of an attribute table column.

Figure 9-4 Define User Report Column Dialog Box
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Procedure 9-7 Editing an Attribute Table Column Definition

1 Use the Specify attribute pull-down menu to specify how to view the available an
attributes. The options are:

» By example using object—The Example treeview lists all objects in the current
scenario.

» By example using model—The Example treeview lists all models in the model
directories (specified by the mod_dirs preference).

2 Inthe Example treeview, select an object or model that contains the attributes you
want to view.

O The Attributes treeview displays a list of all attributes for the selected object or
model.

IT Sentinel/Release 11.0
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3 Select an attribute in the Attributes treeview.

4 In the Column title field, enter a title for the table column. (This will generally be

some version of the attribute name.)

Use the Column value pull-down menu to specify the contents of each table cell in
the resulting column. The options are:

* Full hierarchical name—The object name, including all parent objects (for
example, t op. subnet _1. node_3).

Note—Full hierarchical name applies only to an object, so attribute selection is
disabled when you select this option.

» Simple name—The object name (for example, node_3).

Note—Simple name applies only to an object, so attribute selection is disabled
when you select this option.

 Attribute value—The current value of the attribute.
» Parallel attribute values—The current value of one or more similar attributes.

This option is useful when you want to show related attributes in the same
column. For example, a router model might contain compound attributes for three
types of interfaces (loopbacks, physical interfaces, and subinterfaces). Each
interface attribute includes a sub-attribute that specifies the IP address. Using
this option, you could create a column called “IP Address.” You could then select
the IP address sub-attributes for the three compound attributes. In the resulting
table, the “IP Address” column would show the addresses for loopbacks, physical
interfaces, and subinterfaces.

If you select this option, you should next select some additional attributes in the
Attributes treeview.

* Index variable value—The index value of the attribute. This option is useful if a
model can contain multiple instances of an attribute. If you select this option, you
must also select something from the Index variable pull-down menu.

Use the Display attribute pull-down menu to specify how to show the attribute
value. The options are:

» As symbol or value—If the model uses a symbol map for the attribute, the symbol
is displayed when appropriate; otherwise, the attribute value is displayed.

» As actual value—The attribute value is always displayed.

Click OK to accept the column definition and return to the Define Attribute Template
dialog box.

End of Procedure 9-7
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Selecting Objects by Attribute

In addition to selecting objects graphically (by clicking on them), you can select
objects in two other ways:

» Similar object selection—selects objects by model attribute
» Logical object selection—selects objects by type, location, and attributes
These operations can be particularly helpful during group attribute assignment,

by simplifying the selection of objects throughout multiple levels of a network
model.

Similar Object Selection

This operation allows you to select all nodes or links in a network model that use
the same model (that is, have the same "model” attribute value) as a specified
object.

Procedure 9-8 Selecting Similar Objects

1 Choose Select Similar Nodes or Select Similar Links from an object pop-up menu.

O The program selects all objects in the network model that have the same “model”
attribute value as the object used to open the pop-up menu. Any previously
selected objects remain selected.

End of Procedure 9-8

Logical Object Selection

This operation allows sophisticated control over object selection. You can
invoke this operation at any time, regardless of whether objects are already
selected, and use it to select or deselect objects, based on a variety of selection
criteria. Logical object selection has two primary advantages over graphical
selection:

» It allows you to select objects that are not visible in the workspace (that is,
objects that are nested within subnetworks).

» It allows you to define a set of criteria on which to base the object selection.

Note—If you have objects selected in different subnets, moving between
subnets in the Project Editor can clear the object selection set. You might want
to use the Network Browser to traverse selected objects in different subnets,
because this will retain your selection set. See Network Browser on

page ISU-7-18 for information on using the Network Browser

IT Sentinel/Release 11.0
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Selection criteria comprise the type of objects to be selected, their locations
within the network model (the search scope), and an optional set of attribute
values that either may or must be met. You enter these selection criteria via the
Logical Object Selection dialog box.

Procedure 9-9 Selecting Objects Logically

1 Choose Select Objects... from the Edit menu.

O The Logical Object Selection dialog box appears.

#]Logical Object Selection x|
— Object Types: Include Objects In:
I Subret ¥ Node I~ Link [~ Path ¥ Current subnet
I~ Fised |V Fived I~ Simple [~ Demand [ Child subnets
I~ Hobil= [ Mobile Im|Bupls I™ Other subnets
I~ | Satellite ¥ Satellite = Bus
I~ Tap
— Attribute Criteria
Prapasition Attribute MNarne | Condition Waluz ;I
Drelete Row | Update
Selection mode: (* Beselect ¢ Select ( Deselect
Load... | LCancel I Save s | Apply | Help |

2 Specify the object types to be selected by selecting the appropriate check boxes.
You can specify more than one type of object.

3 Specify where in the network model to search for the specified object types. By

selecting an appropriate combination of check boxes, you can search anywhere
from one subnet to the entire network model.

Table 9-2 Search Scope

Location Description

Current subnet Searches only the subnet in the workspace.
Child subnets Searches all child subnets of the current subnet.
Other subnets Searches all subnets except the current subnet.
End of Table 9-2

O Based on the object type and search scope, IT Sentinel constructs a list of
possible attributes and values.
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4 If desired, specify one or more attribute value criteria for the objects to be selected.
These criteria are defined in the Attributes data table as follows:

Table 9-3 Attribute Value Criteria

Column Field Type Description

Prop. Pull-down menu Specifies whether to “Consider” or “Require” the
attribute value criteria when selecting objects. To be

(proposition) selected, an object must pass both of these tests:

« It must meet every attribute value criterion
marked “Require”.

¢ It must meet at least one of the attribute value
criteria marked “Consider”. (Thus, one “Consider”
criterion in the table is equivalent to a “Require”
criterion.)

Attr. Name Pull-down menu Specifies the name of an attribute that the selected
object must contain. This menu lists all visible
attributes for the specified object types and search
scope. Changing either of these criteria may cause the
list of attributes to change.

=? Pull-down menu Specifies the required relationship between the
attribute and its value: equal to (=), not equal to (!=),
greater than (>), less than (<), greater than or equal to
(>=), less than or equal to (<=).

Value Varies, Specifies the desired attribute value. Depending on the
depending on attribute data type, you can type in a value or select
attribute type from a list of values.

End of Table 9-3

5 Specify a selection mode (by left-clicking its radio button) to indicate how
IT Sentinel should treat selected objects. Only one selection mode can be selected
at a time.

Table 9-4 Selection Modes

Selection Mode Description

Reselect Deselects all objects in the specified search scope, then selects
only those objects that meet the specified criteria.

Select Selects all objects that meet the specified criteria. If some
objects in the search scope were already selected, they remain
selected.

Deselect Deselects all objects that meet the specified criteria.

End of Table 9-4
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6 Left-click Apply (to select without closing the dialog box) or OK.

O IT Sentinel creates a list of all specified object types in the search scope,
removes from the list any objects not meeting the attribute value criteria, and
selects (or deselects) the remaining objects according to the selection mode. If
necessary, the network view changes to show the subnet that contains the first

object in the list.

Figure 9-5 Logical Object Selection Example

—]Logical Object Selection x|
— Object Types: Include Objects In:
[ Subret [ Mode [ Link [~ Path IV Current subnet
I~ |Fized [~ Eied [~ Simpler [ Demand [ Child subnets
¥ Wsbile [ Mabils Dugles I Other subnets
I Satelite [ Satelite ™ Bus
[~ Tap
— Adtribute Criteria
Prapozition Attribute Narme |Conditi0n |Value ;l
Require model = comm_’st/at_ii////—’
Consider altitude < 100 ]
Consider ¥ position >= ﬁ»
Delete Row | Lpdate |

Selection mode: % Reselect  Select  Deselect

Load.. I oK I LCancel | SaveAs...l Apply Help

[——

Attribute Properties

Every attribute has a set of properties that defines it. The basic properties of an
attribute are its "name”, "data type”, "default value”, and "units”. Additional
properties can provide a description of the attribute, allowed or typical values,
and other information. Attribute properties are predefined and usually
unchangeable, although you can view them in several dialog boxes. You can
change attribute properties at certain times, however, such as when creating an

extended attribute.

The selection criteria specified here
produce the following result:

* In the current subnet and all its child
subnets,

—~——————__ all mobile nodes

« using the” comm_station” model AND...

« having an "altitude” less than 100 OR a
position "greater than or equal to 35...

are selected. All other objects within the
search scope are deselected.

ISU-9-18
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The following table describes the properties that define an attribute.

Table 9-5 Attribute Properties

Property Description
Name  uniquely identifies the attribute during model specification and
simulation. Attribute names may not contain a dot “.” or left square
bracket “[“character.
Datatype |ndicates the kind of information the attribute can store.

Default value

Specifies a value to be assigned to the attribute when its parent object
is created, if the attribute property’s Auto. Assign Value check box is
selected. The default value may also be used at simulation run time if
the attribute has not been assigned another value.

Units  Helps users of a model interpret the attribute’s definition, but plays no
role during simulation.
Range  Defines a range of allowed values for the attribute. Range applies to
numeric attribute values only.
Comments  Describes the attribute and how it should be used.

Properties type

Indicates whether the attribute properties are public or private.
Private properties apply to one attribute only. Public properties can be
saved and applied to other attributes. See Sharing Attribute
Properties on page 1SU-9-20 for details.

End of Table 9-5

Viewing Attribute Properties

You can view or change attribute properties in the Attribute Properties dialog
box. Because you can change properties only at certain times, however, there
are two versions of this dialog box. A read-only version restricts you to viewing
the attribute properties, whereas the standard version allows both viewing and
editing (as described in Attribute Properties Dialog Box on page 1SU-9-28). For
viewing attribute properties, this dialog box can be accessed several ways:

* Via the Details button in the Attributes dialog box.

» Via the Details button in the Rename/Merge Attributes dialog box.

» Via the Edit Properties button in the Extended Attributes dialog box.

» Via the Edit Properties button in the Derive New Model dialog box.
Procedure 9-10 describes how to access the Attribute Properties dialog box
using the Details button.

Procedure 9-10 Viewing Attribute Properties

1 Open an Attributes dialog box (as described under Attributes Dialog Box on

page ISU-9-1).
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2 Left-click an attribute name to select it.

)

ntention Mode Simulate Contertion
@ |— Proceszing Speed tultiplier k 1.0

)] Multi-tazking Performance Table Mo Entries

(® | Client Address Auto Azzigned

3 Open the Properties dialog box for the attribute:

— If you are in the top-level Attributes dialog box, click the Help icon next to
the attribute name.

— If you are in an attribute table, click the Details button. (This button is
available only when an attribute is selected.)

T azk Contention Mode Help icon
|—F'ru:n::essing Speed Multiplier

ontention Mode Simulate Contention
Processing Speed Multiplier 1.0
ulti-tazking Performance T able Mo Entries LI

Qetailq. | PBromote | Ok I LCancel |
L

Details button

O The read-only version of the Attribute Properties dialog box pops up, displaying
detailed information about the attribute.

i—]nttrihute: Task Contention Mode x|

Diata Type: integer ‘ | Aitribute properties % Erivate ) Fublic |
— Range Default Value

ﬁsimulate Contention | ‘
From | ‘ |npen |
Urits
Tao | ‘ |open | ﬁ | ‘

— Symbol Map — Comments

Symbal |Value =] [Task Contention Mode -]

Simulate Contention 1 specifies the mode inwhich J

Contention Already Modeled 0 the server CFU will operate

0 service a particular task:

1) Simulate Caontention:

I Allovs Other W aluss LI

LCloze |

End of Procedure 9-10

Sharing Attribute Properties

Attribute properties are either private or public, as indicated by the radio buttons
at the top of the Attribute Properties dialog box. When private, attribute
properties apply only to the attribute for which they are specified. All attributes
are private by default.
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When attribute properties are public, you can save them to disk. This lets you
create a set of properties that can be assigned to other attributes, eliminating
the need to respecify the same properties each time they are needed. In
addition, because public attribute properties are shared, you can change them
on one attribute and all attributes using that set of public properties will
automatically inherit the same changes.

Note—Public attribute properties cannot be inherited from a parent model (as
described under Inheritance on page ISU-9-29). Thus, if you make attribute
properties public, all Inherit check boxes are deselected automatically. They will
remain deselected even if you later change the properties back to private.

Attribute properties can be made public or private, saved, and loaded only from
the standard (editable) version of the Attribute Properties dialog box. You can
switch attribute properties between public and private as needed (for example,
to edit public properties).

Procedure 9-11 Saving Public Attribute Properties

1 Select the Public radio button in the Attribute Properties dialog box.

O The file name unnaned appears following the Public radio button, indicating that
the attribute properties have not yet been saved, and the Save public button
becomes active.

2 Left-click the Save public button.
O A dialog box pops up for naming the set of attribute properties.

3 Type in a name and click OK.

O The new name appears following the Public radio button. The attribute property
set is saved in your primary model directory, appended with the suffix “. ad. ni'.

End of Procedure 9-11

Procedure 9-12 Loading Public Attribute Properties

1 Click the “Load public” button in the Attribute Properties dialog box.

O A menu of available public attribute properties pops up.

2 Select a set of public properties from the list and click OK.

O The attribute properties in the selected set replace those in the Attribute
Properties dialog box and the dialog box becomes view only.

End of Procedure 9-12
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Editing Public Attribute Properties

Only private attribute properties can be edited. Therefore, you must switch
public properties to private before changing them. You can then switch them
back to public and resave them.

Procedure 9-13 Editing Public Attribute Properties

1 Select the Private radio button.

O The fields in the Attribute Properties dialog box become editable. The Public
check box and the Save Public button become inactive.

2 Edit the attribute properties as desired.

3 Select the Public radio button.

O The original file name appears following the Public radio button, as a default
value, and the Save public button becomes active.

4 Save the changed attribute properties, using the same or a new name. If you use
the same name, all attributes using this set of properties will receive the changes.

End of Procedure 9-13

Compound Attributes

A compound attribute is a grouping of several attributes into one attribute. This
grouping allows you to describe a complex set of characteristics for an object
with one value. You can do this by defining the compound attribute, then editing
its properties to create a symbol map in which each set of characteristics is
represented by one symbolic name. Each attribute of a compound attribute has
a value and properties that can be viewed or edited in the same ways as those
of other IT Sentinel attributes.

The attributes comprising a compound attribute appear as a table of attribute
values. The number of rows in this table is specified by an attribute called row.
All compound attributes have a row attribute.
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Every row of a compound attribute table contains values for the same set of one
or more attributes. This set is identified by a numeric index in the first column,
then by the name of the compound attribute. The rest of the row contains the
values of each attribute in the set. These attributes are identified by a name
above each column.

Figure 9-6 Compound Attribute Table Dialog Box

—#](applications) Table : x|
MName | Start Time Offzet [ze... | Diuration [seconds] | Repeatability ;I
w'eb Browsing [Light ... uniform (5.10) End of Profile Unlimited
Email [Light) uniform [5,10] End aof Profile Unlirited
Telnet Session [Light]  uniform [5,10) End of Profile Unlimited
File Tranzfer [Light) uniform [5,10] End of Profile Unlimited -
K| Ll_l
4 Baows Delete | Irzert Duplicate I Tove Up | fdove Dawn |

[etails I PBromaote | Ok I LCancel |

Because a compound attribute incorporates multiple values (for each attribute
in the table), its value is represented by a symbol rather than a specific value:

@ | Operation Made Sirmultaneous . Z?twt?lf’tg”d
@ |‘ Start Time [seconds) unifarm [100,110) value

To view the definition of a compound attribute, left-click the “(...)" symbol and
choose “Edit” from the pull-down menu.

Defining Compound Attributes

Most of the compound attributes you use will be pre-defined by the model
developers. However, unless these compound attributes have been promoted
by the developer, you won't see them. You can create a compound attribute
yourself when desired, as an extended attribute.

Procedure 9-14 Defining a Compound Attribute
1 Add the new attribute to the Extended Attributes data table.

2 Select “compound” from the pull-down menu in the Type column of the Extended
Attributes data table.

O The Type column value changes to “compound” and the Default Value column
value changes to the compound attribute symbol “(...)".

|.t‘-‘«ttrit-ute Marne | Group | Type | Units | Default ' alue
operating_ system system [..)
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3 Left-click the Edit Properties button.

0 The Compound Attributes Properties dialog box appears.

:—lﬁ:—]tompound Attributes Properties |

Default number of rows: |1 Edit Row Count Propertiesl

Aftribute Name | Type | Units Drefault alue ;I
|_

[]

MNew attribute I Edit Compound Attribute Propertiesl

Add | Delete I Move Up | Iove Down | Edit Properties ak I LCancel |

4 Edit the count properties:
4.1 Left-click the Edit Row Count Properties button.
O The Attribute Properties dialog box for the count value appears.

4.2 Edit the properties of “count” as necessary, using the procedure described in
section Attribute Properties on page ISU-9-18.

4.3 Close the Attribute Properties dialog box when finished.

5 Edit the set of attributes that will be part of each row of the compound attribute
table:

5.1 Type the name of an attribute in the New Attribute text entry area, then press
<Return>.

5.2 Set the type and default value in the corresponding columns.

5.3 Repeat steps a and b for each additional attribute.

6 If desired, edit other properties of the compound attribute:
6.1 Left-click the Edit Compound Attribute Properties button.

O The Attribute Properties dialog box appears. This dialog box allows you to
make the attribute properties public, create a symbol map, add comments,
and so on. See the procedure for editing attribute properties in section
Attribute Properties on page ISU-9-18 for details.

6.2 Close the Attribute Properties dialog box when finished.
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7 Close the Compound Attributes Properties and Extended Attributes dialog boxes
when finished.

O The new compound attribute appears in the Attributes dialog box.

End of Procedure 9-14

Editing Compound Attributes

There are three situations in which you may need to change the values of a
compound attribute:

» It belongs to the extended attributes of an object.
» It has been promoted from a lower level of a model.

» It belongs to the parent model of a new derived model.

The procedure for editing a compound attribute is similar in each of these cases.

Procedure 9-15 Editing a Compound Attribute

1 With the compound attribute to be edited visible in the Attributes dialog box,
left-click the Extended Attributes button.

0 The Extended Attributes dialog box appears.

2 Left-click the attribute name, then click in the New Attribute text entry area.

0 The Compound Attributes Properties dialog box appears.
3 Edit the count, attribute values, and compound attribute properties as necessary.
4 Close all dialog boxes when finished.

End of Procedure 9-15
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Customizing Header Information

The Edit Attributes dialog box displays the device type and vendor or product
information of the corresponding object, as shown in the following diagram. You
can customize this information as follows.

i—]{nude_ﬁ] Attributes x|

T _I,I|:|Ez:| raLter

| Attribute

@  harme 1wode b
i |—mn:u:|e| C5_10720_2z_feld_

IT Sentinel can read data from the attributes or self-description of an object and
display this information in the object’'s Edit Attributes dialog box. The
“obj_dbox_headers” preference specifies the information that appears.

ﬁnhj_dhnu_headers

single (not double) quotes
used as string delimiters

The previous diagram shows the “obj_dbox_headers” table with the default
settings. Each line in this table defines a label/value pair: the first line specifies
the node type, and the second line specifies the vendor type. (Both these values
are specified in the node model’s self-description).

Each line in this table specifies four pieces of information, separated by
commas:

» <l abel _t ext >—A label clearly indicating the value displayed, such as
‘Type: ‘,‘Vendor: ‘,or‘Model: *.

» <l abel _tooltip>—The text that appears in the tooltip when a user rests
the cursor over the label.

» <val ue_t ool ti p>—The text that appears in the tooltip when a user rests
the cursor over the label.

» <value_text>—The data that appears in the value field. You can specify data
from the model’s attribute list and self-description for this field.

Note that you can specify multiple display fields; the resulting dialog box
displays a maximum of two label/value pairs per line.

The following sections contain notes about how to set these fields.
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<label_text> Field

We recommend using the following syntax:

<si ngl e_quot e><| abel _t ext ><col on><space><si ngl e_quot e>

Example: * Type:’

This ensures that a space appears between the label and the field. You must
delineate this field using single (not double) quotes.

<label_tooltip> and <value_tooltip> Fields

The following conventions apply for these fields:

* To display the value/label text in a tooltip, specify an empty field—that is,
nothing between the delineating commas. The result is that the tooltip
displays the corresponding <label_text> or <value_text>.

» To display no tooltip, include two single quotes with nothing between them
(' ') . The result is that no tooltip appears when you rest the cursor over a
label or value.

Here’s an example:

nothing between commas => value text appears in tooltip

two single quotes between commas => no tooltip appears over
label

<value_text> Field

This field displays data from a model’s attribute settings or its self-description.
The syntax is:

sel fdesc: <sel f _description_fiel d>
attribute:<attribute_name>
You can use the plus sign (+) to show multiple values. For example, to display

an object’s machine type (router, switch, etc.) and model, separated by a space,
you could enter:

sel fdesc: machine type + * * + attribute: nodel

Again, you must use single quotes to delineate characters or strings.

IT Sentinel/Release 11.0
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You can use the OR character (|) to create “back-up” values in the event that a
particular self-description or attribute value isn't found. For example, you could
enter

attribute:<attrl1l> | attribute:<attr2> | attribute: <attr3>
Given this string, the attributes window displays one of the three attributes:

1) IT Sentinel looks for <attrl> (attribute 1) in the object’s attribute list. If the
list contains <attrl>, the attribute window displays this attribute’s value.

2) Ifthe attribute list does not contain <attrl>, IT Sentinel looks for <attr2> and
displays it if possible.

3) If the attribute list does not contain <attrl> or <attr2>, IT Sentinel looks for
<attr3> and displays it if possible.

4) If none of the attributes are present in the list, the header does not appear
at all.

End of Procedure 9-15

Attribute Properties Dialog Box

The Attribute Properties dialog box contains a detailed description of an
attribute, including its data type, default value, and units. This dialog box is used
to view, create, and edit the properties of object attributes. When you access the
Attribute Properties dialog box from the Derive New Model dialog box, you can
edit attribute properties. When you access it from the Rename/Merge Attributes
dialog box, the Attribute Properties dialog box is read-only. See Attribute
Properties on page ISU-9-18 for a description of the fields in this dialog box and
instructions for editing them.
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Inheritance

When you use the Attribute Properties dialog box to edit attribute properties for
a derived model, you can control how the attribute properties of the parent
model are used in the derived model. Specifically, you can control inheritance
of attribute properties and the status of symbols in the symbol map.

Figure 9-7 Attribute Properties Dialog Box

iﬁ-].nttrihute: Application: ACE Tier Configuration ﬂ
— Data Type — — Attribute Properties
’7(3' Private ¢ Public Load Public...|  5ave Pubic |
— Symbol Map — Default Yalue
Symbal | Status| Value = | Unspecified [+ Inherit
Ungpecified inherit [...] — Urits
| ¥ Inherit
— Comments
If application information has -
heen imported from ACE, this J
aftribute needs to he specified
Ll to identify the tier that this
node represents. ltis also used
Mew symbol I Add to specify the protocol used for
(| e — the specified tier and the hd|
¥ Inherit Delste | W Inherit
ak | LCancel |

The attributes of derived models automatically inherit the attribute properties of
the parent model. IT Sentinel lets you control which properties get inherited via
the Inherit check boxes in the Attribute Properties dialog box. These check
boxes are only present when editing derived models, not when viewing them.
When selected, an Inherit check box indicates that the current model has
inherited the properties of its parent model.

An Inherit check box associated with each of the following attribute properties:
» Default value

* Units

* Range

* Comments

e Symbol map

Note—The Inherit check box for a symbol map pertains to the status of the
Allow Other Values check box only, not to the symbol map itself.
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When you edit a derived model, you can accept the parent model’s attribute
property by leaving the check box selected (it is selected by default). While it is
selected, you cannot edit the attribute property. Attribute properties in child
models whose Inherit check boxes are selected are automatically updated when
the parent model is modified.

Deselecting the Inherit check box allows you to maodify the attribute property and
override the parent model’s setting. Any child model derived from it will inherit
the modified attribute property.

Figure 9-8 Inherit Check Box

The Inherit
EI check box is

deselected,

indicating the
- - Default Value

Load F'ul:nln::...l Save Public | attribute

property

|* Dretault Y alue specified here

overridesthat of

relative to subket-platfarmn [ Inherit thedpéllfem
moael.

— Unitz |

Because a derived model is a specialized case of its parent model, you can only
override an attribute property with a more restrictive value than that of the
parent. For example, to override the “Range” attribute property shown in the
above diagram, you would deselect the Inherit check box and then specify a
more restrictive range, such as 1 inclusive to 1000 inclusive.

Public attribute properties cannot be inherited from a parent model. Thus, if you
make attribute properties public (as described under Sharing Attribute
Properties on page ISU-9-20), all Inherit check boxes are deselected
automatically. They will remain deselected even if you later change the
properties back to private.

Symbol Status

Each symbol in the symbol map of the Attribute Properties dialog box for a
derived model has a status that specifies how that symbol will be treated in the
derived model. New symbols added while creating or editing derived models
always have the status “add”. Symbols inherited from a parent model’s symbol

map can have the status "inherit”, “replace”, or “suppress”. The following table
describes each symbol status.
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Self-Description Dialog Box

The Self-Description dialog box is used to view or modify a model's
self-description. Every link and node model contains a self-description that
stores basic information about itself, such as machine type, manufacturer, and
interfaces. IT Sentinel uses this information to match models to imported
objects during topology imports. (For more information, see the chapter on
Importing Network Data.)

By editing the self-descriptions of derived models, you can fine-tune how

IT Sentinel selects models during a network import. Link and node
self-descriptions have different formats, and the procedures for editing them
differ.

A self-description has three basic components: a priority, requirements and
assignments:

» Priority—If IT Sentinel finds more than one model for an imported object, it
chooses the model with the highest priority number.

* Requirements contain information about a model that must match that of an
imported object for the model to be selected.

» Assignments are values assigned to a node model’s attributes after it is
substituted for an imported object. Assignment values of type “constant” are
simply assigned to the node’s attribute. Assignment values of type
“characteristic” use data from the imported object (such as the number of
workstations in a LAN) to set an attribute.

Node Self-Description

A node self-description has two components: a core self-description and one or
more port self-descriptions. A core self-description stores basic information
about a node model, such as machine type, manufacturer, etc. Port
self-descriptions store information about one or more ports supported by the
node. Each transmitter-receiver pair must be described, though one link
self-description can describe multiple pairs if they have the same description
and multiple port numbers.

Procedure 9-16 Editing a Node Self-Description

1 Right-click a node’s icon in the Object Palette.

0 The Model Description dialog box opens.

2 Open the Self-Description Dialog box.

If you are editing an existing model’s self-description, press Edit in the Node Model
Description dialog box. If you are deriving a new model, click Derive New Model
and then click Self-description.

O The Node Self-Description dialog box opens.

IT Sentinel/Release 11.0
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Figure 9-9 Node Self-Description Dialog Box

:—L}]Self—Description: eth6_ethch6_fddi6_kr6_switch ll
Pricrity: |5
B
bk <18.23x At <1823
4]

3 If you are deriving a new model, uncheck the Inherit check box.

A derived model inherits its parent’s self-description by default, so this box is
initially checked and all fields are read-only. You must uncheck this box before you
can modify the self-description.

4 Set the priority number in the Priority field.

5 Right-click the core self-description icon.

O The Core Self-Description dialog box opens.

Figure 9-10 Core Self-Description Dialog Box

—#]core Self-Description x|

Characteristics that are used for matching® :

Charactenistic Comparator Walue ;I
machine type Equalz siwitch
Model Attributes lgrared™ 10,04 une2?-2003
Ayailable Attributes lgrored™ B asic
[

v Display stict matching requirements

* HP Opentiew always uses stict matching.

= |gnored’ means that this charactenistic iz not uzed in stict matching.
Azsignments applied after matching occurs:

Attribute Tupe Walue ;I

6 Edit the Requirements and Assignments fields as needed and click Close.

7 Right-click on a port self-description icon in the Node Self-Description dialog box.

O The Port Self-Description dialog box opens.
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Figure 9-11 Port Self-Description

:f]ethch_tx_c::l]..s::- J/ethch_r_<0..5> SEIf—Desci‘; ll

Transceiver: Range:

it Iethch_tx_<n> Frarm: Iui
Row: Iethch_m_<n> Ta |57

Characternistics that are used far matching® :

Characteristic Comparatar Walue ;I

interface type Equals: one-of etherchannel: 10BaseT etherch. ..

v Display shict matching requirements

* HP Opentfiew always uges stict matching.

| gnored' means that thiz charactenstic iz not uzed in stict matching.

Assighments applied after matching occurs:

Aftribute Tepe Walue ;I

8 Enter the names of a transmitter—receiver pair in the Xmit and Rcv fields. To
specify multiple transmitter—receiver pairs with consecutive port numbers, use
“<n>" instead of a port number in the name (for example, “hub_tx_<n>_0") and
enter the minimum and maximum port numbers in the Range fields.

9 Specify any requirements and assignments for the node model. Port assignment
attribute names can contain the “<n>" wildcard described in the preceding step.
Then click Close.

10 Edit, add, or delete any other port self-descriptions, as needed.

11 Click Close in the Node Self-Description dialog box.

End of Procedure 9-16

Link Self-Description Dialog Box

Link self-descriptions have the same elements as node self-descriptions, but
are much simpler. One dialog box displays all self-description
elements—requirements, assignments, and priority number.

Procedure 9-17 Editing a Link Self-Description

1 Right-click a links’s icon in the Object Palette.

0 The Model Description dialog box opens.

2 Open the Self-Description dialog box.
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If you are editing an existing model’s self-description, press Edit. If you are deriving
a new model, click Derive New Model and then click Self-description.

O The Link Self-Description dialog box opens.

Figure 9-12 Link Self-Description Dialog Box

_—L—] Self-Description ll

Characternistics that are used far matching® :

Characteristic Comparatar Walue ;I
interface type Equalz senalDs1

v Display shict matching requirements

* HP Opentfiew always uges stict matching.

| gnored' means that thiz charactenstic iz not uzed in stict matching.

Asgsighments applied after matching occurs:

Aftribute Tepe Walue ;I

Priarity: I a

¥ Inherit

Delete | 0K I LCancel |

3 If you are deriving a new model, uncheck the Inherit check box.
4 Edit the port self-description as needed, then click Close.

End of Procedure 9-17
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10 Importing Network Data

In IT Sentinel, you can import network data using the following methods:
* VNE Server Import on page ISU-10-2

» Device Configuration Imports (DCI) on page ISU-10-15
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VNE Server Import

You can create a network model based on information imported from VNE
Server. Unlike the other imports described in this chapter, you can import traffic
information—not just topology information—when importing VNE Server data.
Procedure 10-1 describes the process for importing from VNE Server.

When you choose to import from VNE Server, the following dialog box appears:

Figure 10-1 VNE Server Import Dialog Box—(v11.0 and higher)
=0l x]

— Server Information

Server Mame: ||oca|host

— Import Mode
Thiz iz the first import from WYME Server on this network. Incremental import mode not applicable.
{+ Create network using the most recent WNE Server data

i Incrementally update network using the most recent WHE Server data

i~ Create netwark uzing am existing archive j

r— Filter Information

Nodes: | Al = e |

Link Ioads: | Nane = e |

Flows: | None =i Edt. |

Server metrcs: | None = e |
— Dptions

[~ Create nodes to reprezent external A5 es
[~ Create nodes to represent edge LM s
v Generate import log

[ Include collected configuration files

v Use the following model assistant files:

<chck to add>

|
|
=

ﬂg’k_ . | Import LCancel | Help |

Note—In IT Sentinel versions prior to 11.0, you had to enter the path to the .ior
file instead of the server name. If you are using an earlier version of IT Sentinel,
please note that you still need to enter the information in the earlier format.

WARNING—If you are using VNE Server versions prior to 3.0, you cannot
perform an import by specifying a VNE Server name. You must set the
preference vne_import.use_ior_file to TRUE and specify the .ior file to use.

ISU-10-2
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To import the data from VNE Server, you must specify the following information:

» Server Name—Specify the hostname and port for the VNE Server.

— If you are running import on the same machine as the VNE Server, use
“localhost” as the server name.

— If the VNE server is in a different domain, enter the server name as
hostname.domain, i.e. vneserver.opnet.com.

— Ifyou are importing from VNE Server on a non-standard port (i.e. not port
900), enter the server name as hostname:port (or
hostname.domain:port).

Note—You can change the default port used during import by setting the
preference vne_import.vne_server_port to the desired port number.

* Import Mode—See Table 10-1 for information on import modes.

» Filter Information—See Table 10-2 for information on filtering data during
import.

» Options—Specify optional parameters for import.

— Create nodes to represent external ASes—Creates dummy objects to
represent missing external BGP (EBGP) neighbors.

— Create nodes to represent edge LANs—Creates LAN objects for active
router interfaces that are not connected. By connecting these interfaces
to LAN objects, no active router interfaces are left unconnected after the
import.

— Generate import log—Creates a log of actions during the import. You can
access the log through the object or workspace pop-up menus after the
import.

— Include collected configuration files—Gathers the configuration files of
the devices to be imported along with all other import data. When this
option is used, you can right-click on any imported node for which a
configuration file exists and select View Device Configuration Source
Data.

— Use the following model assistant files:

Model Assistant Files (optional)—If the “Use the following model
assistant files:” check box is selected, you can choose model assistant
files that specify certain import-related information (i.e., data rates,
connectivity). For more information about Model Assistant Files, refer to
Model Assistant on page ITU-6-48.

IT Sentinel/Release 11.0
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Specify the import mode you wish to use, based on the following table:

Table 10-1 VNE Server Import Modes

Import Mode

Usage

Description

Create/Replace network
using the most recent VNE
Server data

Use when starting a new
scenario or when you wish
to erase all existing
information in the current
model to replace with VNE
Server data.

If checked, the current VNE
Server data will be used to
create a network model.
“Create” will appear if you are
in a new scenario; “Replace”
will appear if you are in an
existing scenario.

Incrementally update
network using the most
recent VNE Server data

Use when you wish to
update the current model
with any changes that
have occurred in VNE
Server since the last
import.

If checked, VNE Server will
update the current network
model with all recorded
changes in VNE Server since
the original import.

Replace network using an
existing archive

Use when you want to
replace the current model
with information contained
in a VNE Server archive
file.

If checked, a network model
will be created using the
archived network specified in
the drop-down menu. This
menu is populated based on
available archives from VNE
Server.

End of Table 10-1

ISU-10-4
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Specify filters to apply to the imported data, as described in Table 10-2.

Table 10-2 VNE Server Import Filters

Filter Description

Nodes Select "All" to import all available nodes or choose
"Filter" to allow selective import. If "Filter" is selected
you can also use the "Edit" button to select which node
groupings will be imported. These node groupings are
created in VNE Server.

Link Loads Select "All" to import all available link load data,
"None" to filter all link load data, or choose "Filter" to
allow selective import. If "Filter" is selected you can
also use the "Edit" button to select the time period.
Only the data currently available in VNE Server will be
selectable.

Flows Select "All" to import all available link load data,
"None" to filter all traffic flow data, or choose "Filter" to
allow selective import. If "Filter" is selected you can
also use the "Edit" button to select which traffic flow
data and for what time window. Only the data currently
available in VNE Server will be selectable.

Server Metrics Select "All" to import all available link load data,
"None" to filter all server metric data, or choose "Filter"
to allow selective import. If "Filter" is selected you can
also use the "Edit" button to specify the data to be
filtered. Only the data currently available in VNE
Server will be selectable.

End of Table 10-2

If you filter based on groups and do subsequent incremental imports, the
original node grouping that was in VNE Server at the time of the original import
is retained. Changes, additions, or deletions from the original node grouping are
not considered during incremental imports.

Note—Filters do not apply when performing an incremental import from VNE
Server.

IT Sentinel/Release 11.0
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Including Device Configuration Files

You can import the device configuration files along with the network model when
you perform a new import from VNE Server or when you choose “Replace
network using the most recent VNE Server data”. It does not work with import
from archive file or with incremental imports. See Figure 10-2 for specific
configuration information.

Figure 10-2 Include Collected Configuration Files

iﬁ—]lmpnrt from ¥NE Server -0 x|
— Server Information Must be
Server Name: | localhost imported from
server, not
— Import Mode .
from archive
Thig iz the firzt impart from WHE Server on thiz netwark. Incremental import mode not applicable. file

% Create network using the rmost recent WNE Server data

" Incrementally update network using the most recent ¥ME Server data ~ Must be first

. . . import or
" Create network using an existing archive LI " P .
Replace entire
— Filter Information network model”

Nades: IA” ~] Edit. | _for subsequent
imports.
Link loads: | None 2 |
Flows: INune j Edit... |
Server metrics: INnne j Edit... |

— Options Check box to
[~ Create nodes to represent external ASes include

— configuration
files in import
from VNE
Server.

\

[~ Create nodes to represent edge LANs
[V Generate import log

[~ Include collected configuration files

Iv Uze the following rmodel aszistant files:

<click to add:

|
|
=

.:g.‘k_ . | Import | Cancel | Help |

The files that are sent from VNE Server when the “Include collected
configuration files” option is selected are config files, “show version”, and “show
vlan” data imported into VNE Server using the Device Configuration File Import,
Device Version Import, and Device VLAN Database Import adapters,
respectively. These files are typically provided by Device Configuration File
Collection adapter but can also be copied via the Remote File Collection
adapter as is the case with some users.)

Note—With VNE Server version 3.0.1 build 783, Ciscoworks Configuration File
Import can also be a source for configuration files, however you MUST have
updated model libraries for this feature to work.
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Procedure 10-1 Importing a VNE Server Network into IT Sentinel

1 Start VNE Server if it is not already running. Services must be running to import
from VNE Server. See the VNE Server User Guide for more information.

2 You can import your VNE Server topology in one of two ways:

» To import into a new scenario: choose Import from VNE Server in the Initial
Topology window of the Startup Wizard.

» To import into an existing scenario: from the Project Editor's Topology menu,
choose Import Topology > From VNE Server... (Keep in mind that importing into
an existing scenario will overwrite the original contents.)

O The Import from VNE Server dialog box appears.

3 Specify VNE Server hostname (or the location of the vneserver.ior file is located),
and configure import options.

Note—If there is a firewall between Modeler and the VNE Server, use the .ior file.
To do this, set the preference vne_import.use_ior_file to TRUE through the menu
path Edit > Preferences or by editing the env_db file with a text editor.

4 Click Import.

O IT Sentinel imports the topology and traffic (if selected).

End of Procedure 10-1

After the import has completed, an import summary is displayed, as shown in
Figure 10-3. The summary contains information about the devices and links
imported and created in the model. It also shows the timestamp of the import
and in what mode the network was imported.

IT Sentinel/Release 11.0
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Figure 10-3 Import Summary Report
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After the Import

One you have imported your network model from VNE Server, you can

* Perform an Incremental Import

* View and Edit Configuration Files

» Use the Virtual Command Line Interface (Virtual CLI)

» Generate a Network Inventory Summary Report

» Troubleshooting the Import

Incremental Import

Once you have imported a network from VNE Server, you can perform
incremental imports. With this method, you import only the changes that have
occurred since the last import from VNE Server.

WARNING—In order to do an incremental import from VNE Server, you must
set persistChanges to TRUE in VNE Server. To do this, open the VNE Server
Management Console and navigate to Project Properties > VNES Features.

This attribute is set to FALSE by default.

ISU-10-8
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Notice that instead of the warning “This is the first import from VNE Server on
this network. Incremental import mode is not applicable”, as shown in
Figure 10-1, you are now given the timestamp for the last import from VNE

server, shown in Figure 10-4.

Figure 10-4

— Server Information

-0l x|

Server Name: IVNESl

— Import Mode
Current network based onYNE Server data as of: 16:32:29.075 Oct 14 2004
i~ Replace netwark. using the most recent YNE Server data

i+ |ncrementally update network, using the most recent WHNE Server data

" Replace network. using an existing archive I LI

Incremental Import from VNE Server

Filters are not used with
incremental import and are

— Filter Informetion
Modes: | &1 =l Edi. |

Link, loads: INone j Edit... |
Flons: INone j Edit:.. |

Server metiics: | Nore = e

—"not selectable.

— Uptions
I Create nodes to represent external ASes
I Create nodes to represent edae LANs
|v Generate import log

" ) " /—
I Include collected configuration files I
Iv Use the following model assistant files:
<click ta add> -]
.:‘,5_ - | Impart Cancel I Help |

| Configuration files are not collected

except during a full import.

If you select “Incrementally update network model using the most recent VNE
Server data”, as shown in Figure 10-4, any changes that occurred in the VNE
Server model since the last import will be imported. This is a simpler method of
importing only the most recent changes, allowing you to audit the new network

model and perform comparison studies.

View and Edit Configuration Files

After an import, you can view the configuration file that import used to create a
node in the Project Editor. To do this, select View Device Configuration Source
Data from the node object’s pop-up menu.

WARNING—Changing your device configuration source files and then
performing an incremental import on the modified network model might give
unexpected results. It is important to do incremental imports only to the original
network model imported. If you want to make modifications to the model, save

the scenario under another name first.

IT Sentinel/Release 11.0
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Procedure 10-2 Editing a Configuration File of a Device

1 Right-click on the device in the Project Editor workspace and select View Device

Configuration Source Data from the pop-up menu.

O The configuration file appears in a text edit pad (see Figure 10-24 on
page ISU-10-38).

2 Edit the configuration file.

3 Choose File > Save to save your changes.

4 Close the text edit pad.

End of Procedure 10-2

Figure 10-5 Viewing the Device Configuration File After Import
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Virtual Command Line Interface

The last section described how to permanently edit your configuration files

through a text editor. If you want to edit the devices only for a particular project,
you can use Virtual Command Line Interface (Virtual CLI), which allows you to
edit Cisco routers and switches within the network model. The changes made
with Virtual CLI are specific to the project within which you are working and do

not affect the underlying source files.

WARNING—If an incremental import is performed in the project after changes

are made through Virtual CLI, those changes are disregarded. It is

recommended that you save your original project and scenario and do all

modifications in a duplicate scenario, saved under a different name.

The Virtual CLI has the same look and feel as the Cisco CLI, although it
supports a sub-set of Cisco commands. Virtual CLI supports familiar Cisco CLI
usage including shortcuts (such as typing ena instead of enabl e), command

help access via “?”, and tab completion of a command.

To access the Virtual CLI, right-click on a Cisco router or switch and select Open

Virtual CLI... Figure 10-6 shows an example of a Virtual CLI session.

Figure 10-6 Virtual Command Line Interface

i—]\v‘irtual Command Line Interface: Houston-Edge x|
Houston-Edge conl is now avallahle N
Press RETURH to get started.
Houston-Edge>ena
Houston-Edge#show run
version 12.1
|
hostname Houston-Edge
!
interface Loophack(
ip address 192.168.4.2 255.255.255.255
|
interface FastEthernet0-0
bandwidth 100000
ip address 192.168.4.1 255.255.255.0
|
interface FastEthernet0-1 =
bandwidth 100000
ip address 192.168.5.1 255.255.255.0
shutdown
|
interface Seriall-0
bandwidth 64 =
mam =l ] - - 107 1C0 1 179 OCC JCC aCC 12C7
K1 2
Copy | Paste Close Help |
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Network Inventory Summary Report

After animport, and on a periodic basis, you may want to see how many devices
are in your network and of what type. If you have a rather small imported
network model, it is a simple task to visually gather this information. For larger
networks, however, it is a time-consuming, error-prone task to take inventory.

The Network Inventory Summary report is available at any time after an import.
Running a Network Inventory Summary report after an incremental import
allows you to keep your inventory files up-to-date. In Figure 10-7 you can see
that there are two ways to generate the report: through the drop-down menus or
through the toolbar.

Figure 10-7 Generating a Network Inventory Summary
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An example of a Network Inventory Summary report is shown in Figure 10-8.
The summary includes

» Devices—A total count of devices, and a breakdown by device type

* Vendors—A count by vendor

» Physical Links—A total count of physical links, and a breakdown by type
» Virtual Links—A total count of virtual links, and a breakdown by type

» Other—A total count of other types of devices in the model, including network
clouds, application models, configuration utilities, etc.

ISU-10-12
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If a count listing is in blue text, there are further actions you can take. In the
example shown in Figure 10-8, certain counts are in blue text. To drill down
even further, you can click on any number in blue. In the example below, we can
go two levels deep to see the four Cisco WS-C2924M-XL switches listed.

Figure 10-8 Network Inventory Summary
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At any point in the summary, you can also export the report to any of the
following file types:

» Spreadsheet (for example, MS-Excel)
e Comma-Separated ASCII

* Web Report

« XML

Figure 10-9 Export Network Inventory Summary
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Troubleshooting the Import

VNE Server Behind
Firewall

Links with Mixed
Technologies

Failure to Connect to
VNE Server During
Import

Operational Status
“Not Present”

Occasionally, you may encounter an unexpected problem during an import or in
the results after the import. Some common issues are presented here.

If there is a situation in which the VNE Server cannot be easily reached (for

example, if a firewall separates the VNE Server and Sentinel), you may import
from a .ior file. To do this, you must set the preference vne_import.use_ior_file
to TRUE. This changes “Server Name:” to “IOR File Location:” in the dialog box.

By default, all simple links with mixed technologies are converted to serial links
during import from VNE Server. In clouds with a mixture of at least two of the
following technologies—Frame Relay, ATM, and serial—the interfaces are also
mapped to serial switches. Interfaces on the connected devices are also
changed to serial to prevent a red X from appearing on the link, as though it
were unreachable. If you want to disable this default behavior, change the
preference vne_import.create_serial_cloud to FALSE.

You may encounter a problem connecting to your VNE Server during an import.
There are several reasons this can happen.

* VNE Server is not up or its services are not running.

* You did not specify the correct VNE Server hostname or did not specify a
fully-qualified hostname and port, if applicable. Refer to the beginning of this
section for more information on fully-qualified hostnames.

» If you have the preference set to use the vneserver.ior file instead of a server
name, you may have either specified an incorrect .ior file name or the VNE
Server services are down.

* You may not have connectivity to the VNE Server. Perform basic network
troubleshooting to determine if connectivity exists.

* You may have a firewall between your machine and the VNE Server. See
VNE Server Behind Firewall for more information.

* You may have set the preference vne_import.skip_vne_connection to TRUE
and have no valid XML file in your <home>/op_admin/tmp directory.

If you perform an import and see a red X on an interface that is operational in
the production network, it may be due to a known bug in a Cisco MIB for the
interface. When VNE Server performs an SNMP query on the ifOperStatus
object or the propPointToPointSerial encapsulation for a High Speed Serial
Interface (HSSI) running PPP or propPointToPointSerial encapsulation, the
value returned may be “6”, meaning the interface is “not present”. This bug is
fixed in Cisco I0S 12.2(14.3), but there are workarounds, as well.

ISU-10-14
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There are two ways you can block MIBs from setting the ifOperStatus. You can
do this globally by setting a hierarchical priority scheme that applies to all
interfaces or by using import blocker on the adapters for each specific interface.

Device Configuration Imports (DCI)
DCI lets you generate a network model by importing configuration data for
e Juniper routers
» Cisco routers
» Cisco PIX devices
» Cisco Catalyst switches
DCI uses the data in the configuration files to set the IT Sentinel attributes that
control routing and switching behavior, including

» Connections, data rates, and interfaces (including PVCs, aggregate
interfaces, loopback interfaces, tunnel interfaces, VLANSs, and
sub-interfaces)

» Protocol information for IP, IP Multicast, BGP, EIGRP, OSPF, RIP (versions
1 and 2), IS-IS, MPLS, IGRP, IPX, Frame Relay, ATM, RSRB, DLSW, NAT,
QoS, and VPLS

» ACLs (access control lists), route maps, and Juniper firewall filters
 Static routing, default routing, policy routing, and route redistribution
* VLAN, spanning tree, and bridge configuration information

» Cisco security: AAA, TACACS+, Radius, Kerberos

Supported Commands and Features

During import, OPNET considers and parses device configurations and
translates these into model attributes. Currently, not all specific configuration
commands and values are supported. For information on the commands and
features that are supported, see the OPNET Support Center website.

General Workflow
The general workflow to generate a topology is as follows:

1) Create the device configuration files for the routers, Cisco PIX devices, and
switches you want to import.

2) Organize the files into separate directories for each vendor.
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3) Import the device configurations into IT Sentinel.

4) Specify missing interface, port, or link information such as data rate and
unnumbered interface information. DCI includes an Import Assistant for you
to specify this information. To see more about this feature, refer to Using
the Import Assistant on page ISU-10-28.

To include supplemental information that is not in the configuration files, you can
apply model assistant files during or after the import. You can also do a patrtial
or incremental import to add new devices to the topology or to update devices
already in the topology.

After the network is generated and fully configured, you can run simulation
studies, using discrete event or flow analysis, or validation studies using
NetDoctor.

Preparing for the Import

This section introduces the pre-import workflow, including preferences, caveats,
and troubleshooting tips that are helpful for preparation before you import your
device files. Paying careful attention when planning for an import can help
reduce post-import issues.

There are two basic pre-import steps:

» Create directories that are accessible to IT Sentinel for the configuration
files.

» Obtain configuration files for the devices you want to import.

Configuration File Directories

All the configuration files for a vendor must be in the same directory. Before
performing an import, copy the configuration files into separate vendor
directories: one directory for all Cisco files and another for Juniper files.
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Creating the Configuration Files

Before importing configuration files into IT Sentinel, you must first generate the
files from the configuration information on each device. The configuration files
are created by running a few commands, which are listed in Table 10-3, on the
router or switch and copying the output to a text file, as shown in Figure 10-10.

Table 10-3 Show Commands Used by DCI

Command

Importance

Usefulness

show running-config

Required for Cisco
routers and PIX
devices

The output from this command
carries the basic information
about the Cisco router, PIX
firewall, or IOS device, interfaces,
and configuration.

show configuration

Required for Juniper
routers

The output from this command
carries the basic information
about the Juniper device,
interfaces, and configuration.

show config all

Required for Cisco
Catalyst Switches

The output from this command
carries the basic information
about the Cisco Catalyst switch
configuration.

show version

Optional

DCI uses the output from this
command to determine the type
of device from which it was
collected.

show cdp neighbors detail

Required for Cisco
switches; Optional
for Cisco routers

DCI uses the output from this
command to determine
connectivity between
neighboring devices.

show vlan

Required for Cisco
switches running
10S.

DCI uses the output from this
command to determine the
VLANSs configured on the switch.

show frame-relay map

Required to replicate
static Frame Relay
PVCs in model

DCI uses the output from this
command to create Frame Relay
PVCs in the network model.

show atm map

Required to replicate
static ATM PVCs in
model

DCI uses the output from this
command to create ATM pvcs in
the network model.

End of Table 10-3
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Figure 10-10 Creating Device Configuration Files
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Creating Device Models (Optional)

During the import, DCI searches the model directories for the device model that
best matches each configuration file. Typically, this model has more interfaces
or ports than the actual device. You can create a set of device models with the
same number and type of interfaces as the devices you are importing. Doing this
ensures that the models chosen during import match the actual routers or
switches exactly.

You can use the Device Creator to create these models, as described in . This
step is optional, but it gives you the greatest control over the devices chosen by
DCI to represent the imported devices.

Importing Multi-Layer Switch Configurations

In preparation for any device configuration import, you must be sure to gather
all the device configuration files necessary to build an accurate topology. It is
default DCI behavior to skip a device for which a partial configuration is found.
For import of a Layer-3 switch running hybrid I0S (CatOS and 10S), two device
configuration files are required. For the import of a Layer-3 switch running
Native 10S, only a single configuration file is required.

Figure 10-11 Configuration Files Required for Multi-Layer Switch
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After import, the files create one device in the network model, as shown in
Figure 10-12.

Figure 10-12 Import Summary - Multi-Layer Switch
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When you want to view the source files for a multi-layer switch running hybrid
IOS, the menu choices include both files. You can view source files for both the
Layer-2 portion of the device and the Layer-3 portion. Similarly, you can view
the import log generated by the import of each configuration file, as shown in
Figure 10-13, yet the two files make one node in the model:

Figure 10-13 Source Files and Import Log - Multi-Layer Switch
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If a multi-layer switch configuration file is examined during import and found to
have an active (not shutdown) VLAN interface for which no corresponding
switch configuration file is located, however, DCI will skip the import of the entire
device with an error message: “File name: my-file-name.txt File skipped
because Layer 2 configuration file is not available for the multi-layer switch
‘my-host-name’.”

Note—Device import preferences are not visible until you have performed at
least one device configuration import. If you have not done an import, you can
begin an import and cancel out. The preferences then become available.

Restricting Import to Layer-3 Devices

As of release 11.0, you can set a preference to import Layer-3 devices only.
When this preference is enabled, DCI will include these devices types in the
imported topology:

* Routers/Layer-3 modules (I0S/JUNOS)
* Router-Switches (Hybrid OS/Native 10S)

* PIX Firewalls

It will not include
» Catalyst Switches (CatOS)

e |OS Switches

Note—Router-Switches will only have the Layer-3 components imported when
this preference is enabled.

Troubleshooting the Import

The initial network model is built from the imported device files. If adequate
planning is not done before the import, the network model might not appear as
expected. It is important to understand these issues prior to performing an
import, so you may avoid surprises in the resulting topology. After the import,
you may notice some of the following issues:

* Missing Devices—Expected devices not showing up in model

* Phantom Devices—Unexpected devices appear in model

» Differences in Connectivity—Physical connectivity is not as expected
» Differences in Devices—Devices are not as expected

* Post-Import Caveats

IT Sentinel/Release 11.0
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Missing Devices

Yo

u may notice that some expected devices are missing from the network

model after an import. Missing devices can be caused by the following expected
behavior:

If a configuration file is not provided for a device, the device is not imported
into the network model. Be sure to include all device configurations in the
appropriate directory.

If the show ver si on command is not executed for a device, it may not
appear as the correct device type in the network model. A device for which
there is no show ver si on output may appear as a vendor generic device.

If a VLAN interface is encountered during import, DCI will expect to have a
corresponding switch configuration file. If none is found, DCI will skip the
device with that interface with an error message. For more information on
changing this behavior, see Importing Multi-Layer Switch Configurations on
page ISU-10-19.

If you have a multi-layer switch but did not include the output of show cdp
nei ghbors det ai |l , you may have two separate devices appearing in the
network model (or neither, as mentioned in the previous bullet). If you choose
not to re-import with the cdp information appended, you can create a model
assistant file to couple the two devices, using Procedure 10-3. When you
perform your next import, be sure to specify the model assistant file you
created. The multi-layer switch will appear as one device.

Procedure 10-3 Create a Model Assistant File to Join Multi-Layer Switch

1

4

5

Select Topology > Model Assistant > Edit File...

O The Edit Model Assistant dialog box opens.

Click on the Router/Switch Coupling tab.

Note—You may need to scroll to the right to see this tab. Use the directional arrow
in the upper right corner.

Click in the Rows box, in the lower left corner, and increment the number by one to
add a row.

Click on Specify... under Router Name, and enter the name of the
Layer-3 device.

Note—This is the name of the RSM/MSFC/RSFC.
Click on Specify... under Switch Name, and enter the name of the Layer-2 device.

Save the Model Assistant file for use with future imports.

End of Procedure 10-3

ISU-10-22
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Phantom Devices

Differences in
Connectivity

After an import, the network model may contain devices that you did not include
in the configuration data. These inferred devices are created when two or more
routers have interfaces to the same IP subnet. In this case, DCI uses a generic
cloud model to connect the interfaces. The cloud model used to represent the
IP subnet corresponds to the type of interfaces being connected and each cloud
node is given the name of the IP subnet it represents.

In the following example network, DCI inferred and created an Ethernet switch
between three router interfaces. This occurred because three configuration files
specified interfaces that connect to the same IP subnet. All other interface data
specified one-to-one connections, so DCI did not create additional switching
devices.

Figure 10-14 IP Interface Connections in a Generated Topology

192.68.50.113

192.62.50.113

DCI depends on certain information in the configuration files to make decisions
about link names, connections, link types, and link speeds between end-points.
The information in this section describes how the connectivity decisions are
made.

* When importing router configuration data, DCI relies on the IP, Frame Relay
or ATM information in your configuration files to configure router
connections.

» By default, DCI names all interfaces based on the names found in the
configuration files. If an inferred router model is used to represent the
imported device and has extra interfaces, the interfaces are shutdown by
default and have generic names in the format “IFn” (IFO, IF1, and so on).

» Interfaces that are part of an aggregate interface, such as EtherChannel, are
connected based on the configuration of the aggregate interface.

» DCl colors each link according to its underlying technology (Ethernet, Frame
Relay, ATM, etc.) and auto-assigns a name that indicates both interfaces to
which it is connected.

» DCl treats all DPT/SRP interfaces as serial (PPP) interfaces.

IT Sentinel/Release 11.0
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Differences in
Devices

Post-Import Caveats

» If the import process cannot determine an interface data rate from a
configuration file, and you do not specify a data rate in the Import Assistant,
DCI assigns default rates of T1 for serial interfaces and OC3 for ATM
interfaces. These default rates can be changed

» Frame Relay and ATM interfaces that are connected through a
homogeneous Layer-2 network are imported as Frame Relay and ATM
interfaces. However, if these interfaces are connected through a
heterogeneous Layer-2 network (such as a mixture of technologies like ATM,
Ethernet, Frame Relay within the same IP subnetwork), the interfaces are
imported as serial interfaces to allow for connectivity.

» For Frame Relay PVCs, the output from the show frame-relay map
command will override PVCs configured in interface mode using the
command frame-relay map ip.

» For ATM PVCs, the output from the show atm map command will override
PVCs configured in interface mode using the command pvc along with the
protocol command.

DCI searches the model directories during the import for the device model that
best matches each configuration file. If a matching device is not found, you may
discover that the representative device does not suit your needs.

For example, the default device for a Cisco 12012 has 10 ATM ports, 8 Fast
Ethernet ports, and so on. Suppose your specific router has no ATM ports but
is loaded with Gigabit Ethernet and Fast Ethernet ports. Rather than showing
too many ATM ports (in a shutdown status), it is better to define your unique
devices in advance of the import.

Adding devices is described in Creating Device Models (Optional) on
page ISU-10-19.

If you plan to import traffic into the network model, there are some things to bear
in mind with regard to expected DCI behaviors:

» DCI creates a list of aliases for each router that includes all IP addresses for
which that router is responsible. With the exception of switches that have a
Layer-3 card, no aliases are created for Layer-2 objects such as switches
and clouds.

» By default, the import process does not create any traffic source or
destination nodes (such as workstations or LANS). You can create LAN
nodes at the edge of the network model by enabling the Create Edge LANs
option in the Import Device Configurations dialog box. See Performing an
Import with DCI on page ISU-10-25 for details. This option automatically
creates Ethernet, Frame Relay, serial, ATM LANs, FDDI, or Token Ring.

ISU-10-24
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» Certain technologies and interface types are not currently supported in DCI:

— Dual MSFCs—Only the active router card is imported. If both router cards
are active, DCI will import the first one parsed.

— Layer-2 Aggregate Interfaces—Layer-2 aggregate interfaces are only
supported for Ethernet and Multilink PPP. For other technologies, such
as ATM, that have aggregated interfaces, only the physical interfaces are
imported. This results in devices connected at the physical interface with
no logical aggregation.

— Peer interfaces or ports with mismatching technologies may not be
connected.

— PIX devices may not have the correct chassis type, as the show
ver si on command is not supported for PIX at this time.

— Serial, Frame Relay, and ATM interfaces are automatically converted to
Serial and are connected, if they coexist in the same subnet.

Performing an Import with DCI

When you have completed your preparations for an import, you can continue
with an import, as described in Procedure 10-4.

Note—Be sure to check the box to “Use Startup Wizard when creating new
scenarios” when you create a new project or scenario, as shown in
Figure 10-15.

Figure 10-15 Enable Startup Wizard
x|

Project name: IUPNET_EX

Scenario name: I Example2

| ¥ Uze Startup Wizard when creating new scenarios

| 0K I Lancel |

Procedure 10-4 Importing a Topology from Device Configuration Files

1 Open the Import Device Configurations dialog box. You can open this dialog box
in one of two ways:

» To import into a new scenario, choose Import From Device Configurations in the
Initial Topology window of the Startup Wizard.

Note—Be sure to check Use Startup Wizard when creating new scenarios, or
the Startup Wizard will not appear.
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Figure 10-16 Enable Startup Wizard

x

Project name: I OPMET

Scenario name: I Example_5 cenaric|

[ Uze Startup Wizard when creating new scenanios

LCancel |

» To import into an existing scenario, choose Topology > Import Topology >

From Device Configurations...

Either action opens the Import Device Configurations dialog box, shown in

Figure 10-17.

Figure 10-17
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2 Select one of the following import modes.

» Replace Entire Model—Use this option when creating a new project or scenario,
or when you want to overwrite the existing topology.

» Merge with Existing Model—Use this option to add devices to the existing
topology. If some of the devices are already in the topology, these devices are
replaced (that is, reimported) using the configuration files of this import. DCI
matches the devices based on the hostname of the node.

» Reimport Configurations for Selected Devices—Use this option to update the
configuration files of a few devices in the existing topology. The devices must
already be selected in the workspace. If the devices you want to update are not
currently selected, cancel this operation, select the devices, and start over.

In this mode, you do not need to specify the location of the configuration files in
step 3, DCI uses the file specified in the Import Information attribute on the
device. By default, this is the location specified in the original import.

ISU-10-26
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» Reimport Configuration for Modified Devices—When you select this option, DCI
will reimport configuration files for any devices that have been modified since the

last import, based on comparison of the timestamp of the last import and the

current time.

3 For each type of configuration file from which you want to import, use the following
steps to specify where the configuration files are located.

3.1 Select the check box next to the vendor configuration file type.

3.2 Click Browse to locate the directory that contains the configuration files.

3.3 Inthe Browse for Folder dialog box, select the folder that has the configuration
files for this vendor and click OK.

Make sure the other vendors (that is, the ones you do not want to import from) are

not selected.

4 Select import options. The options are described in Table 10-4:

Table 10-4 Device Configuration Import Options

Import Option

Description

Create nodes to represent
external ASes.

Reads external BGP peering, and if there is no external
partner, IT Sentinel creates another AS to connect to.

When this option is checked, DCI imports the BGP-RIB
information for EBGP connections. The RIB-in data of the
border router of the local AS is used as the RIB-out on the
external AS node. The RIB-out files are automatically
generated and specified on the AS nodes.

Create nodes to represent
edge LANSs.

Creates LAN nodes at the edge of the network topology. LANs
are created on device edges if an IP interface is active but not
connected to another device in the import.

Create PVCs

Reads static PVC mapping from configuration and builds the
mesh accordingly. If there are no static maps, DCI will create
a full mesh of PVCs across all interfaces in the same IP
subnet. When this option is not selected, DCI does not create
PVCs during the import—even when static mapping is in the
imported device configuration.

NOTE: This option is new for release 11.0. Previous releases
had option “Create Full Mesh PVCs,” which did not read static
mapping for PVCs.

Generate Import Log

Creates a log that lists the commands that were skipped (not
considered) during the import. The log also contains
diagnostic messages generated by the import.

End of Table 10-4

5 Select or deselect the “Use the following model assistant files” checkbox. If this box
is deselected, DCI will not consider any model assistant files specified in step 6.
DCI will still use CDP information, however, to infer Layer-2 connectivity and
router-switch coupling. If this box is selected (default), DCI will consider the model
assistant files specified by the user in step 6.
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6 Specify one or more model assistant files. These files can be model assistant files,
which have a .ma extension, or import assistance files from releases prior to 10.0,
which have a .ia extension. See information about model assistant files.

Note—As of release 11.0, you may select or deselect a checkbox that tells DCI
whether or not to consider model assistant files when performing an import. By
default the box is selected.

7 Ifyou have a Sentinel or Automation license, and want to save your import settings
to an automation file, click the Save Settings for Automation button and specify a
name for the automation file.

8 Click Import.

O IT Sentinel generates a network topology and configures routing and switching
attributes on the nodes according to the information in the configuration files. If
additional information is needed to complete the import, a dialog box appears
prompting you to open the Import Assistant. See Using the Import Assistant, for
more information.

End of Procedure 10-4

The configuration files do not always contain all of the information that can be
included in a network model. Although you can manually specify additional
information after the import, IT Sentinel has two assistants that can automate
the process.

Import Assistant—When the configuration files do not have some of the
information that DCI needs to complete the topology, the Import Assistant
appears after the import. See Using the Import Assistant.

Model Assistant—Unlike the Import Assistant, which prompts you for
required information, Model Assistant files let you specify additional
information about one, several, or all of the objects in a network. See Using
Model Assistant Files with Imported Topologies on page ISU-10-34.

Using the Import Assistant

Sometimes the configuration files do not have all the information that DCI needs
to fully configure the device models. When this happens, you need to supply the
missing information after the import. The missing information that can be
specified in the Import Assistant falls into the following categories:

IP-unnumbered interfaces—DCI knows that the interface or port is
connected to another but is unable to determine the identity of the other
interface or port.

Unspecified data rates—DCI connects two interfaces or ports but cannot
determine the data rate of the connection.
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When additional import information is needed, the following dialog box appears:

Figure 10-18 Device Configuration Import: Further Information Required

iﬁ-ltlpen Import Assistant = | E||5|

OPMET needs further information ta configure all device ports and
interfaces. The impart process found one or bath of the follawing:

* |P-unnumbered and disconnected interfaces
* Connected port or interface pairs with unspecified
data rates

The Import Azsiztant dialog box allows you to gpecify this information.
‘Wwiould you like to open thiz dislog box?

LCancel |

At this point, you can specify information for IP unnumbered interfaces and
interfaces with unspecified data rates. Using the Show pull-down menu (top
left), you can display either category of interfaces with missing information or all.

Figure 10-19 The Import Assistant
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Connecting Unnumbered Interfaces If there are any IP-unnumbered interfaces
in the network model, the Import Assistant opens with the Show menu set to
Routers with unnumbered interfaces. All such routers (and their unnumbered
interfaces) appear with red icons in the treeview. Follow Procedure 10-5 to
connect the unnumbered interfaces.

WARNING—This procedure applies only to interface connections that were
missing in the configuration data; you cannot use this method to change
connections that were set during the import (which appear with dark green icons
in the Import Assistant).

When you have connected all unnumbered interfaces, all of the formerly red
icons will be light green, indicating that the interface has been modified and is
now properly connected.

Note—You can avoid the occurrence of IP-unnumbered interfaces by ensuring
that you have the output of show cdp nei ghbors det ai | command in your
configuration files.

Procedure 10-5 Connecting Unnumbered Interfaces

1 Make sure that the Show pull-down menu is set to “Routers with unnumbered
interfaces”.

O All routers with IP-unnumbered and disconnected interfaces appear in the
Interface A pane.

Select interface & to connect or specify data rate: Select interface B to connect:

S CovtonEooe = B
=] Ny-Edge Connect/disconnect
selected interfaces:
Connect
Disconnect
Interface A pane Interface B pane

2 Inthe Interface A pane, select an unnumbered interface. Note that clicking on the
plus sign (Windows) or arrow (Solaris) next to the router icon will expand the view
of the router to include its name and interfaces.

O A list of routers with eligible interfaces appears in the Interface B pane.

Select interface A to connect or specify data rate: Select interface B to connect:

BostonEdge = ) Nv-Edge =
Hame DataFiate  Connected to Shutdow Cannect/disconnect
Senall/1  DSO <unconnected>  no selected interfaces:

CEA Comest |
Disconnect

ISU-10-30
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3 Inthe Interface B pane, select the interface you want to connect to the interface
selected in the Interface A pane.

Select interface A to connect or specify data rate: Select interface B ta connect:
Boston-Edge ;I NY-Edge ;I
Narme Diata Rate  Connected to Shutdam. Connect/disconnect = Name Data Fiate  Connected to Shutdow,
Serall/1 D50 <unconnected>  no selected interfaces: Seriall/1 DS0 <uncannected>  no

I unnumbered: |
Hr-Edge : Connect
Disconnect
4 Click Connect.

O The two interfaces are connected. Interface B disappears from the right pane;
the icons for interface A change from red (Needs data) to light green (OK,

modified).
Select interface & to connect or specify data rate: Select interface B to connect:
== | BostonEdgs Bl B
= Name DataRate  Connected o Shutc Connect/disconnect
| Seralls1 _ DSO Ny-Edge.Senall/T no slgizliteiizees
o (<IP Lnnumbered:]
=00 Mr-Edge Connect

Disconnect

End of Procedure 10-5

Specifying Data Rates You can set or change the data rate for any connected
router interface in your network. When you set a data rate, the change affects
both connected interfaces.

Procedure 10-6 Specifying the Data Rate of an Interface
1 Setthe Show pull-down menu to “Routers with \

2 Data Rates” or “All routers”.

O A list of all routers in the network appears. The routers that have interfaces with
unspecified data rates appear with red icons.

Show: I Routers with unspecified interface data rates 4|

The default data rate will be assigned

= [ Ztlanta-Core
=] DC-Care
=} Denver-Core
=] SF-Care
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3 Select the interface whose data rate you want to change. You can select multiple
interfaces by holding down the Control key and clicking on multiple interfaces. The
data rate indicated for an interface is the default data rate that will be assigned if
you do not specify the actual data rate.

Shaw: I Fouters with unspecified interface data rates 4|

The default data rate will be azsigned If you do not specify a data
rate, the default rate is
DCﬁore - Shud assigned. The default rate
arme ata Rate utdown . H :
== |[ATMI/1 CONET/OC 192 168 0 112/23  no for this ATM interface is
[192.162.0.114/29) SONET/OC3.

Derrver-Core
SF-Care

Atlanta-Core

4 Choose a data rate from the Data Rate pull-down menu. If the rate you want does
not appear on this menu, choose Edit and specify the data rate (in bps). Then click
Apply.

O The Data Rate fields for both interfaces are updated to reflect the change, and
the interfaces now have light green (OK, modified by user) icons.

Show I Routers with unspecified interface data rates :I

The default data rate will be assigned

Allanta-Care :I

Apply data rate to
DC-Core selected interfaces:
Data Rate Connected to Shutdown
= |[ATM1/0  SOMET/OC3 1592 168 0 112/23  no ISDNETHDE‘I2 4|

[192168.0.114/29)

Denver-Core Apply [: |
SF-Core

Note—If the icon for an interface is still red after you have specified a data rate, the
interface is not connected. Connect the interface as described in Connecting
Unnumbered Interfaces on page ISU-10-30, then set the data rate.

End of Procedure 10-6

You can save the changes you made to a model assistant file, which you can
then use during another import. To create a model assistant file from the
changes made in the Import Assistant, click Save changes after you have
specified all of the missing information. The model assistant file is created in the
primary models directory with the name you specify. For information about
editing model assistant files, see Model Assistant on page ISU-6-31 of the
Sentinel User Guide.

Viewing the Import Summary Report

When the import is complete, a concise import summary opens. The report
contains single-line descriptions and counts of significant events that occurred
during the import.

ISU-10-32
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Figure 10-20 Concise Import Summary Report

iﬁ-]lmpurt summary (Concise) - |EI|5|

Mumber of Devices Successfully Imported 33 ;I
Murnber of devices with rmizzing COP infarmation 1
Mumber of interfaces with mizzing data rate information 4 ;I

By resting the cursor over each item, you can see expanded information about
the event(s) in the form of a tooltip.

The View Details button, when clicked, opens a full import summary report.This
report contains more information about the import including the timestamp,
duration of process, specified import mode and options selected. It also shows
the directory from which the device configuration files were imported and issues
that were identified by the Import Assistant during the process.

Figure 10-21 Import Summary Report

i—]l::"-.,op_models"-.,projectz—scenario 1-dci_summary-Jul_16_2004_12 57 =] 3]
File Edit Options

S5}

i Device Configuration Import Summary -

3 =

H

4 Import date: 12:57:52 Fri Jul 1& 2004

5

5 Import mode: Layer-3 configuration only

?

3 Import options:

9 Create fully meshed PVCs

10 Generate import log

12 Cisco Dewices

15 Directary: "CiwProgram FilessOPMETHL10.7.avmodelssstdyexample_networkssconfigshbe

17 Total files imported: 16
18

19 Devices created:

20 Routers: 1€

22 Impart Assistant Information

23 -- -— -—

5 Disconnected unnumbered interfaces:
2

26 Discovered:

27 Resolwed: 2

28

29 Interfaces with unknown data rate:

30 Discovered:

31 Rresolwed: 4

52

33 Model Assistant file sawed using Import Assistant:

1) projectz-scenariol

55

36 - -—- -—- -—= - hd
| >

[ |Lire: 1 I

If you wish to review this import summary or other import summaries for
previous imports, right-click in the workspace and choose View Import
Summary. A dialog box opens that contains a list of import summary reports
from previous device configuration imports. You can select any of the available
reports for viewing.
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Figure 10-22 View Import Summary

Go To Parent Subnet
Zoom To Selection
Zaoom In

Zoorm Duk

Zoom To Windaw

Edit Selected Objects

Move Selecked Objects Ta Mon-Geographic Positions

m Choose Individual DES Statistics

Pty View Results

Compare Results
3/'/ Find Top Results

Views Impork Summary
‘igw Detailed Import Log
Open DES Log

DES Anirmation for Subnet

3

x
Import Runs ;I
Jul 14 2004 15:40:00 [Device Configuration Import)

Wie | LCloze |

Using Model Assistant Files with Imported Topologies

Model assistant files let you specify information about the network topology that
is not included in the configuration files.

To apply model assistant files after importing a network, use the procedure
described in Model Assistant on page ISU-6-31 of the Sentinel User Guide. You
can also apply model assistant files during the import, by specifying the files in
the Import Device Configurations dialog box. If you specify information about
unnumbered interfaces and unspecified data rates in model assistant files,
applying the files during the import lets you bypass the Import Assistant.

For general information about how to create, edit, and apply model assistant
files, see Model Assistant on page ISU-6-31 of the Sentinel User Guide.
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After the Import

Although you have imported a virtual model of your network, the live network
continues to evolve. OPNET allows you to manage the network model along
with the changes to your “real” network.

* Incremental Imports and Updates to Network Model
* Viewing the Import Log

* View and Edit Configuration Files

* Virtual Command Line Interface

* Network Inventory Summary Report

Incremental Imports and Updates to Network Model

You can use DCI to update an existing network topology, whether or not that
topology was created with DCI. You can

» add new devices to the network
» update the configuration files of some devices

» do a new import for the entire network

An import of a network model subsequent to an initial import is also called an
incremental import. There are several ways to perform an incremental import.
Refer to Procedure 10-4 and note the following import modes related to
incremental imports:

» Merge with Existing Model—Use this option to add devices to the existing
topology. If some of the devices are already in the topology, these devices
are replaced (that is, reimported) using the configuration files of this import.
DCI matches the devices based on the hostname of the node.

» Reimport Configurations for Selected Devices—Use this option to update the
configuration files of a few devices in the existing topology. The devices must
already be selected in the workspace. If the devices you want to update are
not currently selected, cancel this operation, select the devices, and start
over.

IT Sentinel/Release 11.0
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You do not need to specify the location of the configuration files; DCI uses
the file specified in the Import Information attribute on the device. By default,
this is the location specified in the original import.

* Reimport Configuration for Modified Devices—When you select this option,
DCI will reimport configuration files for any devices that have been modified
since the last import, based on comparison of the timestamp of the last
import and the current time.

Note—When DCI updates the configuration files of nodes that were created
during a previous import, it deletes the existing node and creates a new node in
the network based on the information in the updated configuration file. You will
lose any changes you made to the node in the model since the previous import.
You can eliminate the need to reconfigure each device manually after an update
by using model assistant files, as described in Using Model Assistant Files with
Imported Topologies on page ISU-10-34. If you make the original changes in a
model assistant file, you can use this file when updating configuration files in
later imports.

The import mode, Reimport Configuration for Modified Devices, is the fastest
method, especially for large networks. If the network is relatively small, or if you
have many changes, consider replacing the entire model. All options use the
basic import procedure described in Procedure 10-4. They differ only in the
import mode used in the Import Device Configurations dialog box.

Table 10-5 Import Mode Usage for Updating Imported Topologies

To... Use This Import Mode...

Add new devices to an existing network Merge with Existing Model

Update the configuration files of some nodes Reimport Configurations for Selected
Devices

Perform incremental import of changes in the Reimport Configuration for Modified

network model Devices

Reimport the files of all devices in the network Replace Entire Model

End of Table 10-5

When adding new devices to an existing network or updating the configuration
files for a few devices in the network, create a directory that contains only the
configuration files of the new devices you want to import. Specify this directory
in the Import Device Configurations dialog box and make sure that you are using
the import mode specified in Table 10-5.
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Viewing the Import Log

During the import, some commands in the device configuration files may have
been skipped or ignored. You can see which commands were skipped during
the import by selecting View Device Configuration Import Log from the
workspace pop-up menu. You can view the import log for an individual node by
selecting View Device Configuration Import Log from the node’s object pop-up
menu. In the import Log Browser for both types of logs (global and node), you
can sort the skipped commands according to line number, command (Message
column), class, and so on.

Figure 10-23 DCI Import Log

. Edit Attributes
-
/LA Set Mame

Select
Advanced Edit Attributes
Open Virkual CLIT...

Wiew Mode Description
Select Similar Nodes
Edit Similar Modes

Fail This Node:

Show Attached Demands
Hide Attached Demands

Edit Aliases
wvice Configuration Source Data

L tailed Import Log - = - -
[Cisco Systems;C:\\Program Files',OPNET', 10.7.Amodel; - |E||5
Choose Individual DES Statistics
CUEVICE CUMIUIGUor i = | |ILine Mumber| Category | Class | Subclass ‘ Message ﬂ

Categories 1 Skipped Command Global | <Ma Subclass> (..

C‘ag:ézpw Cormand 10 Skipped Command Global <Moo Subclass» ip subnet-zero |
Glabal 29 Skipped Command Interface Seriall no fairguede |
¢Mao Subclassy 36 Skipped Command Interface Seriall no fail-gueue |
|rterface 44 Skipped Command OSFF  Process: 100 ip classless |
Seriald i Skipped Command | Global | <Mo Subclasss end |

Seniall
0sPF
Process 100
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Viewing and Editing Configuration Files After an Import

After an import, you can view the configuration file that DCI used to create a
node in the Project Editor. To do this, select View Device Configuration Source
Data from the node’s object pop-up menu.

Procedure 10-7 Editing a Configuration File of a Device

1 Right-click on the device in the Project Editor workspace and select View Device
Configuration Source Data from the pop-up menu.

O The configuration file appears in a text edit pad (see Figure 10-24 on
page ISU-10-38).

2 Edit the configuration file.
3 Choose File > Save to save your changes.
4 Close the text edit pad.

End of Procedure 10-7

After editing a configuration file in IT Sentinel, you need to import the updated
configuration file so that the changes you made are included in the topology.
See Incremental Imports and Updates to Network Model on page 1SU-10-35 for
more information.

Figure 10-24 Viewing the Device Configuration File After Import
|

Edit Attributes
Set Name

el les’ OPNET 10.7.A\models’ std' example_networks, 10 1[
elecl

Advanced Edit Attributes
Open Yirtual CLL..

|»

Wiew Mode Description

o nit.z
Select Similar Nodes & Timestamps debug uptime
Edit: Similar Modes e timestamps log uptime
P me LA-Edge
Fail This Mode
net-zero

Show Attached Demands domain-T1ookup

Hide Attached Demands !
ace Loopbacko
o dress 192.168.23.7 255.255.255.255
Edit Aliases
: a . q ‘ace Ethernet0
Wiew Device Configuration Source Data dress 197.168.23.1 255.255.255.0
Yiew Detailed Import Log ndth 100000
‘ace Ethernetl
B no ip address
22 shutdown | |
23 |
24 interface Serialo
25 ip address 192,168,0.8% 255.255.255.248
26 encapsulation frame-relay
27 ip ospf network broadcast
26 bandwidth 1544
29 no fair-gueue
30 frame-relay class CIR

51 frame-relay Tmi-type ansi
|
33 interface seriall

34 ip address 19z.168.0.94 255,255.255.252
B bandwidth &4

56 no fair-queue bl
KIN C

| [Cine. 1
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Using the Virtual Command Line Interface

The last section described how to permanently edit your configuration files

through a text editor. If you want to edit the devices only for a particular project,
you can use Virtual Command Line Interface (Virtual CLI), which allows you to
edit Cisco routers and switches within the network model. The changes made
with Virtual CLI are specific to the project within which you are working and do

not affect the underlying source files.

The Virtual CLI has the same look and feel as the Cisco CLI, although it
supports a sub-set of Cisco commands. Virtual CLI supports familiar Cisco CLI
usage including shortcuts (such as typing ena instead of enabl e), command

help access via “?”, and tab completion of a command.

To access the Virtual CLI, right-click on a Cisco router or switch and select Open

Virtual CLI... Figure 10-6 shows an example of a Virtual CLI session.

Figure 10-25 Virtual Command Line Interface

i—]\firtual Command Line Interface: Houston-Edge il
Houston-Edge conl is now available =]
Press RETURM to get started.

Houston-Edgerena
Houston-Edge#show run
version 12.1
|
hostname Houston-Edge
|
interface LoopbackD

ip address 192.168.4.2 255.255.255.255
|
interface FastEthernet0-0
bandwidth 100000
ip address 192.16858.4.1 255.255.255.0
|
interface FastEthernet0-1 =
bandwidth 100000
ip address 192.168.5.1 255.255.255.0
shutdown
|
interface Seriall-0
bandwidth 64 LI
G —~ddvee—~—~ 100 4AC0 0 1970 OCC QCC TCC TC7
| A
Copy | Paste Close | Help |
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Network Inventory Summary Report

After animport, and on a periodic basis, you may want to see how many devices
are in your network and of what type. If you have a rather small imported
network model, it is a simple task to visually gather this information. For larger
networks, however, it is a time-consuming, error-prone task to take inventory.
The Network Inventory Summary report is available at any time after an import.
Running a Network Inventory Summary report after an incremental import
allows you to keep your inventory files up-to-date. In Figure 10-26 you can see
that there are two ways to generate the report: through the drop-down menus or
through the toolbar.

Figure 10-26 Generating a Network Inventory Summary

iﬁ:—]Proiect: OPMET_OSPF_Analysis Scenario: Baseline [Subnet: top.DCI Network]

File Edit ‘iew | Scenarios Topology Traffic  Protocols MetDoctor  Flow Analysis DES  Design Wi Generate a Network

N Mew Scenario. .. Ctrl+Shift-+1 |
-.4 % g Duplicate Scenatio. ., Chrl+-Shift+D ﬁ E @ =} Inventory Summary

———= Manage SCenarios... \

Previous Scenario Chrl+Up
Mexk Scenario Ctrl+Dowin

Switch To Scenario 3

A o) B8

Scenario Components 3

|Generate Metwork Inventory Summaryl]

User-Defined Reports 3
Metwork Difference Report 3
Live Metwork Difference 3

Generate Network Inventory Summary

Generate Scenario Web Repott. ..
Generate Scenario Bitmap. ..

TEEF
Dallas-Edge

Boston-Edge

ﬁ rallas
— A 192_168_0_88/29
0

e
1| SanDiego

Atlanta-Atcess

An example of a Network Inventory Summary report is shown in Figure 10-27.
The summary includes

» Devices—A total count of devices, and a breakdown by device type

* Vendors—A count by vendor

» Physical Links—A total count of physical links, and a breakdown by type
» Virtual Links—A total count of virtual links, and a breakdown by type

» Other—A total count of other types of devices in the model, including network
clouds, application models, configuration utilities, etc.
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Figure 10-27 Network Inventory Summary

il
File Edit “iew Help
Element | Type | Count u
1 |Devices Total 34
2 | Routers 23
3 | Switches 5
4 | Laver-3 Switches I}
5 | Other 1
L
7 |Vendors Cizco Systems 33
8 |
3 |Physical Links Total B0
o Frame Relay 14
11| Serial g
12| Ethermet i}
13|
14 |Vitual Links  Total 19
15| Frame Relay FYC: 19
16|
17 | Other Metwork Clouds 2
18| Configuration Utilities 1
19 o

If a count listing is in blue text, there are further actions you can take. In the
example shown here, you can also drill down into the Cisco listing for specifics
about the devices found. Notice in the Device Details dialog box, shown in

Figure 10-28, more counts are in blue text.

Figure 10-28 Vendor Detail
~loix]

File Edit Wiew Help

Device Type | Count ILI
Cisoo'WwS-C2924M 2L 4
Cizco 6000 1
Cigco 2600 2
Cizco 3620 1
Cisco 2621 1
Cisco 3640 4

3
4
1

3

Cisco 7204
Cisco 5505
Cizco Systems Generic

[eo]]e8 |~ o | | L [ =
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To drill down even further, you can click on any number in blue. In the example
shown in Figure 10-29, the four Cisco WS-C2924M-XL switches are listed.

Figure 10-29 Detail of Cisco Model WS-C2924M-XL

loix

File Edit Wiew Help

Device Names |;|
1| D01 Network, C232L1
2| D01 Network, L2312
3| D01 Network. L2313
4| D01 Network. L2314

[

At any point in the summary, you can also export the report to any of the
following file types:

o Spreadsheet (for example, MS-Excel)
e Comma-Separated ASCII
* Web Report

« XML

Figure 10-30 Export Network Inventory Summary

iﬁ-]Project: OPMNET_EX Scenario: scenariol [Subne
File Edit Wiew Scenarios Topology Traffic  Protocols  RetDoctor  Flow anal

N %

29 50 Q@ © O Rk
;Igﬂl:

File Edit Wiew Help
Reload R | Tuna | Count ||

To Comma-Separated ASCIL ..

Close  Crl+t Ta Web Repart...
L—_| Laye  TOXML..
ﬂ Other 1

6 |
7 |venders Cisco Systems R
8 |
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Exporting the report makes it easier to use the information for analysis,
management reporting, and other requirements. Figure 10-31 shows an
example of this Network Inventory Summary report exported to a web report
format.

Figure 10-31 Export to a Web Report

Category: Network Inventory
Report: Summary

Element Type Count
1 Devices Total 34
2 Routers 23
&) Switches G
4 Layer-3 Switches il
5 Other 1
5
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11 Publishing Results

This chapter describes the different reports that IT Sentinel can generate. For
more information, see;:

» Generate Scenario Web Report
» User-Defined Reports on page ISU-11-3

» Network Difference Reports on page ISU-11-5

Generate Scenario Web Report

To generate a scenario web report manually, or create an automation task step
for web reports, choose Scenarios > Generate Scenario Web Report. The
resulting web report includes a set of HTML and GIF files that show every
subnetwork, object, and attribute list in the scenario.

IT Sentinel/Release 11.0
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You can traverse this report in a Web browser in much the same way you
traverse a scenario in the Project Editor, as shown in Figure 11-1. Click on each
subnet to enter that subnetwork, and click on each link or node object to view its
attributes. Use the browser’s Back key to return to the previous view.

Figure 11-1 Viewing a Network Topology in a Web Browser
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User-Defined Reports

A user-defined report is a set of output tables that list objects and attribute
values of interest. User-defined reports are useful when you want to view and
compare the attributes of multiple objects in custom tables. There are two kinds
of user-defined reports:

» Static reports contain a snapshot of attribute values at the time of the report.
Several tables can be specified and generated at one time. Static reports can
be viewed on-screen or included in a web report.

» Live reports contain continuously updated attribute values and dynamically
selected objects.

The two kinds of user-defined report tables have a similar appearance (see
Figure 11-2). In both, you can click on an object name (shown in red) to zoom
the network workspace to the corresponding object. The main difference is that
the contents of a live report will change dynamically as you select different
objects in the network or edit attribute values.

Figure 11-2 User-Defined Report

L=
Fil= Edit ¥ew Help
Mode |Yersion/Flavor| M55 [bytes] Receive Delayed ACK Maximum Fast Fast SACK | Window| Hagle's Algorithm| Slow-5tart) ECH H(;I
Mame Buffer Mechanizm ACK FRetransmit| Recovery| Status | Scaling Initial | Capability HJ
[bytes) Delay Count Adj
[seconds]
1 |TR-167  Unspecified Auto-aszigned 8760 Segment/Clock Based 0.200 Enabled Reno Dizabled Dizabled Disabled 1 Dizabled  Mon
2 |TR162  Unspecified Auto-tizzigned 8760 Segment/Clock Bazed 0.200 Enabled Reno Dizabled Dizabled Disabled 1 Dizabled  Mon
3 [100-T Unspecified Auto-dssigned 8760 Segment/Clock Based 0,200 Enabled Reno Dizabled Disabled Disabled 1 Dizabled  Mon
4 [100-T1  Unspecified Auto-tizzighed B7E0 Segrment/Clock Bazed 0.200 Enablad Reno Dizabled Dizabled Disabled 1 Dizabled  Maon
5 [100-T Unspecified Auto-dssigned 8760 Segment/Clock Based 0.200 Enabled Feno Dizabled Disabled Disabled 1 Dizabled  Mon
6_[FDOI Unzpecified Auto-tzzigned 8760 Segment/Clock Baszed 0.200 Enabled Reno Dizabled Dizabled Disabled 1 Dizabled  Mon
F100-T1 Unspecified Auto-tizzigned 8760 Segment/Clock Bazed 0.200 Enabled Reno Dizabled Dizabled Disabled 1 Dizabled  Mon
8 [100-T 2  Unspecified Auto-Assigned 8760 Segment/Clock Based 0.200 Enabled Reno Dizabled Disabled Disabled 1 Dizabled  Mon
9 [1000-T  Unspecified Auto-fizzigned 8760 Segment/Clock Bazed 0.200 Enabled Reno Dizabled Dizabled Disabled 1 Dizabled  Mon
10{100-T1  Unspecified Auto-dssigned 8760 Segment/Clock Based 0.200 Enabled Feno Dizabled Disabled Disabled 1 Dizabled  Mon
A1{100-T 2 Unspecified Auto-tegigned S7E0 Segment/Clock Bazed 0.200 Enabled Reno Dizabled Dizabled Disabled 1 Dizabled  Mon o
4 L

You control what kinds of information a report includes by specifying an attribute
template. You can use predefined attribute templates from the OPNET Model
Library or from some other source. You also can define custom attribute
templates that include the specific objects and attributes you are interested in
(see Defining an Attribute Template on page ISU-9-10).

Follow Procedure 11-1 to generate a static report or Procedure 11-2 to open a
live report.

Procedure 11-1 Generating a User-Defined Report

1 If you want to include a custom table in your report, choose Edit >
Edit Attribute Template and define the table as described in Defining an Attribute
Template on page ISU-9-10.
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2 Choose Scenarios > User-Defined Reports > Generate Report from Template.

0 The Generate User-Defined Report dialog box appears.

iﬁ:—]ﬁenerate User-Defined Report |
Select tables to include in uzer report:
= J Application ;I

_I Prafile Configuration Summary
I_ Traffic Generating Mode Listing

ATH

Frame Felay

Import Information

IP

L&N Switches

tainframe

Server

o o

I Include only selected objects in repart
v lanaore views
I~ Serd reparts ko the Repart Server [host not specified)

Fepart name as it will appear on the Feport Server: |<pr0iect> -{sCenario:

I:ER_ . | Generate I Cloze I Help |

3 Inthe treeview, select the tables you want to include in the report.

4 Set the following options, as needed:

* Include only selected objects in report—When this check box is selected, only
selected objects are included in the report.

« Ignore views—When this check box is selected, the report considers all objects
in the scenario, regardless of whether they are included in the current view.

» Send reports to the Report Server (<hosthame>)—When this check box is
selected, a copy of the generated report is sent to the Report Server specified by
the report_server_name preference (Report Server module required).

* Report name as it will appear on the Report Server—Identifying name for the
report sent to the Report Server (available only when the Report Server option is
selected).

You can use two variables (<project> and <scenario>) in this field. For example,
you could enter “Mary’s <project>-<scenario>". If you run a report from project
“Corporate” and scenario “Internetwork”, the resulting report will be named
“Mary’s Corporate-Internetwork”.

5 Click Generate.

O The View Results window opens. The treeview lists all tables included in the
report.

» To open atable in a separate window, select the table name and click Show. The
Preview pane will show a partial version of the selected table.

» To create a web report of all tables, click Generate Web Report.

End of Procedure 11-1
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Procedure 11-2 Opening a Live User-Defined Report Table

1 If you want to open a custom table, first choose Edit > Edit Attribute Template to

define the table (as described in Defining an Attribute Template on page 1SU-9-10).

2 Choose Scenarios > User-Defined Reports > Open Live Report Table.

O The Live User-Defined Report Tables dialog box appears.
]

Select tables to open:

Application =
ATH

Frame Relay

Import [nformation

IF

L& Switches

Mainframe

Server

TCR

Wireless LANz

Shawy I Cloze | Help |

3 Inthe treeview, select the table you want to open and click Show.

O The live report table appears.

Note—If no objects matching the table definition were selected in the network, the
table will be empty.

4 Select the network objects you want to view in the report. You can:

« select objects one at a time to see the attributes of each sequentially
* select multiple objects and scroll through the table to compare attributes

Use any of the available selection methods (such as click-and-drag or the Select
Similar Nodes operation) to select objects of interest.

End of Procedure 11-2

Network Difference Reports

A network difference report compares objects and attributes between two
scenarios. Network difference reports are useful when you want to see exactly
how a network has evolved from one scenario to the next or how networks
imported from different sources vary. A difference report lists

All objects that appear in both networks but have different attribute settings

All objects that only appear in the current network (the scenario from which
the report was generated)

IT Sentinel/Release 11.0
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» All objects that only appear in the other network

» All objects that have identical attributes in both networks

Note—IT Sentinel determines the presence of a network object by comparing
the full hierarchical names of objects in both scenarios. The full hierarchical
name includes the object name and every parent subnet. An object is
considered to be the “same object” in both scenarios if and only if the object has
the same hierarchical name in both scenarios.

Procedure 11-3 Generating a Network Difference Report

1 Open one of the scenarios you want to compare. Normally you want to open the
“after” scenario and compare it to the “before” or baseline scenario.

2 To define the objects and attributes you want to exclude from the report, choose
Scenarios > Network Difference Report > Define Report. (For more information,
see Defining a Difference Report on page 1SU-11-6.)

3 Togenerate the difference report, open the Generate Difference Report dialog box.
To open this dialog box, do one of the following:

» Choose Scenarios > Network Difference Report > Generate Report

« In the Define Difference Report dialog box, click the Generate button.

4 Specify the second scenario to compare, the difference behavior file, and the target
directory for the difference data (for more information, see Table 11-1 Define
Difference Report Dialog Box on page ISU-11-7). Then click Generate

O IT Sentinel compares the two scenarios and generates one or more XML data
files to store the results.

O The Network Difference Tree Viewer shows the results of the difference
operation. For more information, see Viewing a Difference Report on
page ISU-11-10.

End of Procedure 11-3

Defining a Difference Report

You can exclude some types of objects and attributes from a comparison report.
For example, you might want to ignore differences in annotations or wireless
domains. Similarly, you might want to ignore specific types of attributes. The
resulting report is more concise and easier to navigate.

To exclude objects or attributes from a difference report, choose Scenarios >
Network Difference Report > Define Report. This opens the Define Difference
Report dialog box, shown in Figure 11-3 on page ISU-11-7.

ISU-11-6
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Define Difference Report Dialog Box

Figure 11-3 Define Difference Report Dialog Box

i.-]Define Difference Report: unnamed - 1Ol x|
— Objects to Compare
[V Subrets W Modes [V Links [V Paths [ Demands [V Wireless domaing [ Annotations
[¥ Treat|P interfaces as objects ™ Include hidden nodes
Exclude objects by attribute:
Object Type |Attrihute | Condition |Va|ue d Add Row
Delete Row
>
< | ¥
— dittributes to lgnore During Comparizon
¥ lgnore all nen-modeling attibutes
[~ lgnore position attibutes
[ Ignore bansmitter and receiver attibutes
|gnore specific attributes:
Object Type Aftibute =] addFow
Delete Row
>
| |
Resultz ta Compare
[~ Graphs [~ Tables ‘
Load... | Generate. .. I LCancel | Saveds.. |

Table 11-1 Define Difference Report Dialog Box (Part 1 of 2)

Option

Description

Attributes to ignore during
comparison

Specify attributes to ignore:

« All non-modeling attributes—Ignore attributes that do not
affect discrete event simulation or Flow Analysis results

" ow

(examples: “color”, “line style”, “creation source”)

 Position attributes—Ignore attributes that specify physical
locations of objects (examples: “x position”, “y position”, “x
span”, “y span”)

« Transmitter and receiver attributes—Ignore link attributes
that describe how the link attaches to its end-point objects.
(examples: “transmitter”, “transmitter a”, “receiver b")

“Ignore specific attributes”
table

Ignore specific attributes during the comparison. Attributes are
specified by a hierarchical path (example: IP Routing
Parameters [1OS Version).

Results to Compare

Specify whether to include output results in the report:

* Graphs—Compare generated graphs in each scenario and
report differences, if any.

« Tables—Compare generated tables in each scenario and
report differences, if any.

Save As

Save the current settings to a behavior file

Load

Load report settings from a behavior file

IT Sentinel/Release 11.0
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Table 11-1 Define Difference Report Dialog Box (Part 2 of 2)

Option

Description

Generate

Generate a difference report based on the current settings

End of Table 11-1

Attributes to ignore during
comparison

Specify attributes to ignore:

« All non-modeling attributes—Ignore attributes that do not
affect discrete event simulation or Flow Analysis results
(examples: “color”, “line style”, “creation source”)

 Position attributes—Ignore attributes that specify physical
locations of objects (examples: “x position”, “y position”, “x
y span”)
¢ Transmitter and receiver attributes—Ignore link attributes
that describe how the link attaches to its end-point objects.
(examples: “transmitter”, “transmitter a”, “receiver b")

span”,

End of Table 11-1

Generating a Difference Report

To generate a network difference report, choose Scenarios > Network
Difference Report > Generate Report. You can also generate a report by
clicking the Generate button in the Define Difference Report dialog box. Either
action opens the Generate Difference Report dialog box, shown in Figure 11-4.

Figure 11-4 Generate Difference Report Dialog Box

iﬁ-]ﬁenerate Difference Report

=1olx|

— Compare the active automation project and scenario ta

Project: |Dr0iect1

Scenario: ISCenario‘I

[~ Specified project, and the scenario with given base name that was created
% ozt recently

£ 5f [east I1 ﬂ Idays x| befiore the task execution date

Lel Le

Difference behavior file: IUP_NEtWDTK_diff j

Flace output in: IC:\userS\opnet_useri\op_admin\tmp

v Send reparts to the Repart Server [report_server.my_company.com)

Report name as it will appear on the Report Server: |<pr0iect>-< sCenanor

Browse... |

.:ﬁ_ . | Load | Generate I LCancel

Help

“Save Settings for Automation” button
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Table 11-2 Generate Difference Report Dialog Box

Option

Description

Compare the active project
and scenario to...

Choose the project and scenario with which you want to
compare the active scenario.

Specified project, and ...

Compare the active scenario with a scenario created before
the task execution date

Difference behavior file

Use the difference criteria defined in the selected behavior
file. You can create a difference behavior file in the Define
Difference Report dialog box; for more information, see
Defining a Difference Report on page ISU-11-6

Place output in

Target directory for the generated difference data.

Send reports to...

Send a copy of the generated report to the Report Server
(specified by the report_server_name preference)

Report name...

File name of the report sent to the Report Server. You can
use two variables (“<project>" and “<scenario>") in this field.
Thus, you could enter the following string: “Mary’s
<project>/<scenario>" . If you run a report from project
Corporate and scenario Internetwork, the resulting report
will be named “Mary’s Corporate/Internetwork”.

This option is available only when the “Send reports to...”
option is selected.

Save Settings for Automation

Save the current settings to an automation (.af) file

Load

Load settings from an automation (.af) file

Generate

This button issues the command to generate the report.

End of Table 11-2

IT Sentinel/Release 11.0
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Viewing a Difference Report

The Network Difference Tree Viewer (Figure 11-5) opens automatically after
you generate a difference report. You can also view the last generated report by
choosing Scenarios > Network Difference Report > View Last Report.

Figure 11-5 Network Difference Tree Viewer
gl=1k

Comparing DSPF_Analysis_EX1 Recanfiguration] 3 ta Reconfiguriation, created Jul 09 2004,

Hetwork Objects = =
Obiects with differences (0] Reconfiguration3 Recanfiguration
Obiscts only in Fesonfiguration 3 (0] Reconfiguration3 [default valug]
Objects anly in Recanfiguration (2] Reconfiguration

el Atlanta-Access - Seattle-Edge

ek Atlanta-fccess/Seniall /0 <> Dallas-Edge
Dallas-Edge/Seniall /0 <-» Houston-Edge.
DCI Network

[ Ablsnta-Access/Seriall /0 <-> Houston-Ed
o Atlanta-Core/ATMOA0 <> DC-Core/ATM1
oy Atlanta-Core/ATHM0OA0 <> Denver-Core/y

o= Atlanta-CoreATMOA0 <-5> SF-Core/aT MO
|4 Eoston £ dge/Seriald/0 <> NY-Edge/Ser
|-dmmr  DC-CoredhTH1/0 <> DenvarCorsdaTHI
|-4mEy  DC-CoredhTH1/0 <> SF-Cors/ATMOAD

o @ DOl Network i o
|—do=md Denver CorediTHO/0 <> SF-Core/aTHC
—dmmb | A-Edge/Seriall <> SanDiego-Edge/Ser

I | 5.F A MG ariall o GF.Berace /S ariall AT =
| 1 3 4] 1 >

LaunchWeb Repot|  Close |

You can generate a web report from this viewer; IT Sentinel stores the results
in the same directory as the difference data files. To view the last generated web
report, choose Scenarios > Network Difference Report > View Last Web Report.
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Index
Symbols Attribute Properties dialog box, ISU-9-19, ISU-9-22, ISU-9-28
1= (logical object selection criterion), ISU-9-17 .ad.m file suffix, ISU-9-21
(...), ISU-9-23 attribute property, ISU-9-18
< (logical object selection criterion), ISU-9-17 editing, ISU-9-22
<= (logical object selection criterion), ISU-9-17 editing when public, ISU-9-22
= (logical object selection criterion), ISU-9-17 inherited property
=7 (logical object selection criterion), ISU-9-17 overriding, ISU-9-30
> (logical object selection criterion), ISU-9-17 inheriting, ISU-9-21
>= (logical object selection criterion), ISU-9-17 list of properties, ISU-9-19
... (ellipsis) private, ISU-9-20
in value cell, ISU-9-23 public, ISU-9-20
sharing, ISU-9-20
A viewing, ISU-9-19

attribute template, ISU-9-10
defining, ISU-9-11
parallel attribute values, ISU-9-14
attribute value criteria (logical object selection), ISU-9-17
Attributes dialog box, ISU-9-1
customizing, ISU-9-26
finding attributes, ISU-9-2
operations, ISU-9-3
Auto. Assign Value checkbox, ISU-9-19
Automation menu, ISU-4-35

About This Application (Help menu), ISU-4-39
About this Application (Help menu), ISU-4-39
add symbol status, ISU-9-30
Add to Model Directories operation, ISU-4-28
Advanced checkbox, ISU-9-3
Allow Cycles option
in path models, ISU-8-14
<Alt>+a, ISU-4-11
Apply Changes to Selected Objects checkbox, ISU-9-8
ASCII files. See text files.
Attr. Name (logical object selection criterion), ISU-9-17

attribute, 1ISU-9-1 B
advanced, ISU-9-2 background image
basic properties, ISU-9-18 copying, ISU-7-10
compound. See compound attribute. cutting, ISU-7-10
defining an edit template, ISU-9-11 editing mode, ISU-7-9
description, 1ISU-9-28 location, ISU-7-10
description. See attribute description. moving, ISU-7-10
Edit Advanced Attributes operation, ISU-9-5 pasting, ISU-7-10
finding specific attributes, ISU-9-2 size of, ISU-7-10
group attribute assignment, ISU-9-5 background traffic
model, ISU-9-1 collection strategy, ISU-8-25
naming restriction, ISU-9-19 effect on statistics, ISU-8-29
naming restrictions, ISU-9-19 limitations, 1ISU-8-31
primary, ISU-9-1 traffic flow, 1SU-8-20
property.See attribute property. types, ISU-8-19
public attribute property, ISU-9-20 See also background load, traffic flow, device/link load.
searching in the Attributes dialog box, ISU-9-2 background utilization. See device/link loads., ISU-8-19
setting, ISU-9-1, ISU-9-4 <Backspace> key, ISU-4-11
setting a distribution, ISU-9-4 ber attribute, ISU-5-7
setting for multiple objects, ISU-9-5 bit error rate
setting values, ISU-9-1, ISU-9-4 computing, ISU-5-7
showing type information, ISU-9-26 Bookmarks
symbols maps, ISU-9-30 Next Bookmark operation (in text edit pads), ISU-4-17
value Previous Bookmark operation (in text edit pads), ISU-4-17
viewing, ISU-9-1 Toggle Bookmarks operation (in text edit pads), ISU-4-17
viewing in user-defined report, ISU-11-3 Bring to Front operation, ISU-7-12
viewing.See Attributes dialog box., ISU-9-1 bus link
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creating, ISU-6-22
bus tap
creating, ISU-6-23

C

channel
communication, 1ISU-5-6
receiver, ISU-5-6
transmitter, ISU-5-6 to ISU-5-7
Check Links dialog box, ISU-6-24
Clear Model (Edit menu), ISU-4-32
clipboard, ISU-4-19, ISU-4-29
Close (File menu), ISU-6-3
Close Edit Pad operation, ISU-4-14
cloud model
applications, ISU-3-5
in standard model library, ISU-3-4
color
creating and saving, ISU-4-23
reverting to previous color, ISU-4-25
selecting, ISU-4-22
selecting a default or saved color, ISU-4-22
selecting in the Color Chooser, ISU-4-21
setting via preferences, ISU-4-6
color (view property), ISU-7-2
Color Chooser, ISU-4-21
creating and saving a color, ISU-4-23
reverting to previous color, ISU-4-25
selecting a color, ISU-4-22
selecting a default or saved color, ISU-4-22
comment attribute property, ISU-9-19
communication
channel, ISU-5-6 to ISU-5-7
link, ISU-5-1, ISU-5-6
See also link.
node, ISU-5-1, ISU-5-4
See also node.
compound attribute, ISU-9-22 to ISU-9-23
and extended attribute, ISU-9-23
defining, ISU-9-23
editing, ISU-9-25
in derived model, ISU-9-25
promoted, ISU-9-25
Compound Attributes Properties dialog box, ISU-9-24
Configure Palette dialog box, ISU-6-9
Consider setting (logical object selection criterion), ISU-9-17
<Control>+b, ISU-4-11
<Control>+c, ISU-4-11, ISU-4-20
<Control>+f, ISU-4-11
<Control>+F2, ISU-4-12
<Control>+g, ISU-4-11
<Control>+n, ISU-4-12
<Control>+o, ISU-4-12
<Control>+p, ISU-4-12, ISU-4-16
<Control>+s, ISU-4-12

<Control>+v, ISU-4-11, ISU-4-20
<Control>+w, ISU-4-12
<Control>+x, ISU-4-11, ISU-4-20
<Control>+y, ISU-4-11
<Control>+z, ISU-4-11
Copy operation

links, nodes and paths, ISU-6-28
Copy operation (in text edit pads), ISU-4-20
Cut operation

in text edit pads, ISU-4-20

nodes, links and paths, ISU-6-28

D
data rate, ISU-5-7
matching, ISU-6-24
data rate attribute, ISU-5-6, ISU-6-24 to ISU-6-25
data type attribute property, ISU-9-18 to ISU-9-19
default value attribute property, ISU-9-18 to ISU-9-19
Define Attribute Template dialog box, ISU-9-11
Define Difference Report dialog box, ISU-11-7
delay
distance-based, ISU-5-7
delay attribute, ISU-5-7
demand
point, ISU-8-6
Derive New Model dialog box, ISU-9-28
Deselect (logical object selection mode), ISU-9-17
destination node, ISU-5-6
Details button, ISU-9-3
device configuration import, ISU-10-15
configuration files
creating, ISU-10-17
location of, ISU-10-16
viewing after import, ISU-10-9, ISU-10-38
creating models for, ISU-10-19, ISU-10-24
default data rates, ISU-10-24
DPT/SRP interfaces, ISU-10-23
log, ISU-10-37
model assistant files, ISU-10-34
supported commands, ISU-10-15
supported devices, ISU-10-15
supported protocol features, ISU-10-15
unnumbered interfaces, ISU-10-30
unspecified data rates, ISU-10-31
updating topologies, ISU-10-35
workflow, ISU-10-15
device model
in standard model library, ISU-3-2
vendor vs. generic, ISU-3-3
device/link load
creating device load manually, ISU-8-17 to ISU-8-18
description, ISU-8-16
device and link loads compared, ISU-8-16
device/link loads, ISU-8-16, ISU-8-19
working with, ISU-8-19
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dialog box F
component F2, 1SU-4-12
text edit pad, ISU-4-7 file
distance-based delay, ISU-5-7 deleting, ISU-4-28
distribution internal list, ISU-4-28
setting on an attribute, ISU-9-4 naming conventions, ISU-4-28
division (view property), ISU-7-2 File menu
documentation (Help menu), ISU-4-37 Close, ISU-6-3
Drag and Drop Edit operation (in text edit pads), ISU-4-21 New, ISU-6-2
drawing (background property) Open, ISU-6-3
Background Properties dialog box operations, 1SU-4-26
drawing property, ISU-7-2 Save, ISU-6-3
duplex point-to-point link, ISU-5-7 Save As, ISU-6-3
Duplicate Scenario (Scenarios menu), ISU-6-5 File menu (in text edit pads)
summary, ISU-4-8
E Find Next operation (in text edit pads), ISU-4-18
ecc threshold attribute, 1SU-5-7 Find Node/Link (Edit menu), ISU-7-21
Edit Advanced Attributes (object pop-up menu), ISU-9-5 Find... operation (in text edit pads), ISU-4-18
Edit Attribute Template dialog box, 1SU-9-10 fixed communication node. See node, fixed.
Edit Attributes (object pop-up menu), ISU-9-5
Edit Attributes dialog box G
see Attributes dialog box. Generate User-Defined Report dialog box, ISU-11-4
Edit menu Generic Data File editor
Clear Model, ISU-4-32 Drag and Drop Edit operation, ISU-4-21
Find Node/Link, ISU-7-21 global subnetwork, ISU-5-3
operations, 1ISU-4-29 Go To Parent Subnet (View menu), ISU-6-19
Select Objects, ISU-9-16 grid
Edit menu (in text edit pads) lines, ISU-7-2
summary, ISU-4-9 properties, ISU-7-2
Edit Objects by Template dialog box, ISU-9-10 group attribute assignment, ISU-9-5
Edit Objects Using Template operation, ISU-9-10 apply changes to selected objects, ISU-9-6
editor window on selected objects, ISU-9-8
clearing, ISU-4-32 on similar objects, ISU-9-9
making active, ISU-4-35
opening, ISU-4-5 H
editor_keep attribute, ISU-4-7
editor_prog attribute, ISU-4-7 Help menu_ o
eIIipsig(...) About This Appllcathn, ISU-4-39
i value cell. 1SU-9-23 Product Documentation, ISU-4-37, ISU-7-2
ortor ! What's New, ISU-4-37
avoiding, ISU-6-16 HTel\;”p_orting network topology to, ISU-11-1
error correction, ISU-5-7 ’
error log file
viewing, 1SU-4-38 |
Export Text File operation (in text edit pads), ISU-4-14 import assistance file, ISU-10-28
Export Topology to HTML operation, ISU-11-1 See also model assistant file
extended attribute import log
and compound attribute, 1ISU-9-23 for device configuration import, ISU-10-37
compound attribute, ISU-9-25 Import Text File operation (in text edit pads), ISU-4-14
property changes, ISU-9-7 importing
setting for selected objects, ISU-9-6 from VNE Server, ISU-10-2
Extended Attrs. button, ISU-9-3 importing topologies
external tool support, ISU-4-3 from device configuration files, ISU-10-15
Incorrect Link dialog box, ISU-6-25
inherit symbol status, ISU-9-30
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insertion point, ISU-4-16
instance (of model), ISU-6-21

K
keyboard commands

in text edit pads, ISU-4-11
keywords

object palette, ISU-6-10
Keywords radio button, ISU-6-10

L
LAN node, ISU-5-4
LAN object
in standard model library, ISU-3-4
layers, ISU-7-2, ISU-7-12
Layout Nodes Automatically (Simple) operation, ISU-7-17
License menu
summary, 1ISU-4-35
link, ISU-5-1, ISU-5-6, ISU-7-18
and connected transmitters/receivers, ISU-5-6
attributes, ISU-5-6, ISU-9-1
bus
creating, ISU-6-22
consistency. See link consistency.
creating, ISU-5-6, ISU-6-22
data rate, ISU-5-6
finding, ISU-7-21
inconsistent. See link consistency
inconsistent link.
modifying appearance, ISU-7-14
point-to-point, ISU-5-6 to ISU-5-7
creating, ISU-6-22
duplex, ISU-5-6 to ISU-5-7
simplex, ISU-5-6 to ISU-5-7
link consistency, ISU-5-7
checking, ISU-6-23
Clear All button, ISU-6-25
Clear button, ISU-6-25
clearing marks, 1ISU-6-25
common packet formats, ISU-6-24
inconsistent link
matching data rate, ISU-6-24
matching transceivers, ISU-6-23
problems & solutions, ISU-6-25
Link Interfaces button, ISU-9-3
link models
in standard model library, ISU-3-4
Links Ignored option
in path models, ISU-8-13
Links Optional option
in path models, ISU-8-13
Links Required option
in path models, ISU-8-13
live user-defined report
generating, ISU-11-5

Live User-Defined Report Tables dialog box, ISU-11-5
Load Public button, ISU-9-21
logical object selection, ISU-9-15

attribute value criteria (table), ISU-9-17

criteria, ISU-9-16

example, ISU-9-18

modes, ISU-9-17

search scope (table), ISU-9-16

traversing selected objects in different subnets, ISU-9-15
Logical Object Selection dialog box, ISU-9-16

M
Manage Scenarios (Scenarios menu), ISU-6-5 to ISU-6-6
map

background editing mode, ISU-7-9

copying, ISU-7-10

cutting, ISU-7-10

editing mode, ISU-7-9

location, ISU-7-10

moving, ISU-7-10

pasting, ISU-7-10

size of, ISU-7-10
menu

system, ISU-4-26
model

description, ISU-6-16

viewing, ISU-6-16

instances of, ISU-6-21
model assistant file

for device configuration import, ISU-10-34
model attribute, ISU-6-21, ISU-6-25
Model Description dialog box, ISU-6-16
Model List radio button, ISU-6-12
Modify Keywords dialog box, ISU-6-10
Modify... button (keywords), ISU-6-10

N
name
file, ISU-4-28
name attribute property, ISU-9-18 to ISU-9-19
network
automatic layout, ISU-7-17
model
See network model.
subnetwork hierarchies, ISU-5-3
Network Browser, ISU-7-18
network difference report, ISU-11-5
customizing, ISU-11-6
generating, ISU-11-6
viewing, ISU-11-10
network model
complexity, ISU-5-2
components, ISU-5-1
scope, ISU-5-2
New (File menu), ISU-6-2
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New Edit Pad operation (in text edit pads), ISU-4-13
New Scenario (Scenarios menu), ISU-6-4

Next Bookmark operation (in text edit pads), ISU-4-17

node, ISU-5-1, ISU-5-4
attributes, 1SU-9-1
connecting nodes, ISU-5-4
creating, ISU-5-4, ISU-6-21
finding, ISU-7-18
fixed, ISU-5-4

connecting, ISU-5-4

LAN, ISU-5-4
LAN node, ISU-5-4
scaling icons, ISU-7-14
shared LAN, ISU-5-4
switched LAN, ISU-5-4

O

obj_dbox_headers preference, ISU-9-26
object

copying, ISU-4-30

cutting, 1ISU-4-30

deleting, ISU-4-30

editing attributes. See Attributes dialog box.

finding, ISU-7-18

instance, ISU-6-21

pasting, ISU-4-31

selecting, ISU-9-15

subnetwork, ISU-6-18
object palette, ISU-5-4

configuration, ISU-6-9

configuring, ISU-6-9

custom model list

specifying, ISU-6-14

keywords, ISU-6-10

limiting displayed models, ISU-6-9
Object Palette (Topology menu), ISU-6-8
object pop-up menu, ISU-6-36

Advanced Edit Attributes, ISU-9-5

Edit Attributes, ISU-9-5

Select Similar Nodes/Links, ISU-9-15
object types

in graphic display, ISU-7-12

layering of, ISU-7-12

Open Edit Pad operation (in text edit pads), ISU-4-13

Open Editor operation, ISU-4-5
Open Project (File menu), ISU-6-3
operations
Edit menu, ISU-4-29
Edit menu (in text edit pads), ISU-4-9
File menu, ISU-4-26
File menu (in text edit pads), ISU-4-8
Options menu (in text edit pads), ISU-4-10
Project Editor, ISU-6-33
Scenarios menu, ISU-6-33
undoing, 1ISU-4-30

View menu
Project Editor, ISU-6-33, ISU-7-25
OPNET editor
opening, ISU-4-5
Options menu (in text edit pads)
summary, ISU-4-10

P
packet, ISU-5-6
transmission, 1SU-5-7
packet format
common, ISU-6-24
packet formats attribute
link consistency, ISU-6-24
Packet Formats option
for links, ISU-9-3
for paths, ISU-8-14
Page Setup operation (in text edit pads), ISU-4-16
parent subnet
returning, 1ISU-6-19
Paste menu item, ISU-4-31
Paste operation
in text edit pads, ISU-4-20
nodes, links and paths, ISU-6-28
path
creating a path object, ISU-8-14
model options, ISU-8-12
path connectivity, ISU-8-13
Two Endpoints Only option, ISU-8-14
physical site, ISU-5-1
point demand, ISU-8-6
point-to-point link, ISU-5-6 to ISU-5-7
creating, ISU-6-22
simplex, ISU-5-6
point-to-point simplex, ISU-5-7
pop-up menu
object, ISU-6-36
workspace, ISU-6-35
preference
color-related, 1ISU-4-6
editing, ISU-4-32
preferences
editing, ISU-4-32
Preferences dialog box, ISU-4-32
Preferences operation, ISU-4-6

Previous Bookmark operation (in text edit pads), ISU-4-17

primary attribute, ISU-9-1
Print operations
in text edit pads, ISU-4-16
Print Preview operation
in text edit pads, I1SU-4-8
private attribute property, ISU-9-20
Private radio button, ISU-9-22

Product Documentation menu item (Help menu), ISU-4-37,

ISU-7-2
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program
executing, ISU-4-1
exiting, ISU-4-28
information, 1SU-4-39
program window
closing, ISU-4-28
opening, ISU-4-1
project
closing, ISU-6-3
creating, ISU-6-2
deleting, ISU-4-28
name, ISU-4-28
saving, ISU-6-3
Project Editor, ISU-6-1
finding network objects, ISU-7-18
operations, 1ISU-6-33
Promote button, ISU-9-3
Prop. (logical object selection criterion), ISU-9-17
propagation delay, ISU-5-7
propagation rate, ISU-5-7
properties type attribute property, ISU-9-19
public attribute property, ISU-9-20
editing, 1ISU-9-22
inheriting, ISU-9-21
Public radio button, ISU-9-21

R
range attribute property, ISU-9-19
reading

text files, ISU-4-14
receiver, ISU-5-6

assigning, ISU-5-6

link consistency, ISU-6-23
Redefine Path button, ISU-9-3
Redo operation (in text edit pads), ISU-4-9
Refresh Model Directories operation, ISU-4-28
Rename/Merge Attributes dialog box, ISU-9-28
Replace operation (in text edit pads), ISU-4-19
replace symbol status, ISU-9-30

Require (logical object selection criterion), ISU-9-17

Reselect (logical object selection mode), ISU-9-17
resolution (view property), ISU-7-2
routed background traffic. See traffic flows.
router configuration import
See device configuration import
row attribute, ISU-9-22
rx node attribute, ISU-5-6

S
Save (File menu), ISU-6-3
Save As (File menu), ISU-6-3

Save as Default operation (in text edit pads), ISU-4-10

Save As operation (in text edit pads), ISU-4-15
Save operation (in text edit pads), ISU-4-15
saving

text files, ISU-4-14
scenario
comparing two scenarios, ISU-11-5
creating, ISU-6-4
duplicating, ISU-6-5
managing, ISU-6-5
name, ISU-4-28
saving, ISU-6-3
Scenarios menu
Duplicate Scenario, ISU-6-5
Duplicate Scenario operation, ISU-6-5
Generate Scenario Web Report operation, ISU-11-1
Manage Scenarios, ISU-6-5 to ISU-6-6
New Scenario, ISU-6-4
operations, ISU-6-33
search scope (logical object selection), ISU-9-16
Select (logical object selection mode), ISU-9-17
Select All operation (in text edit pads), ISU-4-13
Select Objects... (Edit menu), ISU-9-16
Select Similar Nodes/Links (object pop-up menu), ISU-9-15
selecting
objects, ISU-9-15
selecting objects logically
traversing selected objects in different subnets, ISU-9-15
selection
logical object selection, ISU-9-15
selection modes (logical object selection), ISU-9-17
Send to Back operation, ISU-7-12
Set Background Properties operation, ISU-6-20
Set Font operation (in text edit pads), ISU-4-17
Set Location and Size dialog box, ISU-7-11
Set View for Subnet (View menu), ISU-7-2
setting
view properties, ISU-7-2
Shortcuts operation, ISU-4-38
Show Line Numbers operation (in text edit pads), ISU-4-10
simplex point-to-point link, ISU-5-6 to ISU-5-7
simulation
avoiding errors, ISU-6-16
size
of a map or background image, ISU-7-10
source node, ISU-5-6
standard model library
devices, ISU-3-2
LAN and cloud models, ISU-3-4
link models, ISU-3-4
Startup Wizard, ISU-6-4
static utilization, ISU-8-19
statistic
and background traffic, ISU-8-29
subnet layers, ISU-7-2, ISU-7-12
subnet layers (view property), ISU-7-2
Subnets Ignored option
in path models, ISU-8-14
subnetwork, ISU-5-1, ISU-5-3
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abstraction, ISU-5-3
attributes, 1SU-5-3, ISU-9-1
children, ISU-5-3
creating, ISU-6-18
finding, ISU-7-18, ISU-7-21
global, ISU-5-3
grid, ISU-7-2
grid lines, ISU-7-2
parent, ISU-5-3
returning to parent, ISU-6-19
view properties, ISU-7-2
suppress symbol status, ISU-9-30
switch configuration import
See device configuration import
symbol map
status, ISU-9-30
symbol maps
creating, ISU-9-30
symbol status
modifying, ISU-9-30
Syntax Highlighting operation (in text edit pads), ISU-4-10
system menu, ISU-4-26
system text edit pads. See text edit pads.

T
<Tab> key, ISU-4-11
tap
creating, ISU-6-23
technical support, ISU-4-39
test handler
arguments, ISU-10-17
text
finding, ISU-4-18
replacing, ISU-4-19
text edit pad, ISU-4-7
opening, ISU-4-13
saving, ISU-4-15
text file
importing, ISU-4-14
reading, ISU-4-14
renaming, ISU-4-15
saving, ISU-4-14
writing, ISU-4-14
writing to disk, ISU-4-14
Toggle Bookmarks operation (in text edit pads), ISU-4-17
top subnetwork, ISU-5-3
topologies
VNE Server, importing from, ISU-10-2
topology, ISU-5-2
Topology menu
Open Object Palette, ISU-6-8
Verify Links, ISU-6-24, ISU-6-26
traffic
background, ISU-8-19
device/link loads, ISU-8-16

redundant, ISU-8-28
traffic flow, ISU-8-20
background

See also background traffic, device/link load traffic, traffic

flow.
traffic flow, ISU-8-20
specifying, ISU-8-21

specifying traffic levels, ISU-8-21
using to study traffic growth, ISU-8-22

transceiver
link consistency, ISU-6-23
matching, ISU-6-23
transmission delay, ISU-5-7
transmitter, ISU-5-6
assigning, ISU-5-6
channel, ISU-5-7
link consistency, ISU-6-23
Two Endpoints Only option
in path models, ISU-8-14
tx node attribute, ISU-5-6

U
Undo operation, ISU-4-30

Undo operation (in text edit pads), ISU-4-9, ISU-4-29

units (view property), ISU-7-2

units attribute property, ISU-9-18 to ISU-9-19

unspecified data rates

for device configuration import, ISU-10-31

unspecified value, ISU-5-6

User Report Column Definition dialog box, ISU-9-13

user-defined report, ISU-11-3

defining a custom table, ISU-9-11

generating, ISU-11-3

Vv

Value (logical object selection criterion), ISU-9-17
Verify Links (Topology menu), ISU-6-24, ISU-6-26

Verify Links operation, ISU-6-23

View Error Log operation, ISU-4-38

View menu

Go To Parent Subnet, ISU-6-19

Project Editor operations, ISU-6-33, ISU-7-25
Set Background Properties, ISU-6-20

Set View for Network, ISU-7-2

view properties
setting, ISU-7-2
Virtual Circuits

using paths to represent, ISU-8-12

VNE Server
importing from, ISU-10-2

w

Web - Contributed Models operation, ISU-4-38
Web - OPNET Home operation, ISU-4-38
Web - Technical Support operation, ISU-4-38
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weighted fair queuing
and background traffic, ISU-8-31
What's New menu item (Help menu), ISU-4-37
Windows menu
summary, 1SU-4-35
workspace
grid lines, ISU-7-2
layers, ISU-7-2, ISU-7-12

object display, ISU-7-12
workspace pop-up menu, ISU-6-35
Go To Parent Subnet, ISU-6-19

Z

Zoom operations
Zoom In, ISU-7-23
Zoom Out, ISU-7-22
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