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Documentation Conventions

OPNET documentation uses specific formatting and typographic conventions to present
the following types of information:

Objects, examples, and system /O
Object hierarchies, notes, and warnings
Computer commands

Lists and procedures

Objects, Examples, and System 1I/O

Directory paths and file names are in plain Courier typeface:

opnet\rel ease\ nodel s\std\ip

Function names in body text are in italics:

op_dist_outcome()

The names of functions of interest in example code are in bolded Courier
typeface:

/* determ ne the object I D of packet’s creation nodule */
src_mod_objid = op_pk_creation_nod_get (pkptr);

Variables are enclosed in angle brackets (< >):

<opnet _user _hone>/ op_adni n/err_| og

Object Hierarchies, Notes, and Warnings

Menu hierarchies are indicated by right angle brackets (>); for example:

Open File > Print Setup > Properties...

Attribute hierarchies are represented by angled arrows (0O) that indicate that you must
drill down to a lower level of the hierarchy:

TUT-FM-iv
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Documentation Conventions

Attribute level 1 O Attribute level 2 O Attribute level 3

Note—Notes are indicated by text with the word Note at the beginning of the
paragraph. Notes advise you of important supplementary information.

WARNING—Warnings are indicated by text with the word WARNING at the
beginning of the paragraph. Warnings advise you of vital information about an
operation or system behavior.

Computer Commands

These conventions apply to Windows systems and navigation methods that use the
standard graphical-user-interface (GUI) terminology such as click, drag, and dialog box.

» Keycombinations appear in the form “press <but t on>+x"; this means press
the <but t on> and x keys at the same time to do the operation.

» The mouse operations left-click (or click) and right-click indicate that you
should press the left mouse button or right mouse button, respectively.

Lists and Procedures

Information is often itemized in bulleted (unordered) or numbered (ordered) lists:
* In bulleted lists, the sequence of items is not important.

* In numbered lists, the sequence of items is important.

Procedures are contained within procedure headings and footings that indicate the start
and end of the procedure. Each step of a procedure is numbered to indicate the
sequence in which you should do the steps. A step may be followed by a description of
the results of that step; such descriptions are preceded by an arrow.

Procedure FM-1 Sample Procedure Format

1 Procedure step.

O Result of the procedure step.
2 Procedure step.

End of Procedure FM-1

For more information about using and maintaining OPNET documentation, see the
OPNET IT Guru Documentation Guide.

IT Guru/Release 11.0
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About the Tutorials in This Book

The tutorials in this book are the same tutorials that are delivered on the
Documentation CD that comes with the OPNET software installation package.
You can access the tutorials by choosing Help > Tutorials from the main menu
of your OPNET application.

The tutorials are printed here in the same format as they appear online. This
ensures page-by-page equivalency with the electronic version. Consequently,
any hypertext links or action buttons that help you navigate the tutorials online
are not active in the printed version. However, because it is frequently
referenced from many of the tutorials, App A Troubleshooting Sentinel Tutorials
on page TUT-A-1 has been included in this book.

For best results, do the tutorials in the order in which they appear in the book.
The tutorials are in the same order in which they appear on the menus of the
electonic version.

IT Sentinel/Release 11.0
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1 IT Sentinel Quick Start

SP Sentinel Quick Start

Introduction

SP Sentinel provides the capability to perform tasks
such as network configuration import, validation, and
security analyses automatically. The tasks run
unattended at scheduled times and the task results
are available for viewing from the Report Server.

This tutorial gives an overview of the SP Sentinel
workflow. You will

1) Configure Device Configuration Import to import
configuration files from a particular directory and
save the settings for use during the automated
run.

2) Configure NetDoctor to run a selected set of
rules to identify relevant configuration errors and
save the NetDoctor settings for use during the
automated run.

3) Set up an automation task to run the actions you
specify within a schedule that you specify.

4) View the reports published to the Report Server
during the automation run after the task
completes.

IT Sentinel/Release 11.0 TUT-1-1
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Before You Begin

This tutorial can be done independently or as part of a
suite. If you are doing this tutorial as part of a suite, do
the tutorials in this order:

1) SP Sentinel Quick Start (this tutorial)
2) Setting Up Sentinel Automation

3) NetDoctor Notification in SP Sentinel
4) Using Flow Analysis with Sentinel

5) Comparing Networks with Sentinel
6) Working with the Report Server

Prerequisite Tutorials

There are no prerequisite tutorials.

TUT-1-2 IT Sentinel/Release 11.0
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Tutorial Workflow

The following figure shows the workflow of the tutorial.

SP Sentinel Quick Start Tutorial Workflow

( Start )
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Configuring Report Server Preferences

The results of the automated task runs are published
to the Report Server. Therefore, if you have not
already done so, you must install and configure the
Report Server. For information, see the Report
Server User Guide.

You must also ensure that the Report Server
preferences are specified correctly in SP Sentinel.
The SP Sentinel software installer prompted you for
the name of your Report Server as well as the
username and password that should use when
publishing reports. If you did not enter this information,
or would like to verify your settings, choose Edit >
Preferences and search for the string “report_server”.

1 If SP Sentinel is not already running, start it.

2 Choose Edit > Preferences to open the
Preferences dialog box.

TUT-1-4

IT Sentinel/Release 11.0



Sentinel Tutorials

3 Type report_server in the Find field and click on

the Find button.

[0 The Report Server preferences are listed in
the dialog box.

_+|[:".l.l|.r_-=llll|i|l-"-_erw_rJI.l1I:l.!5

[emno_sercen

| Mame | Walue
DO SEIVE]_NaEme sarver]
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SEDOI SEIVEI LEemame TUSEnams

4 Make sure that the computer on which the Report

Server is running is listed in the value of the
report_server_name preference, and that the
correct port is listed in the value of the
report_server_port preference.

Contact your system administrator if you are not
sure about these values.

Also make sure that the username/password
combination that is used to publish reports to the
Report Server is specified correctly in the
report_server_username and
report_server_password preferences.

The username and password are provided by
your Report Server administrator, who specifies
this information in the Report Server

IT Sentinel/Release 11.0
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configuration file. For more information, see the
Report Server Administration chapter of the
Report Server User Guide.

Make any needed changes and then click OK to
close the Preferences dialog box.

TUT-1-6 IT Sentinel/Release 11.0
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Configuring Automation for Device
Configuration Import

In this section, you configure the Device Configuration
Import dialog box to import network configuration files
from the correct location, and with the desired
settings, for use during the automated run. Then, you
save these settings to an automation settings file.

1 If SP Sentinel is not already running, start it.
2 Select File > New...

3 From the pull-down menu, select Project, then
click OK.

Enter <your_initials>_Test as the project name
and use the default name, scenariol, for the
scenario name, then click OK.

(When you save create a file as part of a tutorial,
it is good practice to include your initials in the file
name. If multiple users do the same tutorial, the
initials ensure that each user has a unique copy
and does not interfere with the work of others.)

IT Sentinel/Release 11.0 TUT-1-7
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The Startup Wizard: Initial Topology dialog box
appears.

—#]startup Wizard: Initial Topology

ik using objects
part directy

cgat [ Mews | o |

Select Import from Device Configurations and
click Next.

[0 The Import Device Configurations dialog
appears.

Make sure that only the Cisco (I0S, CatOS, PIX)

checkbox is checked.

Uncheck the Juniper JunOS checkbox if it is

checked.

Click on the Browse... button for the

Cisco (I0S, CatOs, PIX).

[0 A file browser dialog box appears.

Choose the following directory:

<opnet_dir>\models\std\tutorial_req\sentinel\
quickstart_configs

TUT-1-8 IT Sentinel/Release 11.0
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<reldir> refers to the SP Sentinel release
installation directory.

+]import Device Configurations

— Import Mode:

&+ Replace entire model
€ Merge with existing model
" Reimport configurations for selected devices

" Reimport configurations for modified devices

— Specify Directories Containing Device Configuration Files

[ Cisca (105, CatOS, Pl¢) |am Files\OPME T410.5.4\modelshstdbtutorial_reqbeentinelhquickstart_configs  Browse.

I~ Juniper Jun05) [5pecity Browse..

 Import Options Specify Model Assistant Files ———————————
™ Create external AS objects <elick to addy =]
I Create edge LANs

¥ Cieate fully meshed FYCs
I™ Generate import log

]
& Import I LCancel | Help |

Click on the “Save settings for automation” button
.| In the bottom left corner of the dialog box.

[0 A file browser dialog box appears that prompts
you for the name of the automation settings
file.

Select your default models directory from the
directories listed on the left.

Type <Initials>_DCI_Settings in the File name
field and click Save.

[0 Your Device Configuration Import settings are
now saved.

IT Sentinel/Release 11.0
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This file will be used later when setting up the
automation tasks.

You do not need to import device configurations
at this time. (In later tutorials, you will learn how
to test configurations as part of the automation
workflow.) Click Cancel to close the Import
Device Configurations dialog box.

[0 The blank scenario is now displayed.

TUT-1-10
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Configuring NetDoctor Automation

NetDoctor identifies current or potential trouble spots
in your network by applying selected rules to your
network model and indicating how the network
configuration deviates from the rules.

In this section, you will configure NetDoctor and save
the settings for use during the automated task run.

1 Choose NetDoctor >
Configure/Run NetDoctor... or use the toolbar
button.

[0 The Configure/Run NetDoctor dialog box
appears.

You are interested in running only the OSPF rule
suite to check for OSPF-related configuration
problems.

Select the OSPF tree branch in the Rule Suites
tree view.
O All the OSPF rules are selected.

Make sure you do not select the tree branch
OSPF (Advanced).

IT Sentinel/Release 11.0
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You can click on the “+” next to the OSPF tree
branch to expand the tree and verify that alll
the OSPF rules are selected.

ﬁtonfigure,.-"Run NetDoctor

Template: I Default MetDoctor Report

Repart title: I WetDoctar Report

Rules Settingsl Notificationl

The rules in this suite test the OSPF configuration of routers in the
network. Please note that some of the rules in this suite do not
account for multiple OSPF domains wery well. If vou have more than
one OSPF dormain in the netwark, you should run the matching rules

fram the OSPF (Advanced) suite instead of the corresponding ones
in this suite.

I]
&‘l J5 | Save | Savegs...l LCancel | Help |

3 Click on the Settings tab.

4 From the Output Format list, choose Web
Report.

TUT-1-12 IT Sentinel/Release 11.0
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Make sure that the Send report to Report
Server checkbox is checked.

Click on Save As...

[0 The Save As dialog box appears.

Select your default models directory from the
directories listed on the left.

Enter <Initials>_OSPF_Template in the File
name field, and click on Save.

[0 Your OSPF-specific NetDoctor template is now
saved in this file.

Click on the “Save settings for automation”
button. g |

[0 The Save As dialog box for the settings file
appears.

Select your default models directory from the
directories listed on the left.

Enter <initials>_NetDoctor_Settings in the File
name field and click Save.

[0 Your NetDoctor settings are now saved in this
automation task step file.

IT Sentinel/Release 11.0
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This file will be used in a later step when setting
up the automation tasks.

Click Cancel to close the Configure/Run

NetDoctor dialog box, since you do not want to
run NetDoctor at this time.

TUT-1-14 IT Sentinel/Release 11.0
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Configuring Automation Tasks

In the previous sections, you saved the Device
Configuration Import and NetDoctor settings to use
during the automated run. In this section, you will
configure an automation task to use these settings
and set up a schedule for running the task.

1 Open the Configure/Run Automation Tasks
dialog box. To do this, choose File >
Automation > Configure/Run Automation
Tasks or click the toolbar button. E

This dialog box lists the automation tasks that are
currently configured. You can create, edit, or
delete tasks using this dialog box.

jtunﬁgure;‘Run Automation Tasks

The default task, Task1, is selected.

IT Sentinel/Release 11.0 TUT-1-15
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Click in the Name column of the task table and
then rename the task <initials>_Quickstart.

Click Edit to configure this task.
[0 The Edit Task Details dialog box appears.

In the Task Steps table, you can specify the
number and sequence of steps that you want to
include in the automation task. Click on the first
row in the Task Step Type column and then hold
down the mouse button.

[0 The available types of automation task steps
are displayed.

Your task has two steps in the following order:

» Import Topology from Device Configurations
» Generate NetDoctor Report

5.1 Select Import Topology from Device
Configurations from the list.

5.2 Click on the first row in the column
Automation Settings File.

[0 The available Device Configuration Import
settings files are displayed.

TUT-1-16
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5.3 Select the <Initials>_DCI_Settings file,
which you saved earlier in this tutorial.

5.4 To add the second step, click Add Step.

O Another row is added for the second task
step.

5.5 Click in the Task Step Type column of the
second row, then select Generate
NetDoctor Report from the list.

IT Sentinel/Release 11.0 TUT-1-17
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5.6 Click on the second row in the Automation

Settings File column, and select

<Initials>_NetDoctor_Settings from the

list.

—+{Edit Task Details: my_Quickstart

— Task Steps

2 Generate NetDoctor Report iy MetDoctor Settings

Bl

# ‘ Task Step Type Automation Settings File ;I Add Step

1 Import Topology fiom Device Configurations | my_DCI_Settings Delets Step

Move Up
Moye Down

[ Task Options

Source Project/Scenario; © Existing |-5elsct Project-
1+ None

Output Project/Scenara; © Same & shove
& Donot save changes

€ Duplicate existing seenario

=l I-Select Scenario- 7]

I~ | Generate Unigue Scenario Hame
[ Exit after task completion
[ i TIIHIE i clowns dirg AUiamatione

" Specify I-Enlel Praject Name- Enter Scenario Name-

r— Task Schedule

Task is not active

Edit Schedule...

Fur Now 0K | Cancel |

6 Select the None option for the Source
Project/Scenario task option, and Do not save
changes for the Destination Project/Scenario
task option.

[0 When the task runs, a new (blank) project and
scenario will be used. After the automation

run, the project will not be saved.

TUT-1-18
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7 Verify that the Exit after task completion

checkbox is selected.
This specifies that SP Sentinel should exit after
the automation run.

Verify that the Hide OPNET windows during
automation checkbox is not selected.

Typically, you would leave this option selected
since you normally run Sentinel in an automated
and unattended mode; therefore, you do not want
its windows appearing on the screen.

However, for purposes of running this tutorial and
knowing when Sentinel finishes, you will turn this
option off.

IT Sentinel/Release 11.0
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You have now specified the steps that will be executed
as part of this automation task and the task options.
Next, you will schedule the task to run daily at a
specified time.

1 Click on the Edit Schedule... button.
[0 The Edit Task Schedule dialog box appears.

Make sure that the Active checkbox is selected.
Select Daily in the Schedule Details pop-up

menu, and select Every 1 day for the frequency
at which the task will run.

Specify the time at which the task will run by
selecting the hour and minutes in the Time
pop-up menus.

Specify the time to be two minutes from the
current time. For example, if the current time is
2:15 pm (14:15), select 14:17 in the Time pop-up
menus.

TUT-1-20
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Specify the Start Date to be the current date.

ﬂEdit Task Schedule: my_Quickstart
v Active
— Schedule Details

IDain =l & Even[1 dayls]

" wieekdays [Monday through Friday]

Time: |II1 ~l: |43 |
StanDate: Tue [17 x| |Feb x| [2004 =]
¥ EndDate: Tue [17 x| [Feb  =[]2004 =]

Ok I Cancel | Help |

Select the End Date checkbox and specify the
end date to be the current date. This will ensure
that your tutorial automation task will run today
only. If this checkbox is cleared, the task will run
every day indefinitely.

Click OK to close the Edit Task Schedule dialog
box.

Click OK to close the Edit Task Details dialog
box.

Click OK in the Configure/Run Automation
Tasks dialog box.

IT Sentinel/Release 11.0
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The configured automation tasks are now
scheduled and the Configure/Run Automation
Tasks dialog box closes.

The automation task is scheduled to run five
minutes from now.

Select File > Exit, and choose not to save the
project when prompted.

O In a few minutes, Sentinel will start running
and execute your scheduled automation task.

11 Wait for the automation task to finish.

TUT-1-22 IT Sentinel/Release 11.0
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Viewing Reports in the Report Server

When the automation task executes at the specified
time, the network device configurations are imported
into a temporary project and the selected NetDoctor
rules are applied. The results of the NetDoctor run are
saved in a web report and published to the Report
Server.

In this section, you will view the published NetDoctor
report in the Report Server.

1 Wait a few minutes after the automation task has
ended to ensure that the report has been
published.

Start SP Sentinel.

Select Automation > Web — Open Report
Server Home.

[0 A browser window appears with the
Report Server home page.

IT Sentinel/Release 11.0 TUT-1-23
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cReportServer
o=

Username I
Password I
Laogin

Powered by OPMET Report Senver. hwersion 10AP L0 [Build 104]
Copyright @ 2003 OPMET Technologies Inc. Al rights resenved.

If no browser appears, check your preferences.
Set the preference “browser_prog” so that it
specifies the full path and file name of your web

browser. This ensures that Sentinel will launch
the appropriate web browser on your workstation.

Enter your Report Server username and
password and click on Login.

Username Imy_n ame
Password I"‘““*‘“‘”‘

Login

TUT-1-24 IT Sentinel/Release 11.0
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5 Click on the All Reports link that corresponds to

your Sentinel product.

[0 The list of available published reports appears.

List All Reports [SP Sentinel]

January 13, 2004 2:07 PM MetDoctar MetDoctor Repaort e

|Januam 9, 2004 11:50 AM |User—Deﬂned Repont BGP-simple_confl VEI’EIIDH

6 Find the NetDoctor report with a Date/Time that

corresponds to your scheduled automation run
and click on the report name.

[0 The NetDoctor report appears in a new
browser window.

7 View the web report.

The Executive Summary report shows that there are
several OSPF errors.

IT Sentinel/Release 11.0
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Summary

With SP Sentinel, you can do network configuration
import, validation, and reporting automatically.

In this tutorial, you learned how to

Configure automation for Device Configuration
Import

Configure automation for NetDoctor
Schedule and run automation tasks

Set preferences for the Report Server and view
reports from the Report Server

If you have any problems, use the Automation >
Open Automation Log Manager menu to view the
automation logs. The logs will tell you if there was a
configuration problem.

TUT-1-26 IT Sentinel/Release 11.0
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What’'s Next?

Other tutorials are available on the following topics:

Setting Up Sentinel Automation
NetDoctor Notification in SP Sentinel
Using Flow Analysis with Sentinel
Comparing Networks with Sentinel

Working with the Report Server

IT Sentinel/Release 11.0 TUT-1-27
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2 Setting Up Sentinel Automation

Setting Up Sentinel Automation

Introduction

SP Sentinel provides the capability to perform tasks
such as network configuration import, validation, and
security analyses automatically. The tasks run
unattended at scheduled times and the task results
are available for viewing from the Report Server.

This tutorial shows how you can use SP Sentinel to do
the following:

» Configure, modify, and automate Device
Configuration Imports

Configure, verify, refine, and automate NetDoctor
analyses

Create and schedule an automation task

Execute and verify an automation task

Prerequisite Tutorials

To learn the topics presented in this tutorial effectively,
complete the SP Sentinel Quick Start tutorial before
you do this tutorial.

IT Sentinel/Release 11.0
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Workflow

The following figure shows the workflow of this tutorial.

Workflow for Setting Up SP Sentinel Automation

Configure DCI

{

Import configuration files

Fix configuration data
with Model Assistant

]

All data present?

| Set up NetDoctor Reports |

{

| Set up error suppression |

!

| Configure and run a scheduled task|

{

| View the Automation Log |

TUT-2-2
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Tutorial Objective

Middletown Bell provides local phone service and
Internet access to one million homes and businesses.
Your department is responsible for monitoring the
state of the network and repairing any system
outages. You would like to be more proactive in
detecting and fixing potential problems before they
cause problems for your customers. As part of this
effort, you will use SP Sentinel to routinely import your
network to test the configuration.

First, you will configure an automation task that you
will run each night. Then, you will test that task to
verify that it works as expected. To accomplish this
you will

1) Create an automation file to import your device
configuration files

2) Use the Import Assistant to solve problems
related to the import

3) Configure NetDoctor to do configuration checks

4) Schedule an automation task to run the network
configuration tests

IT Sentinel/Release 11.0
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Configuring the Network Import

Each night, you want SP Sentinel to import your
current network configuration for validation by
NetDoctor.

To create an automation file that stores information

about your network import, do the following:

Choose File > New...

Select Project from the pull-down menu and click
OK.

Accept the default project name, then click OK.
Click Quit to exit the Startup Wizard.
Choose Topology > Import Topology > From

Device Configurations...

[0 The Import Device Configurations dialog
box appears.

You will be importing Cisco router configurations
to produce an up-to-date topology. First, you will
do this manually to validate the import.

5.1 Check the Cisco (I0S, CatOS, PIX)
checkbox.

TUT-2-4
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Uncheck the Juniper (JunOS) checkbox, if
checked.

Click the Browse button for Cisco (I0S,
CatOs, PIX).

[0 A file browser dialog box appears.

For this lesson, there is a set of ready-made
router configuration files. Choose the
directory <reldir>\models\std\tutorial_req\
module\configs\with_areas_broken and
click OK (Select on UNIX platforms).

[0 The file browser closes and the Cisco
(I0S, CatOsS, PIX) field of the Import
Device Configurations dialog box shows
the correct directory path.

Make sure that the Create fully meshed
PVCs checkbox is selected.

If any files are listed under Specify Model
Assistant Files, remove them by clicking on
each file and selecting NONE.

IT Sentinel/Release 11.0
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5.7 The completed dialog box should look
similar to this:

ﬂlmpurt Device Configurations

— Import Mode
{* Replace entire model

= Merge with existing model

" Reimport configurations for selected devices

" Reimport configurations for modified devices

— Specify Directories Cantaining Device Configuration Files

¥ Cisco (105, Catds, Pl IC:\F‘rogram File="OPMET410.5.A models\ st butorial_reqsmodulehconfigetwith_areas_broken Browsze... |

I~ Juniper HunO5) ISpecify . Browse... |

— Impart Options Specify Model Assistant Files

[ Create external AS objects <elick to adds
[~ Create edge LANs

¥ Create fully meshed PVCs
I~ Generate impart log

& | . Imnport I LCancel | Help |

5.8 Click Import.

O SP Sentinel finds the configuration files and
imports them.

While importing the files, SP Sentinel checks
your model directories for node models that
match the devices you are importing. If

TUT-2-6 IT Sentinel/Release 11.0



Sentinel Tutorials

SP Sentinel does not find a matching node
model for a device, it creates one during
import.

[0 The Open Import Assistant dialog box
appears. This happens when SP Sentinel
cannot find some of the information it needs
from the configuration files being imported.

ﬁupen Import Assistant

OPMET needs further informaton to configure all device ports and
interfaces, The import process found one or both of the following:

* |P-unnumbered and dizconnected interfaces
* Connected port or interface pairs with unspecified
data rates

The Impaort Assistant dialog box slloss vou to specify this information.
Wwoould you like to open this dislog box?

Cancel

IT Sentinel/Release 11.0
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5.9 Click Open.

O The Import Assistant dialog box
appears.

mport, Assistani
Shave  [Riousess v cnnvnbered risfces =l

These insfaces ars dscoractsd

Seck balace A o connect o roecly dila 1o

Hosiontda:
Hi-Edge.

- = Lt e
Erd Selsched Houtats i Prcc Ecton Swvechnges | dpbohange| [0 | Lo |
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Correcting the Configuration Import with the
Import Assistant

The Import Assistant lets you specify information that
is required to build a correct network. The information
is saved in a model assistant file named
<project-name>-<scenario-name>.ma and can be
applied automatically when you import the router
configuration again. You will follow this workflow when
using the Import Assistant:

Examine the dialog box to understand the
information presented

Correct problems with unnumbered interfaces
Correct problems with data rates

Verify that all routers are connected correctly

The Show drop-down list controls which routers
appear in the pane below it.

1.1 Select the Devices with unspecified
interface data rates option and notice that
four routers (Atlanta-Core, DC-Core,
Denver-Core, and SF-Core) are listed. This
means that SP Sentinel did not find interface
data rates in the router configuration import

IT Sentinel/Release 11.0
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file for at least one interface on these

routers. You must supply the information for
these four routers.

£1n1port Assistant

Shou: I Devices with unspecified interface data rates =l

The default data rate will be assigned

Atlanta-Core u
DC-Care

Denver-Core
DS0 |
SF-Care

Apply |

Apply data rate to
selected interfaces:

Legend:

Meeds data
0K [modified)

4 =8 oK

FEind Selected Devices in Project Elinll

Save changes... | Apply changesl

| QK I Lancel |
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1.2 Select the Routers with unnumbered
interfaces option and notice that the
Boston-Edge and NY-Edge routers are
shown in red. You must supply information
about those two routers.

Shawe [ Routess wih unoubered inestaces
These iterfaces are diconectsd
Salct inferlaca A 30 connect of spacly data 1ate;

Boston-Edge
H-Edge

K}
i Seteched Acuters in Project Eclr
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Correcting Problems with Unnumbered Interfaces

When SP Sentinel imports a router configuration file, it
determines how a router is connected by analyzing
the IP addresses of the router interfaces. If an
interface does not have an IP address, SP Sentinel
cannot determine where the interface should be
connected and leaves it unconnected. As the system
administrator, you know how interfaces are connected
and can give this information to SP Sentinel.

Follow these steps to supply the needed information.

1 \Verify that the Show drop-down list shows
Routers with unnumbered interfaces.

Expand the Boston-Edge router.

[0 The router’s ports appear.

Notice the phrase <unconnected> in the
Connected to column for the Serial0O/1 port.
Expand the Serial0/1 port and click on

(<IP unnumbered>).

[0 The NY-Edge router appears in the Select
interface B to connect: pane.

TUT-2-12
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NY-Edge also has an unconnected interface, so
SP Sentinel is suggesting that the two
unconnected interfaces could be connected to
each other.

This tutorial presents the simple case of two
disconnected interfaces. In a production network,
you might have multiple disconnected interfaces
(all would be listed in the interface B pane), and
you might have to examine the routers to
determine the correct connections.

Select the IP address for NY-Edge (<IP
unnumbered>).

4.1 Inthe interface B pane, expand NY-Edge.

IT Sentinel/Release 11.0
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4.2 Select the IP address (<IP unnumbered>)
for port Serial0/1 of NY-Edge.

Show | Routers with unnumbered nlefaces
Thess itafaces s dsconrected

Seleet besiscaB In coermcl
5 = WiEdge

Name  DaaRsle Comnscisdha  Shudown
S e 050 <inconmecisd ro

[cIP urumibered |

- = Ly o
i Selected Flouters in Prokect Ecioe Sevechenges. | gopbohenges| [ 0K | | Concel |

5 Click the Connect button.

[0 Both routers with disconnected interfaces are
now connected. The router icons change from
red to light green.
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Correcting Problems with Unspecified Data Rates

When SP Sentinel imports a router configuration file, it
determines the interface data rate by obtaining the
rate from the file or by inferring the rate from the
interface technology specified in the file. For example,
an ATM interface is assumed to have an OC3 data
rate.

When SP Sentinel infers the data rate this way, the
routers that might need to be corrected are listed in
the Import Assistant dialog box. This allows you to

change the data rate if the inferred rate is incorrect.

In this tutorial, you will change the rate for one
interface and confirm the inferred rate for the other
three interfaces. You will then save the import
assistant file with this information.

1 Inthe Show drop-down list, select Devices with
unspecified interface data rates.
Expand all the routers.
[0 The router interfaces appear.

Notice that each interface has a data rate of
SONET/OCS3.

IT Sentinel/Release 11.0
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3 Change the data rate to SONET/OCL1 for the
Atlanta-Core interface.

3.1 Expand the Atlanta-Core interface (ATMO0/0)
to see the IP address (192.68.0.113/29).

Select the interface. You can select either
the name or the IP address.

In the Apply data rate to selected
interfaces drop-down list, select
SONET/OC1 and click Apply.

[0 The new rate is applied to the interface
and the router icon becomes light green.
The light green indicates that you
modified the router configuration.

Confirm the SONET/OC3 data rate for the
DC-Core interface.

4.1 Inthe Apply data rate to selected
interfaces drop-down list, reset the data
rate to SONET/OCS3.

Select the DC-Core interface (ATM1/0).

Click Apply.
[0 The router icon becomes light green.
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5 Confirm the SONET/OC3 data rate for the
Denver-Core and SF-Core interfaces.

6 Click on Apply Changes.

Verifying Other Configuration Details
Follow these steps.
1 Select All devices from the Show drop-down list
and verify that all router icons are green.
[0 Some router icons appear light green if you
modified their configurations.

Click Save changes...

Change the name of the file to
<initials>_daily_model_assistant, then click
OK.

Click OK in the Import Assistant dialog box.

O The Import Assistant dialog box closes.

Now the network topology is complete. SP Sentinel
has chosen router and link models and configured
model attributes according to the information in the
router configuration files.
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Testing the New Import

You have already imported the topology and created a
model assistant file that includes information needed
to ensure a smooth import. In this section you see
how to specify the model assistant (.ma) file you
created.

1

Choose Topology > Import Topology > From
Device Configurations...

[0 The Import Device Configurations dialog
box appears.

Click on <click to add> in the Specify Model

Assistant Files pane.

[ A file list appears.

Notice that the model assistant file you just saved

appears in the list.

Select the file
<initials>_daily_model_assistant.
Click Import.

Notice that SP Sentinel imports the topology
without assistance from you.

TUT-2-18
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Saving the Import Settings for Automation

Now that you have tested your import settings
manually, you can be confident that the import will
work correctly when it is done as part of an
automation task.

To save the settings for use in an automation task, do
the following:

1 Choose Topology > Import Topology > From
Device Configurations...

[0 The Import Device Configurations dialog
box appears.

SP Sentinel saved the settings from the previous
import. You want your automated task to use
these settings regardless of any imports that
have been done before. To do this, you must save
your settings to an automation (.af) file, as
follows:

IT Sentinel/Release 11.0
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2.1 Click the automation save button. This is the
button with a picture of a gear box.

ﬂlmpnrt Device Configurations

— Import Maode
* Replace entire model
" Merge with existing model
" Reimport configurations for selected devices

= Reimport configurations for modified devices

— Specify Directories Containing Device Configuration Files

¥ Cizco (105, Cat0s, Plx) IC:\Program Filez"0OPMET%10.5.A modelz\stdvtutorial_regimodulehconfigziwith_areas_broken Browse... |

I~ Juniper LunO5) ISpecify . Browse |

— Import Optiohs Specify Model ant Files

[~ Create external AS objects My daily_moc b !
[ Create edge LANs <click to add>

v Create fully meshed PYCs

[~ Generate impart log LI

& | . Impart | LCancel | Help |

2.2 At the prompt, name your automation file
<initials>_daily_dci_import (use a name
that describes the purpose of the file).

Make sure your default models directory is
selected in the left-hand Model directory
panel, then click Save to save the file.

Click Cancel to close the Import Device
Configurations dialog box.
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Configuring NetDoctor

Your automation task will have two parts: importing
the topology and validating the topology by running a
suite of NetDoctor rules. In previous steps, you
configured the import part of your task. Now, you will
configure NetDoctor to run the rules that interest you.

1 Choose NetDoctor > Configure/Run
NetDoctor...

[0 The Configure/Run NetDoctor dialog box
appears.

You want to begin with a blank template, so verify
that the Template is set to Default NetDoctor
Report.

In the network you are studying, you are
interested primarily in verifying that the IP and
OSPF settings are correct.

3.1 Scroll down to the IP Addressing rule suite.
This is a collection of rules that test common
errors related to IP address configurations.

3.2 Expand the IP Addressing rule suite, which
contains several rules.

IT Sentinel/Release 11.0
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After inspecting the rules, you decide to
include all of them in your study. Click on
IP Addressing to select the entire rule suite.

Make sure there is a green checkmark next
to IP Addressing.

If there is a green dot or no mark at all, click
on IP Addressing again to select it. The
green checkmark means that all the rules in
the suite are selected.

ﬂtunfigure,.-"Run NetDoctor

Template: I Default MetDoctor Report

Report title: I MNetDoctor Report

Fules | 5 allingsl M Ul\ficaliunl

Fules andfor summaries for IP Routing

Save Save As... LCancel |
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3.4 Scroll down to the IP Routing rule suite.

3.5 Expand the IP Routing suite, then click on

IP Routing to select all the rules in that rule
suite.

Note that the last two options (Multiple Next
Hops to Destination and Routing Loops
in Network) require output from Flow
Analysis. You will not be running Flow
Analysis in this tutorial.

Click on Multiple Next Hops to Destination
to turn off that rule.

[0 The green checkmark next to IP Routing
changes to a green dot.

This shows that some, but not all the rules in
the suite are selected.

IT Sentinel/Release 11.0
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3.7 Click on Routing Loops in Network to turn
off that rule.

ﬂtunfigure,.-"Run NetDoctor

Template: I Default MetDoctor Report

Report title: I MNetDoctor Report

Fules | 5 allingsl M Ul\ficaliunl

—E] Irealid Interface IP Address

ﬂ Irvvalid Subnet Mask

—E] Overlapping Subnets

—E] Peers In Different Subnets

=HE| IP Routing

ﬂ Inconsistent Metric Components

—E] Incongistent Routing Protocols

—E] Interface Mot Advertised by Router

—E] Mizmatched Interface MTU

ﬁ Multiple Next Hops to Destination [Requires Simulation Dutput]
Fouting Loops in ¢ [Rec ulation O utput]

m

Parameter |T_\Jpe |Value | Diescription

This rule reports on all the routing loops that existin the netwaork.
The route to each destination in a router's [P routing table is
followed and checked forthe existence of a routing loop.

&l B Save | Savegs...l LCancel | Help |

3.8 Scroll down to the OSPF rule suite.

3.9 Click on OSPF to turn on all the rules in that
suite.

[0 A green checkmark appears next to
OSPF.
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4 The report tittle—as it will appear in your report

and on the report server—is at the top of the
dialog box.

To help you distinguish between reports, you
should give your new NetDoctor report a
meaningful title.

Replace the generic title with IP and OSPF
Configuration.

Now that you have configured your report
template, you need to save it.

5.1 Click Save As...

5.2 When prompted, enter <initials> Daily IP
and OSPF Rules for the file name.

Verify that your default models directory is
selected in the left pane, then click Save.

[0 The report template is saved.

IT Sentinel/Release 11.0
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The dialog box should now look similar to
the one below.

ﬁl:onﬁgure,.-"kun NetDoctor

Template: I oy Daily P and O5PF Rules

Fieport title: ||F‘ and O5PF Configuration

Fulez | Settingsl Notificationl

B 0SFF [advanced)

The rules in this suite test the OSPF configuration of routers in the
netwark. Flease nate that some of the rules inthis suite dao not
account for multiple OSPF domains very well. If wou hawve more than
ane O3FF domain in the netwark, yaou should run the matching rules
fram the OSFF (Advanced) suite instead of the corresponding ones
in this suite.

&l J5 | Save I Saveﬁs...l LCancel |

6 To test your NetDoctor template, click Run.

[0 SP Sentinel runs each of the rules you
specified in your template.
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7 After the rules complete, the report appears in a
web browser.

a NetDoctor: IP and OSPF Configuration - Microsoft Internet Explorer

dress |&] C:\Dacuments & p_adminiNetDactar Reportsif ¥ ‘
dmback - = - @ @ | Qoearch GuFovortes Pnveda | By & Links (&) Custamize Links

ENetDoctor  &iaion

Project: My_suto_coniguration Seenario: Baselne Report Generated: January 20, 2004

Excecitive Summary

— Executive Summary

Rules run: 40 {from 3 rule suites)

Rules

® | e s

@ P Addressing: Invalid Interface Warnings
IP Adidress
3 errars
(@ OSPF: Discontiguous Ares
1errar
@ OSPF: Mismatched Area D BURERCD I :
4 sevars
A\ IP Routing: Inconsistert Metric Suppressed lo
Components
2 warnings —
M OSFF: Area Summary Includes
Addrssses Outside Area
A warmings Errors
A\ OSPF: Inconsistent Metric 5
3 warnings Suite Rule
M OSFF: Netwark Statsment
References Invalid Interface
3 warnings

Notes lo

IP Addressing Invalid Interface IP Address

'LI OSPF Discontiguous Area d
4 I2[ 4l | 2

& || | & my computer

VA

From the Executive Summary, you can see that
NetDoctor found several errors and warnings.
The legend on the left shows that the errors and
warnings generated by multiple rules.
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Refining the NetDoctor Results

When you review your NetDoctor report, you may find
errors or warnings that are not important to you.

For example, NetDoctor may warn you about a
configuration error that is known to you, but that you
do not plan to fix immediately. If you do not want this
error to appear in each report, you can choose to turn
off the rule that reports the error. However, this means
that the rule will be skipped for all devices. If you want
to turn off a rule for specific devices only, you can use
a suppression file to list all the error messages you
want omitted from your report.

In the left pane, you see that NetDoctor reported three
invalid IP addresses. You suspect that these errors
are not important to your network’s operation.

1 To view the specific error messages, click on IP
Addressing: Invalid Interface IP Address.

[0 The specific rule report appears.

The three errors apply to Ethernet interfaces on
three routers: DC-Edge, Denver-Edge, and
Seattle-Edge. You know that these three routers
are no longer connected to Ethernet links.

TUT-2-28
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Because these errors are not important, you want

to suppress these errors in future NetDoctor
reports.

2.1 Close the web browser.

2.2 In SP Sentinel, choose NetDoctor >
Suppress Messages...

[0 The Edit Suppressions dialog box will

appear.

Verify that <initials> Daily IP and OSPF

Rules is the selected report.

This is the report template you want to use

when selecting rules to suppress.

The errors you would like to suppress are
generated by the Invalid IP Address rule.
Expand Rule Suites > IP Addressing >

Invalid Interface IP Address.

[0 There are three errors listed. These are

the three that you want to suppress.

IT Sentinel/Release 11.0
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2.5 Select all the errors under Invalid Interface
Address.

[0 Ared ‘X’ appears next to each error.

& |Edit Suppressions =] 3]
Report: | my Daily IP and OSPF Rules LI Suppression file: | MOME ﬂ Generated:  February 17, 2004

= Fiule Suites ~| | Tested Objects Tipe Oider Corfiderce -
P Addressing
CHE| Invalid Inteifacs IP Address

IP ddiesses of interface DC-... Configuration 5 UNSPECIFIED
IP Addiesses of interface De... Configuration 5 UNSFECIFIED
B rfiguration [ dunsFeciFiED

o o of?

Tested Objects Problem Obiecls '~ | Message

Seattle-E dge [FastEthemet0/1] Seatle-E dge [FastEthemetd/ ] (SeattleEc | Interface speciied writh an IF addvess (132168, 140024 where Al =
osthits are setto zero

il - - -

Soe | Savess. | Cancel | He |

2.6 To save this information to a suppression
file, click Save As...

2.7 When prompted, enter
<initials>_ip_addressing for the file name
and click Save.
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2.8 Click Cancel to close the dialog box.

Now that you have a suppression file, you must
modify your template to use the file.

3.1 Choose NetDoctor > Configure/Run
NetDoctor...

Verify that <initials> Daily IP and OSPF Rules
is the selected template in the template field.

4.1 Click on the Settings tab.

IT Sentinel/Release 11.0

TUT-2-31



Sentinel Tutorials

4.2 Click on the Suppression file pull-down
menu and select <initials>_ip_addressing.

ﬂl:onfigure,.-"Run MetDoctor

Template: I my Daily [P and OSPF Rules

Repart title: IlF‘ and O5PF Configuration

Hules| Seltings Notificationl

— Dutput

Format: IWeb Rieport 4|
|v Send report ta Report Server [wtn1 0201)

— Report Content

Suppression file: I my_ip_addressing ;l
Threzhald: I Errors, Warnings, and Motes LI

I~ Include netwark. diagram

v Include ‘&l Rules and Summarnies' appendix
[~ Include ather appendices

— Report Comparizon

I~ Compare to: |<Eunent Template: LI

<Current Praject: LI

I < Current 3 cenario: =l

% | ost recent version

€ Most recent version at least I‘I ﬂ IDa_l,l[s]

&l Bun I Save | Save &s.. | LCancel

4.3 Click Save to save the changes to your
template.

5 To verify that this template generates the report
you want, click Run to test the changes.

6 When the report appears, note that the IP
addressing errors no longer appear in the legend.
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The Executive Summary now shows that three
errors are suppressed; the other errors appear as
before.

File Edt View Favorites Tools  Help |Address @c:\Dncuments and Settingsiopnetiop_adminiMetDockor Reportsif » ‘
dmback - = - @ @ & | Qocarch GuFovorites Pieda B | B S - Links (&) Custamize Links

ENetDoctor &

Project: My_suta_configuration Seenario: Baseline Report Generated: January 20, 2004

Excecitive Summary

— Executive Summary

Rules run: 40 {from 3 rule suites)

Rules

® | e s

(@ OSPF: Discortiguous Area Warnings
1 error

@) OSPF: Mismalched Area D Notes lo
4 errars

IP Reuting: Incoresistent Metric
. Cnmpnneng Summaries I :
2 warnings

A\ OPF: frea Summary Includes Suppressed I :

Addresses Outside Area

4 warnings
M OSFF: Inconsistert Metric:
3 warnings

A\ OSPF: Metwork Statemert Errors

References Invalid Interface -
3 warnings Suite Rule

OSPF Discontiguous Area

OSPF Mismaiched Area ID

4 il |

Summaries .
I» I_I

& || | = my computer

7 Close the web browser.

Now that you have configured and verified a
NetDoctor analysis run, you want to save its settings
to an “automation task step” file. This file enables you
to use this analysis in an automated run.

IT Sentinel/Release 11.0

TUT-2-33



Sentinel Tutorials

Select NetDoctor >
Configure/Run NetDoctor...

Make sure that <initials> Daily IP and OSPF
Rules is the selected template in the top
pull-down menu.

Click on the “Save current settings for
automation” button. g |

At the prompt, name your automation file
<initials>_Daily IP_and_OSPF_Rules.

Make sure that your default models directory is
selected in the Model directories treeview, then
click Save to save the file.

Click Cancel in the Configure/Run NetDoctor
dialog box, since you will not be running
NetDoctor at this time.

Choose File > Close to close the project; when
asked if you want to save the project, choose No.
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Creating the Automated Task

In the previous steps, you created automation files
that contain the configuration information for your
topology import and NetDoctor rules. Now, you want
to run configuration validation tests automatically
every night.

To accomplish this, you must create an automation
task. The Configure/Run Automation Tasks dialog
box is used to manage tasks. Each task is a sequence
of automation steps like “Import Topology from Device
Configurations.” The tasks can be scheduled to run at
any time during the day. You would like to create a
task to import your topology and run NetDoctor.

1 Inthe project editor, choose Automation >
Configure/Run Automation Tasks.

O The Configure/Run Automation Tasks
dialog box appears, with the default task
(Taskl) selected.

Click Rename and rename your task Daily IP
and OSPF Validation.

Click Edit.
[0 The Edit Task Details dialog box appears.

IT Sentinel/Release 11.0
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4 Each task consists of a series of steps. Each step
defines an operation that SP Sentinel should run.
Your task will consist of two steps: importing your
topology and running NetDoctor.

4.1 Click in the first row under Task Step Type
and select Import Topology from Device
Configurations as your first step type.

You must now specify an automation file that
contains settings for importing from device
configuration files. Click in the first row under
Automation Settings File.

[0 A list of all automation files that contain
information about importing from device
configuration files appears.

Choose <initials>_daily_dci_import.

This is the automation file you created at the
beginning of this tutorial. SP Sentinel will
use these settings when importing your
topology.

To add a new step to run NetDoctor, click
Add Step.

0 A new row appears below the selected
row.
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4.5 Click on *None* and select Generate
NetDoctor Report.

Click in the second row under Automation
Settings File column.

Choose

<initials>_Daily IP_and_OSPF_Rules.
This is the automation file associated with
the NetDoctor template you created earlier.
Your dialog box should look similar to the
one below.

jEdit Task Details: Daily IP and DSPF ¥alidation

r— Task Steps

4 ‘Task Step Type Automation Settings File ﬂ Add Step

1 Impart Topolog from D... my_daily_dci_import
Delete St

2 Generate MetDoctor Fe... TET NCRE ARG LEEEOE
Move Up
[Aove Dowr

-]

[ Task Options
Source Project/Scenario; ( Existing |-G elect Projsct | I-SeleclScenarlu- |
1+ Morg
Output Project/Scenaio:  Same as abave
" Do not save changes

" Duglicate existing scenaria

1+ Specify Imy_dalw_conhg_valldallon ip_and_ospf_netwark
[¥ Generate Unique Scenaria Mame
[~ Exit after task completiort
I~ Hide OPHET windowe during automation

r— Task Schedule
Task runs daily at 11:47 A, starting on Tue, February 17, 2004 and ending on Tue,

Februars 17. 2004,
Edit Schedule..
Fur Now 0K | Concel | Heb |
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When SP Sentinel runs your task, it opens
an existing project or creates a new one
according to the settings you specified in
Source Project/Scenario.

When importing a topology, you generally
want to begin with a new project and
scenario.

Click the None radio button to specify that
SP Sentinel should start with a new project.

After SP Sentinel runs through the steps, you can
choose to save the output. You will use this
project for later tutorials, so you should save the
new project.

5.1 Click the Specify radio button under Output
Project/Scenario.

5.2 Replace —Enter Project Name— with
<initials>_daily_config_validation to
name the new project you save.

Replace —Enter Scenario Name— with
ip_and_ospf_network to name the new
scenario.
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5.4 If you want to see the history of your network
or run Network Difference reports to
understand how your network has changed,
make sure to generate a unique scenario
name. SP Sentinel will use the scenario
name you provide and append the date and
time of the automated task to the name.

Select the Generate unique scenario
name checkbox.

6 SP Sentinel gives you the option to exit the
application after the automation task finishes.
When running an automated task in a production
environment, you normally choose to exit after
the task completes so that you do not take up
system resources and licenses longer than
necessary. However, when you are designing an
automated task, it is helpful if SP Sentinel stays
open after the task completes. This allows you to
make any modifications to your task without
having to restart the software.

Uncheck the Exit after task completion
checkbox.
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7 Your dialog box should look similar to the one
below.

—]Edit Task Details: Daily IP and DSPF ¥alidation

— Task Steps

B | Task Step Type Automation Settings File ;I Add Step
1 Import Topology from D... my_daily_dci_import
Delete St
2 Generate NetDoctar Re. . | NS e 5T 5 M
Move Up
Iaye Doy

Bl

 Task Options

Souice Project/Scenario: € Esisting |-Select Projsct: j I-Se\ectScenano- j
* Mong

Output Project/Scenario:  Same a5 above
¢ Do not save changes

" Duplicate existing scenario

* Specify Imy_da\ly_conflg_vahdatlun ip_and_ospf_network.
¥ Generate Unique Scenario Name
[ Exit after task completiort
I~ Hide OPNET windows during autarmation

— Task Schedule
Task runs daily at 11:47 AM, starting on Tue, Februany 17, 2004 and ending on Tue,

Februans 17. 2004
Edit Schedule. .
Rur Now Ok | Cancel | Heb |

8 When you deploy the automated task, you most
likely want to schedule it to run on a regular
basis. In this initial testing phase, you do not want
to schedule a test run for some time in the future.
Clicking the Run Now button closes SP Sentinel
and runs the automated task immediately.

8.1 Click Run Now.
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8.2 When prompted, click OK to exit.

[0 SP Sentinel restarts in automated mode
and begins your automated task. If
prompted, choose not to save any
existing projects.

IT Sentinel/Release 11.0
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Verifying the Automation Task

After you create an automation task, make sure you
test it at least once to verify that it works as expected.
This includes watching the run to verify that all the
task steps are executed and reviewing the automation
log for any errors.

1 As SP Sentinel runs through the automation task,
you should see a progress indicator dialog box.
This dialog box lists all the steps that are
executed as part of the task and indicate which
step is in progress.

You should see the two steps you configured:

* Import Topology from Device
Configurations

« Generate NetDoctor Report

You will also see SP Sentinel execute these
steps.

TUT-2-42
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The project editor will appear as if someone is
going through each of the automation task steps
manually.

The following tesks will be e
automation run. See the automation log (File =
Autcmation —» Open Automation Log Manager) far detoils.

Impait Tapakag liom Device Configurstions.., Complet=d
Genesat= NelDinctor Alepodt... In Frogress.

DL Completed lmpeet in 1m 45

After the task finishes, SP Sentinel keeps the
project editor open and reverts to manual-mode.
You can now examine the network model and
view the NetDoctor reports to verify they are what
you expected.

If SP Sentinel encounters an error while
executing an automation task, it writes the error
to the task’s automation log. This log also
contains helpful information such as when steps

IT Sentinel/Release 11.0
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began and whether their output was sent to the
Report Server. If there is any problem with an
automation task, the first place to look for
information is in the log. The last step in
validating your automation task is verifying that
the automation log does not contain any
unexpected messages.

3.1 Choose File > Automation > Open
Automation Log Manager.
[0 The Automation Log Manager appears.
The Automation Log Manager lets you

view or delete any of the logs created while
executing automation tasks.

Click on the column heading labeled Date
until it has a down-facing arrow.

[0 This sorts the logs based on the date and
time they were created.

The log from your most recent task should
now be at the top.

Click on the first entry to select the most
recent log.

TUT-2-44
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Click Open.
[0 The Log Browser appears.

The log lists any messages that were
generated during your automation task.

To view a message, click in the Message
column. You can then read the full text.

To view the log based on task step, expand
the Automation Log entry in the treeview at
the left.

Expand the Categories item.
[0 A list of all of the operations that created
entries in the log appears.

3.8 Click on the NetDoctor item to show only
the messages generated by NetDoctor.

Now that you have created and tested your
automation task, you can schedule your task to run
every night to test your network configuration. Before
deploying automation, make sure you change your
task to exit SP Sentinel after your task completes and
set the task schedule.

IT Sentinel/Release 11.0
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SP Sentinel will run your task unattended and output
its results to the Report Server, from which the
published reports can be retrieved and viewed.
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Summary

In this tutorial, you learned how to do the following:

Configure, correct, and automate Device
Configuration Imports

Configure, verify, refine, and automate NetDoctor
analyses

Create and schedule an automation task

Execute and verify an automation task by looking
in the Automation Log

IT Sentinel/Release 11.0
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What's Next?
Other tutorials are available on the following topics:
NetDoctor Notification in SP Sentinel
Using Flow Analysis with Sentinel

Comparing Networks with Sentinel

Working with the Report Server
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3 NetDoctor Notification in IT Sentinel

NetDoctor Notification in
SP Sentinel

Introduction

In the previous tutorial, you created an automation
task that routinely imports your up-to-date network
topology, then uses NetDoctor to detect configuration
problems.

During deployment, you would like to be notified as
soon as NetDoctor detects an error. The Notification
feature of NetDoctor can be used to send you e-mail
about potential network problems. E-mail notification
messages can be sent to a standard e-mail account or
to a pager.

In this lesson, you will learn how to configure
NetDoctor Notification.

IT Sentinel/Release 11.0
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Before You Begin

To do this tutorial, you need to know the following:
» General knowledge
— Your email account settings
— The name of your mail server
— The email address of your mail server

* OPNET-specific knowledge: You need to know
how to configure NetDoctor automations (see the
SP Sentinel Quick Start and Setting Up Sentinel
Automation tutorials).

Prerequisite Tutorials

To learn the topics presented in this tutorial effectively,
complete the following tutorials before you do this
tutorial:

e SP Sentinel Quick Start

» Setting Up Sentinel Automation
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Workflow

The following figure shows the workflow for
configuring NetDoctor to generate an email
notification when NetDoctor detects errors or

warnings.

Workflow for Using NetDoctor Notification

( Start )

Y
Set up NetDoctor notification

Y
Schedule and run task

Y
Verify successful notification (email)

Y
View the NetDoctor report
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Configuring NetDoctor Notification

1

2

Start SP Sentinel if it is not running already.

Open the project that you created in the previous
tutorial: <initials>_daily_config_validation.

Choose NetDoctor >
Configure/Run NetDoctor...

O The Configure/Run NetDoctor dialog box
appears.

Click on the Template pull-down menu and
select <initials> Daily IP and OSPF Rules. This
is the NetDoctor template you created in the
previous lesson.

Click on the Notification tab.

The Notification tab contains controls for
configuring how SP Sentinel should notify you of
the configuration issues it detects.

Make sure the Enabled checkbox is selected.
This activates the e-mail notification feature.

Before you can receive notifications, you must
configure NetDoctor Notification according to
your needs:

TUT-3-4
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Enter your mail server in the SMTP Server
setting.

The SMTP Server setting directs
SP Sentinel to the correct mail server to use
when sending the e-mail notifications.

Put your e-mail address in the Send To field.

The Send To field is a comma-separated list
of addresses that will receive the
notifications.

Put your e-mail address in the From field.

The From address is the sender of the
notifications. It is generally a good idea to
use the address of the person or group
responsible for the automation task.

Leave the Reply-To field the same as the
From field.

The Reply-To address directs responses to
e-mail notifications to the designated e-mail
address. This field should contain the e-mail
address of the person who is responsible for

IT Sentinel/Release 11.0
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handling enquiries about the task. If it is the
same as From, the Reply-To field is not
added to the outgoing e-mail.

Enter [Daily NetDoctor Results] for the
E-mail Subject Prefix.

All NetDoctor Notification messages have a
subject line that contains the E-mail Subject
Prefix and the name of the rule (or rule
summary) that triggered the message. You
should use an E-mail Subject Prefix that is
specific to your report so that you can filter
the different messages easily.

Enter [Daily NDR] for the Pager Prefix.

The Pager Prefix is similar to the E-mail
Subject Prefix. If you opt to send your
messages in the “pager” format, SP Sentinel
uses the Pager Prefix to construct the
subject of the message. The Pager Prefix is
usually much shorter than the E-mail
Subject Prefix to allow for the limited
display size of most pagers.

7.7 Setthe Threshold to Errors.
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The Threshold allows you to specify the
types of messages NetDoctor should send
notifications for. The Threshold setting can
be changed to send messages for anything
from just errors to all of the rules NetDoctor
ran. Depending on your policies, you can
modify the Threshold to meet your needs.

Change the Notifications to Per Rule and
Summary so that you receive all the
possible messages.

The Notifications setting allows you to
specify how many messages you want to
receive. You can choose to receive a
separate message for each rule that is
triggered or one message that summarizes
the results.

Leave Messages Included set to
New Messages Only.

The Messages Included setting also lets
you limit the number of messages you
receive. If you enabled Report Comparison
on the Settings tab, you can specify that you
would like to receive New Messages Only.
SP Sentinel will only send messages that do
not appear in the report it is comparing

IT Sentinel/Release 11.0
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against. All Messages means that you want
to receive all notifications regardless of
whether they are unique to the current
report.

7.10 Set Send Start/End to No.

NetDoctor can also send you separate
messages immediately before the NetDoctor
run begins and after the end of the
NetDoctor run.

7.11 Set the Format to E-mail.
NetDoctor can send messages in either an
E-mail or Pager format. The pager format is
terser to allow for limited display size.

7.12 Set the Max. Message Count to 10.
The Max. Message Count allows you to

limit the number of notifications you should
receive for any single NetDoctor run.

7.13 Set the Max. Object Count preference to 5.

The Max. Object Count limits the length of
the messages according to the number of
devices that triggered the rule. If the rule is

TUT-3-8
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triggered for more devices than the
maximum, NetDoctor truncates the
message.

7.14 Set the Max. Pager Length to 120.
NetDoctor allows you to specify the

maximum message size to use when
sending messages to pagers.

7.15 Set the Pager Msg. Location to Subject.

Some pagers expect the message content to
be in the subject of the e-mail message
while others expect it in the body. You can
specify where NetDoctor places the content
of the message by changing the Pager Msg.
Location preference.

IT Sentinel/Release 11.0
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box should look like now.

and address settings.

ﬂtonfigure,.-"Run NetDoctor

7.16 The following figure shows what the dialog

[0 Your dialog box will have your own mail server

Template; I my Daily P and OSPF Rules

Hulesl Settings| Motification

Repart title: IIF' and O5PF Configuration

Plug-in: IEmaiI (SMTP) x| ¥ Enabled

Freference

SMTP Server

Send To

Fram

Reply-Ta

E -mail Subject Prefis
Pager Prefix
Threshald
Motifications
Meszages Included

| W alue

mail_server_1.opnet.com
opheti@opnet. com
ophet@opnet. com
<zame az From:

[Daily MetDoctor Results]
[Daily WDR]

Erars

Per Bule and Surmmary
Mew Meszages Only

Send Start/End Mo
Format E-mail

M. Message Count
bax. Object Count [}

b ax. Pager Length 120
FPager Msg. Location Subject

Send Test Notificationl
&l Fun | Save | Save As... | LCancel | Help |

]

When you set up notification for the first
time, it is a good idea to send a test
notification. This does not test the NetDoctor
rules themselves. Instead, it sends a test
message to verify that your SMTP Server
and Send To settings are correct.
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8 Click Send Test Notification.

[0 A test message with a list of notification
preferences and their settings is sent.

Make sure you receive the test notification before
you save your settings to a template.

» If a message window appears when you try to
send the notification, check the information
you typed into the SMTP Server and Send To
fields.

If you do not see a message window and do
not receive the expected notification, check
with your e-mail administrator.

After you configure notification, click Save to
save the settings in your template, then Cancel
to close the dialog box.
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Scheduling the Automation Task

Now that you have configured NetDoctor to send

notifications, you can get messages about the state of

your network when your automation task runs.

1 Choose File > Automation > Configure Run

Automation Tasks.

Select the Daily IP and OSPF Validation task

and click Edit.

In the Edit Task Details dialog box, click
Edit Schedule...

[0 The Edit Task Schedule dialog box appears.

Verify that the Active checkbox is on.

Change the schedule to run Daily and occur

every 1 day.

Change the Start Date to today’s date.

Make sure the End Date checkbox is selected

and set it to today’s date.

TUT-3-12
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8 Change the Time to 2 minutes from now. Your
dialog box should look like the one below.
:ﬁEdit Task Schedule

V¥ Active
— Schedule Details

|Daily 2l & Even |t dafs)

€ weekdays (Monday thiough Friday)

Time: I'ID ;I : I‘IB ﬂ
Start Date: 'wed |3 =l IDBG =l Im =l
¥ EndDate: Thu [4  x[[Dec  =[[2003 =]

Click OK.

Click OK to close the Edit Task Details dialog
box.

Click OK to close the Automation Task
Manager.

12 Choose File > Exit to quit SP Sentinel.

If prompted, choose not to save changes. In a few
minutes, your automation task should run.
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Examining the Notification Messages

After the automation task completes, you will receive
multiple messages. These messages will list the
specific errors that NetDoctor found. To see the details
of the errors, click on the Report Server link found in
any of the messages and then open the report that
corresponds to your task.
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Summary

Lessons learned

* You learned the basic workflow for configuring
the NetDoctor notification process

You learned how to configure NetDoctor to
generate automatic email notifications

You learned how to schedule the automation task
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What’'s Next?

Other tutorials are available on the following topics:

* Using Flow Analysis with Sentinel
» Comparing Networks with Sentinel

» Working with the Report Server
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4  Using Flow Analysis with Sentinel

Using Flow Analysis with Sentinel

Introduction

In a previous tutorial, you created an automation task
that routinely imports your up-to-date network
topology and uses NetDoctor to detect any
configuration problems.

Flow Analysis can also be used as part of an
automation task—separately or with NetDoctor—to
diagnose configuration problems like routing loops
and multiple next hops to a destination.

In this lesson, you will learn how to configure Flow
Analysis automation and feed the results into
NetDoctor.

Prerequisite Tutorials

To learn the topics presented in this tutorial effectively,
complete the following tutorials before you do this
tutorial:

» SP Sentinel Quick Start
o Setting Up Sentinel Automation

* NetDoctor Notification in SP Sentinel

IT Sentinel/Release 11.0
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Workflow

The following figure shows the workflow for
incorporating Flow Analysis information in an
automated NetDoctor analysis.

Workflow for Automating Flow Analysis

Configure Flow Analysis
for automation

Y

Configure NetDoctor for
Flow Analysis output

!

Configure and run
the automation task

!

View the NetDoctor report

TUT-4-2 IT Sentinel/Release 11.0



Sentinel Tutorials

Configuring Flow Analysis

The process used to configure Flow Analysis for
automation is similar to the process used to configure
Device Configuration import.

1 Open the project from the previous tutorial:
<initials>_daily_config_validation

Choose Flow Analysis > Configure/Run Flow

Analysis...

[0 The Configure/Run Flow Analysis dialog box
appears.

Flow Analysis has many reports to choose from.

3.1 Click Select Reports...

[0 The Choose IP Flow Analysis Reports
dialog box appears.

Clear the selection by clicking on IP Flow
Analysis Reports in the tree view.

[0 The green dot indicating that reports are
selected disappears.

In the Quick Select group at the right of the
dialog box, make sure the following
checkboxes are selected:
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» [P forwarding table report
* Routing table reports

:ﬁthoose IP Flow Analysis Reports
Select reports to generate:
— Buick Select:
[~ Mode connections report
[~ Demand routing report
[ Individual link peak reports
[ Interface usage repart

¥ Fouting table reports

" of

Clear | Bestore Defaults I

3.4 Click OK to save your changes.
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3.5 Inthe Configure/Run IP Flow Analysis
dialog box, you will see that seven reports

are selected. These reports contain the

routing table information NetDoctor will use

to diagnose configuration problems.

ﬂ[onfigure,.-"llun IP Flow Analysis: opnet_daily_config_

— Simulation Time Settings:
Start time: IUhUmD.EIDs
Stop time: IDhEmD.DDs

— Traffic Settings:

Inberval size: |5 ﬁ Minutes ;l Intervals: 2

Traffic intenzity: I 1.000000

— Report Settings:

Select Reports... | 7 selected

Measure load, throughput, delay statistics:
* “when tatal traffic is highest
" Using peak level far each demand
= Using average level for each demand
Ak zpecific intereal:

) =1
Interval number: =i

Reparting tirme: DOm0 00z

— Flow énalysis Ophions:

[¥ Eriable route browsing Wisualization Options... |

v Dizplay flow analysis log

¥ Generate graph results Pratocal Dpticns... |

[~ Compute SLAs
[/ Send reports to the Report Server [host not specified)

Report name a3 it will appear on the Repart Server: |<Dr0iect>-<scenariu>

&l Bun I Cancel I Lpply I Hestoregefaultsl

IT Sentinel/Release 11.0

TUT-4-5



Sentinel Tutorials

4 After Flow Analysis is configured, you must save
the settings to an automation file as follows:

4.1 Click the save automation settings button
.| to save your Flow Analysis settings for
automation.

Enter the following file name:
<initials>_flan_routing_table _reports
then click Save.

Click Cancel to close the Configure/Run IP
Flow Analysis dialog box.
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Configuring NetDoctor

Now that you have saved an automation file for
running Flow Analysis, you need to revisit your
NetDoctor template. In a previous lesson, you omitted
certain rules that rely on simulation input. Now that
you will be running Flow Analysis, you can take
advantage of these rules.

1 Choose NetDoctor > Configure/Run
NetDoctor...

Click on the Template pull-down menu and
select the <initials> Daily IP and OSPF Rules
template you created in a previous tutorial.

Expand the IP Routing rule suite.

The Multiple Next Hops to Destination and
Routing Loops in Network rules detect
configuration problems that are not apparent
from the device configuration data but that cause
network performance degradation. These rules
rely on simulation output. Flow Analysis will
provide these results.

4.1 Click on Multiple Next Hops to Destination
to select it with a green checkmark.

IT Sentinel/Release 11.0
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4.2 Click on Routing Loops in Network to

select it with a green checkmark.

[0 The green dot next to IP Routing

changes to a green checkmark to indicate
that all the rules in the suite are selected.

ﬂtonfigure,.-"Run NetDoctor

Template: I oy Daily P and OSPF Rules

Fieport title: ||F‘ and O5PF Configuration

Fulez | Settingsl Notificationl

EHE| 1P Routing
FZ| Inconsistent Metric Components
_I Inconzistent Routing Protocols
_| Interface Mot Advertized by Fouter
2| Mismatched Interface MTU

Parameter | Type Description

This rule reports on all the routing loops that exist in the netwark.
The route to each destination in a router's IP routing table is
followed and checked for the existence of a routing loop.

_>ILI
=
[ ]
=

-]

&l J5 | Save | Saveas...l LCancel |

Help |

4.3 Click Save to save the changes to your

template.
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4.4 Click Cancel to close the dialog box.
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Configuring the Automation Task

Now that your settings have been saved, you need to
add Flow Analysis to your automation task.

1 Choose File > Automation > Configure/Run

Automation Tasks.

Click on the <initials> Daily IP and OSPF
Validation task that you created in a previous
tutorial.

Click Edit to edit the task.

You need to add a Flow Analysis step to your
task. Because NetDoctor relies on the output of
Flow Analysis, make sure that the Flow Analysis
step is before NetDoctor.

4.1 Click Add Step to add a new row.

4.2 Click *None* and select Run Flow Analysis
in the new row.

4.3 Click on the Automation Settings File
column for the Run Flow Analysis row.
Select the file that you created earlier:

<initials>_flan_routing_table _reports

TUT-4-10
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4.4 Click Move Up/Move Down if necessary to
move the Run Flow Analysis entry before
NetDoctor, but after the topology import.

This ensures that Flow Analysis and
NetDoctor are run in the correct sequence
so that the output of Flow Analysis is
available to NetDoctor for its run.

5 Unless you want to keep an historical record of

the network state and its analysis, you do not
need to keep the project you used during the
automation run. To prevent the project from being
saved to disk, select the Do not save changes
radio button.

You can now execute a test of your new
automation task.

6.1 Make sure that Exit after task completion
is selected. You will not need SP Sentinel to
run after the automation task finishes.

6.2 Make sure Hide all windows during
automation is not selected. This allows you
to see the progress of your task as it runs.

IT Sentinel/Release 11.0
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Your dialog box should look like this.

ﬁEdit Task Details: Daily IP and DSPF Yalidation

— Task Steps

[ ]

t | Task Step Type Automation Seltings File = addSep
1 Impart Tapology from Device Config... my_daily_dci_import
S = Delete St
2 Fiun Flow nalysis g flan touting t=ble_reports ket |
3 Generate NetDoctar Repart my_Daily_IP_and_OSPF_Rules Move Up

Maoye Dawn

— Task Options

& Hong
Output Project/Scenario: ¢ Same as above
* Do nof save changes
€ Duplicate sxisting scensrn

Source Froject/Scenario: ( Exsting [ 5elct Project- =] [Select Scenaio =]

" Specify Imyidailyicunfig‘validalmn ip_and_ospf_nebwork
™ Generate Unigue Scenario i ame
[ Exit after tazk completion
[~ Hide OPNET windaws during automation

[ Task Schedule

Task runs daily at 2:36 P, starting on Tue, Februany 17, 2004 and ending on Tue.
February 172004

Edit Sehadule

RunNow 0k | Caeel | Hep

7 Click Run Now.

8 When prompted, click OK to begin the
automation task and exit SP Sentinel.

exits when the task finishes.

If prompted to save the current scenario, choose
NOT to save it.

O SP Sentinel runs the automation task, then
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You can now view the reports that were created
during the automation run.

Normally, the automation task is scheduled to run
unattended—usually at night. Therefore, the next steps
in the tutorial would be done the next morning, long
after SP Sentinel has finished its work.

IT Sentinel/Release 11.0
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Viewing Reports

By default, all reports generated during an automation
task are sent to the Report Server.

The Report Server is a central repository that allows
you to view the output of your analyses without having
to run SP Sentinel. You must have an account—set up
by your Report Server administrator—before you can
access reports on the Report Server.

1

2

Start SP Sentinel.

Choose Automation >

Web — Open Report Server Home.

[0 The main page of the Report Server appears
in a browser window.

Enter your username and password, then click

Login.

0 The Report Server home page appears.

To view all the reports generated by SP Sentinel,

click on SP Sentinel/All Reports.

You can now view your Flow Analysis and
NetDoctor reports. The most recent reports are
at the top of the list.
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4.1 Click on the link IP and OSPF

Configuration.
[0 The NetDoctor report appears.

The IP Routing notes show that NetDoctor
found some cases of routing tables that
contain multiple next hops to a destination.
This analysis relies on output from Flow
Analysis.

Close the NetDoctor report.

To view the Flow Analysis report, click on the
report from the Flow Analysis Report Set in

your reports listing on the Report Server.

[0 The Flow Analysis report appears.

IT Sentinel/Release 11.0
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Summary

In this tutorial you learned how to use Flow Analysis to
augment the data NetDoctor draws from when
running its rules.

In the next tutorial, you will learn how to generate
Network Difference reports automatically to track
changes in your network.
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What’'s Next?

Other tutorials are available on the following topics:

» Comparing Networks with Sentinel

» Working with the Report Server
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5 Comparing Networks with Sentinel

Comparing Networks with Sentinel

Introduction

A key component to diagnosing problems in your
network is understanding how that network has
changed over time. SP Sentinel Network Difference
reports show the differences between two topologies
of the same network.

In this tutorial, you will learn how to use automation to
use SP Sentinel to generate Network Difference
reports and find changes in your network. After you
finish this tutorial, you will know how to generate
network difference reports as part of an automation
task.

Prerequisite Tutorials

To learn the topics presented in this tutorial effectively,
complete the following tutorials before you do this
tutorial:

SP Sentinel Quick Start
Setting Up Sentinel Automation
NetDoctor Notification in SP Sentinel

Using Flow Analysis with Sentinel

IT Sentinel/Release 11.0

TUT-5-1



Sentinel Tutorials

Workflow

The following figure shows the workflow for creating
automated network difference reports from
successive network imports.

Workflow for Automating Network Difference Reports

Configure DCI

{

Configure Network Diff

!

Configure a task

{

Run the task

!

View the Difference Report
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Importing a New Topology

In previous tutorials, you imported a set of
configuration files for a network with mismatched
OSPF areas. In this tutorial, you will create an
automation file to import a set of configuration files in
which the OSPF problems have been corrected.

1 Open the project

<initials>_daily_config_validation.
Choose Topology > Import Topology >
From Device Configurations...

O Inthe Import Device Configurations dialog
box, make sure that only the Cisco (I0S,
CatOS, PIX) checkbox is selected.

Click the Browse button for Cisco (I0S, CatOS,
PIX).
[0 A file browser dialog box appears.

For this tutorial, a set of ready-made router
configuration files is supplied.

IT Sentinel/Release 11.0
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Choose the directory
<reldir>\models\std\tutorial_reg\module\
configs\baseline and click OK (Select on UNIX
platforms).

[0 The file browser closes and the Cisco (I0S,
CatOS, PIX) field of the Import Device
Configurations dialog box shows the correct
directory path.

Make sure that the Create fully meshed PVCs
checkbox is selected.

Under Specify Model Assistant Files, make
sure that <initials>_daily_model_assistant is
listed.

Click on the “save settings for automation” button
.| and do the following:

7.1 Enter <initials>_repaired_dci_import for
the file name.

7.2 Click Save.

Click Cancel to close the Import Device
Configurations dialog box.

TUT-5-4
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Configuring the Network Difference Report

Network Difference reports are the result of
comparing two scenarios. In automation, the first
scenario is always the active scenario used in the
automation task. The second scenario is specified in
the network difference automation file. You will now
create an automation file to compare against a
scenario created in a previous tutorial.

1 Select Scenarios > Network Difference Report
> Generate Report...

Specify the project and scenario to compare
against.

You can choose a scenario by name or specify a
base name and time parameter. If you choose to
specify a base name and time, SP Sentinel uses
the timestamp in the scenario name to find the
scenario.

2.1 Set the project to
<initials>_daily_config_validation.

Select Specified project, and the scenario
with given base name that was created
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You can choose to specify a time range. For
example, if you want to compare against a
scenario you created last week, compare it
against the scenario created seven days
ago. You can also choose to compare
against the most recent scenario. For this
exercise, use the latter option.

2.3 Click on the Most recently radio button.

Make sure Send reports to the Report Server
is enabled.

This stores your reports on your OPNET Report
Server.

In the report name field, enter
<project> Differences.

Give your report a name that describes what it
contains. The report name field allows for any
text and accepts two variables: <project> and
<scenario>. In the report name, the string
<project> will be replaced with the name of the

TUT-5-6
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automation project. The variable <scenario> will
be replaced with the name of the automation
scenario.

+|Generate Difference Report

Cormpars the active project and scenafio to

Project: Imyidaihlicunl\g‘validalinn

SEcTEiE Iip_ar\d_nspl_netwnlk

|v Specified project, and the scenario with given base name that was created %
% Most recently

 Atleast |1 éll daps 2| before the task execution date

Difference behavior file: |op_network_diff =l

Place output in: | Chon_adminttmp Browse

¥ Send reports to the Repart Server (winl0201)

Repart name a3 it will appear on the Repart Server: I(Dmiecl) Differences|

& Load Generate i LCancel | Help |

Save the current settings to an automation file.

5.1 Click on the “save settings for automation”
button. g |

Enter <initials>_most_recent_differences
for the automation file name.

5.3 Click Save.

Click Cancel to close the Generate Network
Difference dialog box.

IT Sentinel/Release 11.0
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Configuring the Automation Task

After you save your automation files, you can create
an automation task to import your new configuration
files and generate a network difference report to show
the changes. This report will be sent to the Report
Server for viewing later.

1 Select File > Automation > Configure/Run
Automation Tasks.

Click New to create a new task.

Click Rename and enter Daily Network
Differences for the task name.

Click Edit to edit the new task.

Click on *None* and select Import Topology
from Device Configurations.

Click in the cell under Automation Settings File
and select <initials>_repaired_dci_import.

Click in the cell below Import Topology from
Device Configurations and select Generate
Network Difference Report.
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8 Click in the cell to the right of Generate Network

Difference Report and select
<intials>_most_recent_differences.

Click the None radio button next to
Source/Project scenario.

Because you are importing a new topology, there
IS NO reason to use an existing scenario when
starting SP Sentinel.

You want to store your new scenario in the same
project as the previous tutorials.

10.1 Under Output Project/Scenario, click on
the Specify radio button.

10.2 Enter <initials>_daily_config_validationin
the project field.

10.3 Enterip_and_ospf_network in the scenario
field.

If you choose to generate a unique scenario
name, SP Sentinel appends a timestamp to
the name you specified in the scenario field.
SP Sentinel uses this timestamp to locate
the correct scenario to generate a Network
Difference report. You may want to use this
topology again for other difference reports.

IT Sentinel/Release 11.0
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10.4 Make sure Generate Unique Scenario
Name is selected.

11 Make sure Hide OPNET windows during
automation is not checked so you can see your
automation as it runs.

12 Click Run Now to run the automation task now.
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Viewing the Report

Now that you have generated a network difference
report, you can access the Report Server to view it.

1

2

Restart SP Sentinel.

Choose Automation > Web — OPNET Report

Server Home.

O A web browser appears with the home page of
your Report Server.

Enter your username and password.

Click Login.

Click on the All Reports link next to SP Sentinel.
[0 A list of all the reports you have published
using SP Sentinel appears.

The top entry should be for
<initials>_daily_config_validation
Differences.

This is the report you just created.

IT Sentinel/Release 11.0
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Click on the link to view the report.

[0 The report appears and indicates that
there are several differences between the
new network and the previous network.

Click on Objects with differences to jump to
that section of the report.

[0 The results indicate that changes to the OSPF
Parameters.Interface Information.Area ID
attribute were found.
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Summary

* In this tutorial, you learned how to generate
network difference reports as part of an
automated task. This enables you to see how
your network has changed over time.
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What’'s Next?

Other tutorials are available on the following topics:

» Working with the Report Server
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6 Working with the Report Server

Working with the Report Server

Introduction

With SP Sentinel, you can search for reports
published to the Report Server using several different
search methods. If you are not using SP Sentinel, but
another OPNET product, see Using the Report Server
With Other OPNET Products.

This tutorial shows how you can:
* View reports by application
* View reports by date and time

» Use the advanced search page

Prerequisite Tutorials

To learn the topics presented in this tutorial effectively,
complete the following tutorials before you do this
tutorial:

SP Sentinel Quick Start
Setting Up Sentinel Automation
NetDoctor Notification in SP Sentinel

Comparing Networks with Sentinel

IT Sentinel/Release 11.0
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Workflow

The following figure shows the workflow for a report
search using three different methods.

Report Server Workflow

Open web browser and navigate
to the Report Server home page

!

Log in - enter username and
password

Select
method of viewing
available reports

Navigation bar search: Application Advanced Application All Reports
Report Server search Search: Advanced search:
page appears Search Wizard page List of All Reports
l appears page appears

!

‘ Specify search ‘ ‘ Specify advanced ‘

parameters search parameters

\ﬁ—l

Save search
parameters for future
use (optional)

!

‘ Select report from list ‘

!

Report Server generates web
page with specified report

!

‘ View results ‘
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Viewing Reports By Application

In previous tutorials, you used automated tasks to
generate reports. These reports were sent to the
OPNET Report Server for view later. This tutorial
walks you through some commonly used Report
Server features. A variety of applications might send
reports to your Report Server. For example, IT Guru,
SP Guru, and IT Sentinel might all publish

reports.

To view reports organized according to the OPNET
application, follow these steps.

1 Run a web browser such as Mozilla, Opera, or
Internet Explorer.

2 Enter the following URL:

http://<report server>:<port>/rs

where <report server> is the machine hostname

running your Report Server and <port> is the port

on which the Report Server is running. The
default port is 9090.

[0 A web browser appears with the login page of

your Report Server.

IT Sentinel/Release 11.0
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Report Server Login Page

cReportServer
o=

Username I
Password I
Laogin

Powered by OPMET Report Senver. hwersion 10AP L0 [Build 104]
Copyright @ 2003 OPMET Technologies Inc. Al rights resenved.

3 Enter your username and password.

4 Click Login.

[0 The Report Server home page appears.

Report Server Home Page

eReportServer

vich

. SP Sentinel £l Reports | Advanced Search

TUT-6-4

IT Sentinel/Release 11.0



Sentinel Tutorials

5 Click on the All Reports link next to the label
SP Sentinel.

[0 This takes you to a list of all reports you
published using SP Sentinel.

SP Sentinel Reports on the All Reports Page

&ReportServer

List All Reports [SP Sentinel]

January 6, 2004 1:26 Al Metmode Difference opnet daily confin walidation Differances

January 6, 2004 1:21 AW Metmod Difference opnet daily config walidation Differances

January 6, 2004 1:00 Ak Metloctar opnet Daily IP and OSPF Rules

* The Date/Time column lists when the reports
were published.

The Report Set Title column contains the
type of reports. For example, Flow Analysis
reports are listed as “Flow Analysis.”

» The Report column shows the names of the
reports.
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6 Click on the <initials>_daily_config_validation
Differences link.

[0 This launches a report browser window that
shows the Network Difference report you
created in the previous tutorial.

7 Click on <initials>_daily_config_validation
Flow Analysis.

[0 The flow analysis report now appears in the
browser window.

TUT-6-6 IT Sentinel/Release 11.0



Sentinel Tutorials

Viewing Reports by Date and Time

You might want to view a report based on when the

report was generated.

To view reports based on date and time, follow these

steps.

1 Click on Search in the navigation bar.

[0 The Report Server search page appears.

me Tester Number One

I 5P Sertinel
I 1T sentinel
I~ P curu
™1 Guru

I Modeler

Report set attributes

From Scenario
Wumber of Demands Failing SLAs
HNumber of Demands Routed

Number of Overutiized Links:

Number of Unroutable Demands = x
Project andl Scenaria fequas =l
To Seenario equals *

Report attributes

From Scenario [eqwas =l
Number of Demands Faling SLAs =
Mumber of Demands Routed =
Number of Overutiized Links =
Number of Unroudabls Demancs =
Project and Scenario m l—
To Scenario fequas =

Save search as
Search

Date-time
ear __hourmin

® Maich any $ Match all

# Match any 2 Match all

IT Sentinel/Release 11.0
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Under Application(s), put a check in the
SP Sentinel checkbox to search the reports
generated by SP Sentinel.

In the Date-time range fields, specify the time
range for which you would like to see reports.

3.1 Inthe from: date, enter the beginning date
of the search.

If the reports were sent to the Report Server
on a date before today’s date, note the
earlier date with a time of 00:00.

3.2 Inthe from: time, enter 00:00.

3.3 Inthe to: date, enter today’s date.

3.4 Inthe to: time, enter the current time.
Scroll to the bottom of the screen.
In the Save search as text box, enter “One Day

Search.

[0 The parameters of this search will be saved so
that you can perform the same search later
with a single click.

TUT-6-8
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6 Click Search.
[0 A list of all of the reports created today
appears.

Click on the Saved Search link at the top of the
page.

O This takes you to a list of all your saved
searches.

8 Click on the One Day Search link.

[0 The same list of reports you saw in the
previous step appears.
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Using the Advanced Search Page

The advanced search page lets you refine your search
criteria based on publication time, report set, and
report title. For example, you might want to list only
the Network Difference reports generated today.

To perform an advanced search, follow these steps.
1 Click on the Home link at the top of the page.

2 Click on Advanced Search link next to
SP Sentinel.

[0 The advanced search page appears.
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Report Server Advanced Search Wizard

lnenorIServer

SP Sentinel Report Sets - Advanced Search Wizard

Report set fitle: NetDoctor

fontn g3 ear hournin Projectand Scenario. [equals =] |
| g
o] j' j' lﬁmm Farmat [equals =] |
© Jast|0 days O yesterday C today

Available Reports " include all reports

Projectand Scenario [equels v] |
™ MetDoctar Report

Format |equa\5j |

Project and Scenario |equa\sj |
" IP and OSPF Rules

Format |equa\sj |

Report set fitle: User-Defined Report

- 'mml%ml—ﬂ_an—ya:'ar hnurmm Project and Scenario. [equals =] |

© [astf0 days O vesterday O foday

Available Reports " include all reports

I Router Interface Repart Project and Scenario |equa\5j |

I YNE_Import_Test-04_16_2004 Project and Geenario [equals x| [

Scroll to the Network Difference section.

Put a check in the include all reports checkbox
to include Network Difference reports in your
search.
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5 Inthe Date-time range fields, specify the time
range for which you would like to see reports.

5.1

In the from: date, enter the beginning date
of the search.

If the reports were sent to the Report Server
on a date before today’s date, note the
earlier date with a time of 00:00.

In the from: time, enter 00:00.

In the to: date, enter today’s date.

In the to: time, enter the current time.

[0 Inthe Available Reports section, you
see a list of the names of Network
Difference reports stored on the Report
Server. For this example, include reports
only named
<initials>_daily_config_validation
Differences.

Put a check next to
<initials>_daily_config_validation
Differences.

TUT-6-12
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6 Scroll down the page.

[0 Note there are sections for each type of report
on the Report Server.

7 Click Search.

[0 The results of your search appear.
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Using the Report Server With Other OPNET
Products

If you are using an OPNET product other than

SP Sentinel and you want to use the Report Server,
send a report to the Report Server using a feature that
is available to all OPNET clients. For example, if you
are using something other than SP Sentinel, send a
Network Difference report to the Report Server, and
then try to view that report.
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Summary

In this tutorial, you learned how to do the following.

* Log on to the Report Server
* View reports by application
» View reports by time and date

» Use the advanced search page

IT Sentinel/Release 11.0
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What’'s Next?

Other tutorials are available on the following topics:

SP Sentinel Quick Start
Setting Up Sentinel Automation
NetDoctor Notification in SP Sentinel

Comparing Networks with Sentinel
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App A Troubleshooting Sentinel Tutorials

Troubleshooting Sentinel Tutorials

Introduction

This document contains information that can help you
correct common problems.

* The OPNET Installation Directory
* The tutorial_req Files

» Saving Tutorial Files

» Additional Help

IT Sentinel/Release 11.0
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The OPNET Installation Directory

To complete the tutorials, you must install the Sentinel
standard models, which include the required tutorial
models. The standard models are normally installed
when you install the Standard Model Library.

Sentinel standard models apply to common protocols
and vendor devices. The standard models are in the
subdirectories under the OPNET release directory
(<reldir>):

<reldir>\models\std\<protocol_name>

<reldir> describes the directory that contains the
current Sentinel software.

TUT-A-2
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You can find your <reldir> by doing the following:

1 In the main menu, select Help > About This
Application.

In the About SP Sentinel dialog box, click on the
Environment tab, then expand the System
Information section.

Under System Information, find the
OPNET release directory.

For example, the <reldir> for a default installation of
this release of Sentinel on Windows is

C:\Program Files\OPNET\10.5.A

The tutorials use the Windows convention of the
backslash character (\) as the separator in directory
pathnames.
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The tutorial_req Files

When you do a tutorial, you are asked to open specific
tutorial model files. These model files are required to
do the tutorial; they are located in the
<reldir>\models\std\tutorial _req directory or its
subdirectories.

When you are asked to open supplied model files,
make sure you navigate the directory structure in
OPNET's open file browser (in the left pane) to the
tutorial_req directory.

Navigating to the tutorial_req Directory

Model directaries:

|

modeler
module
spgu

TUT-A-4
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Saving Tutorial Files

In several tutorials, you will be asked to open an
OPNET model file and save it with a unique prefix,
such as your initials (<your_initials>). This way,
several users can create and complete their own copy
of the same tutorial without interfering with each
others' work.

When you save a new model file, or use the

Save As... command to save an edited model file with
your initials, remember to navigate to your OPNET
default model directory (normally
<home>\op_models) to save your files.

Navigating to the op_models Directory

Model directaries:

= ;I
| op_models
{1 Program Files\OPHET410.5.A madels\tutorial_refymadule
{1 PROGRA~TSOPMETY10.5.4 \modelshstd

" o

If you do not navigate to your default model directory
(normally <home>\op_models) when you do a

Save As... operation, the file is automatically saved in
the current model directory.

IT Sentinel/Release 11.0
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Additional Help

If an analysis does not complete, the problem might
be with the installation.

1 Read the installation instructions on the CD case.

2 Check the website for recent updates to the
tutorials, models, and product installation
instructions (www.opnet.com/support).

3 Check the FAQ section of the OPNET website
(www.opnet.com/support).
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