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Preface

This manual describes how to install and set up CiscoWorks QoS Policy Manager.

Audience
This manual is for network architects and designers, network administrators, 
network management consultants, and integration partners.

To use QoS Policy Manager, you should have a basic understanding of network 
management, TCP/IP, and the configuration of your network. You should also 
know how to use Microsoft Windows 2000. 

Conventions
This document uses the following conventions:

Item Convention

Commands and keywords boldface font

Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font

Variables you enter italic screen font
vii
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Preface
Product Documentation
Note Means reader take note. Notes contain helpful suggestions or references to 
material not covered in the publication. 

Caution Means reader be careful. In this situation, you might do something that could 
result in equipment damage or loss of data.

Product Documentation

Note We sometimes update the printed and electronic documentation after original 
publication. Therefore, you should also review the documentation on Cisco.com 
for any updates.

You can find product information, including documentation, at this URL on 
Cisco.com:

http://www.cisco.com/en/US/products/sw/cscowork/ps2064/index.html

Table 1 describes the product documentation that is available.

Menu items and button names boldface font

Selecting a menu item in paragraphs Option > Network Preferences

Selecting a menu item in tables Option > Network Preferences

Item Convention
viii
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Product Documentation
Table 1 Product Documentation

Document Title Available Formats

Release Notes for CiscoWorks 
QoS Policy Manager 3.2

• Printed document that was included with the product.

• On Cisco.com:

a. Log into Cisco.com.

b. Select Products & Services > Network Management 
CiscoWorks > CiscoWorks QoS Policy Manager > 
Technical Documentation > Release and Installation 
Notes .

Quick Start Guide for CiscoWorks 
QoS Policy Manager 3.2

• Printed document that was included with the product.

• On Cisco.com:

a. Log into Cisco.com.

b. Select Products & Services > Network Management 
CiscoWorks > CiscoWorks QoS Policy Manager > 
Technical Documentation > Quick Start.

Installation Guide for CiscoWorks 
QoS Policy Manager 3.2

• PDF on the product CD-ROM.

• On Cisco.com:

a. Log into Cisco.com.

b. Select Products & Services > Network Management 
CiscoWorks > CiscoWorks QoS Policy Manager > 
Technical Documentation > Installation Guide Books .

• Printed document available by order (part number 
DOC-7815849=).1
ix
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Product Documentation
Getting Started Guide for 
CiscoWorks QoS Policy Manager 
3.2

• PDF on the product CD-ROM and from the CiscoWorks QoS 
Policy Manager online help.

• On Cisco.com:

a. Log into Cisco.com.

b. Select Products & Services > Network Management 
CiscoWorks > CiscoWorks QoS Policy Manager > 
Technical Documentation > Getting Started Guide 
Books .

• Printed document available by order (part number 
DOC-7815853=).1

User Guide for CiscoWorks 
QoS Policy Manager 3.2

• PDF on the product CD-ROM and from the CiscoWorks QoS 
Policy Manager online help.

• On Cisco.com:

a. Log into Cisco.com.

b. Select Products & Services > Network Management 
CiscoWorks > CiscoWorks QoS Policy Manager > 
Technical Documentation > User Guide Books .

• Printed document available by order (part number 
DOC-7815852=).1

Supported Devices for CiscoWorks 
QoS Policy Manager 3.2

1. Log into Cisco.com.

2. Select Products & Services > Network Management 
CiscoWorks > CiscoWorks QoS Policy Manager > Technical 
Documentation > Device Support Tables.

Context-sensitive online help • Select an option from the navigation tree, then click Help.

• Click the Help button in the dialog box.

1. See the “Obtaining Documentation, Obtaining Support, and Security Guidelines” section on page xi.

Table 1 Product Documentation (continued)

Document Title Available Formats
x
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Related Documentation
Related Documentation

Note We sometimes update the printed and electronic documentation after original 
publication. Therefore, you should also review the documentation on Cisco.com 
for any updates.

QPM runs on the CiscoWorks Common Services Server. Documentation for 
CiscoWorks Common Services 2.2 is available on Cisco.com at 
http://www.cisco.com/en/US/products/sw/cscowork/ps3996/index.html

Obtaining Documentation, Obtaining Support, and 
Security Guidelines

For information on obtaining documentation, obtaining support, providing 
documentation feedback, security guidelines, and also recommended aliases and 
general Cisco documents, see the monthly What’s New in Cisco Product 
Documentation, which also lists all new and revised Cisco technical 
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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C H A P T E R 1

Overview of QPM 3.2

This chapter contains the following topics:

• What is QPM?, page 1-1

• Preparing to Install QPM, page 1-2

• Where To Go Next, page 1-7

What is QPM?
QoS Policy Manager (QPM) lets you analyze traffic throughput by application or 
service class, and then leverage that information to configure QoS policies to 
differentiate traffic and to define the QoS functions to be applied to each type of 
traffic flow.

By simplifying QoS policy definition and deployment, QPM makes it easier for 
you to create and manage end-to-end differentiated services in your network, thus 
making more efficient and economical use of your existing network resources. 

For example, you can deploy policies that ensure that your mission-critical 
applications always get the bandwidth required to run your business.

QPM is suitable for large-scale enterprise deployments, and IP telephony 
deployments, consisting of hundreds or thousands of devices. QPM facilitates 
management of large networks by providing advanced user authorization 
capabilities through integration with Cisco Access Control Server (ACS). 
1-1
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Preparing to Install QPM
QPM runs on the CiscoWorks Common Services 2.2 server with Common 
Services Service Pack 2. CiscoWorks Common Services provides the 
infrastructure required by QPM to run from the CiscoWorks desktop environment, 
and also provides management of user roles and privileges, allowing you to 
control who gets access to specific tasks in QPM.

QPM stores policy and device information in a relational database. Reports 
generated by QPM are stored separately as XML files. Monitoring task data is 
also stored separately. 

The QPM database can be backed up using scheduled QPM backups. All QPM 
application data can be exported for backup purposes, or for migrating from one 
QPM server to another. 

Preparing to Install QPM
Before you install QPM, review the installation prerequisites and available 
installation paths to prevent problems arising during the installation process.

• Hardware and Software Requirements, page 1-2

• Installation Prerequisites, page 1-4

• Installation Paths, page 1-6

Hardware and Software Requirements
We recommend that you use a dedicated server for QPM to realize maximum 
performance.

QPM 3.2 must be installed on a server that has CiscoWorks Common Services 2.2 
with Service Pack 2 installed. 

Table 1-1 shows the hardware and software requirements for the QPM server.

Caution If the server does not meet the recommended system requirements, QPM startup 
and performance might be slow, or QPM might not work at all on the server.
1-2
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Chapter 1      Overview of QPM 3.2
Preparing to Install QPM
Table 1-2 shows the requirements for client systems.

Table 1-1 Server Hardware and Software Requirements

Hardware • IBM PC-compatible computer with Pentium IV, 1 GHz or faster 
processor

• Monitor with display set to High Color (16 Bit)

Memory (RAM) 1 GB minimum

Virtual memory Double the amount of RAM (2 GB minimum) 

Available disk drive space 7 GB minimum. (The available disk space required depends on the tasks 
you want to do in QPM.)

CiscoWorks Common Services 2.2 requires 2 GB free disk space, 
therefore ensure that you have a minimum of 9 GB free disk space before 
you install CiscoWorks Common Services 2.2. 

Software1

1. CiscoWorks Common Services 2.2 supports US-English and Japanese versions of Windows Operating Systems. Set the 
default locale to US-English for US-English version and Japanese for Japanese version.

One of the following:

• Windows 2000 Professional or Server with Service Pack 3 or 4.

• Windows Advanced Server without enabling terminal services.

Browser (optional) One of the following:

• Microsoft Internet Explorer 6 (Windows with SP3 only), or 
Microsoft Internet Explorer 6.0 with Service Pack 1 (Windows with 
SP3 or SP4).

• Netscape 7.1

Table 1-2 Client Requirements

System hardware and 
software

• IBM PC-compatible system with at least a 300 MHz Pentium 
processor running Windows 2000 with Service Pack 3 (Professional 
and Server), or Windows XP SP1 (Professional and Server).

• Monitor with display set to High Color (16 Bit)
1-3
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Preparing to Install QPM
Installation Prerequisites
You must consider the following pre-requisites before installing QPM:

Use a Dedicated Server for QPM

We recommend that you use a dedicated server for QPM to realize maximum 
performance.

If you cannot use a dedicated server for QPM, you can install QPM on a Common 
Services server with the following applications:

• VPN/Security Management Solution (VMS) 2.2

• LAN Management Solution (LMS) 2.2 

• Routed WAN Management Solution (RWAN) 1.3

Set the Display to 16 Bit

You must set High Color (16 Bit) for desktop display. 
Go to Display Properties > Settings to set the color depth.

Memory 256 MB

Browser One of these browsers:

• On Windows with SP 3 and Windows XP clients:

– Microsoft Internet Explorer 6.0 or Internet Explorer 6.0 with 
Service Pack 1.

– Netscape 7.1.

• On Windows clients with SP 4:

– Microsoft Internet Explorer 6.0 with Service Pack 1.

– Netscape 7.1.

Table 1-2 Client Requirements (continued)
1-4
Installation Guide for QoS Policy Manager 3.2

78-15849-02



 

Chapter 1      Overview of QPM 3.2
Preparing to Install QPM
Before You Install QPM

Ensure the following:

• The machine on which you are going to install QPM meets the requirements 
for running QPM. See Hardware and Software Requirements, page 1-2.

• CiscoWorks Common Services 2.2 with Service Pack 2 must be installed on 
your computer before you begin to install QPM.

The Common Services installation CD contains only Common Services 2.2 
installation files. For information on installing and upgrading to CiscoWorks 
Common Services 2.2, see 
http://www.cisco.com/en/US/products/sw/cscowork/ps3996/prod_installation_g
uides_list.html.

The QPM installation CD-ROM contains Common Services 2.2 Service Pack 2 
(SP2) installation files. For information about installing SP2, see Chapter 2, 
“Installing and Uninstalling QPM”

Before You Install CiscoWorks Common Services

Ensure the following:

• Do not install CiscoWorks on a system that is configured as a primary or 
backup domain controller. 

• Do not install CiscoWorks on Advanced Server with terminal services 
enabled in application server mode.

• Do not install CiscoWorks on a FAT file system. 

• Do not install CiscoWorks on Windows XP. 
1-5
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Preparing to Install QPM
Installation Paths
If you have other CiscoWorks products installed on your server, review the 
information in Table 1-3 to determine the installation path required for QoS 
Policy Manager to successfully operate.

Table 1-3 Recommended Installation Paths

If You are Installing QoS Policy Manager on 
a System That... Then You...

Has no other CiscoWorks products Install:

1. Common Services 2.21

2. Common Services Service Pack 2 (from the 
QPM 3.2 installation CD)

3. QoS Policy Manager 3.2

Has CD One 4th edition, or CD One 5th 
edition without Common Services

1. Upgrade to Common Services 2.21

2. Install Common Services Service Pack 2 (from the 
QPM 3.2 installation CD)

3. Install QoS Policy Manager 3.2

Has Common Services 1.0 with or without 
CD One 5th edition

1. Upgrade to Common Services 2.21

2. Install Common Services Service Pack 2 (from the 
QPM 3.2 installation CD)

3. Install QoS Policy Manager 3.2

Has QPM 3.0.x or 3.1 with Common 
Services 1.0 

1. Export the QPM 3.0.x or 3.1 database and 
configuration information if you want to use it in 
your QPM 3.2 installation. 

2. Uninstall QPM 3.0.x or 3.1

3. Upgrade to Common Services 2.21

4. Install Common Services Service Pack 2 (from the 
QPM 3.2 installation CD)

5. Install QoS Policy Manager 3.2 

6. Import the QPM 3.0.x or 3.1 database and 
configuration.
1-6
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Where To Go Next
Where To Go Next
• For information on installing and upgrading to CiscoWorks Common 

Services 2.2, see 
http://www.cisco.com/en/US/products/sw/cscowork/ps3996/prod_installatio
n_guides_list.html.

• For information on installing CiscoWorks Common Services Service Pack 2, 
and QPM 3.2, see Chapter 2, “Installing and Uninstalling QPM.”

• For information on upgrading from QPM 3.0.x, or QPM 3.1.x, and the QPM 
export and import utilities, see Chapter 4, “Upgrading and Migrating QPM.”

• For information on upgrading QPM 2.1.x policies, see Appendix B, 
“Exporting QPM 2.1.x Databases.”

Has QPM 2.x 1. To use the QPM 2.1.x database in QPM 3.2, export 
the database from QPM 2.1.x to an XML file.

2. Install Common Services 2.21

3. Install Common Services Service Pack 2 (from the 
QPM 3.2 installation CD)

4. Install QoS Policy Manager 3.2 (You do not need to 
uninstall QPM 2.x.)

To use QPM 2.1.x devices, import the devices from 
the XML file. 

To use QPM 2.1.x policies, import policies from the 
XML file, or upload policies from devices.2

1. For information on installing and upgrading to CiscoWorks Common Services 2.2, see 
http://www.cisco.com/en/US/products/sw/cscowork/ps3996/prod_installation_guides_list.html.

2. Importing QPM 2.1.x policies is recommended only if the QPM 2.1.x database contains policies for QPM 2.1.x device groups 
rather than for individual interfaces.

Table 1-3 Recommended Installation Paths (continued)

If You are Installing QoS Policy Manager on 
a System That... Then You...
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Where To Go Next
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C H A P T E R 2

Installing and Uninstalling QPM 

This chapter contains the following topics:

• Ports Used By QPM, page 2-1

• Order of Installation, page 2-2

• Installing Common Services Service Pack 2, page 2-2

• Installing QPM, page 2-3

• Uninstalling QPM, page 2-5

Ports Used By QPM
QPM on Windows uses the following ports, in addition to the ports used by 
CiscoWorks Common Services:

• 51099—JNDI lookup port 

• 51199—JRMP lookup port

• 51299—Admin page port

• 10033—Database port

• 51899—PDP port

For information about the ports used by CiscoWorks Common Services, see 
Installation and Setup Guide for Common Services (Includes CiscoView) on 
Windows.
2-1
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Order of Installation
Order of Installation
The CiscoWorks Common Services and QPM applications must be installed in the 
following order:

During installation, you do not need to enter a license key for Common Services 
or for QPM. See the Cisco Software License Agreement included in the QoS 
Policy Manager package for more details about license policies for restricted and 
unrestricted device use.

Installing Common Services Service Pack 2
If Common Services Service Pack 2 is not installed on your computer, you must 
install it after installing CiscoWorks Common Services and before installing 
QPM. 

Step 1 Insert the QoS Policy Manager CD-ROM into your CD-ROM drive.

We do not recommend installing QPM from a network CD-ROM drive.

Step 2 Select Start>Run, and enter d:\CiscoWorks patches\W2K\SP2
\Common_Services_2.2_SP2.exe where d is your CD-ROM drive.

Step 3 Follow the instructions in the installation wizard.

Install ... From this installation CD ...

Step 1 CiscoWorks Common Services 2.2 CiscoWorks Common Services

Step 2 Common Services 2.2 Service Pack 2 QoS Policy Manager 3.2

Step 3 QoS Policy Manager 3.2 QoS Policy Manager 3.2
2-2
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Installing QPM
Installing QPM
QPM is automatically installed in the CiscoWorks Common Services installation 
folder.

The installation process also copies the QPM 3.2 export and import utilities to the 
QPM server. For more information about these utilities, see Chapter 4, 
“Upgrading and Migrating QPM.”

Before You Begin

• Ensure that CiscoWorks Common Services 2.2 with Service Pack 2 is 
installed on your computer before you begin to install QPM. If Common 
Services Service Pack 2 has not been installed, you can install it from the 
QPM installation CD. See Installing Common Services Service Pack 2, 
page 2-2.

• Verify the TCP ports that QPM uses and check for conflicts with existing 
applications. See Ports Used By QPM, page 2-1.

• If you are upgrading from QPM 3.0.x, or QPM 3.1, see Chapter 4, 
“Upgrading and Migrating QPM.”

Step 1 Insert the QoS Policy Manager CD-ROM into your CD-ROM drive.

We do not recommend installing QPM from a network CD-ROM drive.

Step 2 Select Start>Run, and enter d:\QPM 3.2 installation\W2K\QPM-K9.exe, 
where d is your CD-ROM drive.

The Welcome window opens.

If QPM 3.0.x or QPM 3.1 is already installed on the computer, installation will 
not proceed, and a message appears, describing the installation sequence to 
upgrade to QPM 3.2.

Step 3 Click Next to continue. 

The Select Program Folder window opens.

Step 4 In the Select Program Folder window, specify or select a program group, if you 
do not want to use the default name. 

Step 5 Click Next.
2-3
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Installing QPM
Step 6 Enter the password for the QoS Policy Manager Database, and confirm your 
password. 

The QPM database password is required internally by the system to ensure 
database security. You do not need to use the password. You can change the 
password through Common Services in the CiscoWorks desktop. 

Step 7 Select VPN/Security Management Solution > Administration > 
Configuration > Database Credentials.

Step 8 Click Next.

Step 9 In the Setup Type window, enter the percentage of disk space to keep free on the 
current partition.

If you intend to perform QPM monitoring tasks, we recommend that you keep a 
larger amount of disk space free for backup purposes. When you run out of 
available disk space, QPM stops any running monitoring tasks, and notifies you.

You can make more space available for monitoring by freeing disk space on the 
QPM server, or by compacting the QPM database using the QPM Rebuild 
Database utility on the QPM server. 

Before using this utility you must back up your QPM database.

Step 10 Click Next.

Step 11 Review your selections in the Start Copying Files window. 

If you want to make changes, click Back until you come to the window that has 
selections you want to change.

Step 12 When you have the selections you want, click Next to start installing QPM on 
your system. 

This process takes a few minutes. After QPM is installed, the Wizard Complete 
window opens.

Step 13 Select whether you want to restart your computer now or later, and click Finish 
to complete the setup. 

Step 14 Restart your computer before you begin to work with QPM.

The QPM services start automatically whenever you start your computer.

Remove the QPM CD-ROM before you restart your computer.
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Uninstalling QPM
Where to go next

• Before you begin to work with QPM, ensure you have the correct user 
permissions. If you intend to work with ACS device groups and user 
permissions, configure settings in ACS and CiscoWorks as described in 
Chapter 3, “Setting Up the QPM Server.”

• After setup is complete, verify the QPM installation. See Chapter 5, 
“Verifying QPM Installation, Upgrade, and Migration” for details.

• If you are upgrading from QPM 3.0.x, or QPM 3.1, and you exported existing 
QPM application data, you can import the QPM application data into 
QPM 3.2. For information on importing QPM application data on Windows, 
see Importing QPM 3.x Application Data, page 4-5.

• If you encounter problems with installation, or starting QPM, see 
Appendix A, “Troubleshooting QPM Installation, Upgrade, and Migration.”

Uninstalling QPM 
You can uninstall QPM directly from the QPM setup or from the CiscoWorks 
Common Services setup. 

• If you are uninstalling only QPM, it is easier to uninstall from the QPM setup.

• If you want to uninstall QPM and CiscoWorks Common Services, use the 
CiscoWorks Common Services setup to uninstall both applications in a single 
procedure.

Note Uninstalling QPM does not remove your deployed policies from the network 
devices.

Uninstalling from QPM Setup

Step 1 Select Start > Settings > Control Panel > Add/Remove Programs.

The Add/Remove Programs window opens.

Step 2 Select QoS Policy Manager 3.2, and click Change/Remove. 

The QPM uninstallation process starts, and QPM is removed from your computer.

Step 3 Restart your computer.
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Uninstalling QPM
Step 4 Ensure that the QPM directory under the CiscoWorks Common Services 
installation directory, C:\Program Files\CSCOpx\MDC\qpm, has been 
completely deleted. 

You cannot reinstall QPM if the QPM installation directory exists. 

Uninstalling from CiscoWorks Common Services Setup

Step 1 Select Start > Settings > Control Panel > Add/Remove Programs. 

The Add/Remove Programs window opens.

Step 2 Select CiscoWorks, and click Change/Remove. 

Step 3 In the Uninstallation dialog box, clear the check boxes for the applications you do 
not want to uninstall. Leave QoS Policy Manager selected. 

Step 4 Click Next.

The QPM uninstallation process starts, and QPM is removed from your computer.

Step 5 Restart your computer.

Step 6 Ensure that the QPM directory under the CiscoWorks Common Services 
installation directory, C:\Program Files\CSCOpx\MDC\qpm, has been 
completely deleted.

You cannot reinstall QPM if the QPM installation directory exists. 
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C H A P T E R 3

Setting Up the QPM Server

This chapter contains the following topics:

• User Permissions for QPM, page 3-1

• CiscoWorks User Permissions, page 3-2

• ACS User Permissions, page 3-5

• Working with ACS Device Groups and User Permissions, page 3-8

User Permissions for QPM
CiscoWorks Common Services  provides management of QPM user roles and 
privileges. QPM can work with either Cisco Secure Access Control Server (ACS) 
permissions or CiscoWorks permissions. 

QPM permissions for authentication and authorization are mapped to CiscoWorks 
permission roles or ACS permission roles, as specified. 

Note To use ACS authentication and authorization, ACS must be installed on the 
network. 

Before you begin to work with QPM, you should ensure that you have the 
appropriate permissions. ACS and CiscoWorks permissions in QPM rely on the 
usergroup or username, the command set or privileges associated with the 
usergroup or username, and the device or device group for which privileges are 
requested. 
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CiscoWorks User Permissions
If your username or usergroup is not authorized for certain QPM actions, the 
related menu items, TOC items, and buttons will be hidden or disabled. 

CiscoWorks User Permissions
QPM uses a separate set of permissions for each type of task.

Table 3-1 shows how QPM permissions are mapped to CiscoWorks roles.

Table 3-1 QPM Permissions Mapped to CiscoWorks Roles

QPM Permissions

CiscoWorks Roles

System 
Admin

Network 
Admin

Network 
Operator Approver Help Desk

Device Inventory Tasks

View X X X X X

Modify X X X X

Policy Configuration Tasks

View X X X X X

Modify X X X

Deployment Tasks

View X X X X X

Deploy X

Delete jobs and logs X

Reports Tasks

View X X X X X

Delete X

Run Real Time Analysis 
Tasks

X X X X X

Create Analysis Tasks X X X
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CiscoWorks User Permissions
Note To view the QPM tasks allowed for each CiscoWorks role in QPM, select 
Admin > User Permissions Report. 

CiscoWorks roles have the following permissions in QPM:

• System Admin

– View information in QPM

– Make changes to devices in the QPM device inventory

– Run monitoring tasks

– Delete any QPM logs and reports

– Create and retrieve backups of the QPM database

System admin is the only user role that can delete logs, jobs, and reports in 
QPM.

Admin Tasks

View Audit logs X X X X X

Delete Audit logs X

Backup/Retrieve 
Backup

X

Table 3-1 QPM Permissions Mapped to CiscoWorks Roles (continued)

QPM Permissions

CiscoWorks Roles

System 
Admin

Network 
Admin

Network 
Operator Approver Help Desk
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CiscoWorks User Permissions
• Network Admin

– View information in QPM

– Make changes to devices in the QPM device inventory

– Create and edit policies

– Deploy policies to devices

– Create and run monitoring tasks

Network admin is the only user role that can deploy the QoS configurations 
to the devices on the network.

• Network Operator

– View information in QPM

– Make changes to devices in the QPM device inventory

– Create and edit policies

– Create and run monitoring tasks

• Approver

– View information in QPM

– Make changes to devices in the QPM device inventory

– Create and edit policies

– Create and run monitoring tasks

• Help Desk — Allows you to only view information in QPM

You can add your username for CiscoWorks authentication in the CiscoWorks 
desktop. 

Step 1 In the CiscoWorks desktop, select Server Configuration > Setup > Security > 
Add Users. 

Step 2 Enter your username and password. 

Step 3 Select the CiscoWorks user role for the user. Click Add.

See User Guide for CiscoWorks Common Services 2.2 for more information about 
setting CiscoWorks usernames and permissions.
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ACS User Permissions
CiscoWorks permissions cannot be customized. However, you can create a user 
who has the permissions of more than one CiscoWorks role, for example, System 
Admin and Approver.

Tip You can create a super-user (permissions for everything) by giving both system 
administrator and network administrator roles to a user. 

ACS User Permissions
When you configure CiscoWorks Common Services  to use ACS authorization 
and authentication, QPM adds permissions in ACS. 

Table 3-2 shows the default mapping of QPM permissions to ACS roles. This is 
the same as for the CiscoWorks roles, but when using ACS authorization and 
authentication you can modify the default roles.

Table 3-2 QPM Permissions Mapped to ACS Roles

QPM Permissions

ACS Roles

System 
Admin

Network 
Admin

Network 
Operator Approver Help Desk

Device Inventory Tasks

View X X X X X

Modify X X X X

Policy Configuration Tasks

View X X X X X

Modify X X X

Deployment Tasks

View X X X X X

Deploy X

Delete jobs and logs X
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ACS User Permissions
To modify global components, such as library components, global device settings, 
and so on, you must have appropriate permissions for the device group that 
contains the CiscoWorks Common Services server. 

ACS roles have the following default permissions in QPM:

• System Admin

– View information in QPM

– Make changes to devices in the QPM device inventory

– Run monitoring tasks

– Delete any QPM logs and reports

– Create and retrieve backups of the QPM database

System admin is the only user role that can delete logs, jobs, and reports in 
QPM.

Reports Tasks

View X X X X X

Delete X

Run Real Time Analysis 
Tasks

X X X X X

Create Analysis Tasks X X X

Admin Tasks

View Audit logs X X X X X

Delete Audit logs X

Backup/Retrieve 
Backup

X

Table 3-2 QPM Permissions Mapped to ACS Roles (continued)

QPM Permissions

ACS Roles

System 
Admin

Network 
Admin

Network 
Operator Approver Help Desk
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ACS User Permissions
• Network Admin

– View information in QPM

– Make changes to devices in the QPM device inventory

– Create and edit policies

– Deploy policies to devices

– Create and run monitoring tasks

Network admin is the only user role that can deploy the QoS configurations 
to the devices on the network.

• Network Operator

– View information in QPM

– Make changes to devices in the QPM device inventory

– Create and edit policies

– Create and run monitoring tasks

• Approver

– View information in QPM

– Make changes to devices in the QPM device inventory

– Create and edit policies

– Create and run monitoring tasks

• Help Desk — Allows you to only view information in QPM

If you intend to work with ACS device groups and user permissions, you must 
perform the setup configuration described in Working with ACS Device Groups 
and User Permissions, page 3-8. 

ACS allows you to modify the default permission roles. For details about 
modifying permissions in ACS, see the ACS online help. 

After you change the permission roles, you must restart the ACS server. If QPM 
is open, log out and log in again to QPM to reflect the changes.
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Working with ACS Device Groups and User Permissions
Working with ACS Device Groups and User 
Permissions

The following topics describe how to configure CiscoWorks Common Services  
to use ACS authorization and authentication on a new QPM installation, and after 
upgrading from QPM 3.x.

• Setup for Working with ACS Device Groups and User Permissions, page 3-8

• Updating QPM 3.0.x User Permissions in ACS, page 3-10

Setup for Working with ACS Device Groups and User 
Permissions

If you want to use ACS device groups and permissions for QPM, ACS must be 
installed on the network. 

To work with ACS device groups and user permissions, you must register the 
QPM server with ACS and configure CiscoWorks Common Services  to use ACS 
authorization and authentication. 

Step Task Procedure

Step 1 Define the QPM server in ACS. 1. In ACS, select Network Configuration. 

2. Add the QPM server to a device group, or add it as an 
individual device, depending on the ACS setup.

3. Enter the ACS shared key in the Key field.

Step 2 Define the Login Module in 
CiscoWorks as TACACS+.

1. In the CiscoWorks desktop, select 
Server Configuration > Setup > Security > Select 
Login Module. 

2. Select TACACS+, if it is not already selected. Click 
Next.

3. Enter the ACS server name. You do not need to enter 
a key.

4. Click Finish.
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Working with ACS Device Groups and User Permissions
To change the authorization and authentication mode back to CiscoWorks 
permissions, you must configure CiscoWorks Common Services  to use local 
authorization and authentication. 

For details of this procedure, see the user guide or online help for CiscoWorks 
Common Services.

For more information about configuring ACS authorization authentication, see the 
user guide or online help for CiscoWorks Common Services.

Step 3 Synchronize CiscoWorks 
Common Services  with the 
ACS server configuration.

1. In the CiscoWorks desktop, select
VPN/Security Management Solution > 
Administration > Configuration > AAA Server. 

2. In the AAA Server Information dialog box, click 
Synchronize.

3. Add Login details. Enter the ACS shared key that you 
defined for QPM server in ACS.

4. Click Register.

5. Select qpm, and click the Add button, to add the 
QPM permission roles in ACS. Click OK.

6. Click Finish.

Step 4 Define usernames, device 
groups and user groups in ACS.

1. In ACS, select User Setup to define usernames. 

2. Select Group Setup to define permissions for device 
groups.

You can define permissions for all network device 
groups, or per device group. This means that roles can be 
defined for all devices, or per network device group.

Step Task Procedure
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Updating QPM 3.0.x User Permissions in ACS
If you are upgrading from QPM 3.0.x on the same QPM server, and you worked 
with ACS device groups and user permissions, you must update ACS with the new 
QPM user permissions.

Note If you are upgrading to a different server from QPM 3.0.x, follow the procedure 
in Setup for Working with ACS Device Groups and User Permissions, page 3-8.

Step Task Procedure

Step 1 Remove the old QPM 
permission roles from the ACS 
server.

1. In the ACS server select Shared Profile
Components > CiscoWorks QPM. 

2. Select each QPM user role and delete.

Step 2 Unregister the old QPM 
permission roles in 
CiscoWorks.

1. In the CiscoWorks desktop, login with username 
admin and password admin.

2. Select VPN/Security Management Solution > 
Administration > Configuration > AAA Server. 

3. In the AAA Server Information dialog box, click 
Unregister.

4. Log out of the CiscoWorks desktop.
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Step 3 Add the new QPM permission 
roles to ACS

1. Log into CiscoWorks with username admin and 
password admin.

2. Select VPN/Security Management Solution > 
Administration > Configuration > AAA Server. 

3. In the AAA Server Information dialog box, click 
Synchronize.

4. Add Login details. Enter the ACS shared key that you 
defined for QPM server in ACS.

5. Click Register.

6. Select qpm, and click the Add button, to add the 
QPM permission roles in ACS. Click OK.

7. Click Finish.

8. Log out of CiscoWorks.

Step 4 Define usernames, device 
groups and user groups in ACS.

1. In ACS, select User Setup to define usernames. 

2. Select Group Setup to define permissions for device 
groups.

You can define permissions for all network device 
groups, or per device group. This means that roles 
can be defined for all devices, or per network device 
group.

Step Task Procedure
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C H A P T E R 4

Upgrading and Migrating QPM

This chapter contains the following topics:

• Upgrading to QPM 3.2, page 4-1 

• Migrating to a New QPM Server, page 4-2

• Exporting and Importing QPM Application Data, page 4-3

Upgrading to QPM 3.2
If QPM 3.0.x, or QPM 3.1 is already installed on the server, use the following 
installation sequence to upgrade to QPM 3.2:

We recommend that you export all QPM application data from QPM 3.x using the 
export.exe utility on the QPM 3.2 installation CD. See Exporting QPM 3.x 
Application Data, page 4-3 for details.

Step 1 Uninstall QPM 3.x.

Step 2 Upgrade to CiscoWorks Common Services 2.2. See Installation Guide for 
CiscoWorks Common Services on Windows. 

Step 3 Install Common Services 2.2 Service Pack 2 from the QPM installation CD. See 
Installing Common Services Service Pack 2, page 2-2 for details.

Step 4 Install QPM 3.2. See Installing QPM, page 2-3 for details.

QPM permission roles have been upgraded since QPM 3.0.x. Before you begin to 
work with QPM, ensure that you have the appropriate permissions. See Chapter 3, 
“Setting Up the QPM Server” for details. 
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Migrating to a New QPM Server
If you are working with ACS user permissions, register the new QPM user 
permissions in CiscoWorks and ACS, if required. See Working with ACS Device 
Groups and User Permissions, page 3-8 for details.

You can import QPM 3.x application data into QPM 3.2 using the import.exe 
utility on the QPM 3.1 installation CD, or on the QPM server. See Importing 
QPM 3.x Application Data, page 4-5 for details.

Note If you install CiscoWorks Common Services 2.2 before uninstalling QPM 3.1, you 
will not see QPM in the CiscoWorks desktop menu, but you can still export 
QPM 3.1 application data and uninstall QPM 3.1.

If you are upgrading to QPM 3.2 on a new server, you can skip step 1

Migrating to a New QPM Server
You can migrate QPM information from one QPM 3.2 server to another. This 
topic describes the sequence of tasks for migrating QPM information to a new 
QPM server.

We recommend that you export all QPM application data from the old QPM server 
using the export.exe utility on the QPM installation CD. See Exporting QPM 3.x 
Application Data, page 4-3 for details.

Step 1 Install CiscoWorks Common Services 2.2. See Quick Start Guide for QPM, or 
Installation Guide for CiscoWorks Common Services on Windows.

Step 2 Install Common Services 2.2 Service Pack 2 from the QPM installation CD. See 
Installing Common Services Service Pack 2, page 2-2 for details.

Step 3 Install QPM 3.2. See Installing QPM, page 2-3 for details.
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Exporting and Importing QPM Application Data
Step 4 Ensure that you have the appropriate permissions. See Chapter 3, “Setting Up the 
QPM Server” for details. 

If you are working with ACS user permissions, register the new QPM server in 
CiscoWorks and ACS. See Working with ACS Device Groups and User 
Permissions, page 3-8 for details.

You can import QPM application data using the import.exe utility on the QPM 
installation CD, or on the QPM server. See Importing QPM 3.x Application Data, 
page 4-5 for details.

Exporting and Importing QPM Application Data
The following topics describe how to use the QPM 3.2 export and import utilities.

• Exporting QPM 3.x Application Data, page 4-3

• Importing QPM 3.x Application Data, page 4-5

The export and import utilities are available on the QPM CD-ROM, and are 
copied to the QPM server in the installation process.

For information about exporting QPM 2.1.x database information, see 
Appendix B, “Exporting QPM 2.1.x Databases.”

Exporting QPM 3.x Application Data
You can export the following QPM 3.x application data:

• QPM database containing device and policy information

• QPM monitoring task information

• QPM reports

• QPM configuration information

Use the export utility when you want to migrate and upgrade QPM 3.0.x, or 
QPM 3.1 application data to QPM 3.2, or when you want to migrate QPM 3.2 
from one server to another.
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Exporting and Importing QPM Application Data
You specify the destination folder to which you want the application data 
exported.

When upgrading QPM 3.x application data, you must use the export utility from 
the QPM 3.2 installation CD-ROM, before you uninstall QPM 3.x. See Upgrading 
to QPM 3.2, page 4-1.

Step 1 Open a Command window:

a. Select Start>Run. 

The Run dialog box opens.

b. Enter cmd, and click OK. 

The Command window opens. 

To run the export utility from the QPM server, in Windows Explorer go to the 
installation folder. Right-click on the MDC\qpm\bin folder, and select Cmd 
prompt here. The Command window opens in the folder containing the export 
utility. 

Step 2 Run the export utility:

• To start the utility from the QPM installation CD-ROM, in the Command 
window, enter
d:\QPM 3.2 installation\W2K\export.exe destination folder 
where d is your CD-ROM drive, and destination folder is the full path of an 
existing folder to which you want to export the data.

• To start the utility from the QPM server, in the Command window:

– If necessary, change to the drive on which QPM is installed and then 
change directory to the CSCOpx\MDC\qpm\bin folder in the QPM 
installation folder. 

– Enter export.exe destination folder 
where destination folder is the full path of an existing folder to which you 
want to export the data.

The utility stops CiscoWorks services, and exports the QPM information to the 
specified destination folder. When the export process is finished, the CiscoWorks 
services are restarted.
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Importing QPM 3.x Application Data
Use the import utility to import the QPM application data from the QPM 3.2 
export utility into QPM 3.2. If you have exported QPM application data from 
QPM 3.0.x,or QPM 3.1, the import utility automatically upgrades the data for 
QPM 3.2.

Note When you use the import utility, any existing QPM data is overwritten. You 
should therefore import information before you begin working with QPM.

Step 1 Open a Command window:

a. Select Start>Run. 

The Run dialog box opens.

b. Enter cmd, and click OK. 

The Command window opens. 

To run the import utility from the QPM server, in Windows Explorer go to the 
installation folder. Right-click on the MDC\qpm\bin folder, and select Cmd 
prompt here. The Command window opens in the folder containing the import 
utility. 

Step 2 Run the import utility:

• To start the utility from the QPM installation CD-ROM, in the Command 
window, enter
d:\QPM 3.2 installation\W2K\import.exe export folder 
where d is your CD-ROM drive, and export folder is the full path of the folder 
to which you exported the data.

• To start the utility from the QPM server, in the Command window:

– If necessary, change to the drive on which QPM is installed and then 
change directory to the CSCOpx\MDC\qpm\bin folder in the QPM 
installation folder. 

– Enter import.exe export folder
where export folder is the full path of the folder to which you exported 
the data.
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Exporting and Importing QPM Application Data
The utility stops CiscoWorks services, and imports the QPM information.When 
the import process is finished, the CiscoWorks services are restarted.

Note Imported QPM IP telephony templates will overwrite any newer QPM templates 
with the same name. To reinstall the newer templates after import, delete the old 
templates, and rerun the IP Telephony wizard. 
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Verifying QPM Installation, Upgrade, 
and Migration

This chapter contains Verifying QPM Installation

Verifying QPM Installation
QoS Policy Manager is accessed from the CiscoWorks desktop. 

Step 1 In your web browser, start CiscoWorks. The default URL is 
http://QPMinstall:1741, where QPMinstall is the name of the computer with the 
QPM installation.

The CiscoWorks desktop is displayed.

The first time you start CiscoWorks on a CiscoWorks server or a client machine, 
the Java Runtime Environment is automatically installed. 

Step 2 Verify on the front page that Java, JavaScript, and cookies are enabled. 

If they are not enabled, change your browser preferences to enable them, then 
continue to the next step.

Step 3 Log into CiscoWorks with your username and password.

The CiscoWorks navigation tree appears in the left pane.
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Verifying QPM Installation
Step 4 Click QoS Policy Manager in the navigation tree.

Step 5 Click QPM under the QoS Policy Manager drawer.

A Security Alert window opens. 

Step 6 Click Yes to proceed.

QPM opens in a separate browser window.

If you encounter problems starting QPM, see Chapter , “Troubleshooting QPM 
Installation, Upgrade, and Migration” for possible causes and solutions.
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Troubleshooting QPM Installation, 
Upgrade, and Migration

The following topics can help you troubleshoot problems you might encounter 
while installing QPM, or starting QPM:

• Troubleshooting Problems During Installation, page A-1

• Troubleshooting Problems Starting Common Services, page A-2

• Troubleshooting Problems Starting QPM, page A-3

• Obtaining System Status Information for Troubleshooting, page A-5

Troubleshooting Problems During Installation
Problem Installation process fails. An error message appears telling you that you 
cannot install QPM because the “qpm” installation subdirectory already exists 
under the Common Services installation directory.

The qpm installation directory was not completely deleted during a previous 
uninstall operation.

Solution Delete the qpm installation directory and start the installation process 
again. If some of the files are locked and cannot be deleted, restart the computer, 
and then delete.
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Troubleshooting Problems Starting Common Services
Troubleshooting Problems Starting Common 
Services

Common Services might not start for any of the following reasons:

• Terminal Services is Enabled, page A-2

• Port Conflict, page A-2

Terminal Services is Enabled

Problem If Terminal Services is enabled on Windows Advanced Server, Common 
Services will not work. If you installed Common Services on a Windows 
Advanced Server where Terminal Services was enabled, and then disabled before 
you uninstalled Common Services, Common Services might not work. 

Solution Do not enable Terminal Services on a Windows Advanced Server before 
or after installation of Common Services.

Port Conflict

Problem You cannot start Common Services because port 1741, which is used by 
Common Services, is in use by another application.

Solution Try the following:

• Restart the QPM server. 

• To run CiscoWorks, enter http://QPMinstall:1741/login.html, where 
QPMinstall is the name or IP address of the QPM server.

If ports are still in use, open the JbossStdout.log file and look for the error 
java.rmi.server.ExportException:Port already in use:port-number. Check 
whether the listed port is in use by another application. If so, stop the other 
application or change the port it is using.
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Troubleshooting Problems Starting QPM
QPM might not start for any of the following reasons:

• QPM Server Does Not Meet System Requirements, page A-3

• Old Version of Java Plug-In, page A-3

• Incorrect User Permissions, page A-3

• Changed Database Password, page A-4

• Different HTTPS Port in Common Services and QPM, page A-4

• Unknown Cause, page A-4

QPM Server Does Not Meet System Requirements

Problem QPM startup and performance might be slow, or QPM might not work at 
all.

Solution Install QPM on a server that meets system requirements.

Old Version of Java Plug-In

Problem QPM might not start if there is a older version of the Java plug-in than 
the one required by QPM.

Solution Uninstall the old Java plug-in. When you start CiscoWorks, it 
automatically installs the new Java plug-in.

Incorrect User Permissions

Problem Many buttons in the user interface are grayed out because you might not 
have the correct user permissions to perform those tasks.

Solution Verify your user permissions in the CiscoWorks desktop (Server 
Configuration > Setup > Security), or in ACS (depending on the method you are 
using for user authentication). 

For more information about working with ACS user permissions, see Working 
with ACS Device Groups and User Permissions, page 3-8.
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Appendix A      Troubleshooting QPM Installation, Upgrade, and Migration
Troubleshooting Problems Starting QPM
Note You might also encounter display problems if the browser version on the 
client system does not meet the client system requirements.

Changed Database Password

Problem If you change the QPM database password in CiscoWorks Common 
Services, and then try to start QPM without restarting the QPM server, the 
connection to the database is lost.

Solution After changing the QPM database password, restart the QPM server. 

Different HTTPS Port in Common Services and QPM

Problem If the HTTPS port number used by CiscoWorks Common Services is 
different from the HTTPS port number configured in QPM, you will not be able 
to launch QPM.

Solution Update QPM with the Common Services port number, using the 
updateSSLPort utility. This utility updates QPM with the new port and restarts the 
services.

• To start the utility from the QPM server, in the Command window:

– Change directory to the CSCOpx\MDC\qpm\bin folder in the QPM 
installation folder. 

– Enter updateSSLPort <new port number> 

Unknown Cause

Solution Restart the QPM server. 
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Obtaining Information for Troubleshooting and Cisco Technical Support
Obtaining Information for Troubleshooting and Cisco 
Technical Support

The following topics describe how to obtain information for troubleshooting and 
Cisco Technical Support:

• Obtaining System Status Information for Troubleshooting, page A-5

• Obtaining Debug Information for Cisco Technical Support, page A-6

Obtaining System Status Information for Troubleshooting
If QPM does not run after installation, or if unusual exceptions occur or error 
windows are displayed while running QPM, you can obtain system status 
information from the QPM server, and send the diagnostics results to a TAC 
representative. 

You can run the QPM Diagnostic Tool, which generates a report in a browser 
window of the system status with its diagnostics and suggests possible solutions 
where applicable. 

To send the diagnostics results to a TAC representative, you can run the 
MDCSupport utility, which collects configuration and system information in a zip 
file, called MDCSupportInformation.zip.

The MDCSupportInformation file includes any problems that occurred during the 
installation or the running of QPM. 

You can send this file to the Cisco Technical Assistance Center (TAC) support 
staff to assist in diagnosing the problems.

Step 1 On the QPM server, select Start > Programs > Cisco Systems > QoS Policy 
Manager > Diagnostic Tool.

A report is generated and displayed in a browser window for you to view.
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Obtaining Information for Troubleshooting and Cisco Technical Support
Step 2 To send the diagnostics results to a TAC representative:

a. At the command line, enter MDCSupport.exe and press Enter.

A zip file named MDCSupportInformation.zip is created under c:\Program 
Files\CSCOpx\MDC\etc.

b. Email this file to the TAC representative.

Obtaining Debug Information for Cisco Technical Support
If Cisco Technical Support requests that you gather additional debug information 
in the trace files, you can set the QPM trace logging mode to collect the 
information. 

Since collecting debug information will reduce the performance of your server, 
and the collected data can only be interpreted by Cisco, do not collect debug 
information unless requested. After you have collected the information, reset the 
logging mode to only collect informational messages.

Step 1 From the QPM-install-directory\CSCOpx\MDC\qpm\bin directory (where 
QPM-install-directory is the directory in which you installed QPM), enter this 
command to begin collecting debug information:

setqpmloggermode -debug

Step 2 When sufficient debug information has been collected, send these files to your 
Cisco Technical Support representative (paths are relative to the QPM installation 
directory):

• CSCOpx\MDC\log\collector_last_run.trace 

• CSCOpx\MDC\log\jboss_last_run.trace

• CSCOpx\MDC\log\tomcat_last_run.trace

• CSCOpx\MDC\log\pdp_last_run.trace

Step 3 Reset the logging mode so that only informational messages are collected (the 
default behavior):

setqpmloggermode -info
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A P P E N D I X B

Exporting QPM 2.1.x Databases

You can export device and policy information from your QPM 2.1.x databases to 
an XML file, and then import the device information and the policies from the 
XML file into QPM 3.2.

The following topics describe how to install the QPM 2.1.2 patch that contains the 
QPM 2.1.x export utility and how to use the utility.

• Installing QPM 2.1.x Export Utility, page B-1

• Using the QPM 2.1.x Export Utility, page B-2

• Where To Go Next, page B-3

Installing QPM 2.1.x Export Utility
The QPM 2.1.x export utility is contained in the QPM 2.1.2 patch, which is 
included on your QPM 3.2 installation CD-ROM. Use the following procedure to 
install the patch on the computer on which QPM 2.1 is installed.

Note We do not recommend installing QPM 2.1.2 from a network CD-ROM drive.

Before You Begin

If you have the Policy Manager or Distribution Manager windows open, we 
recommend that you close them.
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Using the QPM 2.1.x Export Utility
Step 1 Insert the QoS Policy Manager CD-ROM into the CD-ROM drive on the computer 
on which QPM 2.1 is installed.

Step 2 Select Start  >  Run, and enter 
d:\Windows\QPM-PRO-Patch\QoSPolicyManager-Patch2.1.2g.exe, where d is 
your CD-ROM drive. 

This will start the installation on your system. Before replacing files, the 
installation will stop the Cisco QoS Manager service and will restart it after the 
installation completes.

Using the QPM 2.1.x Export Utility
Use the QPM 2.1.x export utility to export the contents of a QPM 2.1.x database 
to an XML file. The XML file will be required if you want to import device and 
policy information from QPM 2.1.x databases into QPM 3.2.

The XML file contains all the device and policy information in the database.

Step 1 In QPM 2.1, choose File > Export Database to XML File. 

The Export Database to XML File dialog box opens. QPM assigns a default name 
to the XML file based on the database name.

Step 2 Navigate to the folder in which you want to save the XML file. Change the default 
name, if required.

Step 3 Click Save. 

A message appears in the Status bar after the database has been exported to the 
XML file.

You can view the XML file in your browser.
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Where To Go Next
You can import data from the exported XML file into QPM 3.2 in the following 
ways:

• You can import devices from the XML file into the QPM 3.2 device inventory, 
using the Add Device wizard in QPM.

• If the QPM 2.1.x policies were configured for QM 2.1.x device groups rather 
than for individual interfaces, you can import the policies from XML file into 
QPM 3.2. QPM 3.2 will create a separate policy group for each QPM 2.1.x 
device group.

If the QPM 2.1.x database contains policies for individual interfaces, we 
recommend the following method of upgrading deployed policies to QPM 3.2:

Step 1 Upload policies for a representative device. QPM 3.2 creates a policy group for 
each interface that contains uploaded policies.

Step 2 In QPM 3.2, select other interfaces that have the same policies and assign them to 
the newly created policy groups. 

This method is recommended, because when you import policies for individual 
interfaces, QPM 3.2 creates a separate policy group for each interface. If you have 
defined policies on many individual interfaces, this will result in a large number 
of policy groups.

See User Guide for QoS Policy Manager for information about importing device 
information and policy information from the XML file to QPM 3.2, and for 
information about uploading policies into QPM.
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