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  New Features
New Features
In this release, DFM provides the following new features and enhancements:

• Supports devices with SNMPv3 NoAuthNoPriv and SNMPv3 AuthPriv credentials 

DFM allows you to import devices with SNMPv3 credentials from DCR. It discovers the devices 
successfully and groups them under All Known Devices in Inventory Group.

• E-Mail Subject Customization

You can use the E-Mail Subject Customization page to customize the e-mail subject for forwarded 
alerts and events notifications. 

• 10GE Interface Support

This feature helps you to configure and manage the 10 GE interfaces through the Polling and 
Threshold Settings page. It is applicable to all devices that support 10 GE and you will be notified 
if there is any fault on the 10 GE interfaces.

• Enhancement in Polling and Threshold Configurations

Preview buttons are provided in Polling Parameters and Managing Thresholds pages. These buttons 
help you to see the edited polling and threshold parameters before you apply the changes. 

Note Preview is supported only for Device Type Groups.

• Enhancement in Discovery Status page

The discovery status of the devices in the Discovery Status page were previously displayed in a 
scrolling table. In DFM 3.2 it is displayed in a more user-friendly Paging table.

• New Trap support—DFM supports the POWER-ETHERNET-MIB(POE) traps.

• Event Severity Customization

The event severity can be customized using the New Event Severity feature. You can select either 
Critical or Informational from the drop-down list.

Note We sometimes update the documentation after original publication. Therefore, you should also review 
the documentation on Cisco.com for any updates.
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  Product Documentation
Product Documentation
Table 1 describes the product documentation that is available.

Table 1 Product Documentation

Document Title Available Formats

User Guide for Device Fault Manager 3.2 • PDF on the product DVD

• On Cisco.com at 
http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_device_fault_
manager/3.2/user/guide/dfm32ug_Book.html

• In context-sensitive online help

Release Notes for Device Fault Manager 3.2 • PDF on the product DVD

• On Cisco.com at

http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_device_fault_
manager/3.2/release_notes/dfm32rn.html

Supported Devices Tables for LMS 3.2 • PDF on the product DVD

• On Cisco.com at 

http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_lan_manageme
nt_solution/3.2/device_support/table/lms32sdt.html

Supported Operating Systems for Cisco 
Switches in Device Fault Manager 3.2 

• PDF on the product DVD

• On Cisco.com at

http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_device_fault_
manager/3.2/device_support/table/dfm3_2os.html

Context-sensitive Online help • Select an option from the navigation tree, then click Help

• Click the Help button in the dialog box

Note Most DFM dialog boxes do not include a Help button.
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  Related Documentation
Related Documentation

Note We sometimes update the printed and electronic documentation after original publication. Therefore, 
you should also review the documentation on Cisco.com for any updates.

Table 2 describes the additional documentation that is available.

Additional Information Online

Note We have adopted a new system for naming and numbering our patch/IDUs. For all releases after 
DFM 2.0 Patch/IDU 2.0.1, we will use the following conventions: 
Patch/IDUs will be called Service Packs, and instead of version x.y.z, it will be called version z. For 
example, instead of DFM 2.0 Patch/IDU 2.0.2, a release would be called DFM 2.0 Service Pack 2.

Incremental Device Updates (IDUs) or service packs contain updated files necessary for the latest device 
support and fixes to known problems that are not available in DFM 3.2. If you are a registered user, you 
can download IDUs/service packs for DFM from:

http://www.cisco.com/cgi-bin/tablebuild.pl/cw2000-dfm

To determine which packages are installed on your CiscoWorks Server, from the Common Services 
home page, select Software Center > Software Updates.

You can also obtain any published patches from the download site.

Table 2 Related Documentation

Document Title Description and Available Formats

Installation and Getting Started Guide for 
LAN Management Solution 3.2 

• PDF on the product DVD

• On Cisco.com at
http://cisco.com/en/US/docs/net_mgmt/ciscoworks_lan_management_s
olution/3.2/install/guide1/lmsigsg.html

Data Migration Guide for LAN Management 
Solution 3.2

• PDF on the product DVD

• On Cisco.com at
http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_lan_managem
ent_solution/3.2/data_migration/guide/lms32_dmg.html

User Guide for CiscoWorks Common 
Services 3.3

• PDF on the product DVD

• On Cisco.com at 
http://cisco.com/en/US/docs/net_mgmt/ciscoworks_common_services_
software/3.3/user/guide/cs_33_ug.html

• In context-sensitive Online help

User Guides for CiscoSecure Access Control 
Server

• On Cisco.com at 
http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_us
er_guide_list.html
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  Installing DFM 3.2
Installing DFM 3.2
An LMS 3.2 Installation Kit is available on the LMS 3.2 product DVD. The Kit contains everything 
needed to install DFM 3.2. Refer to Installing and Getting Started with CiscoWorks LAN Management 
Solution 3.2 for more information.

Known Problems in DFM 3.2
Table 3 and Table 4 describe problems known to exist in DFM 3.2 on Windows and Solaris respectively.

Table 3 Known Problems in DFM 3.2 (On Windows)

Bug ID Summary Additional Information

CSCsk34741 DFM does not handle SNMP 
retries properly 

DFM does not handle SNMP retries properly even if you have configured 
the device for three default retries. This problem occurs when you enter 
wrong SNMP credentials. 

Workaround: 

None 

CSCsw90690 Error message regarding the 
licence limit in DFM is not 
displayed when the number of the 
imported devices exceeds the 
limit.

DFM has a licence that limits the number of the devices. When you 
import devices more than the license limit into DFM, an error message is 
not displayed.

Such a message should give details such as the total number of devices 
that can be managed by the existing license. 

There should also be a link in the error message that allows you to go the 
licence page and update the licence.

Workaround: 

None 

CSCsq57830 Device based authorization does 
not work in AAD pages 

This problem occurs when you: 

1. Generate alerts for all the devices with full permissions. 

2. Unauthorize some devices and launch the AAD page using Campus 
Crosslaunch. 

The alerts are also displayed for unauthorized devices and the Clear and 
Acknowledge buttons are wrongly enabled. They should not be enabled 
because some devices are unauthorized. 

Workaround: 

None 

CSCsq31553 DFM does not support processing 
of SNMP V3 Traps 

DFM does not support processing of SNMP V3 Traps. 

Workaround: 

None 
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  Known Problems in DFM 3.2
CSCsl11291 DFM does not co-exist with 
Install Shield 2008 software 

When Install Shield 2008 is installed on a DFM 3.0.2 server, the 
DfmServer process continues to run. However, it creates a blank 
DFM.log and the device addition hangs at 10%. 

Workaround: 

Uninstall Install Shield 2008 

CSCsz07447 Errors are found in the Incharge 
Engine’s log files during 
Reconfiguration.

During the process of Reconfiguration, errors related to Configuration 
settings are logged in the Incharge Engine’s log files. That is, they are 
logged in the DFM.log and DFM1.log files. 

Workaround: 

None 

CSCsx72359 In DFM with 1500 SNMPv3 
devices, SNMP requests are 
skipped when polling interval is 
set as 60 seconds.

This problem occurs when you: 

1. Manage 1500 SNMPv3 devices in DFM. 

2. Change Polling settings to 60 seconds for all components

3. Apply the changes

SNMP requests do not appear every 60 seconds. Also, there is a delay 
between any two polling cycles for SNMP requests. This occurs 
although the ICMP communication occur correctly.

Workaround: 

None 

CSCsw98735 After a rediscovery of devices, 
DFM Incharge Engine polls the 
SNMP timed out devices.

This problem occurs when you: 

1. Import devices into DFM

2. Wait for the devices to be moved to Known state

3. Rediscover all the devices.

During Rediscovery, the devices are SNMP timed out. However, 
Incharge Engine polls the devices with the old data which was 
collected during the first discovery.

Workaround: 

None 

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsw98711 In DFM, when devices are not 
reachable, ICMP and SNMP 
requests are found during 
Rediscovery. 

This problem occurs when you: 

1. Add a real device into DFM and wait till polling happens

2. Rediscover the device when it is down

Discovery stops at 40% but Incharge Engine completes the discovery 
and logs a discovery error. 

However, Incharge Engine continues to send ICMP and SNMP 
requests to the unreachable device.

If you Rediscover the device when it is reachable, the device goes to the 
SNMP Timed Out state and Polling continues. 

If you Rediscover the device again, it is pushed to a Known state.

Workaround: 

None 

CSCsk36410 LMS5K: DFM Processes block 
the CPU while performing Fresh 
Device Import into DFM

If you import around 5000 devices into DFM, it overloads the CPU. The 
process takes approximately 3hours and 30minutes. 

Workaround: 

None 

CSCsq70227 PIDM table does not get updated 
during Inline Upgrade. 

When you perform an Inline Upgrade from LMS 3.0 to LMS 3.1, the 
PIDM table is not preserved. As a result, the DFM functions are lost in 
the Device Center and CiscoWorks Assistant. 

This is not an Upgrade problem. It existed in DFM 3.0 and is carried over 
when you upgrade from LMS 3.0 to LMS 3.1. 

Workaround: 

Delete and add DFM devices. 

CSCsw90699 In DFM, devices go to Data 
Collector timed out state after the 
Incharge Engine has completed 
Discovery.

During the Discovery of 5000 devices in DFM, some devices go to the 
Data Collector Timed Out state after the Incharge Engine has completed 
Discovery.

Workaround: 

None 

CSCsy34104 In DFM, during E-mail 
configurations, e-mail IDs are not 
properly validated.

During E-mail Configurations, DFM wrongly accepts special characters 
in the e-mail ID.

Ideally, it should not allow the special characters and should have a 
standard format for the e-mail IDs.

Workaround: 

None 

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsy79554 PIDM updates are not done for 
DFM after remote migration.

This problem occurs when you: 

1. Install LMS 3.2

2. Restore the backup of LMS 3.1+IPv6 dropin 

After the restore, PIDM entries for DFM are not updated. Devices are 
shown as associated with the server from which backup is taken. Hence 
the cross launches associated with DFM do not work. 

You cannot launch DFM alerts for devices managed by DFM without 
alerts from N Hop view portlet and CM Topo. 

Also CiscoWorks Assistant shows the devices as being managed by DFM 
of the backup server and not by the current server. 

Workaround: 

None 

CSCsy84087 In a DFM server with 5000 
devices, Delete button is not 
enabled immediately. 

This problem occurs in a DFM server with 5000 devices. If you:

1. Disable the Auto Import option in the Device Import page,

2. Select the Rediscover/Delete option in Device Management page, 

The Delete button is disabled. It takes more than three minutes for it 
to be enabled again.

The Delete button works well if you have only a few devices.

Workaround: 

None

CSCsz13696 The report printed using the Print 
Friendly button in the Device 
Details page displays only 2000 
records.

In DFM, if you click Print Friendly button in Device Details page, the 
following message is displayed: 

Your Report resulted in 5002 records for printing. 

However, only 2000 records are displayed in the report. 

Workaround:

None

CSCsz21403 Cannot create User-defined 
groups if DFM has Voice and 
Telephony devices.

You cannot create any User-defined groups in DFM, if there are any 
Voice and Telephony devices. An error message appears if you try to 
create these user-defined groups.

Workaround: 

Delete the Voice and Telephony devices from DFM 

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsz21440 Auto allocation settings in DFM 
are sometimes not preserved.

This problem occurs when you: 

1. From DFM, go to Device Management > Device Import > Auto 
Allocation.

2. Check the Enable Auto Mode check box.

3. Select Manage By Groups and check the System Defined Groups 
check box. 

All the sub groups are selected.

4. Uncheck some of the sub groups, such as Routers and Wireless.

5. Apply the changes. 

6. Browse through other pages and return back to the same page.

Manage All Devices option is selected instead of Manage By Groups. 

Workaround: 

None 

CSCsz28940 In DFM, the Detailed Device 
View page displays the MSFC 
device as Suspended when its 
parent device is deleted.

This problem occurs when you:

1. Manage a Cat6509 parent device and an MSFC child device. 

2. Delete the parent device from DFM. 

The Detailed Device View page displays the MSFC device as 
Suspended with no polling.

Workaround: 

Rediscover the device. 

CSCsz21918 In DFM, an invalid alert is 
generated for the VSS device.

In DFM, the entSensorStatus value is displayed as UNKNOWN for the VSS 
switch and an invalid alert is generated.

Workaround: None 

CSCsy21759 DLL conflicts occur after DFM is 
installed.

After installing DFM from the LMS bundle on a Windows Server 2003 
Enterprise Edition (SP2), you cannot launch services such as ping, 
ipconfig, net stop/start, etc.

This is caused by a conflict of DLLs used by DFM with other versions of 
the DLLs. These similar DLLs are used by another application on the 
server. 

Workaround: 

Search for and remove the conflicting DLLs. They are usually located 
under C:\WINNT\WinSxS\.

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsu01718 In DFM, devices get stuck at 70% 
Learning state.

This problem occurs when you: 

1. Schedule a daily Rediscovery job for 5000 devices

2. Start a Rediscovery for all 5000 devices 

Some devices are moved to the Known state and others get stuck at 70% 
Learning state.

Workaround: 

Rediscover the devices stuck at 70%. They are moved to the Known state.

CSCsz71786 LMS 3.2: PIDM entries are not 
removed in Slave server after 
deleting devices.

This problem occurs when you: 

1. Manage 1500 devices in DFM. 

2. Configure the server as slave in a multi-server setup. 

3. Delete the devices from DFM. 

Devices are not displayed in DFM UI. 

However, the PIDM table lists all the devices as being managed. So, 
Device Center and CiscoWorks Assistant incorrectly show the 
devices as being managed by DFM.

Workaround: 

Before adding devices into DFM, run the following perl script to clean up 
the PIDM entries for DFM: NMSROOT/etc/tis/scripts > perl 
DropPIDMentries.pl

CSCsx23656 DFM3.2: sm_server does not stop 
when daemons are stopped.

sm_server processes are not stopped when you stop the daemons. This 
issue occurs frequently when you manage a bulk of devices.

Workaround:

• During Uninstallation of DFM3.2, when you access any file under 
NMSROOT\objects\smarts\, if a popup displays the following error 
message “Access is denied”, then kill all sm_server.exe processes 
from Task Manager. The maximum number of processes is four.

• Click OK.

   Uninstallation continues.

• During Reinstallation of DFM 3.2, if any files are listed as locked, 
then kill all  sm_server.exe processes from Task Manager. The 
maximum number of processes is four.

• Click Retry.

  Reinstallation continues. 

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsz77616 DFM3.2: After restoring the 
system backup, Alerts and 
Activities Detail View and Event 
Severity are not displayed.

This problem occurs when you: 

1. Take a selective System Backup in DFM 3.2. 

2. Restore in a different DFM 3.2 server.

Alerts and Activities Detail View is not restored.

In  Notification Customization, current Event Severity is not restored.

Workaround: 

None 

CSCsz77669 When you are editing a 
Notification Group, Device 
Selection does not appear.

This problem occurs when you: 

1. Select all devices.

2. Create a Notification Group.

3. Log into CiscoWorks again

4. Select the created Notification Group and click the Edit.

5. Expand All Devices.

The Device Selection is not displayed. However, the Device Type 
groups display the selected devices.

Workaround: 

Refresh or launch the page again. Device selection is displayed.

CSCsz79389 DFM Goups are not created or 
updated when devices are deleted 
and added again.

This problem occurs when you:

1. Import a device into DFM.

It is listed under Device Type Groups.

2. Delete the device.

3. Immediately re-import the device.

The Device Type Group does not appear and polling for the device 
does not occur. 

Workaround: 

After you delete a device, wait for two or three minutes before adding it 
or attempting to rediscover it.

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCta11852 Discovery not working when 
VPN concentrator devices are 
added

VPN Concentrator devices responds to SNMP V1 Get requests and not to 
SNMP GetBulk requests. If VPN Concentrator devices are added to DFM 
3.1.2, DFM 3.1.3 and DFM 3.2, discovery will fail as there is no fall back 
from Get Bulk to Get Next requests.

Workaround:

1. Modify the file 
NMSROOT/objects/smarts/conf/discovery/discovery.conf and 
set  SNMPGetBulkEnabled =FALSE.

2. Restart the DFM processes by running the following commands:

– pdterm DfmServer DfmServer1

– pdexec DfmServer DfmServer1

3. Rediscover the device.

Table 4 Known Problems in DFM 3.2 (On Solaris)

Bug ID Summary Additional Information

CSCsq60989 Check point and null pointer 
exceptions are in the daemons.log 

While running the scheduled Rediscovery job, DFM calls check points 
to check the databases. 

However this call goes into a loop and does not get completed. A Null 
pointer error is displayed. 

Workaround: 

None 

 CSCsz13416 Performance issues occur with 
200 OGS Groups

When OGS group contains 200 groups, the following OGS 
functionalities takes a longer time:

• Creating a new group

• Editing a user-defined group

During the above operations INVDbEngine uses almost 60-80% of 
CPU.

• Editing the NOS group

• Launching PTM pages and Group Administration pages

Workaround: 

None 

CSCsk34741 DFM does not handle SNMP 
retries properly 

DFM does not handle SNMP retries properly even if you have 
configured the device for three default retries. This problem occurs when 
you enter wrong SNMP credentials. 

Workaround: 

None 

Table 3 Known Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsw90690 Error message regarding the 
licence limit in DFM is not 
displayed when the number of the 
imported devices exceeds the 
limit.

DFM has a licence that limits the number of the devices. When you 
import devices more than the license limit into DFM, an error message 
is not displayed.

Such a message should give details such as the total number of devices 
that can be managed by the existing license. 

There should also be a link in the error message that allows you to go the 
licence page and update the licence.

Workaround: 

None 

CSCsq57830 Device based authorization does 
not work in AAD pages 

This problem occurs when you: 

1. Generate alerts for all the devices with full permissions. 

2. Unauthorize some devices and launch the AAD page using Campus 
Crosslaunch. 

The alerts are also displayed for unauthorized devices and the Clear and 
Acknowledge buttons are wrongly enabled. They should not be enabled 
because some devices are unauthorized. 

Workaround: 

None 

CSCsq31553 DFM does not support processing 
of SNMP V3 Traps 

DFM does not support processing of SNMP V3 Traps. 

Workaround: 

None 

CSCsz07447 Errors are found in the Incharge 
Engine’s log files during 
Reconfiguration.

During the process of Reconfiguration, errors related to Configuration 
settings are logged in the Incharge Engine’s log files. That is, they are 
logged in the DFM.log and DFM1.log files. 

Workaround: 

None 

CSCsx72359 In DFM with 1500 SNMPv3 
devices, SNMP requests are 
skipped when polling interval is 
set as 60 seconds.

This problem occurs when you: 

1. Manage 1500 SNMPv3 devices in DFM. 

2. Change Polling settings to 60 seconds for all components

3. Apply the changes

SNMP requests do not appear every 60 seconds. Also, there is a 
delay between any two polling cycles for SNMP requests. This 
occurs although the ICMP communication occur correctly.

Workaround: 

None 

Table 4 Known Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsw98735 After a rediscovery of devices, 
DFM Incharge Engine polls the 
SNMP timed out devices.

This problem occurs when you: 

1. Import devices into DFM

2. Wait for the devices to be moved to Known state

3. Rediscover all the devices.

During Rediscovery, the devices are SNMP timed out. However, 
Incharge Engine polls the devices with the old data which was 
collected during the first discovery.

Workaround: 

None 

CSCsw98711 In DFM, when devices are not 
reachable, ICMP and SNMP 
requests are found during 
Rediscovery. 

This problem occurs when you: 

1. Add a real device into DFM and wait till polling happens

2. Rediscover the device when it is down

Discovery stops at 40% but Incharge Engine completes the 
discovery and logs a discovery error. 

However, Incharge Engine continues to send ICMP and SNMP 
requests to the unreachable device.

If you Rediscover the device when it is reachable, the device goes to the 
SNMP Timed Out state and Polling continues. 

If you Rediscover the device again, it is pushed to a Known state.

Workaround: 

None 

CSCsk36410 LMS5K: DFM Processes block 
the CPU while performing Fresh 
Device Import into DFM

If you import around 5000 devices into DFM, it overloads the CPU. The 
process takes approximately 3hours and 30minutes. 

Workaround: 

None 

CSCsq70227 PIDM table does not get updated 
during Inline Upgrade. 

When you perform an Inline Upgrade from LMS 3.0 to LMS 3.1, the 
PIDM table is not preserved. As a result, the DFM functions are lost in 
the Device Center and CiscoWorks Assistant. 

This is not an Upgrade problem. It existed in DFM 3.0 and is carried over 
when you upgrade from LMS 3.0 to LMS 3.1. 

Workaround: 

Delete and add DFM devices. 

CSCsw90699 In DFM, devices go to Data 
Collector timed out state after the 
Incharge Engine has completed 
Discovery.

During the Discovery of 5000 devices in DFM, some devices go to the 
Data Collector Timed Out state after the Incharge Engine has completed 
Discovery.

Workaround: 

None 

Table 4 Known Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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  Known Problems in DFM 3.2
CSCsy34104 In DFM, during E-mail 
configurations, e-mail IDs are not 
properly validated.

During E-mail Configurations, DFM wrongly accepts special characters 
in the e-mail ID.

Ideally, it should not allow the special characters and should have a 
standard format for the e-mail IDs.

Workaround: 

None 

CSCsy79554 PIDM updates are not done for 
DFM after remote migration.

This problem occurs when you: 

1. Install LMS 3.2

2. Restore the backup of LMS 3.1+IPv6 dropin 

After the restore, PIDM entries for DFM are not updated. Devices are 
shown as associated with the server from which backup is taken. Hence 
the cross launches associated with DFM do not work. 

You cannot launch DFM alerts for devices managed by DFM without 
alerts from N Hop view portlet and CM Topo. 

Also CiscoWorks Assistant shows the devices as being managed by 
DFM of the backup server and not by the current server. 

Workaround: 

None 

CSCsy84087 In a DFM server with 5000 
devices, Delete button is not 
enabled immediately. 

This problem occurs in a DFM server with 5000 devices. If you:

1. Disable the Auto Import option in the Device Import page,

2. Select the Rediscover/Delete option in Device Management page, 

The Delete button is disabled. It takes more than three minutes for 
it to be enabled again.

The Delete button works well if you have only a few devices.

Workaround: 

None

CSCsz13696 The report printed using the Print 
Friendly button in the Device 
Details page displays only 2000 
records.

In DFM, if you click Print Friendly button in Device Details page, the 
following message is displayed: 

Your Report resulted in 5002 records for printing. 

However, only 2000 records are displayed in the report. 

Workaround:

None

CSCsz21403 Cannot create User-defined 
groups if DFM has Voice and 
Telephony devices.

You cannot create any User-defined groups in DFM, if there are any 
Voice and Telephony devices. An error message appears if you try to 
create these user-defined groups.

Workaround: 

Delete the Voice and Telephony devices from DFM 

Table 4 Known Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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CSCsz21440 Auto allocation settings in DFM 
are sometimes not preserved.

This problem occurs when you: 

1. From DFM, go to Device Management > Device Import > Auto 
Allocation.

2. Check the Enable Auto Mode check box.

3. Select Manage By Groups and check the System Defined Groups 
check box. 

All the sub groups are selected.

4. Uncheck some of the sub groups, such as Routers and Wireless.

5. Apply the changes. 

6. Browse through other pages and return back to the same page.

Manage All Devices option is selected instead of Manage By 
Groups. 

Workaround: 

None 

CSCsz28940 In DFM, the Detailed Device 
View page displays the MSFC 
device as Suspended when its 
parent device is deleted.

This problem occurs when you:

1. Manage a Cat6509 parent device and an MSFC child device. 

2. Delete the parent device from DFM. 

The Detailed Device View page displays the MSFC device as 
Suspended with no polling.

Workaround: 

Rediscover the device. 

CSCsz21918 In DFM, an invalid alert is 
generated for the VSS device.

In DFM, the entSensorStatus value is displayed as UNKNOWN for the VSS 
switch and an invalid alert is generated.

Workaround: 

None 

CSCsu01718 In DFM, devices get stuck at 70% 
Learning state.

This problem occurs when you: 

1. Schedule a daily Rediscovery job for 5000 devices

2. Start a Rediscovery for all 5000 devices 

Some devices are moved to the Known state and others get stuck at 70% 
Learning state.

Workaround: 

Rediscover the devices stuck at 70%. They are moved to the Known 
state.

CSCsz30972 LMS5K: Unable to create 
Notification Groups in a Solaris 
server with 5000 devices.

In a Solaris 5K server, you are not able to create Notification groups. The 
validation of the group takes a long time and this causes the GUI to slow 
down. 

Workaround: 

None 

Table 4 Known Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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CSCsz71786 LMS 3.2: PIDM entries are not 
removed in Slave server after 
deleting devices.

This problem occurs when you: 

1. Manage 1500 devices in DFM. 

2. Configure the server as slave in a multi-server setup. 

3. Delete the devices from DFM. 

Devices are not displayed in DFM UI. 

However, the PIDM table lists all the devices as being managed. So, 
Device Center and CiscoWorks Assistant incorrectly show the 
devices as being managed by DFM.

Workaround: 

None 

CSCsz77616 DFM3.2: After restoring the 
system backup, Alerts and 
Activities Detail View and Event 
Severity are not displayed.

This problem occurs when you: 

1. Take a selective System Backup in DFM 3.2. 

2. Restore in a different DFM 3.2 server.

Alerts and Activities Detail View is not restored.

In  Notification Customization, current Event Severity is not restored.

Workaround: 

None 

CSCsz77669 When you are editing a 
Notification Group, Device 
Selection does not appear.

This problem occurs when you: 

1. Select all devices.

2. Create a Notification Group.

3. Log into CiscoWorks again

4. Select the created Notification Group and click the Edit.

5. Expand All Devices.

The Device Selection is not displayed. However, the Device Type 
groups display the selected devices.

Workaround: 

Refresh or launch the page again. Device selection is displayed.

CSCsz79389 DFM Goups are not created or 
updated when devices are deleted 
and added again.

This problem occurs when you:

1. Import a device into DFM.

It is listed under Device Type Groups.

2. Delete the device.

3. Immediately re-import the device.

The Device Type Group does not appear and polling for the device 
does not occur. 

Workaround: 

After you delete a device, wait for two or three minutes before adding it 
or attempting to rediscover it.

Table 4 Known Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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CSCta11852 Discovery not working when 
VPN concentrator devices are 
added

VPN Concentrator devices responds to SNMP V1 Get requests and not 
to SNMP GetBulk requests. If VPN Concentrator devices are added to 
DFM 3.1.2, DFM 3.1.3 and DFM 3.2, discovery will fail as there is no 
fall back from Get Bulk to Get Next requests.

Workaround:

1. Modify the file 
NMSROOT/objects/smarts/conf/discovery/discovery.conf and 
set  SNMPGetBulkEnabled =FALSE.

2. Restart the DFM processes by running the following commands:

– pdterm DfmServer DfmServer1

– pdexec DfmServer DfmServer1

3. Rediscover the device.

Table 4 Known Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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Resolved Problems in DFM 3.2
Table 5 and Table 6 describe problems resolved since the last release of DFM on Windows and Solaris 
respectively.

Table 5 Resolved Problems in DFM 3.2 (On Windows)

Bug ID Summary Additional Information

CSCsq02974 In DFM 3.1, Notifications were not sent when you selected and 
acknowledged an alert in the Alerts and Activities Detail page.

This problem has been resolved.

CSCso68258 DFM was polling for ASA cpmCPUTotal5minRev mib object. 
However, it supported only ASA cpmCPUTotal5min mib objects. 

This problem has been resolved.

CSCsq46143 DFM Online Help contained general event code for all events. 
However, Component Event Codes for alerts were not documented in 
Online help. 

This problem has been resolved.

CSCso55344 For all Resumed and Suspended devices in DFM, alerts were 
displayed in AAD. However, e-mail notifications were not sent for 
any of the Resumed devices and for some of the Suspended devices. 

This problem has been resolved.

CSCsm89472 DFM did not support Power Over Ethernet (PoE) fault management. This problem has been resolved.

CSCsk34630 When SNMP credentials of a device were changed in DCR, DFM 
discovered the device although it had wrong credentials. 

This problem has been resolved.

CSCsq38090 For a switch interface, CUOM was displaying an incorrect High 
Utilization event value. 

This problem has been resolved.

CSCsq55397 The community string used while sending notification traps needs to 
be hard-coded as Public. The users who need to customize the 
community strings, changed the name of the strings from Public to a 
name of their choice. 

Hence, the SNMP managers did not process the notification traps sent 
by DFM. 

This problem has been resolved.

CSCsq67843 DFM did not support 10 Gigabit devices. This problem has been resolved.

CSCsv21221 DFM could not recognize a trunk between two devices that were 
managed by DFM and DFM 1 servers.

This problem has been resolved.

CSCsx65722 The 6509 MSFC devices were discovered and pushed to a Known 
state by DFM. However, they went to Suspended state and were not 
monitored anymore. When you clicked the Resume button, the card 
went into Questioned state.

This problem has been resolved.

CSCsy90443 When you changed the host name of CiscoWorks Server, the option 
Manage By Groups did not work.

This problem has been resolved.

CSCsz08953 Unmanaged Interfaces used to revert to a Managed state after Device 
Rediscovery.

This problem has been resolved.

CSCsb05350 You could not customize the subjects of e-mail notifications. This problem has been resolved.

CSCsv13865 DFM 3.x upgrades added new local host entries to trapd.conf file. This problem has been resolved.

CSCsv16566 DFM did not display Alerts and Events in GUI and Device 
Management page was not launched.

This problem has been resolved.
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CSCsz45181 In DFM, for CE devices, the Managed state was not preserved after 
Rediscovery. 

This problem has been resolved.

Table 6 Resolved Problems in DFM 3.2 (On Solaris)

Bug ID Summary Additional Information

CSCsi32212 Device type groups were missing after an inline upgrade from LMS 
2.6 to LMS 3.0 in SSL mode on Solaris. The Device Type groups that 
were displayed before the upgrade were not displayed after the 
upgrade. 

This problem has been resolved.

CSCsq02974 In DFM 3.1, Notifications were not sent when you selected and 
acknowledged an alert in the Alerts and Activities Detail page.

This problem has been resolved.

CSCso68258 DFM was polling for ASA cpmCPUTotal5minRev mib object. 
However, it supported only ASA cpmCPUTotal5min mib objects. 

This problem has been resolved.

CSCsq46143 DFM Online Help contained general event code for all events. 
However, Component Event Codes for alerts were not documented in 
Online help. 

This problem has been resolved.

CSCso55344 For all Resumed and Suspended devices in DFM, alerts were 
displayed in AAD. However, e-mail notifications were not sent for 
any of the Resumed devices and for some of the Suspended devices. 

This problem has been resolved.

CSCsm89472 DFM did not support Power Over Ethernet (PoE) fault management. This problem has been resolved.

CSCsk34630 When SNMP credentials of a device were changed in DCR, DFM 
discovered the device although it had wrong credentials. 

This problem has been resolved.

CSCsq38090 For a switch interface, CUOM was displaying an incorrect High 
Utilization event value. 

This problem has been resolved.

CSCsq55397 The community string used while sending notification traps needs to 
be hard-coded as Public. The users who need to customize the 
community strings, changed the name of the strings from Public to a 
name of their choice. 

Hence, the SNMP managers did not process the notification traps sent 
by DFM. 

This problem has been resolved.

CSCsq67843 DFM did not support 10 Gigabit devices. This problem has been resolved.

CSCsv21221 DFM could not recognize a trunk between two devices that were 
managed by DFM and DFM 1 servers.

This problem has been resolved.

CSCsx65722 The 6509 MSFC devices were discovered and pushed to a Known 
state by DFM. However, they went to Suspended state and were not 
monitored anymore. When you clicked the Resume button, the card 
went into Questioned state.

This problem has been resolved.

CSCsy90443 When you changed the host name of CiscoWorks Server, the option 
Manage By Groups did not work.

This problem has been resolved.

CSCsz08953 Unmanaged Interfaces used to revert to a Managed state after Device 
Rediscovery.

This problem has been resolved.

Table 5 Resolved Problems in DFM 3.2 (On Windows) (Continued)

Bug ID Summary Additional Information
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CSCsb05350 You could not customize the subjects of e-mail notifications. This problem has been resolved.

CSCsz45181 In DFM, for CE devices, the Managed state was not preserved after 
Rediscovery. 

This problem has been resolved.

Table 6 Resolved Problems in DFM 3.2 (On Solaris) (Continued)

Bug ID Summary Additional Information
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Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed 
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0.

Notices
The following notices pertain to this software license.

OpenSSL/Open SSL Project
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit 
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the 
original SSLeay license apply to the toolkit. See below for the actual license texts. Actually both licenses 
are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact 
openssl-core@openssl.org.

OpenSSL License:

Copyright © 1998-2007 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and 
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgment: “This product includes software developed by the OpenSSL Project for use in the 
OpenSSL Toolkit (http://www.openssl.org/)”.

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote 
products derived from this software without prior written permission. For written permission, please 
contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in 
their names without prior written permission of the OpenSSL Project.
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  Notices
6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit 
(http://www.openssl.org/)”.

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS”' AND ANY EXPRESSED OR 
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES 
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN 
NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY 
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT 
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY 
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product 
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are 
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA, 
lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is 
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be removed. 
If this package is used in a product, Eric Young should be given attribution as the author of the parts of 
the library used. This can be in the form of a textual message at program startup or in documentation 
(online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and 
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgement:

“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”.

The word ‘cryptographic’ can be left out if the routines from the library being used are not 
cryptography-related.
23
Release Notes for Device Fault Manager 3.2 (With LMS 3.2)

OL-19663-01

http://www.openssl.org/


 

  Notices
4. If you include any Windows specific code (or a derivative thereof) from the apps directory 
(application code) you must include an acknowledgement: “This product includes software written 
by Tim Hudson (tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO 
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be 
changed. i.e. this code cannot simply be copied and put under another distribution license [including the 
GNU Public License].

This document is to be used in conjunction with the documents listed in the “Product Documentation” section.

CCDE, CCENT, CCSI, Cisco Eos, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase, 
Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, 
Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network are trademarks; 
Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, 
and One Million Acts of Green are service marks; and Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, 
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Lumin, Cisco Nexus, 
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, Continuum, EtherFast, 
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, IOS, iPhone, IronPort, the IronPort logo, Laser Link, LightStream, 
Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerKEY, PowerPanels, PowerTV, 
PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the WebEx logo are 
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0910R)
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Copyright © 2009 Cisco Systems, Inc. 
All rights reserved.
24
Release Notes for Device Fault Manager 3.2 (With LMS 3.2)

OL-19663-01


	Release Notes for Device Fault Manager 3.2 (With LMS 3.2)
	New Features
	Product Documentation
	Related Documentation
	Additional Information Online
	Installing DFM 3.2
	Known Problems in DFM 3.2
	Resolved Problems in DFM 3.2
	Obtaining Documentation and Submitting a Service Request
	Notices
	OpenSSL/Open SSL Project
	License Issues





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


