CHAPTER

Administering the CiscoWorks Server

The CiscoWorks Server includes administrative tools to ensure that the server is
performing properly:

Using Basic Administrative Tools
Managing Secure Connections
Maintaining Log Files

Performing Data Management Tasks
Managing Back—End Processes
Managing Jobs and Resources
Managing Network Events

Exporting and Importing User Information
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Using Basic Administrative Tools

You can use these basic administrative tools to perform tasks described in
Table 4-1.

Table 4-1 Basic Administrative Tasks

Task Purpose Action
View installed Lists installed software Select
software packages. packages.

Server Configuration > Administration >
Package Options

View log file status.  |Displays log file size and Select

utilization. Server Configuration>Administration>
Log File Status
View SSL compliance |Displays whether the Select

installed applications are

; Server Configuration>About the Server >
SSL compliant.

Applications and Versions

Managing Secure Connections

CiscoWorks Server provides secure access between the client browser and
management server and also between the management server and devices. It uses
Secure Socket Layer (SSL) encryption to provide secure access between the client
browser and management server, and Secure Shell (SSH) to provide secure access
between the management server and devices.

Based on whether you want to use secure access between the client browser and
the management server, you can enable or disable SSL from the CiscoWorks
desktop.
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Note

Note

Managing Secure Connections W

If your CiscoWorks Server is integrated with any Network Management Station
(NMS) in your network using the Network Management Integration

Utility (NMIM), you must perform the integration every time you enable or
disable SSL in the CiscoWorks Server. This is required to update the application
registration in the NMS. For more information, see the Integrating with
Third-Party Vendors section in CiscoView online help.

To use the secure access features provided in CiscoWorks Server, you must have
the security certificate files on your system. You can either generate self-signed
certificates from CiscoWorks Server desktop or obtain certificates from other
agencies and use them to enable SSL in CiscoWorks Server. For more
information, see “Creating Self-Signed Security Certificates” section on

page 4-15.

You cannot enable SSL if there is a non-SSL compliant application installed on
the CiscoWorks server.

You must have administrative privileges in CiscoWorks to enable and disable SSL
and to manage the security certificates.

CiscoWorks Server uses security certificates for authenticating secure access
between the client browser and the management server. To enable SSL from the
client browser, you must have the necessary security certificates on your system.
For details on security certificates, see “Managing Security Certificates” section
on page 4-14.

CiscoWorks Server allows you to enable SSL:

¢ From the CiscoWorks desktop. For more information, see “Enabling SSL
From the CiscoWorks Desktop” section on page 4-4.
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Note

e Using the Command Line Interface (CLI). For more information, see
“Enabling SSL From the Command Line Interface (CLI)” section on
page 4-5.

If you have non-SSL compliant applications installed on the server, SSL cannot
be enabled in CiscoWorks Server.

Enabling SSL From the CiscoWorks Desktop

Step 1

Step 2

Step 1
Step 2

To enable SSL from the CiscoWorks desktop:

In the CiscoWorks desktop, select Server Configuration>
Administration > Security Management > Enable/Disable SSL.

The Configure SSL window appears in the right frame.
Click the Enable button.

If you have the required security certificates available on the server, CiscoWorks
enables SSL. If you do not have the security certificates on the server, CiscoWorks
prompts you to create your own self-signed certificate. For more information, see
“Creating Self-Signed Security Certificates” section on page 4-15.

To complete the task of enabling SSL:

Log out from your CiscoWorks session and close all browser sessions.
Restart the daemon manager from the CiscoWorks Server CLI:

On Windows:

a. Enter net stop crmdmgtd

b. Enter net start crmdmgtd

On Solaris:

a. Enter /etc/init.d/dmgtd stop

b. Enter /etc/init.d/dmgtd start
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Step3  Restart the browser and the CiscoWorks session.

When you restart the CiscoWorks session after enabling SSL, you must enter the
URL with the following changes:

e The URL should begin with https instead of http to indicate secure
connection. CiscoWorks will automatically redirect you to https mode if SSL is
enabled.

e The port number suffix should be changed from 1741 to 1742

~

Note If you do not make the above changes, CiscoWorks Server will

automaticcaly redirect you to Attps mode with port number /742. The
port numbers mentioned above are applicable for CiscoWorks Server
running on Windows.
On Solaris, if the default port (1741) is used by another application,
you can select a different port during CiscoWorks Server installation.
For details, see Installation and Setup Guide for CiscoWorks Common
Services on Solaris.

Enabling SSL From the Command Line Interface (CLI)

To enable SSL from a Windows CLI:

Step1  Go to the command prompt.

Step2  Navigate to the directory NMSROOT\lib\web.

Step3  Enter <NMSROOT>\bin\perl ConfigSSL.pl -enable
Stepd  Press Enter.

If you have the required security certificates available on the server, CiscoWorks
enables SSL.

If you do not have the security certificates on the server, CiscoWorks prompts you
to create your own self-signed certificate. It also prompts you to enter the details
needed to create a self-signed certificate.
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Step 5

Enter the values required for the fields described in the table below:

Field

Description

Usage Notes

Country Name

Name of country

Use two character country code

State or
Province

Name of state or
province

Use two character state or province
code or the complete name of the
state or province

Locality

Name of city or town

Use two character city or town code
or the complete name of the city or
town

Organization
Name

Name of your
organization

Use complete name of your
organization or an abbreviation

Organization
Unit Name

Name of department or
section

Use complete name of your
department or an abbreviation

Host Name

Name of server where
CiscoWorks Server is
installed

Use exact DNS name of the server or
the IP address of the server

CiscoWorks Server creates the security certificate. The process generates the

following files:

e server.key—Server private key

e server.crt—Server self-signed certificate

e server.pk8—Server private key in PKCS#8 format

e server.cs—Certificate Signing Request (CSR) file. You can use this file to
request a security certificate, if you want to use third party issued security
certificates. For more information, see “Obtaining Security Certificates for
CiscoWorks” section on page 4-19.
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Note  Back up the files and store them in a safe location; you need these files to
enable secure connections in CiscoWorks.

The server.key file is particularly important, as this file holds the private
key information for the server. If you lose the server.key file, you will not
be able to use the self-signed certificate or upload a certificate
(corresponding to the private key) you received from the Certificate
Authority (CA).

These files are available at NMSROOT\lib\web\conf

This security certificate will be valid for a year, from the date of creation. You can
use this certificate to enable SSL in CiscoWorks Server from your client browser.

To complete the task of enabling SSL:

Log out from your CiscoWorks session and close all browser sessions.
Restart the daemon manager from the CiscoWorks Server CLI:

a. Enter net stop crmdmgtd.

b. Enter net start crmdmgtd.

Restart the browser and CiscoWorks session.

When you restart the CiscoWorks session after enabling SSL, you must enter the
URL with the following changes:

e The URL should begin with https instead of http to indicate secure
connection. CiscoWorks will automatically redirect you to https mode if SSL
is enabled.

e The port number succeeding the server name should be changed from
1741 to 1742
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Step 1
Step 2
Step 3

Step 4

~

Note  The port numbers mentioned above are applicable for CiscoWorks
Server running on Windows.

On Solaris, if the default port (1741) is used by another application,
you can select a different port during CiscoWorks Server installation.
For details, see Installation and Setup Guide for CiscoWorks Common
Services on Solaris.

To enable SSL from a Solaris CLI:

Using a terminal window, navigate to the directory SNMSROOT/objects/web/bin.

Enter ./configSSL.pl -enable

Press Enter.

If you have the required security certificates available on the server, CiscoWorks

enables SSL.

If you do not have the security certificates on the server, CiscoWorks prompts you
to create your own self-signed certificate and for the details required for creating
a self-signed certificate.

Enter the values required for the fields described in the table below:

Field

Description

Usage Notes

Country Name

Name of country

Use two character country code

State or Name of state or Use two character state or province

Province province code or complete name of state or
province

Locality Name of city or town Use two character city or town code
or complete name of the city or town

Organization  |Name of your Use complete name of your

Name organization organization or an abbreviation

Organization  |Name of department or |Use complete name of your

Unit Name section department or an abbreviation
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Field Description Usage Notes

Host Name Name of server where |Use exact DNS name of the server or
CiscoWorks Server is the IP address of the server
installed

Country Name |Name of country Use two character country code

CiscoWorks Server creates the security certificate. The process generates the
following files:

e server.key—Server private key

e server.crt—Server self-signed certificate

e server.pk8—Server private key in PKCS#8 format

e server.csr—Certificate Signing Request (CSR) file. You can use this file to
request a security certificate, if you want to use third party issued security
certificates. For more information, see the “Obtaining Security Certificates
for CiscoWorks” section on page 4-19.

Note

Back up these files and store them in a safe location, as you need these
files to enable secure connections in CiscoWorks. The server.key file is
particularly important, as this file holds the private key information for
the server. If you lose the server.key file, you will not be able to use the
self-signed certificate or upload a certificate (corresponding to the private
key) you received from the CA.

These files are available at SNMSROOT/objects/web/conf

This security certificate is valid for one year from the date of creation. You can
use this certificate to enable SSL in CiscoWorks Server from your client browser.
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To complete the task of enabling SSL:

Step1  Log out from your CiscoWorks session and close all browser sessions.
Step2  Restart the daemon manager from the CiscoWorks Server CLI:

a. Enter /etc/init.d/dmgtd stop.

bh. Enter /etc/init.d/dmgtd start.
Step3  Restart the browser and CiscoWorks session.

When you restart the CiscoWorks session after enabling SSL, you must enter the
URL with the following changes:

e The URL should begin with https instead of http to indicate secure
connection. CiscoWorks will automatically redirect you to https mode if SSL is
enabled.

e The port number succeeding the server name should be changed from 1741
to 1742

~

Note The port numbers mentioned above are applicable for CiscoWorks
Server running on Windows.
On Solaris, if the default port (1741) is used by another application,
you can select a different port during CiscoWorks Server installation.
For more information, see Installation and Setup Guide for
CiscoWorks Common Services on Solaris.

Disabling SSL

CiscoWorks Server does not allow SSL-compliant applications to co-exist with

non-SSL compliant applications on the same server. When you need to install a

non-SSL compliant application after enabling SSL on the server, you must disable
SSL in CiscoWorks Server before you proceed with the installation.

You may want to disable SSL in cases where improved performance takes
precedence over secure connections.
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CiscoWorks Server provides the following ways to disable SSL:

e Disabling SSL from the CiscoWorks desktop—for details, see the “Disabling
SSL from the CiscoWorks Desktop” section on page 4-11.

e Disabling SSL using the Command Line Interface (CLI)—for details, see the
“Disabling SSL From CLI” section on page 4-12.

Disabling SSL from the CiscoWorks Desktop

To disable SSL from CiscoWorks desktop:

Step 1 In the CiscoWorks desktop, select Server Configuration>
Administration > Security Management > Enable/Disable SSL.

The Configure SSL window appears in the right frame.
Step2  Click the Disable button.

To complete the task of disabling SSL from desktop:

Step1  Log out from your CiscoWorks session and close all browser sessions.
Step2  Restart the daemon manager from the CiscoWorks Server CLI:

On Windows:

a. Enter net stop crmdmgtd

bh. Enter net start crmdmgtd

On Solaris:

a. Enter /etc/init.d/dmgtd stop

b. Enter /etc/init.d/dmgtd start

User Guide for CiscoWorks Common Services
[ 78-15301-01 .m




Chapter 4  Administering the CiscoWorks Server |

Il Managing Secure Connections

Step 3

Restart the browser and CiscoWorks session.

When you restart the CiscoWorks session after enabling SSL, you must enter the
URL with the following changes:

e The URL should begin with http instead of https to indicate that the
connection is not secure

e The port number succeeding the server name should be changed from
1742 to 1741

S

Note  The port numbers mentioned above are applicable for CiscoWorks Server
running on Windows.

On Solaris, if the default port (1741) is used by another application, you
can select a different port during CiscoWorks Server installation. For
more information, see Installation and Setup Guide for CiscoWorks
Common Services on Solaris.

Disabling SSL From CLI

Step 1
Step 2
Step 3
Step 4

You can disable SSL using the CLI from the server where CiscoWorks is installed.

To disable SSL from Windows CLI:

Go to the command prompt.
Navigate to the directory NMSROOT\lib\web.
Enter <NMSROOT>\bin\perl ConfigSSL.pl -disable

Press Enter.
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To complete the task of disabling SSL from CLI:

Step1  Log out from your CiscoWorks session and close all browser sessions.
Step2  Restart the daemon manager from the CiscoWorks Server CLI:

a. Enter net stop crmdmgtd

b. Enter net start crmdmgtd
Step3  Restart the browser and CiscoWorks session.

When you restart the CiscoWorks session after enabling SSL, you must enter the
URL with the following changes:

e The URL should begin with htfp instead of https to indicate that the
connection is not secure

¢ The port number succeeding the server name should be changed from
1742 to 1741

)

Note The port numbers mentioned above are applicable for CiscoWorks
Server running on Windows.

On Solaris, if the default port (1741) is used by another application,
you can select a different port during CiscoWorks Server installation.
For more information, see Installation and Setup Guide for
CiscoWorks Common Services on Solaris.

To disable SSL from Solaris CLI:

Step1  In the terminal window, navigate to the directory SNMSROOT/objects/web/bin.
Step 2 Enter . /configssL.pl -disable

Step3  Press Enter.
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To complete the task of disabling SSL from CLI:

Step1  Log out from your CiscoWorks session and close all browser sessions.
Step2  Restart the daemon manager from the CiscoWorks Server CLI:

a. Enter /etc/init.d/dmgtd stop

b. Enter /etc/init.d/dmgtd start
Step3  Restart the browser and CiscoWorks session.

When you restart the CiscoWorks session after enabling SSL, you must enter the
URL with the following changes:

e The URL should begin with htfp instead of https to indicate that the
connection is not secure

¢ The port number succeeding the server name should be changed from
1742 to 1741

)

Note The port numbers mentioned above are applicable for CiscoWorks
Server running on Windows.
On Solaris, if the default port (1741) is used by another application,
you can select a different port during CiscoWorks Server installation.
For more information, see Installation and Setup Guide for
CiscoWorks Common Services on Solaris.

Managing Security Certificates

CiscoWorks Server uses security certificates for authenticating secure access
between client browser and management server. You must have the security
certificate files on the server to use the secure access features provided in
CiscoWorks Server.

CiscoWorks Server allows you to generate self-signed certificates. However, you
can obtain certificates from third party Certificate Authorities (CAs) and use them
to enable SSL in CiscoWorks Server.
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Creating Self-Signed Security Certificates

CiscoWorks allows you to create self-signed security certificates, which can be
used to enable SSL connections between your client browser and management
server. These security certificates are valid for a year. When the certificate
expires, the browser prompts you to renew the certificate.

When you enable SSL for the first time, CiscoWorks Server prompts you to create
a self-signed security certificate or upload an existing certificate. You can create
self-signed security certificate and enable SSL.

CiscoWorks Server also provides an option to create self-signed security
certificates, which can be used when required. You can create self-signed security
certificates:

¢ From the CiscoWorks Server desktop. You can use this option from the client
browser and from a browser session on the server where CiscoWorks Server
is installed. For details, see the “Creating Self-Signed Security Certificates
From CiscoWorks Server Desktop” section on page 4-15.

e From the CLI. You can create self-signed certificates from CLI when you
enable SSL from the CLI. For more information, see the “Enabling SSL From
the Command Line Interface (CLI)” section on page 4-5.

Creating Self-Signed Security Certificates From CiscoWorks Server Desktop

Step 1

Step 2

To create your own self-signed security certificates from the CiscoWorks desktop:

In the CiscoWorks desktop, select Server Configuration>
Administration > Security Management > Create Self Signed Certificates.

The Create Certificates window appears in the right frame.

Enter the values required for the fields described in the table below:

Field Description Usage Notes

Country Name |Name of country Use two character country code

State or Name of state or Use two character state or province

Province province code or complete name of state or
province
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Field

Description

Usage Notes (continued)

Locality

Name of city or town

Use two character city or town code
or complete name of city or town

Organization
Name

Name of your
organization

Use complete name of your
organization or an abbreviation

Organization
Unit Name

Name of department or
section

Use complete name of your
department or an abbreviation

Host Name

Name of server where
CiscoWorks Server is
installed

Use the exact DNS name of server or
IP address of the server

Email Address

Your email address

None

Step3  Click Finish.

CiscoWorks Server creates the security certificate. The process generates the

following files:

e server.key—Server private key

e server.crt—Server self-signed certificate

e server.pk8—Server private key in PKCS#8 format

e server.cs—Certificate Signing Request (CSR) file. You can use this file to
request a security certificate, if you want to use third party issued security
certificates. For more information, see the “Obtaining Security Certificates

for CiscoWorks” section on page 4-19.

Note  Back up these files and store them in a safe location, as you need these
files to enable secure connections in CiscoWorks. The server.key file is
particularly important, as this file holds the private key information for
the server. If you lose the server.key file, you will not be able to use the
self-signed certificate or upload a certificate (corresponding to the private
key) you received from the CA.
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You can find these files at:
¢  On Windows: NMSROOT\lib\web\conf
¢ On Solaris: SNMSROOT/objects/web/conf

This security certificate will be valid for one year from the date of creation. You
can use this certificate to enable SSL in CiscoWorks Server from your client
browser.

Modifying Security Certificates

Step 1

Step 2
Step 3

Note

CiscoWorks Server allows you to modify the self-signed security certificates
using the Create Self Signed Certificates option. If you have valid self-signed
security certificates on the server, the Create Self Signed Certificates option in the
CiscoWorks desktop brings up the details of the existing self-signed certificate in
the Create Certificates window.

To modify self-signed certificates:

In the CiscoWorks desktop, select Server Configuration>
Administration > Security Management > Create Self Signed Certificates.

The Create Self Signed Certificates window displays the details of the existing
certificate.

Modify the values as required.
Click Submit.

For more information, see the “Creating Self-Signed Security Certificates From
CiscoWorks Server Desktop” section on page 4-15.

When you modify the certificate, the validity period is calculated from the day
you last modified the certificate.

You cannot modify third party CA certificates from the CiscoWorks desktop.
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Working with Third Party Security Certificates

CiscoWorks Server provides an option to use security certificates issued by third
party Certificate Authorities (CAs). You may want to use this option in cases
where your organizational policy prevents you from using CiscoWorks
self-signed certificates or requires you to use security certificates obtained from
a particular CA.

The option to upload third party certificates allows you to obtain security
certificates from your preferred CA and use them instead of the CiscoWorks
self-signed certificates. You can use these certificates to enable SSL when you
need secure access between CiscoWorks Server and your client browser.

Requirements for Third Party Certificates

CiscoWorks requires the certificates (both self-signed and those issued by a
certificate authority) used for establishing secure connections to meet the
following criteria:

e The certificates should be in Base64- Encoded X.509 Certificate Format
e The certificates should not be encrypted, or password protected
Note the following before you upload certificates issued by a CA:

e CiscoWorks requires you to follow specific procedures for obtaining and
uploading the certificate to the CiscoWorks Server. You must follow these
instructions, and should not go by the instructions given by the Certificate
Authority (CA) who issued the certificate. For more information, see the
“Obtaining Security Certificates for CiscoWorks” section on page 4-19.

¢ You cannot upload any existing certificate on the server or elsewhere into
CiscoWorks Server. You must request the Certificate Authority to create a
certificate explicitly for CiscoWorks, and upload it. For more information,
see the “Obtaining Security Certificates for CiscoWorks” section on
page 4-19.

¢ You can obtain a certificate from a CA of choice, based on your
organization’s preferences and policies. However, you must verify if the CA
will issue the certificates that meet the criteria specified for CiscoWorks. You
must complete the legal obligations, if any, are involved in obtaining the
certificate.
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¢ Before you request for the security certificate for CiscoWorks, you must
confirm if the CA can issue certificates for Apache Web Servers.

e CiscoWorks allows you to upload:
— Single certificate (signed directly by the root CA)
or
— Certificate chains (server certificate with intermediate certificates)

e While uploading the Server Certificate, you have to upload the intermediate
certificates (if required). If the server certificate is not issued by a prominent
CA, you must upload the root CA certificate also, as part of the chain.

e When you upload a certificate chain, ensure that CiscoWorks recognizes the
input certificates as valid certificates or valid certificate chains. To ensure
this, you must upload the root CA certificate or intermediate certificates as
part of the certificate chain.

e All the certificates should be in Base64 Encoded X.509 Certificate format.

Obtaining Security Certificates for CiscoWorks
After you receive the confirmation from the CA, you can initiate the process of
obtaining a security certificate.
Obtaining security certificates for CiscoWorks from a CA involves:
1. Creating the Certificate Signing Request (CSR) File in CiscoWorks
2. Applying for Security Certificates from the CA, using the CSR file

Creating the Certificate Signing Request (CSR) File

To create the Certificate Signing Request (CSR) file in CiscoWorks, you must
enable SSL. You can enable SSL either from the CiscoWorks desktop or using
the CLI.

If you are enabling SSL for the first time in CiscoWorks, you will be prompted for
the details to create a self-signed certificate and the server.csr file.
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Note

Note

For more information, see the “Creating Self-Signed Security Certificates”
section on page 4-15. If you have already enabled SSL and created self-signed
certificates, the server.csr will be in the server already. You can find this file:

e On Windows: NMSROOT\lib\web\conf
¢ On Solaris: SNMSROOT/objects/web/conf

The details required for the certificates should be entered correctly, especially the
Host Name with proper domain name. The details you provide at this stage will
be displayed in the server certificate (both self-signed or third party issued).

When you submit the details, CiscoWorks creates the following files:
e server.key—Server Private Key
e server.crt—Server self-signed Certificate
e server.pk8—Server private key in PKCS#8 format
e server.csr—Certificate Signing Request (CSR) file
You can find these files:
e On Windows: NMSROOT\lib\web\conf
¢ On Solaris: SNMSROOT/objects/web/conf

Back up these files and store them in a safe location, as you need these files to
enable secure connections in CiscoWorks. The server.key file is particularly
important, as this file holds the private key information for the server. If you lose
the server.key file, you will not be able to use the self-signed certificate or upload
a certificate (corresponding to the private key) you received from the CA.
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Applying for Security Certificates from the CA

After you generate the server.csr file from CiscoWorks, you can request the
security certificate from the CA. You can obtain the certificate from a CA of
choice, based on your organization’s preferences and policies. If the CA is not one
of repute, it is recommended that you request for a Root CA certificate, used for
signing the CiscoWorks security certificates, also from the CA.

Note  You can verify if the Root CA certificate of the CA is already available in
CiscoWorks Server by running the SSL Utility Script (SSLUtil.pl). For more
information, see the “About the SSL Utility Script” section on page 4-23.

When you apply for the security certificate, ensure that:

e The CA issues the certificates meeting the criteria specified for CiscoWorks.
For more information, see the “Requirements for Third Party Certificates”
section on page 4-18.

¢ All the legal requirements for obtaining the certificate, if any, are met.

e The server.csr file generated from CiscoWorks is used to obtain the
certificate. Typically, you can send the server.csr file to the certificate
authority, or copy the contents of the file and paste it in the appropriate field,
if you are using an online form to submit the request.

)

Note To copy the contents of the server.csr file, you must open this file in
a plain text editor such as Vi or Notepad. Do not open this file in
editors such as Microsoft Word, which may add special characters to
the contents of the file.

Certificate authorities request a host of information when you apply for security
certificates. In addition to the server.csr file, you may need to provide the
following details specific to the CiscoWorks Server:

e Web Server—select Apache MODSSL, Apache SSL or Apache (from the list
of available web servers, in the order)

e Web Server version—1.3.27
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Uploading Third Party Security Certificates to CiscoWorks Server

You may receive the security certificates from the CA in the form of files or mail
attachments. If you have received these as files, copy these files to a directory in
the CiscoWorks Server. If you received the certificates in the form of a mail, copy
the contents and create separate files for each of the certificates (server certificate
and intermediate certificates).

Note = While copying the contents of the certificate files, you must use a plain text editor
such as Vi or Notepad. Do not open this file in editors such as Microsoft Word,
which may add special characters to the contents of the file.

If the certificates are in a different format, contact the CA and request for the
certificates to be sent in the required format. You can also get the procedure to
change the existing format to the format required for CiscoWorks Server.

The instruction you receive from the CA to change the format may require you to
run some commands using OpenSSL. OpenSSL is provided as part of the
CiscoWorks Server package. You can find OpenSSL:

e  On Windows: NMSROOT\lib\web
e On Solaris:  $NMSROOT/objects/web/bin

Tip Windows recognizes most of the certificate formats and has the options to convert
from one format to another. Therefore, if you received the security certificates in
a format other than what is required by CiscoWorks Server, you can copy the
Certificate to a Windows machine and use these options to convert them to the
required format.

After you have the server certificate and the required intermediate certificates in
the required format, you must run the SSL Utility script to verify the certificate or
certificate chain, and then to upload them to the CiscoWorks Server.

You must do the following while uploading third party certificates to CiscoWorks
Server:

¢ Stop the daemon manager in CiscoWorks Server

e Use SSL Utility script only to upload the certificate to the CiscoWorks server

User Guide for CiscoWorks Common Services
m. 78-15301-01 |



| Chapter4 Administering the CiscoWorks Server

Managing Secure Connections W

e Follow the instructions provided in “Using the SSL Utility Script to Upload
Third Party Security Certificates” section on page 4-28 to upload the
certificates. Do not use the CA’s Instructions to install the certificate in the
CiscoWorks Server.

¢ Do not copy the certificates manually to any of the directories in the
CiscoWorks Server

¢ Do not edit the httpd.conf file manually

About the SSL Utility Script

The SSL Utility script (SSLUtil.pl) is provided to upload the security certificates
you obtain from the CAs to the CiscoWorks Server. You can find the SSL Utility
script:

e On Windows: NMSROOT\lib\web
¢ On Solaris: $NMSROOT/objects/web/bin
This utility has the following options:

Number Option What it Does...

1 Display e Displays the Certificate details of the
CiscoWorks CiscoWorks Server. In the case of third party
Server issued certificates, this option displays the
certificate details of the server certificate, the
information intermediate certificates, if any, and the Root

CA certificate.

e Verifies if the certificate is valid

2 Display the |This option accepts a certificate as an input and:
1np;1'; e Verifies if the certificate is in Base64 Encoded
f:er ! 1cat.e X.509 certificate format
information

e Displays subject and issuer details of the
certificate

e Verifies if the certificate is valid on the server

User Guide for CiscoWorks Common Services
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Number Option What it Does... (continued)

3 Display Root |Generates a list of all Root CA Certificates, and
CA stores it in the SSL.log file.
certificates You can find the SSL.log at:
trusted by
CiscoWorks | ® On Windows: NMSROOT\log
Server e On Solaris: /var/adm/CSCOpx/log

4 Verify the Verifies whether the server certificate issued by
input third party CAs, can be uploaded.
cerqucate T 'When you choose this option, the utility:
certificate
chain e Verifies if the certificate is in Base64 Encoded

X.509Certificate format
e Verifies if the certificate is valid on the Server

e Verifies if the server private key and input
server certificate match

e Verifies if the server certificate can be traced
to the required Root CA certificate using
which it was signed

e Constructs the certificate chain, if the
intermediate chains are also given, and
verifies if the chain ends with the proper Root
CA certificate

After the verification is successfully completed,
you are prompted to upload the certificates to
CiscoWorks Server.

The utility displays an error:

e If the input certificates are not in required
format

e If the certificate date is not valid or if the
certificate has already expired

e Ifthe server certificate could not be verified or
traced to a root CA certificate
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Number Option

What it Does... (continued)

4
(continued)

e If any of the intermediate Certificates were
not given as input.

e If the server's private key is missing or if the
server certificate that is being uploaded could
not be verified with the server's private key.

You must contact the CA who issued the
certificates to correct these problems before you
upload the certificates to CiscoWorks.

5 Upload
single server
certificate to
CiscoWorks
Server

You must verify the certificates using option 4
before you select this option.

Select this option, only if there are no intermediate
certificates and there is only the server certificate
signed by a prominent Root CA certificate.

If the Root CA is not one trusted by CiscoWorks,
do not select this option.

In such cases, you must obtain a Root CA
certificate used for signing the certificate from the
CA and upload both the certificates using option 6.

When you select this option, and provide the
location of the certificate, the utility:

e Verifies if the certificate is in Base64 Encoded
X.509 certificate format

e Displays subject and issuer details of the
certificate

e Verifies if the certificate is valid on the server

[ 78-15301-01
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Number Option

What it Does... (continued)

5
(continued)

e Verifies if the server private key and input
server certificate match

e Verifies if the server certificate can be traced
to the required Root CA certificate using
which it was signed

After the verification is successfully completed,
the utility uploads the certificate to CiscoWorks
Server. For more information, see “Uploading
Third Party Security Certificates to CiscoWorks
Server” section on page 4-22.

The utility displays an error:

e If the input certificates are not in required
format

e If the certificate date is not valid or if the
certificate has already expired

e [Ifthe server certificate could not be verified or
traced to a root CA certificate

e If the server's private key is missing or if the
server certificate that is being uploaded could
not be verified with the server's private key

You must contact the CA who issued the
certificates to correct these problems before you
upload the certificates in CiscoWorks again.

6 Upload a
certificate
chain to
CiscoWorks
Server

You must verify the certificates using option 4
before you select this option.

Select this option, if you are uploading a
certificate chain. If you are uploading the root CA
certificate also, you must include it as one of the
certificates in the chain.
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Number Option

What it Does... (continued)

6
(continued)

When you select this option, and provide the
location of the certificates, the utility:

e Verifies if the certificate is in Base64 Encoded
X.509Certificate format

e Displays subject and issuer details of the
certificate

e Verifies if the certificate is valid on the Server

e Verifies if server private key and the server
certificate match

e Verifies if the server certificate can be traced
to the root CA certificate using which it was
signed

e Constructs the certificate chain, if
intermediate chains are given and verifies if
the chain ends with the proper root CA
certificate

After the verification is successfully completed,
the server certificate is uploaded to CiscoWorks
Server. All the intermediate certificates and the
Root CA certificate are uploaded and copied to the
CiscoWorks TrustStore.

The utility displays an error:

e If the input certificates are not in required
format

e If the certificate date is not valid or if the
certificate has already expired

e Ifthe server certificate could not be verified or
traced to a root CA certificate

[ 78-15301-01
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Number Option What it Does... (continued)
6 e If any of the intermediate certificates were not
(continued) given as input.

e If the server's private key is missing or if the
server certificate that is being uploaded could
not be verified with the server's private key

You must contact the CA who issued the
certificates to correct these problems before you
upload the certificates in CiscoWorks again.

7 Modity This option allows you to modify the Host Name
Common entry in the Common Services Certificate.
Services

You can enter an alternate Hostname if you wish

Certificate | change the existing Host Name entry.

Using the SSL Utility Script to Upload Third Party Security Certificates

To upload the certificates:

Step1  Stop the daemon manager from the CiscoWorks Server CLI:
On Windows:
e Enter net stop crmdmgtd
On Solaris:
¢ Enter /etc/init.d/dmgtd stop
Step2  Navigate to the directory where the SSL Utility script is located.
On Windows:
a. Go to NMSROOTib/web.
b. Enter NMSROOT\bin\perl ssSLUtil.pl.
On Solaris:
a. Go to SNMSROOT/objects/web/bin.

b. Enter ./ssLutil.pl.
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Step 4

Step 5

Step 6

Step 7

Note
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Select option 4, Verify the input Certificate/Certificate Chain.

Enter the location of the certificates (server certificate and intermediate
certificate).

The script verifies if the server certificate is valid. After the verification is
complete, the utility displays the options described in About the SSL Utility
Script, page 4-23.

~

Note  If the script reports errors during validation and verification, the SSL
Utility displays instructions to correct these errors. Follow the
instructions to correct those errors.

Select option S, if you have only one certificate to upload, that is if you have a
server certificate signed by a Root CA certificate.

Select option 6, if you have a certificate chain to upload, that is if you have a
server certificate and intermediate certificates.

~

Note  CiscoWorks Server does not allow you to proceed with the upload if you
have not stopped the CiscoWorks daemon manager.

Enter the required details—location of the certificate, if there are intermediate
certificates, and location of intermediate certificates, if any.

SSL Utility uploads the certificates, if all the details are correct and the
certificates meet CiscoWorks requirements for security certificates.

Restart the daemon manager for the new security certificate take effect.

The utility displays a warning message if there are hostname mismatches detected
in the server certificate being uploaded, but you can continue to upload the
certificate.

[ 78-15301-01
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Maintaining Log Files

A

Log files can grow and fill up disk space. CiscoWorks includes a script that
enables you to control this growth.

Files maintained by this script include the following log files:
e Daemon manager
e JRUN
e Web server log files

Most log files are located in directories in the PX_LOGDIR directory. On UNIX
systems, this directory is /var/adm/CSCOpx/log and on Windows, it is
NMSROONog.

JRUN files are not located here. On UNIX machines they are located under
SNMSROOT/objects/jrun/jsm-cw2000/logs and on Windows, they are located in
NMSROOT\lib\jrun\jsm-cw2000\logs.

Caution

As part of the file back-up procedure, CiscoWorks daemon manager is shut down
and restarted. To prevent loss of data, make sure you are not running any
critical tasks.

Maintaining Log Files on UNIX

Step 1
Step 2
Step 3
Step 4

To maintain log files on UNIX:

Make sure the new location has sufficient disk space.
Log in as the superuser and enter the root password.
Stop all processes and enter /etc/init.d/dmgtd stop
Perform log maintenance by entering:

SNMSROOT /bin/perl $NMSROOT/cgi-bin/admin/logBackup.pl
[-forcel [-dir destination directory]

where SNMSROOT is the CiscoWorks installation directory, -force allows backup
regardless of log file size, and -dir specifies the full path of the destination
directory.
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Step 6
Step 7
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~

Note  The target directory must be owned by user casuser and group casusers.
The user must have read, write, and execute permissions, and the group
must have at least read permission. Otherwise, the program will terminate
with an error message and the log files will not be updated.

Without any options, the script backs up the log files to the default directory,
PX_LOGDIR/backup.

Verify the procedure was successful by examining the contents of the log files in
this location:

/var/adm/CSCOpx/log/*.log

Only log files that reach 90% of their size limits are backed up and the original
log file is emptied.

Restart the system and enter /etc/init.d/dmgtd start

Select Server Configuration>Administration > Log File Status to view your
log changes.

Maintaining Log Files on Windows

Step 1
Step 2
Step 3

Step 4

To maintain log files on Windows:

Make sure the new location has sufficient disk space.

At the command line, make sure you have the correct permissions.
Stop all processes by entering:

net stop crmdmgtd

Perform log maintenance by entering:

NMSROOT\bin\perl NMSROOT\cgi-bin\admin\logBackup.pl
[-forcel [-dir destination directoryl

where NMSROOT is the CiscoWorks installation directory, -force allows backup
regardless of log file size, and -dir specifies the full path of the destination
directory.

[ 78-15301-01
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Step 5

Step 6

Step 7

~

Note  If there is a problem, the program will terminate with an error message
and the log files will not be updated.

Verify the procedure was successful by examining the contents of the log files in
the following location:

NMSROOT\log\

Only log files that reach 90% of their size limits are backed up and the original
log file is emptied.

Restart the system by entering:

net start crmdmgtd

Select Server Configuration> Administration > Log File Status to view your
log changes.

Performing Data Management Tasks

Regularly perform storage management tasks (see Table 4-3) to ensure that you
have a set of database backups in case your current database becomes corrupted
or otherwise unusable. When setting up your database backup strategy, consider
these guidelines:

e Check the size of the files stored in the backup directory. Some files stored in
the backup directory might require additional disk space.

e The backup directory must be writeable by the user casuser on UNIX
systems.

e Database files are stored using the backup directory structure described in
Table 4-2:

— Format—/generation_number/suite/directory/filename

- Example—/1/cmf/database/cmf . db
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Table 4-2 Backup Directory Structure

Variable Description Usage Notes
generation_number |Indicates number of For example, 1, 2, and 3, with
backups 3 being the latest database
backup.
suite Describes applicationor | The CiscoWorks Server suite
suite is cmf. Other optional suites
are supported, such as rme or
ani.
directory Describes what is being |Directories include database
stored and any suite applications.
filename Name of file that has Files include database (.db),
been backed up log (.log), version
(DbVersion.txt), manifest
(.tx), tar (.tar), and data files
(datafiles.txt).

The suite name used for the CiscoWorks Server database files is cmf. The cmf
database includes data backup for the CiscoWorks Server applications. Data
management tasks (see Table 4-3) for other suites are also supported.

For example, if a suite is installed that uses the ANI Server, the suite name for the
ANI Server database files is ani. For more information, see the appropriate user
guide for suite-specific details.
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Table 4-3 Data Management Tasks

Task Purpose Action

Backup database |Performs a database backup now to Select
ensure you have backups if current
database becomes corrupted or
otherwise unusable

Server Configuration>Administration>
Database Management>Back Up Data
Now

Schedule regular |Performs database backups on aregular |Select
backups schedule to ensure you have
most-recent set of backups if current
database becomes corrupted or

Server Configuration>Administration>
Database Management>Schedule

> Backup

otherwise unusable
Restore a Replaces damaged or corrupted Run script from a command prompt.
database database with a previously backed up |Refer to the Database Management online

copy help for instructions.
Change the Changes the database password to Must be done as a superuser from a
database ensure security command prompt. Refer to the Database
password Management online help for instructions.

Backing Up Data

You can back up data on demand instead of waiting for the next scheduled backup
by using the Backup Data option. It is recommended that your target location be
on a different hard disk or partition than where CiscoWorks is installed. Database
options work within the current version only and do not support other versions.

The Backup Data Now option is used to backup database for applications in the
Lan Management Solution bundle like Essentials, Campus and so on.

Note  Backup requires enough storage space on the target location for the backup to
start.
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To backup the data:

Select Server Configuration > Administration > Database Management >
Back Up Data Now.

The Back Up Data Now dialog box appears.
Enter the pathname of the target directory.

To begin the backup, click Finish. This process could take some time to complete.

Scheduling a Backup

Step 1

Step 2

Step 3

You can schedule automatic database backups using this option. Database options
work within the current version only and do not support other versions. Follow the
upgrade procedures for your platform to save your database information.

To schedule a backup:

Select Server Configuration > Administration > Database Management >
Schedule Backup.

The Set Backup Schedule dialog box appears.
Enter the following:

a. Backup Directory—Location of the backup directory. It is recommended that
your target location be on a different partition than where CiscoWorks is
installed.

b. Generations—Number of database backup copies to retain. The system keeps
only the number of copies you specify.

¢. Time—From the drop-down lists, select the time for the backup to occur.
Use a 24-hour format.

d. Frequency—Select the backup schedule (daily, weekly or monthly)

Click Finish. The Schedule Backup message verifies your schedule and provides
the location of backup log files.

[ 78-15301-01
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Restoring Data

You can restore your database by running a script from the command line.
Database options work only within the current version. They do not support other
versions. To save your database information, follow the upgrade procedures for
your platform.

While restoring data, CiscoWorks is shut down and restarted. Ensure that you do
not run any critical tasks during data restoration. Otherwise, you may lose the data
for such tasks.

If you restore the database when CiscoWorks server is SSL enabled, the backed
up Server Certificate and Private Key will also be restored. Your existing
Certificate and Private Key will be overwritten.

Caution

Step 1
Step 2

Step 3

Restoring the database from a backup permanently replaces your database with
the backed up version.

To restore the data on UNIX:

Log in as the superuser and enter the root password.

Stop all processes by entering:

/etc/init.d/dmgtd stop

Restore the database by entering:

$NMSROOT/bin/perl $NMSROOT/bin/restorebackup.pl [-force] [-s
suite] [-gen generationNumber] -d backup directory

where SNMSROOT is the CiscoWorks installation directoryand

a. [-force]—Optional. Forces restoration of an old schema. For example, if the
backup has several generations, there may be 1 through 5. If generation 2 is
a much older schema than 5, the restorebackup complains that the schema is
too old. The restorebackup process aborts. If a restorebackup -force is used,
then restorebackup prompts for confirmation and the old schema will be
restored.
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Step 5
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Step 1

Step 2

Step 3
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b. [-s suite]—Optional. By default, this option restores all suite's data. You can
also specify a particular suite by this option. Refer to the appropriate user
guide for suite-specific details.

c. [-gen generationNumber]—Optional. By default, it is the latest generation. If
generations 1 through 5 exist, then 5 will be the latest .

d. -d backup directory—Required. Which backup directory to use.

e. -h—Provides help when used with -d <backup directory> syntax. Shows
correct syntax along with available suites and generations.

To restore the most recent version, enter:

SNMSROOT/bin/perl $NMSROOT/bin/restorebackup.pl -d /var/backup
Examine the log file in the following location to verify that the database was
restored:

/var/adm/CSCOpx/log/restorebackup.log

Restart the system:

/etc/init.d/dmgtd start

To restore the data on Windows:

At the command line (make sure you have the correct permissions):

Stop all processes by entering:

net stop crmdmgtd

Restore the database by entering:

NMSROOT\bin\perl NMSROOT\bin\restorebackup.pl [-force] [-s suite][-gen
generationNumber] -d backup directory

where NMSROOT is the CiscoWorks installation directory. Refer to previous

section for command option descriptions.

To restore the most recent version, enter the following command:

NMSROOT\bin\restorebackup.pl -d drive:\var\backup\

[ 78-15301-01
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Step 4

Step 5

Examine the log file in the following location to verify that the database was

restored by entering:

NMSROOT\log\restorebackup.log

Restart the system by entering:

net start crmdmgtd

Managing Back—End Processes

CiscoWorks applications use back-end processes to manage application-specific
activities or jobs. The process management tools enable you to manage these
back-end processes to optimize or troubleshoot the CiscoWorks Server

(see Table 4-4).

For a description of the CiscoWorks Server processes, see the process description
table in the online help. For suite-specific processes, see the appropriate

user guide.

Table 4-4 Process Management Tasks

Task

Purpose

Action

Start process.

Restarts specific processes and
displays a message:

Running normally

Select
Server Configuration>Administration>
Process Management> Start Process

Stop process.

Stops process and displays a
message:

Administrator has shut down
this server

Select
Server Configuration>Administration>
Process Management>Stop Process

View processes.

Displays process information
including state, ID, and other
data

Select
Server Configuration>Administration>
Process Management>Process Status

View process
failures.

Displays the failed process,
failure information, and time
failure occurred

Select
Server Configuration > Diagnostics > Process
Failures
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Managing Jobs and Resources

Job Management provides job, resource, and event notification services to
CiscoWorks. Use Job Management to browse jobs, release resources and stop and
remove jobs (see Table 4-5).

Table 4-5 Job Management Tasks

Task Purpose Action

Cancel a Stops job from running, but Select

scheduled job. keeps it in the Job Management |Server Configuration>Administration> Job
Management, then select Stop Job

Remove a job. Removes job from the Job Select

Management Server Configuration>Administration> Job

Management, then select Remove Job

Unlock an Frees resources inadvertently Select

orphaned locked due to a system failure Server Configuration>Administration> Job

resource. Management, then select Free Resource

Use Free Resource only if there
are no other options.

Managing Network Events

Two CiscoWorks services exist that allow you to manage events; some
applications use one service, an some use the other. They are:

e Event Distribution Service (EDS)
e Event Services Software (ESS)

e Creating Filters
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Event Distribution Service (EDS)

EDS allows you to manage event sources and event consumers. Event sources
create network events and event consumers are the recipients of the events (see
Table 4-6).

Table 4-6 Event Distribution Service Tasks

Task

Purpose

Action

Enable or disable
debugging or trace
message generation.

Diagnosis problems.

Select

Server Configuration>Administration >
Event Management>Event Channel
Admin, then select Debug

Configure individual
services.

Enables setup and configuration
of event source or event
consumer services, such as
queue parameters.

Select

Server Configuration>Administration>
Event Management>Event Channel
Admin, then select Configure

Associate event filters
with a generic
consumer.

Enables you to use a filter to
specify which events should be
passed to each generic consumer.

Select

Server Configuration>Administration>
Event Management>Event Consumer
Admin

View performance
statistics for all
internal data queues
for the event sources
and event consumers.

Displays the work being done by
EDS. From these statistics, you
can determine whether events
are being lost and the high-water
mark for setting queue capacity.

Select

Server Configuration>Administration>
Event Management>Event Channel
Admin, then select Performance

View events received
from EDS and the
event logger.

Monitors or troubleshoots your
network.

As a superuser, enter:
On Solaris:

/opt/CSCOpx/bin/eds -display

On Windows:

NMSROOT\bin\eds -display
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Creating Filters

You can create persistent event filters using the Named Filter window. These
filters are used by Event Distribution Service consumers to determine which
events the EventToTrap service receives. After the events have been converted
into traps, the traps are then forwarded to a network management station via a
destination hostname and port. Use this feature to make sure CiscoWorks passes
critical events to an NMS, such as HP OpenView.

To create filters on UNIX:

Step1  Log in as superuser and enter the root password.

Step2  Start the Named Filter dialog box:
/opt/CSCOpx/bin/eds -filter
If you did not use the default install directory (SNMSROOT/CSCOpx/bin/eds
-filter, where $NMSROOT is the default installation directory and CSCOpx is the

target directory), the Named Filter window appears. The Named Filter window
menu selections follow.

Note  You should enter the complete executable of Netscape in the file:
SNMSROOT/www/classpath/com/cisco/nm/cmf/eds/ui/helpSupport.properties.
Edit the line “webBrowser=netscape” with the path where Netscape is installed
on your server.

Step3  You can:
a. Add a Filter
b. Delete a Filter
c¢. Change an exisiting Filter

Step4  Complete the tasks desired and exit the Named Filter Window.
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Step 1
Step 2

Step 3

Step 4

Adding an Event Filter

Step 1
Step 2

Step 3
Step 4

To create filters on Windows:

Make sure you have the correct permissions.

Start the Named Filter dialog box:

NMSROOT\CSCOpx\bin\eds -filter

where NMSROOT is the default installation directory and CSCOPpx is the target
directory. The Named Filter window appears.

You can:

a. Add a Filter

b. Delete a Filter

c. Change an exisiting Filter

Complete the tasks desired and exit the Named Filter Window.

To add an Event filter:

Start the Named Filter window.
Select File > New in the Named Filter window.
The New Filter window opens.
Enter the filter name and filter description.
Select filter options:
a. Add generic events
The events are added to the list in the New Filter window.
b. Add registered events

The Add Registered Events window opens.

User Guide for CiscoWorks Common Services
m. 78-15301-01 |



| Chapter4 Administering the CiscoWorks Server

Managing Network Events

c. Select the event category, problem description, and severity, then select
matching events to add to this filter.

d. Click OK.

Deleting an Event Filter

To delete an Event filter:

Step 1 Start the Named Filter window.
Step2  Select a filter name from list.

Step3  Select Edit > Delete in the Named Filter window. The selected filter is deleted.

Changing an Event Filter

To change an Event filter:

Step 1 Start the Named Filter window.

Step2  Select a filter name from list.

Step3  Select File > Open in the Named Filter window. The Open Filter window opens.
Step4  Change the filter as needed.

Step5  Click OK to save filter changes.

Event Services Software (ESS)

Event Services Software (ESS) provides a means for various CiscoWorks
processes to broadcast messages to other processes in a networked and distributed
environment. ESS uses a publish and subscribe model, where each process
broadcast messages, and other processes selectively subscribe to the messages.
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In this model each process subscribe to a host of topics, and other processes, when
they need the process to get a message, publish their messages to any of those
topics. For example, if process 1 is subscribed to topics a, b and c, other processes
will publish messages intended for process 1 on topics a, b or c.

Exporting and Importing User Information

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

The current version of CiscoWorks Server allows you to import or export user
information (containing user IDs and passwords) from one CiscoWorks Server to
another. You can do this only if the servers are running on the same operating
system.

For example, you can export user information from one CiscoWorks server
running on Windows to another running on Windows.

To export user information from the CiscoWorks server:

Make sure that the Cisco Works Common Services CD-ROM is in the CD-ROM
drive of the machine running CiscoWorks.

Navigate to the root directory in the Cisco Works Common Services CD-ROM.
From the root directory, run the script export_userinfo.pl.

Copy the directories NMSROOT\rigel\user_info and
NMSROOT\rigel\manifest\user_info from the machine running Cisco Works
Common Services into the corresponding directories on the other system to which
you want to export the user information.

In the system to which you have exported the user information, navigate to the
directory NMSROOT\rigel\scripts.

Execute the script import_userinfo.pl.

This completes the import process, and all the user information data are exported
from the first Cisco Works Common Services server to the other.

User Guide for CiscoWorks Common Services
m. 78-15301-01 |



	Administering the CiscoWorks Server
	Using Basic Administrative Tools
	Managing Secure Connections
	Enabling SSL
	Enabling SSL From the CiscoWorks Desktop
	Enabling SSL From the Command Line Interface (CLI)

	Disabling SSL
	Disabling SSL from the CiscoWorks Desktop
	Disabling SSL From CLI

	Managing Security Certificates
	Creating Self-Signed Security Certificates
	Modifying Security Certificates

	Working with Third Party Security Certificates
	Requirements for Third Party Certificates
	Obtaining Security Certificates for CiscoWorks
	Uploading Third Party Security Certificates to CiscoWorks Server
	About the SSL Utility Script
	Using the SSL Utility Script to Upload Third Party Security Certificates


	Maintaining Log Files
	Maintaining Log Files on UNIX
	Maintaining Log Files on Windows

	Performing Data Management Tasks
	Backing Up Data
	Scheduling a Backup
	Restoring Data

	Managing Back-End Processes
	Managing Jobs and Resources
	Managing Network Events
	Event Distribution Service (EDS)
	Creating Filters
	Event Services Software (ESS)

	Exporting and Importing User Information



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


