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Preface

This manual describes Cisco Unified Operations Manager (Operations Manager) and provides
instructions for using and administering it.

Audience

The audience for this document includes:

e Network administrators and operators who monitor the status of the IP telephony system and IP
fabric

¢ System administrators who maintain and configure software systems

Conventions

This document uses the following conventions:

Item Convention
Commands and keywords boldface font
Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font
Variables you enter italic screen font

Menu items and button names boldface font

Selecting a menu item in paragraphs Option>Network Preferences
Selecting a menu item in tables Option>Network Preferences

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

User Guide for Cisco Unified Operations Manager
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A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Product Documentation
S

Note  We sometimes update the printed and electronic documentation after original publication. Therefore,
you should also review the documentation on Cisco.com for any updates.

Table 1 describes the product documentation that is available.

Table 1 Product Documentation

Document Title Available Formats

Supported Devices Table for Cisco Unified |On Cisco.com at the following URL:

Operations Manager 2.1 http://www.cisco.com/en/US/products/ps6535/products_device_support_table
s_list.html

Release Notes for Cisco Unified Operations | ® In PDF on the product CD-ROM

Manager 2.1

¢ On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6535/prod_release_notes_list.ht
ml

Installation Guide for Cisco Unified e In PDF on the product CD-ROM
Operations Manager (Includes Service
Monitor) 2.1

e On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6535/prod_installation_guides_l

ist.html

User Guide for Cisco Unified Operations e In PDF on the product CD-ROM

Manager 2.1 ¢ On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6535/products_user_guide_list.h
tml

Context-sensitive online help e Select an option from the navigation tree, then click Help

¢ Click the Help button on the page

Related Documentation
N

Note = We sometimes update the printed and electronic documentation after original publication. Therefore,
you should also review the documentation on Cisco.com for any updates.

Table 2 describes the additional documentation that is available.
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Table 2 Related Documentation

Document Title

Available Formats

Release Notes for Cisco Unified Service | ® PDF on the product CD-ROM

Monitor 2.1

¢ On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6536/prod_release_notes_list.html

User Guide for Cisco Unified Service ¢ PDF on the product CD-ROM.

Monitor 2.1

e On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6536/products_user_guide_list.html

Release Notes for CiscoWorks Common |On Cisco.com at the following URL:

Services 3.0.5 (Includes CiscoView

6.1.5) on Windows

http://cisco.com/en/US/products/sw/cscowork/ps3996/prod_release_note09186a00
806f45bf.html

Installation and Setup Guide for On Cisco.com at the following URL.:

Common Services 3.0.5 (Includes
CiscoView) on Windows

http://cisco.com/en/US/products/sw/cscowork/ps3996/products_installation_guide
_book09186a00806ab62a.html

User Guide for CiscoWorks Common  |On Cisco.com at the following URL:

Services 3.0.5

http://cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_book0
9186a00806feda7.html

Additional Information Online

Step 1

Step 2

Step 3
Step 4

When a new Incremental Device Update (IDU) becomes available, you can download it from Cisco.com.

IDUs are cumulative; that is, new IDUs contain the contents of any previous IDUs. Use this procedure
to determine which version of the IDU is installed on your Operations Manager Server.

From the Operations Manager home page, click CiscoWorks in the upper right-hand corner of the
window. The CiscoWorks home page appears.

From the CiscoWorks home page, select Software Center > Software Update. The Software Update
page appears in a new window.

Scroll down to the Products Installed table and locate Cisco Unified Operations Manager.

Examine the version number for Cisco Unified Operations Manager. The version number format is x.y.z
where:

e x is the major version.
e yis the minor version.

e zis the IDU number.

You can also obtain any published patches from the download site.
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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Introduction

These topics provide an overview of Cisco Unified Operations Manager (Operations Manager):
e What Is Operations Manager?, page 1-1
e Is Operations Manager Ready to Use?, page 1-2
e How Will I Use Operations Manager for Day-to-Day Operations?, page 1-5
e How Does Operations Manager Work?, page 1-12
e Getting Started with Operations Manager, page 1-16
e Using Displays and Reports, page 1-19
e Selecting Objects and Groups, page 1-22
¢ Understanding Your User Role, page 1-23
¢ Responding to Security Alerts, page 1-24
¢ Responding to Messages About Device Limits, page 1-24

What Is Operations Manager?

Note

Cisco Unified Operations Manager is a member of the Cisco Unified Communications family of
products, which provides a comprehensive and efficient solution for network management, provisioning,
and monitoring of Cisco Unified Communications deployments.

Operations Manager monitors and evaluates the current status of both the IP communications
infrastructure and the underlying transport infrastructure in your network. Operations Manager uses
open interfaces such as Simple Network Management Protocol (SNMP) and Hypertext Transfer Protocol
(HTTP) to remotely poll data from different devices in the IP communications deployment.

Operations Manager does not deploy any agent software on the devices being monitored and therefore
is not disruptive to system operations.

Operations Manager increases productivity of network managers, enabling them to isolate problems
more quickly using:

e Contextual diagnostic tools:

— Diagnostic tests provide performance and connectivity details about different elements of the
converged IP communications infrastructure.
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Is Operations Manager Ready to Use?

— Synthetic tests replicate end-user activity and verify gateway availability and other
configuration and operational aspects of the I[P communications infrastructure.

— IP service-level agreement (IP SLA)-based diagnostic tests can measure the performance of
WAN links and node-to-node network quality.

— Phone status tests use IP SLA to monitor the reachability of key phones in the network.

— Performance graphing allows you to select and examine changes in network performance
metrics. You can select, display, and chart network performance data in real time.

— RTMT (Real-Time Monitoring) Tool monitors real-time behavior of the components (device
status, system performance, device discovery, and CTI applications) in a Cisco Unified
Communications Manager (formerly known as Cisco CallManager) cluster.

Clickable information in notification messages—Includes context-sensitive links to more detailed
information about service outages.

Context-sensitive links to other Cisco tools—For managing IP communications implementations.

Operations Manager also does the following:

Presents service-quality alerts—Uses information from Cisco Unified Service Monitor 1.1, when
it is also deployed, to:

— Display Mean Opinion Scores (MOSs) associated with poor voice quality between pairs of
endpoints (Cisco Unified IP Phones, Cisco Unity messaging systems, or voice gateways)
involved in a call and other associated details about the voice-quality problem.

— Enable you to perform a probable path trace between the two endpoints and reports on any
outages or problems on intermediate nodes in the path.

Highlights current connectivity-related and registration-related outages affecting Cisco
Unified IP Phones in the network—In addition, provides contextual information that enables
locating and identifying the IP phones involved.

Tracks IP communications devices and IP phone inventory—Tracks Cisco Unified IP Phone
status changes and creates a variety of reports that document move, add, and change operations on
Cisco Unified IP Phones in the network.

Provides real-time notifications—Uses SNMP traps, syslog notifications, and e-mail to report the
status of the network being monitored to a higher-level entity (typically, to a manager of managers).

Provides easy to use, scalable reports—Displays large networks using visual cues in map views
as well as tabular reports to access management details of clusters and devices.

Provides Service Level View enhancements—Automatically groups the Gateways and
Application servers if quantity grows beyond a limit. Displays Unified Communications Manager
Express and Unity Express information and status in a tabular form rather than in graphical form.
Groups unmanaged devices under a single group to reduce the grayed icons clutter.

Enables coresidence with other Cisco Unified Communications Management software—Add
links to Operations Manager to launch other Unified Communications management applications
using the UC Management Suite tab. You can run Service Monitor, Provisioning Manager, and
Service Statistics Manager in standalone mode or as coresident.

Is Operations Manager Ready to Use?

The person or team that installed Operations Manager should have completed the initial configuration
before you start working with Operations Manager. The instructions for configuring Operations
Manager are included in Installation Guide for Cisco Unified Operations Manager.
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Note

Note

Table 1-1

Is Operations Manager Ready to Use?

To use Operations Manager, you must import devices into the Operations Manager inventory as
explained in Importing Devices from the DCR, page 16-16.

Operations Manager obtains devices to monitor from the Common Services Device and Credentials
Repository (DCR). The DCR is a common repository of devices and their credentials for use by
individual applications.

When Operations Manager is installed, it automatically synchronizes with the DCR and adds inventory.
This is the default setting.

For more detailed information on device management, see Getting Started with Device Management,
page 16-1.

Once you have imported devices, Operations Manager is ready to monitor and analyze events, and
provide notification of alerts on the Monitoring Dashboard displays (Service Level View, Alerts and
Events, Phone Activities, and Service Quality Alerts). Operations Manager uses the default polling
parameters and threshold values, default inventory collection and purging schedules, and default views.
You should determine whether the default values are adequate for your use.

Starting with versions 4.3, 5.1, and 6.0, the product we formerly referred to as Cisco Unified
CallManager will be called Cisco Unified Communications Manager. Versions earlier than 4.3 and 5.1
retain the Cisco Unified CallManager name. Throughout this document/online help, any reference to
Cisco Unified Communications Manager can also be understood to refer to Cisco Unified CallManager,
unless explicitly noted.

Table 1-1 lists tasks that you may attend to, at your discretion, after the initial configuration. The table
lists optional configuration tasks and some day-to-day tasks that you may want to address when you first
start to use Operations Manager.

Tasks to Consider when Initially Setting Up Operations Manager

Initial Setup Tasks

Explanation Reference

Add Monitoring
Dashboard views.

Views control which groups of devices are the focus of the
Monitoring Dashboard displays (Service Level View, Alerts and
Events, Phone Activities, Service Quality Alerts, IP Phone Status,
All IP Phones/Lines, Manage Views and Unified CM Express
View). There are two default views. You can add more views.

Managing Views, page 6-1

Subscribe users to
receive e-mail

notification of alerts and

subscribe hosts to
receive Operations
Manager-generated
SNMP traps.

Operations Manager displays the operational health of the IP
telephony environment and IP fabric on the Alerts and Events
display. In addition, you can subscribe users and hosts to receive
e-mail or Operations Manager-generated SNMP traps, respectively,
in response to alerts.

Using Notifications,
page 15-1

Update polling
parameters and
threshold values.

Operations Manager provides default values. However, you can
update the values based on your experience with and knowledge of
the IP telephony environment and IP fabric. You should plan to
apply the changes during a time of low activity on the network.

Configuring Polling and
Thresholds, page 19-1
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Table 1-1 Tasks to Consider when Initially Setting Up Operations Manager (continued)

Initial Setup Tasks

Explanation

Reference

Enable the voice
utilization polling
settings.

By default, the voice utilization polling settings are not enabled.
Operations Manager uses the statistics gathered during voice
utilization polling for charting network performance.

For information on
performance graphing, see
Using Performance Graphs,
page 7-1.

For information on setting
polling parameters, see
Managing Polling
Parameters, page 19-12.

Set up synthetic tests to
monitor IP telephony
application health.

You can configure various tests to run at intervals against IP
telephony elements, such as Cisco Unified Communications
Managers.

Using Synthetic Tests,
page 9-1

Set up Node-To-Node
tests.

Node-To-Node tests monitor the response time and availability of
multiprotocol networks on both an end-to-end and a hop-by-hop
basis.

Using Node-To-Node Tests,
page 11-1

Set up phone status tests
to check the availability
of key phones.

You can configure Operations Manager to test the availability of key
phones in your network.

Using Phone Status Testing,
page 8-3

Set up batch tests.

You can test the health and connectivity of a branch office. Batch
tests consist of a set of synthetic tests that are run on voice
applications and a set of phone tests that are run on real phones in
the branch office.

Using Batch Tests,
page 10-1

Set up Survivable
Remote Site Telephony
(SRST) tests.

After you import devices to Operations Manager, import a list
identifying the source routers and target SRST routers in Operations
Manager inventory. This enables Operations Manager to perform
regular tests and to notify you when a branch office fails over to
SRST.

Understanding How
Operations Manager
Monitors SRST, page 18-1

Update the device
inventory collection
schedules.

Operations Manager provides a single default schedule for device
inventory collection. You can use that schedule or suspend it.

Working with the Device
Inventory Collection
Schedule, page 16-37

Update phone discovery
schedules.

Operations Manager provides six default schedules for phone
discovery. You can update or delete them; you can also add phone
discovery schedules (up to a maximum of ten.)

Working with IP Phone
Discovery, page 16-38

Update the Purging
Scheduler.

By default, Operations Manager purges the database at midnight.
You can edit the schedule.

Setting System-Wide
Parameters Using System
Preferences, page 20-9

Configure Operations
Manager to forward
traps to a Network
Management System
(NMS).

Operations Manager can forward traps to other NMSs, such as
HP OpenView and NetView.

Integrating SNMP Trap
Receiving with Other Trap
Daemons or NMSs,

page 20-5

Set up cross-launch
capabilities to other
Cisco Unified
Management products

Operations Manager allows you to create links to other Cisco
Unified Management products such as Service Monitor and Service
Statistics Manager so that you can run diagnostic reports and access
other monitoring functions.

Setting Up Cisco Unified
Communications
Management Application
Links, page 21-1
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How Will | Use Operations Manager for Day-to-Day
Operations?

These topics briefly describe Operations Manager functions that will be used frequently. On a day-to-day
basis, operations personnel are likely to use the Monitoring Dashboard displays (Service Level View,
Alerts and Events, Phone Activities, Service Quality Alerts, and Unified CM Express View) to monitor
the IP telephony environment.

Network administrators and operators might similarly use the Monitoring Dashboard displays and Alert
and Event History to assess network health and the IP Phone reports to solve IP phone problems.

In addition, network administrators and operators will use:
¢ Device Management—To keep the inventory of devices that Operations Manager monitors current.

¢ Notification Services—To ensure that the right users and systems receive e-mail or SNMP traps in
response to alerts on selected devices, device groups, and clusters.

To make the most effective use of Operations Manager on a day-to-day basis, network administrators
and operators also need to understand the impact of operations on configuration and administration
tasks. An overview is provided in Scheduling Operations Manager Tasks, page 20-3.

The Operations Manager functions that support day-to-day operations are further described in the
following topics:

e About Alerts, Alert Types, and Events Monitored, page 1-5
e What Are the Monitoring Dashboards?, page 1-7

e What Are Diagnostics?, page 1-9

e What Are Reports?, page 1-10

e What Are Notifications?, page 1-11

e What Is Device Management?, page 1-12

About Alerts, Alert Types, and Events Monitored

An alert is a grouping of one or more events for a given device, while an event is the actual issue seen
in the network. All events for a device are rolled up under a single alert. Each event is assigned a unique
identification number which is displayed in left column in the Alert Display window. When the event
changes its state, it is assigned a new event ID, whereas the alert ID for a device continues to remain the
same if at least one issue persists continuously. When a new event for a device occurs after all the
existing event(s) for that device get cleared and purged from the system, the device gets a new alert ID.
There may be a case when you see that there are no events for an alert and the next subsequent event for
the same device gets the old alert ID. This can occur when some user cleared events exist in the database.
To verify this, use alert history.

Since the same device can have more than one alert ID in the past, use the search by device option rather
than the alert ID to search alert history to identify all the previous events for a given device.

When a device is deleted from Operations Manager, all the corresponding events/alerts are also deleted.
For more information on events, see Events Processed, page E-1.
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Alert Types

There are two types of events, device and service quality events:
1. Device events which are seen under Alert and Events Display and include:
— Events for a device
— Cluster events
— Phone events
Device, IP phone, and cluster alerts are shown on the Alert and Events Display.

2. Service Quality events are seen in the Service Quality Alerts and Events display (SQAAD). Service
quality alerts are shown in the Service Quality Alerts and Display.

Alert States
The alert states include:

1. Active—If there is at least one event for an alert in the active state, the overall alert state is shown
as active. This is an indication that there is some issue currently existing for that device.

2. Cleared—If all the events for an alert are either in the Cleared or UserCleared state, the alert is
shown as cleared. This is an indication that all the issues for this device are not existing any more
in the network. Such alerts are shown on the Alerts and Events display for information for between
30 to 60 minutes. If all the events are in Cleared state, then the alert gets purged from the display
and the databases. If at least one event exists in a UserCleared state, then Operations Manager retains
it in the database, so that these UserCleared events are not generated again.

3. Acknowledged—If the alert is acknowledged from the display, the status is shown as acknowledged.
This is an indication that user is aware of this alert and is working on fixing the issues.

Event States
The event states include:

1. Active—Whenever any issues occur in the network there is a corresponding event generated in
Operations Manager.

2. Cleared—There are two types of cleared events.

a. When the issue gets resolved in the network there is a cleared event generated. The
corresponding active event is removed and substituted by a cleared event.

b. If the corresponding cleared event cannot be generated then Operations Manager generates a
auto cleared event. The event details gives this information if it was auto cleared. The time
interval for auto cleared event generation varies for different types of events. For event details,
see Supported Events, page E-2. Even if a auto cleared event is generated, the issue may not be
resolved in the network. The time intervals for generating cleared events is based on the
minimum time required by the administrator to look into the issue and fix it. To avoid missing
any important events that may have occurred over a weekend, we recommend you check the
alert history in the Alert Display window for a duration of around 30 to 60 minutes.

To identify automatically cleared events, look for the following in the event details: Cleared by:
Cisco Unified Operations Manager has automatically cleared this event.

3. UserCleared—When a event is manually cleared from the dashboard, it moves into a UserCleared
state. If you are aware of the issue and not interested in seeing it on the dashboard, you can manually
clear the event. When the corresponding cleared event is generated, the event will eventually move
from UserCleared state to Cleared state. This event change displays in the user interface and can also
be seen as part of alert history. UserCleared events are stored in the database to remind you that you
are not interested in that instance of the event. It continues to remain in the database until a cleared
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event is generated for it. UserCleared event states do not mean that the issue is resolved in the
network. The issue may continue to exists in the network. Such events will be shown on the Alert
Display window for a duration of around 30 to 60 minutes.

4. Acknowledged—When an event is acknowledged from the user interface, it moves into the
acknowledged state. If you are aware of the issue and are currently working on it, it can be
acknowledged. When the issue is fixed in the network or if it is time for auto clear, the event moves
into the cleared state.

Alert Severities

The alert can have one of the following severity levels:

1. Critical—If there is at least one event for an alert that is marked critical, the alert also become
critical.

2. Warning—If all the events for an alert are in warning or a combination of warning and informational
severity levels, the alert is assigned a warning severity level.

3. Informational—If all the events for an alert are informational, the alert is assigned a Informational
severity level.

Customized severities are not reflected for the events and alerts shown in the dashboard. Therefore you
may see a difference in the event/alert severities if you performed any event customization. Service Level
View shows the same alert severity as seen in the Alerts and Events dashboard.

Alert Age

Alert age is calculated based on the difference between the current time and the oldest event timestamp
present for an alert in the database. The oldest event timestamp can be seen in the Alert Details window.
If an alert’s age is very old and you don't see any events for that alert with older timestamps it may be
because the event (which has the oldest timestamp) was user cleared in the past and it is hidden in the
database.

What Are the Monitoring Dashbhoards?

Operations Manager provides you with four monitoring dashboards. See the following sections for a
description of each:

e What Is the Service Level View?, page 1-7

e What Is the Alerts and Events Display?, page 1-8

e What Is the Service Quality Alerts Display?, page 1-8
e What Is the Phone Activities Display?, page 1-9

What Is the Service Level View?

The Service Level View displays a logical topology view of your IP telephony implementation. This
logical view focuses on the call control relationships.

The Service Level View shows all the Cisco Unified Communications Manager clusters, Unified
Communications Express device clouds, associated gateways, gatekeepers, application servers, and
Survivable Remote Site Telephony (SRST) enabled devices, as well as their registration status with
Cisco Unified Communications Manager.
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The Service Level View is designed so that you can set it up and leave it running, providing an ongoing
monitoring tool that signals you when something needs attention. When a fault occurs in your network,
Operations Manager generates an event or events that are rolled up into an alert. If the alert occurs on an
element, it is shown on the Service Level View.

You can use the Service Level View to:
e Display a logical or neighbor topology view of your IP telephony deployment.
e View cluster or device reports.
e View and act on alerts for devices.
¢ Run other Operations Manager tools.

e Launch administration pages for devices.

What Is the Alerts and Events Display?

The Alerts and Events display provides a consolidated real-time view of the operational status of your
IP telephony environment and IP fabric. When a fault occurs in your network, Operations Manager
generates an event (or events). Events are rolled up into alerts, one alert for each device with faults.

When an alert occurs on an element in your active view (a logical group of devices), it is displayed on
your Alerts and Events display. You, or a user with administrative privileges, can customize your view
to include only those device groups (devices or clusters) that are important to you.

From the Alerts and Events display you can also:

e Drill down into an alert to see what events caused the alert, and add alert annotations for other users
to read.

¢ Drill down into specific events for attribute values.

¢ Open a Detailed Device View to examine device components and suspend or resume monitoring of
them.

You can see which components of the device are in the Operations Manager manageable inventory as
follows: After you locate the device on the Alerts and Events display, you can click it and open a Detailed
Device View. The Detailed Device View displays the manageable components of the device. From the
Detailed Device View, a user in a Network Administrator role can suspend monitoring of a device
component and, afterwards, resume monitoring of the device component again.

What Is the Service Quality Alerts Display?

Note

The Service Quality Alerts display provides real-time information about IP phone service quality.
Service Quality Alerts displays are designed so that you can set them up and leave them running,
providing an ongoing monitoring tool that signals you when something needs attention.

When Operations Manager receives traps from Service Monitor, Operations Manager generates an event
or events that are rolled up into an alert. The alert is shown on your Service Quality Alerts display. From
a Service Quality Alerts display you can launch other windows to obtain more information.

Use the Service Quality Alerts display to view alerts that Operations Manager generates based on SNMP
traps sent by Cisco Unified Service Monitor (Service Monitor). To use the Service Quality alerts display,
you must have a licensed copy of Service Monitor configured to send traps to Operations Manager. You
must also add Service Monitor to Operations Manager; see Adding a Service Monitor Link from
Operations Manager, page 21-3.
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What Is the Phone Activities Display?

The Phone Activities display provides real-time information about the operational status of your IP
phones. The displays are designed so that you can set them up and leave them running, providing an
ongoing monitoring tool that signals you when something needs attention.

The Phone Activities display shows information about the IP phones in your network that have become
disconnected from the switch, are no longer registered to a Cisco Unified Communications Manager, or
have gone into SRST mode.

What Are Diagnostics?
~

Note If you do not have the required software license, you will not be able to use the diagnostic tools. The
Diagnostics tab will not appear in Operations Manager.

Operations Manager provides you with three types of diagnostic tools, see the following sections for a
description of each:

e What Are Phone Status Tests?, page 1-9

e What Are Synthetic Tests?, page 1-9

e  What Are Batch Tests?, page 1-10

e What Are Node-to-Node Tests?, page 1-10

What Are Phone Status Tests?

Phone status testing uses Cisco IOS IP Service Level Agreement (IP SLA) technology to monitor the
status of key phones in the network. A phone status test consists of the following:

e A list of IP phones to test, selected by you.
e A testing schedule that you configure.

e [P SLA-based pings from an IP SLA-capable device (for example, a switch, a router, or a voice
router) to the IP phones and, optionally, pings from Operations Manager to the IP phones.

What Are Synthetic Tests?

Synthetic tests are used to measure the availability of voice applications. Synthetic tests verify whether
the voice application can service requests from a user. For example, you can use synthetic tests to verify
that phones can register with a Cisco Unified Communications Manager.

Synthetic tests use synthetic phones to measure the availability of voice applications by emulating your
actions. For example, a synthetic test places a call between clusters and then checks to see if the call is
successful.
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Operations Manager supports synthetic testing for the following:
¢ Cisco Unified Communications Manager and Cisco Unified Communications Manager Express
e Cisco TFTP Server
e (Cisco Emergency Responder
¢ Cisco Conference Connection

e Cisco Unity and Cisco Unity Express

What Are Batch Tests?

Batch tests enable you to test the health and connectivity of a branch office. Batch tests consist of a set
of synthetic tests that are run on voice applications (for example, Cisco Unified Communications
Manager Express or Cisco Unity Express) that are deployed in a branch office and a set of phone tests
that are run on real phones in the branch office. Batch tests can be run once a day to verify the health of
the voice network in the branch office.

What Are Node-to-Node Tests?

Node-To-Node tests monitor the response time and availability of multiprotocol networks on both an
end-to-end and a hop-by-hop basis. After collecting this data you can use the Operations Manager
graphing function to examine changes in network performance metrics. You can select, display, and chart
network performance data in real time.

What Are Reports?

Operations Manager enables you to generate several types of reports, see the following sections for a
description of the reports you can access through the Reports tab:

e What Is Alert and Event History?, page 1-10
e What Is Service Quality?, page 1-11
e What Are IP Phones and Applications Reports and IP Phone Status Change Reports?, page 1-11

e What Is a Personalized Report?, page 1-11

What Is Alert and Event History?

Alert and Event History provides the history of Operations Manager alerts and events. The stored history
includes alert information and annotations (informational text entered by Operations Manager users),
and event information and properties (component name and MIB attributes).

The Alert and Event History reports can display information for both devices and clusters.
You can start Alert and Event History in the following ways:

e From the Alerts and Events display.

e From the Service Level View.

¢ By selecting Reports > Alert and Event History. This method provides historical information
about all alerts and events in the Alert and Event History database. The Alert and Event History
database keeps information for the alerts and events that occurred within the last year.
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You can use Alert and Event History to generate customized reports of specific alerts, specific events,
specific dates, and specific device groups.

What Is Service Quality?

Service Quality reports enable you to view service quality alerts and events that occurred during the past
year. The available information includes alert status and date, related devices, MOS value, codec type,
and other event details.

S

Note  Service Quality is useful only if you have purchased a license for Cisco Unified Service Monitor
(Service Monitor). For more information, see User Guide for Cisco Unified Service Monitor.

What Are IP Phones and Applications Reports and IP Phone Status Change Reports?

An IP phone has a physical relationship with a switch and a logical relationship with a Cisco Unified
Communications Manager. IP phone reports provide a combined view of both of these relationships,
making it easy for you to track and resolve IP phone problems.

What Is a Personalized Report?

The Personalized Report enables you to configure a report for the devices, phones, and diagnostic tests
that interest you. Other users cannot configure or view this report from Operations Manager.

What Are Service Impact Reports?
Service Impact reports provide you with a single report that describes how a particular failure impacts
the rest of your IP telephony deployment. The report answers the following:
e How does this failure affect the users?
e Which services are unavailable because of this failure?

e What is the possible cause and location of the failure?

What Are Notifications?

In addition to watching network conditions as they change on the Monitoring Dashboard displays, you
can use notification services to automatically notify users and other systems when specific changes occur
on selected devices, device groups, and clusters. To do so, you create subscriptions for either e-mail
notification or Operations Manager-generated SNMP trap notification.

Subscriptions comprise:
e A list of devices and device groups of interest
e The status and severity of alarms for which you want notification
¢ One or more recipients

You can add, edit, and delete subscriptions at any time as your need to disseminate the status and severity
of alarms changes.
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What Is Device Management?

Device Management involves keeping the inventory of devices that Operations Manager monitors
up-to-date.

Operations Manager obtains devices to monitor from the Common Services Device and Credentials
Repository (DCR). The DCR is a common repository of devices and their credentials for use by
individual applications.

Before Operations Manager can start to monitor your network:

¢ You need to configure the DCR and Operations Manager device selection. Configuring the DCR
involves understanding the options and deciding what makes the most sense for your site.

e Operations Manager needs to complete inventory collection.
The following scenario describes the process for managing devices:

Table 1-2 lists all the steps you need to complete.

Table 1-2 How to Start Monitoring Devices
Description References
Step 1 Add devices to the DCR.
You have three options:
e Use Operations Manager to add devices to the Understanding the Device and Credentials Repository,
DCR. This is called physical discovery page 16-4

e Share a master repository with applications on
other servers.

e Bulk import using a seed file to import devices See the instructions in the Common Services online
into the DCR. help.
Step 2 Configure device selection. e Automatically Importing DCR Devices,
page 16-18
e Manually Importing DCR Devices, page 16-19
Step 3 Allow inventory collection to complete and start to Understanding the Modify/Delete Devices Page,
monitor devices. page 16-29

Step 4 Verify device import by using the Service Level View. |Verifying Device Import, page 16-21

How Does Operations Manager Work?

These topics provide a simplified view of Operations Manager user tasks and Operations Manager
processing:

e Users Perform Device Management and Configuration, page 1-13
e Operations Manager Performs Ongoing Monitoring, Analysis, and Notification, page 1-14

e Users Respond to Notifications and Alerts, page 1-16
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Users Perform Device Management and Configuration

Users supply the information that tells Operations Manager what to monitor. Figure 1-1 shows a user
importing devices and phones, and performing optional configuration tasks to optimize Operations
Manager.

Figure 1-1 The Role of User Input
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Users supply the following information:

e Devices—You must import devices and, as your IP telephony environment and IP fabric change, you
must add and delete them accordingly. Operations Manager performs periodic inventory collection,
refreshing the inventory of phones, known devices, and device components.

N

Note  Operations Manager monitors supported devices only. To see the device support table for
Operations Manager, log in to Cisco.com.
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Phones:

— Phone Status Tests—To perform phone status tests, you must select the phones to test by
importing tests for phones that are already managed by Operations Manager.

— SRST Monitoring—To determine when phones are running under SRST, you must import
information for tests.

Supported IP telephony applications—Operations Manager polls and rediscovers the devices on
which supported IP telephony applications (for example, Cisco Unified Communications Manager)
run, just as it does for any other supported device that you import. In addition, you can set up
synthetic tests to monitor IP telephony applications such as Cisco Emergency Responder.

You can decide how to manage the information about alerts and traps that Operations Manager produces.
For example, you can:

Create views, enabling users to monitor specific groups of devices on the Monitoring Dashboard
displays.

Create subscriptions to send e-mail and generated SNMP trap notification to users and systems,
respectively.

Determine where to forward traps by configuring the port to which Operations Manager forwards
them.

You can also control how often Operations Manager gathers data. Operations Manager receives traps in
real time, but you can change the frequency with which it performs the following tasks:

Polling—You can change the default polling parameters for device groups, altering the polling
interval, timeout, and number of retries.

Device discovery—You can suspend the default discovery schedule.
Phone discovery—You can add, delete, or edit the schedules for phone discovery.

Synthetic testing—You can change the frequency with which tests are run. In addition, you can
change the range of time during which tests do not run.

Phone status testing—You can set the interval for phone status tests.
Node-to-Node testing—You can schedule the frequency with which tests should run.

SRST monitoring—When you import SRST information, you set the intervals at which tests run.
You can update SRST information by importing it again.

Operations Manager Performs Ongoing Monitoring, Analysis, and Notification

Operations Manager continuously gathers information from devices, device groups, clusters, and device
components, analyzing and prioritizing events, and raising alerts.
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Figure 1-2 Operations Manager Continuously Monitors the IP Fabric
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Operations Manager generates alerts based on the following activities:

Polling—During polling, Operations Manager identifies conditions that warrant generating an
event, such as device unreachable or interface down.

Managing thresholds—After polling, Operations Manager compares the data it collected against
threshold values for the devices. If threshold values exceed or do not meet limits, Operations
Manager generates the appropriate event. For example, if a T1 port’s utilization is higher than

90 percent, Operations Manager raises an event in the Alerts and Events Display. For details on how
Operations Manager manages both syslog and real-time monitoring collected thresholds, see
Configuring Polling and Thresholds, page 19-1.

Receiving SNMP traps—Operations Manager listens for traps on the default port or the port that you
have configured for SNMP trap receiving. Operations Manager will process the traps from known,
supported devices.

Testing—You can configure Operations Manager to run the following types of tests:

— Synthetic testing—Synthetic testing of selected functions on a Cisco Unified Communications
Manager can uncover problems that Operations Manager reports.

— Phone status testing—Operations Manager can use IP SLA technology to monitor the
reachability of key phones in the network.

— Node-to-Node testing—Operations Manager can use IP SLA technology to test the response
time and availability of multiprotocol networks on both an end-to-end and a hop-by-hop basis.

— SRST testing—Operations Manager can alert you when a branch office is operating under
SRST.

As Operations Manager generates alerts and alert conditions change, Operations Manager determines
when to send e-mail notification to subscribers and when to generate SNMP traps to send to other
systems.

For additional information, see the following topics:

MIBs Polled and Perfmon Counter Objects Used, page B-1
Processed and Pass-Through Traps, page C-1
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e Events Processed, page E-1
¢ Polling—SNMP and ICMP, page G-1
e How Operations Manager Calculates Repeated Restarts and Flapping, page H-1

Users Respond to Notifications and Alerts

Most users will monitor the condition of the IP telephony system by using the Alerts and Events display
or the Service Level View; others will respond to e-mail. External hosts will receive generated SNMP
traps. Figure 1-3 shows how you can respond using the Alerts and Events display.

Figure 1-3 Users Respond to Alerts
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Alert History

Getting Started with Operations Manager

These topics help you to work with and understand the Operations Manager user interface:
e Starting Operations Manager, page 1-17
e  Working with Operations Manager Windows, page 1-17
e Using Displays and Reports, page 1-19
e Selecting Objects and Groups, page 1-22
e Understanding Your User Role, page 1-23
e Responding to Security Alerts, page 1-24
¢ Responding to Messages About Device Limits, page 1-24
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Starting Operations Manager

N

Note

Note

You can access Operations Manager from either the Operations Manager server or a client system.

If a client system is available, it is recommended that you perform all configurations and day-to-day
activities on the client system. If a client system is not available, the Operations Manager server must
also meet all the system requirements for a client system (for client system requirements, see Installation
Guide for Cisco Unified Operations Manager).

Starting Operations Manager on a Client System

In Internet Explorer enter the Operations Manager server’s IP Address or DNS name followed by the
port number 1741. For example, http://<om_server name>:1741.

Starting Operations Manager on the Operations Manager Server

From the Windows desktop select Start > All Programs > Cisco Unified Operations Manager and
Service Monitor > Cisco Unified Operations Manager and Service Monitor.

If Enhanced Security is enabled on the Windows 2003 system, you must add the Operations Manager
home page to the Internet Explorer Trusted Sites Zone. You will not be able to access the Cisco Unified
Operations Manager home page until it is added to the trusted sites. (See Adding the Operations Manager
Home Page to the Internet Explorer Trusted Site Zone, page 1-17.)

Adding the Operations Manager Home Page to the Internet Explorer Trusted Site Zone

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

If Enhanced Security is enabled on the Windows 2003 system, you must perform the following
procedure before you can access Operations Manager’s home page.

Open Operations Manager, select Start > Programs > Cisco Unified Operations Manager > Cisco
Unified Operations Manager.

In the File menu, click Add this site to.

Click Trusted Sites Zone.

In the Trusted Sites dialog box, click Add to move the site to the list.
Click Close.

Refresh the page to view the site from its new zone.

Check the Status bar of the browser to confirm that the site is in the trusted sites zone.

Working with Operations Manager Windows

This topic focuses on questions you may have when you first start to work with the Operations Manager
user interface:

e Why are multiple windows open?, page 1-18

e Why do I see the error “The page cannot be displayed”?, page 1-18
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Using Help

e When I press the Enter key, why doesn’t Operations Manager complete the current task?, page 1-18
e Where is the Help button?, page 1-18

e How Are Dates and Times Displayed, page 1-18

e How Are Phone Counts Displayed in Views and Reports?, page 1-19

Why are multiple windows open?

For ease of use, Operations Manager opens separate browser windows for many displays. Having
multiple windows open allows you to:

e Refer to information from one display to complete a task in another window.
e Rapidly compare information on different displays.

When Operations Manager opens a new browser window, it does not close previously opened windows.
You can close browser windows when you are done with them.

Why do | see the error “The page cannot be displayed”?

Operations Manager displays often include links to more detailed information. Right-clicking a link and
selecting Open in New Window is not supported. It is expected behavior for this error to appear.

When | press the Enter key, why doesn’t Operations Manager complete the current task?

Operations Manager does not accept pressing the Enter key as a substitute for clicking buttons, such as
OK, Finish, or Next, on the application page.

Where is the Help button?

The Help button is located in the top right corner of the window. For more information on how to use
help, see Using Help, page 1-18.

To start help:

1. Click the Help button in the top right corner. If you have a display open, click the question mark
icon.

~

Note If you have selected an option in the navigation tree, the context-sensitive help for that option is
displayed.

Help is displayed in a separate browser window that remains open until you close it. Online help includes
an index and search capability.

How Are Dates and Times Displayed

Dates and times displayed by Operations Manager reflect the date, time, and time zone set on the server
where Operations Manager is installed. If the client system you use to run Operations Manager is located
in a time zone other than the time zone set on the server, you will notice the difference; for example:

e Status “as of” the current date and time will not display your local time and time zone and may not
match your local date.

e Dates and times shown for previous events are recorded (and displayed) with the server time stamp,
which is offset from your local time.
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There are no settings that you can change on the client to affect the time zone displayed by Operations
Manager. However, you can obtain information about the time zone acronyms and offsets used by
Operations Manager in Release Notes for Cisco Unified Operations Manager 2.0. You can view the

release notes on Cisco.com.

How Are Phone Counts Displayed in Views and Reports?

The total physical phone count may be displayed differently in some reports and view pages in
Operations Manager. Table 1-3 describes how phone lines display in Operations Manager.

Table 1-3

Phone Count Display

Screen or View

Description

Device Management:
Summary

Total Phones shows the total number of unique physical
phones in the managed network. The count does not
include multiple lines for the same phones. Clicking on
the number launches a report which shows multiline
phones with comma-separated extensions in the same row.

Monitoring DashBoard: All IP
Phones/Lines

Shows all the phone lines in the network in a report.
Multiline phones are represented by different
rows/records.

Reports > IP Phones and
Applications > All Phones
report

Shows all the phone lines in the network in a report.
Multiline phones are represented by different
rows/records.

Service Level View: Click to
view all phones

Shows all the phone lines in the network in a report.
Multiline phones are represented by different
rows/records.

Service Level View: Summary
Panel

Registered phone count indicates the total number of
unique physical phones registered in the selected cluster.

Unregistered phone count indicates the total count of
unique physical phones unregistered in selected cluster.

Using Displays and Reports

Operations Manager presents information in displays and reports. The displays and reports usually use
tables to format the information. The tables ease the task of handling information by providing the
following features. Depending on the report, the features available in each report may vary:

e Search—You can search on a string of characters to locate an IP address or hostname.

e Sort—You can sort a display in the order you prefer by clicking any clickable column heading. See
Paging and Sorting Displays and Reports, page 1-20.

e Page sizing—You can change the number of rows to view on a page. You must refresh the page in
order to view the new page size.

¢ Direct page access (only in reports)—You can browse a report screen by screen or jump to any
screen number in the range by entering a screen number.
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N

Note A report can show up to 2,000 records. If more than 2,000 records exist and you need to
access the additional records, you can export all records using the data export icon.

e Data export—You can export data from a display to a comma-separated values (CSV) file, a Portable
Document Format (PDF) file, or both, depending upon the display that you are using. See the icon
in Table 1-4. Some reports may not be exportable.

e Print-friendly format—You can format the display for a printer and print the result from the browser.
Like the display, the print-friendly browser display includes a maximum of 1,000 records (except
for the IP Phone Status report which prints the total number of records). See the icon in Table 1-4.

Table 1-4 Displays —Export and Print Icons

Icon Action

Reformats the displayed records into print-friendly format, and
= displays them in a new browser window.

Exports all data to either a CSV file or a PDF file.

¢ Add unmanaged devices—From the Unmanaged Devices report you can add devices into the DCR.

e Refresh—Redisplays the table page.

¢ (Clear—Returns the table display to its original state.

Paging and Sorting Displays and Reports

The sort order for any display or report is indicated by the presence of a triangle in the column heading.
A triangle pointing down indicates records in descending order, which is the default, while a triangle
pointing up indicates records in ascending order.

Step1  To sort a display, click any blue column heading label.

The first time you click a column heading on a previously unsorted column, data in that column is sorted
in descending order. If you click the column heading again, the records will be sorted in the reverse order.

N

Note  When you sort a display or report, if there are more than 1,000 records available, all records are
sorted, not just those that are displayed. The first 1,000 records are displayed after sorting. For
the Alerts and Events Display, the limit is 1,000 records.

Viewing Data from Reports with Over 2,000 Records

If more than 2,000 records exist, they cannot all be shown in a report. A message will be displayed to
notify you when this is the case. If you want to see data for all of the records, you must export the data
to a CSV or PDF file. See Exporting Data from a Display or Report, page 1-21.
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You may be able to change which of the more than 2,000 records are displayed by sorting the report. See
Paging and Sorting Displays and Reports, page 1-20.

Exporting Data from a Display or Report

S

Note

Step 1
Step 2

Step 3

Tip

Step 1
Step 2
Step 3

Most displays and reports can be exported as CSV files and as PDF files (except for the Service Level
View).

To open a PDF file, you must have Adobe Acrobat Reader 4.0 or higher installed on your client system.
However, you can save a file as a PDF file even if you do not have Acrobat Reader on your system.

Click the data export icon located on the top-right side of the display or report. See the icon in Table 1-4.
If the dialog box Export to appears, select one of the following and click OK:

e CSV

e PDF
Save the export file in one of the following ways:

¢ If you selected PDF and have Adobe Acrobat Reader installed on your client system, the PDF file
opens. To save the PDF file, select File > Save as from the browser and follow the instructions to
save the file.

e Ifyou selected PDF and do not have Adobe Acrobat Reader installed, or if you selected CSV, follow
the instructions to save the file.

If you use newer versions of Internet Explorer, the default settings for new security features can prevent
file download windows from being displayed. For system requirements, see the Installation Guide for
Cisco Unified Operations Manager.

If you have set the custom levels of security in Internet Explorer to medium or greater, the option
automatic prompt to file download is disabled. If you try to download data to a PDF or CSV file from
Operations Manager to a client that does not have Adobe Acrobat Reader or Microsoft Excel installed,
nothing happens. The PDF file or the spreadsheet is not displayed nor is a window that prompts you to
save the file.

To enable file download windows to display, do this on your desktop:

In Internet Explorer, select Tools > Options.
Select the Security tab and click Custom Level.

Scroll to Downloads and for automatic prompt to file download, select Enable.
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Printing Displays or Reports

Step1  Click the printer icon located at the top-right side of the display or report. See the icon in Table 1-4.
A new browser window opens, displaying the data in print-friendly format.

Step2  Print the display from the new browser window.

Selecting Objects and Groups

As you use Operations Manager, you will often need to select something—a device or a device group,
for example—before you can view information or complete a task. Groups and devices displayed in a
selector differ depending upon the application.

This topic explains what is displayed in the selectors, and how to use the selectors.

Figure 1-4 shows a device group selector as it might appear on the Polling Parameters: Select Device
Group page.

Figure 1-4 Device Group Selector as Displayed on the Polling Parameters: Select Device Group
Page
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1 |CS@item-daily—Groups that are
controlled by Common Services.
Subgroups are System Defined
and User Defined Groups. These
groups are different from the

Operations Manager groups.

System Defined Groups—The
default grouping of devices in
Common Services. System
Defined groups cannot be deleted
or edited. For a description of each
system defined group, see
Working with System-Defined
Groups, page 17-3.

2 |OM@item-daily—Groups that are

controlled by Operations
Manager.

User Defined Groups—Groups
that you can edit or create to
reflect the way you manage the
network. Subgroups are System
Defined, User Defined, and groups
you create. (See Understanding
Operations Manager Groups,
page 17-1.)

Figure 1-5 shows a device group and device selector as it might appear on the Create Synthetic Test page
after a user has expanded the groups and selected a Cisco Unity device. When you select the radio button
for a group, you are selecting every device that is a member of the group.

Figure 1-5
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Understanding Your User Role

[

141256

Device Group and Device Selector with a Device Selected

When you log in to Operations Manager, you enter the username and password assigned to you by a
System Administrator. Your username is associated with either a CiscoWorks role or a Cisco Secure
Access Control Server (ACS) role. By default, CiscoWorks and ACS roles are the same, but an ACS

| oL-16547-02

User Guide for Cisco Unified Operations Manager g



Chapter 1 Introduction |

| Getting Started with Operations Manager

administrator can edit the ACS roles. User roles control the functions that you are allowed to see and
use. If you cannot locate a function in Operations Manager, the task is not permitted for the user role.
For more information, do the following:

e View the Permission Report to determine which tasks are permitted for each user role. From the
Operations Manager home page, click CiscoWorks in the upper right-hand corner of the window.
The CiscoWorks home page appears. Under Common Services, select Server > Reports >
Permission Report and click Generate Report.

e View the ACS report by logging into the ACS server and selecting Shared Profile Components.
Refer to the ACS online help for more information.

For more information, refer to these topics:
e Configuring Users (ACS and Non-ACS), page 20-20
e Using Operations Manager in ACS Mode, page 20-21

Responding to Security Alerts

Step 1
Step 2

The first time that you connect to the Cisco Unified Operations Manager server, you will see a Security
Alert window displayed. You should install the self-signed security certificate. You should do this once,
on each client system you use to access Operations Manager.

If you see a Security Alert Window with a message that the certificate has expired, you should contact
a user with System Administrator privileges to create a self-signed security certificate. Then install it.

If you do not install the self-signed security certificate, you may not be able to access some Operations
Manager application pages.

Click the View Certificates button on the Security Alert window. The Certificate window is displayed.
Install the certificate as follows:
a. Click the Install Certificate button. The Certificate Import Wizard window is displayed.

b. Follow the instructions provided by the Certificate Import wizard.

Responding to Messages About Device Limits

If you exceed your server’s device limit, Operations Manager will continue to work, but it will not allow
you to import any more devices. What happens next depends on whether you use automatic
synchronization between the Device and Credentials Repository (DCR) and the Operations Manager
inventory, or you add DCR devices to the Operations Manager inventory on a device-by-device basis:

e Manual synchronization with DCR—When you use the Device Selector page to move devices from
the DCR into Operations Manager, Operations Manager will display a popup message warning you
that you cannot import any more devices (see Understanding the Device and Credentials Repository,
page 16-4).
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e Automatic synchronization with DCR—You will notice that devices are not appearing on
Operations Manager pages. You can check the license log for more information (see Accessing and
Deleting Log Files, page 20-13).

e For information about device-based licensing, see Installation Guide for Cisco Unified Operations
Manager.
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Using the Service Level View

These topics describe how to use the Service Level View:
e Understanding Service Level and Unified CM Express Views, page 2-1
e Starting the Service Level View, page 2-2
e Understanding the Layout of the Service Level View, page 2-3
e Getting Alert Details Using the Service Level View, page 2-14
e Viewing Large Numbers of Devices and Clusters from the Service Level View, page 2-15
e Launching Operations Manager Tools from the Service Level View, page 2-21

e Troubleshooting the Service Level View, page 2-33

Understanding Service Level and Unified CM Express Views

Note

Cisco Unified Operations Manager’s Service Level View displays a logical top-level topology view of
your IP telephony implementation. This logical view focuses on call control relationships.

The Service Level View shows Cisco Unified Communications Manager clusters and route groups and
route lists in the clusters; Cisco Unified Communications Manager Express clouds, associated gateways,
gatekeepers, application servers, and Cisco Unified Contact Centers (and their logical groupings); and
SRST-enabled devices; as well as each component's registration status with Cisco Unified
Communications Manager. Depending on the numbers of clusters or devices, the relationships may be
displayed in a graphic view or a flat table format. Instances of Cisco Unified Communications Manager
Express (and their logical groupings) can be viewed by selecting the CME cloud or selecting Unified
CM Express Views from the dashboard. Selecting the Unified CM Express Views menu options allows
you to access your Communications Manager Express views without launching the Service Level View.

The Service Level View map is designed so that you can set it up and leave it running, providing an
ongoing monitoring tool that signals you when something needs attention. Service Level View and
Unified CM Express View reports are snapshots of live data and can be manually refreshed to post the
most accurate data available. When a fault occurs in your network, Operations Manager generates an
event or events that are rolled up into an alert. If the alert occurs on an element, it is shown on the Service
Level View.

When changing a Cisco Unified Communications application’s registration from one Cisco Unified
Communications Manager cluster to another, you must remove the registration of the application to the
old Cisco Unified Communications Manager cluster in both the application and the old Cisco Unified
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Starting the Service Level View

Note

Communications Manager cluster. If you do not do this, registration of the application with the old Cisco
Unified Communications Manager cluster will continue to appear in the Service Level View in the Down
state.

The Service Level View uses tree-based, map-based, and table report displays (depending on the number
of devices). If there is an excessive number of Unified Communications Manager clusters or devices that
may be too slow to display, use the tree view to navigate to various Unified Communications Manager
clusters so that data will display in a flat table format. The table format displays all the IP telephony
clusters present in your network. Use the map view to display a logical grouping of device groups and
to organize what you want to see. There is one default view called All IP Communications Devices. You
can also create your own user-defined views. (For details on managing views, see Managing Views,
page 6-1.)\

The Unified CM Express View displays all managed Unified Communications Manager (CM) Express
devices and associated Cisco Unity devices in a global-level report. For more information on this report,
see Using the Unified Communications Manager Express Report, page 2-16.

The All IP Communications Devices view contains all the Cisco Unified Communications Manager
clusters (except for the Unified Communications Manager Express devices), all route lists defined for
the cluster, and all the devices associated with the clusters in your network. You cannot add to or edit
this default view. The All IP Communications Devices view is what you see the first time you launch the
Service Level View.

Operations Manager displays route lists and route groups for Cisco Unified Communications Manager
version 4.0 and later.

The user-defined views that you create using group management (see Working with User-Defined
Groups, page 17-9) can contain any clusters or device groups that you want.

You can specify any user-defined view as the default view, meaning you can specify what view should
appear when you open the Service Level View.

You can use the Service Level View to:

e Display a logical or neighbor topology view of your IP telephony deployment. See Starting the
Service Level View, page 2-2.

e Navigate from the tree view by selecting clusters to view reports that provide cluster data in a tabular
report. See Viewing Large Numbers of Devices and Clusters from the Service Level View,
page 2-15.

e View and act on alerts for devices. See Getting Alert Details Using the Service Level View,
page 2-14.

¢ Run other Operations Manager tools. See Launching Operations Manager Tools from the Service
Level View, page 2-21.

e Launch administration pages for devices. See Launching Administration Pages for Devices,
page 2-31.

e Using the Unified Communications Manager Express Report, page 2-16

Starting the Service Level View

To start the Service Level View, select Monitoring Dashboard > Service Level View. Figure 2-1
shows an example of a Service Level View.
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Understanding the Layout of the Service Level View

These topics provide details about the information in the Service Level View:

e Working with the View Pane, page 2-5

e Working with the Map Display Pane, page 2-7

e Setting a Default Service Level View, page 2-9

e Starting the Connectivity Detail View, page 2-10

e Service Level View Legend, page 2-10

Figure 2-1 shows an example of the Service Level View.

Figure 2-1 Service Level View
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1 |View pane. See View Pane, page 2-4.

3 |Map display pane. See Map Display Pane,
page 2-5.

2 Launch information and view status bar area.
See Launch Information and View Status Bar
Area, page 2-4.

4 |Window tools area. See Window Tools Area,
page 2-5.
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View Pane

The view pane lists the currently available views in a tree-based format. By default, the All IP
Communications Devices view is shown, and cannot be deleted from your Service Level View. You can
create user-defined views that appear in the view pane. Views must be created and activated before they
will be shown in the Service Level View. (To create and activate a view or remove an unwanted view
from your display, see Managing Views, page 6-1.)

The current view is highlighted in the view pane. The contents of the current view are shown in a
map-based format in the map display pane to the right of the view pane. For details on working with the
view pane, see Working with the View Pane, page 2-5.

Figure 2-2 shows two active views; the current view is All I[P Communications Devices.

Figure 2-2 Service Level View—View Pane
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Launch Information and View Status Bar Area

The launch information area shows the current time on the server when the Service Level View display
is being viewed.

The view status bar lists the selected view, which is shown in the map display pane.
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Map Display Pane

The map display pane shows a map-based view of the current selected view. It also provides a summary
of the view. The summary lists alert information, and the number of phones and devices in the selected
view. For details on working with the map display pane, see Working with the Map Display Pane,
page 2-7.

Window Tools Area

The top-right corner of the Service Level View contains available tools buttons. All buttons are described
in Table 2-1.

Table 2-1 Service Level View—Window Tool Buttons
Icon Meaning Described in...
Opens additional tools, such as the following: Getting All Stored Information on an

e Alert History. Alert, page 12-4

e Campus Manager Launching Campus Manager—Using
' the Service Level View, page 2-33

Opens a printer-friendly version for printing. Printing Displays or Reports,
page 1-22
Opens the Operations Manager online help. Using Help, page 1-18

Working with the View Pane

Note

The view pane lists the current active views. The first time you open the Service Level View, the All IP
Communications Devices view is displayed. If you do not want All IP Communications Devices to be
your default view, you can change it. (See Setting a Default Service Level View, page 2-9.)

If you have created any user-defined groups and enabled the views for the Service Level View, they will
also appear in the view pane. (For details on managing views, see Managing Views, page 6-1.)

To drill down to an object in the view pane, click the object; the devices under the object are displayed
in either a map-view or table report depending on the number of devices or objects. Large objects with
several hundred devices are displayed in a report format to improve performance and ease of use. To
understand the types of reports available from the Service Level View, see Viewing Large Numbers of
Devices and Clusters from the Service Level View, page 2-15.

You can also see the neighbor connectivity of devices, by using the right-click menu. For every selected
device, the next-hop devices physically connected are displayed. See Starting the Connectivity Detail
View, page 2-10.

If you want to locate a specific device or phone, you can use the search options available in the view
pane. Figure 2-2 shows an example of the view pane.

Check boxes in the view pane enable you to act on multiple devices, suspending them, resuming them
(if they are suspended), or deleting them.
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Using the Search Tool to Locate a Device

In the Service Level View you can search for a specific device.

Step 1 Select Monitoring Dashboard > Service Level View.
Step2 In the search field at the top of the view pane, enter a name or IP address.

Step3  Click Go.

Using the Search Tool to Locate a Phone, Video Endpoint, or TelePresence Endpoint

In the Service Level View you can search for a specific phone, video endpoint, or TelePresence endpoint.
When you search for the TelePresence endpoint, two results are displayed: one is the phone and the other
is the TelePresence endpoint for the same extension.

Note  Video endpoints are displayed only after you have the appropriate software license.

When you click on a phone from the phone/video endpoint search results, the map display pane displays
a drilled-down view, with the phone highlighted. The phone will have a logical link to the Cisco Unified
Communications Manager to which it is registered.

The following limitations exist for phone search:
e Phone search displays a maximum of 100 phones.
e If more than 100 phones are present, a warning message displays.

e If a matching phone is connected to a Communications Manager Express (CME) device (rather than
CCM), then you must use the phone search tree to launch the tools for those phones that display
under CME clouds. After Operations Manager 2.1, clicking on the phone no longer displays the
phone in the map view; the CME map view is now converted to a table formatted CME report.

Step 1 Select Monitoring Dashboard > Service Level View.

Step2 In the search field located at the bottom of the view pane, select whether you want to search by extension
number, IP address, or MAC address. The search allows wild card entries for all of these entries.

Step3  Enter the appropriate number for the phone.
Step4  Click Go.

Launching an All IP Phones/Lines Report from the Service Level View

~
Note  To launch a report that includes video endpoints, see Generating Video Phone Inventory Reports,
page 13-30.
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Step 1 Select Monitoring Dashboard.

Step2  In the IP Phone Status pane, select Click to View All Phones in the view pane. The All IP Phones/Lines
report opens in another window.

For more information, see Understanding IP Phone Inventory Reports, page 13-11. For information on
how phone counts are displayed in Operations Manager windows, see How Are Phone Counts Displayed
in Views and Reports?, page 1-19.

Launching Service Level View Reports for Large Network Objects

From the Monitoring Dashboard you can access Unified Communications Manager clusters and the
devices associated with the clusters in a tabular report.

Step1  To select Unified Communications Manager Express devices, select Monitoring Dashboard > Unified
CM Express View. For more details, see Using the Unified Communications Manager Express Report,
page 2-16.

Step2  To select all other IP Communications devices, select Monitoring Dashboard > Service Level View.
The All IP Communications Devices view (or other customized default view) displays.

Step3  Select one of the following to access tabular reports:

e A Unified Communications Manager cluster. When you make this selection, similar devices display
as a single report icon per cluster or per Unified Communications Manager:

- MGCP

- H323

— APP (application server)
- SIP APP

- SRST

e A Unified Communications Manager cluster with unmanaged devices discovered by SIR. When you
make this selection, an Unmanaged Devices report displays. No unmanaged devices will be present
in the Service Level View map or in the Unified Communications Manager cluster reports.

N

Note  In a cluster that has a primary and secondary Cisco Emergency Responder (CER), Service Level
View displays only the primary Cisco Emergency Responder if the Unified Communications
Manager is version 4.x. Both the primary and secondary responders are shown if the Unified
Communications Manager is version 7.X.

Working with the Map Display Pane

The map display pane shows the registration status of IP telephony devices as well as the SRST status
of SRST-enabled devices. This information is displayed in a map-based view. You can drill down to an
object in the display pane by clicking the object. The devices under the object are then displayed.
Depending on the object you select, the data may be displayed in a map-based view or a report page.
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Understanding the Layout of the Service Level View

Note

The top view shows Cisco Unified Communications Manager clusters (previously referred to as
Communications Manager clusters), Cisco Unified Communications Manager Express groups, and
Cisco Unified Contact Center solution groups. If objects are excessively large, they are displayed in a
report page when selected. For objects that are easily displayed, you will see the IP telephony devices
registered in the group along with registration status.

For Cisco Unified Communications Manager Express, you will see only one Cisco Unified
Communications Manager Express cloud in the top level view. You can drill down to see a report that
contains the individual Cisco Unified Communications Manager Express details. If there are no Unified
Communication Manager Express (CMEs) machines present, then the CME cloud does not display.

If you mouse over the CME cloud, the following details display:
e Total number of CMEs
e Total number of CUEs
¢ CMEs with Critical Alert
e CUES with Critical Alert
e CME-CUE Links Down

For Cisco Unified Contact Center, the top-level view displays only one Unified CCE cloud. This is to let
you know that the system has a Unified CCE solution. When you drill down on this cloud, the individual
Unified CCEs appear again as clouds. Drilling down on these clouds shows the individual devices with
relevant information.

You can also see the neighbor connectivity of devices, by using the right-click menu. For every selected
device, the next-hop devices physically connected are displayed. See Starting the Connectivity Detail
View, page 2-10.

To enlarge or reduce the size of the map display, use the size slider at the top of the pane. The size slider
can be used in either the logical topology view, or the connectivity detail view.

From within the map display pane, you can launch several Operations Manager tools, external
applications, reports, and device administration pages.

To access these tools and applications, right-click on an object in the map display and the available
options are displayed in a menu box. For details on starting the Operations Manager tools, see Launching
Operations Manager Tools from the Service Level View, page 2-21. For details on launching
administration pages, see Launching Administration Pages for Devices, page 2-31.

The map display pane also provides a summary of the alerts for the current view at the bottom of the
pane (see Working with the Map Display Pane, page 2-7).

Figure 2-3 provides an example of a Service Level View map display.
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Understanding the Layout of the Service Level View

Figure 2-3 Service Level View Map Display Pane

Showing: All [P Communications Devices

(;\;-CCWBI-M
® B 7

@

amare Most Recent Alerts » Click to View All Alers Alert Count

It |peviceName [LatestEventTime | Event Description |
O 107591102 18-8ep-2008 22:07:50  Application
o WE-cmBi cluster 18-Sep-2008 21:52:05 Application

189343

Table 2-2 Map Display Pane—Summary

Button/Heading Description

Most Recent Alerts Device name and description.

Click to View All Alerts Opens the Alerts and Events display.

Alert Count Lists the number of each type of alert and a total count.
Summary Lists the number of phones, devices, and clusters.

Setting a Default Service Level View

You can specify any user-defined group as the default view.

Step1  The user-defined group must be enabled as a view for the Service Level View. For details on enabling
views, see Creating a View, page 6-2.
Step2 In the view pane, locate the user-defined view that you want to make the default view.
Step3  Right-click on the view.
Stepd  From the menu, select Set As Default View.
Step 5 In the information box, click OK.
User Guide for Cisco Unified Operations Manager
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Starting the Connectivity Detail View

The Connectivity Detail View provides a topology view of the neighboring connectivity for the selected
devices. For every selected device, the next-hop devices that are physically connected appear. By default

Step 1

Step 2

the hop count is 1 and cannot be changed.

In either the view pane or the map display pane, right-click on the device for which you want to view the

connectivity detail.

From the menu, select Connectivity Details.

The Connectivity Detail View appears.

Working with the Connectivity Detail View

You can use the Connectivity Detail View the same way you use the Map Display Pane (see Working

with the Map Display Pane, page 2-7).

Service Level View Legend

Table 2-3, Table 2-4, and Table 2-5 describe the icons, the link status, and the database replication status

that can appear in the Service Level View.

Table 2-3 Device Icons for the Service Level View

Icon (Monitored)

Icon (Not Monitored)

Icon (Alert)

T

———

Cisco Unified Communications Manager

Cisco Unified Communications Manager Group

@

Cisco Unified Communications Manager Express

Cisco Unified Communications Manager Express Group
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Table 2-3 Device Icons for the Service Level View (continued)

Icon (Monitored) Icon (Not Monitored) |Icon (Alert) Description

Cisco Unified Communications Manager Express/SRST

I

E.
T
jom.u
]
i

Voice application server

Voice gateway

IP phone

Group of IP phones

S AL AL

ok
=
&

Cisco Unified Contact Center Enterprise or Unified CCE
(formerly IPCC)

Cisco Unity

&
(m | &8

Cisco Unity Express

o)
'—'f'|'

Router

Gatekeeper

© O @ Fa
®© ® O &
® @
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Table 2-3

Device Icons for the Service Level View (continued)

Icon (Monitored)

Icon (Not Monitored)

Icon (Alert)

Description

&5

SIP endpoint

¥

Switch

2

Cisco 1040 Sensor

Cisco TelePresence Manager

Cisco TelePresence endpoints

MeetingPlace Express

9 & &

Rich media appliance

A
f

' B & 4 | a ¢

Virtual node

==
@
| 4
15
b v

1
i

Fr=—n
@
kY

Nl

L]

Virtual node cluster

i

Route list
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Table 2-3

Understanding the Layout of the Service Level View

Device Icons for the Service Level View (continued)

Icon (Monitored)

Icon (Not Monitored)

Icon (Alert)

Description

Come

G

Route list cloud

This icon is also used to represent a route group on the
Route List report. See Viewing the Route List and Route
Group Report, page 2-26

IP phone group with TelePresence endpoint

Voice router group

This icon appears in the first-level cloud view and
represents the capability of the cluster in the cloud.

Group of IP phone applications.

:.,'?:" - This icon appears in the first-level cloud view and
ﬂg represents the capability of the cluster in the cloud.
Table 2-4 Link Type Description for the Service Level View
Link Description
Physically connected, but the connection is down.
Physically connected, but one of the multiple connections is down.
T
i
Physically connected, and the connection is up.
Logically connected, but registration status is down.
Logically connected, but one of the multiple connections’ registration status is down.
[P (T p—
£3T
Logically connected, and registration status is up.
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| Getting Alert Details Using the Service Level View

Table 2-4 Link Type Description for the Service Level View (continued)

Link Description

A WAN link connecting a remote SRST to a central Cisco Unified Communications
.E, _ Manager site is down.

—— o AN ——

A WAN link connecting a remote SRST to a central Cisco Unified Communications

o~ Manager site is up.
i _®_ i

Logically related, but the registration status is unavailable.

Table 2-5 Database Replication Status for Cisco Unified Communications Manager Clusters for the Service Level
View

Database Icon Description

Database replication successful between Cisco Unified Communications Managers in the
cluster.

Database replication error between Cisco Unified Communications Managers in the
cluster.

Getting Alert Details Using the Service Level View

In the Service Level View, as shown in Figure 2-1, an alert icon appears next to the device when an alert
is generated on the device. The alert severities are critical, warning, or informational. Table 2-6 shows
the alert icons.

When an alert is generated, it remains in the Service Level View until it is cleared. The cleared alert is
removed from the Alerts and Events display after you invoke the Operations Manager purge operation,
which determines that the alarm has been in the cleared state for 30 minutes or longer (from the time of
the purge interval). While the alert is in the display, if any of its events recur, the alert is updated.

Table 2-6 shows the alert icons.
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Table 2-6 Alert Icons
Icon Description
Critical

[
£
®

The Service Level View also lists the number of alerts in the map display pane for the current view (see
Working with the Map Display Pane, page 2-7).

Warning

Informational: Unidentified Trap alert

How Do | Get Alert Details Using the Service Level View?

You can right-click on the device that has the alert icon displayed next to it, and open an Alert Details
page. See Viewing Alert Information, page 2-22.

If you want to see all the alerts for a view, you can open an Alert and Events display by clicking the Click
to View All Alerts button at the bottom of the map display pane. You can then locate the devices for
which you want to view the alert information. See Getting Alert Details Using the Alerts and Events
Display, page 3-7.

Viewing Large Numbers of Devices and Clusters from the
Service Level View

To view reports that contain large numbers of devices and clusters, there are several options in
Operations Manager.

The Service Level View (SLV) shows the logical relationship between all voice devices present in
Operations Manager. Because of the need to support hundreds of Unified Communications Manager
clouds or hundreds of gateways in a single cluster, the Service Level View provides separate reports that
display all device clusters and excessive numbers (over 500) of gateways, APP servers, SIP-APP servers,
H323 devices, SRST devices, or Media Gateway Control Protocol (MGCP) devices in a
Communications Manager cluster in a flat table format. This report is static and can be manually
refreshed.

The Unified CM Express View shows the relationships between Unified CM Express, Unity Express,
and associated phones. Use Monitoring Dashboard > Unified CM Express View to view a report with
this data.

If you drill down into cloud clusters, and if the number of devices in a cluster is larger than a specified
limit, the devices display in a flat table format. If the devices do not exceed the limit, they are displayed
graphically.
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User Guide for Cisco Unified Operations Manager g



Chapter2  Using the Service Level View |

| Viewing Large Numbers of Devices and Clusters from the Service Level View

The default device count limit for reporting is 50. When the number of devices in a cluster (including
CCMS) exceeds 50, report icons appear. To change this limit to any value less than 50, modify the
DEVICE_MAX_COUNT_FOR_STARTING_REPORT parameter in the CSCOpx\MDC\tomcat\
webapps\triveni\topo_flash\topo.properties file.

You can access the following reports using Service Level View or Unified CM Express View:
e Using the Unified Communications Manager Express Report, page 2-16
e Using the MGCP and APP Server Reports, page 2-18
e Using the H323, SIP APP, or SRST Report, page 2-19
¢ Using the Unmanaged Devices Report, page 2-21

Using the Unified Communications Manager Express Report

The Unified Communications Manager (CM) Express report is a global-level report for all Unified
Communications Manager Express devices (CMEs) in Operations Manager. Table 2-7 describes the
contents of the Unified CM Express Report.

Table 2-7 Unified Communications Manager Express Report
Field Description
CME Name Route list, route group, or gateway name. The gateway name can be an IP
address or a DNS name.
CME IP Address IP address for a gateway.
CME Alert Status Indicates the severity of an alert, if an alert is present.
Critical

Warning

Informational Unidentified Trap alert

(no icon) Informational (for all other alerts)

— No alert present.

Cisco Unity Express |The link status between the Communications Manager Express and the Unity
(CUE) Registration  |Express server. It indicates whether or not Communications Manager Express
is still in communication with the voice mail server (CUE).

CUE Name Name or IP address for Unity Express.
CUE IP Address IP address for Unity Express.
CUE Alert Status Indicates the severity of an alert, if an alert is present. See CME Alert Status

for icon descriptions.

Phone Count Number of registered and unregistered phones associated with this cluster or
Communications Manager. For information on how phone counts are displayed
in Operations Manager windows, seeHow Are Phone Counts Displayed in
Views and Reports?, page 1-19.

User Guide for Cisco Unified Operations Manager
m. 0L-16547-02 |



| Chapter2 Using the Service Level View

Viewing Large Numbers of Devices and Clusters from the Service Level View

Table 2-7 Unified Communications Manager Express Report

Field Description

More Details

Device State Shows whether the device is unresponsive or unreachable. (Service Level View

previously identified these states with red and gray colors). The values for this
field include:

e Unresponsive:Active
e Unresponsive:Clear

e NA—Not applicable (NA). Displays when there is no CUE in the CME
cloud or when the other values are not unresponsive:active or clear. Can
also display if device is healthy.

Capability Lists device features that are applicable to this device, such as voice gateways,
Communications Manager Express, voice services, IPSLA, H323, SIP, and
routers.

Managed State Lists the state the devices are in, from the following possibilities. Is a

combination of Device State and Managed State. See Table 16-2 for details on
device states. Note that for the CME report only, the unreachable event field
overrides the managed state.Other reports will continue to use Device State
field to show an unreachable state of the device.

Managed The device has been successfully imported, and is fully
managed by Operations Manager.

Partially Managed The device has been successfully imported by some of
the data collectors! in Operations Manager, but not all.
If a device is in this state, you should take action to
ensure that the device becomes monitored.

Suspended Monitoring of the device is suspended.

NA Signifies that the device is responsive and has no
reachability problems.

CUE Device State Cisco Unity Express device state. The values for this field include:
e Unresponsive:Active
e Unresponsive:Clear

e NA—Not applicable (NA). Displays when there is no CUE in the CME
cloud or when the other values are not unresponsive:active or clear.

CUE Capability Cisco Unity Express active features. When there is no CUE in the CME cloud,
this field displays NA.

CUE Managed States |Cisco Unity Express managed device state. [s a combination of CUE Device
State and CUE Managed State. When there is no CUE in the CME cloud, this
field displays NA.

1. Data collector is a term used to refer to all back-end applications that are involved in device discovery and device data
collection.
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Using the MGCP and APP Server Reports

MGCP or APP Server reports are specifically launched for every Communications Manager in the
cluster.

These reports display information on devices which are registered directly to a particular
Communications Manager. MGCP and APP Server devices are included in this report. Table 2-8
contains the details on the MGCP and APP Server reports.

Table 2-8 Service Level View Reports—MGCP and APP Server Reports
Field Description
Device Name Route list, route group, or gateway name. The gateway name can be an IP

address or a DNS name.

Device IP Address IP address for a gateway.

Device Alert Indicates the severity of an alert, if an alert is present.

Critical

Warning

Informational Unidentified Trap alert

(no icon) Informational (for all other alerts)

— No alert present.

Device Registration  |The link status between the Communications Manager and the device.
Status with CCM

More Details

Device Capability Lists device features that are applicable to this device, such as voice gateways,
voice services, IPSLA, and routers.

Protocol Protocol or gateway. Always displays NA in CME and SRST reports but
displays corresponding value in other reports.

Device State Shows whether the device is unresponsive or unreachable. (Service Level View
previously identified these states with red and gray colors). The values for this
field include:

e Unresponsive:Active
e Unresponsive:Clear

e NA—Not applicable (NA). Displays when there the other values are not
unresponsive:active or clear. Can also display if device is healthy.

Managed State Lists the state the devices are in, from the following possibilities.
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Table 2-8 Service Level View Reports—MGCP and APP Server Reports
Field Description
Managed The device has been successfully imported, and is fully

managed by Operations Manager.

Partially Managed The device has been successfully imported by some of
the data collectors' in Operations Manager, but not all.
If a device is in this state, you should take action to
ensure that the device becomes monitored.

Suspended Monitoring of the device is suspended.

NA Signifies that the device is responsive and has no
reachability problem:s.

Device Alert Status  |Device state. The values for this field include:
e Unresponsive:Active
e Unresponsive:Clear

e NA—Not applicable (NA). Displays when there the other values are not
unresponsive:active or clear.

Summary Summary information about number of gateways with alerts; number of down
Information registrations; total number of gateways managed; this information is shown at
the top of the report.

Device Tools (click  |Clicking on the device name allows you to select the various device tools
Device Name) available.

1.Data collector is a term used to refer to all back-end applications that are involved in device discovery and device data collection.

Using the H323, SIP APP, or SRST Report

This report is for all types of devices which can register with the cluster itself without associating itself
with any Communications Manager in the cluster. H323, SIP-APP, GK and SRST devices fall under this
category. Table 2-9 contains the details on the MGCP and APP Server reports.

Table 2-9 Service Level View Reports—H323, SIP APP and SRST Reports
Field Description
Device Name Route list, route group, or gateway name. The gateway name can be an IP

address or a DNS name.

Device IP Address IP address for a gateway.
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Table 2-9

Viewing Large Numbers of Devices and Clusters from the Service Level View

Service Level View Reports—H323, SIP APP and SRST Reports

Field

Description

Device Alert

Indicates the severity of an alert, if an alert is present.

Critical

@

Warning

O

Informational Unidentified Trap alert

@

(no icon) Informational (for all other alerts)

- No alert present.

Device Registration
Status with Cluster

The link status between the device and the cluster.

More Details

Device Capability

Lists device features that are applicable to this device, such as voice gateways,
voice services, IPSLA, H323, SIP, and routers.

Protocol

Protocol or gateway. Always displays NA in SRST reports, but displays the
corresponding value in other reports.

Device State

Shows whether the device is unresponsive or unreachable. (Service Level View
previously identified these states with red and gray colors). The values for this
field include:

e Unresponsive:Active
e Unresponsive:Clear

e NA—Not applicable (NA). Displays when the other values are not
unresponsive:active or clear. Can also display if device is healthy.

Managed State

Lists the state the devices are in, from the following possibilities.

The device has been successfully imported, and is fully
managed by Operations Manager.

Managed

Partially Managed The device has been successfully imported by some of
the data collectors! in Operations Manager, but not all.
If a device is in this state, you should take action to

ensure that the device becomes monitored.

Suspended Monitoring of the device is suspended.

NA Signifies that the device is responsive and has no
reachability problems.

Device Alert Status

Device state. The values for this field include:
e Unresponsive:Active
e Unresponsive:Clear

e NA—Not applicable (NA). Displays when the other values are not
unresponsive:active or clear.
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Table 2-9 Service Level View Reports—H323, SIP APP and SRST Reports

Field Description

Summary Summary information about number of gateways with alerts; number of down
Information registrations; total number of gateways managed; this information is shown at

the top of the report.

Device Tools (click Clicking the device name allows you to select the various device tools
Device Name) available.

1. Data collector is a term used to refer to all back-end applications that are involved in device discovery and device data
collection.

Using the Unmanaged Devices Report

This report contains all the unmanaged devices under a particular cluster. You can select any number of
devices and add them to the cluster for management. Table 2-10 contains details displayed in this report:

>
Note  When a device or its components are unmanaged, then the detailed device view would either show the

last polled value or N/A, depending on the type of counter. When the device is later managed, these
counters would show the newly polled values in the next poll cycle.

Table 2-10 Unmanaged Devices Report

GUI Elements Description

Field

Device Name/Device IP Address |Name of unmanaged device.

Device Type Device is recognized as this type; for example, H323.

Linked to Cluster or Unified Communications Manager to which this
device is associated.

Button

Search Locate device information based on a string.

Clear/Refresh Clear removes search results from the report and loads the
original report. Refresh reloads the report from the server. If new
data is displayed, any check box selections are reset.

Add Adds unmanaged devices into the cluster to which the device is

associated.

Launching Operations Manager Tools from the Service Level
View

The Service Level View can be a central launching point for using Operations Manager. You can access
several Operations Manager tools as well as external applications through the Service Level View.
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| Launching Operations Manager Tools from the Service Level View

S

Note

You will have access to these tools only if you have proper authorization, according to either the
CiscoWorks security model or CiscoSecure Access Control Server security model, depending on which
your system is using. See Configuring Users (ACS and Non-ACS), page 20-20.

You can do the following from the Service Level View:
e View alert information for a device (see Viewing Alert Information, page 2-22).
e View alert and event history for a device (see Viewing Alert History, page 2-23).
e View device information (see Viewing Device Information, page 2-23).

e View associated phones for a Cisco Unified Communications Manager (see Viewing Associated
Phones, page 2-23).

e View route lists and the route groups and gateways contained in them (see Viewing the Route List
and Route Group Report, page 2-26).

e Launch the Path Analysis tool (see Launching the Path Analysis Tool, page 2-24).

e View performance monitoring (see Viewing Performance Monitoring, page 2-25).

e Set up synthetic tests on a device (see Setting Up Synthetic Tests, page 2-27).

e Set up node-to-node tests on a device (see Setting Up Node-To-Node Tests, page 2-28).
e Set up SRST monitoring for a device (see Setting Up SRST Monitoring, page 2-28).

e Edit polling and threshold settings (see Configuring Threshold Settings, page 2-29 and Configuring
Polling Settings, page 2-29).

e Create user-defined groups (see Creating User-Defined Groups, page 2-31).

e Launch administration pages for devices (see Launching Administration Pages for Devices,
page 2-31).

e Launch external applications (see Launching External Applications—Using the Service Level
View, page 2-32).

Viewing Alert Information

Step 1

Step 2

In either the view pane or the map display pane, right-click on the device for which you want to view
alert information.

From the menu, select Alert Details.

N

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Alert Details page for the selected device appears. For a description of the Alert Details page, see
Starting the Alert Details Page, page 3-9.
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Viewing Alert History

Step1  In either the view pane or the map display pane, right-click on the device for which you want to view
alert history.

Step2  From the menu, select Alert History.

S

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

An Alert History report for the selected device appears. For a description of the Alert History report, see
Understanding the Alert History Report, page 12-10.

Viewing Device Information

Step 1 In either the view pane or the map display pane, right-click on the device for which you want to view
information.

Step2  From the menu, select Detailed Device View.

A

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Detailed Device View for the selected device appears. For a description of the Detailed Device
View, see Understanding the Layout of the Detailed Device View, page 3-20.

Viewing Associated Phones

You can view an associated phones report. If you are viewing an associated phones report for a switch,
the report displays the phones that are connected to the switch. If you are viewing an associated phones
report for a Cisco Unified Communications Manager or Cisco Unified Communications Manager
Express, the report displays all the phones that are registered to the Cisco Unified Communications
Manager or Cisco Unified Communications Manager Express.

Note  The Associated Phones report can be launched from either the Alert Details page, or from the Detailed
Device View page using the Tools Launch menu. (See Understanding the Layout of the Alert Details
Page, page 3-11, or Understanding the Layout of the Detailed Device View, page 3-20.)

Step1  Ineither the view pane or the map display pane, right-click on the phone, Cisco Unified Communications
Manager, or Cisco Unified Communications Manager Express for which you want to view associated
phones.

Step 2 From the menu, select Phone Details.
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S

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

An Associated Phones report for the selected device appears. For a description of the IP Phone Detail
reports, see Understanding IP Phone Inventory Reports, page 13-11.

Launching the Path Analysis Tool

The Path Analysis tool provides hop-by-hop latency information for all the Layer 3 devices. It uses the
ping path echo operation of IP SLA. The Path Analysis tool can be launched for any IP SLA-enabled
device.

You can select an IP SLA-enabled source and/or a destination device from either the view pane or the
map display pane and launch the tool.

Note  The Path Analysis tool can also be launched from the Service Quality Alert Detail page using the Tools
Launch menu. (See Using the Service Quality Alert Details Display, page 4-6.)

Step1  In either the view pane or the map display pane, right-click on the device for which you want to run the
Path Analysis tool.

~

Note  To select multiple devices, use the Ctrl-click operation to select the devices, and then Ctrl-right
click to open the menu.

Step2  From the menu, select Path Analysis Tool. The Path Analysis Tool page appears.

N

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

Step3  Verify that the source and destination devices are correct.
Step4  Click Start Trace. The Credentials for Source Device dialog box appears.
Step5  Enter source devices’ credentials.

Step6  Click OK. The tool runs and the results are displayed on the Path Analysis Tool page. Figure 2-4 shows
an example of a Path Analysis tool.
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Figure 2-4 Path Analysis Tool

Path Analysis Tool

Source and Destination Details

Source IP Address: |msc—hq.ciscu.cum

Destination IP Address: [172.20.5.166

Start Trace ‘ | Stop Trace

Path Information

Showing 16 recards
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Heading Description
Hop ID Hop ID.
Device IP Address Device’s IP address.
Device Type Icon representing the type of device.
Status Icon representing the status of the device.
Latency from Source Latency in milliseconds.
Tools Other Operations Manager tools that you can run on the device. This
list will vary depending on the device. Some examples are:
¢ Node-to-Node tests
e SRST tests

Viewing Performance Monitoring

You can select and examine changes in network performance metrics. You can select, display, and chart
network performance data in real time.

Step 1 In either the view pane or the map display pane, right-click on the device for which you want to view
performance.

Step2  From the menu, select Performance. The Select Metrics dialog box appears.
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Step 3
Step 4

S

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

Select the metrics you want to graph. The metrics must have the same units.

Click View Graph. A performance and capacity planning graph appears. For details about working with
the performance graphs, see How to Use Performance Graphs, page 7-1.

Viewing the Route List and Route Group Report

~

Note

Step 1

Operations Manager displays route lists and route groups for Cisco Unified Communications Manager
version 4.0 and later.

In the map view pane, click the Route List Cloud icon. A report window opens, displaying the
information in Table 2-11.

A

Note  The Route List report window must be manually refreshed.
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Table 2-11 Route List and Route Group Report

Field

Description

Left-most column
(contains icons)

e Route List—Expand to view the route groups in the route list.
e Route Group—Expand to view the gateways in the route group.

e Voice Gateway—View the data for the gateway.

Name

Route list, route group, or gateway name. The gateway name can be an IP
address or a DNS name.

Alert Status

Indicates the severity of an alert, if an alert is present.

Critical

o

Warning

O

Informational Unidentified Trap alert

@

(no icon) Informational (for all other alerts)

- No alert present.

Status

Indicates whether the route list, route group, or gateway is up or down.

Route Pattern

Route pattern that is associated with the route list. Comprises one or more
digits and wildcards (such as X which indicates a single digit) that represent a
range of directory numbers that are either routed or blocked by the pattern.

DNS Name One of the following:
e DNS name for a gateway
e [P address if the DNS name is not available
IP Address IP address for a gateway
Protocol Protocol on a gateway: H323 or MGCP
CCM DNS name or IP address of the Cisco Unified Communications Manager to
which the gateway is registered.
Tools Select a tool from the list to get more information or to perform relevant

configuration tasks.

Step1  In either the view pane or the map display pane, right-click on the device for which you want to set up
a synthetic test.
Step2  From the menu, select a synthetic test. Your choices will vary depending on the device. For synthetic test
details, see Getting Started with Synthetic Tests, page 9-1.
User Guide for Cisco Unified Operations Manager
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S

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Create Synthetic Test page appears. For details on creating synthetic tests, see Creating Synthetic
Tests, page 9-6.

Setting Up Node-To-Node Tests

Step 1 In either the view pane or the map display pane, right-click on the device for which you want to set up
a node-to-node test.

Step2  From the menu, select Node-to-Node Test.

N

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Node-To-Node Test Configuration page appears. For details on creating node-to-node tests, see
Creating a Single Node-To-Node Test, page 11-2.

Setting Up Node-To-Node Test Graphs

Step1  In either the view pane or the map display pane, right-click on the device for which you want to set up
a node-to-node test graph.

Step2  From the menu, select Node-to-Node Test Graphs.

N

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Node-To-Node Test Configuration page appears. For details on creating node-to-node tests, see
Creating a Single Node-To-Node Test, page 11-2.

Setting Up SRST Monitoring

Step 1 In either the view pane or the map display pane, right-click on the device for which you want to set up
SRST monitoring.

Step2  From the menu, select Survivable Remote Site Telephony Test.
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S

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The SRST Test Configuration page appears. For details on creating SRST tests, see Configuring a Single
SRST Test as Needed, page 18-9.

Configuring Threshold Settings

Step 1

Step 2

In either the view pane or the map display pane, right-click on the device for which you want to change
the threshold settings.

From the menu, select Threshold Parameters.

N

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Managing Thresholds: Edit page appears. For details on editing thresholds, see Editing Operations
Manager Thresholds, page 19-27.

Configuring Polling Settings

Step 1

Step 2

In either the view pane or the map display pane, right-click on the device for which you want to change
the polling settings.

From the menu, select Polling Parameters.

~

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The Polling Parameters: Edit page appears. For details on editing polling parameters, see Editing Polling
Parameters, page 19-13.

Suspending Devices

Step 1

Step 2
Step 3

In either the view pane or the map view pane, select the devices (use Ctrl-click to select the objects) that
you want to suspend.

Press Ctrl and right-click to open the menu.

From the menu, select Suspend Device. An informational dialog box appears.
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Stepd  Click OK.

Resuming Devices

Step1  Ineither the view pane or the map view pane, select the devices (use Ctrl-click to select the objects) that
you want to resume.

Step2  Press Ctrl and right-click to open the menu.

Step3  From the menu, select Resume Device. An informational dialog box appears, displaying a message like
this one:

Monitoring will be resumed for the selected 1 device(s). Be sure to apply your changes
in the PTM UI. Click here to apply the changes.

A

Note If you do not apply changes, the device will not be monitored. If you need to apply changes
later, see Applying Changes, page 19-60.

Step4  Click OK.

Adding a Device

If you can see a device that is not monitored in the Service Level View, you can add it to Operations
Manager using this procedure.

Step 1 In either the view pane or the map display pane, select the Unmanaged Devices folder. The Unmanaged
Devices report displays.

Step2  Select a device or multiple devices to add and click Add. The Add Devices dialog box appears,
displaying the IP address (or addresses) for the devices that you selected in the Device Information field.

Step3  Enter credentials for the device.

Stepd  Click OK. The devices are added.

Deleting Devices

Step1  Ineither the view pane or the map display pane, select the devices that you want to delete. Use Ctrl-click
to select the objects in the View pane.

Step2  Press Ctrl and right-click to open the menu.
Step3  From the menu, select Delete Device. A confirmation dialog box appears.

Stepd  Click Yes. The devices are deleted.
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For more information, see Deleting Devices, page 16-36.

Creating User-Defined Groups

Step 1

Step 2
Step 3

Step 4

Step 5

The Service Level View provides you with a quick way to create a new user-defined group, by selecting
either devices or groups. You cannot edit existing user-defined groups or create rules for populating
groups through this page. Administrative grouping activities are performed from the Group
Administration and Configuration page (for details, see Managing Groups, page 17-1.)

In either the view pane or the map display pane, select the devices or groups (use Ctrl-click to select the
objects) that you want to group.

Press Ctrl and right-click to open the menu.
From the menu, select Group Devices. The Create Group menu appears.

S

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

Do the following:
e Enter a group name
e (Optional) Enter a description
e Select which dashboard displays you want the group to appear in as a view

Click Create.

Launching Administration Pages for Devices

The Service Level View provides you with links to the administration pages of the monitored devices.
The availability of these pages depends on the device type. For example, Cisco Unified Communications
Manager and Cisco Unity devices provide access to their administration pages.

Step 1 In either the view pane or the map display pane, right-click on the device whose administration page you
want to open.
Step2  From the menu, select the administration page link.
The following list shows the possible options (depending on the device):
e (Cisco Conference Connection Administration
¢ (Cisco Emergency Responder Administration
e Cisco IP Contact Center Administration
e (Cisco MeetingPlace Express Administration
e Cisco Unified Communications Manager Administration
e Cisco Unified Communications Manager Express Administration
e (Cisco Unified Communications Manager Serviceability
User Guide for Cisco Unified Operations Manager
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¢ Cisco Unified Presence Server Administration
e Cisco Unified SIP Proxy Server Administration
e Cisco Unity Administration

e Cisco Unity Connection Administration

¢ Cisco Unity Express Administration

e Gateway Administration

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

The administration page opens.

Launching External Applications—Using the Service Level View

Note

The Service Level view provides you with launching points for several external applications. From the
Service Level view you can launch the following external applications:

e Launching RME—Using the Service Level View, page 2-32
e Launching Campus Manager—Using the Service Level View, page 2-33

e Launching CiscoView—Using the Service Level View, page 2-33

Before you can launch any of these applications, you must register them with Operations Manager
(through Administration > Preferences). See Setting System-Wide Parameters Using System
Preferences, page 20-9.

Launching RME—Using the Service Level View

Step 1

Step 2

Procedure

In either the view pane or the map display pane, right-click on the device for which you want to open
CiscoWorks Resource Manager Essentials (RME).

From the menu, select one of the following:

e Operations Manager Device Center

e Resource Manager Essentials Detailed Device Report

e Resource Manager Essentials Software Image Management
)

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.
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RME opens.

Launching Campus Manager—Using the Service Level View

Step 1
Step 2

Procedure

Click the tool icon in the Window Tools Area. The Tools dialog box appears.
Select one of the following:

e Campus Path Analysis

e Campus Topology

CiscoWorks Campus Manager opens.

Launching CiscoView—Using the Service Level View

Step 1

Step 2

Procedure

In either the view pane or the map display pane, right-click on the device for which you want to open
CiscoView.

From the menu, select CiscoView.

N

Note  If the tool or application you want to launch does not appear in the menu, click the More Tools
menu item. This launches a secondary menu.

CiscoView opens.

Troubleshooting the Service Level View

If devices do not appear in the Service Level View or values do not display properly, you may have not
followed the required steps to ensure that your device information is accurate. For details on some things
to keep in mind, see Device Prerequisites, page 16-2.
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Monitoring Alerts and Events

These topics describe monitoring Alerts and Events:
e How to Use the Alerts and Events Display, page 3-1
e Getting Alert Details Using the Alerts and Events Display, page 3-7
e Getting Alert and Event Details, page 3-9
e Getting Device Information, page 3-18
¢ Suspending Device Monitoring, page 3-25
e Responding to Alerts, page 3-28

How to Use the Alerts and Events Display

The Alerts and Events display provides real-time information about the operational status of your
network. The displays are designed so that you can set them up and leave them running, providing an
ongoing monitoring tool that signals you when something needs attention. When a fault occurs in your
network, Cisco Unified Operations Manager (Operations Manager) generates an event or events that are
rolled up into an alert. If the alert occurs on an element in your active view (a logical grouping of device
groups), it is shown on your Alerts and Events display.

After setting up a view, you can customize your Alerts and Events display by selecting specific views
and using filters:

e Views control the events for device groups that appear on the Alerts and Events display. See
Selecting Views for Alerts and Events, page 3-2.

e Filters control the specific device types you monitor, along with alert severities and their status. See
Filtering Alerts and Events, page 3-2.

You can also change the names of Operations Manager events to names that are more meaningful to you.
These customized names are reflected in both the Alerts and Events display and any Alert History reports
you generate. Alert History and Alerts and Events displays reflect customized names. For information
on changing Operations Manager event names using Notification Customization, see Customizing
Events, page 15-23.

You can monitor all devices that Operations Manager supports, once you have added those devices using
Device Management and ensured that the devices are in your view.
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S

Note

All Alert History reports generated from within the Alerts and Events display provide information from
the past 24 hours. To generate an Alert History report on time spans beyond the last 24 hours, use Alert
History from the Reports tab by selecting Reports > Alerts and Event History. For more information,
see 24-Hour Context-Based Alert and Event History Reports, page 12-3.

Selecting Views for Alerts and Events

When you select Monitoring Dashboard > Alerts and Events to open the Alerts and Events display,
all available views are listed in the view pane on the left side of the display. If the views shown do not
meet your needs, you can create a new view as described in Managing Views, page 6-1.

The view pane is updated every two minutes. You can have up to 18 views in the view pane in a single
Alerts and Events display. See Activating and Deactivating a View, page 6-2.

Filtering Alerts and Events

S

Note

Step 1
Step 2

Step 3

Filters allow you to manipulate the Alerts and Events display to show alerts based on their severity,
status, and originating device.

Once you use an alert filter, the filter is applied to all of your views until you change the filter; other
clients are not affected. When you close the Alerts and Events display, your filters are lost. Filters do not
affect severity icons in the view pane.

Select Monitoring Dashboard > Alerts and Events. The Alerts and Events display opens.
Click the filtering button in the tool button area at the top-right of the Alerts and Events display.

Figure 3-1 shows the Alert Filters page. You can populate the Device Type box by selecting device types
from the button to the right of the Device Type box. By default, all device types are selected.

Figure 3-1 Alerts and Events—Alert Filters Dialog Box

-3 Alert Filters - Cisco Unified Dperations Manager - Microsof. .. [Hj[=] E3

Alert Filters

Severity: W Critical v Wyarning W Informational

Status: vV active W Acknowledged [V Cleared

ALl =
Device Type: Ijrlvl
-
| OK H Cancel || Help |
[N
— 3
&) Done % Internet T

To see all device types that you can filter, click the button to the right of the Device Type box. A Device
Types popup window opens, as shown in Figure 3-2.
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Figure 3-2 Alerts and Events—Device Types Dialog Box
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Step4  Verify that only the filtering criteria you want to use are selected.

Step5 Click OK.

Resetting Filters on the Alerts and Events Display

From the Alerts and Events display, you can clear any filters that you have set. As a result, all alerts in
the currently selected view are displayed.

Step1  On the Alerts and Events display, click Reset Filter. A confirmation dialog box appears.
Step2  Click Yes. The Alerts and Events display refreshes, displaying all alerts in the view.

Starting the Alerts and Events Display

To start the Alerts and Events display, select Monitoring Dashboard > Alerts and Events. Figure 3-3
shows an example of an Alerts and Events display.
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ﬁ After you become familiar with the Alerts and Events display, you can edit the information it provides

as described in Selecting Views for Alerts and Events, page 3-2 and Filtering Alerts and Events,
page 3-2.

Figure 3-3 Alerts and Events Display
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1 |View pane. See View Pane, 4 |Window tools area. See Window
page 3-5. Tools Area, page 3-6.
2 | Launch information and view 5 |Command button area. See
status bar area. See Launch Command Button Area, page 3-6.

Information and View Status Bar
Area, page 3-5.

3 |Tabular display pane. See Tabular
Display Pane, page 3-5.

Understanding the Layout of the Alerts and Events Display

These topics provide details about the information in the Alerts and Events display.
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View Pane

The view pane lists the currently available views. Views must be created and activated before they are
shown in the Alerts and Events display. By default, two views—All Alerts and Suspended Devices—are
always shown, and cannot be deleted from your Alerts and Events display. (To create and activate a view
or remove an unwanted view from your display, see Managing Views, page 6-1.)

The current view is highlighted in the view pane. The contents of the current view are shown in the
tabular display pane to the right of the view pane. To select another view, simply click the view name in
the view pane.

Figure 3-4 shows four active views; the current view is All Alerts. Icons next to the views indicate the
severity of the alerts received from devices in those views, signaling you that the devices may need
attention.

Figure 3-4 Alerts and Events Display— View Pane and Severity Icons

A Alerts and Events - Cisco Unified Operations Manager - Microsoft Internet Explorer
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For the current view, All Alerts, severity icons also appear next to the alerts in the tabular display, as
shown in Figure 3-4, to help you quickly locate a specific alert.

The view pane is updated every two minutes. You can have up to 18 views in the view pane in a single
Alerts and Events display.

Launch Information and View Status Bar Area
The launch information area shows the current time on the server when the Alerts and Events display is
being viewed.

The view status bar lists the selected view, which is shown in the tabular display pane, and the number
of alerts in that view.

Tabular Display Pane

The tabular display pane is the core of the Alerts and Events display. It contains a list of all alerts that
are occurring on the devices in your current view. This pane is refreshed every 30 seconds. For an
explanation of all of the items in the tabular display, see Getting Alert Details Using the Alerts and
Events Display, page 3-7.

Icons alert you to what needs attention; for example:
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e The severity icons indicate which views and alerts require attention.

The diamond symbols in the Latest Event Time column indicate which alerts have experienced

recent activity. When no diamonds appear in the Latest Event Time column, it indicates that the alert
is older than 45 minutes. The presence of three stars indicates that the alert is older than 15 minutes;
two stars that it is older than 30 minutes; and one star that it is older than one minute.

The tabular display pane is scrollable and can store up to 1,000 records.

Window Tools Area

The top-right corner of the Alerts and Events display contains available tools buttons. All buttons are

described in Table 3-1.

Table 3-1 Alerts and Events Display— Window Tools Buttons

Icon Meaning

Described in...

Exports the current display to a PDF
file.

Exporting Data from a
Display or Report,
page 1-21

Opens the Filter page, for refining the
tabular display in the Alerts and Events
display.

Filtering Alerts and Events,
page 3-2

Opens a printer-friendly version for
printing.

D © @

Printing Displays or
Reports, page 1-22

Opens an Alert History report.

Understanding the Alert
History Report, page 12-10

Opens the online help.

©®

Using Help, page 1-18

Command Button Area

The command buttons on the Alerts and Events display provides you ways to respond to alerts and reset

filters.

Table 3-2 Alerts and Events Display—Command Buttons
Button Action

Refresh Refreshes the Alerts and Events display.

Reset Filters

Resets the filters set on the Alerts and Events display.

Clear Clears the alert. See Clearing an Alert—Using the Alert Details Page, page 3-30.

Acknowledge Changes the alert’s status to Acknowledged. See Acknowledging an Alert—Using

the Alert Details Page, page 3-30.

Close Closes the Alerts and Events display.
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Table 3-3 Alerts Details Page—Command Buttons

Button Action

Refresh Refreshes the contents in the Alerts Details page manually.

Reset Filters Resets the filters set on the Alerts and Events display.

Clear Clears the alert. See Clearing an Alert—Using the Alert Details Page, page 3-30.

Acknowledge Changes the event status to Acknowledged. See Acknowledging an Alert—Using
the Alert Details Page, page 3-30.

Close Closes the Alerts and Events display.

Getting Alert Details Using the Alerts and Events Display

Note

Tip

Use the tabular display in the Alerts and Events display to obtain more information about the alerts that
are occurring in your current view. In the tabular display, as shown in Figure 3-3, alerts are grouped by
their severity: critical, warning, or informational. Within these severity groupings, or buckets, alerts with
the latest change are listed first.

When an alert is generated, it remains in the Alerts and Events display until it cleared. While the alert
is in the display, if any events occur or get updated, the alert is updated. If a cleared event recurs, a new
event with a new event ID is shown.

When using the Alerts and Events display, remember the following:

e [f amonitored device is removed from the network, it will continue to be in the Monitored state until
the next inventory collection occurs, even though the device is unreachable. The only way that you
will know that this device is unreachable, is when an unreachable alert appears for this device in the
Alerts and Events display.

e When a device becomes unresponsive, all existing events for that device become cleared and one
unresponsive event is generated for the device.

Table 3-4 defines the Alerts and Events tabular display elements. All elements are updated every 30
seconds.

You can generate a 24-hour Alert History report on all alerts that occurred on devices in your view by
opening Alert History from the window tools area of the Alerts and Events display.
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Table 3-4 Alerts and Events Tabular Display—Contents

Heading Description

Severity of alert

[
£
@

ID Alert identifier number. Clicking this link opens an Alert Details page (see
Starting the Alert Details Page, page 3-9).

Critical

Warning

Informational/Unidentified Trap Alert

Device Type Type of device. Inventory Collection in Progress indicates that Operations
Manager was discovering the device when the alert occurred. The actual device
type is reflected when new events occur. The device type is displayed as N/A
during inventory collection. For more information, see Using Device
Management, page 16-1.

Device Name Device name or IP address. Clicking this link opens the Detailed Device View (see
Viewing Device Elements in Detail, page 3-22).

Alert Age Time span since alert creation, depending upon alert status.

Latest Event Time |Date and time alert last occurred or was changed. Diamonds indicate alert activity,
such as a new event, alert acknowledgement, new user annotation, and so forth; no
diamonds indicates that the alert is stale. Alerts are grouped by severity, and within
severities, alerts with the latest change are listed first.

Alert was updated within last 15 minutes.
*e e
Alert was updated within last 16-30 minutes.
* e
Alert was updated within last 31-45 minutes.
*
No diamonds Alert was updated 46 or more minutes ago.
Latest Event Event category, one of the following: Application, Connectivity, Environment,
Category Interface, Other, Reachability, and System Hardware. For alerts containing

multiple events, the tabular display shows the category of the event with the most
recent change.
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Table 3-4 Alerts and Events Tabular Display— Contents (continued)
Heading Description
Status Alert status, based on last polling.
Active Alert is live. (Note that alerts on suspended devices

remain active; see Sending E-Mail in Response to an
Alert, page 3-31.)

Cleared Alert is no longer live.

Acknowledged Alert was manually acknowledged by a user (from Alert
Details page).

User Cleared Alert was manually cleared by a user.

Getting Alert and Event Details

These topics address how to start and use the Alert Details page to get detail information on events:
e Starting the Alert Details Page, page 3-9
e Understanding the Layout of the Alert Details Page, page 3-11
e Viewing Events Associated with an Alert, page 3-14
e Viewing Event Details, page 3-15

Starting the Alert Details Page

The Alert Details page provides information about all of the events that were rolled up into a specific
alert.

N

Note  The Alert Details page can also be opened from the Service Level View. See Viewing Alert Information,
page 2-22.

Step1  Select Monitoring Dashboard > Alerts and Events. The Alerts and Events display opens.
Step2  Locate the alert you want to investigate and click the alert ID. The Alert Details page opens.

User Guide for Cisco Unified Operations Manager
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Figure 3-5 Alert Details Page
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1 |Alerts status bar. See Alert Status Bar, 5

Tools column list. Select a tool, such as

page 3-11. Event History. See Tools Column,
page 3-13.
2 |Launch information area. See Launch 6 | Command button area. See Command

Information Area, page 3-12.

Button Area, page 3-13.

3 |Tabular display pane. See Tabular 1
Display Pane, page 3-13.

Notes pane. See Notes Pane, page 3-13.

4 'Window tools area. See Window Tools
Area, page 3-13.

Event Processing for the Alerts and Events Display During High CPU Utilization

During periods of high CPU utilization and alert buildup, Operations Manager stops processing events.
You will know when this is occurring by the message that appears in the view status bar of the Alerts
and Events display. The message states that alert processing is being controlled, and not every alert is
being displayed. The excess Alerts and Events display events are written to the
NMSROOT\ogs\itemlogs\EPM\EPMDroppedEvents.log file, and these events:

¢ Do not appear on the Alerts and Events display.

e Are not stored in the Alerts and Events history database.

e Are not sent out as notifications.
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S

Note NMSROOT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.

Understanding the Layout of the Alert Details Page

Table 3-5

These topics provide details about the information on the Alert Details page. These panes are illustrated
in Figure 3-5.

Alert Status Bar

The alert status bar lists details about the alert with which the listed events are associated. Table 3-5
explains the contents of the alert status bar area.

Alert Details Page—Alert Status Bar Contents

Field

Description

Device Name

Device name or IP address.

Device Device type.
Status Alert status, based on last polling.
Active Alert is live. (Note that alerts on suspended devices remain active; see
Sending E-Mail in Response to an Alert, page 3-31.)
Cleared Alert is no longer live.
Acknowledged Alert was manually acknowledged by a user (from the Alert Details page).
Alert ID Alert identifier number
Alert Age Time span since alert creation, depending upon alert status:
Active or Acknowledged Time span between alert creation and current server time.
Cleared Time span between alert creation and Last Change time (the Last Change
time may also represent when the alert was cleared).
User Guide for Cisco Unified Operations Manager
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Table 3-5

Alert Details Page—Alert Status Bar Contents (continued)

Field

Description

Last Change

Time and date of last alert update (indicates activity, such as an event recurrence, alert acknowledgement,
the addition of an annotation, and so forth). Alerts are grouped by severity, and within severities, alerts
with the latest change are listed first.

Launch Tools

You can launch Operations Manager tools and external applications.

Alert Details—Opens the Alert Details page (see Starting the Alert Details Page, page 3-9).

Alert History—Opens an Alert History report (see Understanding the Alert History Report,
page 12-10).

Associated Phones—Opens an Associated Phones report (see Viewing Associated Phones,
page 2-23).

Detailed Device View—Opens a Detailed Device View for the device (see Starting the Detailed
Device View, page 3-18).

Performance—Shows performance monitoring (see How to Use Performance Graphs, page 7-1).

Name of Synthetic Test—Opens the Create Synthetic Test page (see Creating Synthetic Tests,
page 9-6). The options that appear depend on the device. For synthetic test details, see Getting
Started with Synthetic Tests, page 9-1.

Node-To-Node Test—Opens the Node-To-Node Test Configuration page (see Creating a Single
Node-To-Node Test, page 11-2).

SRST Test—Opens the SRST Test Configuration page (see Configuring a Single SRST Test as
Needed, page 18-9).

Polling Parameters—Opens the Polling Parameters: Edit page (see Editing Polling Parameters,
page 19-13).

Threshold Parameters—Opens the Managing Thresholds: Edit page (see Editing Operations Manager
Thresholds, page 19-27).

Administrative Pages—Opens the administrative page of the device. The options that appear depend
on the device; some examples are Gateway Administration, Unity Administration, Cisco Unified
Communications Manager Serviceability, or Cisco Unified Communications Manager Trace
Configuration.

Connectivity Details—Opens the Connectivity Detail View (see Working with the Connectivity
Detail View, page 2-10).

Path Analysis Tool—Opens the Path Analysis Tool (see Launching the Path Analysis Tool,
page 2-24).

Operations Manager Device Center—Opens the Device Center page of the Operations Manager
Server (see Using Device Management, page 16-1).

Launch Information Area

The launch information area shows the current time on the server when the Alerts and Events display is
being viewed.

User Guide for Cisco Unified Operations Manager
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Tabular Display Pane

On the Alert Details page, the tabular display pane contains a table that lists details about events. These
events are associated with the alert listed in the alert status bar. You can refresh the display by clicking
Refresh at the bottom of the pane. For an explanation of all of the items in the table, see Getting Alert
and Event Details, page 3-9.

The tabular display is scrollable and can store up to 1,000 records. See Viewing Events Associated with
an Alert, page 3-14 for actions you can perform from this page.

Window Tools Area

The top-right corner of the Alert Details page contains a printer tool button and an Operations Manager
Tools button, as described in Table 3-6.

Table 3-6 Alert Details Page—Window Tools Buttons
Icon Meaning Described in...
Opens a printer-friendly version for Printing Displays or Reports, page 1-22
= printing.

Opens the Operations Manager online |Using Help, page 1-18

help.

Tools Column

The tools column includes Alert History. Selecting Event History opens a 24-hour Event History report
on the component. See 24-Hour Context-Based Alert and Event History Reports, page 12-3.

Notes Pane

The notes pane lists any alert annotations that users have entered. The notes pane is a convenient tool for
making sure that all users see alert information. You can add an annotation by clicking the Annotate
button. Adding an annotation is described in Annotating an Alert, page 3-31.

Command Button Area

In addition to the Annotate button in the notes pane, the command button area provides other ways to
respond to alerts.

Table 3-7 Alert Details Page—Command Buttons
Button Action
Refresh Refreshes the tabular display.

Acknowledge Changes the event status to Acknowledged. See Acknowledging an Alert—Using
the Alert Details Page, page 3-30.

Clear Clears the Alert. See Clearing an Alert—Using the Alert Details Page, page 3-30.

Notify Sends e-mail notification of the alert. See Sending E-Mail in Response to an Alert,
page 3-31.

Close Closes the Alert Details page.
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Viewing Events Associated with an Alert

Use the tabular display in the Alert Details page to obtain more information about all of the events
associated with a specific alert. In the tabular display, as shown in Figure 3-6, events with the latest
change are listed first.

Events remain on the Alert Details page until the parent alert expires.

Note  If you suspend a device, the events remain in the Active state.

If an event recurs, the existing event is not updated. Instead, the recurrence is shown as a new event with
anew event ID.

Figure 3-6 provides an example of an Alert Details table. This table is refreshed every 30 seconds.

Figure 3-6

Alert Details Page — Tabular Display
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Table 3-8 defines the table elements. Click Refresh at the bottom of the pane to refresh the table

contents.

o

Remember that you can generate a 24-hour Alert History report on all events that occurred on a selected

component by opening Alert History from the window tools area of the Alerts and Events display.
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Step 2
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Getting Alert and Event Details

Table 3-8 Alert Details Tabular Display—Contents

Column Description

Event ID Event identifier number. Clicking this link opens the Event Details page (see Getting
Alert and Event Details, page 3-9). Note that this event ID is not the same as the event
code provided by Notification Services. For more information, see Customizing
Events, page 15-23.

Description Operations Manager event name (as described in Events Processed, page E-1). You
can also change the names of Operations Manager events to names that are more
meaningful to you. For information on changing Operations Manager event names
using Notification Customization, see Customizing Events, page 15-23.

Component Device element on which the event occurred.

Time Time at which the event occurred.

Status Event status, based on last polling.

Active Event is live.

Cleared Event is no longer live.
Suspended Device is suspended.
Resumed Device is being resumed.
Deleted Device has been deleted.

Tools Links to tools that allow you to perform additional tasks. For example:

e Open an Event History report (see Understanding the Event History Report,
page 12-12).
e Performance (see How to Use Performance Graphs, page 7-1).
e Edit threshold settings (see Editing Operations Manager Thresholds,
page 19-27).
Impact Options are None or High. The High option is a link that opens a Service Impact

Report. See Understanding the Service Impact Report, page 3-16.

The Event Details page provides additional details about the event, such as the values of MIB attributes
at the time of the event, polling and threshold information, and utilization information. The Event Details
page also provides ways to respond to events.

Select Monitoring Dashboard > Alerts and Events. The Alerts and Events display opens (see

Figure 3-7).

Locate the alert you want to investigate and click the alert ID. The Alert Details page appears.

Locate the event you want to investigate, and click the event ID. The Event Details page appears.

Figure 3-7 shows a typical Event Details page.
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Figure 3-7 Event Details Page

bl Event Details
CISCO s ofwed 10-Sep-2008 12:41:54 POT

Event ID: 0000119

Hame Value
Evernt_Description CPUPegging
Component PROC-mum-rey-

R pub cizco.comd_Total
TopProcessesDetails ldller 9796
TotalCpullsuagePercentage 2
CallProcessingtodeCpuPegging Threshold 1
CurrertTopProcessesDetails Idlef97 %)
CurrentTotalCpullsuagePercentage 2
CurrertCalProcessinghodeCpuPegging Threshold 1

Acknowledge || Clear || Close || Help |
Hotes:

Annotate

272439

The information that is shown in the Event Details page depends on the event description. Table 3-9
describes the Event Details page command buttons.

Table 3-9 Event Details Page—Command Buttons

Button Action

Acknowledge Changes the event status to Acknowledged. See
Acknowledging an Event—Using the Alert Details Page,

page 3-32.

Clear Moves the event status to UserCleared. See Clearing an
Event—Using the Alert Details Page, page 3-32.

Notify This helps to send email.See Sending E-Mail in Response to
an Alert, page 3-31.

Close Closes the Alerts Details page.

Help Opens the online help.

Annotate Add details for other users about event information. See

Annotating an Alert, page 3-31.

Understanding the Service Impact Report

Service Impact reports provide you with a single report that describes how a particular failure impacts
the rest of your IP telephony deployment. The report answers the following:

e How does this failure affect the users?
e  Which services are unavailable because of this failure?

e What is the possible cause and location of the failure?

User Guide for Cisco Unified Operations Manager
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Viewing a Service Impact Report

Step1  Select Monitoring Dashboard > Alerts and Events. The Alerts and Events display opens.
Step2  Locate the alert you want to investigate and click the alert ID. The Alert Details page opens.

Step3  Look in the Impact column. If there is a Service Impact report available, High or Moderate is displayed
in the Impact column. If None is displayed, a Service Impact report is not available.

Step4  Click High or Moderate. A Service Impact report appears. Figure 3-8 shows an example of a Service
Impact report.

Figure 3-8 Service Impact Report
alialn Cisce Unified Operations Manager
CISCO Service Impact

Goto: | <{Selectan tem>s b ‘

Alerts

Critical O00000RX hirsd cisco.com MediaServer Active
Back to Top
Associated Events
000000RH 000MET InzufficientFreetdemory blrsdl cisco.com Active

Back to Top
Owverall Impact Summary

1 Low RAM will result inincreased page faults The system will be thrashing, with rapicly decreasing performance 3
3
Back to Top E
Table 3-10 Service Impact Report Column Descriptions
Column Description
Alerts Severity Alert severity.
Alert ID Alert identification number.
Device Name Device name or IP address.

Device Type Device type.

Status Alert status based on last polling.
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Table 3-10 Service Impact Report Column Descriptions (continued)
Column Description
Associated Events Alert ID Alert identification number for which the event is
associated.
Event ID Event identification number.
Description Operations Manager event name (as described in Events
Processed, page E-1). You can also change the names of
Operations Manager events to names that are more
meaningful to you. For information on changing
Operations Manager event names using Notification
Customization, see Customizing Events, page 15-23.
Component Device element on which the event occurred.
Status Event status, based on last polling.

Active Event is live.

Cleared Event is no longer live.

Suspended Device is suspended.

Resumed Device is being resumed.

Deleted Device has been deleted.

Overall Impact
Summary

Provides an explanation of the impact that this failure will have on the rest
of your IP telephony deployment.

Getting Device Information

The Detailed Device View provides extensive information on the devices and device components listed
in Starting the Detailed Device View, page 3-18. You can view information on devices that Operations
Manager is currently monitoring, as well as devices whose monitoring you have suspended.

In the Detailed Device View, you can do the following:

e View hardware and software information on system, environment, connectivity, and interface

components

e View hardware and software information on subcomponents of aggregate devices

e View application status for Cisco Unified Communications Manager, Voice Services, Work Flow,

and Synthetic Tests.

¢ Suspend or resume management of a device or a device component so the device is no longer polled,

or polling is resumed

e Launch other Operations Manager tools

Starting the Detailed Device View

You can start the Detailed Device View from within the Alerts and Events display, either by clicking a
device link, or by starting the Alert Details page and selecting Detailed Device View from the Launch

Tools pull-down list.
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The Detailed Device View page can also be opened from the Service Level View (see Viewing Device
Information, page 2-23), as well as from several other locations in Operations Manager. In many reports
or pages in Operations Manager, clicking a device name (that is blue) opens a Detailed Device View for
the device.

You cannot display a Detailed Device View for unidentified trap devices. For more information on
unidentified traps, refer to Processed and Pass-Through Traps, page C-1.

From the Alerts and Events display, click a device in the Device Name column. The Detailed Device
View opens. (See Figure 3-9 for an example.)

In the component categories pane, select an item from the device tree. The system information pane is
populated with information about the selected item.

If the item you select is the subdevice of an aggregated device, the Detailed Device View displays the
subdevice’s managed state and device capability. To display a complete Detailed Device View of the
subcomponent, click the Launch New DDV for This Device button.

If you want to suspend a managed device so it is no longer polled and its traps are no longer processed
(or if you want to resume a suspended device):

¢ Click Suspend to change the device’s managed state to Suspended. Operations Manager no longer
polls any device components, nor does it process any traps. All events and alerts remain in the Active
state. The device is moved to the Suspended Devices view. Subsequent events (including traps) are
ignored and no longer processed.

¢ Click Resume to change the device’s managed state to Active. Operations Manager resumes polling
and trap processing on the device, and the device is moved out of the Suspended Devices view and
back into its previous view.

Figure 3-9 provides an example of a Detailed Device View.

| oL-16547-02
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Figure 3-9 Detailed Device View
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1 |Component categories pane. See
Component Categories Pane, page 3-20.

Windows tool bar. See Window Tools Area,
page 3-22.

2 |System information pane. See System
Information Pane, page 3-21.

Command button area. See Command
Buttons Area, page 3-22.

3 |Tools. See Launch Tools, page 3-21.

Record count. See Record Count, page 3-22.

Understanding the Layout of the Detailed Device View

These topics provide details about the information in the Detailed Device View.

Component Categories Pane

The component categories pane lists the components of the device or cluster. Selecting a component
allows you to view detailed information pertaining to that component, such as CPU usage for a
processor, TotalUsedMemory for memory, and so forth.

If the device you are viewing is an aggregate device, the subdevice also appears in the component
categories pane. To display a complete Detailed Device View of the subcomponent, click the Launch
New DDV for This Device button. This button appears after you select the subdevice from the device

tree.
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System Information Pane

The system information pane provides information such as the system name, IP address, SysUnified
Communications ID, system contact, and so forth. Table 3-13 on page 3-23 lists the Detailed Device
View information you will see for each device type. See Viewing Device Elements in Detail, page 3-22.

If the system information pane lists an attribute with no value, it is because of one of the following
reasons:

e The attribute is not populated.
e The attribute is not configured correctly.
e The attribute does not apply to the device.

You can suspend or resume device or component monitoring by clicking the Suspend or Resume button
(the button shown depends on the component’s current managed state). These functions are described in
these sections:

¢ Suspending/Resuming Devices, page 3-26

¢ Suspending/Resuming a Device Component, page 3-27

Launch Tools

The Launch Tools pull-down list enables you to launch other Operations Manager tools as well as
external applications from the Detailed Device View. The tools that are available to you may vary
depending on the device type and its configuration.

The following options can be seen in the Launch Tools menu:
e Alert Details—Opens the Alert Details page (see Starting the Alert Details Page, page 3-9).

e Alert History—Opens an Alert History report (see Understanding the Alert History Report,
page 12-10).

e Performance—Shows performance monitoring (see How to Use Performance Graphs, page 7-1).
e Name of Synthetic Test—Opens the Create Synthetic Test page (see Creating Synthetic Tests,

page 9-6). The options that appear depend on the device. For synthetic test details, see Getting
Started with Synthetic Tests, page 9-1.

¢ Node-To-Node Test—Opens the Node-To-Node Test Configuration page (see Creating a Single
Node-To-Node Test, page 11-2).

e SRST Test—Opens the SRST Test Configuration page (see Configuring a Single SRST Test as
Needed, page 18-9).

e Polling Parameters—Opens the Polling Parameters: Edit page (see Editing Polling Parameters,
page 19-13).

e Threshold Parameters—Opens the Managing Thresholds: Edit page (see Editing Operations
Manager Thresholds, page 19-27).

¢ Administrative Pages—Opens the administrative page of the device. The options that appear depend
on the device; some examples are Gateway Administration, Unity Administration, or
Communications Manager Serviceability.

e Connectivity Details—Opens the Connectivity Detail View (see Working with the Connectivity
Detail View, page 2-10).

e Path Analysis Tool—Opens the Path Analysis Tool (see Launching the Path Analysis Tool,
page 2-24).

e Operations Manager Device Center—Opens the Device Center page of the Operations Manager
Server (see Using Device Management, page 16-1).
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Window Tools Area

The top-right corner of the Detailed Device View contains available tools buttons. All buttons are
described in Table 3-11.

Table 3-11 Detailed Device View Page—Window Tools Buttons

Icon Meaning Described in...

Exports the current display to |Exporting Data from a Display or

a PDF file. Report, page 1-21

Opens a printer-friendly Printing Displays or Reports,
= version for printing. page 1-22
Opens the online help. Using Help, page 1-18

()

Record Count

The record count lists the number of information types available on the device.

Command Buttons Area

In addition to the Suspend and Resume button in the system information pane, the command button area
provides other ways to respond to alerts.

Table 3-12 Detailed Device View—Command Buttons

Button Action

Suspend or Either activates or deactivates monitoring of the device. Only

Resume one option is available at a time, depending on the state of the
device. See Suspending Device Monitoring, page 3-25.

Refresh Refreshes the Detailed Device View page. (The Detailed
Device View is not automatically refreshed; you must do so
manually.)

Launch Information

The launch information shows the current time on the server when the Detailed Device View display is
being viewed. If you refresh the page, the time is updated.

Viewing Device Elements in Detail

This topic explains what the Detailed Device View displays for different device classes.
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Unity Connection 2.1 ports are not monitored by Operations Manager. In the Detailed Device View the
following Unity Connection port details are displayed as Not Available (N/A):

e Total # of unity connection ports.

e # of ports currently active.

e # inbound ports.

e # outbound ports.

e #inbound ports currently active.

e # outbound ports currently active.

Also, the left pane of the Detailed Device View does not display a Unity Connection Ports option.

Table 3-13 shows the types of device information displayed for the various device types that Operations
Manager supports.

Table 3-13 Device Information Provided by the Detailed Device View
Status Reported by Detailed Device View Device-Specific Subcomponents
Components Reported |Reported by
by Detailed Device Detailed Device
Device Type Environment System |Interface  Connectivity Application? View View'
Content X X
Networking
Digital Voice X X
Gateway
Gatekeeper X X X X
IPSLA X X X
MRP X X X
Personal Assistant X
Media Server X X X X Cisco Unified
Communications
Manager
Performance
Counters®
Phone Access X X X
Switch
Probe X X X
Routers X X X RSM, MSM,
MSFC
SPE X X
SSP X X
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Table 3-13 Device Information Provided by the Detailed Device View (continued)
Status Reported by Detailed Device View Device-Specific Subcomponents
Components Reported |Reported by
by Detailed Device Detailed Device
Device Type Environment |System |Interface  Connectivity Application? View View'
Switch X X X RSM, MSM,
MSFC
Unified Media Servers,
Communications Digital Voice
Manager or Cluster Gateways,
Voice Gateways,
VoiceMail
Gateways
Unified Contact X X X X Functional
Center Enterprise components:

(formerly IPCC) e CTI Gateway

e CTI Unified
Communications
Server

¢ Administrator
Workstation

e Logger
e NIC

e Unified CCE
Components

e Peripheral
Gateway

e Peripheral
Interface
Manager

e Router

Performance
Counters>

Unity X

>
>
>~

Unity Express X X X Performance
Counters®
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Table 3-13 Device Information Provided by the Detailed Device View (continued)
Status Reported by Detailed Device View Device-Specific Subcomponents
Components Reported |Reported by
by Detailed Device Detailed Device
Device Type Environment System |Interface  Connectivity Application? View View'
Voice Gateway X X X X X Cisco Unified RSM, MSM,
Communications MSFC

Manager Express,
SRST-enabled
Cisco Unity

Connection
10S GW Performance
Counters>

VoiceMail X X X

Gateway

You can display a new Detailed Device View for each of these subcomponents.
2. Voice applications and synthetic testing.

3. For descriptions of the Performance Counters, see Performance Counters Shown in the Detailed Device View, page A-1.

The status categories—Environment, System, Interface, and so forth—Iist different entries depending
upon the device class. The following are some examples of what you may see under the status categories:

e Environment: Temperature, fan, power supply, voltage information

A

Note  See the

e System: Hard disk, RAM, processor, virtual memory information

e Interface: Card, interface, port, voice port information

~

Note The Voice Port entry displays information for T1, E1, FXS, and FXO ports, as well as
Ethernet and Gigabit Ethernet ports that have IP phones connected to them. When new
Ethernet ports with phones connected to them are discovered, the Voice Port information is
updated after a manual refresh of the Detailed Device View.

¢ Connectivity: Cluster connectivity information such as cluster name, Cisco Unified
Communications Manager status, Cisco Unified Communications Manager list, Active Cisco
Unified Communications Manager

e Application: Voice Services, Cisco Unified Communications Manager information

Suspending Device Monitoring

You can stop monitoring a device by selecting it and clicking the Suspend button in the Detailed Device
View. Conversely, you can resume monitoring by clicking the Resume button. These actions are also
available for suspending and resuming specific components. See these topics for more information:

e Suspending/Resuming Devices, page 3-26

User Guide for Cisco Unified Operations Manager
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¢ Suspending/Resuming a Device Component, page 3-27

Suspending/Resuming Devices

When you stop monitoring a device—changing its monitored state to false—Operations Manager no
longer polls that device for information. Subsequent events (including traps) are ignored and no longer
processed.

When you suspend a device, the active alerts and events on the device remain in the Active state. Also,
a Suspended event occurs on the device, which you can view in the device’s Alert Details page. This
happens to ensure that:

¢ You cannot mistakenly remove important information from the display when you suspend a device
(when alerts are cleared, they are removed from the Alerts and Events display).

* You can easily resume the device.

Step 1 From the Alerts and Events display, start the view that contains your device. (Devices not managed are
in the Suspended Devices view.)

Step2  Click a device in the Device Name column. The Detailed Device View opens. Depending upon the
managed state of the device, either the Suspend or the Resume button is shown.

Step3 Do one of the following:

¢ Click Suspend to change the device’s current managed state to Suspended. Operations Manager no
longer polls any device components, nor does it process any traps. The device is moved to the
Suspended Devices view. Subsequent events (including traps) are ignored and no longer processed.

¢ Click Resume to change the device’s current managed state to Active. Operations Manager resumes
polling and trap processing on the device, and the device is moved out of the Suspended Devices
view and back into its previous view.

S

Note When you resume a device, you must also perform the apply changes action in Polling and
Thresholds (see Applying Changes, page 19-60).

e Click Refresh to redisplay the page.

Figure 3-10 provides an example of the Detailed Device View for a suspended device. Note the Resume
button at the bottom of the window.
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Figure 3-10 Detailed Device View—Suspended Device
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Suspending/Resuming a Device Component

Note

Step 1

Step 2
Step 3

Step 4

You can unmanage or remanage device components using the Detailed Device View. When you
unmanage a component—changing its managed state to false—Operations Manager no longer polls that
component for information. Subsequent events (including traps) are ignored and no longer processed.

You cannot resume a device component if the parent device is suspended. You must resume the parent
device first.

From the Alerts and Events display, click a device in the Device Name column. The Detailed Device
View opens.

Select the component with the instance you want to unmanage.

Locate the instance you want to unmanage, and make your change using the list in the Managed State
column.

Click Submit.

Figure 3-11 shows the location of the Managed State column for a managed application (Voice Services).
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Responding to Alerts

Figure 3-11
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You can respond to alerts from either the Alerts and Events display or the Alert Details page.

e From the Alerts and Events display you can clear or acknowledge an alert (see Responding to Alerts

Using the Alerts and Events Display, page 3-28).

e From the Alert Details page you can clear, acknowledge, or annotate an alert. Also, you can send an
e-mail in response to an alert (see Responding to Alerts Using the Alert Details Page, page 3-29).

Responding to Alerts Using the Alerts and Events Display

The Alerts and Events Display provides command buttons in the bottom-right corner of the page for you
to take action on alerts.

You can perform the following actions:

e C(Clear an alert (see Clearing an Alert—Using the Alerts and Events Display, page 3-28).

e Acknowledge an alert (see Acknowledging an Alert—Using the Alerts and Events Display,

page 3-29).

Clearing an Alert—Using the Alerts and Events Display

Clearing an alert moves the alert to the Cleared state and all the events under it to the user cleared state.
Cleared alerts are displayed minimum for 30 minutes and maximum for 60 minutes in the Alerts and

Events display.
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The alert is purged from database if there are no user cleared events present in the database. As a result,
when the next event is raised for the same device, the alert ID remains the same. If all the events are in
the cleared state then the alert is purged from the database. As a result, when the next event is raised for
the same device, a new alert ID is generated.

When you clear an alert, this status change is populated to all Alerts and Events displays. Once an alert
is cleared, the status cannot be changed back. To get the existing state of the events for that device, you
must manually delete and re-add the device to Operations Manager. If any new event on the alert recurs,
the status reverts to active.

The cleared alert is removed from the Alerts and Events display after Operations Manager performs its
normal polling and determines that the alarm has been in the cleared state for 30 minutes or longer (from
the time of polling). The maximum time that a cleared alert can be seen in the Alerts and Events display
is 60 minutes.

Use this procedure to clear one or more alerts from the Alerts and Events display.

From the Alerts and Events display, select one or more alerts by selecting check boxes for them.
Click Clear. A confirmation dialog box appears.
Enter your initials.

Click OK. Operations Manager clears the selected alerts and refreshes the Alerts and Events display.

Acknowledging an Alert—Using the Alerts and Events Display

Step 1
Step 2
Step 3
Step 4

Acknowledging an active alert signals other users that you are aware of the alert. When you acknowledge
an alert, this status change is populated to all Alerts and Events displays.

Use this procedure to acknowledge one or more alerts from the Alerts and Events display.

From the Alerts and Events display, select one or more alerts by selecting check boxes for them.
Click Acknowledge. A confirmation dialog box appears.
Enter your initials.

Click OK. The Alerts and Events display refreshes and the Status column displays acknowledged for the
selected devices.

Responding to Alerts Using the Alert Details Page

The Alert Details page provides command buttons in the bottom-right corner of the page (see
Figure 3-5). The Suspend button is discussed in Suspending Device Monitoring, page 3-25. This topic
explains how you can perform the following actions:

e Acknowledge an alert (see Acknowledging an Alert—Using the Alert Details Page, page 3-30).
e (Clear an alert (see Clearing an Alert—Using the Alert Details Page, page 3-30).

e Annotate an alert (see Annotating an Alert, page 3-31).
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¢ Send e-mail in response to an alert (see Sending E-Mail in Response to an Alert, page 3-31).

Acknowledging an Alert—Using the Alert Details Page

Step 1
Step 2
Step 3

Acknowledging an active alert signals other users that you are aware of the alert. When you click the
Acknowledge button on the Alert Details page, the alert is acknowledged. To acknowledge all of the
events, open the alert, check the Select All check box, and click Acknowledge.

If an event on the alert recurs, the alert status reverts to active.

From the Alert Details page, select one or more alerts by selecting check boxes for them.
Click Acknowledge. A confirmation window opens.

Click OK. In the Alerts and Events display the Status column displays acknowledged for the selected
devices.

Clearing an Alert—Using the Alert Details Page

Note

Step 1
Step 2
Step 3

Clearing all active events under an alert changes the alert state in the Alerts and Events display to
cleared. You may want to clear an alert when you are receiving erroneous events or are no longer
interested in receiving that event. Cleared alerts are displayed minimum for 30 minutes and maximum
for 60 minutes in the Alerts and Events display.

The alert is purged from database if there are no user cleared events present in the database. As a result,
when the next event is raised for the same device, the alert ID remains the same. If all the events are in
the cleared state then the alert is purged from the database. As a result, when the next event is raised for
the same device, a new alert ID is generated.

When you click the Clear button after selecting all the events in Alert Details page, the status change is
populated to all Alerts and Events displays. The alert status moves into the Cleared state, and the events
move into the user cleared state. Once an alert is cleared, the status cannot be changed back. To get the
existing state of the device, you must manually delete and re-add the device to Operations Manager.

The cleared alert is removed from the Alerts and Events display after Operations Manager performs its
normal polling and determines that the alarm has been in the Cleared state for 30 minutes or longer (from
the time of polling).

If an event on the alert recurs, the status reverts to Active.

From the Alert Details page, select one or more alerts by selecting check boxes for them.
Click Clear. A confirmation window opens.

Click OK.
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Annotating an Alert

You can annotate an alert by clicking the Annotate button. An editable Annotation dialog box opens; in
the dialog box, you can enter up to 255 characters. Any number of annotations can be entered. An
annotation is shown whenever other users view the alert from an Alert or Event Details page.

Step 1 From either the Alert or Event Details page or the Event Details page, make a selection on what to
annotate and click Annotate. The Annotation dialog box opens.

Step2  Enter your text. Text that exceeds 255 characters is truncated without warning. (If this happens, you can
add another annotation.)

Step3  Click OK. The annotated text is displayed in the Notes box.

Sending E-Mail in Response to an Alert

When you click the Notify button in an alert details page (for an alert on a device), Operations Manager
opens a dialog box that you can complete to manually send an e-mail notification to multiple recipients.
The e-mail notification adds the event/alert details for the selected event. (If you want to send automatic
e-mail notifications when alerts or events occur on certain devices, use Notification Services to set up
an e-mail notification subscription. (See Configuring Notifications, page 15-7.)

Step1  From the Alert Details page (either for a device alert or a service quality alert), click Notify. The E-mail
Notification Recipient(s) dialog box opens.

Step2  Enter a fully qualified DNS name or IP address for an SMTP server.

Step3  Enter your e-mail address in the Sender Address field.

Stepd  Enter a comma-separated list of e-mail addresses in the Recipient Address(es) field.
Step5  Enter a subject heading in the Header field.

Step6  (Optional) Enter a message in the Message field.

Step7  Click Send.

Responding to Events Using the Alert Details Page

The Alert Details page provides command buttons in the bottom-right corner of the page (see
Figure 3-5). The Suspend button is discussed in Suspending Device Monitoring, page 3-25. This topic
explains how you can perform the following actions:

e Acknowledge an event (see Acknowledging an Event—Using the Alert Details Page, page 3-32).
¢ C(Clear an event (see Clearing an Event—Using the Alert Details Page, page 3-32).
e Annotate an event (see Annotating an Event, page 3-32).

e Send e-mail in response to an event (see Sending E-Mail in Response to an Event, page 3-33).
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Acknowledging an Event—Using the Alert Details Page

Acknowledging an event signals to other users that you are aware of the event and are working on it.

After the issue gets resolved, it moves to the Cleared state. Cleared events should not be Acknowledged.

Step 1 From the Alert Details page, do one of the following:
e To acknowledge all of the events, open the alert, check the Select All check box.
e To acknowledge a single event, select the check box next to the event.
¢ To acknowledge multiple events, select the check boxes for the events.

Step2  Click Acknowledge. A confirmation window opens.

Step3  Click OK. In the Alerts and Events display the Status column displays Acknowledged for the selected
devices.

Clearing an Event—Using the Alert Details Page

Clearing an event changes the alerts state in the Alerts and Events display to user cleared. When the issue
is resolved, the event is moved to the cleared state.

User cleared events do not move to the active state directly. Any subsequent active events are suppressed.
If you manually clear an event it signals that you are no longer interested in receiving that event.

Once an event is cleared, the status cannot be changed back. To get the existing state of the device, you
must manually delete and re-add the device to Operations Manager. User cleared events are displayed
for 30 minutes.

Note  The cleared alert is removed from the Alerts and Events display after Operations Manager performs its
normal polling and determines that the alarm has been in the Cleared state for 30 minutes or longer (from
the time of polling).

If an event on the alert recurs, the status reverts to Active.

Step 1 From the Alert Details page, do one of the following:
e To clear all of the events, open the alert, check the Select All check box.
e To clear a single event, select the check box next to the event.
e To clear multiple events, select the check boxes for the events.

Step2  Click Clear. A confirmation window opens.

Step3  Click OK.

Annotating an Event

You can annotate an alert or an event by clicking the Annotate button. An editable Annotation dialog
box opens; in the dialog box, you can enter up to 255 characters. Any number of annotations can be
entered. An annotation is shown whenever other users view the alert from an Alert or Event Details page.
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From either the Alert or Event Details page, do one of the following:
¢ To annotate all of the events, open the alert, check the Select All check box.
e To annotate a single event, select the check box next to the event.
e To annotate multiple events, select the check boxes for the events.

Click Annotate. The Annotation dialog box opens.

Enter your text. Text that exceeds 255 characters is truncated without warning. (If this happens, you can
add another annotation.)

Click OK. The annotated text is displayed in the Notes box.

Sending E-Mail in Response to an Event

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

When you click the Notify button in an alert details page (for an alert on a device), Operations Manager
opens a dialog box that you can complete to manually send an e-mail notification to multiple recipients.
The e-mail notification adds the event/alert details for the selected event. (If you want to send automatic
e-mail notifications when alerts or events occur on certain devices, use Notification Services to set up
an e-mail notification subscription. (See Configuring Notifications, page 15-7.)

From the Alert Details page (either for a device alert or a service quality alert), do one of the following:
¢ To email notifications for all of the events, open the alert, check the Select All check box.
¢ To email notification for a single event, select the check box next to the event.
¢ To email notification for multiple events, select the check boxes for the events.

Click Notify. The E-mail Notification Recipient(s) dialog box opens.

Enter a fully qualified DNS name or IP address for an SMTP server.

Enter your e-mail address in the Sender Address field.

Enter a comma-separated list of e-mail addresses in the Recipient Address(es) field.

Enter a subject heading in the Header field.

(Optional) Enter a message in the Message field.

Click Send.
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CHAPTER I

Monitoring Service Quality Alerts

Use the Service Quality Alerts display to view alerts that Operations Manager generates based on SNMP
traps sent by Cisco Unified Service Monitor (Service Monitor). To use the Service Quality alerts display,
you must have a licensed copy of Service Monitor configured to send traps to Operations Manager. You
must also add Service Monitor to Operations Manager; see Adding a Service Monitor Link from
Operations Manager, page 21-3.

These topics describe monitoring service quality alerts:
e How to Use the Service Quality Alerts Display, page 4-1
e Viewing Events Associated with a Service Quality Alert, page 4-6

How to Use the Service Quality Alerts Display

Note

The Service Quality Alerts display provides real-time information about IP phone service quality.
Service Quality Alerts displays are designed so that you can set them up and leave them running,
providing an ongoing monitoring tool that signals you when something needs attention.

When Operations Manager receives traps from Service Monitor, Operations Manager generates an event
or events that are rolled up into an alert. The alert is shown on your Service Quality Alerts display. From
a Service Quality Alerts display you can launch other windows to obtain more information, including:

e Event details—Displays details for the events that caused the alert to be generated.

e Service quality history—Reports service quality events generated during the previous 24 hours.

All Service Quality History reports generated from within the Service Quality Alerts display provide
information from the past 24 hours. To generate a Service Quality History report on time spans beyond
the last 24 hours, use Service Quality History from the Reports tab by selecting Reports > Service
Quality History. For more information, see Getting All Stored Information on a Service Quality Event,
page 12-15.

Starting the Service Quality Alerts Display

To start the Service Quality Alerts display, select Monitoring Dashboards > Service Quality Alerts.
Service Quality Alerts appears in a new window.
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Je

ﬁ After you become familiar with the Service Quality Alerts display, you can filter the information it
provides as described in Filtering Service Quality Alerts, page 4-5.

Understanding the Layout of the Service Quality Alerts Display
These topics provide details about the information in the Service Quality Alerts display.

View Pane

The view pane lists the currently available views, or user-defined device groups, available for Service
Quality Alerts. By default, the All Alerts view is always shown and cannot be deleted from your Service
Quality Alerts display.

The current view is highlighted in the view pane. Alerts for the devices in the current view are shown in

the tabular display pane. To select another view, simply click the view name in the view pane.

Icons next to the views indicate the severity of the alerts received from devices in those views, signaling
you that the devices may need attention.

For the currently selected view, severity icons also appear next to the alerts in the tabular display to help
you quickly locate a specific alert.

The view pane is updated every two minutes. You can have up to 18 views in the view pane in a single
Service Quality Alerts display.

Launch Information and View Status Bar Area

The launch information area shows the current time on the server when the Service Quality Alerts
display is being viewed. The view status bar lists the selected view, the number of alerts in that view,
and, if filters have been applied, displays “(Filtered.)”

Tabular Display Pane

The tabular display pane is the core of the Service Quality Alerts display. It contains a list of alerts that
are occurring on the devices in your current view. This pane is refreshed every 60 seconds. For an
explanation for all of the items in the tabular display, see Using the Service Quality Alerts Display,
page 4-3.

Icons alert you to what needs attention; for example, the severity icons indicate which views and alerts
require attention. The tabular display pane is scrollable and can display up to 1,000 records.

Window Tools Area

The top-right corner of the Service Quality Alerts display contains available tools buttons. All buttons
are described in Table 4-1.

Table 4-1 Service Quality Alerts Display— Window Tools Buttons

Icon Meaning Described in...

Opens the Service Quality Alerts Filter Filtering Service Quality Alerts, page 4-5

dialog box, for refining the data in the

Service Quality Alerts display.

Exports the current display to a PDF file. —
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Table 4-1 Service Quality Alerts Display— Window Tools Buttons (continued)
Icon Meaning Described in...

Opens a Service Quality Event History report |Understanding the Service Quality History
in a separate window. Report, page 12-19

Opens a new window with the display —
reformatted so that it is suitable for printing
from your browser.

Opens online help. —

Using the Service Quality Alerts Display

The Service Quality Alerts display shows the alerts that are occurring in your current view. Alerts are

grouped by their severity: critical, warning, or informational. Within these severity groupings, alerts
with the latest change are listed first.

When an alert is generated, it remains in the Service Quality Alerts display until it is cleared. Alerts are
cleared every 8 hours; see Configuring Service Quality Event Settings, page 20-7. While the alert is in
the display, if any of its events occur or get updated, the alert is updated. If a Cleared alert reoccurs, a
new alert with a new alert ID is shown. If a Cleared event reoccurs, a new event with a new event ID is
shown.This display is refreshed every 60 seconds.

Tip You can generate a 24-hour Service Quality History report on all events that occurred on devices in your
view by clicking the Service Quality Event History button in the upper-right corner of the window.

Table 4-2

Service Quality Alerts Display— Contents

Heading

Description

#

Number of alerts—Alerts numbered from 1

Severity of alert

[
£
@

(no icon) Informational (for all other alerts)

Critical

Warning

Informational Unidentified Trap alert

Check box

Select one or more checkboxes to select alerts that you want to clear before
clicking the Clear button.

ID

Alert identifier number. Click this link to open a Service Quality Alert Details
display.
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Table 4-2 Service Quality Alerts Display— Contents (continued)
Heading Description
Destination Type Call destination: one of the following:
e [P Phone
e Endpoint
Extension Extension number if the destination type is IP phone. Click this link to open an IP

Phone report. See Understanding IP Phone Inventory Reports, page 13-11.

Destination IP address if the destination type is Endpoint. Click this link to open an IP Phone
report. See Understanding IP Phone Inventory Reports, page 13-11.

Latest Event Time  |Date and time alert last occurred or was changed. Diamonds indicate alert
activity, such as a new event, new user annotation, and so forth; no diamonds
indicates that the alert is stale. Alerts are grouped by severity, and within
severities, alerts with the latest change are listed first.

Alert was updated within last 15 minutes.
* %

Alert was updated within last 16-30 minutes.
* ¥

Alert was updated within last 31-45 minutes.
L
No diamonds Alert was updated 46 or more minutes ago.

Clearing Service Quality Alerts

Step 1
Step 2
Step 3

Operations Manager automatically clears service quality alerts at a regular interval that is displayed on
the Service Quality Event Settings page; for more information, see Configuring Service Quality Event
Settings, page 20-7. When an alert is cleared, it no longer appears on the Service Quality Alerts display.
However, a record of the alert remains in the database for 31 days and can be displayed from Service
Quality History reports. For more information, see Getting Started with Service Quality History Reports,
page 12-14.

Use this procedure to manually clear one or more alerts from the Service Quality Alerts display.

Select one or more alerts to clear by selecting check boxes for them.
Click Clear. A confirmation dialog box appears.

Click Yes. Operations Manager clears the selected alerts and refreshes the Service Quality Alerts
display.

Selecting Views for Service Quality Alerts

When you open the Service Quality Alerts display, the All Alerts view is selected in the view pane on
the left side of the display. Views control the device groups that appear on the Service Quality Alerts
display. To select another view, simply click the view name in the view pane.

To add or remove existing views from the view pane, see Activating and Deactivating a View, page 6-2.
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To create a new view, first create a user-defined group; see Creating and Editing Groups, page 17-11.
Then, use the Manage Views page (see Managing Views, page 6-1) to select the new user-defined group
and apply it to Service Quality Alerts. The user-defined group will then be displayed in the view pane.
To remove a view from the view pane, deselect it from Service Quality Alerts on the Views page and
apply your change.

Note  When you add, remove, and update Service Quality Alerts views, you affect all users.

The view pane is updated every two minutes. You can have up to 18 views in the view pane in a single
Service Quality Alerts display. For information on how to manage your views, see Managing Views,
page 6-1.

Filtering Service Quality Alerts

Filters allow you to manipulate the Service Quality Alerts display to show alerts based on their MOS
score, destination, phone model, codec, and Cisco 1040 name or Cisco Unified Communications
Manager cluster name.

Note  After you apply a service quality alert filter, the filter is applied to all of your views until you change or
reset the filter, or close the Service Quality Alerts display. Other clients that access Operations Manager
are not affected. When you close the Service Quality Alerts display, your filter is lost.

Step1  Select Monitoring Dashboards > Service Quality Alerts. The Service Quality Alerts display opens.

Step2  Click the filtering button at the top-right of the Service Quality Alerts display. The Service Quality
Alerts Filter dialog box appears.

Step3  Enter data for only one of the following filters:
e MOS Score—Enter a value between 1.0 and 5.0.
¢ Destination—Select one of the following radio buttons and enter the appropriate information:
- Extension—Phone extension being called. Select an operator from the list and enter a number.

— IP Address— For a phone, switch, voice gateway, or Cisco 1040. Select an operator from the
list and enter a number; depending on the operator, the number that you enter can be a portion
of the IP address or the full IP address.

e Codec—Enter any of these in a comma-separated list: G711, G722, G728, or G729.
¢ Phone Model—Click the button to select phone models from a list.
¢ Sensor MAC—Enter a comma-separated list of MAC addresses for Cisco 1040 Sensors.

Stepd4  Click OK.

Resetting Filters on the Service Quality Alerts Display

From the Service Quality Alerts display, you can clear any filters that you have set without changing the
selected view.

Step1  On the Service Quality Alerts display, click Reset Filter. A confirmation dialog box appears.
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Step2  Click Yes. The Service Quality Alerts display refreshes, displaying all alerts in the currently selected
view.

Viewing Events Associated with a Service Quality Alert

Use the Service Quality Alert Details display to see the events that are associated with an alert.

Starting the Service Quality Alert Details Display

The Service Quality Alert Details display provides information about all of the events that were rolled
up into a specific alert.

Step1  Select Monitoring Dashboard > Service Quality Alerts. The Service Quality Alerts display opens.

Step2  Locate the alert you want to investigate and click the alert ID. The Service Quality Alert Details display
opens.

Using the Service Quality Alert Details Display

The Service Quality Alert Details display shows all of the events associated with a specific alert. The
events are displayed in a table and events with the latest change are listed first. Events remain in the
Service Quality Alert Details display until you clear them or until you clear the parent alert. The Service
Quality Alert Details table is refreshed every 60 seconds.

The alert name, destination, destination type, and description of the alert are displayed above the Service
Quality Alert Details table. Table 4-3 describes the columns in the Service Quality Alert Details table.
Table 4-4 describes the command buttons on the Service Quality Alert Details display.

Table 4-3 Service Quality Alert Details Display— Contents
Column Description
# Number of events—Events numbered from 1

! Severity of alert

O
A
@)

(no icon) Informational (for all other events)

Critical

Warning

Informational Unidentified Trap alert

Event ID Event identifier number. Click this link to open the event properties page (see
Viewing Service Quality Event Attributes, page 4-8).
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Table 4-3 Service Quality Alert Details Display— Contents (continued)
Column Description
MO0S .05 through 5.0
Cause One of the following:
e Jitter

e Packet Loss

Timestamp Date and time at which the event occurred.

Suppressed Traps | Number of violations for the endpoint for which Service Monitor did not generate a
trap.

Note  You can configure Service Monitor to send traps from sensors every n
minutes. See User Guide for Cisco Unified Service Monitor.

Source Type One of the following:
e Endpoint
e [P Phone
Source IP address or DNS name or phone extension.
Tools Links to tools that provide more information on the event.

Note Clicking the Service Quality Event History button opens a 24-hour Service
Quality History report on the component.

Table 4-4 Service Quality Alert Details Display—Command Buttons

Button Action

Refresh Selects the All Alerts view and refreshes the data in the display.

Clear Clears the service quality alert. See Clearing a Service Quality Alert, page 4-7.

Notify Sends e-mail notification of the alert. See Sending E-Mail in Response to a Service
Quality Alert, page 4-8.

Close Closes the Service Quality Alert Details display.

Clearing a Service Quality Alert

Step 1
Step 2

Operations Manager automatically clears service quality alerts at a regular interval that is displayed on
the Service Quality Event Settings page; see Configuring Service Quality Event Settings, page 20-7.
When an alert is cleared, it no longer appears on the Service Quality Alerts display. However, a record
of the alert remains in the database for 31 days and can be displayed from Service Quality History
reports. For more information, see Getting Started with Service Quality History Reports, page 12-14.

You can also clear alerts manually. You can clear multiple alerts simultaneously from the Service
Quality Alerts display. See Clearing Service Quality Alerts, page 4-4. Use this procedure to clear a
single service quality alert from the Service Quality Alert Details display.

From the Service Quality Alert Details display, click Clear. A confirmation window opens.
Click OK.
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Sending E-Mail in Response to a Service Quality Alert

When you click the Notify button on the Service Quality Alert Details display, Operations Manager
opens a dialog box that you can complete to manually send an e-mail notification to one or more
recipients. The e-mail notification contains only the text you add; it does not append any alert or event
information. (If you want to send automatic e-mail notifications when alerts or events occur on certain
devices, use Notifications to set up an e-mail notification subscription. See Understanding Notifications,
page 15-1.)

Step 1 From the Service Quality Alert Details display, click Notify. The E-Mail Notification Recipient(s)
dialog box opens.

Step2 In the E-Mail Notification Recipient(s) dialog box:
a. Enter a fully qualified DNS name or IP address for an SMTP server.
b. Enter your e-mail address in the Sender Address field.
c. Enter a comma-separated list of e-mail addresses in the Recipient Address(es) field.
d. Enter a subject heading in the Subject field.
e. (Optional) Enter a message in the Message field.
f. Click Send.

Viewing Service Quality Event Attributes

The Service Quality Event Attributes dialog box provides additional detail about the event, such as the
values of MIB attributes at the time of the event.

Step1  Select Monitoring Dashboard > Service Quality Alerts. The Service Quality Alerts display opens.

Step2  Locate the alert you want to investigate and click the alert ID. The Service Quality Alert Details display
appears.

Step3  Locate the event you want to investigate, and click the event ID. The Service Quality Event Attributes
dialog box appears, displaying the event ID and the information in the following table.

Field Description
Destination Extension number, or N/A if destination type is Endpoint
Destination IP Address IP address for an endpoint or an IP phone
Destination Type One of the following:

e Endpoint

e [P Phone

e Media Server
Destination Model Phone model, or N/A if destination type is Endpoint
Switch for Destination IP address, or N/A if destination type is Endpoint
Destination Port Port type and slot; for example Gi1/0/23
Source Endpoint Extension number or IP address
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Field Description
Source IP Address IP address, or N/A if destination type is Endpoint
Source Type One of the following:

e [P Phone

e Endpoint
Source Model Phone model, or N/A if source type is Endpoint
Switch for Source IP address, or N/A if source type is Endpoint
Source Port Port type and slot, or N/A if source type is Endpoint
Detection Algorithm Algorithm used to calculate MOS. One of these:

e ITU G.107—Indicates that MOS is calculated on a Cisco 1040

Sensor

e CVTQ—Indicates that MOS is calculated on an IP phone or Cisco
voice gateway using the Cisco Voice Transmission Quality
algorithm

MOS MOS value during event

Critical MOS Threshold MOS threshold configured on Operations Manager (see Configuring
Service Quality Event Settings, page 20-7)

Cause One of the following:
e Jitter

e Packet Loss

Codec Codec in use on the destination; one of the following:
e G711
e G722
e G728
e G729
Jitter Msec
Packet loss Number of packets

Details for Events that Are Based on Data from a Sensor

Sensor MAC Sensor MAC—Sensor MAC address
Number of Suppressed The number of traps that Cisco Unified Service Monitor suppressed
Traps between the suppression start time and suppression end time

Note  For a given endpoint, Service Monitor sends a trap every n (a
configurable number) minutes, and additional traps during that
time are suppressed (not sent). For more information, see User
Guide for Cisco Unified Service Monitor.

Suppression Start Time Date and time that Service Monitor started to suppress traps for this
endpoint

Suppression End Time Date and time that Service Monitor stopped suppressing traps for this
endpoint

Details for Events that Are Based on Data from a Cluster
CVTQ Version Version of CVTQ algorithm used to calculate MOS
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Step 4

Step 5

Field

Description

Cluster ID

Cisco Unified Communications Manager cluster ID

Cumulative Concealment
Ratio

Total number of concealment frames divided by the total number of
speech frames received from the start of the voice stream

Interval Concealment Ratio

Ratio of concealment frames to speech frames in the preceding 3-second
interval of active speech. If using voice activity detection (VAD), a
longer interval might be required to accumulate 3 seconds of active speech.

Max Incremental
Concealment Ratio

Highest interval concealment ratio from start of the voice stream

Concealment
Seconds

Number of seconds during which concealment events (lost frames)
occurred since the start of the voice stream (includes severely concealed
seconds)

Severely Concealed
Seconds

Total number of seconds with more than 5 percent concealment frames

Call Duration

Hours, minutes, and seconds, formatted as nh nm ns. For example, a
123-second call would be displayed as 2m 3s.

MOS During Last 8 Secs

MOS value during the last 8 seconds of the call

Min MOS During Call

Minimum MOS value during the call

Max MOS During Call

Maximum MOS value during the call

(Optional) To clear the event, click Clear. The event no longer appears on the Service Quality Alert

Details display.

Click Close to dismiss the dialog box.

Clearing a Service Quality Event

Step 1
Step 2

Step 3
Step 4

Use this procedure to remove a single event from a service quality alert.

Select Monitoring Dashboard > Service Quality Alerts. The Service Quality Alerts display opens.

Locate the alert you want to investigate and click the alert ID. The Service Quality Alert Details display

appears.

Locate the event that you want to clear, and click the event ID.

Click Clear.

Event Processing for Service Quality Events During High CPU Utilization

Monitoring Service Quality Alerts |

During periods of high CPU utilization, Operations Manager limits the number of service quality events
that it processes. You will know when this is occurring by the message that appears in the view status
bar of the Service Quality Alerts display. The message states that not every alert is being displayed.
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Viewing Events Associated with a Service Quality Alert

The excess Service Quality Alerts display events are written to the
NMSROOT\ogs\itemlogs\SQTraps\Traps.log file, and these events:

e Do not appear on the Service Quality Alerts display.

e Are not stored in the Alerts and Events history database—They do not appear in Service Quality
History reports.

NMSROQOT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.

Operations Manager checks CPU utilization on its server every 60 seconds. When CPU utilization
reaches and remains at 50% or greater for two minutes, Operations Manager limits the number of service
quality events processed until utilization drops below 50%. Table 4-5 lists the number of events that
Operations Manager processes.

Table 4-5 Service Quality Event Processing Rates During High CPU Ultilization
Operations Manager |Number of Service Quality Events

CPU Utilization Processed Per Minute

50% 40

60% 20
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CHAPTER

Monitoring Phone Activities

These topics describe how to monitor phone activities:
e How to Use the Phone Activities Display, page 5-1
e Starting the Phone Activities Display, page 5-1
e Getting Phone Alert Details, page 5-4
e (Customizing the Phone Activities Display, page 5-5

How to Use the Phone Activities Display

The Phone Activities display provides real-time information about the operational status of your IP
phones. The displays are designed so that you can set them up and leave them running, providing an
ongoing monitoring tool that signals you when something needs attention.

The Phone Activities display shows information about the IP phones in your network that have become
disconnected from the switch, are no longer registered to a Cisco Unified Communications Manager, or
have gone into SRST mode.

Starting the Phone Activities Display

To start the Phone Activities display, select Monitoring Dashboard > IP Phone Status. Figure 5-1
shows an example of a Phone Activities display.

Je

ﬁ After you become familiar with the Phone Activities display, you can edit the information it provides as
described in Customizing the Phone Activities Display, page 5-5.
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Starting the Phone Activities Display

Figure 5-1 Phone Activities Display
alalie diges Unitied Operations Manager
Cisco Phone Activities as of Wed 10-Sep-2008 12:46:45 PDT
Al et win 3 s -]
Views
All Alerts _ _ - Video
e e— # Extension IP Address CCM/CME Switch Hame Last Change " Description Endpoint Tools
Suspended Devices ndpoli
1 foot 0000 107621148 KA 10-Sep-2008 040217 Unregistered Ha
2 o4 0000 107651148 s 10-5ep-2008 04:0217  Unregistered Na by
<
3 7002 B4M0414694 107681148 Wi 10-Sep-2008 035353 Unregistered Ho N
o

1 |View pane. See View Pane,
page 5-2.

3 |Tabular display pane. See Tabular
Display Pane, page 5-3.

2 |Launch information and view
status bar area. See Launch
Information and View Status Bar
Area, page 5-3.

4 'Window tools area. See Window
Tools Area, page 5-3.

Understanding the Layout of the Phone Activities Display

These topics provide details about the information in the Phone Activities display.

View Pane

The view pane lists the currently available views, or logical groupings of devices. Views must be created
and activated before they are shown in the Phone Activities display. By default, the All Alerts view is

always shown, and cannot be deleted from your Phone Activities display. (To create and activate a view
or remove an unwanted view from your display, see Managing Views, page 6-1.)

The current view is highlighted in the view pane. The contents of the current view are shown in the
tabular display pane to the right of the view pane. To select another view, simply click the view name in

the view pane.

Figure 5-2 shows three active views; the current view is All Alerts.
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Figure 5-2 Phone Activities Display— View Pane
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You can have up to 18 views in the view pane in a single Phone Activities display.

Launch Information and View Status Bar Area

The launch information area shows the current time on the server when the Phone Activities display is
being viewed.

The view status bar lists the selected view, which is shown in the tabular display pane.

Tabular Display Pane

The tabular display pane is the core of the Phone Activities display. It contains a list of all the phones
that have become disconnected or unregistered, or gone into SRST mode on the devices in your current
view. This pane is refreshed every five minutes. For an explanation of all of the items in the tabular
display, see Getting Phone Alert Details, page 5-4.

The diamond symbols in the Last Change column indicate which phones have experienced recent
activity. When no icon appears in the Last Change column, the alert is no longer current, or stale.

The tabular display pane is scrollable and can store up to 1,000 records.

Window Tools Area

The top-right corner of the Phone Activities display contains available tools buttons. All buttons are
described in Table 5-1.

Table 5-1 Phone Activities Display— Window Tools Buttons
Icon Meaning Described in...
Exports the current tabular display to a PDF file. Exporting Data from a Display or

Report, page 1-21

Opens the Filter page, for refining the tabular display |Filtering Phone Activities, page 5-5
in the Phone Activities display.

113 @ @

Opens a printer-friendly version for printing. Printing Displays or Reports,
page 1-22
Opens the Operations Manager online help. Using Help, page 1-18

©
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Getting Phone Alert Details

Use the tabular display in the Phone Activities display to obtain more information about the phone alerts
that are occurring in your current view.

When a phone alert is generated, it remains in the Phone Activities display as long as the alert is active.
In the case where a disconnected phone is moved to a different switch, the phone is removed from the

display.

Table 5-2 defines the table elements. All elements are updated every 5 minutes.

Table 5-2

Phone Activities Display— Contents

Heading

Description

Severity of alert

Critical

O

Warning

A

Informational Unidentified Trap alert

@

(no icon) Informational (for all other alerts)

Extension

The phone’s extension number. Clicking this link opens the IP Phone Detail page
(see Understanding IP Phone Inventory Reports, page 13-11).

IP Address

The phone’s IP address. Clicking this link opens the IP phone search page (see
Generating the Inventory Analysis Report, page 13-5).

CCM/CME

The Cisco Unified Communications Manager or Cisco Unified Communications
Manager Express that the phone is associated with. Clicking this link opens the
Detailed Device View (see the “Viewing Device Elements in Detail” section on
page 3-22).

Switch Name

The switch that the phone is connected to. Clicking this link opens the Detailed
Device View (see the “Viewing Device Elements in Detail” section on page 3-22).

Last Change

Date and time the phone alert last occurred or was changed. Diamonds indicate
alert activity, such as a new event, alert acknowledgement, new user annotation,
and so forth; no diamonds indicates that the alert is stale. Alerts are grouped by
severity, and within severities, alerts with the latest change are listed first.

Alert was updated within last 15 minutes.
* 4+ H

Alert was updated within last 16-30 minutes.
* W

Alert was updated within last 31-45 minutes.
»
No diamonds Alert was updated 46 or more minutes ago.

Description

Registration status of the phone: Registered or Unregistered.
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Table 5-2 Phone Activities Display— Contents (continued)

Heading Description

Video Endpoint  |Yes or No.

Note  Your license controls whether Operations Manager collects data on video
endpoints.

Tools Links to tools that allow you to perform additional tasks. For example:
e Run a phone status test (see Using Phone Status Testing, page 8-1).
e Configure synthetic tests (see Using Synthetic Tests, page 9-1).

e Access the Cisco Unified Communications Manager’s administration pages.
You must have appropriate permissions to access this information.

Customizing the Phone Activities Display

After setting up a view, you can customize your Phone Activities display by selecting specific views and
using filters:

e Views control the device groups that appear on the Phone Activities display. See Selecting Views
for the Phone Activities Display, page 5-5.

e Filters control the specific phone model you monitor, along with alert severities and their status. See
Filtering Phone Activities, page 5-5.

Selecting Views for the Phone Activities Display

When you select Monitoring Dashboard > IP Phone Status to open the Phone Activities display, all
available views are listed in the view pane on the left side of the display. If the views shown do not meet
your needs, you can create a new view as described in Managing Views, page 6-1.

The view pane is updated every two minutes. You can have up to 18 views in the view pane in a single
Phone Activities display. See Managing Views, page 6-1 for information on how to manage your views.

Filtering Phone Activities

~

Note

Step 1
Step 2

Filters allow you to manipulate the Phone Activities display to show alerts based on their extension
number, phone model, and activity type.

Once you use an alert filter, the filter is applied to all of your views until you change the filter; other
clients are not affected. When you close the Phone Activities display, your filters are lost. Filters do not
affect severity icons in the view pane.

Select Monitoring Dashboard > IP Phone Status. The Phone Activities display opens.
Click the filtering button in the tool button area at the top-right of the Phone Activities display.
Figure 5-3 shows the Phone Activity Filters dialog box.
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Figure 5-3 Phone Activity Filters Dialog Box

23 IP Phone Status Filters - CUOM - Microsoft Internet Explor.. [Hj[=] [E3

Phone Activity Filters

Extension I 'I I

Activity Type: ¥ Disconnected Unregistered ¥ sgrsT

|ﬂ:| Done

’_’_’_ [ER Local intranet 4

Step3  Specify the following filter criteria:

e Extension number
e Activity type
Stepd  Click OK.

141959
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These topics explain how to work with views in the Monitoring Dashboard displays:
e Getting Started with Views, page 6-1
e Creating a View, page 6-2
e Activating and Deactivating a View, page 6-2
e Editing a View, page 6-3
e Deleting a View, page 6-3

e Viewing Unified Communications Manager Express Devices, page 6-3

Getting Started with Views

Views are logical groupings of devices that appear in the Monitoring Dashboard displays (Service Level
View, Alerts and Events, Phone Activities, Service Quality Alerts, and Unified CM Express). Whenever
you create a new User Defined Group in the Group Administration and Configuration page (see Using
Group Administration and Configuration, page 17-10), a corresponding view is created.

Once you decide how you want to cluster your devices into a logical set, create and activate a view of
these groups so they are shown in the Monitoring Dashboard displays. View elements are not shown until
the view is activated and is displayed in the view pane (normally every two minutes).

The Monitoring Dashboard displays can have a maximum of 18 active views.

By default, the Alerts and Events, Phone Activities, and Service Quality Alerts displays contain two
default views: All Alerts and Suspended Devices. These views are static and cannot be edited,
deactivated, or deleted. The Service Level View contains the All IP Telephony Devices view, which is a
default view that cannot be edited, deactivated, or deleted.

Unified CM Express View displays Communications Manager Express device information in a flat table
format. This report is also available in Service Level View, but accessing it alone saves you the time that
the Service Level View needs to load all the devices if you are only interested in Unified CM Express
and Cisco Unity devices.

| oL-16547-02

User Guide for Cisco Unified Operations Manager g



Chapter6 Managing Views |

| Creating a View

Creating a View

Step 1

Step 2

Views are created when you create a User Defined Group. After you create a User Defined Group, a
corresponding view appears in the Views page.

Create a User Defined Group using either:
e The Group Administration and Configuration page. (See Managing Groups, page 17-1.)
e Service Level View. (See Using the Service Level View, page 2-1.)

Activate the view in the View page. (See Activating and Deactivating a View, page 6-2.)

Activating and Deactivating a View

Note

Step 1

Step 2

Step 3

To include a view in one or more of the Monitoring Dashboard displays (Service Level View, Alerts and
Events, Phone Activities, and Service Quality Alerts), you must first activate it. When you activate or
deactivate a view, your changes are shown in the appropriate Monitoring Dashboard display when the
view pane is refreshed (every two minutes). If you deactivate a view for a particular Monitoring
Dashboard display, it is removed from the view once the pane is refreshed. A Monitoring Dashboard
display may contain a maximum of 18 active views.

You cannot deactivate the All Alerts view or Suspended Devices view.

Select Monitoring Dashboard > Manage Views. The Manage Views page appears.

Manage Views

Showing 2 recards

View Hame SEWIFE Level Alerts and Events service Qualty IP Phones
Wieww Alerts
1. test - r [ [
2. ae I [ I_ [

200170

From the Manage Views page you can do the following:

e Activate views by selecting the radio buttons in the views row that corresponds to the Monitoring
Dashboard displays where you want the view to appear.

e Deactivate views by deselecting the radio buttons in the views row that corresponds to the
Monitoring Dashboard displays where you do not want the view to appear.

Click Apply.
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Editing a View

You can edit views only by changing the corresponding User Defined Group. Once the User Defined
Group is edited, the corresponding view is updated when the view pane is refreshed (normally every two
minutes).

You can delete User Defined Groups in the Group Administration and Configuration page. (See Creating
and Editing Groups, page 17-11.)

Deleting a View

You can delete views only by deleting the corresponding User Defined Group. Once the User Defined
Group is deleted, the corresponding view is deleted when the view pane is refreshed (normally every two
minutes).

You can delete User Defined Groups in the Group Administration and Configuration page. (See Deleting
Groups, page 17-32.)

Viewing Unified Communications Manager Express Devices

Step 1

Step 2

The Unified Communications Manager Express View displays all Cisco Unified Communications
Manager Express devices and associated Cisco Unity devices. You can avoid loading the entire Service
Level View if you only want to access this information by using Unified CM Express View.

To view Unified Communications Manager Express devices, select one of the following:
e Monitoring Dashboard > Unified CM Express View loads the table report.

¢ Monitoring Dashboard > Service Level View displays device registration and association for all
network devices. Then select the CME Report cloud to view the Unified Communications Manager
Express View table report. When you hover over the CME Report cloud you can see CME and CUE
details.

See Table 2-7 for details on the report fields.
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Using Performance Graphs

These topics explain how to use performance graphs:
¢ How to Use Performance Graphs, page 7-1

e Working with Graphs, page 7-7

How to Use Performance Graphs

Cisco Unified Operations Manager (Operations Manager) allows you to select and examine changes in
network performance metrics. You can select, display, and chart network performance data in real time.
The performance graphs are accessed through the Service Level View, Alert Details page, and
Node-to-Node Tests page.

You can create performance graphs from the data that is collected when:
e Voice utilization polling is enabled for devices. (See Editing Polling Parameters, page 19-13.)

N

Note  Voice utilization polling is disabled by default.

e Data is available on disk from node-to-node tests that you have configured. (See Working with
Node-To-Node Tests, page 11-1.)

The following topics describe the data you can graph and help you to understand the information
displayed:

¢  What Metrics Can I Include on a Graph?, page 7-1
e Performance Graphing Notes, page 7-5

e Launching a Performance Graph, page 7-6

What Metrics Can | Include on a Graph?

When you create a performance graph (see Launching a Performance Graph, page 7-6), you select
devices and then select among metrics that are appropriate to those devices. Table 7-1 summarizes the
types of metrics that you can graph for each device type.

Table 7-2 summarizes the node-to-node test metrics that you can graph.
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Table 7-1 Utilization Metrics that You Can Graph by Device Type
Device Type CPU |Memory |Calls |[Port Utilization Channel Utilization |Device-Specific Usage
Cisco Unified X X X! e BRI Cisco Unified
Communications e EXS Communications Manager
Manager Resource Utilization:
¢ FXO .
e MOH multicast
e TI/E1 PRI )
e MOH unicast
e TI1CAS
e MTP resource
e Transcoder
e Hardware conference
e Software conference
e Percentage conference
active
e Percentage conference
streams active
e Location bandwidth
available
e CTI links active
e Registered analog access
e Registered MGCP
gateways
e Registered hardware
phones
Cisco Unified X X X2 e [P phones registered
Communications e Key IP phones registered
Manager Express
Cisco Unified e FXS e TI/E1 PRI
Communications e FXO e T1CAS
Manager-controlled .
MGCP? gateways * BRI
Cisco Unified
Communications
Manager or Cluster
Voice Mail Gateway X Voice mail and PBX
ports
Gatekeeper X X Zones®
Cisco I0S gateways X X X6 e E&M e TI/El PRI DSP?
e FXO e TI/E1 CAS’
e FXS e BRI
SRST X X Minutes in SRST mode
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Table 7-1 Utilization Metrics that You Can Graph by Device Type (continued)
Device Type CPU |Memory |Calls [Port Utilization Channel Utilization |Device-Specific Usage
Unity X X e Inbound
e Qutbound
Unity Express X e (Capacity utilization
e Session utilization
¢ Orphaned mailboxes
Unity Connection X X e Inbound
e Qutbound

e Total number of
active ports

e Total number of
ports

e Total number of
active inbound
ports

e Total number of
inbound ports

e Total number of
active outbound
ports

e Total number of
outbound ports

Unified CCE X X e Number of contact center

agents currently logged
into Unified CCE

e Number of calls in
progress in Unified CCE

e Number of inbound calls
per second

Active calls on Cisco Unified Communications Manager.

E-phone active call legs.

MGCP = Media Gateway Control Protocol.

BRI channel status for MGCP gateways is supported only with Cisco Unified Communications Manager 4.1 and later.
Zone information includes bandwidth, requests, and errors.

Active call legs on Cisco I0S gateway.

T1/E1 CAS channel status for Cisco I0S gateways is only reported for Cisco AS5200 Series Universal Access Servers.

® NN R WD =

DSP = Digital signal processor.

The data files for the performance metrics listed in Table 7-1 are located on the server, in the
NMSROOT\data\gsu\_#GSUdata#_ directory. If you do not have access to the directory, contact a local
administrator for the server where Operations Manager is installed. The filenames are created using the
device name and the date. These files are kept for 72 hours, after which they are purged.
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S

Note

Note

NMSROQT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.

Table 7-2 Graphable Metrics for Node-to-Node Tests
Node-to-Node Test Graphable Metrics
UDP litter for VoIP e Source-to-destination packet loss.

e Destination-to-source packet loss.
e Source to destination jitter.

e Destination to source jitter.

e Average latency.

e Node-to-Node quality.

Ping Echo Round-trip response time.
Ping Path Echo Round-trip response time.
UDP Echo Round-trip response time.
Gatekeeper Registration Delay Registration response time.

The data files for the performance metrics listed in Table 7-2 are located on the server, in the
NMSROOT\data\N2Ntests directory. The data files in this folder are purged after 31 days. If you do not
have access to the directory, contact a local administrator for the server where Operations Manager is
installed.

NMSROOT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.
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Performance Graphing Notes

How to Use Performance Graphs

This section contains information you should be aware of when working with performance graphs.

Table 7-3 Performance Graphing Notes

Summary

Explanation

An MGCP gateway on a Catalyst 6000 switch.
When you have all three capabilities (voice
gateway, switch, and MGCP) performance
graphing cannot graph all the data. Only the
common metrics are available for graphing.

When graphing performance metrics for a device that has these three
capabilities (voice gateway, switch, and MGCP) you will only be able to
graph the common metrics.

1. Select the device for which you want to graph performance metrics.
2. Select Performance. A metrics dialog box appears.

3. Select the desired metrics, and click Next. A second dialog box
appears, listing the MGCP gateway ports.

4. Select a port, and then click View.

Note In the Alert Details page you will not have the option to graph

HighUtilization events.

A voice gateway, MGCP, and H323 on a router.
When you have all these capabilities on one device,
each metric displays two graphs.

When graphing performance metrics for a device that has these
capabilities (voice gateway, MGCP, H323, and router), each metric
displays two graphs.

Also, when graphing multiple devices or devices that have multiple
polling intervals, the least common multiple is used to plot the x axis.

Real-time graphs will refresh at this common polling interval.

Location Bandwidth Available text box. The
location bandwidth is located on the Cisco Unified
Communications Manager system.

Enter the location on the Cisco Unified Communications Manager
system. This location is configured through Cisco Unified
Communications Manager. If you have questions regarding the location
bandwidth, see your Cisco Unified Communications Manager
documentation.

1. Select the device for which you want to graph the location
bandwidth availability.

2. Select Performance. A metrics dialog box appears.
3. Select the Location Bandwidth Available check box.

4. Enter the location on the Cisco Unified Communications Manager
system where the location bandwidth resides.

5. Click View.

Zone Home text box. The zone is located on the
gatekeeper system.

Enter the location on the gatekeeper system. This location is configured
through the gatekeeper. If you have questions regarding the location
bandwidth, see your gatekeeper documentation.

1. Select the device for which you want to graph the zone home.
Select Performance. A metrics dialog box appears.
Select the Zone Home check box.

Enter the location on the gatekeeper where the zone home resides.

e B W DN

Click View.
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Table 7-3

Performance Graphing Notes (continued)

Summary

Explanation

In the Select Metrics dialog box for Unified CCE,
you will see the following fields:

e Agents logged on
e Calls in progress

e Inbound Calls per second

To view a performance graph for any of these metrics, you must enter
the name of the Unified CCE instance for which you want the
information, in the field next to Instance Name.

Each Unified CCE contains a list of enterprise contact center
applications, which are identified by their instance name.

Operations Manager will not display a
performance graph for all Unified CCEs.

Operations Manager only collects data for Unified CCEs that have router
capabilities. To verify your Unified CCE’s capabilities, you can run a
device report through device management, and look for Unified CCE or
IPCC Router in the Device Capabilities column of the Device report.

You cannot view a performance graph for Unified CCEs that do not have
router capabilities. Instead, you will get a message window stating such.

Launching a Performance Graph

The performance graphs are available through the following:

e Service Level View—See Launching Operations Manager Tools from the Service Level View,

page 2-21.

e Route List and Route Group Report—See Viewing the Route List and Route Group Report,

page 2-26.

e Alert Details page—See Understanding the Layout of the Alert Details Page, page 3-11.

e Detailed Device View—See Understanding the Layout of the Detailed Device View, page 3-20.

e Node-to-Node Tests page—See Viewing Test Trending, page 11-16.

Before you Begin

Verify that Operations Manager is monitoring the devices for which you want to collect utilization
statistics. This includes the Cisco Unified Communications Manager that the ports are registered to.
See Verifying Device Import, page 16-21.

Enable the voice utilization polling settings. By default the voice utilization polling settings are not
enabled. Operations Manager uses the statistics gathered during voice utilization polling for
charting network performance. See Voice Utilization Settings—Polling, page 19-23 and Editing
Polling Parameters, page 19-13.

Review the Performance Graphing Notes, page 7-5.

Use this procedure to launch a performance graph from the Service Level View.

In the Service Level View (see Using the Service Level View, page 2-1), right-click on the device for

If you want to select multiple devices, hold the Ctrl key when clicking the devices in the map

Step 1
which you want to see the performance metrics.
N
Note
view.
Step 2

From the menu select Performance. The Select Metrics dialog box appears.
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Step 3

Note

Note

Working with Graphs Il

Select one or more desired metrics, and click View Graph. A performance graph window appears,
displaying one or more graphs (see Figure 7-1).

If not all expected values are plotted on a graph, the most likely reason is that one or more values are
very small in comparison to the maximum value. For example, for the values 250, 2, and 1, the smaller
values, 2 and 1, will not be plotted.

If you receive errors while creating performance graphs, you can look in the Error.log file for error
details. The log file is located in the NMSROOT\data\gsu\_#GSUdata#_ directory. Also, see
Troubleshooting Performance Graphs, page 7-10.

Working with Graphs

Performance graphs provide real-time information and historical information. When you launch a
performance graph, one line graph is displayed for each metric that you select. Each line graph contains
16 data points displayed in real time. All the performance graph windows have the same layout as shown
in Figure 7-1.
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Figure 7-1 Performance Graph Window Layout

alln Cisco Unified Operations Manager
cisco Performance and Capacity Planning Graph as of Tue 14-0c1-2008 02 47:44 GMT+05.30

@—).g Show &Il _ Merge \Shuh\dng: Real Time = | Line Graph | = | with 1 » data points
- — .

Active call legs CPU 1 last 1 minute Usage

@tarnpa-pfS-cme cisco.com-CPU 1 last 1 minute Usage

Processor memory Usage

Time

S~ ®tampa-pf5-cme, cisco.com-Processar memory Usage

[

1 |Showing Lists. See Showing Lists, 3 |Graph display pane.
page 7-8.

2 |Show All and Merge radio buttons. See
Show All or Merge, page 7-8.

Showing Lists
By default, these lists display:

e Real Time—Select the number of hours of data to graph, up to a maximum of 72 hours.

A

Note If you select a device that does not have data available for the selected time interval, a
message appears stating such. An empty graph appears and automatically refreshes
periodically. At any time, you can change the time interval to get historical information, if
there is any.

¢ Line Graphs—Select Bar Chart or Area Chart.
e With 16 data points—Select up to a maximum of 240 data points.

Show All or Merge

You can show all graphs or merge all graphs regardless of the unit of measure. When you select the
Merge radio button, the merged graph is scaled to show all the metrics in the single graph. Also, a new
Showing list appears, displaying Scaled. You can select Default in place of Scaled from the list. For an
example of a merged graph, see Working with a Merged Graph, page 7-9.
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Understanding Graphs and Getting More Information

Figure 7-2 shows two graphs, each with the following information:
e Title—Reflects the metric.
e X axis—Shows a time line.
e Y axis—Displays the unit of measure.

¢ Legend—Includes the name of the device from which the data was gathered and the name of the

metric.
Figure 7-2 Default Display of a Performance Graph Window
o Show Al Merge Showing: RealTime | = [Line Graph  ~ with 16 |« data points
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The BRI Channel Utilization graph, on the right in Figure 7-1, includes a gray line at 0.00 percent. There
is no BRI channel utilization data for the device. The gray message box that is shown appears when you
hover your cursor over a gray line or gray area in a graph. If you click the gray message box and more
information is available, a dialog box will appear.

Working with a Merged Graph

When you select the Merge radio button, individual graphs are merged into a single, scaled graph as
shown in Figure 7-3.

Figure 7-3 Merge Scaled Performance Graph

In a merged, scaled graph, the following information is displayed:
e X axis—Shows a time line.

¢ Y axis—Shows numbers, but no unit of measure. The unit of measure is included in the legend.
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e Legend—Includes the name of the device from which the data was gathered, the name of the metric,
the ratio by which the data is scaled, and the unit of measure.

To remove scaling from a merged graph, in place of Scaled, select Default. When you select Default, the
legend includes only the device name and the metric.

Troubleshooting Performance Graphs

~

Note

Note

For information about what is displayed on graphs, see Understanding Graphs and Getting More
Information, page 7-9.

This section contains information that will help you if you encounter problems generating performance
graphs.

If you encounter an error, it will likely appear either when you select Performance Graphing from the
menu, or when Operations Manager is checking for the data file to graph.

In the first case (when selecting Performance Graphing), you will see an error message that describes
the problem and an action to take.

In the second case (when Operations Manager is checking for the data file), an error message saying
something like No data file is available appears. The error messages appear in the performance graphing
log file (Error.log) located at NMSROOT\data\gsu\_#GSUdata#_ directory.

NMSROOT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.

Table 7-4 describes the errors and their possible causes, for both of these types of situations. Possible
causes for the errors provide a starting point for you to investigate and take corrective action.
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Table 7-4 Troubleshooting Performance Graphing Errors
Error Possible Causes
Cannot collect data. e Account and credentials are not the same on all Cisco Unified

Communications Managers in the cluster. If this is required, see Determining
the Media Server Account to Use for Cisco Unified Communications
Manager Access, page 16-39.

e HTTP server problems:
— HTTP server on the device is down.

— HTTP server is operational, but the Cisco Unified Communications
Manager is down.

e Device unreachable due to a network problem.
e Performance Monitor process on the media server is down.

e The Cisco Unified Communications Manager that the MGCP gateway is
registered to is not in Operations Manager inventory.

e Device capability is not supported. (Performance graphing supports the
following: Cisco Unity, Cisco Unity Express, Cisco Unified Communications
Manager, Cisco Unified Communications Manager Express, SRST, H.323
devices, and Voice Mail Gateways.)

e Device is suspended or deleted.
e Device platform is not support.

For device support information, see Supported Device Table for Cisco Unified
Operations Manager on Cisco.com at
http://www.cisco.com/en/US/products/ps6535/products_device_support_tables_l
ist.html.

Cannot collect data because of the ¢ No credentials in Operations Manager.

following: ¢ Incorrect credentials in Operations Manager.

e The username or password for the

e Note To add credentials, see Editing Device Configuration and Credentials,
device is empty.

page 16-30.
e The system has the wrong credentials
for the device.

e The device does not have credential
information.

User Guide for Cisco Unified Operations Manager
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Table 7-4

Troubleshooting Performance Graphing Errors (continued)

Error

Possible Causes

Cannot collect data from the device
because of the following:

e A processing error occurred.

e Parsing or processing errors
occurred.

e Internal initialization errors
occurred.

e Initialization problems occurred in
the device data collector.

Incorrect Cisco Unified Communications Manager version. Check the following:

e The version of the Cisco Unified Communications Manager that is running on
the device.

e The Cisco Unified Communications Manager version number that is stored in
Operations Manager. For instructions, see Viewing Device Details,
page 16-32.

Note If the Cisco Unified Communications Manager version number that is
stored in Operations Manager is incorrect, re-add the device. See

Understanding the Device and Credentials Repository, page 16-4.

For device support information, see Supported Device Table for Cisco Unified
Operations Manager on Cisco.com at
http://www.cisco.com/en/US/products/ps6535/products_device_support_tables_1
ist.html.

Cannot collect WMI counters from the
device.

e The device maybe unreachable due to network problems.
e An incorrect hostname, username, and/or password was used.
e The Remote Procedure Call (RPC) service is not running on the device.

e The Current user does not have permission to query WMI.

Cannot collect data from the device. The
certificate hostname/IP Address cannot
be mapped to the URL hostname/IP
Address.

The device is not in DNS.

Incomplete data collected because an
error occurred in communicating with the
device.

Incorrect Cisco Unified Communications Manager version. Check the following:

e The version of the Cisco Unified Communications Manager that is running on
the device.

e The Cisco Unified Communications Manager version number that is stored in
Operations Manager. For instructions, see Viewing Device Details,
page 16-32.

Note If the Cisco Unified Communications Manager version number that is
stored in Operations Manager is incorrect, re-add the device. See

Understanding the Device and Credentials Repository, page 16-4.

For device support information, see Supported Device Table for Cisco Unified
Operations Manager on Cisco.com at
http://www.cisco.com/en/US/products/ps6535/products_device_support_tables_1
ist.html.

Cannot collect data because of the
following:

e The device returned no data from a
required MIB.

e The device received no MIB data.

e No data from a required MIB.

e A required MIB is not populated on the device.

e No MIBs returned data.

e Device is unreachable due to a network problem.

e Device credentials do not contain a valid SNMP community read string.

e SNMP response slow; data collection timed out.
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Table 7-4 Troubleshooting Performance Graphing Errors (continued)
Error Possible Causes
e The rate of queries on the Cisco Too many queries on a Cisco Unified Communications Manager 4.0 or later.

Unified Communications Manager

. Note  Check the polling settings (see Viewing Polling Parameters, page 19-12);
exceeds the limit.

they should not be less than three minutes.
e An error has occurred in the data
processing stage.

e The Cisco Unified Communications |Query exceeded time limit on Cisco Unified Communications Manager 4.0 or
Manager did not have enough time to |later.
handle the query requests.

e An error has occurred in the data
processing stage.

N

Note  When working with performance graphs, remember the following:

e If you are not able to collect performance data and you do not see an error message (either a popup
message or a message in the log file) indicating the problem, you should verify the status of the
device. To do so, use the View/Rediscover/Delete Devices page (see Verifying Device Import,
page 16-21). If the device is in the Unreachable state, verify that the device's credentials are correct
and rediscover the device (see Performing Manual Inventory Collection on Devices, page 16-31).

e If a gray line or a gray area appears in a graph, hover your mouse over it to obtain a tooltip with an
explanation.

e To collect performance data for Cisco Unity Connection, Cisco Unity, or Cisco IP Contact Center,
the Windows Management Instrumentation (WMI) credential is required. When adding these
devices to Operations Manager, verify that the WMI username and password are provided.
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CHAPTER

Using Phone Status Testing

S

Note If you do not have the required software license, you will not be able to use phone status testing.

The following topics describe phone status testing:
e Getting Started with Phone Status Testing, page 8-1
e Using Phone Status Testing, page 8-3

Getting Started with Phone Status Testing

Phone status testing uses Cisco IOS IP SLA (IP SLA) technology to monitor the reachability of key
phones in the network. A phone status test consists of the following:

e A list of IP phones to test, selected by you.
e A testing schedule that you configure.

e [P SLA-based pings from an IP SLA-capable device (for example, a switch, a router, or a voice
router) to the IP phones and, optionally, pings from Cisco Unified Operations Manager (Operations
Manager) to the IP phones.

Note If you ever need to uninstall Operations Manager, be sure to delete all the phone status tests from the
application before you uninstall it. If you do not delete these tests, they will continue to run on the router.
For instructions on deleting, see Deleting Phone Status Tests, page 8-7.

Figure 8-1 illustrates a phone status test configured on an IP SLA-capable voice router, with Operations
Manager ping enabled. Operations Manager configures an echo test on the IP SLA-capable device,
provided that the device has enough memory provisioned to allow Operations Manager to do so. Phone
status testing also, checks with the phone status process (in the following figure it is referred to as
PIFServer, it is used for generating IP phone reports) to verify that the phone is registered.
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Figure 8-1 A Phone Status Test
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A phone is considered unreachable after there is no response to either an IP SLA-based ping, or an
Operations Manager ping, and the phone status is unregistered in the phone status process. Operations
Manager generates the PhoneReachabilityTestFailed event. If the phone is not monitored by the phone
status process, then a phone is considered unreachable after there is no response to either an IP
SLA-based ping, or an Operations Manager ping.

Phone status testing is protocol-independent and can perform tests on phones that operate, for example,
under the following protocols:

¢ MGCP
e SCCP
e SIP

Before You Add a Phone Status Test

You can add phone status tests by using the Create Phone Status test page (see Adding a Phone Status
Test—Using the Create Phone Status Test Page, page 8-4), or by using a seed file (see Adding a Phone
Status Test—Using a Seed File, page 8-4).

You must be able to provide IP SLA-capable devices and IP phones (extensions and IP addresses) for
testing.

Phone status tests do not require information from Operations Manager device inventory. However, when
Operations Manager monitors phone-related devices, it can update phone status tests whenever phone
information changes.

Maintaining Phone Status Tests

The source device for a phone status test must be monitored in Operations Manager, meaning it must be
in Operations Manager inventory for the test to be created.

The following questions and answers supply guidance on how to maintain phone status tests. The
answers describe common occurrences and explain whether you need to take action as a result.

Q. What happens when a router is rebooted?
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A. When a router is rebooted, the phone status tests are lost. However, Operations Manager

reconfigures the test when the router becomes available. While the router is down, the Operations
Manager ping continues to run, if you have enabled Operations Manager ping.

What happens after I move a phone to a different Cisco Unified Communications Manager?

Phone status tests continue to run, except when phone information (IP address or extension number)
changes and phone-related devices are not monitored by Operations Manager (see Table 8-1 for
more information); update the seed file and add the test again. If you want to configure the test on
the IP SLA-capable device closest to the new Cisco Unified Communications Manager, update the
seed file and add the test again.

Using Phone Status Testing

When you open the Phone Status Tests page, you view a table of existing phone status tests with the
status for each test. From this page, you can do any of the following:

Add a phone status test. By using the Create Phone Status test page (see Adding a Phone Status
Test—Using the Create Phone Status Test Page, page 8-4), or by using a seed file (see Adding a
Phone Status Test—Using a Seed File, page 8-4).

Configure phone status tests. You can update the schedule for one or more phone status tests and
enable or disable the Operations Manager ping. See Editing Phone Status Tests, page 8-6.

Delete phone status tests. You can delete one or more phone status tests from Operations Manager
and from the routers on which the tests run. See Deleting Phone Status Tests, page 8-7.

View phone status test details. You can view details for one or more phone status tests. See Viewing
Phone Status Test Details, page 8-7.

Step1  Select Diagnostics > Phone Status Tests. The following information is displayed.

)

Note  If you do not have the required software license, you will not be able to use phone status testing.
The Diagnostic tab will not appear in Operations Manager.
Field Description
Test Name Test name—Provide a name for the test when you add it to
Operations Manager. See Adding a Phone Status Test—Using a
Seed File, page 8-4.
Status Status can be one of the following:

e Started—The test is scheduled to run.

e Running—The test is currently running.

e Stopped—The test is not scheduled to run.
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Adding a Phone Status Test—Using the Create Phone Status Test Page

You can add a phone status test using the Create Phone Status Test page.

Step1  Select Diagnostics > Phone Status Tests and click Create. The Create Phone Status Test page appears.

A
Note  Operations Manager provides you with multiple launch points for the Create Phone Status Test

page. For example, you can also open the page through a phone report, or the Phone Activities
display.

Step 2 In the Source pane, use the device selector to choose a source device, or enter the device’s name (or IP
address) in the Name field.

Step 3 (Optional) Enter the Interface.
Step4  Click the Add from Phone Report button. The All IP Phones/Lines report opens.

Step5 On the All IP Phones/Lines report, selected the check box next to the phones you want to add to the test.
Click Select.

S

Note If you select a single phone which shares its extension with other phones in the personalized
report, the report generated will have details about all the phones (including the selected phone).

Step6  In the Run area of the Create Phone Status Test page, do the following:

e Schedule when to run the test. Choose an interval time, start and stop times, and the days the test
should run.

¢ Enter a name for the test.

¢ Choose whether to use ping from the Operations Manager server. By default, phone status testing
pings a phone from both the Operations Manager server and the router. Select this check box to
disable ping from the Operations Manager server.

Step7  Click OK. One of the following is displayed:
e Informational messages for you to read and acknowledge.

e Errors and recommended actions for you to take.

Adding a Phone Status Test—Using a Seed File

You can add one phone status test at a time by importing a file with a list of extensions to include in the
test.

Before you Begin
e Verify that your seed file is formatted correctly. For details, see Formatting an Import File for Phone
Status Testing, page 8-5.

e Place the seed file on the server, in the NMSROOT\ ImportFiles directory. If you do not have access
to the directory, contact a local administrator for the server where Operations Manager is installed.
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>
Note NMSROOT is the directory where Operations Manager is installed on your system. If you

selected the default directory during installation, it can be entered as “C:\Program
Files\CSCOpx” or C:\PROGRA~1\CSCOpx.

Step 1 Ensure the steps in Before you Begin are complete.

Step2  Select Diagnostics > Phone Status Tests and click Import. The Import Phone Status Test page appears.
Step3  Enter the name of the seed file.

Step 4 In the Run area, do the following:

e Schedule when to run the test. Choose an interval time, start and stop times, and the days the test
should run.

¢ Enter a name for the test.

¢ Choose whether to use ping from the Operations Manager server. By default, phone status testing
pings a phone from both the Operations Manager server and the router. Select this check box to
disable ping from the Operations Manager server.

Step5 Click OK. One of the following is displayed:
e Informational messages for you to read and acknowledge.

e Errors and recommended actions for you to take.

N

Note In some cases, you might need to correct an entry in the seed file. If so, correct the seed file,
copy it to the seed file directory, and return to Step 2.

~

Note  Operations Manager does not add a phone status test until all errors are resolved.

Validation of the information in the seed file completes and Operations Manager starts to create tests on
the IP SLA-enabled devices. If errors occur during test creation, an error message is displayed.
Otherwise, the Phone Status Test Manager window is displayed, showing the newly added test.

Formatting an Import File for Phone Status Testing

A phone status testing import file should list all the phones that you need to create a single test. You can
use a six-column or eight-column file format. The first six columns are the same for both file formats.

The information that you must provide for each phone is:
¢ Extension number.
e [P address.
e MAC address.

You must also provide the IP address and read and write community strings for the router closest to the
Cisco Unified Communications Manager that the phone is registered to.

Handle phones with shared lines or multiple extensions as follows:
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e Shared lines—Enter one or both phones; Operations Manager can run one test for each phone on a
shared line.

e Multiple extensions—No matter how many of the extensions for a phone that you enter, Operations
Manager runs only one test for the phone.

Each line of the seed file must contain:
¢ Six or eight columns. If a column is not used, you must enter a space.

e A colon separating the columns.

Table 8-1 Seed File Format for Phone Status Testing

Column

Number |Description

1 Phone extension.

2 Phone MAC address.

3 Phone IP address.

4 IP SLA-enabled device (router, switch, or voice router).

5 Read community string for the IP SLA-enabled device.

6 Write community string for the IP SLA-enabled device.

7 SNMPv3 username (used in the eight-column format only)
8 SNMPv3 password (used in the eight-column format only)

Example 8-1 shows a sample six-column import file. Example 8-2 shows a sample eight-column import
file.

Example 8-1 Phone Status Testing Six-Column Import File

[Extension] : [MAC Address]:[IPAddress]:[IPSLA Router]:[Read Community]:[Write community]

4000:200000000001:172.20.121.1:10.76.34.194:private:private

Example 8-2 Phone Status Testing Eight-Column Import File

2) [Extension]:[MAC Address]:[IPAddress]:[SAA Router]:[Read Community]:[Write community]:
[snmpv3UserName] : [ snmpv3Passwd]

#4000:200000000001:172.20.121.1:10.76.34.194:! {[NOVALUE] }!:!{[NOVALUE]}!:admin:admin

Editing Phone Status Tests

Step 1
Step 2

You can change the source device, change phones, update the schedule, or enable or disable the
Operations Manager ping for one or more phone status tests. See Getting Started with Phone Status
Testing, page 8-1 for information about the Operations Manager ping.

Select Diagnostics > Phone Status Tests.

Select one or more tests and click Edit. The Phone Status Test Configuration page appears.
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Step3  Change any of the following.

Field Description

Source Router Change the source device.

Selected Phones Change the phones to monitor.

Select Test Interval Select the number of minutes (between 1 and 10)
from the start of one test to the start of the next
test.

Test Time Select a daily start and end time for tests.

Days of the Week Select one or more days on which to run tests.

Do not use ping from Deselect this check box to enable phone

Operations Manager server |reachability to ping phones from both the
Operations Manager server and the router. Select
this check box to disable the ping from the
Operations Manager server.

Stepd  Click Finish.

Deleting Phone Status Tests

You can delete one or more phone status tests.

Step 1 Select Diagnostics > Phone Status Tests.
Step2  Select one or more tests and click Delete. A confirmation message is displayed.
Step3  Click OK to delete the tests.

Viewing Phone Status Test Details

Step 1 Select Diagnostics > Phone Status Tests.
Step2  Select a test and click View. The Testing Details page appears.

Step3  The Testing Details page displays the test parameters and schedule and the extension numbers of the
tested phones.
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Note

CHAPTER

Using Synthetic Tests

If you do not have the required software license, you will not be able to use synthetic tests.

Synthetic tests are tests that you configure to run periodically. They use voice applications as other
devices (phones) normally would, and analyze the behavior of the system. Cisco Unified Operations
Manager (Operations Manager) can monitor the information returned from the synthetic tests and
generate events based on the results.

The following topics are covered:
e Getting Started with Synthetic Tests, page 9-1
¢ Configuring Synthetic Tests, page 9-3
e Configuring Applications for Synthetic Tests, page 9-3
e Maintaining Synthetic Tests, page 9-5
e Scheduling Synthetic Tests, page 9-23
e Synthetic Test Notes, page 9-24
e Synthetic Test Worksheets, page 9-25

Getting Started with Synthetic Tests

Synthetic tests are used to measure the availability of voice applications. Synthetic tests verify whether
the voice application can service requests from a user. For example, you can use synthetic tests to verify
that phones can register with a Cisco Unified Communications Manager.

Synthetic tests use synthetic phones to measure the availability of voice applications by emulating your
actions. For example, a synthetic test places a call between clusters and then checks to see if the call is
successful.

If a synthetic test fails, Operations Manager generates a critical event. Such events are displayed in the
Alerts and Events display (see Monitoring Alerts and Events, page 3-1).

Operations Manager supports synthetic testing for the following applications:
¢ Cisco Unified Communications Manager and Cisco Unified Communications Manager Express
e Cisco TFTP Server
e Cisco Emergency Responder

e (Cisco Conference Connection
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e Cisco Unity, Cisco Unity Express, and Cisco Unity Connection

Table 9-1 lists the synthetic tests and the results that each test must produce to pass.

N

Note  The phones in all scheduled synthetic tests, except for Phone Registration, remain registered unless there
is a failure.

Table 9-1 Synthetic Test Descriptions and Expected Results
Synthetic Test Description Expected Results
Phone Registration Test Opens a connection with the Successful registration of the phone.

Cisco Unified Communications
Manager and registers a
simulated IP phone.

Dial-Tone Test Simulates an off-hook state to Receives a dial tone signal from the Cisco Unified
the Cisco Unified Communications Manager.

Communications Manager and
checks for receipt of a dial tone.

End-to-End Call Test Initiates a call to a second e Registers, goes off-hook, and places the call
simulated or real IP phone. « Ring indication
e Destination phone goes off-hook to accept the call

Note If call progress tones and announcements are
configured on the gateway for your end-to-end
call, the test may succeed even before the phone
rings or after a couple of rings. This indicates that
your gateway is working correctly.

TFTP Download Test Performs a TFTP get-file Successful download of a configuration file from the
operation on the TFTP server. TFTP server.
Emergency Call Test Initiates a call to the emergency | ® All calls initiated

number to test the dynamic

. ¢ Ring indication on Public Safety Answering Point
routing of emergency calls.

(PSAP) and On Site Alert Number (OSAN), if
configured.
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Table 9-1 Synthetic Test Descriptions and Expected Results (continued)

Synthetic Test Description Expected Results

Cisco Conference Connection |Creates a conference (meeting) e Conference created with the specified meeting ID
Test in the Conference Center and

’ e (Call initiated
connects to the meeting.

¢ First person and second person (if configured)
successfully connect to the conference

Message-Waiting Indicator Calls the target phone and leaves |Activation of the phone's message-waiting indicator. The
Test a voice message in the voice message is then deleted and the message-waiting indicator
mailbox. is deactivated.

pe

Tip The destination phone
for the Message-Waiting
Indicator Test should be
configured as Call
Forward after X number
of rings before moving
to voicemail. If it is
configured for Call
Forward Always, the test
will fail.

Configuring Synthetic Tests

Step1  Configure the phones that you will use to run synthetic tests, following the recommendations in
Configuring Applications for Synthetic Tests, page 9-3.

Step2  Configure the synthetic tests, following the instructions in Creating Synthetic Tests, page 9-6.

Configuring Applications for Synthetic Tests

You can configure synthetic tests for each Cisco Unified Communications Manager and Cisco voice
application in your network. For each synthetic test, you must configure one or more phones in the
related Cisco Unified Communications Manager or Cisco voice application.

A

Caution  Only Cisco 7960 IP Phones are supported for synthetic tests.

When configuring phones:
¢ Create one phone extension number and one MAC address for each test and use it for that test only.

e Make sure that the combination of the phone extension number and the MAC address used in a test
is unique across the voice cluster.

User Guide for Cisco Unified Operations Manager
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A

Caution  Failure to follow these recommendations may result in synthetic test failures.

Before you configure phones, work through Determining How Many Phones You Need, page 9-4 to
estimate how many phones you will need based on the tests you want to run.

As you configure phones on each Cisco Unified Communications Manager, use the worksheet in
Synthetic Test Worksheets, page 9-25 to simplify data entry into Operations Manager.

Determining How Many Phones You Need

The number of phones you must create in a Cisco Unified Communications Manager for use in synthetic
tests depends on:

e The number of synthetic tests you want to configure
e The type of tests you want to run

Table 9-2 provides a worksheet for determining how many phones you need.

Table 9-2 Number of Phones Required for Synthetic Tests
Total

Number of Phones
Tests Type of Test Phones Needed for Test Needed

Phone Registration 1 (synthetic phone)

Dial-Tone 1 (synthetic phone)

End-to-End Call with real phones 2 (1 synthetic phone and 1 real phone)

End-to-End Call with synthetic phones |2 (synthetic phones)

TFTP Download 0

Emergency Call (without On Site Alert |2 (synthetic phones)

Number)

Emergency Call (with On Site Alert 3 (synthetic phones)

Number)

Cisco Conference Connection 2 (synthetic phones)

Message-Waiting Indicator 2 (synthetic phones)

Configuring Phones

When you configure phones in a Cisco Unified Communications Manager, you must consider the
requirements listed in Meeting the Requirements for Target Phones, page 9-4 and record the phone
information as you enter it. A sample worksheet is provided in Synthetic Test Worksheets, page 9-25.

Meeting the Requirements for Target Phones

For the following synthetic tests, there are special requirements for the target phones:

e Message-Waiting Indicator Test—When creating the subscriber on Cisco Unity that you are going
to use for synthetic testing, configure the subscriber according to the following:
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— The Set subscriber for self-enrollment at next login check box must be deselected, or you must
use a real phone to dial into the Cisco Unity device and complete the personalization process.

— Set the password option to Password never expires.

— The destination phone for the Message-Waiting Indicator Test should be configured as CALL
FORWARD after X number of rings before moving to voicemail. If it is configured for CALL
FORWARD ALWAYS, the test will fail.

¢ Emergency Call Test—The outgoing PSAP must use a local phone (not 911). Also, for the OSAN,
use a synthetic phone only (do not use your local onsite security phone).

¢ Cisco Conference Connection Test—For Cisco Unified Communications Manager Release 4.0,
when you are configuring a route pattern in Cisco Unified Communications Manager to connect to
Cisco Conference Connection, you must select the Allow overlap sending option.

Recording Phone Extension Numbers on a Worksheet

As you configure phones, record them on a worksheet similar to those in Table 9-11 through Table 9-14.
Use the worksheet that is appropriate for the synthetic test you are configuring.

A

Note Do not use phone extension numbers that consist of more than twelve digits.

Use a copy of the worksheets to record:

e Cisco Unified Communications Manager—You can obtain a list of Cisco Unified
Communications Managers from the Create Synthetic Test page. For instructions on opening the
Create Synthetic Test page, see Maintaining Synthetic Tests, page 9-5.

¢ Phone extension numbers and MAC addresses—Record the phone extension numbers and MAC
addresses you plan to use.

e Passwords and usernames—Record the passwords and usernames you plan to use.

Maintaining Synthetic Tests

The Synthetic Tests page lists any synthetic tests that have been set up. To open the Synthetic Tests page,
select Diagnostics > Synthetic Tests.

A

Note If you do not have the required software license, you will not be able to use synthetic tests. The
Diagnostic tab will not appear in Operations Manager.

These topics explain how to use the Synthetic Tests page:
e Creating Synthetic Tests, page 9-6
e Importing Synthetic Tests, page 9-15
e Exporting Synthetic Tests, page 9-21
e Editing Synthetic Tests, page 9-22
e Viewing Synthetic Test Details, page 9-22
e Starting and Stopping Synthetic Tests, page 9-22
e Deleting Synthetic Tests, page 9-23

User Guide for Cisco Unified Operations Manager
| oL-16547-02 .m




Chapter9  Using Synthetic Tests |

| Maintaining Synthetic Tests

e Viewing Synthetic Test Results, page 9-23

Figure 9-1 shows an example of the Synthetic Tests page.

Figure 9-1 Synthetic Tests Page
Synthetic Tests
Showing 1 records
r Test Hame Test Type “oice Application Cther Details Status
1. W test! End-to-End Call Test 17220119107 14378 Started
2
| Create || Import || Export || View || Edit || Delete || Start || Stop || Results | @
T
Heading Description
Test Name The name provided by the user.
Test Type The type of synthetic test that is
configured.
Voice Application The IP address of the server where the
application is located.
Status Test status.
Other Details Any notes.

Creating Synthetic Tests

Before creating synthetic tests, you must configure phones, following the recommendations in
Configuring Applications for Synthetic Tests, page 9-3. When you create synthetic tests, use the
worksheet recommended in Configuring Phones, page 9-4 to assist you in entering the correct data.

Note If you do not have the required software license, you will not be able to use synthetic tests.

Note Do not create more than 100 end-to-end call tests that run at one-minute intervals. Configure additional
end-to-end call tests to run at various intervals other than one minute.

You can also set up synthetic tests from the Service Level View (see Setting Up Synthetic Tests,
page 2-27), as well as from the Launch tools menu that is located on the Detailed Device View and Alert
Details page.

The following sections describe the steps for creating synthetic tests:

e Creating a Phone Registration Test, page 9-7
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e Creating an End-to-End Call Synthetic Test, page 9-9

e Creating a TFTP Download Synthetic Test, page 9-10

e Creating a Cisco Conference Connection Synthetic Test, page 9-11
e Creating an Emergency Call Synthetic Test, page 9-12

e Creating a Message-Waiting Indicator Synthetic Test, page 9-14

Creating a Phone Registration Test

You can only configure one Phone Registration test per Cisco Unified Communications Manager.

Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Step2  Click Create. The Create Synthetic Test page appears.
Step3  From the Test Type pull-down menu, select Phone Registration Test.

Step4  From the group selector in the left pane, select the Cisco Unified Communications Manager or Cisco
Unified Communications Manager Express system for which you want to set up the test.

Step5  Click the arrow button next to the Cisco Unified Communications Manager/Express field to enter the
name or IP address of the selected device.

Step6  Enter the synthetic phone’s MAC address. If you used the group selector to choose the Cisco Unified
Communications Manager or Cisco Unified Communications Manager Express system, the MAC
address field is automatically populated.

~
Note The MAC address for synthetic phones must be between 00059a3b7700 and 00059a3b8aff
and must be in the format 00059a3b7700.

Step7  Select a protocol type.
Step8  Select a parameter type:
e If you select Extension, enter the extension for the phone.
e If you select SIP URI, enter the SIP Uniform Resource Identifier (SIP URI).

N

Note The SIP URI should be in the format sip:extn@ccm; for example,
sip:7690@ct-sd.cisco.com.

Step9  Select a criteria for success, either Registration Success or Registration Failure.
Step10 If desired, you can change the registration time threshold setting (default is 2000 milliseconds).

~

Note  The phone registration threshold measures the time that it takes for a phone (SIP or SCCP phone)
to register with a Cisco Unified Communications Manager. If the threshold is exceeded, a
warning event is generated.

Step11  In the Run pane configure when the test should run.
e If you want the test to run immediately, select the now radio button.

e If you want to schedule the test to run at certain intervals, do the following:

User Guide for Cisco Unified Operations Manager
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Step 12

— Select the every radio button.

— Choose how often you want the test to run.

— Enter the times between which you want the test to run.
— Select the days on which the test should run.

— Enter a test name.

Click Create.

Creating Dial-Tone Synthetic Tests

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

You can configure only one dial-tone test per Cisco Unified Communications Manager.

Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Click Create. The Create Synthetic Test page appears.
From the Test Type pull-down menu, select Dial-Tone Test.

From the group selector in the left pane, select the Cisco Unified Communications Manager or
Cisco Unified Communications Manager Express system for which you want to set up the test.

Click the arrow button next to the Cisco Unified Communications Manager/Express field to enter the
name or IP address of the selected device.

Enter the synthetic phone’s MAC address. If you used the group selector to choose the Cisco Unified
Communications Manager or Cisco Unified Communications Manager Express system, the MAC
address field is automatically populated.

S,
Note The MAC address for synthetic phones must be between 00059a3b7700 and 00059a3b8aff
and must be in the format 00059a3b7700.

If desired, you can change the dial-tone time threshold setting (default is 500 milliseconds).

A
Note  The dial-tone time threshold measures the time between when an SCCP phone goes offhook to

when it receives a dial tone from Cisco Unified Communications Manager. If the threshold is
exceeded, a warning event is generated.

In the Run pane configure when the test should run.
e If you want the test to run immediately, select the now radio button.
e If you want to schedule the test to run at certain intervals, do the following:
— Select the every radio button.
— Choose how often you want the test to run.
— Enter the times between which you want the test to run.
— Select the days on which the test should run.

— Enter a test name.
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Step9  Click Create.

Creating an End-to-End Call Synthetic Test

You have the option of configuring the target phone as a real phone or a synthetic phone. The default
setting is a synthetic phone.

Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Step2  Click Create. The Create Synthetic Test page appears.

Step3  From the Test Type pull-down menu, select End-to-End Call Test.
Step4  In the Caller pane, do the following:

¢ Enter the Cisco Unified Communications Manager or Cisco Unified Communications Manager
Express system.

A
Note  You can use the group selector in the left pane to enter a device: Select the device in the

group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.

¢ Enter the synthetic phone’s MAC address. If you used the group selector to choose the Cisco Unified
Communications Manager or Cisco Unified Communications Manager Express system, the MAC
address field is automatically populated.

N
Note The MAC address for synthetic phones must be between 00059a3b7700 and 00059a3b8aff
and must be in the format 00059a3b7700.

e Select a protocol type.
e Select a parameter type:
- If you select Extension, enter the extension for the phone.
— If you select SIP URI, enter the SIP Uniform Resource Identifier (SIP URI).

N

Note  The SIP URI should be in the format sip:extn @ccm; for example,
sip:7690@ct-sd.cisco.com.

Step5 In the Recipient pane, do the following:
e Select either the Synthetic Phone or Real Phone radio button.

e Enter the name or IP address of the Cisco Unified Communications Manager or Cisco Unified
Communications Manager Express system.

N

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.
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¢ Enter the phone’s MAC address.
e Select a protocol type (if you selected the Real Phone radio button, this option is grayed out).

e Select a parameter type (if you selected the Real Phone radio button, this option is grayed out): If
you select Extension, enter the extension for the phone. If you select SIP URI, enter the URI.

~

Note The Parameters area is grayed out when Synthetic Phone is selected.

Step6  In the Parameters pane, do the following:

e (Optional) Select Wait for Answer. If you selected the Synthetic Phone radio button, this option is
grayed out.

e (Optional) Select Enable RTP transmission. If you selected the Synthetic Phone radio button, this
option is grayed out.

e Choose a criterion for success, either Call Success or Call Failure.
e If desired, you can change the call setup time threshold setting (default is 10000 milliseconds).

~

Note  The call setup time threshold measures the time between when you are done dialing the
number to when the Cisco Unified Communications Manager sets up the call (using SIP or
SCCP phones). If the threshold is exceeded, a warning event is generated.

Step7  In the Run pane configure when the test should run.

e If you want the test to run immediately, select the now radio button.

e If you want to schedule the test to run at certain intervals, do the following:
- Select the every radio button.
— Choose how often you want the test to run.
— Enter the times between which you want the test to run.
— Select the days on which the test should run.
— Enter a test name.

A

Note Do not create more than 100 end-to-end call tests that run at 1-minute intervals. Configure
any additional end-to-end call tests to run at various intervals greater than 1 minute.

Step8  Click Create.

Creating a TFTP Download Synthetic Test
You can configure only one TFTP download test for each Cisco Unified Communications Manager.
Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.

Step2  Click Create. The Create Synthetic Test page appears.
Step3  From the Test Type pull-down menu, select TFTP Download Test.
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Step 4

Step 5

Step 6

Step 7

Maintaining Synthetic Tests

From the group selector in the left pane, select the Cisco Unified Communications Manager or
Cisco Unified Communications Manager Express system for which you want to set up the test.

Click the arrow button next to the TFTP Server field, to enter the name or IP address of the selected
device.

In the Run pane configure when the test should run.

e If you want the test to run immediately, select the now radio button.

e If you want to schedule the test to run at certain intervals, do the following:
— Select the every radio button.
— Choose how often you want the test to run.
— Enter the times between which you want the test to run.
— Select the days on which the test should run.
— Enter a test name.

Click Create.

Creating a Cisco Conference Connection Synthetic Test

Step 1
Step 2
Step 3
Step 4

Step 5

You can configure only one Cisco Conference Connection test for each Cisco Conference Connection
Server.

Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.

Click Create. The Create Synthetic Test page appears.

From the Test Type pull-down menu, select Cisco Conference Connection Test.
In the CCC Parameters pane, enter the following:

e (Cisco Conference Connection server name or IP address.

N

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Conference Connection
field.

e Username.
e Password.
e Meeting ID.

e Access Number (route pattern between the Cisco Unified Communications Manager and the Cisco
Conference Connection server).

In the First Caller pane, enter the following:
a. The Cisco Unified Communications Manager where Cisco Conference Connection is configured.

A

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.
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b. The phone’s MAC address. Use the format 00059a3b7700. If you used the group selector to choose
the Cisco Unified Communications Manager, the MAC address field is automatically populated.

N

Note The MAC address for synthetic phones must be between 00059a3b7700 and 00059a3b8aff
and must be in the format 00059a3b7700. Operations Manager verifies only that the MAC
address number entered in the Create Synthetic Test page is syntactically valid. It is your
responsibility to make sure the correct numbers are entered, as configured in the Cisco
Unified Communications Manager.

Step6  In the Second Caller pane, enter the following:

a. The name or IP address of the Cisco Unified Communications Manager where Cisco Conference
Connection is configured.

N
Note  You can use the group selector in the left pane to enter a device: Select the device in the

group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.

b. The phone’s MAC address. Use the format 00059a3b7700.
Step7  In the Run pane configure when the test should run.

e If you want the test to run immediately, select the now radio button.

e If you want to schedule the test to run at certain intervals, do the following:
— Select the every radio button.
— Choose how often you want the test to run.
— Enter the times between which you want the test to run.
— Select the days on which the test should run.
— Enter a test name.

Step8  Click Create.

Creating an Emergency Call Synthetic Test

The Emergency Call synthetic test is supported only on Cisco Emergency Responder Release 1.2.

Step 1 Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Step2  Click Create. The Create Synthetic Test page appears.
Step3  From the Test Type pull-down menu, select Emergency Call Test.
Step4  In the CER Parameters pane, enter the following:
e The name or IP address of the system where Cisco Emergency Responder is installed.

N

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Emergency Responder field.
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¢ Emergency phone number.
Step5  In the Caller pane, enter the following:

e The name or IP address of the Cisco Unified Communications Manager or Cisco Unified
Communications Manager Express for the caller’s phone.

N,

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.

¢ The synthetic phone’s MAC address. If you used the group selector to choose the Cisco Unified
Communications Manager or Cisco Unified Communications Manager Express system, the MAC
address field is automatically populated.

Note  The MAC address for synthetic phones must be between 00059a3b7700 and 00059a3b8aff and
must be in the format 00059a3b7700. Operations Manager verifies only that the MAC address
number entered in the Create Synthetic Test page is syntactically valid. It is your responsibility
to make sure the correct numbers are entered, as configured in the Cisco Unified
Communications Manager.

Step6  In the PSAP pane, enter the following:

e The Public Safety Answering Point (PSAP) Cisco Unified Communications Manager or Cisco
Unified Communications Manager Express.

A
Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications

Manager/Express field.

e The PSAP phone’s MAC address.
Step 7 (Optional) If there is an On Site Alert Number (OSAN), select the On Site Alert Number check box, and
enter the following in the OSAN pane:

¢ The name or IP address of the OSAN Cisco Unified Communications Manager or Cisco Unified
Communications Manager Express.

A

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications

Manager/Express field.

e The OSAN phone’s MAC address.
Step8 In the Run pane configure when the test should run.
e If you want the test to run immediately, select the now radio button.
e If you want to schedule the test to run at certain intervals, do the following:
— Select the every radio button.
— Choose how often you want the test to run.

— Enter the times between which you want the test to run.
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Step 9

— Select the days on which the test should run.

— Enter a test name.

Click Create.

Creating a Message-Waiting Indicator Synthetic Test

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Ensure that

Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.

Click Create. The Create Synthetic Test page appears.

From the Test Type pull-down menu, select Message-Waiting Indicator Test.

In the Unity Parameters pane, enter a Cisco Unity, Cisco Unity Express, or Cisco Unity Connection
system for which you want to set up the test.

~

Note  You can use the group selector in the left pane to enter a device: Select the device in the group

selector, and then click the arrow button next to the Cisco Unity/Unity Express/Unity
Connection field.

In the Caller pane, enter the following:

The name or IP address of the Cisco Unified Communications Manager or Cisco Unified
Communications Manager Express for the caller’s phone.

N

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.

The synthetic phone’s MAC address. If you used the group selector to choose the Cisco Unified
Communications Manager or Cisco Unified Communications Manager Express system, the MAC
address field is automatically populated.

A

Note The MAC address for synthetic phones must be between 00059a3b7700 and 00059a3b8aff
and must be in the format 00059a3b7700. Operations Manager verifies only that the MAC
address number entered in the Create Synthetic Test page is syntactically valid. It is your
responsibility to make sure the correct numbers are entered, as configured in the Cisco
Unified Communications Manager.

In the Recipient pane, enter the following:

The name or IP address of the recipient Cisco Unified Communications Manager or Cisco Unified
Communications Manager Express.

A

Note  You can use the group selector in the left pane to enter a device: Select the device in the
group selector, and then click the arrow button next to the Cisco Unified Communications
Manager/Express field.
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e The phone’s MAC address.
e The phone’s extension number.
e The voice mail password.
A
Note  Ensure that you do not use the Call Forward All option on this phone or the test will fail. Instead,

use the Forward No Answer to Voicemail option for the configuration of the recipient Cisco
Unified Communications Manager or Cisco Unified Communications Manager Express.

Step7  In the Run pane configure when the test should run.

e If you want the test to run immediately, select the now radio button.
e If you want to schedule the test to run at certain intervals, do the following:
- Select the every radio button.
— Choose how often you want the test to run.
— Enter the times between which you want the test to run.
— Select the days on which the test should run.

— Enter a test name.

Step8  Click Create.

Tip After you perform a Cisco Unified Communications Manager version upgrade, Cisco Unity synthetic
tests that use the Cisco Unified Communications Manager that you upgraded might stop working. If this
problem occurs, you should delete the Cisco Unity synthetic test, and then add the synthetic test again.

Importing Synthetic Tests

You can import multiple synthetic tests at one time by using a comma-separated values (CSV) file.

Before You Begin
e Verify that your seed file is formatted correctly. For details, see Formatting Synthetic Test Import
Files, page 9-16.
e Place the seed file on the server, in the NMSROOT\ ImportFiles directory. If you do not have access
to the directory, contact a local administrator for the server where Operations Manager is installed.

~
Note NMSROQOT is the directory where Operations Manager is installed on your system. If you
selected the default directory during installation, it can be entered as “C:\Program

Files\CSCOpx” or C:\PROGRA~1\CSCOpx.

Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
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S

Note

Step 2
Step 3

If you do not have the required software license, you will not be able to use Synthetic tests. The
Diagnostic tab will not appear in Operations Manager.

Click Import. The Import Synthetic Test page appears.
Enter the name of the seed file in the Filename field and click OK.

Formatting Synthetic Test Import Files

S

Note

You can find an example of an import file in the <NMSROOT>\Importfiles folder.

NMSROQT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.

The general format for a synthetic test seed file is as follows:

e If you create the import file manually, the import file header should be:

Cisco Systems synthetic test import, version=2.0;type=CSV;source=manual

e All values must be separated with a vertical bar ().
The schedule column must use the following formatting:
MONTH,DAYSOFMONTH,DAYSOFWEEK,HOUR,MINUTE

e Month—O0-11

e Day of month—1-31

¢ Day of week—0-6 (0 = sunday)

e Hour—0-23

e Minute—0-59
Each specifier can be a number, a range, comma-separated numbers and a range, or an asterisk.
Month and days of the month fields cannot be changed. You should enter an asterisk (*).

Day of week can have an asterisk to represent all days, or it can have a comma-separated list of days.
For Hour, you can enter an asterisk to represent 24 hours, or you can enter a range. Minute can be an
asterisk, to represent all, or it can be a range.

Only the following schedule types are supported:
o kokikokok _All days, 24 hours
o ¥;¥:D-4:%:% _Tuesday to Thursday, 24 hours
o kik:%:8.20;* —All days between 8:00 a.m. and 8:00 p.m.
o RRSRB:20-59:%;%;%;9-19;%:%;%:%:20;0-40 —All days between 8:20 a.m. and 8:40 p.m.

Phone Registration and Dial-Tone Tests

Phone Registration test format:
REGISTRATIONITestNamelPollIntervallSchedulel CCMAddressIMACAddress|SrcPhoneProtocol | SIPU
RI_OR_EXTN
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Table 9-3 Import File Format for Phone Registration and Dial-Tone Tests

Column

Number |Description

1 Type of test—REGISTRATION

2 Test name.

3 Polling interval.

4 Schedule.

5 Cisco Unified Communications Manager to which the phone is
connected.

6 Phone’s MAC address.

7 Phone’s protocol (SCCP or SIP).
SIP URI or extension number.

Example of a Phone Registration test import file:

REGISTRATION|reg test|60]|*;*;*;*;*|ipif-skate.cisco.com|00059A3B7780|SCCP|4002

Dial-Tone Tests

Dial-tone test format:
OFFHOOKITestNamelPollIntervallSchedulel CCMAddressIMACAddress

Table 9-4 Import File Format for Dial-Tone Tests

Column

Number |Description

1 Type of test—DIALTONE

2 Test name.

3 Polling interval.

4 Schedule.

5 Cisco Unified Communications Manager to which the phone is
connected.

6 Phone’s MAC address.

Example of a dial-tone test import file:

OFFHOOK |dial-tone|60|*;*;*;*;*|ipif-skate.cisco.com|00059A3B7781

End-to-End Call Test

End-to-End Call test format:
ENDTOENDTESTI|TestNamelPollIntervallSchedulelSrcCCMISrcMAClisDestRealPhonelDestCCMIDes
tMACIExtnIWaitForAnswerlEnableRTPISrcPhoneProtocollSRC_SIPURI_OR_EXTNIDestPhoneProtoc
ol
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Table 9-5 File Format for End-to-End Call Test

Column

Number |Description

1 Type of test—ENDTOENDTEST

2 Test name.

3 Polling interval.

4 Schedule.

5 Caller Cisco Unified Communications Manager.

6 Caller MAC address.

7 Whether or not the recipient phone is a real phone. Enter true or false.
8 Recipient Cisco Unified Communications Manager.
9 Recipient MAC address.

10 Recipient extension number.

11 Wait for answer. Enter true or false.

12 Enable RTP transmission. Enter true or false.

13 Phone’s protocol (SCCP or SIP).

14 SIP URI or extension number.

15 Destinations phone’s protocol (SCCP or SIP).

Example of an End-to-End test import file:

ENDTOENDTEST | endtoend test|60|*;*;*;*;*|ipif-skate.cisco.com|00059A3B7782|FALSE
|ipif-skate.cisco.com|00059A3B7783|4002 | TRUE|FALSE|SCCP|4004 |SCCP

TFTP Download Test
TFTP test format: TFTPITestNamelPollIntervallSchedulel CCMAddress

Table 9-6 Import File Format for TFTP Download Test
Column

Number |Description

1 Type of test—TFTP.

2 Test name.

3 Polling interval.

4 Schedule.

5 Cisco Unified Communications Manager.

Example of a TFTP download test import file:

TFTP|tftp download|60|*;*;*;*;*|ipif-skate.cisco.com
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Message-Waiting Indicator Test

End-to-End Call test format:

MWITESTITestNamelPollIntervallSchedulelUnityAddress|SrcCCMISrcMACIDestCCMIDestM ACIExt
nlPassword

Table 9-7 Import File Format for Message-Waiting Indicator Test
Column

Number |Description

1 Type of test—MWITEST.

2 Test name.

3 Polling interval.

4 Schedule.

5 Cisco Unity system.

6 Caller Cisco Unified Communications Manager.

7 Caller MAC address.

8 Recipient Cisco Unified Communications Manager.
9 Recipient MAC address.

10 Recipient extension number.

11 Recipient voice mail password.

Example of a Message-waiting indicator test import file:

MWITEST |mwi test|300|*;*;*;*;*|10.76.91.155|10.76.91.148|00059A3B7B00|10.76.91.148
[00059A3B7B01|71418001 13579

Cisco Conference Connection Test

Cisco Conference Connection Test format:

CCCTESTITestNamelPollIntervallSchedulel CCCAddress|FirstCCMIFirstMACISecondCCMI|SecondM
ACICCCUserNamelCCCPasswordIMeetingIDICCCAccessNumlCCCTargetE164

Table 9-8 Import File Format for Cisco Conference Connection Test
Column

Number |Description

1 Type of test—CCCTEST.

2 Test name.

3 Polling interval.

4 Schedule.

5 Cisco Conference Connection system.

6 First caller Cisco Unified Communications Manager.

7 First caller MAC address.

8 Second caller Cisco Unified Communications Manager.
9 Second caller MAC address.
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Table 9-8 Import File Format for Cisco Conference Connection Test (continued)
Column

Number |Description

10 Cisco Conference Connection username.

11 Cisco Conference Connection password.

12 Meeting ID number.

13 Cisco Conference Connection access number.

Example of a Cisco Conference Connection test import file:

CCCTEST | conference conn test|120|*;*;*;*;*[10.76.91.105[/10.76.91.99|00059A3B7F00
|10.76.91.99|00059A3B7F01 |cccjtapi|cisco|444444(|123444444(|1234

Emergency Call Test

Emergency Call Test format:
EMERGENCYCALLTESTITestNamelPollIntervallSchedulelCER AddressIStcCCMIStcMACIPsapCCM
[PsapM ACIEmergencyNumberlenableOsan|OsanCCMIOsanMAC

Table 9-9 Import File Format for Emergency Call Test

Column

Number |Description

1 Type of test—CCCTEST.

2 Test name.

3 Polling interval.

4 Schedule.

5 Cisco Emergency Responder system.

6 Caller Cisco Unified Communications Manager.

7 Caller MAC address.

8 Public Safety Answering Point (PSAP) Cisco Unified
Communications Manager.

9 PSAP MAC address.

10 Emergency number.

11 Enable On Site Alert Number (OSAN). Enter true or false.

12 OSAN Cisco Unified Communications Manager.

13 OSAN MAC address.

Example of an Emergency Call test import file:

EMERGENCYCALLTEST |emergency call test|600|*;*;*;*;*|10.76.35.211|10.76.93.75|00059A3B7789
|10.76.93.75|00059A3B7790| 911 |TRUE|10.76.38.111|00059A3B7791
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Exporting Synthetic Tests

You can export the synthetic tests that you have created to a file on your Operations Manager server. If
needed, you can use this file to import your configured synthetic tests back into Operations Manager, or
to import the tests into another Operations Manager system.

Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Step2  Click Export. The Export Synthetic Test page appears.
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Step3  Enter a name for the export file.

Step4  Click OK. All your synthetic tests are exported to a single file.

Editing Synthetic Tests
A

Note  Every time you create or edit a test that requires a phone extension number and a MAC address, you
should edit them as a pair. Do not edit one independently of the other.

Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Step2  Select the synthetic test you want to edit.

Step3  Click Edit. The Edit Synthetic Test page appears.

Step4  Enter or change the desired information.

Step5  Click Edit. Your changes will be saved.

Viewing Synthetic Test Details

In the Synthetic Test Details page you can view the parameters that have been configured for a test.

Step 1 Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Step2  Select the synthetic test.

Step3  Click View. The Synthetic Test Details page appears. The details displayed vary depending on the type
of test.

Starting and Stopping Synthetic Tests

Synthetic tests can be started or stopped. You can select multiple tests at one time to start or stop. If a
test is running while you are trying to stop it, a message appears stating the test’s details.

Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.

Step2  Select the synthetic tests that you want to either start or stop.

Step3  Click Start or Stop (depending on the desired action). A confirmation box appears.
Step4  Click Yes.
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Deleting Synthetic Tests

Step 1
Step 2
Step 3
Step 4

Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Select the synthetic test you want to delete.

Click Delete.

Click Yes in the confirmation box.

~

Note If you click Cancel before clicking OK, the synthetic tests will not be deleted.

Viewing Synthetic Test Results

Step 1
Step 2
Step 3

You can view the results of synthetic tests in a report format. As with any of the reports in Operations
Manager, you can print the report or export it to a file.

The Synthetic Tests Results report provides the following information:
e Test status (passed or failed).
e The day and time that the test finished.

e Any error messages.

Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.
Select the synthetic test that you want to see the results for.

Click Results. The Synthetic Tests Results report appears.

Scheduling Synthetic Tests

Note

When you create a synthetic test, you have the option of running the test now, or scheduling the test to
run at regular intervals.

If you want to change the time at which the test should run, you must edit the synthetic test in the Edit
Synthetic Test page.

If the system time of the Operations Manager server is changed backward, the synthetic tests will not
execute until the time has elapsed and the system time reaches the original time at which the change was
done. For example, if at 10:00 a.m. the system time is changed to 9:00 a.m., the tests will not start
executing until the system time is 10:00 a.m.

Your login determines whether or not you can perform this task. For information on user security, see
Understanding Your User Role, page 1-23.
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Step1  Select Diagnostics > Synthetic Tests. The Synthetic Tests page appears.

Step2  Select the synthetic test you want to edit.

Step3  Click Edit. The Edit Synthetic Test page appears.

Step4  In the Run area, enter or change the desired schedule information.

Step5  Click Edit. Your changes will be saved.

Synthetic Test Notes

Table 9-10 contains information you should be aware of when working with synthetic tests.

Table 9-10 Synthetic Test Notes

Summary

Explanation

Synthetic tests do not run for 30 minutes after the
Operations Manager processes are started.
However, during this time, you can still create,
edit, or delete tests.

Starting Operations Manager processes places a high load on the system.
To prevent synthetic tests from failing during this time, Operations
Manager delays starting them.

You can change the default setting by doing the following:

1. Add the following default settings in the AMAServer.properties file
located in <NMSRoot>\etc\cwsi:

AMAMonitor.InitialDelay-30

2. Stop and restart the synthetic transaction server using the following
commands:

pdterm STServer
pdexec STServer

3. Start the VHMSTIntegrator process using the pdexec
VHMSTIntegrator command.

When the interval of a synthetic test is decreased
from a high value to a low value, the first results for
the new value may take longer than the new
interval to report.

Each synthetic test executes at a time that is controlled by its interval
setting. Immediately after you decrease the interval setting for a
synthetic test, that transaction might not execute again until a total
elapsed time that is longer than the new interval. For example, if you
decrease an interval from 180 seconds to 60 seconds, the first results for
the new interval may take as long as 240 seconds to report.

One-time synthetic test failures sometimes occur.

Occasionally, one-time synthetic test failures occur. Such failures can be
due to high loads on the Operations Manager system or other factors that
cause Operations Manager to be unable to receive some events from
applications.
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Table 9-10

Synthetic Test Notes (continued)

Synthetic Test Worksheets 1l

Summary

Explanation

Multiple conferences with the same meeting ID are
created and are not deleted, slowing the
performance of Cisco Conference Connection
database operations.

When synthetic tests for Cisco Conference Connection (CCC) fail, the
conferences they create might not be deleted from the CCC Past
Conferences database.

If a synthetic test fails after a conference is created but before it is
stopped and deleted, the next occurrence of the test results in the
termination of the conference, but the conference is not deleted.

You should periodically delete any old conferences used for synthetic
testing. Delete the old conferences through the CCC user interface.

Cisco Unity Message-waiting indicator synthetic

tests may fail.

If a Cisco Unity synthetic test fails and the Message-Waiting Indicator
light is on, you must configure a real phone with the same extension
number used in the test and delete the voice mails manually.
Alternatively, you can use the Message Store Manager tool to remove the
voice mails. Once this is completed, the test will pass.

Synthetic Test Worksheets

Recording Cisco Unified Communications Manager Information

Table 9-11

Cisco Unified Communications Manager Worksheet for Synthetic Test Configuration

Cisco Unified Communications Manager:

Synthetic Test

Destination Phone

Destination Phone Cisco Un.ifie(_i
Extension Number Communications
MAC Address Manager

Phone Registration

Dial-Tone

End-to-End Call—source phone

End-to-End Call—destination
phone (synthetic phone)

End-to-End Call—destination
phone (real phone)

Phone Registration

Dial-Tone

End-to-End Call—source phone

End-to-End Call—destination
phone (synthetic phone)

End-to-End Call—destination
phone (real phone)

Phone Registration

Dial-Tone
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Table 9-11 Cisco Unified Communications Manager Worksheet for Synthetic Test Configuration

Cisco Unified Communications Manager:

Destination Phone
Destination Phone Cisco Un.'f'e(.i
Extension Number Communications
Synthetic Test MAC Address Manager
End-to-End Call—source phone — —
End-to-End Call—destination
phone (synthetic phone)
End-to-End Call—destination — —
phone (real phone)
Recording Cisco Emergency Responder Information
Table 9-12 Cisco Emergency Responder Worksheet for Synthetic Test Configuration
Parameter Name or Number
Source

Cisco Unified Communications Manager

MAC address

Destination

Emergency number

Public Safety Answering Point

Cisco Unified Communications Manager

MAC address

On Site Alert

Cisco Unified Communications Manager

MAC address

Recording Cisco IP Conference Connection Information

The username, password, and access number are required for the Cisco Conference Connection Test.

Table 9-13 Cisco IP Conference Connection Worksheet for Synthetic Test Configuration

Parameter

Name or Number

Cisco Conference Connection

Username

Password

Meeting ID

Access number

First Caller

Cisco Unified Communications Manager

MAC address
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Table 9-13 Cisco IP Conference Connection Worksheet for Synthetic Test Configuration

Parameter

Name or Number

Cisco Conference Connection

Username

Password

Meeting ID

Access number

First Caller

Second Caller

Cisco Unified Communications Manager

MAC address

Recording Cisco Unity Information

Table 9-14 Cisco Unity Worksheet for Synthetic Test Configuration

Parameter

Name or Number

Caller

Cisco Unified Communications Manager

MAC address

Recipient

Cisco Unified Communications Manager

MAC address

Phone extension number

Voice Mail

Password
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Using Batch Tests

Note  If you do not have the required software license, you will not be able to use batch tests.

Batch tests enable you to test the health and connectivity of a branch office. Batch tests consist of a set
of synthetic tests (see Using Synthetic Tests, page 9-1) that are run on voice applications (for example,
Cisco Unified Communications Manager Express or Cisco Unity Express) that are deployed in a branch
office and a set of phone tests (see Understanding Phone Tests, page 10-12) that are run on real phones
in the branch office. Batch tests can be run once a day to verify the health of the voice network in the
branch office. You can also select one or more phones from an All IP Phones/Lines report display and
run a phone test on demand.

The following topics are covered:
e Working with Batch Tests, page 10-1
e Viewing Batch Test Results, page 10-10
e Understanding Phone Tests, page 10-12
¢ Creating and Running a Phone Test on Demand, page 10-14

Working with Batch Tests

This section describes how to create, edit, remove, and analyze batch tests in Operations Manager, as
well as how to stop or start batch test operations.

This section includes the following topics:
¢ Creating Batch Tests, page 10-2
e Editing Batch Tests, page 10-8
e Deleting a Batch Test, page 10-8
e Viewing Batch Test Details, page 10-8
e Verifying the Status of a Test, page 10-9
¢ Suspending/Resuming a Batch Test, page 10-10
e Scheduling a Batch Test to Run, page 10-10
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Creating Batch Tests

A

Note

Step 1

Step 2
Step 3

You create batch tests by importing an XML file. Each individual batch test consists of multiple synthetic
tests and phone tests.

In a single batch test, do not create phone tests that include both Cisco Unified Communications
Manager 4.x and Cisco Unified Communications Manager 5.X. You can create a single batch test that
includes different versions of Cisco Unified Communications Manager 4.x, or a single batch test that
includes different versions of Cisco Unified Communications Manager 5.x, but do not combine 4.x with
5.X.

Before You Begin
e Verify that your seed file is formatted correctly. For details, see Formatting Batch Test Import Files,
page 10-2.

¢ Place the seed file on the server, in the NMSROOT\ImportFiles directory. If you do not have access
to the directory, contact a local administrator for the server where Operations Manager is installed.

A

Note NMSROOT is the directory where Operations Manager is installed on your system. If you
selected the default directory during installation, it can be entered as “C:\Program
Files\CSCOpx” or C:\PROGRA~1\CSCOpx.

Select Diagnostics > Batch Tests. The Batch Tests page appears.

N

Note If you do not have the required software license, you will not be able to use batch tests. The
Diagnostic tab will not appear in Operations Manager.

Click Create. The Create Batch Test page appears.
Enter the name of the seed file in the Filename field and click OK.

Formatting Batch Test Import Files

N

Note

The batch test import file is an XML file. You can find an example of an import file in the
<NMSROOT>\Importfiles folder.

NMSROQT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program FilesCSCOpx” or
C:\PROGRA~1\CSCOpx.

A batch test import file contains information for one batch test. Each batch test import file contains all
the information required to configure the synthetic tests and phone tests for that particular batch test.

e For specific details on what information is required to configure synthetic tests, see Configuring
Synthetic Tests, page 9-3.
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For specific details on what information is required to configure phone tests, see Understanding
Phone Tests, page 10-12.

When creating a batch test import file, observe the following guidelines for the listed fields:

TestSchedule—Can have multiple schedule entries.

Each ScheduleEntry—Must have the following five fields:

Month—Not supported.

— DayOfMonth—Not supported.

— DayOfWeek—Must be 0 through 6 or asterisk to indicate all days.
— Hour—Must be between 0 and 23.

— Minute—Must be between 0 and 59.

CallAgent—Can be a Cisco Unified Communications Manager or a Cisco Unified Communications
Manager Express.

PhoneMACAddress—The MAC address of a synthetic phone. It must be in the range of
00059A3B7700 to 00059A3B8AFF.

PhoneProtocol—The protocol of the synthetic phone, either SCCP or SIP.
PhoneURIorExtension—The extension or URI of a SIP phone. This is ignored for SCCP phones.
OnsiteAlertNumber—Required only when ISOSANEnabled is set to true.

DialingNumber—Optional. PhoneNumber is used if no input is present. This field is valid for
intercluster call only. It must provide the complete number that has to be dialed from source phone
to reach destination phone on a different cluster.(for example, just the phone number or the dial
pattern/access digits plus the phone number.

Example Batch Test Import Flle

<BatchTest name="batch-testl" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="BatchTest.xsd">
- <l-=

TestSchedule can have multiple ScheduleEntry's
Each ScheduleEntry must have the following five fields

month : Not supported

dayOfMonth : Not supported

dayOfWeek : should be 0-6 or * to indicate all days
hour : hour should be between 0-23

minute : minute should be between 0-59

-—>

<TestSchedule>
<ScheduleEntry>
<month>*</month>
<dayOfMonth>*</dayOfMonth>
<dayOfWeek>*</dayOfWeek>
<hour>10</hour>
<minute>10</minute>
</ScheduleEntry>
<ScheduleEntry>
<month>*</month>
<dayOfMonth>*</dayOfMonth>
<dayOfWeek>*</dayOfWeek>
<hour>20</hour>
<minute>20</minute>
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</ScheduleEntry>

</TestSchedule>

<CiscoCallManager name="CM1" address="ipif-ccml.cisco.com" jtapiUsername="jtuser"
jtapiPassword="cisco" />

<CiscoCallManager name="CM2" address="ipif-skate.cisco.com" jtapiUsername="jtuser"
jtapiPassword="cisco" />

- <!__

CallAgent : A CallAgent can be a Cisco CallManager or Cisco CallManager
Express

PhoneMACAddress : The MAC address of synthetic phone. This should be in the
range

00059A3B7700 - 00059A3B8AFF

PhoneProtocol : The protocol of synthetic phone. This values can be SCCP or

SIP

PhoneURIorExtension : The extension of URI of a SIP phone. This is ignored for
SCCP phones

—-—>

- <PhoneRegistrationTest name="skinny-reg">

- <Phone>
<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7700</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Phone>
<SuccessCriteria>RegistrationFailure</SuccessCriteria>
</PhoneRegistrationTest>

- <PhoneRegistrationTest name="sip-reg">

- <Phone>
<CallAgent>ipcom-sdl.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7800</PhoneMACAddress>
<PhoneProtocol>SIP</PhoneProtocol>
<PhoneURIorExtension>sip:7800@ipcom-sdl.cisco.com</PhoneURIorExtension>
</Phone>
<SuccessCriteria>RegistrationSuccess</SuccessCriteria>
</PhoneRegistrationTest>

- <DialToneTest name="dial-tone">

- <Phone>
<CallAgent>ipcom-sdl.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7701</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Phone>
</DialToneTest>

- <TftpTest name="tftp-download">
<TftpServer>ipif-skate.cisco.com</TftpServer>
</TftpTest>

- <EndToEndTest name="e2e-skinny2real">

- <Caller>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7704</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Caller>
<IsDestRealPhone>true</IsDestRealPhone>
<ReceiverURIorExtension>5555</ReceiverURIorExtension>
<WaitForAnswer>true</WaitForAnswer>
<EnableRTPTransmission>false</EnableRTPTransmission>
<SuccessCriteria>CallSuccess</SuccessCriteria>
</EndToEndTest>

- <EndToEndTest name="e2e-sip2real">

- <Caller>
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<CallAgent>ipcom-sdl.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7801</PhoneMACAddress>
<PhoneProtocol>SIP</PhoneProtocol>
<PhoneURIorExtension>sip:7801@ipcom-sdl.cisco.com</PhoneURIorExtension>
</Caller>

<IsDestRealPhone>true</IsDestRealPhone>
<ReceiverURIorExtension>5555</ReceiverURIorExtension>
<WaitForAnswer>true</WaitForAnswer>
<EnableRTPTransmission>false</EnableRTPTransmission>
<SuccessCriteria>CallFailure</SuccessCriteria>
</EndToEndTest>

<EndToEndTest name="e2e-skinny2skinny">

<Caller>

<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7702</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />

</Caller>

<IsDestRealPhone>false</IsDestRealPhone>

<Receiver>

<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7703</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />

</Receiver>
<ReceiverURIorExtension>7703</ReceiverURIorExtension>
<SuccessCriteria>CallSuccess</SuccessCriteria>
</EndToEndTest>

<EndToEndTest name="e2e-sip2sip">

<Caller>

<CallAgent>ipcom-sdl.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7800</PhoneMACAddress>
<PhoneProtocol>SIP</PhoneProtocol>
<PhoneURIorExtension>sip:7800@ipcom-sdl.cisco.com</PhoneURIorExtension>
</Caller>

<IsDestRealPhone>false</IsDestRealPhone>

<Receiver>

<CallAgent>ipcom-sdl.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7801</PhoneMACAddress>
<PhoneProtocol>SIP</PhoneProtocol>
<PhoneURIorExtension>sip:7801@ipcom-sdl.cisco.com</PhoneURIorExtension>
</Receiver>
<ReceiverURIorExtension>sip:7801@ipif-ccml.cisco.com</ReceiverURIorExtension>
<SuccessCriteria>CallSuccess</SuccessCriteria>
</EndToEndTest>

<EndToEndTest name="e2e-skinny2sip">

<Caller>

<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7705</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />

</Caller>

<IsDestRealPhone>false</IsDestRealPhone>

<Receiver>

<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7802</PhoneMACAddress>
<PhoneProtocol>SIP</PhoneProtocol>
<PhoneURIorExtension>sip:7802@ipcom-sdl.cisco.com</PhoneURIorExtension>
</Receiver>
<ReceiverURIorExtension>6666</ReceiverURIorExtension>
<SuccessCriteria>CallSuccess</SuccessCriteria>
</EndToEndTest>

<EndToEndTest name="e2e-sip2skinny">

<Caller>
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<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7803</PhoneMACAddress>
<PhoneProtocol>SIP</PhoneProtocol>
<PhoneURIorExtension>sip:7803@ipcom-sdl.cisco.com</PhoneURIorExtension>
</Caller>
<IsDestRealPhone>false</IsDestRealPhone>

- <Receiver>
<CallAgent>10.76.93.118</CallAgent>
<PhoneMACAddress>00059A3B7706</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Receiver>
<ReceiverURIorExtension>6666</ReceiverURIorExtension>
<SuccessCriteria>CallSuccess</SuccessCriteria>
</EndToEndTest>

- <MWITest name="unity-mwi">
<VoiceMailSystem>10.76.91.175</VoiceMailSystem>

- <Caller>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7707</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Caller>

- <Receiver>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7708</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Receiver>
<ReceiverExtension>4000</ReceiverExtension>
<VoiceMailPassword>123456</VoiceMailPassword>
</MWITest>

- <ConferenceTest name="ccc">
<ConferenceServer>10.76.91.151</ConferenceServer>

- <FirstParticipant>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7709</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</FirstParticipant>

- <SecondParticipant>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7710</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</SecondParticipant>
<UserName>cccUser</UserName>
<Password>cisco</Password>
<MeetingId>444444</MeetingId>
<ConferenceDialIn>1234</ConferenceDialIn>
</ConferenceTest>

- <EmergencyCallTest name="cer">
<EmergencyCallRouter>10.76.91.149</EmergencyCallRouter>

- <Caller>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7711</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</Caller>

- <PublicSafetyAnsweringPoint>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7712</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
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</PublicSafetyAnsweringPoint>
<EmergencyNumber>911</EmergencyNumber>
<IsOSANEnabled>false</IsOSANEnabled>
</EmergencyCallTest>

<EmergencyCallTest name="cer-with-osan">
<EmergencyCallRouter>10.76.91.149</EmergencyCallRouter>
<Caller>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7711</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />

</Caller>

<PublicSafetyAnsweringPoint>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7712</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />
</PublicSafetyAnsweringPoint>
<EmergencyNumber>911</EmergencyNumber>

<!-- OnsiteAlertNumber is required only when IsOSANEnabled is
——>

<IsOSANEnabled>true</IsOSANEnabled>
<OnSiteAlertNumber>
<CallAgent>ipif-ccml.cisco.com</CallAgent>
<PhoneMACAddress>00059A3B7713</PhoneMACAddress>
<PhoneProtocol>SCCP</PhoneProtocol>
<PhoneURIorExtension />

</OnSiteAlertNumber>

</EmergencyCallTest>

<PhoneTest name="ptl" primaryCallManager="CM1">
<TestPhones>3333,4444,5555,6666</TestPhones>
<TestProbes>1111,1112,1113,1114</TestProbes>
<Action name="IntraClusterCall" type="Call">
<Destination>5555</Destination>

</Action>

<Action name="CallToPSTN" type="Call">
<Destination>918041036116</Destination>

</Action>

<Action name="Call to PSTN Negative" type="Call">
<Destination>918041036116</Destination>
<SuccessCriteria>CallFailure</SuccessCriteria>
</Action>

<Action name="Inter Cluster Call" type="Call">
<Destination>9999</Destination>
<DestinationCallManager>CM2</DestinationCallManager>
</Action>

<Action name="Call Hold test" type="CallHold" />
<Action name="Call Forward test" type="CallForward" />
<Action name="Call Park test" type="CallPark" />
<Action name="Conference test" type="Conference" />
</PhoneTest>

<PhoneTest name="pt2" primaryCallManager="CM2">
<TestPhones>3333,4444,5555,6666</TestPhones>
<TestProbes>1111,1112,1113,1114</TestProbes>
<Action name="Call to PSTN Negative" type="Call">
<Destination>918041036116</Destination>
<SuccessCriteria>CallSuccess</SuccessCriteria>
</Action>

<Action name="Inter Cluster Call" type="Call">
<Destination>8888</Destination>
<DialingNumber>8888</DialingNumber>
<DestinationCallManager>CMl</DestinationCallManager>
<SuccessCriteria>CallFailure</SuccessCriteria>
</Action>

Working with Batch Tests
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<Action name="Call Hold test" type="CallHold" />

<Action name="Call Forward test" type="CallForward" />
<Action name="Call Transfer test" type="CallTransfer" />
</PhoneTest>

</BatchTest>

Editing Batch Tests

Step 1
Step 2
Step 3
Step 4

You can change an existing batch test by importing a new batch test import file. The previous batch test
information is overwritten by the new import file. To change the import file, you must manually edit the
file (see Formatting Batch Test Import Files, page 10-2).

Select Diagnostics > Batch Tests. The Batch Tests page appears.
Select the batch test that you want to change.
Click Edit. The Edit Batch Test page appears.

Enter the name of the seed file in the Filename field and click OK.

Deleting a Batch Test

Step 1
Step 2
Step 3

You can use this function to delete one or more tests. You can delete tests in any state. See Table 10-1
for a description of possible states.

Select Diagnostics > Batch Tests. The Batch Tests page appears.
Select the tests you want to delete, and then click Delete. A confirmation dialog box appears.

Click Yes. Operations Manager deletes the tests you selected.

Viewing Batch Test Details

Step 1
Step 2

Note

You can find all the details about a particular batch test on the Test Details page.

As with any of the reports in Operations Manager, you can print the report or export it to a file (see
Printing Batch Test Results, page 10-11 and Exporting Batch Test Results, page 10-11).

The Test Details page lists all the synthetic tests and phone tests that are part of the batch test.

Select Diagnostics > Batch Tests. The Batch Tests page appears.

Select the test you want to view, and click View. The Test Details page opens.

You can jump to any of the tests listed in the Test Details page by selecting the test from the Go to Test
menu at the top of the page.

The page contains the following information:
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e Test summary:
— Test name—Name of the batch test.
— Test details—The number of synthetic and phone tests configured.
- Test schedule.
e Synthetic tests:
— Test name—Name of the synthetic test.
— Test type—Type of synthetic test (see Using Synthetic Tests, page 9-1).

— Phone details—Call Agent, MAC Address, Protocol, and URI/Extension. The phone
information is provided for all phones, whether it is the calling or receiving phone.

e Phone tests:
— Test name—Name of the phone test.
— Primary Cisco Unified Communications Manager.
— Test phones.
— Test probes.

— Phone action details—Lists the actions that the phone tests performed.

N

Note  For descriptions of the phone tests, see Understanding Phone Tests, page 10-12.

Verifying the Status of a Test

You can verify whether a test ran and completed correctly. You can also troubleshoot the test if necessary.

Step 1 Select Diagnostics > Batch Tests. The Batch Tests page appears. All current batch tests appear on the
page. The last column in the table shows the status of each test.

Table 10-1 Test Status Definitions

Test Status Description

Running The test is active and collecting data.

Suspended The test is suspended from data collecting or polling. This occurs

because the device was suspended.

Scheduled Appears after you create or update a test. The status will change to
Running at the first polling cycle.
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Suspending/Resuming a Batch Test

When you suspend a batch test it no longer runs at its scheduled time. The test is not removed from the
system. If you want to remove the test, it must be deleted (see Deleting a Batch Test, page 10-8).

Step1  Select Diagnostics > Batch Tests. The Batch Tests page appears.
Step2  If the batch test is active and you want to stop it from running, click Suspend.

Step3  If the batch test is suspended and you want it to run it at its scheduled time, click Resume.

Scheduling a Batch Test to Run

The scheduled time and day that a batch test is to run is configured in the import file (see Formatting
Batch Test Import Files, page 10-2). But if you want to run a batch test on demand, you can use the Run
Now button.

Running a Batch Test on Demand

Step 1 Select Diagnostics > Batch Tests. The Batch Tests page appears.
Step2  Select the batch test that you want to run.
Step3  Click Run Now. The batch test runs.

Viewing Batch Test Results

No events or alerts are generated when a component of a batch test fails. You must use the Batch Test
Results report to see the results of a batch test. A new Batch Test Results report is generated every 24
hours for each batch test.

As with any of the reports in Operations Manager, you can print the report or export it to a file (see
Verifying the Status of a Test, page 10-9 and Exporting Batch Test Results, page 10-11).

The Batch Test Results report provides the following information for the overall batch test:
e Test status.
e The date and time that the test started and finished.

The Batch Test Results report provides the following information for the individual tests that are a part
of the batch test:

e Test type.

e Whether or not it is a negative test.

e Test status (passed or failed).

e The date and time that the test finished.

e Any error messages.
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Step1  Select Diagnostics > Batch Tests. The Batch Tests page appears.
Step2  Select the batch test that you want to see the results for.
Step3  Click Results. The Batch Test Results report appears.

Printing Batch Test Results

Step1  In a batch test report, click the printer icon in the upper-right corner of the window.

The records are reformatted into a print-friendly format and are displayed in a new browser window.

Step2  Use the print function on your browser to print the display.

Exporting Batch Test Results

Step 1 In a batch test report, click the export icon in the upper-right corner of the window. Select either CSV
or PDF format for export and click OK.

Step2  If you chose CSV in Step 1, do the following:
a. When the File Download dialog box appears, click Save.
b. In the Windows folder window, enter the filename and the location where you want to save the file.
c. Click Save.
d. In the Download Complete dialog box, click Close.
Step3  If you chose PDF in Step 1, do the following:
a. If a security information dialog box appears, click Yes. The records now appear in PDF format.

b. Use the PDF save function to save the file to your system.

Where Is Batch Test Data Stored?

Operations Manager saves the data collected by the batch tests to disk. Batch test data is stored on the
Operations Manager server in the NMSROOT\data\bt folder.

>
Note = NMSROOT is the directory where Operations Manager is installed on your system. If you selected the

default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.
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Understanding Phone Tests

Note

Note

The phone tests that are run as part of batch testing and on-demand testing take control of a real phone
in the network and make a call from that phone to another phone. Phone tests use JTAPI credentials. For
batch testing, these credentials must be included in the batch test import file. When running a phone test
on demand, the JTAPI credentials must be provided in the phone test creation UI. For the phone test
feature in Operations Manager to work properly, the JTAPI credentials need to be configured in
Communications Manager as well.

When creating a phone test as part of batch testing, observe these definitions, guidelines, and
instructions:

e TestPhones—Phones being tested.
e TestProbes—Phones being used to execute the tests.

e The test phones and test probes must belong to the same Cisco Unified Communications Manager
because Operations Manager takes control of these phones and probes through the Communications
Manager using JTAPI. If the test phones and test probes belong to a different Cisco Unified
Communications Manager, the tests will fail.

¢ Only when the call test type is an intercluster call can the destination phone belong to a different
Cisco Unified Communications Manager. In this instance, the user needs to provide the credentials
of the destination Communications Manager in the batch test XML file.

¢ An example of an import XML file for batch phone testing is provided in
C:\Program Files\CSCOpx\ImportFiles\batchPhoneTests.xml.

See Creating Batch Tests, page 10-2 and Formatting Batch Test Import Files, page 10-2.

e Prior to running the phone tests, verify that the configurations are correct in Communications
Manager and that the various phone operations are working using the real phones.

In a single batch test, you cannot create phone tests that include different major versions of Cisco Unified
Communications Manager. For example, you cannot create phone tests that include both Cisco Unified
Communications Manager 4.x and Cisco Unified Communications Manager 5.x. You can create a single
batch test that includes different versions of Cisco Unified Communications Manager 4.x, or a single
batch test that includes different versions of Cisco Unified Communications Manager 5.x, but do not
combine 4.x with 5.x.

Table 10-2 describes the different phone tests that are used in batch testing and on-demand testing.

Do not confuse these phone tests with other Operations Manager phone tests (synthetic tests or phone
status tests). These phone tests are created as part of batch testing and can also be launched on-demand,
from IP Phone reports. These tests take control of real phones to conduct the tests.
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Table 10-2 Phone Test Descriptions—Batch and On-Demand Tests
Test Description
Call Hold Takes control of two phones and performs the following:

e Places a call from phone A to phone B.
e Has phone B put the call on hold.

¢ Disconnects the call.

Call Forward

Takes control of three phones and performs the following:
e Places a call from phone A to phone B.
e Forwards the call to phone C from phone B.
e Verifies that the call is received by phone C.

¢ Disconnects the call.

Call Park

Takes control of three phones and performs the following:
e Places a call from phone A to phone B.

e Has phone B park the call. The call disappears from phone B
and a message is displayed to tell you where the call is parked
(for example, Call Park at 80503).

e Has phone C dial the number where the call is parked. The
parked call is transferred to the phone that you made the call
from.

¢ Disconnects the call.

Call Conference

Takes control of three phones and performs the following:
e Places a call from phone A to phone B.
¢ Places a conference call from phone A to phone C.

e Disconnects the call.

Call Transfer

Takes control of three phones and performs the following:
e Places a call from phone A to phone B.
e Has phone B transfer the call to phone C.
e Has phone C accept the call.

e Disconnects the call.

Call Test

Takes control of a phone and places a call to a given number. The
call can be from a real phone to a number, in which case the test is
controlling the caller only. Alternatively, the call can be from a real
phone to a real phone, in which case the test is controlling both the
caller and the receiver.
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Creating and Running a Phone Test on Demand

Step 1
Step 2
Step 3
Step 4
Step 5

You can select one or more phones from an All IP Phones/Lines report display and run a phone test on
demand. The selected phones must belong to the same Cisco Unified Communications Manager. Phone
tests use the JTAPI credential. The JTAPI credential must be configured in Communications Manager.

For information on how phone counts are displayed in Operations Manager windows, seeHow Are Phone
Counts Displayed in Views and Reports?, page 1-19.

Select Monitor Dashboard > All IP Phones/Lines to display all phones.

Select the phones you want included in the on-demand phone test.

Click Launch > Phone Test. The On-Demand Phone Test window appears.

Select the items you want included in the on-demand phone test. See Table 10-3 for descriptions.

Click Run. The on-demand phone test runs.

Table 10-3 On-Demand Phone Test

Item Description

Cisco Unified Communications Manager |Lists the Communications Manager for the phones
selected from the phone report.

)

Note  You can select a Cisco Unified Communications
Manager from the left pane and click the >>
button to add it to the Cisco Unified
Communications Manager field. The previous
Test Phones and Helper Phones selections are
cleared; you will need to specify them again.

JTAPI Username and JTAPI Password Enter the JTAPI username and password configured on
the Communications Manager.

Test Phones To add more phones to Test Phones:

¢ Click Add from Phone Report. The phone report
window appears.

¢ Select the additional phones to add and click Select.

~

Note  The phones added must belong to the same Cisco
Unified Communications Manager provided at
the beginning for this test.!
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Table 10-3 On-Demand Phone Test (continued)
ltem Description
Helper Phones To add more phones to Helper Phones:

e Click Add from Phone Report.
¢ Select the additional phones to add and click Select.

A

Note  The phones added must belong to the same Cisco
Unified Communications Manager provided at
the beginning for this test.!

Phone Tests Select the phone test that you want to see the results for.
The following phone tests are available:

e (Call Hold

e (Call Forward

e (Call Park

e (Call Conference
e (Call Transfer

e Call Test

When Call Test is selected, the following fields are
enabled:

e Call Type
e Success Criterion

¢ Phone Number

Call Type From the drop-down list, choose the call type.

When Inter Cluster Call is selected, the following fields
are enabled:

¢ Cisco Unified Communications Manager
e JTAPI Username
e JTAPI Password

Success Criterion From the drop-down list, choose the success criterion.

Phone Number The destination phone number to be dialed for the call
test needs to be specified in this field.

Dialing Number When Inter Cluster Call is selected for Call Type, enter
the complete phone number that the source phone must
dial to reach the destination phone on a different cluster.
This may include dial pattern or access digits, for
example 94151234567.

This field is not mandatory. If left empty the Phone
Number field is used instead.
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Tip

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Table 10-3 On-Demand Phone Test (continued)

ltem Description

Cisco Unified Communications Manager |When Inter Cluster Call is selected for Call Type, enter
the Cisco Unified Communications Manager for the
phone number specified in the Phone Number field.

JTAPI Username and Password When Inter Cluster Call is selected for Call Type, enter
the JTAPI username and password for the Cisco Unified
Communications Manager provided in the previous field.

1. Ifyou select a single phone which shares its extension with other phones in the personalized report, the report generated will
have details about all the phones (including the selected phone).

If the phone tests fail and display the message “Unable to create provider,” verify:

e The JTAPI username and password is created in Communications Manager and that the phones used
in the test are assigned to the same JTAPI user. For the phone test feature in Operations Manager to
work properly, the JTAPI credentials need to be configured in Communications Manager as well.

e The JTAPI implementation in Communications Manager may have been modified; as a result the
JTAPI Java Archive (JAR) files need to be updated in Operations Manager.

To update the JTAPI .JAR files in Operations Manager:

Log into Cisco Unified Communications Manager and select Application > Plugins.

Click Find to list the available plugins.

From the list, select Download Cisco JTAPI for Windows and save the file to your computer.
Click the executable file to install the Cisco JTAPI client on your computer.

In the directory where Operations Manager is installed on your system, in <Install Directory>\Unified
Communications s\bt\lib, look for the directories listed for each Communications Manager version
installed.

Click the directory for the Communications Manager version that you are currently using. For example,
go to directory 5.0 if your current version of Communications Manager is 5.0.x. Replace the .JAR files
in the directory with the .JAR files from the newly installed Cisco JTAPI client on your computer.

By default, the .JAR files are in C:\WINNT\java\lib on your computer if the default directory was
selected during the Cisco JTAPI client installation.
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Viewing On-Demand Phone Test Results

When executed, the On-Demand Phone Test is run immediately and the results are displayed.

Table 10-4 On-Demand Phone Test Results
Item Description
Action Name Lists the phone test that was run on the selected phones.

The descriptions in Table 10-2 apply to batch tests and
on-demand phone tests.

Extension Phone extension included in on-demand phone test.
Negative Test Whether or not it is a negative test.

Test Status Test Status (passed or failed).

Test Start Time The date and time that the test started.

Test End Time The date and time that the test finished.

Error Message Any error messages.

To print an on-demand phone test, see Printing Batch Test Results, page 10-11. To export an on-demand
phone test, see Exporting Batch Test Results, page 10-11.
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cunrren 11

Using Node-To-Node Tests

If you do not have the required software license, you will not be able to use node-to-node tests.

Node-to-Node tests monitor the response time and availability of multiprotocol networks on both an
end-to-end and a hop-by-hop basis. After collecting this data, you can use the Operations Manager
graphing function to examine changes in network performance metrics. You can select, display, and chart
network performance data in real time. See Viewing Test Trending, page 11-16. Also, Node-to-Node
tests can be configured to trigger events when certain thresholds are crossed. These events appear in the
Monitoring Dashboard displays.

This section describes how to create, edit, remove, and analyze Node-to-Node tests in Cisco Unified
Operations Manager (Operations Manager).

This section includes the following topics:
¢ Working with Node-To-Node Tests, page 11-1
e Managing Test Operations, page 11-16
e Working with Test Data, page 11-20

Working with Node-To-Node Tests

~

Note

You can create Node-to-Node tests one at a time, or you can import a file to create more than one test at
a time.

If you ever need to uninstall Operations Manager, be sure to delete all the node-to-node tests from the
application before you uninstall it. If you do not delete these tests, they will continue to run on the router.
For instructions on deleting, see Deleting a Test, page 11-15.

This section includes the following topics:
e Getting Started: Required Cisco IOS and IP SLA Versions, page 11-2
e Creating a Single Node-To-Node Test, page 11-2
e Importing Multiple Tests, page 11-12
e Editing Tests, page 11-14
e Deleting a Test, page 11-15

| oL-16547-02
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Getting Started: Required Cisco 10S and IP SLA Versions

Node-to-node tests rely upon Cisco IOS IP SLA technology. Table 11-1 lists the versions of IP SLA and
Cisco IOS that are required to successfully configure and run each type of node-to-node test.

Table 11-1 IP SLA Mapping for Node-to-Node Tests
Required Versions
Test IP SLA Cisco 10S
Ping Echo 2.1.0 and higher 12.0(5)T, 12.1(1), and higher
Ping Path Echo
UDP Echo
UDP lJitter for VoIP
Note  Without ICPIF/MOS values.
UDP litter for VoIP 2.2.0 and higher 12.3(4)T and higher
Note = With ICPIF/MOS values.
Gatekeeper Registration Delay 12.3(14)T and higher
Real-Time Transport Protocol 2.20 and higher e Voice port of type -
dsO-group.
e DSP of type either C5510
or C549.
e IOS version greater than
or equal to 12.4(19.12)T

To see device families on which node-to-node tests are supported, see Supported Devices Table for
Cisco Unified Operations Manager 2.0 on Cisco.com.

Creating a Single Node-To-Node Test

~

Note

Step 1

Step 2

Before you can create a test, the source device must be monitored by Operations Manager. See Using
Device Management, page 16-1 for more information.

You can also set up Node-to-Node tests from the Service Level View (see Setting Up Node-To-Node
Tests, page 2-28).

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.

A
Note If you do not have the required software license, you will not be able to use node-to-node tests.
The Diagnostic tab will not appear in Operations Manager.

Click Create. The information required for creating Node-to-Node tests is different for each test
operation type. See the following for details:

User Guide for Cisco Unified Operations Manager
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e UDP Jitter for VoIP, page 11-3—Measures packet loss, round-trip latency, and delay variance (or
jitter) in IP networks by generating synthetic UDP traffic.

e Ping Echo, page 11-6—Measures end-to-end response time between a source device and any
IP-enabled device.

e Ping Path Echo, page 11-7—Measures hop-by-hop response time between a source device and any
IP device on the network by discovering the path using traceroute, and then measuring response time
between the source device and each hop in the path.

e UDP Echo, page 11-8—Measures UDP response time between a source device and any IP-enabled
device.

¢ Gatekeeper Registration Delay, page 11-9—Measures the time required for a gateway to register
with a gatekeeper.

~
Note  For Gatekeeper Registration Delay tests to run, the source gateway must have SIP or H323
configured on it.

e Real-Time Transport Protocol, page 11-10—Measures voice quality metrics from DSP to DSP by
integrating with the DSP software. The operation involves placing a test call from the source
gateway to the destination, sending actual RTP packets and then collecting statistics from DSPs.

S

Note  For the Real-time Transport Protocol test to run, the source must have a dsp module type of
either C5510 or C549 and must have dsO-group of voice ports configured on it.

UDP Jitter for VolIP

Step 1
Step 2
Step 3
Step 4

This test uses the UDP protocol to measure latency, one-way jitter, and packet drop. Jitter is interpacket
delay. The source device sends a number of packets from the source device to the destination device with
a specified interpacket delay. The destination (an IP SLA Responder) time stamps the packet and sends
it back. Using this data, the one-way positive and negative jitter (from the source to the destination and
back again), packet loss (also from the source to the destination and back again), and round-trip latency
are obtained.

Positive jitter occurs when the one-way delay for a packet is longer than the previous packet delay.
Negative jitter occurs when the one-way delay for a packet is shorter than the previous packet delay. If
the sequence numbers become jumbled, the test reflects the error.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Click Create. The Node-to-Node Test Configuration page appears.
In the Test Type pull-down menu select UDP Jitter for VoIP.
In the Source pane, do the following:
e Using the device selector, select a source device.
S

Note If you cannot find a recently added device, refresh the device groups. See Troubleshooting
Note: Selecting a Source Device, page 11-5.
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e Select a source interface setting. You can leave it at Default, or enter a new setting.

Step5 In the Destination pane, do the following:
¢ Using the device selector, select a destination device.
e Enter a UDP port for the destination device (the default value is 16400). This is the port on the
destination device to which packets are sent by the source device.
~
Note If you want to switch the source and destination devices with each other, click the Swap Source
and Destination button.
Step6  In the Parameters pane, you can set the following parameters:
Table 11-2 UDP Jitter for VoIP Test Parameters
Parameter Default Value Available Values Description
Codec Type — e G.711ulaw Used to determine the packet interval and the
e G.711alaw request payload.
e G.729
Call Duration 8 1 - 59 seconds Time of the call.
Voice Quality Land line e Land line Corresponds to the Access Advantage factor of

Expectation . Mean Opinion Scores (MOS) and Calculated
e Wireless campus . .
Planning Impairment Factor (ICPIF).
e  Wireless on the move
e  Multi-hop
IP QoS IP Precedence e [P Precedence Defines the quality of service policies for the IP
e DSCP SLA packets.
5 e [P Precedence—O0 (none) through |This is converted to Type of Service (TOS) and
7 (high) set on the device.
e DSCP—O (none) through 8 (CS1),
9, and 10 (AF11)
Step7 In the Threshold pane, you can change the following settings:
Table 11-3 UDP Jitter for VoIP Test Threshold Settings
Parameter Default Value Available Values Description

Source to Destination

3 (packet loss) Any positive integer!

40 msec (jitter)

Threshold setting for packet loss and jitter.

Destination to Source

3 (packet loss) Any positive integer'

40 msec (jitter)

Threshold setting for packet loss and jitter.
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Table 11-3 UDP Jitter for VoIP Test Threshold Settings
Parameter Default Value Available Values Description
Average Latency 300 m/secs Any positive integer! |Threshold setting for latency.
Node-to-Node Quality Fair Excellent, Good, Threshold setting for the test’s quality.
Fair, or Poor The values are associated with a MOS
score. The value and equivalent MOS are
as follows:

e Excellent—>5 (500)
e Good—4 (400-499)
e Fair—3 (300-399)
e Poor—2 (200-299)
e Bad—1 (100-199)

1. Positive integers must be 32 bit.

Step 8

Step 9

In the Run pane configure when the test should run.

e If you want the test to run only once, select the Once radio button.

e If you want to schedule the test to run at certain intervals, do the following:

— Select the schedule radio button.

— Choose how often you want the test to run.

— Enter the time between which you want the test to run.

— Select the days on which the test should run.

— Enter a test name. The test name cannot contain tabs, question marks, quotation marks,
asterisks, semicolons, commas, colons, forward slashes, straight slashes, or backslashes.

Click OK.

Troubleshooting Note: Selecting a Source Device

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

If you recently added an IP SLA-enabled device and it does not appear in the IP SLA Devices group in
the selector in the Source pane on the Node-to-Node Test Configuration dialog box, refresh the device

group membership.

Select Devices > Device Groups. The Group Administration and Configuration page appears.

In the Group Selector, select the OM @<server> group where <server> is the name of your server.

Click the Refresh button. A confirmation dialog box appears.

Click Yes. A progress bar appears. A success message is displayed.

Click OK.

If it is open, close the Node-to-Node Test Configuration dialog box. When you open it again, refreshed
device groups are displayed in the Source pane.
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Ping Echo

This test measures end-to-end latency information using ICMP. The test sends ICMP packets from the
source device to the destination device and measures the time it takes to complete the round trip.

Step 1 Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Step2  Click Create. The Node-to-Node Test Configuration page appears.
Step3  In the Test Type pull-down menu select Ping Echo.
Step4  In the Source pane, do the following:
e Using the device selector, select a source device.

A

Note If you cannot find a recently added device, refresh the device groups. See Troubleshooting
Note: Selecting a Source Device, page 11-5.

e Select a source interface setting. You can leave it at Default, or enter a new setting.
Step5 In the Destination pane, using the device selector, select a destination device.

N

Note If you want to switch the source and destination devices with each other, click the Swap Source
and Destination button.

Step6  In the Parameters pane, you can set the following parameters:

Table 11-4 Ping Echo Test Parameters
Parameter Default Value Available Values Description
Request Payload |32 bytes 28 to 16384 bytes A default ICMP Ping packet has 32 bytes.
Allows for variably sized operations.
IP QoS IP Precedence e [P Precedence Defines the quality of service policies for the IP
e DSCP SLA packets.
0 (none) e [P Precedence—O0 (none) This is converted to TOS and set on the device.
through 7 (high)
e DSCP—O (none) through 8
(CS1),9, and 10 (AF11)
Show Link in Not selected — Displays this test as a virtual link in the Service
Service Level Level View.
View

Step7  If you want to change the Round-Trip Response Time Threshold, in the Thresholds pane, select the check
box and enter a new setting (default is 300 m/secs). The setting must be a positive integer (32 bit).

Step8 In the Run pane configure when the test should run.
e If you want the test to run only once, select the Once radio button.
e If you want to schedule the test to run at certain intervals, do the following:

— Select the schedule radio button.
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— Choose how often you want the test to run.
— Enter the time between which you want the test to run.
— Select the days on which the test should run.

— Enter a test name. The test name cannot contain tabs, question marks, quotation marks,
asterisks, semicolons, commas, colons, forward slashes, straight slashes, or backslashes.

Step9  Click OK.

Ping Path Echo

This test measures hop-by-hop latency information using ICMP Ping and traceroute.

Step1  Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Step2  Click Create. The Node-to-Node Test Configuration page appears.

Step3  In the Test Type pull-down menu select Ping Path Echo.

Step4  In the Source pane, do the following:

e Using the device selector, select a source device.

N

Note If you cannot find a recently added device, refresh the device groups. See Troubleshooting
Note: Selecting a Source Device, page 11-5.

e Select a source interface setting. You can leave it at Default, or enter a new setting.
Step 5 In the Destination pane, using the device selector, select a destination device.

~

Note If you want to switch the source and destination devices with each other, click the Swap Source
and Destination button.

Step6  In the Parameters pane, you can set the following parameters:

Table 11-5 Ping Path Echo Test Parameters
Parameter Default Value Available Values Description
Request Payload |32 bytes 28 to 16384 bytes A default ICMP Ping packet has 32 bytes. Allows
for variably sized operations.
IP QoS IP Precedence e [P Precedence Defines the quality of service policies for the IP
e DSCP SLA packets.
0 (none) e [P Precedence—O0 (none) This is converted to TOS and set on the device.
through 7 (high)
e DSCP—O (none) through 8
(CS1),9, and 10 (AF11)
Step7  If you want to change the Round-Trip Response Time threshold, in the Thresholds pane, select the check
box and enter a new setting (default is 300 m/secs). The setting must be a positive integer (32 bit).
User Guide for Cisco Unified Operations Manager
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Step 8

Step 9

UDP Echo

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

In the Run pane configure when the test should run.
e If you want the test to run only once, select the Once radio button.
e If you want to schedule the test to run at certain intervals, do the following:
— Select the schedule radio button.
— Choose how often you want the test to run.
— Enter the time between which you want the test to run.
— Select the days on which the test should run.

— Enter a test name. The test name cannot contain tabs, question marks, quotation marks,
asterisks, semicolons, commas, colons, forward slashes, straight slashes, or backslashes.

Click OK.

This test measures UDP server latency. The UDP echo test sends a packet with the configured number
of bytes to the destination with the specified port number and measures the response time. There are two
destination device types for the UDP echo operation: RTR Responders, which use IP SLA, and UDP
servers, which do not.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Click Create. The Node-to-Node Test Configuration page appears.
In the Test Type pull-down menu select UDP Echo.
In the Source pane, do the following:
e Using the device selector, select a source device.

A

Note If you cannot find a recently added device, refresh the device groups. See Troubleshooting
Note: Selecting a Source Device, page 11-5.

e Select a source interface setting. You can leave it at Default, or enter a new setting.
In the Destination pane, using the device selector, select a destination device.

Enter the UDP port number (the default value is 7) for the destination device to use when sending
response packets.

A

Note  If you want to switch the source and destination devices with each other, click the Swap Source
and Destination button.
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Step7 In the Parameters pane, you can set the following parameters:
Table 11-6 UDP Echo Test Parameters
Parameter Default Value |Available Values Description
Request Payload |16 bytes 4 to 1500 bytes Allows for variably sized
operations.
IP QoS IP Precedence | ¢ IP Precedence Defines the quality of service

e DSCP

policies for the IP SLA packets.

0 (none) e [P Precedence—O0 (none) through 7 (high) This is converted to TOS and
« DSCP—O (none) through 8 (CS1), 9, and 10 set on the device.
(AF11)
Step8  If you want to change the Round-Trip Response Time threshold, in the Thresholds pane, select the check
box and enter a new setting (default is 300 m/secs). The setting must be a positive integer (32 bit).
Step9  In the Run pane configure when the test should run.
e If you want the test to run only once, select the Once radio button.
e If you want to schedule the test to run at certain intervals, do the following:
- Select the schedule radio button.
— Choose how often you want the test to run.
— Enter the time between which you want the test to run.
— Select the days on which the test should run.
— Enter a test name. The test name cannot contain tabs, question marks, quotation marks,
asterisks, semicolons, commas, colons, forward slashes, straight slashes, or backslashes.
Step10 Click OK.

Gatekeeper Registration Delay

Note

Step 1
Step 2
Step 3
Step 4

This test sends a lightweight Registration Request (RRQ) from an H.323 gateway to an H.323 gatekeeper
and receives a Registration Confirmation (RCF) from the gatekeeper. The test then measures the

response time.

For the Gatekeeper Registration Delay test to run, the source gateway must have SIP or H323 configured

on it.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.

Click Create. The Node-to-Node Test Configuration page appears.

In the Test Type pull-down menu select Gatekeeper Registration Delay.

In the Source pane, using the device selector, select a source device.
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Step 5

Step 6

Step 7

S

Note If you cannot find a recently added device, refresh the device groups. See Troubleshooting Note:
Selecting a Source Device, page 11-5.

If you want to change the Registration Response Time threshold, in the Thresholds pane, select the check
box and enter a new setting (default is 300 m/secs). The setting must be a positive integer (32 bit).

In the Run pane configure when the test should run.
e If you want the test to run only once, select the Once radio button.
e If you want to schedule the test to run at certain intervals, do the following:
- Select the schedule radio button.
— Choose how often you want the test to run.
— Enter the time between which you want the test to run.
- Select the days on which the test should run.

— Enter a test name. The test name cannot contain tabs, question marks, quotation marks,
asterisks, semicolons, commas, colons, forward slashes, straight slashes, or backslashes.

Click OK.

Real-Time Transport Protocol

Note

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

This test provides DSP-to-DSP measurement of voice quality metrics by integrating with the DSP
software. Test calls are placed from the source gateway to the source destination, sending actual
real-time protocol (RTP) packets and then collecting statistics from DSPs. In some networks, the remote
end may not have DSP. In such situations, the real-time protocol test should measure the metrics by
making the remote end loop back the RTP stream. The real-time transport protocol test includes delays
in the voice path (path from telephony interface to IP interface on originating gateway and path from IP
interface to telephony interface on terminating gateway) in these measurements.

For the Real-time Transport Protocol test to run, the source must have a DSP module type of either
C5510 or C549 and must have dsO-group of voice ports configured on it.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Click Create. The Node-to-Node Test Configuration page appears.

In the Test Type pull-down menu select Real-time Transport Protocol.

In the Source pane, using the device selector, select a source device and interface.

~

Note If you cannot find a recently added device, refresh the device groups. See Troubleshooting Note:
Selecting a Source Device, page 11-5.

In the Destination pane, using the device selector, select a destination device and interface.

Enter the following details:
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Field Description

General Parameters

General information about a test.

Codec Type Used to determine the packet interval and the request payload.

Call Duration Test duration.

Voice Quality Expectation Corresponds to the Access Advantage factor of Mean Opinion
Scores (MOS) and Calculated Planning Impairment Factor (CPIF).

Threshold Parameters

Threshold settings for the test.

Round-Trip time Threshold Setting. The Destination to Source Conversational
Quality (Number) and Destination to Source Listening Quality
(Number) metrics are supported.

Interarrival Jitter Threshold Setting. The Destination to Source Inter-Arrival Jitter
(Milliseconds) metric is supported.

Packet Loss Threshold Setting. The Destination to Source Packet Loss (Number)
metric is supported.

R Factor Threshold Setting. The Destination to Source Listening Quality
(Number) metric is supported.

Operation-Specific Parameters

When and how often the test runs.

Polling Time The number of hours in a 24-hour period during which polling
occurs.

Occurrence Pattern Dates on which the test starts and ends, and hours during which the
test is scheduled to run. If the test runs weekly, the Schedule
parameter displays days of the week when the test is scheduled to
run.

Test Name User-defined test name. Operations Manager also uses the test name
to name the folder in which test data is stored. See the description
of the Data Directory field in this table.

Step7 In the Run pane, configure when the test should run.
e If you want the test to run only once, select the Once radio button.
e If you want to schedule the test to run at certain intervals, do the following:
— Select the every X minutes radio button (where X equals the number of minutes).
— Choose how often you want the test to run.
— Enter the times between which you want the test to run.
— Select the days on which the test should run.
— Enter a test name. The test name cannot contain tabs, question marks, quotation marks,
asterisks, semicolons, commas, colons, forward slashes, straight slashes, or backslashes.
Step8  Click OK.
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Importing Multiple Tests

You can import up to 64 tests, the maximum that Operations Manager can support, by importing a seed
file.

Before You Begin
e Before you can import a test, you must first add the source devices. See Importing Devices into
Operations Manager, page 16-16.

e Make sure your seed file is formatted correctly. See Creating a Node-To-Node Test Import File,
page 11-12 for more information.

e Place the seed file on the server, in the NMSROOT\ ImportFiles directory.

N

Note NMSROOT is the directory where Cisco Unified Operations Manager is installed on your
system. If you selected the default directory during installation, it can be entered as
“C:\Program Files\CSCOpx” or C:\PROGRA~I\CSCOpx.

Step 1 Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.

A

Note If you do not have the required software license, you will not be able to use node-to-node tests.
The Diagnostic tab will not appear in Operations Manager.

Step2  Click Import. The Import Node-to-Node Tests page appears.

Step 3 In the Seed Filename field, enter the name of the seed file that contains the test information; for example,
Node_to_nodetestImport.txt. The file must be located on the server in the directory that is displayed next
to the Server Path field name.

Step4  Click OK.
Operations Manager performs the following actions:

e If this is a file you have imported before, Operations Manager checks to see if any of the devices
exist in Operations Manager. If all the information in the import file is the same as what already
exists in Operations Manager, a message to that effect appears. Click OK.

e Operations Manager displays an error message if there are problems with the format of the import
file. Click OK, then open the file and correct the listed problems. You cannot import the file until
all problems are corrected.

e If there are no errors, a confirmation dialog box appears. The dialog box displays the number of new
tests created and the number of tests that will be updated. Click Yes.

Creating a Node-To-Node Test Import File

You can import up to 64 tests, the maximum that Operations Manager can support at one time. You can
find an example of an import file in the <NMSROOT>\Importfiles folder.
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NMSROQT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or
C:\PROGRA~1\CSCOpx.

For details on formatting test seed files for specific operations, see Formatting Node-To-Node Test
Import Files, page 11-13.

All test seed files should have the following information:
e Test name
e Operation type
e Source device name
¢ Destination device information
e Operation parameters
e Schedule parameters
The general format for a test seed file is as follows:

e If you create the import file manually, the import file header must say:

Cisco Systems Node-to-Node test import, version=3.0;type=CSV;source=manual

e All values must be separated by commas.

e Start and end dates must be formatted as mm/dd/yyyy; for example, 12/01/2004.

e Start and end times must be formatted on a 24-hour clock as hh:mm; for example, 23:30.

¢ Entering the source-ip-address is optional. This address is the same as the alternate test address.

e Fill in optional fields with double quotation marks; for example, "".

e For all days of the week, enter a one; otherwise, it should be a zero. If the entry for all days of the
week is zero, then you need to enter the days of the week. Separate the days of the week with a
vertical bar (I); for example, Mon|TuelThulFri.

Formatting Node-To-Node Test Import Files

Ping Echo test

<testName>, Ping-Echo, <source>, <source-ip-address>, <Destination-Name>, <sample-interval>,<IP
QosType><IPQosValue>, <request-payload>, <LSRHopl | LSRop2 | LSRHop3 | LSRHop4 | LSRHop5 | LSRHop6 | LSR
Hop7|LSRHop8>,<completionTimeThreshold or "">,<start-time>, <end-time>,<AllDaysOfWeek. 1
for all days otherwise 0>,<DaysOfWeek, if AllDaysOfWeek is 0>

echo—importl,Ping—Echo,source—l,"",dest—l,l,DSCP,9,64,lsr—hopl|lsr—hop2,300,09:00,17:00,1
echo—import2,Ping—Echo,source—l,"",dest—l,l,IPPrecedence,4,64,lsr—hopl|lsr—hop2,"",09:00,1
7:00,0,mon|tue|wed|fri

LSRHop is an optional field.

Ping Path Echo test

<testName>, Ping-Path-Echo, <source>, <source-ip-address>, <Destination-Name>, <sample-
interval>, <IPQosType>,<IPQosValue>, <request-payload>, <completionTimeThreshold or "">
,<start-time>, <end-time>, <AllDaysOfWeek. 1 for all days otherwise 0>,<DaysOfWeek, if
AllDaysOfWeek is 0>
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Editing Tests

ping—path—importZ,Ping—Path—Echo,source—2,““,dest—2,3,DSCP,lO,32,250,17:00,23:00,0,mon|tue
|wed|thu| fri

ping-path-import2, Ping-Path-Echo, source-2,"",dest-2,3, IPPrecedence,5,32,"",17:00,23:00,1
UDP Echo test

<testName>, UDP-Echo, <source>, <source-ip-address>, <Destination-Name>, <destination-type>, <sa
mple-interval>, <IPQosType>, <IPQosValue>, <destination-port>, <request-payload>,
<completionTimeThreshold or "">,<start-time>,<end-time>,<AllDaysOfWeek. 1 for all days
otherwise 0>,<DaysOfWeek, if AllDaysOfWeek is 0>

udp-importl, UDP-Echo, source-1, "",udp-dest, IPSLA-Responder, 1, IPPrecedence, 4,2001,
32,300,17:00,23:00,0,mon| tue|wed|thul|fri
udp-import2,UDP-Echo, source-1,"",udp-dest, IPSLA-Responder,1,DSCP, 48,2001,32,"",

17:00,23:00,1

The destination type can be either UDP-Server or IP SLA-Responder.

UDP Jitter for VolP test
Without Codec (Node-to-Node Quality) Support:

<testName>,Data-Jitter,<source>,<source-ip-address>,<IPSLA-Responder>,<sample-interval>,
<IPQosType>, <IPQosValue>, <request-payload>,<inter-packet-interval>, <number-of-packets>,
<destination-port>, <pktlossSDThreshold or "">,<pktlossDSThreshold or "">,
<jitterSDThreshold or "">,<jitterDSThreshold or "">,<avgLatencyThreshold or "">,
<start-time>, <end-time>,<AllDaysOfWeek. 1 for all days otherwise 0>,<DaysOfWeek, if
AllDaysOfWeek is 0>

jitter-importl,Data-Jitter, source-1, source-1,dest-with-IPSLA-Responder,3,DSCP,24,64,30,20,
2002,30,30,25,25,50,17:00,23:00,0, mon| tue|wed|thu|fri

WITH Codec (Node-to-Node Quality) Support, valid for IOS version 12.3(4)T or higher:

<testName>,Data-Jitter, <source>, <source-ip-address>,<IPSLA-Responder>,<sample-interval>,
<IPQosType>, <IPQosValue>, <codecType>, <voiceQualityBenchMark>, <number-of-packets>,
<destination-port>, <pktlossSDThreshold or "">,<pktlossDSThreshold or "">,
<jitterSDThreshold or "">,<jitterDSThreshold or "">,<avgLatencyThreshold or "">,
<nodeToNodeQualityThreshold or "">,<start-time>,<end-time>,<AllDaysOfWeek. 1 for all days
otherwise 0>,<DaysOfWeek, if AllDaysOfWeek is 0>

jitter-import2,Data-Jitter, source-1,source-1,dest-with-IPSLA-Responder, 3, IPPrecedence,5,G.
711lulaw, LandLine,20,2002,30,30,25,25,50,"",17:00,23:00,1

Read-community-string is an optional field. If you specify a community string, Operations Manager
validates the I[P SLA Responder.

VolP Gatekeeper Registration Delay test, scheduled daily

<testName>, Voip-GKReg-Delay, <source GateWay>,<sample-interval>,
<GatekeeperRegistrationTimeThresholdor "">,<start-time>, <end-time>,<AllDaysOfWeek. 1 for
all days otherwise 0>,<DaysOfWeek, if AllDaysOfWeek is 0>

gkregdelay—importl,Voip—GKReg—Delay,source—gateway,3,50,17:00,23:00,0,mon|tue|wed|thu|fri
gkregdelay-import2,Voip-GKReg-Delay, source-gateway,5,"",17:00,23:00,1

After you have created tests to Operations Manager, you can change test parameters, or, if you want to
remove a test from Operations Manager, you can delete it.
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Step 1
Step 2
Step 3

Step 4

Working with Node-To-Node Tests

You can use this function to edit the parameters of an existing test. For example, you can change the
operation parameters of a test or change the schedule. You cannot change the destination device.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Select the test you want to edit, and then click Edit. The Edit Node-to-Node Test page appears.

You can change the test parameters, including scheduling and threshold settings. See Working with
Node-To-Node Tests, page 11-1 for more information.

Click OK when done.

Deleting a Test

Step 1
Step 2
Step 3

You can use this function to delete one or more tests. You can delete tests in any state. See Table 11-8
for a description of possible states.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Select the tests you want to delete, and then click Delete. A confirmation dialog box appears.

Click Yes. Operations Manager deletes the tests you selected.

Node-To-Node Test Events

Note

The threshold settings that you set during test creation or during modification determine when a
node-to-node event is generated. See Working with Node-To-Node Tests, page 11-1.

The events are raised on the source device. A threshold event is generated when the threshold violation
occurs for three consecutive polling cycles. The event is cleared if the value falls below the threshold in
the following polling cycle.

The following node-to-node events can be generated:

¢ NodeToNodeTestFailed

To determine why a Node-to-Node test failed and how to clear it, see the IP SLA documentation located
on Cisco.com at the following locations:

e http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_book09186a008043be
2d.html

e http://www.cisco.com/en/US/products/ps6350/products_command_reference_book(09186a008042df8
f.html

e RoundTripResponseTime_ThresholdExceeded
¢ RingBackResponseTime_ThresholdExceeded

e RegistrationResponseTime_ThresholdExceeded
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AverageLatency_ThresholdExceeded
PacketLossSD_ThresholdExceeded
PacketLossDS_ThresholdExceeded
TAJitterDS_ThresholdExceeded
RFactorDS_ThresholdExceeded
MosCQDS_ThresholdExceeded
MosLQDS_ThresholdExceeded
RTPPacketLossDS_ThresholdExceeded

For details on the node-to-node events, see Events Processed, page E-1.

Managing Test Operations

The following topics discuss these tasks:

Viewing Test Trending, page 11-16
Viewing Test Information, page 11-16
Printing Test Details, page 11-18
Exporting Test Details, page 11-19
Verifying the Status of a Test, page 11-19

Viewing Test Trending

You can select and examine changes in network performance metrics. You can select, display, and chart
network performance data in real time. For details on the types of metrics you can graph, see What
Metrics Can I Include on a Graph?, page 7-1.

Step1  Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.

Step 2 Select the test you want to trend, and click Trend.

If you select a UDP lJitter for VoIP test, a Select Metrics dialog box appears.

a. Select the metrics you want to graph. The metrics must have the same units.

b. Click View Graph.

If you select any of the other tests, a second dialog box does not appear.

A Node-to-Node Test Trend graph appears. For details about working with performance graphs, see How
to Use Performance Graphs, page 7-1.

Viewing Test Information

You can find all the details about a particular test on the Test Details page. From this page, you can print
or export test information.
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Step1  Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Step2  Select the test you want to view, and click View. The Test Details window opens.

Table 11-7 explains the contents of the window.

Table 11-7 Test Details

Field Description

General Parameters

General information about a test.

Test Name User-defined test name. Operations Manager also uses the test name
to name the folder in which test data is stored. See the description
of the Data Directory field in this table.

Operation Type Type of test operation; for example, Ping Echo.
Source Name or IP address of the source device.
Source Interface IP address of an interface on the source device. Can also be listed as

Default. In the case of Default, the IP SLA engine in the source
device determines the source interface.

IP SLA Responder Name of the [P SLA-enabled destination device.

Current Status The status of the test. See Table 11-8 on page 11-20 for a description
of possible states. The state of the test determines whether you can
stop or define the test at any given point. The state also determines
the state of the data collection.

If the status is Config Failed, a description of the cause of the failure
appears. If the test status is Config Failed or Config Pending, an
explanation appears.

Admin Index Unique numeric identifier for a test on the source device. See the
Note following this table for more information.

Data Directory Directory in which Operations Manager stores test data. The Data
Directory name matches the test name. See Where Is Node-To-Node
Test Data Stored?, page 11-20.

Schedule Parameters

When and how often the test runs.

Polling Time The number of hours in a 24-hour period during which polling
occurs.
Occurrence Pattern Dates on which the test starts and ends, and hours during which the

test is scheduled to run. If the test runs weekly, the Schedule
parameter displays days of the week when the test is scheduled to
run.

Operation-Specific Parameters (UDP Jitter for VolP example)

Information about the specific kind of operation a test is running. The following part of the table is an
example of operation-specific parameters for a UDP Jitter for VoIP test. Other test types will have
different operation-specific parameters. For information on operation-specific parameters for other
operation types, see Creating a Single Node-To-Node Test, page 11-2.

Sample Interval (minutes) The frequency with which the source device polls the destination
device and Operations Manager polls the source device.
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Table 11-7 Test Details (continued)

Field Description

Duration Test duration.

Codec Used to determine the packet interval and the request payload.
IP QoS Type The quality of service policies for the IP SLA packets.

IP QoS Value

Quality of service value.

Voice Quality Expectation

Corresponds to the Access Advantage factor of Mean Opinion
Scores (MOS) and Calculated Planning Impairment Factor (ICPIF).

Destination Port

The default destination port is 16400.

Threshold Parameters

Threshold settings for the test.

Average Latency

Threshold Setting

Packet Loss Source to
Destination

Threshold Setting

Packet Loss Destination to
Source

Threshold Setting

Jitter Source to Destination

Threshold Setting

Jitter Destination to Source

Threshold Setting

Node-to-Node Quality

Threshold Setting

~

Note = While the test is the Running state, you can view test information directly on the source device.
Telnet to the source device and use the command show rtr configuration <admin index>.

Printing Test Details

Step 1
Step 2
Step 3

Step 4

You can print all the details about a test shown on the Test Details page.

Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.

Select the test you want and click View. The Test Details window opens.

To print the test details information, click the printer icon in the upper-right corner of the window.

The records are reformatted into a print-friendly format and are displayed in a new browser window.

Use the print function on your browser to print the display.
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Exporting Test Details

You can export and save all the details about a single test as shown on the Test Details page, including
configuration and status. This is not the same thing as exporting the data gathered by a test. To see how
to save and export data gathered by a test, see Copying Test Data to Another Server, page 11-21.

Step1  Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears.
Step2  Select the test you want and click View. The Test Details window opens.

Step3  To export the test details information, click the export icon in the upper-right corner of the window.
Select either CSV or PDF format for export and click OK.

Step4  If you chose CSV in Step 3, do the following:
a. When the File Download dialog box appears, click Save.
b. In the Windows folder window, enter the filename and the location where you want to save the file.
c. Click Save.
d. In the Download Complete dialog box, click Close.
Step5 If you chose PDF in Step 3, do the following:
a. If a security information dialog box appears, click Yes. The records now appear in PDF format.

b. Use the PDF save function to save the file to your system.

Verifying the Status of a Test

You can verify whether a test ran and completed correctly. You can also troubleshoot the test if necessary.

Step 1 Select Diagnostics > Node-to-Node Tests. The Node-to-Node Tests page appears. All current
Node-to-Node tests appear in the page. The last column in the table shows the status of each test.
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Table 11-8 Test Status Definitions
Test Status Description
Running The test is active and collecting data.

Config Pending

Either the device is not responding or configuration of the test is
under way.

Delete Pending

Intermediate state, before the test is deleted. No actions can be
performed on the test.

Suspended The test is suspended from data collecting or polling. This occurs
because the device was suspended.

Scheduled Appears after you create or update a test. The status will change to
Running at the first polling cycle.

Dormant The test is active but not currently collecting data. Tests are in the
Dormant state between polling cycles.

Config Failed The test was not configured correctly. Possible problems include

incorrect device credentials or low device memory. You can see
more information on why the test configuration failed by viewing
the Study Details page.

Working with Test Data

Operations Manager saves the data collected by tests to disk.

The following topics provide information you will need to use the data, keep the data safe, and prepare

to run additional tests:

e Where Is Node-To-Node Test Data Stored?, page 11-20
e Maintaining Node-To-Node Test Data, page 11-21

e Copying Test Data to Another Server, page 11-21
e What Is the Format of the Node-To-Node Data?, page 11-22

Where Is Node-To-Node Test Data Stored?

Node-to-node test data is stored on the Operations Manager server in the NMSROOT\data\N2Ntests

folder.

N

Note  NMSROOT is the directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it can be entered as “C:\Program Files\CSCOpx” or

C:\PROGRA~I\CSCOpx.

Table 11-9 shows the two different types of files stored in the data storage directory.
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Table 11-9 Test Data Files and Log Files
File Names Contents
YYYYMMDD.csv The test data. Each file has multiple records. Each record is a

comma-separated values (CSV) record, and there is one
record in a file for each polling interval.

StudyInfo.log The log includes test name, description, polling interval,

devices, start date, end date, operation type, polling interval,
and status.

Maintaining Node-To-Node Test Data

You should perform all tasks related to maintaining test data, including the following:

Verify that there is sufficient disk space to store test data. Check disk space before a test is
scheduled to run. Operations Manager appends data to a test’s log files. Operations Manager
produces one data file for each running test per day when a test is running. Assess the amount of
space used by previous tests to derive an estimate.

For example, a test with a 16-hour polling cycle and a 1-minute sampling interval uses
approximately 60 to 100 KB per day. A path echo test with a 16-hour polling cycle, a 1-minute
sampling interval, and 12 hops uses approximately 1.2 MB per day.

Export and save test data. Operations Manager purges all data files more than 31 days old. You
must save the test to another server to maintain data for more than 31 days. See Copying Test Data
to Another Server, page 11-21.

Back up the test data. Operations Manager writes test data to the Data Storage Directory, displayed
in the Test Details window. Perform regular backups using the same method you use to back up your
file system.

Determine when to copy data to another server. You should copy test data to another server before
you examine it.

Display and use the data. You can analyze the results of the test after you import the test data into
Microsoft Excel or by using a third-party report-generating tool.

N

Note Do not open test data files using any application that acquires an exclusive read-only lock
on files while the test is in the Running state. If test data files are locked, Operations
Manager will not be able to write output data and will instead write errors to the log files.
Examples of applications that acquire an exclusive lock are Microsoft Excel and Microsoft
Word. You can use these applications when the test is not running.

Copying Test Data to Another Server

You must copy test data to another server before you examine it. You may also want to copy the test data
to another server as a means of backup. Test data is in ASCII format. You can copy it to another server
using whatever method is available to you; for example, SSH or copy-and-paste. Copy the test data files
from the Data Storage Directory. Test data files are those whose names end with .csv, because the test
data is written to CSV files.
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S

Note If you use drag-and-drop, you risk moving the test data instead of copying it.

What Is the Format of the Node-To-Node Data?

Operations Manager provides one record type for each type of data collected. The record types are
summarized in Table 11-10.

For details on the format of all exported data, see Data File Formats, page J-1.

Table 11-10 Node-To-Node Record Types

Type Definition
200 Echo—This record format captures end-to-end statistics for the
following types of tests:
e ICMP Echo
e UDP Echo

e Gatekeeper Registration Delay

201 Path Echo—This record format captures hop-by-hop statistics
for ICMP Path Echo tests. The tests record information from
source to destination.

204 Path Echo (Destination Hop)—This record format captures
end-to-end statistics for ICMP Path Echo tests. The tests are
from the source to the destination.

205 UDP Jitter for VoIP—This record format captures the end-to-end
statistics for UDP Jitter for VoIP (Enhanced UDP) tests. The
tests record information from source to destination.
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CHAPTER 1

Using History Reports

These topics explain how to use Cisco Unified Operations Manager (Operations Manager) Alert and
Event History and Service Quality History reports:

Getting Started with History Reports, page 12-1

Getting Started with Alert and Event History, page 12-2

Generating Customized Alert and Event History Reports, page 12-4
Understanding the Alert History Report, page 12-10

Understanding the Event History Report, page 12-12

Getting Started with Service Quality History Reports, page 12-14
Understanding the Service Quality History Report, page 12-19

Getting Started with History Reports

Alert and Event History reports and Service Quality History reports enable you to view alerts and events
that occurred during the past year. The available information includes alert status and date, related device
and device components, annotations (informational text you entered), and event details. Depending on
the criteria you use to generate the report, the Alert and Event History reports can display information
for both devices and clusters. Operations Manager purges the Alert History database daily to retain only
31 days of history; see Viewing Purge Scheduler Status, page 20-11.

Note  Service Quality History is useful only if you have purchased a license for Cisco Unified Service Monitor
(Service Monitor). For more information, see User Guide for Cisco Unified Service Monitor.

For more information, see the following topics:

Getting Started with Alert and Event History, page 12-2
Getting Started with Service Quality History Reports, page 12-14
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History Report Tool Buttons

Table 12-1 explains the tool buttons that appear in the upper-right corner of history reports.

Table 12-1 Alert and Event History Report Window Tool Buttons

Icon Meaning

Exports the current report to a CSV file.

Note The PDF export option is not available from Alert,

Event, and Service Quality event history reports.

Opens a printer-friendly version for printing.

Opens context-sensitive help.

Reports with More than 2,000 Records

The Alert History and Event History reports display up to 2,000 records that you can scroll or page

through. If your report exceeds 2,000 records and you want to view all of them, use the Export tool button
to save all of the information to a CSV file.

Getting Started with Alert and Event History

You can generate 24-hour context-based reports from various Operations Manager pages, such as the
Topology display. You can also generate customized history reports for which you supply the search
criteria and set the date range. You can generate Event History reports for devices, device components,
and clusters. You can also export 24-hour and 7-day reports automatically.

Several conditions exist in Alert and Event History displays as follows:

e The Alert History limit is increased to 2,000 and Alerts and Events Display (AAD) limitation is
1,000.

e Symptom: The Alerts and Events View displays only the first 999 alerts and Alerts Display Window
(ADV) limitation is 1,000 events.

Conditions: When over 1,000 events exist for a given alert, the Alerts Display Window displays the
first 1,000 events. The remaining events are not displayed, although they exist in the database.

Workaround: View the remainder of the more than 1,000 events for that alert in the Alert and Event
report.

Symptom: When over 5,000 events are generated in the network at a time, some events are dropped
by Alert and Event History.

Conditions: The Alert and Event History processes up to 5,000 events during a burst of more than
5,000 events.

Workaround: View the events in the Alerts and Events display. These events are processed by the
system and displayed in this display.Note that if the events get cleared they are not displayed on the
Alerts and Events Display after 30 to 60 minutes.
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24-Hour Context-Based Alert and Event History Reports

On various Operations Manager pages, such as the Alerts and Events display, you can select Alert
History or Event History links or menu items. When you click an Alert History or Event History link,
you generate a context-based report that displays relevant history records:

e For which you do not need to enter search criteria.
e For the past 24 hours.

You can also generate customized Alert History and Event History reports for a time period that you
select and include records based on search criteria that you specify. Alert History and Event History
reports include the same type of information whether you generate context-based or customized reports.

You can generate 24-hour context-based history reports from various Operations Manager pages. For
example, from:

e Service Level View—You can launch an Alert History report for a device or cluster.
e Phone Activity display—You can launch a Service Quality History report for a phone model.

N

Note  Operations Manager stores Service Quality history if you have purchased a license for
Service Monitor. For more information, see User Guide for Cisco Unified Service Monitor.

Customized Alert History and Event History Reports

You might want to generate an Alert History report or an Event History report when:

e Asignificant alert is shown in the Alerts and Events display, and you want to see how often the alert
has been generated in the last month.

* You receive an e-mail notification that an unusual event has occurred.

* You want to search for information on events and alerts other than those you are tracking in your
customized Alerts and Events display.

You can generate an Event History report to gather information on:
e All events that caused an alert.
e Events that occurred on components of a device.
® Occurrences of the same event on different devices.

e Clusters (which can be selected under device groups).

Exporting 24-Hour and 7-Day Alert and Event History Reports

Step 1

Step 2

Use this procedure to automatically generate 24-hour Alert and Event History reports daily at midnight
and 7-day Alert and Event History reports weekly at midnight on Monday. You can generate these
reports in comma-separated value (CSV) format, save them on disk, and e-mail them.

Select Reports > Alert and Event History > Export. The automatically Export Alert and Event
Reports page appears.

For each report that you want to generate, select CSV to save the report as a comma-separated-values
file.
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Reports that you can generate are:

e All alerts for the last 24 hours—24-hour reports are named
AlertReports_Daily_ddmmyyyy.filetype, for example AlertReports_Daily_20Apr2006.csv

e All alerts for the last 7 days—7-day reports are named AlertReports_Weekly_ddmmyyyy.filetype,
for example AlertReports_Weekly_17Apr2006.csv. 7-day reports run weekly on Monday at
midnight.

e All events for the last 24 hours—24-hour reports are named
EventReports_Daily_ddmmyyyy.filetype, for example EventReports_Daily_20Apr2006.csv.

¢ All events for the last 7 days—7-day reports are named EventReports_Weekly_ddmmyyyy.filetype,
for example EventReports_Weekly_17Apr2006.csv. 7-day reports run weekly on Monday at
midnight.

Step3  Enter one or more locations to store or send the report:

e If you want to store the reports on disk, enter (or browse to and select) a location on the server.

N

Note Casuser and administrator have write permissions in the default directory. If you change the
directory, make sure that the directory has write permission for casuser. If you do not, the
export files will not be created.

e If you want to e-mail the reports, enter a fully qualified e-mail address.

Stepd  Click Apply.

Generating Customized Alert and Event History Reports

To gather historical information on alerts and events in the past 31 days, start Alert and Event History
from the Operations Manager home page by selecting Reports > Alert and Event History. The
following topics explain how you can apply filters and generate reports based on all information stored
in the Alert History database:

e To search for alerts by alert ID, devices, or group, see Getting All Stored Information on an Alert,
page 12-4.

e To search for events on devices by event ID, device, alert ID, or group, see Getting All Stored
Information on an Event, page 12-7.

e To search for Service Quality events on Cisco 1040s, call endpoints, or phone models, see Getting
All Stored Information on a Service Quality Event, page 12-15.

~

Note  Service Quality History reports are available only if you have purchased a license for Service
Monitor.

Getting All Stored Information on an Alert

You can search the Alert History database for alerts using one of the following methods:

e Searching for Alerts by Alert ID, page 12-5
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e Searching for Alerts by Device, page 12-5
e Searching for Alerts by Device Group, page 12-6
e Searching for Alerts by Date, page 12-6

Alternatively, to generate a 24-hour report of all alerts in your current view, launch Alert History for the
selected view from the Alerts and Events window. See Monitoring Alerts and Events, page 3-1.

Searching for Alerts by Alert ID

To determine how often a specific alert has occurred, search for the alert by its alert ID. The alert ID is
displayed in the Alerts and Events display.

Select Reports > Alert and Event History > Alert History > Alert. The Alert History: Search by Alert
ID page appears.

Set your search criteria:
a. Enter the alert ID.
b. Select all alert severity levels that you want to search for.
c. Select the date range:
e Today.
e One Month (from date to date).

e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)

Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.

The Alert History report opens. This report contains information on both devices and clusters. For an
explanation of the report contents, see Understanding the Alert History Report, page 12-10.

Searching for Alerts by Device

Use this procedure to determine what types of alerts are occurring on a specific device.

Select Reports > Alert and Event History > Alert History > Devices. The Alert History: Search by
Device page appears.

Set your search criteria:
a. Enter a comma-separated list of devices (as they are listed by Device Management).
b. Select all alert severity levels that you want to search for.
c. Select the date range:
e Today.
e One Month (from date to date).

e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)

Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.
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The Alert History report opens. This report contains information on devices only. For an explanation of
the report contents, see Understanding the Alert History Report, page 12-10.

Searching for Alerts by Device Group

To determine what type of alerts are occurring in a specific device group, use this procedure.

Step 1 Select Reports > Alert and Event History > Alert History > Device Groups. The Alert History:
Search by Group page appears.

Step2  Set your search criteria:
a. Select the device group. You can also select multiple devices from different groups.
b. Select all alert severity levels that you want to search for.
c. Select the date range:
e Today.
¢ One Month (from date to date).

e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)

Step3  Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.

The Alert History report opens. This report contains information on devices only. For an explanation of
the report contents, see Understanding the Alert History Report, page 12-10.

For more information, see the following topics:
e Customizing Events, page 15-23

e Events Processed, page E-1

Searching for Alerts by Date

To determine what type of alerts are occurring during a specific day, week, month, or range of dates, use
this procedure.

Step1  Select Reports > Alert and Event History > Alert History > Date. The Alert History: Search by Date
page appears.

Step2  Select the date range and enter:
e Today.
e 7 days (from current date to date).
e One Month (from current date to date).

e From: date and to: a date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.).
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Step3  Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found. The Alert History report opens. This report contains information on both
devices and clusters. For an explanation of the report contents, see Understanding the Alert History
Report, page 12-10.

For more information, see the following topics:
e Customizing Events, page 15-23

e Events Processed, page E-1

Getting All Stored Information on an Event
N

Note  For information about Service Quality events, see Getting All Stored Information on a Service Quality
Event, page 12-15.

You can search the Alert History database for events using one of the following methods:
e Searching for Events by Event ID, page 12-7
e Searching for Events by Device, page 12-8
e Searching for Events by Alert, page 12-9
e Searching for Events by Device Group, page 12-9
e Searching for Events by Date, page 12-10

Note Alternatively, to generate a 24-hour report of all events on a device component, click the Event History
link on the Alerts Detail page. See Monitoring Alerts and Events, page 3-1.

Searching for Events by Event ID

To determine how often a specific event has occurred, search for the event by its event ID. The event ID
is displayed on the Alert Details display.

Step1  Select Reports > Alert and Event History > Event History > Event. The Event History: Search by
Event ID page appears.

Step2  Set your search criteria:
a. Enter the event ID.
b. Select the date range:
e Today.
¢ One Month (from date to date).

e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)

Step3  Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.

User Guide for Cisco Unified Operations Manager
| oL-16547-02 .m



Chapter 12 Using History Reports |

| Generating Customized Alert and Event History Reports

Step 1

Step 2

Step 3

Note

Step 1

Step 2

The Event History report opens. This report contains information on both devices and clusters. For an
explanation of the report contents, see Understanding the Event History Report, page 12-12.

Searching for Events by Device
Use this procedure to determine what types of events are occurring on a specific device.

Select Reports > Alert and Event History > Event History > Devices. The Event History: Search by
Device page appears.

Set your search criteria:

a. Enter a comma-separated list of devices (as they are listed by Device Management). You can select
multiple devices from different groups.

b. Enter the event description by clicking the popup selector box and selecting the events for which
you want to search. By default, all events are selected. (See Selecting Event Descriptions for an
Event History Report, page 12-8.)

c. Select the date range:
e Today.
¢ One Month (from date to date).

e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)

Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.

The Event History report opens. This report contains information on devices only. For an explanation of
the report contents, see Understanding the Event History Report, page 12-12.

Selecting Event Descriptions for an Event History Report
By default all events are selected on the Event Descriptions dialog box.

The Event Description filter window under Reports > Alert and Event History > Device group
displays default event names. When the event report is launched, the customized name will be displayed.
To determine the default name is for customized events, go to Notifications ->Event Customization.

Deselect events that you do not want to include in the Event History report. (When you deselect an event,
if checked, the All check box at the top of the dialog box is also deselected.)

Do one of the following:
e Click Select at the top or bottom of the dialog box to finalize your selections.

e Select Cancel at the top or bottom of the dialog box to cancel your selections and return to the
default list of all events.
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Searching for Events by Alert

To view the events that correspond to a specific alert, use this procedure.

Step 1 Select Reports > Alert and Event History > Event History > Alert. The Event History: Search by
Alert ID page appears.
Step2  Set your search criteria:
a. Enter the Alert ID.
b. (Optional) Enter the event description by clicking the popup selector box and selecting the events
for which you want to search. (See Selecting Event Descriptions for an Event History Report,
page 12-8.)
c. Select the date range:
e Today.
e One Month (from date to date).
e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)
Step3  Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.
The Event History report opens. This report contains information on both devices and clusters. For an
explanation of the report contents, see Understanding the Event History Report, page 12-12.
Searching for Events by Device Group
To determine what types of events are occurring in a specific device group, use this procedure.
Step1  Select Reports > Alert and Event History > Event History > Device Groups. The Event History:
Search by Device Group page appears.
Step2  Set your search criteria:
a. Select one or more device groups.
b. Enter the event description by clicking the popup selector box and selecting the events for which
you want to search.
c. Select all alert severity levels that you want to search for.
d. Select the date range:
e Today.
e One Month (from date to date).
e From: date and to: date—Select dates (or enter dates using this format: dd-Mmm-yyyy, for
example, 04-Mar-2006.)
Step3  Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.
The Event History report opens. This report contains information on devices only. For an explanation of
the report contents, see Understanding the Event History Report, page 12-12.
User Guide for Cisco Unified Operations Manager
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Step 1

Step 2

Step 3

For more information, see the following topics:
e History Report Tool Buttons, page 12-2
e Customizing Events, page 15-23

e Events Processed, page E-1

Searching for Events by Date

To determine what type of alerts are occurring during a specific day, week, month, or range of dates, use
this procedure.

Select Reports > Alert and Event History > Event History > Date. The Event History: Search by Date
page appears.

Select the date range and enter:
e Today.
e 7 days.
e One Month.
e From: a date and to: a date—Enter or select dates.

Click View. If more than 1,000 records match your search criteria, a popup window reports the total
number of records found.

The Event History report opens. This report contains information on both devices and clusters. For an
explanation of the report contents, see Understanding the Event History Report, page 12-12.

For more information, see the following topics:
e History Report Tool Buttons, page 12-2
e (Customizing Events, page 15-23

e Events Processed, page E-1

Understanding the Alert History Report

The Alert History report (shown in Figure 12-1) is a scrollable table that lists up to 1,000 records, based
on your search criteria. To view database contents beyond the 1,000 records, click the Export tool button
in the upper-right corner of the window.
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Figure 12-1 Alert History Report

Cisco Unified Dperations Manager - Microsoft Internet Explorer provided by Cisco Systems. Inc.
File Edit ‘iew Favoites Tools Help
Cisc Ststeus Cisco Unified Operations Manager
Alert History asof Fri03-Mar-2006 1617:55 15T
Showing 1-20 of 575 recards 1] cotopage:] 1 of 29 pages [ [=0
Severity Alert ID Device Type Device Hame Time " Description Status
1. Critical 0oooosL oiceGateway 172.200121 92 03-Mar-2006 17:53:27 Interface Active
2. Critical 0oooosL oiceGateway 172.200121 92 03-Mar-2006 17:53:27 Interface Active
3. Critical 0000051 YoiceGateway 17220121 82 03-Mar-2006 17:53:27 Irterface Active
4. Critical 0000051 YoiceGateway 17220121 82 03-har-2006 1 7:53:27 Irterface Active
5. Critical 0000051 YoiceGatewsay 17220121 82 03-har-2006 17:53:27 Interface Active
6. Critical 00000510 YoiceGatewsay 17220121 82 03-har-2006 17:53:25 Interface Active
7. Critical 00000510 YoiceGatewsay 17220121 82 03-har-2008 17:53:25 Interface Active
8. Critical 0000050 oiceGatewsay 172.20121 82 03-Mar-2006 17:53:25 Interface Active
9. Critical 0000050 oiceGatewsay 172.20121 82 03-Mar-2006 17:53:25 Interface Active
10. Critical 0oooosL oiceGateway 172.200121 92 03-Mar-2006 17:53:25 Interface Active
11. Critical 0oooosL oiceGateway 172.200121 92 03-Mar-2008 17:53:25 Interface Active
12. Critical 0000051 WoiceGateway 17220121 92 03-Mar-2008 17:53:25 Irterface Active
13. Critical 0000051 YoiceGateway 17220121 82 03-Mar-2006 17:53:25 Interface Active
14. Critical 0000051 YoiceGateway 17220121 82 03-har-2006 17:53:25 Irterface Active
15. Critical 00000510 YoiceGatewsay 17220121 82 03-har-2008 17:53:25 Interface Active
16. Informstional 00000TA, YoiceGatewsay 1722011830 03-har-2006 17:47:25 ManualClear Cleared
17. Informational 00000TA, YoiceGateway 17220111830 03-har-2006 17:46:41 ManualClear Cleared
18. Informstionsl 00000T A oiceGatewsay 172.20118.30 03-Mar-2006 17:46:36 Interface Cleared
19. Informstionsl 0000072 oiceGatewsay 172.20118.30 03-Mar-2006 17:46:36 Interface Active
20. Informationsl 00000TA oiceGateway 172.20118.30 03-Mar-2006 17:46:36 Interface Active
Rows per page: |20~ 14 q Gotapage:] 1 of 23 pages [ B0 3 =
o
221 Local intranet =
The Alert History report window provides tools, as shown in Table 12-1.
Table 12-2 describes the contents of the Alert History report.
Table 12-2 Alert History Report—Contents
Heading Description
Alert ID Alert identifier number. Clicking this link opens the Event History report (see
Figure 12-4 on page 12-14), which contains details about the events associated with
the alert.

Device Name |Device name or IP address.

Device Type |Device type. Inventory Collection in Progress indicates that Operations Manager was
discovering the device or cluster at the time of the alert. The actual device type is
reflected when new events occur. The device type is displayed as N/A during inventory
collection. For more information, see Chapter 16, “Using Device Management.”

Description Alert category, one of the following: Application, Connectivity, Environment,
Interface, Other, Reachability, System Hardware, Utilization. For alerts containing
multiple events, the report shows the category of the event with the most recent
change.

For alerts containing multiple events, the report shows the category of the event with
the most recent change.

Severity Critical, Warning, or Informational.
Time Date and time when the alert was generated.
Status Alert status, based on last polling.

Active

Cleared

Acknowledged
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Viewing User Annotations from an Alert History Report

From an Alert History report, click a link in the Status column to open the alert annotation page.

Figure 12-2 shows an alert annotation page, which lists any notes that users have entered using the Alert
Details page. (For more information, see Responding to Alerts, page 3-28.)

Figure 12-2 Alert Annotation Page

'3 Cizco Unified Operations Manager - Microsoft __.

AlertlD: 000005L

Time Annotation

03-har-2008 16:09:53  admin
Close

141337

Ei] Done Local intranet

Launching Event History from an Alert History Report

To launch an Event History report from an Alert History report, click the alert ID link that interests you.
The Event History report opens in a new window and lists the events that caused the alert to be generated.

Understanding the Event History Report
A

Note  Service Quality events are reported on Service Quality History reports. See Understanding the Service
Quality History Report, page 12-19.

The Event History report lists events. For each event, the Event History report includes:
e Device on which the event occurred
e Component on which the event occurred
e Time of the event

e Current status of the event

e Event ID link to open the Event Properties page and view current attribute or threshold values
compared with the values at the time the event occurred

Figure 12-3 provides an example of an Event History report.
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Event History Report

'3 1zco Unified Operations Manager - Microzoft Internet Explorer provided by Cisco Systems. Inc.
File Edit “iew Favorites Toolz  Help -
Cisco Srsreus Cisce Unified Operations Manager —
. Event History a=z of Fri 03-Mar-2008 18:21:55 15T
Shawing 1-200 of 549 records 1] ] Gotopage:] 1  of 28 pages B2l
Event I Device Hame Device Component Event Description Time " Status Alert ID
1. 00001HD 172.20121.92  DS1-172.20121 920606 [ E1 interface ] “oicePortOperationallyDowen  03-Mar-2006 17:53:27  Active oooaosL
2 00000HM A72.20121.92 DS1-172.20121 920505 [ T1 interface ] WoicePortOperationallyDowen  03-Mar-2006 17:53:27  Active ooaosL
F.00001HM 172.20121.92 DS1-17220121 92851 [ T1 interface ] “oicePortOperationallyDowen  03-Mar-2006 17:53:27  Active oooaosL
4. 00001HL 472.20121.92 DS1-17220121 92064 [ E1 interface ] “WoicePortOperationallyDowen  03-Mar-2006 17:53:27  Active 0ooaasL
S 00001HK 172.20121.92 DS1-172.20121 920605 [ E1 interface ] “oicePortOperationallyDowen  03-Mar-2006 17:53:27  Active oooaosL
G.O0DCAHS A7220121.92 DS1-17220121 92454 [ T1 interface ] “WoicePortOperationallyDowen  03-Mar-2006 17:53:25  Active 0ooaasL
T 0000THE 1722012192 DS1-172.20.121 92064 [ E1 interface | “oicePortOperationallyDown  03-Mar-2006 17:93:25  Active 00000sL
. 00001HH 172.20121.92 DS1-17220121 9208506 [ T1 interface ] “WoicePortOperationallyDowen  03-Mar-2006 17:53:25  Active 0ooaasL
9.00001HE 17220121.92 DS1-172.20121 92457 [ T1 interface | “oicePortOperationallyDown  03-Mar-2006 17:53:25  Active 00000sL
10, 00001HF 172.20121.92  DS1-172.20.121 920606 [ E1 interface | “WoicePortOperationallyDowen  03-Mar-2006 17:53:25  Active 0ooaasL
1. 00001HE 172.20121.92 DS1-172.20121 920603 [ E1 interface | “oicePortOperationallyDowen  03-Mar-2006 17:53:25  Active 0ooaosL
12, 00001HD 172.20121.92 DS1-172.20121 92067 [ E1 interface | “WoicePortOperationallyDowen  03-Mar-2006 17:53:25  Active 0ooaasL
13, 00001HT 172.20121.92 DS1-172.20121 92062 [ E1 interface | “oicePortOperationallyDowen  03-Mar-2006 17:53:25  Active oooaosL
14, 00001HE 172.20121.92 DS1-172.20121 920505 [ T1 interface | “WoicePortOperationallyDowen  03-Mar-2006 17:53:25  Active 0ooaasL
15, 00001HA 172.20121.92  DS1-172.20121 92056 [ T1 interface | “oicePortOperationallyDowen  03-Mar-2006 17:53:25  Active oooaosL
6. DOODTHS 417220118.30 Management ManualClear 03-Mar-2006 17:47:25  Cleared 00000TA,
7. 00001HE 1722011830  Management ManualClear 03-Mar-2006 17:46:41  ManualClear 00000TA,
18, 00001HE  172.20118.30 DS1-172.20.118.3005/3 [ voice conferencing interface | “oicePortCperationallyDoven 03-Mar-2006 17:46:23  Cleared O0000TA,
19.00001HS 10.76.81.102  SHMPAgent-10.76.91.102 Unresponsive 03-Mar-2006 17:44:58  Cleared 00000Rs
20, 00001H4 172.20121.92 DS1-172.20121 920606 [ E1 interface | “oicePortOperationallyDowen  03-Mar-2006 17:43:25  Cleared ooaosL
Rows per page: (20 = <] ] Gotopage:| 1  of 28 pages [0 ; b
&
.&i‘] Local intranet E

The Event History report window provides tool buttons in the upper-right corner of the window; these
are described in Table 12-1.

Table 12-3 describes the contents of the Event History report in more detail.

Table 12-3 Event History Report—Contents
Heading Description
Event ID Event identifier number. Clicking this link opens the event properties page (see

Figure 12-4), which describes the value of MIB attributes currently and at the time of
the event.

Device Name

Device name or IP address.

Component Device element on which the event occurred.

Description Operations Manager event name (as described in Appendix E, “Events Processed”).
You can also customize the names of events displayed by Event History (and the
Alerts and Events display) using the Event Customization feature in Notifications.
For more information, see Customizing Events, page 15-23.

Time Date and time when the event was generated.
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Table 12-3 Event History Report— Contents (continued)
Heading Description
Status Event status, based on last polling.
Active Event is live.
Cleared Eventis no longer live. Also, when a device is suspended, all alerts

are cleared. When Operations Manager polling determines that an
alarm has been in the Cleared state for 30 minutes or more (from
the time of polling), the alarm expires and is removed from the
Alerts and Events display.

Suspended Device is suspended.
Resumed Device is being resumed.
Deleted Device has been deleted.

Alert ID Alert identifier number associated with this event.

From an Event History report, click an event in the Event ID column to open the Event Properties page.
The page lists more information about an event, such as the value of MIB attributes, polling and
threshold information, and utilization information. Values at the time of the event are listed alongside

current values.

Figure 12-4 shows an example of the event properties page.

Figure 12-4 Event Properties Page

; Cizco Unified Operations Manager - Micro___

EventiD: 00001HH

Property Value
i .DS'I 72200121 920556 [ T1
interface

PortAdminStatus up

PortOperStatus dovwn

Interfaceiaciddress 00-01-C9-08-00-3F

PhonetacAddress

Close

ﬂi‘] Done Local intranet

141342

Getting Started with Service Quality History Reports

This section contains the following topics:

e Exporting 24-Hour and 7-Day Service Quality History Reports, page 12-15

e Getting All Stored Information on a Service Quality Event, page 12-15

l_ User Guide for Cisco Unified Operations Manager
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Exporting 24-Hour and 7-Day Service Quality History Reports

Use this procedure to automatically generate 24-hour Service Quality History reports daily at midnight
and 7-day Service Quality History reports weekly at midnight on Monday. You can generate these
reports in comma-separated value (CSV) format, save them on disk, and e-mail them.

Step1  Select Reports > Service Quality History > Event History > Export. The automatically Export
Service Quality Reports page appears.

Step2  Select one or more reports and report formats:

e All issues for the last 24 hours—Select one