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Preface

Thisguide describes Cisco Unified Operations Manager (Operations Manager), providesinstructionsfor
installing Operations Manager on a Windows system, and offers quick-start steps on the use of
Operations Manager.

Audience
This document is for anyone who installs and initially uses Operations Manager.
Conventions
This document uses the following conventions:
Item Convention
Commands and keywords boldface font
Variables for which you supply values italic font
Displayed session and system information | screen font
Information you enter boldface screen font
Variables you enter italic screen font
Menu items and button names boldface font
Selecting a menu item in paragraphs Option > Networ k Preferences
Selecting a menu item in tables Option > Network Preferences
N,
Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

A

Caution = Meansreader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Installation Guide for Cisco Unified Operations Manager
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M Product Documentation

Product Documentation
N~

Note  Theoriginaly published printed and electronic documentation is included with your product. Any
changes after original publication are reflected on Cisco.com, where you will find the most up-to-date
documentation.

Table 1 describes the product documentation that is available.

Table 1 Product Documentation

Document Title Available Formats

Supported Devices Table for Cisco Unified |On Cisco.com at the following URL:

Operations Manager 2.0.1 http://www.cisco.com/en/US/products/ps6535/products_device_support_table
s _list.html

Release Notes for Cisco Unified Operations | ¢ In PDF on the product CD-ROM

Manager 2.0.1 « On Cisco.com at the following URL:

http://www.cisco.com/en/US/products/ps6535/prod_release_notes list.ht
ml

Installation Guide for Cisco Unified ¢ In PDF on the product CD-ROM
Operations Manager (Includes Service
Monitor) 2.0.1

¢ On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6535/prod_installation_guides |
ist.html

User Guide for Cisco Unified Operations ¢ In PDF on the product CD-ROM
Manager 2.0.1

¢ On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6535/products_user_guide_list.h
tml

Context-sensitive online help e Select an option from the navigation tree, then click Help

¢ Click the Help button on the page

Related Documentation
~

Note  We sometimes update the printed and el ectronic documentation after original publication. Therefore,
you should also review the documentation on Cisco.com for any updates.

Table 2 describes the additional documentation that is available.

Installation Guide for Cisco Unified Operations Manager
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Additional Information Online

Table 2 Related Documentation

Document Title

Available Formats

Release Notes for Cisco Unified Service ¢ PDF on the product CD-ROM

Monitor 2.0.1 « On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6536/prod_release notes_list.htm
I

User Guide for Cisco Unified Service ¢ PDF on the product CD-ROM.

Monitor 2.0.1

¢ On Cisco.com at the following URL:
http://www.cisco.com/en/US/products/ps6536/products_user_guide_book0O
9186a0080628ace.html

Release Notes for CiscoWorks Common On Cisco.com at the following URL:

Services 3.0.5 (Includes CiscoView 6.1.5)

on Windows

http://cisco.com/en/US/products/sw/cscowork/ps3996/prod_release_note09186
a00806f45bf .html

Installation and Setup Guide for Common |On Cisco.com at the following URL:

Services 3.0.5 (Includes CiscoView) on

http://cisco.com/en/U S/products/sw/cscowork/ps3996/products_installation_gu

Windows ide_book09186a00806ab62a.htm
User Guide for CiscoWorks Common On Cisco.com at the following URL:
Services 3.0.5

http://cisco.com/en/US/products/sw/cscowork/ps3996/products_user_guide_bo
0k09186a00806feda7.html

Additional Information Online

Step 1

Step 2

Step 3
Step 4

When anew Incremental Device Update (IDU) becomes available, you can download it from Cisco.com.

IDUs are cumulative; that is, new IDUs contain the contents of any previous IDUs. Use this procedure
to determine which version of the IDU isinstalled on your Operations Manager Server.

From the Operations Manager home page, click Ciscoworks in the upper right-hand corner of the
window. The CiscoWorks home page opens.

From the CiscoWorks home page, select Software Center > Softwar e Update. The Software Update
page appears in a new window.

Scroll down to the Products Installed table and locate Cisco Unified Operations Manager.

Examine the version number for Cisco Unified Operations Manager. The version number format isx.y.z
where:

e xisthe maor version.
¢ yisthe minor version.

e zisthelDU number.

You can also obtain any published patches from the download site.

[ oL-13800-01
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I Obtaining Documentation, Obtaining Support, and Security Guidelines

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What's New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/U S/docs/general /whatsnew/whatsnew.html

Installation Guide for Cisco Unified Operations Manager
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Prerequisites

Revised: May 7, 2008
This chapter describes the prerequisites for installing Cisco Unified Operations Manager (with Cisco
Unified Service Monitor) on a Windows system. It includes:

¢ Product Overview, page 1-1

e Server Requirements, page 1-3
¢ Client Requirements, page 1-5
e System Capacity, page 1-6

e Supported Devices, page 1-6

Product Overview

Note

Cisco Unified Operations Manager (Operations Manager) is a product from the Cisco Unified
Communications M anagement Suite, which provides a comprehensive and efficient solution for network
management, provisioning, and monitoring of Cisco Unified Communications deployments.

Operations Manager monitors and eval uates the current status of both the IP communications
infrastructure and the underlying transport infrastructure in the network. Operations Manager uses open
interfaces such as Simple Network M anagement Protocol (SNMP), Hypertext Transfer Protocol (HTTP),
and Windows Management Instrumentation (WM1) to remotely poll data from different devices in the
IP communications deployment.

Operations Manager does not deploy any agent software on the devices being monitored and thusis
nondisruptive to system operations.

Cisco Unified Operations Manager increases productivity of network managers in the following ways:
¢ Provides contextual diagnostic tools—Enables you to isolate problems more quickly:

— Diagnostic tests provide performance and connectivity details about different elements of the
converged | P communications infrastructure.

— Synthetic tests replicate end-user activity and verify gateway availability and other
configuration and operational aspects of the IP communications infrastructure.

- IPservice-level agreement (SLA)-based diagnostic tests can measure the performance of WAN
links and node-to-node network quality.

[ oL-13800-02
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Il Product Overview

New Features in

— Clickable information in notification messages—Includes context-sensitive links to more
detailed information about service outages.

— Context-sensitive links to other CiscoWorks tools and Cisco tools—For managing IP
communications implementations.

Presents service-quality alerts—Uses information from Cisco Unified Service Monitor, when it is
al so deployed, to:

— Display mean opinion scores (MOSs) associated with poor voice quality between pairs of
endpoints (Cisco P Phones, Cisco Unity messaging systems, or voice gateways) involved in a
call and other associated details about the voice-quality problem.

- Enable you to perform a probable path trace between the two endpoints and reports on any
outages or problems on intermediate nodes in the path.

Provides information on current connectivity-related and registration-related outages affecting 1P
phones (both Session Initiation Protocol and Skinny Client Control Protocol based phones) in the
network. In addition, provides contextual information that enables locating and identifying the IP
phones involved.

Tracks IP communications devices and | P phone inventory—Tracks | P phone status changes and
creates a variety of reports that document move, add, and change operations on | P phonesin the
network.

Provides real-time notifications—Uses SNMP traps, syslog notifications, and e-mail to report the
status of the network being monitored to a higher-level entity (typically, to a manager of managers).

Cisco Unified Operations Manager 2.0.1

Cisco Unified Operations Manager adds the following:

Ability to create and run phone tests on demand using the Ul to select, from the phone report, the
phones that need to be tested.

Support for Cisco TelePresence System.

Ability to identify and generate reports for al Cisco 1040 Sensors connected to the switches that
Cisco Operations Manager monitors.

Ability to identify and monitor Rich Media Appliance support in Cisco Unified Communications
Manager. Includes a new icon for the Rich Media Appliance in the Service Level View.

Starting with versions 4.3, 5.1, and 6.0, the product we formerly referred to as Cisco Unified
CallManager will be called Cisco Unified Communications Manager (Unified Communications
Manager). Throughout this document, any reference to Unified Communications Manager can
also be understood to refer to Cisco Unified CallManager, unless explicitly noted.

Changes to the phone search, allowing for wildcard entries for extension number, |P address, and
MAC address. The first matched result displays the corresponding Tree and Map View.

e for Cisco Unified Operations Manager
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Server Requirements

¢ Changesto the topology, include the following:
— Avoidance overlaps of links and node icons.
— Higher resolution displays.
e Support for the following Cisco Unified IP Phones:
- 7931
- 7911

Server Requirements

Table 1-1 lists the minimum server system requirements for installing Operations Manager (with Service
Monitor). These requirements are for installation only, not for deployment of both Operations Manager
and Service Monitor.

Note  For guidelines on deploying both Operations Manager and Service Monitor, see the Deployment Best
Practices Guide for Cisco Unified Operations Manager 2.0 located on Cisco.com at
http://www.cisco.com/en/US/products/ps6535/products_installation_and_configuration_guides list.ht
ml.

Installation Guide for Cisco Unified Operations Manager
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I Server Requirements

Table 1-1

Server System Requirements for Operations Manager

Server Requirements
Description

Specification

System Parameters

Small Deployment (Up to 1,000
Phones)

Medium Deployment (Up to 10,000
Phones)

Large Deployment (Up to 30,000
Phones)

Processor

¢ Intel Pentium or Xeon
processor equal to or
greater than 2 GHz or

e AMD Opteron processor
equal to or greater than 2
GHz

e Dual Intel Pentium or
Xeon processor equal to
or greater than 3 GHz

or

e Dual AMD Opteron
processor equal to or
greater than 3 GHz

e Dual Intel Pentium or
Xeon processor equal to
or greater than 3 GHz

or

e Dual AMD Opteron
processor equal to or
greater than 3 GHz

Memory (RAM) 4 GB. 4 GB. 4 GB.
Swap File Space 4 GB. 4 GB. 4 GB.
Disk Space! ¢ 60 GB recommended. e 72 GB recommended. e 72 GB recommended.
e NTFSfile system e NTFSfile system e NTFSfile system
(required for secure (required for secure (required for secure
operation). operation). operation).
e Atleast 16 MBin e Atleast 16 MBin e Atleast 16 MB in
Windows temporary Windows temporary Windows temporary
directory (% TEMP%). directory (%TEMP%). directory (% TEMP%).
Hardware ¢ Color monitor.
e CD-ROM drive.
e Support one or two 10/100 NICs (oneisrequired, and the second is for failover support;
both NIC cards must have the same I P address).
Software® 3  One of the following:

— Windows Server 2003 with Service Pack (SP) 1 or SP 2, Standard and Enterprise

Editions.

— Windows Server 2003 R2.
e ODBC Driver Manager* 3.5.10 or later.

Note If you are going to use Cisco Unified Service Monitor, configure the server to use
Network Time Protocol (NTP) to synchronize with the time server that is used by
Cisco Unified Communications Managers in your network. See NTP Configuration

Notes, page 2-17.

Note  Windows Terminal Servicesis supported in remote administration mode only.

Do not install Operations Manager on a FAT file system.

2. You must install Operations Manager on a dedicated system. Do not install Operations Manager on a Primary Domain Controller (PDC) or Backup
Domain Controller (BDC). Do not install Operations Manager in an encrypted directory. Operations Manager does not support directory encryption.

3. Thedefault locale for your Windows operating system must be set to either US-English or Japanese.

4. Toverify the version of ODBC Driver Manager, from the Windows desktop, select Start > Settings > Control Panel > Administrative Tools > Data
Sources (ODBC). Select the About tab. If necessary, install Microsoft Data Access Component (MDAC) 2.5 or later.

r Installation Guide for Cisco Unified Operations Manager
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Client Requirements W

Client Requirements

Table 1-2 shows the minimum system requirements for Operations M anager clients.

If aclient system isavailable, it is recommended that you perform all configurations and day to day
activities on the client system. If a client system is not available, the Operations Manager server must
also meet all the system requirements for a client system (see Table 1-2).

Table 1-2 Client System Requirements
Requirement Type Minimum Requirements
System hardware e Any PC or server platform with a Pentium processor greater than 1.0 GHz.

¢ Color monitor with video card set to 24 bits color depth.
e Screen resolution of 1024 x 768 dpi.

Note Not every LCD projector or monitor provides a clear display at the minimum resolution. On
LCD projectors and monitors, dot pitch impacts the readability of the screen.

System software ¢ One of the following:

— Windows XP with Service Pack 2.
— Windows Server 2003 Standard or Enterprise Edition without Windows Terminal Services.
— Windows Server 2003 R2

¢ Internet Explorer 6.0.28, or 6.0.37.

e Macromedia Flash Player 7.0 or higher.

Note = Downloading Macromedia Flash from the Adobe website requires that you install ActiveX
cookies on the system.

Memory (RAM) 1 GB recommended.
Swap file space 1GB.
Environment Clients must be able to access Operations Manager:

¢ From outside afirewall—Refer to documentation for your firewall for how to configure client
access.

e AcrossaVirtua Private Network (VPN)—The VPN tunnel should connect the client and aVPN
router or similar device.

Other System Software

Operations Manager has undergone interoperability testing with McAfee Virus Scan Enterprise 8.0.

~

Note  When using Operations Manager on a system with virus protection software, it is recommended
that you enable virus protection, but you should schedul e active scanning of drives and memory
to occur during off-peak hours. You may experience delays, and performance may be degraded,
when the virus scan software is scanning all files.

Installation Guide for Cisco Unified Operations Manager
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I System Capacity

System Capacity

Table 1-3 lists the maximum capacity of Operations Manager when it is installed on system that meets
the system requirements for a large deployment (see Table 1-1).

Table 1-3 System Capacity

Parameter Maximum Capacity
Devices (voice devices). 2000

IP Phones. 30000

Ports and interfaces. 35000

Cisco Unified Communications Manager clusters. 30

Cisco Unified Communications Manager Express and Cisco 500

Unity Express.

Route lists and route groups. 600

Phone status tests. 1000

Synthetic tests.

250 (150 end-to-end and 100 dial
tone tests)

Node-to-Node tests. 500
SRST monitoring. 1000
Sustained events (4 minute polling interval). 75
Burst events (4 minute polling interval). 300
Service Quality traps (4 minute polling interval). 75
Concurrent client (browser) logins. 5

Supported Devices

Device adapter packages for all supported devices are installed when you install Operations Manager.
Information about devices installed with Operations Manager can be found on Cisco.com.

Asadditional device adapter packages become available, you can download the IDUs that contain them,

by logging into Cisco.com.

r Installation Guide for Cisco Unified Operations Manager
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CHAPTERZ

Installing, Uninstalling, and Upgrading Cisco
Unified Operations Manager

This chapter describes installing Cisco Unified Operations Manager (with Cisco Unified Service
Monitor) on a Windows system.

Service Monitor is a separately licensed product. If you are going to use Service Monitor, you must
install a Service Monitor license after the Operations Manager installation completes. See Licensing
Process, page A-3.

This chapter includes the following:

Preparing to Install Operations Manager, page 2-1

Performing a New Installation, page 2-7

Reinstalling Operations M anager, page 2-10

Uninstalling Operations M anager, page 2-11

Upgrading to Cisco Unified Operations Manager 2.0.1, page 2-12

Preparing to Install Operations Manager

The information in this section helps you to deploy Operations Manager in your network. Do the
following before you install Cisco Unified Operations Manager (Operations Manager):

Make sure that hardware and software requirements for the server are met. (See Server
Requirements, page 1-3.)

Prepare the Operations Manager server for installation. (See Preparing the Operations Manager
Server, page 2-2.)

Configure devices so that they can be monitored by Operations Manager. (Preparing Devices for
Addition to Operations Manager Inventory, page 2-3.)

Determine whether your existing applications are already using ports that Operations Manager or
Cisco Unified Service Monitor (Service Monitor) uses. (Existing applications should not use the
ports that Operations Manager or Service Monitor use.) See Verifying TCP and UDP Ports that
Operations Manager Uses, page 2-5.

Gather information that you might need to provide during the Operations Manager installation. (See
Gathering Information to Provide During Installation, page 2-6.)

[ oL-13800-01
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I Preparing to Install Operations Manager

Preparing the Operations Manager Server

Before installing Operations Manager, do the following:

e Set up the correct date and time on the system. Changing the date and time after installation can
cause Operations Manager not to work, because it is perceived as alicense violation. Also, the
self-signed certificates generated during installation become invalid.

¢ Thedrive that you choose to install Operations Manager on must be an NTFS file system.

e |If youareusing an IBM server with IBM director installed, you must stop the ibm director wmi cim
server and change the service to manual, or disable it. If you do not, the Service Level View in
Operations Manager will not work.

¢ Clean the temp directory. You can open the temp directory by typing stemps in a Windows Explorer
window.

¢ If Windows Data Execution Prevention (DEP) is enabled, it can prevent the installation from
completing. To check whether DEP is enabled and to disable it, see Checking for and Temporarily
Disabling DEP, page 2-2.

e Thefully qualified Domain Name of the system on which Operations Manager is installed must be
DNSresolvable. The IP address must be resolvable to the DNS and the DNS must be resolvable to
the I P address (Forward and Reverse Lookup, in DNS terms). To check name resolution on the
Operations Manager server; in a command prompt, run the command
<NM SROOT >\bin>smNameRes.exe.

N

Note NMSROOT isthe di rectory where Operations Manager is installed on your system. If you
selected the default directory during installation, it is C:\Program Files\CSCOpx.

Checking for and Temporarily Disabling DEP

Step 1

N

Note

Step 2

Step 3
Step 4

Step 5
Step 6

Note

Log in to the machine on which you will install Operations Manager as an administrator or a member of
the Administrators group.

If your computer is connected to a network, network policy settings might prevent you from completing
this procedure.

Open System Properties by right-clicking the My Computer icon on your desktop and selecting
Properties.

Click the Advanced tab and, under Performance, click Settings.

Click the Data Execution Prevention tab. If Turn on DEP for all programs and services except those
| select isselected, DEP is enabled.

Select Turn on DEP for essential Windows programs and services only.
Click OK.

After the installation completes, you can enable DEP.

Installation Guide for Cisco Unified Operations Manager
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Enabling DEP

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Note

Step 7

Preparing to Install Operations Manager

If you disabled DEP before the installation, to turn it on again and enable the installed software to
continue to run, use this procedure.

Log in as an administrator or amember of the Administrators group.

Open System Properties by right-clicking the My Computer icon on your desktop and selecting
Properties.

Click the Advanced tab and, under Performance, click Settings.
Click the Data Execution Prevention tab.
Select Turn on DEP for all programs and services except those | select.

To turn off DEP for aprogram, select the check box next to the program name and click OK. If the name
of the program doesn't appear in the list, click Add, navigate to your Program Files folder, select the
executablefile (file with a .exe file extension) and click OK..

While Operations Manager is running, turn off DEP for cwjava.exe.

Click OK.

Preparing Devices for Addition to Operations Manager Inventory

This section describes actions you must perform before adding devices to Operations Manager device
inventory.

Before adding devices to Operations Manager, do the following:

¢ Configure devices so they can be added to Operations Manager correctly, and so Operations
Manager can monitor the devices correctly. (See Device-Specific Configurations, page 2-3.)

e Makesureall processes are running on the Operations Manager system. (See Actionsto Take Before
Adding Devices, page 2-4.)

¢ Review the notes for adding devices. (See Notes on Adding Devices, page 2-4.)

Device-Specific Configurations

Cisco Unified Communications Manager:
¢ Make sure that SNMP read access is configured on the Cisco Unified Communications M anager
system.

¢ Providethe HTTP username and password for AXL access. Thisisthe same username and password
that is used for the Cisco Unified Communications Manager Administration page.

¢ If the Cisco Unified Communications Manager Administration page has HTTPS enabl ed, make sure
HTTPS is enabled on all AXL directories.

[ oL-13800-01
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I Preparing to Install Operations Manager

Cisco Unified Contact Center and Cisco Unity:

Make sure that SNMP read access is configured on the Cisco Unified Contact Center and Cisco
Unity systems. You may need to download the Remote Serviceability Kit for certain versions of
Cisco Unity (see www.ciscounitytools.com).

For Operations Manager to autodiscover Cisco Unified Contact Center devices, each Cisco Unified
Contact Center device must be configured with the SNMP v1 read credential (thismay bein addition
to the SNMP v2c read credentials).

IPSLA Devices:

Make sure that SNMP read and write access is configured on the IPSLA device. The write
community string is required to configure tests.

If the device is used as a target device for the jitter node-to-node test, make sure that the IPSLA
responder is enabled.

All Other Devices:

Make sure that SNMP read access is configured.

Actions to Take Before Adding Devices

Run pdshow to make sure all processes are running except for the transient processes such as the
purge tasks.

Run <NM SROQOT>\obj ects\smarts\bin\brcontrol and make sure that you see the message stating that
VHM and DFM servers are registered to the broker. If you do not see this message, you must start
VHMServer or DFM Server manually.

Note NMSROOT isthe directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it is C:\Program Files\CSCOpx.

Notes on Adding Devices

Thefiltering fields (IP Address, DNS Domain, and SysL ocation) in the Discovery Configuration
page, are optional. The most effective way to add devicesto Operations Manager inventory isto not
use these filtering options.

If you use aping sweep to add devices, use smaller subnets. Do not use ping sweep on aClass A or
Class B address.

Seed devices must be running CDP.

If there are many SNMP-unreachable devices in your network and you have to supply multiple device
credentials (causing discovery to have to try one or more credentials on each device until it finds the
correct credentials for the device), device discovery can take a long time.

This can be caused by the SNMP timeout setting. To fix this situation, you can lower the SNMP
timeout and retries setting (default is 3 seconds with 2 retries).

Do the following:

Step1  Enter the credentials on the Discovery Configuration page.

Step2  Open the IPCDiscovery-config.xml file from <NM SROOT>\conf\discovery.

Installation Guide for Cisco Unified Operations Manager
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Step 3

Step 4

Step 5
Step 6

Preparing to Install Operations Manager

L ocate the Credentials section. In this section, for each credential that you entered, you will find a
section similar to the following:

<SnmpCredential IPAddress="*.*_ * _*"> <SNMPv2 Snmpretry="2" Snmptimeout="3000"
Usertag="SNMPv2 Credentials in first line" ROCommunity="/gqiJe7XyxpU="
RWCommunity="Byh+1lukjK3I="/> </SnmpCredentials>

Snmptimeout="3000" indicates that the timeout is 3000 milliseconds, or 3 seconds.

You can lower this value to 1000 milliseconds, or 1 second. You can choose a value based on the SNM P
responsiveness in your network.

Save the changes that you made to the file.
Start discovery.

N

Note

If you make any further modifications to the credential list from the Discovery Configuration
page, you will need to verify the SNMP timeout values in the configuration file. They may have
been overwritten.

Verifying TCP and UDP Ports that Operations Manager Uses

N

Note

Before installing Operations Manager, make sure that the ports Operations Manager (and Service
Monitor) use will only be used by the applications listed in Table 2-1 and Table 2-2.

If an existing NM S uses port 162, see Configuring SNMP Trap Receiving and Forwarding, page 3-21,
for more information.

Operations Manager uses the following TCP and UDP ports.

Table 2-1 Ports that Operations Manager Uses

Port Numbers

Service Name

Application

161 Simple Network Management Protocol (SNMP) Common Services
162 Trap receiving (standard port) Common Services
514 Syslog Common Services

40000-41000

Used by Common Transport Mechanism for internal
application messaging

Operations Manager

42344 Used by Synthetic Testing web service Operations Manager
42350-42353  |Used by messaging software Operations Manager
43445 Used by Alert History database engine Operations Manager
43446 Used by inventory service database engine Operations Manager
43447 Used by event processing database engine Operations Manager
43449 Used by IP Phone Information Facility database Operations Manager

engine
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I Preparing to Install Operations Manager

Table 2-1

Ports that Operations Manager Uses (continued)

Port Numbers

Service Name

Application

8080

Used to determine if the Cisco Unified
Communications Manager 5.0 web service is up.

Note  This port must be made available to

Operations Manager.

Operations Manager

9000 Trap receiving Operations Manager
CSListener (Operations Manager server if port 162 is
occupied)

9002 DynamlID authentication Operations Manager
(Operations ManagerBroker)

9009 Default port number used by the I P telephony server |Operations Manager
for receiving traps from the device fault server

Table 2-2 Ports that Service Monitor Uses

Port Numbers

Service Name

53 DNS

67 and 68 DHCP

22 SFTP—Service Monitor uses SFTP to obtain data from Unified Communications
Manager 5.x and 6.X.

2000 SCCP—Service Monitor uses SCCP to communicate with Cisco 1040s

43459 Database

5666 Syslog—Service Monitor receives syslog messages from Cisco 1040s.

566-5680 Interprocess communication between user interface and back-end processes.

Note

These ports must be free.

Gathering Information to Provide During Installation

You might need to supply the following information while you are installing Operations M anager:

For more information on creating passwords, see the appendix “Password Information” in Installation
and Setup Guide for Common Services (Includes CiscoView) on Windows.

e User Admin password

e System ldentity Account password

e Casuser password (custom installation only)

¢ Guest password (custom installation only)

e Common Services database password (custom installation only)

e Web server information (custom installation only)

r Installation Guide for Cisco Unified Operations Manager
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~

Performing a New Installation

License information—L ocation of the license file. If you have aready obtained alicense file,
providethe path. If not, be sure to obtain one. You can do so before or after you install Cisco Unified
Operations Manager; see Licensing Process, page A-3.

N

Note  You can determine the status of your license from the Common Services Licensing
Information page. From the Operations M anager home page, click CiscoWor ks inthe upper
right-hand corner of the window. The CiscoWorks home page opens. Under Common
Services, select Server > Admin > Licensing.

Note If you areinstalling Operations Manager for evaluation purposes:

You do not need to supply alicensefile.

You might be interested in the following information:
— Licensing Overview, page A-1
— Licensing Reminders, page A-5

Performing a New Installation

The installation process takes approximately sixty minutes to complete.

Follow these guidelines when installing Operations Manager:

Operations Manager requires a dedicated system; do not install it on a system with:
— Third-party management software (such as HP OpenView or NetView).
— Cisco Secure Access Control Server (ACS).

— Any Cisco applications other than those that are documented to be able to coexist with
Operations Manager.

The system where Operations Manager is to be installed must be configured for DNS.

If you want to monitor Operations Manager using a third-party SNM P management tool, see
Configuring Your System for SNMP Queries, page 2-17.

Do not install Operations Manager on:

— A Primary Domain Controller (PDC) or Backup Domain Controller (BDC)

— A FAT file system.

- A Windows Advanced Server with Terminal Services enabled in application server mode.

— A system with Internet Information Services (11S) enabled.

— A system that does not have name lookup.
Do not select an encrypted directory. Operations Manager does not support directory encryption.
Do not install any CiscoWorks Common Services 3.0 service packs on Operations Manager.

Do not install on any of your voice application servers or on a Cisco Unified Communications
Manager server.

Verify that the system date and time are set properly.
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I Performing a New Installation

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

e To speed up installation, disable all virus-scan software while installing.

¢ You should exclude the NM SROQOT/databases directory from virus scanning. Problems can arise if
database files are locked because of virus scanning.

¢ Your system’s |P address and hostname should be set before installation.

e If you are going to use Cisco Unified Service Monitor (which is installed when you install
Operations Manager), the clocks on Service Monitor and Cisco Unified Communications M anager
servers must be synchronized. See NTP Configuration Notes, page 2-17.

¢ If Windows Data Execution Prevention (DEP) is enabled, it can prevent the installation from
completing. To check whether DEP is enabled and to disable it, see Checking for and Temporarily
Disabling DEP, page 2-2.

e Moving your Operations Manager server from Windows Workgroup to Domain is not supported.

Make sure your system meets these prerequisites:
¢ Required (or desired) operating system upgrades have been performed.
¢ Required service packs are installed.
For system requirements, see Server Requirements, page 1-3.
Close all open or active programs. Do not run other programs during the installation process.

Asthe local administrator, log in to the machine on which you will install the Operations M anager
software, and insert the Cisco Unified Operations M anager CD-ROM into the CD-ROM drive. The Cisco
Unified Operations Manager and Service Monitor Setup Program window opens.

~

Note If theCD-ROM isal ready in the CD-ROM drive and you stopped the instal lation processto close
programs or if Autostart is disabled, click Setup.exe to restart the process.

Click Install. The Welcome window appears.
Click Next. The Software License Agreement window appears.
Click Accept. The Licensing Information window appears.
Select one of the following, and then click Next:
e License File Location—Browse to enter the location.
e Evaluation Only—You can complete the installation and then register the license file later.

~

Note  For instructions on obtaining a license file, see Licensing Process, page A-3.

The Setup Type window appears.

Select Typical to install the complete Cisco Unified Operations Manager package, which contains
Operations Manager and Service Monitor.

If you choose the Typical installation mode, the system automatically providesthefoll owing information
to the installation process:

¢ Guest password
e Common Services database password
e Web server information

e Self-signed certificate information

Installation Guide for Cisco Unified Operations Manager
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Step 9
Step 10

Step 11
Step 12

Step 13
Step 14

Step 15
Step 16

A

Performing a New Installation

¢ Username and password for data transport protocol authentication

If you choose the Custom installation mode, you will be prompted to enter this information during the
installation process.

Click Next. The Choose Destination Folder window appears.
Do one of the following:

¢ Click Next to accept the default installation directory.

¢ Browseto the folder where you would like to install Operations Manager, and click Next.
The installation program checks dependencies and system requirements.

The System Requirements window displays the results of the requirements check and advises whether
the installation can continue. One of the following might occur:

e If thereis not enough disk space for the installation, or if memory regquirements are not met, the
installation program displays an error message and stops. (See Server Requirements, page 1-3.)

¢ If the minimum recommended requirements are not met, the installation program displaysawarning
message and continues installing.

Click Next.
Enter a User Admin password (and confirm), and click Next.

~

Note If you selected the Custom installation mode, during this part of the installation you will be
asked to enter all the information that is noted in Step 8.

Enter a System Identity Account password (and confirm), and click Next.

The Create Casuser dialog box appears; click Yes to continue with the installation.
The Summary window appears, displaying the current settings.

Click Next. The installation proceeds.

Click OK to confirm additional messages if they are displayed:

¢ If the system has more than one NIC card and more than one I P address configured, you will seethis
message:

This machine is multihomed. Please update the MULTI-HOME properties section in
C:\PROGRA~2\CSCOpx\lib\vbroker\gatekeeper.cfg after the installation is complete.

Caution

Operations Manager requires only one NIC card and supports only one IP address. Operations M anager
does not support two NIC cards with different | P addresses.

¢ If Windows SNMP serviceisnot installed on your system, a message will inform you of this fact.

e If you did not supply alicense file during the installation, a message about obtaining a license file
is displayed.

¢ When theinstallation is complete, the following message appears:

Before you reboot this system, configure automatic time synchronization on it using
NTP. Configure this system to use the time server that is used by Cisco Unified
Communications Managers in your network.

For more information, see NTP Configuration Notes, page 2-17.
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I Reinstalling Operations Manager

Step 17

Step 18
Step 19

Step 20

Step 21

Note

Eject the CD.

~

Note  Storethe CD in a secure, climate-controlled areafor saf ekeeping.

Click Finish to reboot the machine.

Wait 30 minutes after the system reboots before starting Operations Manager. This gives all of the
Operations Manager processes time to initialize.

After the installation completes, verify that Operations Manager was installed correctly by starting the
application. From the Windows desktop select Start > All Programs > Cisco Unified Operations
Manager and Service Monitor > Cisco Unified Operations Manager and Service Monitor.

If you disabled DEP before the installation, see Enabling DEP, page 2-3.

If Enhanced Security is enabled on the Windows 2003 system, you must add the Operations M anager
home page to the Internet Explorer Trusted Sites Zone. You will not be able to access the Cisco Unified
Operations Manager home page until it is added to the trusted sites. See Adding the Operations M anager
Home Page to the Internet Explorer Trusted Site Zone, page 3-19.

If any errors occurred during installation, check the installation log in the root directory on the drive.
(For example, the CiscoWorks Common Servicesinstal lation might create C:\Ciscoworks_setup001.1og,
the Operations Manager installation might create C:\Ciscoworks_setup002.log, and so forth.) The Cisco
Technical Assistance Center (TAC) might ask you to send them the installation log.

Reinstalling Operations Manager

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Close all open or active programs. Do not run other programs during the reinstallation process.

Asthelocal administrator, log in to the machine on which you will install the Cisco Unified Operations
Manager software, and insert the Cisco Unified Operations Manager CD-ROM into the CD-ROM drive.
The installer window appears, asking you if you want to reinstall Cisco Unified Operations Manager.

N,

Note If the CD-ROM is already in the CD-ROM drive and you stopped the reinstallation process to
close programs or if Autostart is disabled, click Setup.exe from the top directory of your
CD-ROM to restart the process.

Click Install. The Welcome window appears.

Click Next. The Software License Agreement window appears.
Click Accept. The Setup Type window appears.

Select Typical or Custom.

Click Next. The Backup Data window appears.

Enter or browse to the location where you want the backup of your previous version of Operations
Manager stored, and click Next.

Installation Guide for Cisco Unified Operations Manager
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Step 9

Step 10

Step 11

Step 12
Step 13

Step 14
Step 15

Uninstalling Operations Manager Il

The System Requirements window displays the results of the requirements check and advises whether
the reinstallation can continue; click Next.

If you chose Custom installation you will be asked to enter the following:
e Casuser password
¢ Username and password for data transport protocol authentication
This step is not required for Typical installation. Click Next.
An information dialog box appears, confirming reinstallation; click OK.
The Summary window appears, displaying the current settings.
Click Next. The installation proceeds.
Remove the Cisco Unified Operations Manager CD from the drive.

N

Note  Store the CD in a secure, climate-controlled areafor safekeeping.

Click Finish to reboot the machine.

After the installation completes, verify that Operations Manager was installed correctly by starting the
application. From the Windows desktop select Start > All Programs > Cisco Unified Operations
Manager and Service Monitor > Cisco Unified Operations Manager and Service Monitor.

If any errors occurred during reinstallation, check the installation log in the root directory on the drive.
(For example, the CiscoWorks Common Servicesinstal lation might create C:\Ciscoworks_setup001.1og,
the Operations Manager installation might create C:\Ciscoworks_setup002.log, and so forth.) The Cisco
Technical Assistance Center (TAC) might ask you to send them the installation log.

Uninstalling Operations Manager

A

Caution  You must use the Operations Manager uninstal lation program to remove Operations Manager from your
system. If you try to remove the files and programs manually, you can seriously damage your system.

N,

Note  Before uninstalling, be sure to delete all the phone status, node-to-node, and SRST tests from the
application. If you do not delete these tests, they will continue to run on the router. To delete these tests,
use each test’s respective configuration page (see the Cisco Unified Operations Manager online help for
information on deleting each test).

Step1  Asthelocal administrator, log in to the system on which Cisco Unified Operations Manager isinstalled.
Step2  To start the uninstallation process, from the Windows desktop select Start > All Programs > Cisco
Unified Operations Manager and Service Monitor > Uninstall Cisco Unified Operations M anager
and Service Monitor.
Step3  Select the components you want to uninstall.
Installation Guide for Cisco Unified Operations Manager
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Step 4

Step 5

Step 6

Click Next to begin uninstalling the selected components.

A window appears, listing the components selected for uninstallation.
Click Next.

M essages showing the progress of the uninstallation appear.

The following message appears:

Uninstallation is complete. Click OK to finish.

Click OK.

Upgrading to Cisco Unified Operations Manager 2.0.1

Note

Note

Operations Manager supports the following upgrade paths:

¢ Upgradefrom alicensed copy of Cisco Unified Operations Manager 1.1 or 2.0 to alicensed copy of
Cisco Unified Operations Manager 2.0.1.

¢ Upgradefrom alicensed copy of Cisco Unified Operations Manager 1.1 or 2.0 to an evaluation copy
of Cisco Unified Operations Manager 2.0.1.

You cannot upgrade from an evaluation copy of Cisco Unified Operations Manager 1.1 or 2.0 to an
evaluation copy of Cisco Unified Operations Manager 2.0.1.

To upgrade from Cisco Unified Operations Manager 1.0, see Upgrading from Operations Manager 1.0
to Operations Manager 2.0.1, page 2-16.

To upgrade from | P Telephony Monitor 2.0, see Moving from IP Telephony Monitor 2.0 to Cisco
Unified Operations Manager 2.0.1, page 2-16.

When you upgrade Operations Manager, you are also upgrading Service Monitor.

There are two levels of functionality that you can purchase for Operations Manager 2.0.1: Premium
Edition and Standard Edition. If you are upgrading from Operations Manager 1.0 or 1.1 to the Standard
Edition of Operations Manager 2.0.1, you will lose some functionality that you previously had in
Operations Manager 1.0 and 1.1. You will not be able to use the following diagnostics:

e Phone Status Tests
¢ Synthetic Tests
¢ Node-to-Node Tests

Further, you will not have access to the new diagnostic tools that Operations Manager 2.0.1 Premium
Edition provides.

To get full Operations Manager functionality, you must upgrade to Operations Manager Premium
Edition.
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Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Upgrading to Cisco Unified Operations Manager20.1

Before You Begin

e Before upgrading, back up your existing (Operations Manager 1.1 or 2.0 system) Synthetic Tests
and Batch Tests by exporting them to afile. If you lose the tests after upgrade, you can use the
backup files to recreate the tests on your upgraded system.

e Make sure your system meets the system requirements (see Server Requirements, page 1-3).
¢ Close all open or active programs. Do not run other programs during the upgrade process.

¢ If Operations Manager has been running for along period of time and has accumulated a large
amount of data (database over 1 GB), you should run an independent backup before upgrading. Also,
during installation, do not run the backup data process. You can use Windows Explore to view the
database size (Operations Manager’s databases are located in the <NM SROOT >\databases folder).

S,
Note NMSROOT isthefolder where Operations Manager isinstalled on the server. If you sel ected
the default directory during installation, it is C:\Program Files\CSCOpx.

¢ If you are using Service Monitor or plan on using it, you should be aware of the following:

— If you plan on using Service Monitor to monitor MOS reported from Cisco Unified
Communications Managers, configure the server to use NTP before you upgrade. For more
information, see NTP Configuration Notes, page 2-17.

- Itisrecommended that you delete existing sensor configuration files—one QOV Default. CNF
file and a QoV MACAddress.CNF file for each sensor—from your existing TFTP servers before
you perform the upgrade. Immediately after you upgrade to the Service Monitor 2.0.1 software,
sensors are unable register to Service Monitor until you perform post-upgrade configuration
steps; for more information, see Service Monitor Post-Upgrade Configuration, page 2-15.

— If you are upgrading from Service Monitor 1.1, you should make note of the TFTP server that
you are using with Service Monitor. You will need the I P address of the TFTP server to add it
to Service Monitor after upgrade. (If you are upgrading from 2.0, the TFTP server addresses are
retained in the Service Monitor database.)

¢ If Windows Data Execution Prevention (DEP) is enabled, it can prevent the installation from
completing. To check whether DEP is enabled and to disable it, see Checking for and Temporarily
Disabling DEP, page 2-2.

Asthelocal administrator, log in to the machine on which you will be upgrading the Operations M anager
software.

Stop the daemon manager by running the following command (in a command prompt):
net stop crmdmgtd

Insert the Cisco Unified Operations Manager CD-ROM into the CD-ROM drive. The Cisco Unified
Operations Manager and Service Monitor Setup Program window opens.

N,
Note If the CD-ROM isalready inthe CD-ROM drive and you stopped the instal lation processto close
programs or if Autostart is disabled, click Setup.exe to restart the process.

Click Install. The Welcome window appears.
Click Next. The Software License Agreement window appears.
Click Accept. The Licensing Information window appears.
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Step 7

Step 8
Step 9

Step 10

Step 11
Step 12

A

If you are upgrading from Operations Manager 1.1 you will need to enter licensing information (if you
are upgrading from Operations Manager 2.0, you will not see this option). Select one of the following,
and then click Next:

e License File Location—Browse to enter the location.
e Evaluation Only—You can compl ete the installation and then register the license file later.

N

Note  For instructions on obtaining a license file, see Licensing Process, page A-3.

The Setup Type window appears.

Select Typical or Custom.

The System Requirements window displays the results of the requirements check and advises whether
the upgrade can continue; click Next.

N

Note If memory requirements are not met, installation cannot proceed. See Server Requirements,
page 1-3.

If you chose Custom installation, you can change any of the following:

e User Admin password and Guest password

e System identity account password

e casuser password

e Common Services database password

e HTTPS port, administrator e-mail, or SMTP server settings

¢ Create a self-signed certificate

¢ Username and password for data transport protocol authentication
This step is not required for Typical installation. Click Next.
The Summary window appears, displaying the current settings. Click Next. The installation proceeds.
Click OK to confirm additional messages if they are displayed:

¢ If the system has more than one NIC card and more than one I P address configured, you will seethis
message:

This machine is multihomed. Please update the MULTI-HOME properties section in
C:\PROGRA~2\CSCOpx\lib\vbroker\gatekeeper.cfg after the installation is complete.

Caution

Operations Manager requires only one NIC card and supports only one IP address. Operations M anager
does not support two NIC cards with different | P addresses.

¢ If Windows SNMP serviceisnot installed on your system, a message will inform you of this fact.

e If you did not supply alicense file during the installation, a message about obtaining a license file
is displayed.
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Step 13

Step 14
Step 15

Step 16
Step 17

Step 18

Upgrading to Cisco Unified Operations Manager20.1

¢ When theinstallation is complete, the following message appears:

Before you reboot this system, configure automatic time synchronization on it using
NTP. Configure this system to use the time server that is used by Cisco Unified
Communications Managers in your network.

Click OK. (For more information, see NTP Configuration Notes, page 2-17.)
Remove the Cisco Unified Operations Manager CD from the drive.

~

Note  Storethe CD in a secure, climate-controlled areafor safekeeping.

Click Finish to reboot the machine.

Wait 30 minutes after the system reboots before starting Operations Manager. This gives all of
Operations Manager’s processes time to initialize.

Verify the upgrade by starting Operations Manager.

To make sure all existing devices go to the monitored state, Operations Manager must perform
rediscovery. Do the following:

a. In Operations Manager, select Device > Device Management > M odify/Delete Devices.
b. Inthe device selector, select the All Devices check box.

c. Click Rediscover.

If you disabled DEP before the installation, see Enabling DEP, page 2-3.

If any errors occur during installation, check the installation log in the root directory on the drive. (For
example, the CiscoWorks Common Services installation might create C:\Ciscoworks_setup001.log, the
Operations Manager installation might create C:\Ciscoworks_setup002.log, and so forth.) The Cisco
Technical Assistance Center (TAC) might ask you to send them the installation log.

Service Monitor Post-Upgrade Configuration

Step 1
Step 2

This section provides the minimum steps required to enable sensors to register with

Service Monitor 2.0.1. For complete configuration procedures, including how to add Unified
Communications Managers to Service Monitor, see the configuration checklistsin User Guide for Cisco
Unified Service Monitor.

Start Service Monitor.

If you are upgrading from Service Monitor 2.0, you can skip to Step 3; otherwise, add at least one TFTP
server to Service Monitor:

a. Select Configuration > Sensor > TFTP Servers. The TFTP Server Setup page appears.
b. Click Add. The TFTP Server Settings dialog box appears.
c. Enter datain thefollowing fields:
— TFTP Server—IP address or DNS name.
— Port Number—The default port number is 69.
d. Click OK.
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N

Note If you want to use a Unified Communications Manager 6.x, 5.x,0r 4.2 asa TFTP server, you can do so.

Step3  Configure the default configuration file:
a. Select Configuration > Sensor > Setup. The Setup page appears.
b. Update the Default Configuration to TFTP Server fields:
— Image Filename—Enter SvcMonAA2_40.img.
— Primary Service Monitor—Enter an IP address or DNS name.
— Secondary Service Monitor—(Optional) Enter an |P address or DNS name.

c. Click OK. Operations Manager stores the default configuration filelocally and copiesit tothe TFTP
servers that you added in Step 2.

d. Copy the binary image file, Sy*cMonAA2_40.img, from NMSROOT\ImageDir on the Service
Monitor server to the root location on the TFTP server. (NMSROOT is the directory where Service
Monitor isinstalled; its default location is C:\Program Files\CSCOpx.)

e. Verify that the newly created QOV Default.CNF fileis on the TFTP server. If it is not, upload it to
the root location on the TFTP server from the Service Monitor image file directory,
NMSROOT\ImageDir.

Note If you use Unified Communications Manager as a TFTP server, Service Monitor cannot copy
configuration files to Unified Communications Manager due to security settings on the latter. You will
need to manually upload the configuration file as described in Step 3. After uploading the configuration
file, reset the TFTP server on Unified Communications Manager. For more information, see Unified
Communications Manager documentation.

Step4d  Wait afew minutes and verify that sensors have registered to Service Monitor. If they have not, reset the
sensors by disconnecting them from power and connecting them again.

A

Warning  Before disconnecting a sensor, read the regulatory compliance and safety information in Quick Start
Guide for Cisco 1040 Sensor.

Upgrading from Operations Manager 1.0 to Operations Manager 2.0.1

Thereis no upgrade from Operations Manager 1.0 to Operations Manager 2.0.1. If you are moving from
Operations Manager 1.0, you must first uninstall it before installing Operations Manager 2.0.1.

Moving from IP Telephony Monitor 2.0 to Cisco Unified Operations
Manager 2.0.1

Thereis no upgrade from IP Telephony Monitor 2.0 to Cisco Unified Operations Manager 2.0.1. If you
aremoving from IP Telephony Monitor, you must first uninstall it before installing Operations Manager.
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Configuring Your System for SNMP Queries W

Configuring Your System for SNMP Queries

Note

Step 1

Step 2

Note

Operations Manager implements the system application MIB. If you want to use a third-party SNMP
management tool to make SNMP queries against the server where Operations Manager is installed,
Windows SNMP service must be installed.

To improve security, the SNMP set operation is not allowed on any object ID (OID) in the system
application MIB. After installing Operations Manager, you should modify the credentials for Windows
SNMP service to not use a default or well-known community string.

It is recommended that you install Windows SNMP service before you install Operations Manager.
Use this procedure to determine whether Windows SNMP service is installed.

Verify that Windows SNMP serviceisinstalled on the server where you will install Operations Manager.
To do so:

a. Open the Windows administrative tool Services window.
b. Verify the following:

e SNMP Serviceisdisplayed on the Windows administrative tool Services window; if so, Windows
SNMP serviceisinstalled.

e SNMP service status is Started; if so, SNMP service is running.
If Windows SNMP serviceis not installed, install it.

Windows online help provides instructions for adding and removing Windows components, such as
Windows SNMP service. To locate the instructions, try selecting the Index tab in Windows online help
and entering a keyword or phrase, such asinstall SNMP service.

NTP Configuration Notes

The clocks on Service Monitor and Cisco Unified Communications Manager servers must be
synchronized for Service Monitor reports to include compl ete and up-to-date information and accurately
reflect activity during agiven time period. These notes offer a starting point and do not provide complete
instructions for configuring NTP.

To get started:

1. Talk with your Cisco Unified Communications Manager administratorsto determine the time server
with which Service Monitor should synchronize. You might find Cisco IP Telephony Clock
Synchronization: Best Practices, a white paper on Cisco.com, useful; read it at this URL:
http://cisco.com/en/U S/products/sw/voicesw/psb56/prod_white _papers list.html.
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2. Useyour system documentation to configure NTP on the Windows Server 2003 system where
Service Monitor will be installed. Configure NTP with the time server being used by
Cisco Unified Communications Managers in your network. You might find How to configure an
authoritative time server in Windows Server 2003, useful; look for it at this URL:
http://support.microsoft.com/kb/816042.

N

Note  Thiswebsiteis Copyright © 2007, Microsoft Corporation.
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CHAPTER3

Getting Started

This section provides a minimum number of steps for setting up Cisco Unified Operations Manager
(Operations Manager) and viewing diagnostic results. It includes:

¢ Configuring Operations Manager to Monitor Devices, page 3-1

e Starting Operations Manager, page 3-19

¢ Understanding and Configuring Security, page 3-20

e Supported NMS Integration, page 3-21

e Configuring SNMP Trap Receiving and Forwarding, page 3-21

e Configuring Cisco Unified Communications Manager for Use with Operations M anager, page 3-24
e Viewing Alerts, page 3-24

e What's Next?, page 3-24

Configuring Operations Manager to Monitor Devices

Note

Note

Operations Manager obtains devices to monitor from the CiscoWorks Common Services Device and
Credentials Repository (DCR). The DCR isacommon repository of devices and their credentials for use
by individual applications.

For Operations Manager to monitor adevice, it must first be added to the DCR. Once adeviceis added
to the DCR, you can then add it to the Operations Manager inventory, which is separate from the DCR.

When Operations Manager is installed, it will automatically synchronize with the DCR and add
inventory. Thisis the default setting.

You can add devices automatically from the DCR to Operations Manager by activating automatic
synchronization (the default), or you can add them manually through the Device Selection page. For
more information on how Operations Manager is affected by the DCR, see Understanding the DCR,

page 3-3.

You should exclude the NM SROOT /databases directory from virus scanning. Problems can arise if
database files are locked because of virus scanning.
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N

Note NMSROOT isthe directory where Operations Manager is installed on your system. If you selected the
default directory during installation, it is C:\Program Files\CSCOpx.

Table 3-1 lists some possible deployment scenarios for Operations Manager, and what you will need to
do to add devices to Operations Manager inventory.

Table 3-1 Adding Devices to Inventory Scenarios

Deployment Scenario

What to Do

Deploying Operations Manager as an independent server.

Automatically synchronizing your inventory with the
DCR.

Add devices from the DCR using automatic synchronization.
Automatic synchronization is the default setting, and you do
not need to do anything.

If you have changed the synchronization setting from
automatic, you will need to change it back. See Configuring
Automatic Device Selection in Operations Manager,

page 3-10.

Deploying Operations Manager as an independent server.

Manually controlling the devices that are added to
inventory.

Manually add devices from the DCR. See Adding Devices
Manually from the DCR to Operations M anager, page 3-10.

Deploying Operations Manager as an independent server

You want to use automatic discovery, but not all the
devices discovered through automatic discovery need to
be managed in Operations Manager.

e Add devices from the DCR using automatic
synchronization.

¢ Configure automatic synchronization to select devices
based on parametersyou set. See Configuring Automatic
Device Selection in Operations Manager, page 3-10.

Deploying Operations Manager with Ciscoworks LAN
Management Solution (LMS).

Using the Operations Manager DCR as the master DCR.

Automatically synchronizing your inventory with the
DCR.

e Set up the Operations Manager DCR as a master and the
LMS DCRs as slaves. Configuring the DCR in Master
and Slave Mode, page 3-4.

¢ Runphysical discovery. See Adding Devicesto the DCR,
page 3-5
¢ Verify that automatic synchronization is configured in

Operations Manager. See Configuring Automatic Device
Selection in Operations Manager, page 3-10.
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Table 3-1 Adding Devices to Inventory Scenarios (continued)
Deployment Scenario What to Do
¢ Deploying Operations Manager with LMS. ¢ Set up the Operations Manager server DCR asaslave and

¢ Synchronizing the Operations Manager DCR with an

one of the LM S DCRs as a master. Configuring the DCR

existing master DCR in Master and Slave Mode, page 3-4.

e Automatically synchronizing your inventory with the

¢ Configure Operations Manager to add devicesto amaster

DCR DCR. See Adding Devicesto the DCR, page 3-5.
¢ Runphysical discovery. See Adding Devicesto the DCR,
page 3-5
¢ Verify that automatic synchronization is configured in
Operations Manager. See Configuring Automatic Device
Selection in Operations Manager, page 3-10.
¢ Deploying Operations Manager with LMS. ¢ Set up the Operations Manager server DCR and the LM S

¢ Synchronizing the Operations Manager with an existing

master DCR.

e Manually controlling the devices managed by Operations

Manager.

server DCRs as slave and master. Configuring the DCR
in Master and Slave Mode, page 3-4.

¢ Configure Operations Manager to add devicesto amaster
DCR. See Adding Devicesto the DCR, page 3-5.

¢ Runphysical discovery. See Adding Devicesto the DCR,
page 3-5
¢ Verify that manual synchronization is configured in

Operations Manager. See Configuring Automatic Device
Selection in Operations Manager, page 3-10.

Understanding the DCR

Note

The Device and Credentials Repository (DCR) is a centralized device repository for sharing device
information across applications. It provides asingle place for managing device credentials and attri butes,
ensuring consistency across applications. Individual applications can query the DCR for adevice list,
device attributes, and device credentials. Changes to the DCR are propagated to all applications.

A device must be added to the DCR before it can be added to the Operations Manager inventory (see
Adding Devices to the DCR, page 3-5).

Onceadeviceis added to the DCR, you can add it to the Operations M anager inventory (the Operations
Manager inventory is separate from the DCR). When a device is added to the DCR, the DCR assigns a
DCR ID to every managed component. The DCR maps components to devices using either the device
name or the I P address. When the device is added to Operations M anager, Operations M anager maps the
DCR ID to the device name during inventory collection.

Operations Manager also uses the DCR 1D to verify whether the device or component already existsin
the Operations Manager inventory. (Further information on how Operations Manager identifies
devices—such as whether Operations Manager uses an |P address or DNS name as the device name—is
provided in User Guide For Cisco Unified Operations Manager 2.0 or the online help.)
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Note

You can add devices automatically from the DCR to Operations Manager by activating automatic
synchronization (which is the default), or you can add them sel ectively by deactivating using the Device
Selection page. When a deviceis deleted it may or may not be deleted from the DCR. Deletion is
determined by how Operations Manager is configured with the DCR (for details on deleting devices, see
User Guide For Cisco Unified Operations Manager 2.0 or the online help).

The synchronization between the DCR and the Operations Manager inventory is controlled from the
Device Selection page.

¢ For automatic synchronization (thisisthe default), see Configuring Automatic Device Selection in
Operations Manager, page 3-10.

¢ For manual synchronization (in which you selectively add devices from the DCR to the Operations
Manager inventory), see Adding Devices Manually from the DCR to Operations M anager,
page 3-10.

Do not confuse the Operations Manager physical discovery process (which adds devicesto the DCR) or
the Operations Manager inventory collection process (which probes devices and updates componentsin
Operations Manager inventory) with the DCR synchronization process. Operations Manager inventory
collection is a process that affects only the Operations Manager inventory.

Configuring the DCR in Master and Slave Mode

Note

Step 1

Step 2

Step 3
Step 4

By default, the DCR on the Operations Manager server is configured as a standal one or independent
repository. If you decide to configure the DCR for Operations Manager as a master or a slave, the
procedures for doing so are thoroughly documented in the CiscoWorks Common Services online help
and in User Guide for CiscoWbrks Common Services. (To access the CiscoWorks Common Services
online help, from the Operations Manager home page, click the CiscoWorks link in the top right corner
of the page. The CiscoWorks home page appears; click the Help button.)

You must perform prerequisite tasks and you must configure the master and the slave in the proper order.
The following procedure can help you get started and locate the information you need in the online help.

To start Operations Manager, see Starting Operations Manager, page 3-19.

From the Operations M anager home page, click the CiscoWorks link in the top right corner of the page.
The CiscoWorks home page appears in another window.

On the CiscoWorks home page, select Common Services > Device and Credentials > Admin. The
Administration page appears.

Select Mode Settings from the TOC in the left-hand pane. The M ode Settings window appears.

Click the Help link in the top right corner of the page. Find the instructions for completing the
master-slave configuration prerequisites. These include:

¢ Adding a peer server user on the system with the master DCR.
e Creating a System Identity User on the system with the slave DCR.
e Copying security certificates.

Follow the instructions in the online help to complete the prerequisites and to configure a master and a
slave in the correct order.
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Adding Devices to the DCR

~

Note

Step 1
Step 2

Step 3

Devices are added to the DCR through the Operations Manager Add Devices page (Devices > Device
Management > Add Devices).

To add devices to the DCR using bulk import (importing from an NMS or from afile), see Importing
Devices Into the DCR, page 3-9.

Select Devices > Device Management > Add Devices. The Add Devices page appears.
Enter the following:

¢ |P addressor hostname. Multiple devices can be entered at the same time, using acomma-separated
list.
S

Note  When adding multiple devices at the same time, all the devices must be the same type of
device and use the same credentials.

e Enter SNMPv2c/SNMPv1 credentials.

e Enter SNMPv3 credentials.

e Enter HTTP credentials (only required for Cisco Unified Communications M anager).

¢ Windows credentials (only required for Windows-based MCS application servers).
Click OK.

Configuring Operations Manager Physical Discovery

Step 1

Step 2
Step 3

Select Devices > Device Management > Auto-Discovery Configuration. The Auto-Discovery
Configuration page appears.

~

Note  You can also access the Discovery Configuration page form the Device Management: Summary
page, by clicking the Configure button.

~

Note  Discovery requires SNMP and/or SNMPv3 credentials. If the credentials are not configured,
when you click Discovery Configuration, an empty Discovery Configuration page appears and
youwill only have the option of configuring credentials. Select the Credential sradio button, then
click Add; the Configure Credentials page appears (see Configuring Credentials, page 3-7).

If the Discovery radio button is not selected, select it.

Select the Use Communications M anager or Cisco Discovery Protocol (CDP) check box, and do one
of the following:

e Enter seed devices. Enter acomma-separated list of |P addresses.
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N

Note  When using a Cisco Unified Communications Manager as the seed device, the following
types of devices are discovered:

- Other Cisco Unified Communications Managers in the network

- Cisco Unity

- MGCP Voice Gateways

- H.323 Voice Gateways

- Gatekeepers

- CTI applications configured with CTI ports on the discovered Cisco Unified
Communications Managers

In addition to the Cisco Unified Communications Manager-based discovery, the foll owing
types of discoveries occur, resulting in additional devices being added to the inventory:

- CDP-based discovery

- ARP-based discovery

- Route table-based discovery

e Select the Use devices currently in the system check box.
¢ Select ahop count.

N

Note  Discovery may skip more than the number of hops selected. Discovery uses multiple
technologiesto discover devices, which may result in devicesviolating L2 or L3 hops. If you
are using Hop count to limit discovery, an alternate way of achieving the same objectiveis
to use the Include and Exclude filters from the Discovery Configuration page (see Filtering
Operations Manager Physical Discovery, page 3-7).

Step4  Select the Use ping sweep check box. The seed devices and the ping sweep options can be used in an
either/or mode.

When selecting the Use Ping Sweep check box, specify a comma-separated list of IP address ranges
using the /netmask specification.

For example, use 172.20.57.1/24 to specify a ping sweep range starting from 172.20.57.1 and ending at
172.20.57.255.

Step5  In the Run pane, configure when physical discovery should run.
¢ If you want physical discovery to run immediately, select the now radio button.
¢ If you want to schedule physical discovery to run at certain intervals, do one of the following:
— Select daily; enter the time and select the days on which physical discovery should run.

- Select the every radio button; choose how often you want physical discovery to run, enter the
times between which you want it to run, and select the day on which it should run.

Step6 Click OK.
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Configuring Credentials

Step 1

Step 2

Step 3

Step 4

Discovery requires SNMP and/or SNMPv3 credentials. If the credentials are not configured when you
try to configure discovery, you will only be able to access the Configure Credentials page. You must
enter SNMP and/or SNMPv3 credential s before running discovery.

Select Devices > Device M anagement > Auto-Discovery Configuration > Credentials. The Configure
Credentials page appears.

Click Add.

N

Note If you are changing the existing credentials for a device, select the target device and then click
Edit. Using this edit option only allows you to change the credentials. If you want to change the
target device, you must delete the entire row and then re-add all the details.

Enter the following:

¢ |P addressor hostname. Multiple devices can be entered at the same time, using acomma-separated
list.

~

Note  When adding multiple devices at the same time, all the devices must be the same type of
device and use the same credentials. If you are using wildcard entries, only the following
formats are supported: *.*.*.* or 10.76.93.[39-43].

¢ (Optional) Change the SNMP timeout and retries.

e SNMPv2c/SNMPv1 credentials.

e SNMPv3 credentials.

e HTTP credentials (only required for Cisco Unified Communications Manager).

¢ Windows credentials (only required for Windows-based MCS application servers).
Click OK.

Filtering Operations Manager Physical Discovery

Step 1

Step 2

You can configure Operations Manager physical discovery to filter out devices. Thisisoptional; itis not
required to run physical discovery.

Select Devices > Device M anagement > Auto-Discovery Configuration > Filtersand Schedule. The
Filters and Schedule page appears.

Select the Filtersradio button. Table 3-2 describes the optional filters that are available to you when
running physical discovery.
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Table 3-2 Physical Discovery Filters
Filter Description
IP Address (Optional) Enter comma-separated |P addresses or |P address ranges for

devices that you want to:
¢ Include—In the auto-discovery process.
¢ Exclude—From the auto-discovery process.
You can use wildcards when specifying the | P address range.

An asterisk (*) denotes the octet range of 1-255. Also, the octet range can
be constrained using the [xxx-yyy] notation.

For example:

e Toincludeall devicesinthe 172.20.57/24 subnet in the auto-discovery
process, enter an include filter of 172.20.57.*.

e Toexclude devicesin the IP address range of 172.20.57.224 -
172.20.57.255 from the auto-discovery process, enter an exclude filter
of 172.20.57.[224-255].

Both types of wildcards can be used in the same range specification; for
example, 172.20.[55-57].*. If both include and excludefilters are specified,
the excludefilter is applied first before the include filter. Once afilter is
applied to an auto-discovered device, no other filter criterion will be
applied to the device. If adevice has multiple | P addresses, the device will
be processed for auto-discovery aslong asit has one | P address that
satisfies the include filter.
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Table 3-2 Physical Discovery Filters (continued)
Filter Description
DNS Domain (Optional) Enter comma-separated DNS domain names for devicesthat you

want to:
¢ Include—In auto-discovery processing.
¢ Exclude—From auto-discovery processing.

The DNS names can be specified using wildcards. An asterisk (*) matches
any combination of mixed uppercase and lowercase al phanumeric
characters, along with the hyphen (-) and underscore (_) characters, of an
arbitrary length. A question mark (?) matches a single uppercase or
lowercase alphanumeric character or a hyphen or an underscore character.
For example:

e * cisco.com matches any DNS name ending with .cisco.com.

e * ?abc.com matches any DNS name ending with .aabc.com,
.babc.com, etc.

SysL ocation

(Optional) Enter comma-separated strings that will match the string value
stored in the sysL ocation OID in MIB-II, for devices that you want to:

¢ Include—In auto-discovery processing.
¢ Exclude—From auto-discovery processing.

The location strings can be specified using wildcards. An asterisk (*)
matches, up to an arbitrary length, any combination of mixed uppercase and
lowercase a phanumeric characters, hyphen (-), underscore (), and, white
space (spaces and tabs). A question mark (?) wildcard matches a single
occurrence of any of the above characters. For example, a SysL ocation
filter of San * will match all SysL ocation strings starting with San
Francisco, San Jose, etc.

Step3  Click Apply.

Importing Devices Into the DCR

For bulk import (from an NM S or from afile) Operations Manager providesyou adirect link tothe DCR
(Devices > Device M anagement > Import Devices).

Step1  Select Devices > Device Management > Import Devices. The CiscoWorks Common Services Import

Devices page appears.

Step2  Enter the import information.

N

Note If you need help importing, click the Help button on the page, and the Common Services online

help opens.
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Configuring Automatic Device Selection in Operations Manager

Note

Step 1

Step 2
Step 3

Step 4

Operations M anager uses automatic synchronization by default. Use the following procedure to change
manual synchronization to automatic synchronization.

If you are running the synchronization processfor thefirst time, it may take several hoursfor Operations
Manager to collect inventory for all of the devices, depending on how many devices are being added to
Operations Manager.

Devices must exist in the DCR before you can add them to Operations Manager.

Select Devices > Device Management > Device Selection. The Device Selection page appears.
Activate the Automatic radio button.

Click Apply. Operations Manager will be synchronized with the DCR; any DCR devices currently not
in Operations Manager will be added. Operations Manager will perform inventory collection for the new
devices that are being added.

Verify whether any duplicate devices exist, by selecting Devices > Device M anagement >
IP Address Report.

~

Note If you do not require the duplicate device for your deployment, remove it (for information on
deleting devices, see User Guide For Cisco Unified Operations Manager 2.0 or the online help).

Adding Devices Manually from the DCR to Operations Manager

Note

Step 1
Step 2

Step 3

Step 4

If Operations Manager is configured for automatic device selection, you do not need to perform this
procedure. With manual device selection, you need to manually select devicesto monitor. You will need
to do this periodically after devices have been added to the DCR. For example, if you run Operations
Manager physical discovery on aweekly basis, you should consider checking for new devices that you
want to monitor after discovery completes.

Devices must exist in the DCR before you can add them to Operations Manager.

Select Devices > Device Management > Device Selection. The Device Selection page appears.

Select the Manual radio button. All devices that are not in Operations Manager inventory are available
through the device selector.

Select devices the following ways:
e Entering device names or | P addresses in the Device Display Name, and clicking Filter.
¢ Using the group selector.
If you want to see the devices you have selected, click the Selection tab, and a list of devices appears.

Installation Guide for Cisco Unified Operations Manager
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Step 5
Step 6

Configuring Operations Manager to Monitor Devices

Click Select. Operations Manager will perform inventory collection on the devices that are being added.

Verify whether any duplicate devices exist, by selecting Devices > Device M anagement >
IP Address Report.

N,
Note If you do not require the duplicate device for your deployment, remove it (for information on
deleting devices, see User Guide For Cisco Unified Operations Manager 2.0 or the online help).

For more information, see User Guide for Cisco Unified Operations Manager.

Understanding Device States

The Device Management: Summary page liststhe device statesfor al devicesin the Operations M anager
inventory. The Device Management: Summary page appears when you select Devices > Device
M anagement.

Table 3-3 Device States
State Description
Monitored The device has been successfully imported, and is fully managed by

Operations Manager.

Partially Monitored The device has been successfully imported by some of the data collectors! in
Operations Manager, but not all. If adeviceisin this state, you should take
action to ensure that the device becomes monitored.

Monitoring Suspended |Monitoring of the device is suspended.

Inventory Collectionin |Operations Manager is probing the device. This is the beginning state, when

Progress thedeviceisfirst added; adeviceisalsoin thisstate during periodic inventory
collection. Some of the data collectors may still be gathering device
information.

Unreachable Operations Manager cannot manage the device. See Troubleshooting Device

Import and Inventory Collection, page 3-13.

Unsupported The deviceis not supported by Operations Manager.

1. Data collector is aterm used to refer to all back-end applications that are involved in device discovery and device data
collection.

Table 3-4 displaysthe states that devices go through while they are being added to Operations M anager
inventory, and what causes a device to go into a particular device state.

Table 3-4 Transition States of Devices when Being Added to Inventory
Start Inventory Collection Result of Inventory Collection Resulting Device State
Inventory collection in progress.  |Successfully discovered. Monitored.

Inventory collection in progress. |Not all credentials were supplied |Partially Monitored.
or some services were down.
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Table 3-4 Transition States of Devices when Being Added to Inventory (continued)

Start Inventory Collection Result of Inventory Collection Resulting Device State

Inventory collection in progress. e SNMP information is not Unreachable.
configured.

¢ Deviceis not responding.
e Deviceis not reachable.

e Devicecredentias are not
correct.

Inventory collection in progress. e The device model is not Unsupported
recognized.

e The software version is not
supported.

Verifying Devices Added to Operations Manager

One way you can verify that your devices have been added to Operations Manager inventory is by
looking at the Service Level View. This also provides you with quick access to many of the Operations
Manager tools.

If you find that problems have occurred during inventory collection, see Troubleshooting Device Import
and Inventory Collection, page 3-13.

Starting the Service Level View

Step1  Select Monitoring Dashboard > Service L evel View. The Service Level View display appears,
displaying alogical topology view of your IP telephony implementation.

For more information, see User Guide for Cisco Unified Operations Manager or the Operations M anager
online help.

Scheduling Inventory Collection

There are separate inventory collection schedules for devices and phones. There is only one inventory
collection schedule for devices. You cannot create additional schedules; you can only edit the existing
schedule. For IP phones, you can create multiple inventory collection schedules.

On the Inventory Collection Schedule page (Devices > Device M anagement > I nventory Collection >
Device), you can edit, suspend, or resume the device inventory collection schedule. (See Editing the
Device Inventory Collection Schedule, page 3-13.)

Onthe IP Phone Discovery Schedule page (Devices > Device Management > | nventory Collection >
I P Phone), you can add, edit, or delete the 1P Phone discovery schedules. (See Adding a Phone
Discovery Schedule, page 3-13.)

Installation Guide for Cisco Unified Operations Manager
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Editing the Device Inventory Collection Schedule

Step 1

Step 2
Step 3
Step 4
Step 5

Select Devices > Device Management > Inventory Collection > Device. The Device Inventory
Collection page appears.

Click Edit. The Inventory Collection Schedule: Edit page appears.
Change the desired scheduling information.

Click OK.

Click Yes.

Adding a Phone Discovery Schedule

Step 1

Step 2
Step 3

Step 4

Select Devices > Device Management > Inventory Collection > | P Phone Details. The IP Phone
Discovery Schedule page appears.

Click Add. The Add Schedule dialog box appears.
Enter the following:
¢ A name for the discovery schedule
¢ The day of the week when you want discovery to occur
¢ Thetime of the day when you want discovery to occur
Click OK.

Troubleshooting Device Import and Inventory Collection

Note

Problems might occur during physical discovery (Operations Manager adds devicesto the DCR) and can
also occur during inventory collection (Operations Manager adds devices to its inventory for
monitoring).

If deviceinventory collection or discovery is being performed over a slow network connection, or if the
devices are unusually slow in responding to SNMP or HTTP requests, you can change the ivr.properties
file to prevent Operations Manager from timing out during discovery or inventory collection. Thefileis
located in the NM SROQOT/conf/ivr folder.

To increase the time allocated for discovery or inventory collection, change the property
messageFactor: 6 to messageFactor:10. The higher the number, the longer Operations Manager waits
before timing out.

To troubleshoot device inventory collection, try the following:

¢ If adeviceisnot responding, confirm all device credentials and readd the device. See Editing Device
Configuration and Credentials, page 3-17.

¢ |If deviceinventory collection times out for several devices, increase SNMP timeout settings. See
Modifying SNMP Timeout and Retries, page 3-17.
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¢ View device error information on the Modify/Delete Device page. See Performing Manual

Inventory Collection on Devices, page 3-18.

¢ Verify that the device is operational during the import and that it supports MIB II.

¢ Check the reason for devices being in the Unreachabl e state. See Starting Operations M anager,

page 3-19.

e After troubleshooting the problem, check the device status. See Verifying Devices Added to

Operations Manager, page 3-12.

The Modify/Delete Devices page displays device information and data collection information. You can
use Modify/Delete Devices to determine the current state of a device and view data collection errors.

Step1  Select Devices > Device Management > M odify/Delete Devices. The Modify/Delete Devices page

opens.

Step2  Expand the folder that contains your device (according to its inventory collection status; see Verifying

Devices Added to Operations Manager, page 3-12).

Step3  Click the device name or IP address. The device information is populated.

Step4  Look under Data Collection Status Information for error information (see Starting Operations M anager,

page 3-19).

Step 5

Perform the required actions to clear the error.

Understanding Inventory Collection Messages

Table 3-5 lists messages that might be shown for devices that are in the Unreachabl e state.

Table 3-5 Inventory Collection Error Messages
Message Meaning Action
SNMP Timeout Thedeviceisin the Unreachable state because |See Editing Device Configuration and

the SNM P read-only community string for the
deviceis incorrect.

Credential's, page 3-17 to enter the correct read
community string for the device.

Others: Missing IP Address |Thedeviceisinthe Unreachable state because

or Data Collector Timeout

of some other reason. It could be that DNS
resolution for the device failed or the data
collector timed out.

Click the device onthe Modify/Del ete Devices
page. The error message displays the exact
problem.

e |If the IP addressis missing:

— Readd the device with the correct | P
address.

or

— Make sure that Operations Manager
can resolve the device name: try
adding the domain name as part of the
device name.

¢ |f the data collector times out, restart the
daemon manager to get all data collectors
in sync.

r Installation Guide for Cisco Unified Operations Manager
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Why Does a Device Go into the Partially Monitored State?

Table 3-6 explains the possible reasons for the error codes that you see in the Modify/Delete Devices
page, that occur for partially monitored devices.

Why Cisco Unified Communications Manager May Go into the Partially Monitored State
If theincorrect HTTP credentials were entered for a Cisco Unified Communications Manager, it may go

into the partially monitored state. When this occurs none of the Perfmon Counters are polled. To change
device credentials, see Editing Device Configuration and Credentials, page 3-17.

Why Certain Voice Applications May Go into the Partially Monitored State
The following devices may go into the partially monitored state:

e Cisco IP Contact Center

¢ Cisco Unity Connection

e Cisco Unity

e Cisco Personal Assistant

If insufficient windows credentials are provided during the addition of these devices, they become
partially monitored, and some of their WMI attributes are not polled. To change device credentials, see
Editing Device Configuration and Credentials, page 3-17.

Table 3-6 Error Shown on the Modify/Delete Devices Page

Error Shown on the
Modify/Delete Devices Page

Reason Resolution Steps

Error Code = CCM
Authentication Failure

Error Message =
Success:WrongCredential s

This message indicates that either ccm http Verify that you provided the correct http
credentials are not entered or the credentials | credentialsin the DCR by using the
provided are incorrect. credentials to log in to the Cisco Unified
Communications Manager Admin page and
rediscover the device.

Error Code= CCM
Authentication Failure

Error Message=
Success:UnknownCredential
Error

This message indicates that SNMP Restart the SNMP Agent on the system and
management MIBs are not responding. The  |rediscover the device.

MIBs and their associated errors could be any
of:

e MIB-2—TheipAddressTable is not
responding.

¢ CISCO-CCM-MIB—TheccmTableisnot
responding. Specifically the
ccmClusterld attribute is not responding.

¢ Inventory collection could not find the
ccmVersion detail. This may be because
the ccmVersion attribute in the
CISCO-CCM-MIB is not responding.
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Table 3-6

Error Shown on the Modify/Delete Devices Page (continued)

Error Shown on the
Modify/Delete Devices Page

Reason

Resolution Steps

Error Code = CCM
Authentication Failure

Error Message =
Success:WebServiceDown

Http serviceis not running or responding to
requests from Operations Manager.

Verify that the web server is running by
launching the Cisco Unified Communications
Manager Admin page.

Check the firewall to seeif it is blocking the
http/https connection between Cisco Unified
Communications Manager and Operations
Manager.

Error Code = CCM
Authentication Failure

Error Message = Success:
HTTPSCertificateNotImport
ed

The Cisco Unified Communications Manager
certificate has failed.

Do the following:

1. Check thefile IPToHostName.txt in the
CSCOpx\lib\jre\lib\security folder. It
should contain an entry like the
following:
deviceip>=<hostname> record for each

of the ccm For e.g.
10.76.91.115=blrsdl

2. Goto the keytool utility location
<NM SROOT>\CSCOpx\lib\jre\bin.

3. Run thefollowing command:

keytool -list -keystore
<NMSROOT>\CSCOpx\lib\jre\lib\securit
y\cacerts

The downloaded certificates are
displayed.

4. Verify that thereis an entry similar to the
following for the Cisco Unified
Communications Manager:

Certificate fingerprint (MD5):
AC:B6:94:A5:9C:17:E0:D7:91:52:9B:B1:
97:06:A6:E4

cn=ct-sd, ou=nmtg, o=cisco systems,
l=bangalore, st=Karnataka, c=in, Oct
26, 200 5, trustedCertEntry

5. Rediscover the device.

Why Does a Device Go into the Unreachable State?

Devices may go into the Unreachable state due to the following reasons:
e SNMP timeout
¢ Data collector timeout

If an SNMP timeout occurs, verify the SNMP access credentials provided during discovery.

If adata collector timeout occurs, verify that the SNM P management interfaceis not aserial or ageneric
interface (such as Frame Relay with the subnet mask 255.255.255.252). You should always access
SNMP details using an Ethernet interface.
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Editing Device Configuration and Credentials

~

Note

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

After you add devices, you can change their configuration setup. Thisisdone through the Modify/Delete
Devices page.

You can also change device credentials directly though the DCR device management pages. Operations
Manager provides you with alink to the CiscoWorks Common Services Device Management page. From
Operations Manager, select Devices > Device Credentials. For more details on using CiscoWworks
Common Services Device Management, see the CiscoWorks Common Services online help.

Select Devices > Device Management > M odify/Delete Devices. The Modify/Delete Devices page
opens.

Expand the folder that contains your devices.
Select the device or device group that you want to update.
Click Edit. The Edit Device Configuration: Change Credential s page appears.

If you select asingle device, al the existing credentials for that device are populated in the Edit Device
Configuration: Change Credentials page (asterisks popul ate the field). If you select multiple devices,
only a comma-separated list of IP addresses is displayed.

A
Note  The auto-populated credentials (asterisks) do not reflect the actual credentials; they only
indicate that credentials are available.

You can update the following credentials:
e SNMPv2c/SNMPv1

e SNMPv3

o HTTP

e WMI

~

Note If you are changing credentials for a device that also has a duplicate, be sure to change the
credentials on both devices in case the primary device is deleted.

Click OK.

Modifying SNMP Timeout and Retries

If an SNMP query does not respond in time, Operations Manager times out. Operations M anager retries
contacting the device for as many times as you indicate. The timeout period is doubled for every
subsequent retry.

For example, if the timeout value is 4 seconds and the retries value is 3 seconds, Operations Manager
waits 4 seconds before the first retry, 8 seconds before the second retry, and 16 seconds before the third
retry.

The SNMP timeout and retry values are global settings. Change these values as follows:
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Step 1

Step 2
Step 3
Step 4

Select Devices > Device M anagement > I nventory Collection > SNMP Configuration. The SNMP
Configuration page appears.

Select anew SNMP timeout setting. The default is 4 seconds.
Select anew Number of Retries setting. The default is 3 retries.
Click Apply. Click Yes to confirm.

Performing Manual Inventory Collection on Devices

Note

Note

Note

Through the Modify/Delete Devices page, you can manually collect inventory on devices or device
groups. When inventory collection takes place, if there are any changes to a device or group
configuration, the new settings will overwrite any previous settings.

Configuration changes on a device are discovered by Operations Manager only during discovery
(inventory collection) of the device. Therefore any changesto a device’s configuration are not shown by
Operations Manager until the next inventory collection after the configuration change.

Inventory collection occurs only for active devices. Suspended devices do not go through inventory
collection. If some of the devices you are selecting for inventory collection are suspended devices,
Operations Manager displays messages indicating that only the active deviceswill go through inventory
collection.

Do not confuse the Operations Manager physical discovery process (which adds devicesto the DCR) or
the Operations Manager inventory collection process (which probes devices and updates componentsin
Operations Manager inventory) with the DCR synchronization process. Operations Manager inventory
collection is a process that affects only the Operations Manager inventory.

The following events also trigger inventory collection:

e The entire Operations Manager inventory is polled. This is controlled by the inventory collection
schedule. (See Scheduling Inventory Collection, page 3-12.)

¢ Operations Manager is using automatic synchronization with the DCR, and a device is added, or a
change is madeto adevice in the DCR. Such DCR changesinclude a device being del eted or having
its credentials (1P address, SNMP credentials, MDF type) changed.

¢ Operations Manager is using manual synchronization with the DCR, and adeviceis added to
Operations Manager using the Device Selection page.

If you are using the ACS login module, the System Identity user that is configured in ACS should have
permission to run all the job management-related tasksin Common Services and the rediscovery task in
Operations Manager.

When rediscovery occurs, all devicesin the system are discovered. Therefore, this task should be made
available only to the person who has access to all devices in the network.

Installation Guide for Cisco Unified Operations Manager
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Step 1

Step 2
Step 3

Starting Operations Manager Il

Select Devices > Device Management > M odify/Delete Devices. The Modify/Delete Devices page
appears.
Select the device or group for which you want to perform inventory collection.

Click Rediscover. Inventory collection is started.

Starting Operations Manager

N

Note

Note

You can access Operations Manager from either the Operations Manager server or a client system.

If aclient system is available, it is recommended that you perform all configurations and day to day
activities on the client system. If a client system is not available, the Operations Manager server must
also meet all the system requirements for a client system (for client system requirements, see Table 1-2).

Starting Operations Manager on a Client System

In Internet Explorer enter the Operations Manager server’s |P Address or DNS name followed by the
port number 1741. For example, http://<om_sever name>:1741.

Starting Operations Manager on the Operations Manager Server

From the Windows desktop select Start > All Programs > Cisco Unified Operations Manager and
Service Monitor > Cisco Unified Operations Manager and Service Monitor.

If Enhanced Security is enabled on the Windows 2003 system, you must add the Operations Manager
home page to the Internet Explorer Trusted Sites Zone. You will not be able to access the Cisco Unified
Operations Manager home page until it is added to the trusted sites.

Adding the Operations Manager Home Page to the Internet Explorer Trusted

Site Zone
If Enhanced Security is enabled on the Windows 2003 system, you must perform the following
procedure before you can access the Operations Manager home page.
Step1  Open Operations Manager and select Start > All Programs > Cisco Unified Oper ations M anager 2.0
and Service Monitor 2.0 > Cisco Unified Operations Manager 2.0 and Service Monitor 2.0.
Step2 From the File menu, select Add this siteto.
Step3  Click Trusted Sites Zone.
Step4 Inthe Trusted Sites dialog box, click Add to move the site to the list.
Step5 Click Close.
Installation Guide for Cisco Unified Operations Manager
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Step6  Refresh the page to view the site from its new zone.
Step7  Check the Status bar of the browser to confirm that the siteisin the Trusted Sites Zone.

Adding a Service Monitor to Operations Manager

Use this procedure to add a locally installed or remotely installed Service Monitor to Operations
Manager.

Step1  Select Administration > Service Quality Settings > Service Monitors. The Service Monitor page
appears.

Step2  Click Add. The Add Service Monitor page appears.

Step3  Enter datain the following fields:
¢ |P Address—IP address of a remote server where Service Monitor isinstalled.
¢ Remarks—Optional.

Step4  Click Add. The Service Monitor page appears, displaying information for the newly added Service
Monitor.

Understanding and Configuring Security

Operations Manager supports the following security-related mechanisms:

e SNMPv3 protocol (Authentication/No-Privacy option)—Operations Manager supports the
Authentication/No-Privacy option between the server and the device.

e Security on the CiscoWorks server—You can configure the following aspects of security for the
server on which Operations Manager resides: L ocal security or Cisco Secure ACS—Access to
tasks within Operations Manager is either controlled by local security, or provided by Common
Services or Cisco Security ACS. Local security is enabled on the server by default. Operations
Manager supports integration with Cisco Secure ACS. For more information, see Configuring
Operations Manager with Cisco Secure ACS, page B-1.

e SSL—Secure Socket Layer (SSL) is an application-level protocol that enables secure transactions
of data through privacy, authentication, and data integrity. It relies upon certificates, public keys,
and private keys. You can enable or disable SSL depending on the need to use secure access.
Operations Manager supports SSL between clients and the server.

N

Note  For moreinformation, see User Guide for Cisco Unified Operations Manager.
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Supported NMS Integration

Operations Manager supports integration with network management systems (NMSs) as follows:

¢ Operations Manager listens for traps from managed devices on port 162 (the default). If another
NMS on the system with Operations Manager uses port 162:

— Theinstallation script warns you that thisis the case.

— You must specify adifferent port for Operations Manager trap receiving after the installation
completes. See Integrating Operations Manager Trap Receiving with NMSs or Trap Daemons,
page 3-23.

¢ Operations Manager forwards traps to destinations that you specify, as follows:

— To forward pass-through traps, see Configuring SNMP Trap Receiving and Forwarding,
page 3-21.

— To forward processed traps, see “Managing SNMP Trap Notifications” in the “Using
Notification Services” chapter of User Guide for Cisco Unified Operations Manager.

For more information on pass-through and processed traps, see the appendix “ Processed and
Pass-through Traps, and Other Unidentified Traps and Events” in User Guide for Cisco Unified
Operations Manager.

If the standard User Datagram Protocol (UDP) trap port (162) is being used by another NM S, you must
configure Operations Manager SNMP trap receiving to use a different UDP port, such as port 9000. See
Configuring SNMP Trap Receiving and Forwarding, page 3-21.

Configuring SNMP Trap Receiving and Forwarding

Operations Manager can receive traps on any available port and forward them to alist of devices and
ports. This capability enables Operations Manager to easily work with other trap processing
applications. However, you must enable SNM P on your devices and configure SNM P to send traps either
directly to Operations Manager or to one of the following:

¢ AnNMS
e A trap daemon

To send traps directly to Operations Manager, perform the tasks in Enabling Devices to Send Traps to
Operations Manager, page 3-22. To integrate SNMP trap receiving with an NMS or a trap daemon,
follow the instructionsin Integrating Operations Manager Trap Receiving with NM Ss or Trap Daemons,
page 3-23.

Updating the SNMP Trap Receiving Port

By default, Operations Manager receives SNMP traps on port 162. If you need to change the port (for
example, to port 9000), you can do so.

Step1  Select Administration > Preferences. The System Preferences page appears.

Installation Guide for Cisco Unified Operations Manager
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Step 2
Step 3

In the Trap Receiving Port field, enter the port number.
Click Apply.

For alist of ports that Operations Manager uses, see Verifying TCP and UDP Ports that Operations
Manager Uses, page 2-5.

Enabling Devices to Send Traps to Operations Manager

Because Operations Manager uses SNMP MIB variables and traps to determine device health, you must
configure devices to provide thisinformation. For any Cisco devices that you want Operations Manager
to monitor, SNMP must be enabled and the device must be configured to send SNMP traps to the
Operations Manager server.

Make sure your devices are enabled to send traps to Operations Manager by using the command line or
GUI interface appropriate for your device:

e Enabling Cisco |OS-Based Devices to Send Traps to Operations Manager, page 3-22
e Enabling Catalyst Devices to Send SNMP Traps to Operations Manager, page 3-22

Enabling Cisco 10S-Based Devices to Send Traps to Operations Manager

Step 1
Step 2
Step 3
Step 4

For devices running Cisco |OSsoftware, provide the following commands:

(config) # snmp-server [community string]l ro
(config) # snmp-server enable traps
(config) # snmp-server host [a.b.c.d] traps [community stringl

where [community string] indicates an SNMP read-only community string and [a.b.c.d] indicates the
SNMP trap receiving host (the Operations Manager server).

For more information, see the appropriate command reference guide.

Log in to Cisco.com.

Select Products & Solutions > Cisco 10S Software.

Select the Cisco 10S Software release version used by your Cisco |OS-based devices.
Select Technical Documentation and select the appropriate command reference guide.

Enabling Catalyst Devices to Send SNMP Traps to Operations Manager

For devices running Catalyst software, provide the following commands:

(enable)# set snmp community read-only [community string]
(enable)# set snmp trap enable all
(enable)# set snmp trap [a.b.c.d] [community string]

Where [community string] indicates an SNMP read-only community string and [a.b.c.d] indicates the
SNMP trap receiving host (the Operations Manager server).

For more information, see the appropriate command reference guide.
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Step 1
Step 2
Step 3
Step 4

Log in to Cisco.com.

Configuring SNMP Trap Receiving and Forwarding

Select Products & Solutions > Switches.
Select the appropriate Cisco Catalyst series switch.

Select Technical Documentation and select the appropriate command reference guide.

Integrating Operations Manager Trap Receiving with NMSs or Trap Daemons

You might need to complete one or more of the following steps to integrate SNMP trap receiving with
other trap daemons and other Network Management Systems (NM Ss):

¢ Add the host where Operations Manager is running to the list of trap destinations in your network
devices. See Enabling Devices to Send Traps to Operations Manager, page 3-22. Specify port 162

as the destination trap port.

If another NM S is already listening for traps on the standard UDP trap port (162), you must
configure Operations M anager to use another port, such as port 9000. See Updating the SNMP Trap

Receiving Port, page 3-21.

¢ If your network devices are already sending traps to another management application, configure that
application to forward traps to Operations Manager.

Table 3-7 describes scenarios for SNMP trap receiving and lists the advantages of each.

Table 3-7 Configuration Scenarios for Trap Receiving

Scenario

Advantages

Network devices send traps to port
162 of the host where Operations
Manager is running. Operations
Manager receives the traps and
forwards them to the NMS.

No reconfiguration of the NMSis required.
No reconfiguration of network devices is required.

Operations Manager provides areliable trap reception,
storage, and forwarding mechanism.

NMS continues to receive traps on port 162.
Network devices continue to send traps to port 162.

The NM S receivestraps on default
port 162 and forwards them to port
162 on the host where Operations
Manager is running.

No reconfiguration of the NMSis required.
No reconfiguration of network devices is required.

Operations Manager does not receive traps dropped by the
NMS.

Configuring SNMP Trap Forwarding

Step 1
Step 2

By default, Operations M anager does not forward unprocessed SNM P traps. However, you can configure

it to do so.

Select Administration > Preferences. The System Preferences page appears.

Under Trap Forwarding Parameters enter:

e AnIP address or DNS name for the server.
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¢ A port number on which the server can receive traps.
Step3  Click the Apply button.

Configuring Cisco Unified Communications Manager for Use
with Operations Manager

For Operations Manager to discover and manage Cisco Unified Communications Manager, you must
either perform the configurations described in this section or verify that the existing Cisco Unified
Communications Manager settings are correct. Incorrect settings cause incomplete monitoring of Cisco
Unified Communications Manager, resulting in inconsistent behavior in some Operations Manager
features.

Setting HTTP Credentials on Cisco Unified Communications Manager

Operations Manager uses the AVVID XML Layer (AXL) API in addition to SNMP to manage

Cisco Communications Manager. This means that Operations Manager makes SOAP calls over HTTP
viathe AXL interfaceto collect fault and performance information from Cisco Unified Communications
Manager. Operations Manager requires the HTTP username and password in order to execute these
queries. The username and password do not need to have administrator privileges. You only need
credentials with read-level access to http://server-name/ccmadmin.

Viewing Alerts

You can view alertsusing the monitoring dashboard displays. Select M onitoring Dashboar d and choose
from the following displays:

e Service Level View

¢ Alertsand Events

e Service Quality Alerts
¢ |P Phone Status

What's Next?

After discovery completes Operations Manager is monitoring your network, Table 3-8 summarizes task
you might want to perform to customize Operations Manager for your specific deployment.

~

Note  All these tasks are optional, they are not required for Operations Manager to monitor your network.
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What's Next? W

Table 3-8 Setting Up Operations Manager

Task

Description

Configure notifications

In addition to learning about alerts by monitoring the
Monitoring Dashboard displays, you can subscribe users to
receive e-mail and hosts to receive Operations
Manager-generated SNMP traps in response to alerts.

Configure views for the Monitoring
Dashboard displays

Views are logical groupings of devices that appear in the
Monitoring Dashboard displays (Service Level View, Alerts
and Events, Phone Activities, and Service Quality Alerts).
Whenever you create a new user-defined group on the Group
Administration and Configuration page, acorresponding view
is created.

Configure polling parameters and
thresholds

Operations Manager provides default values for polling
parameters and threshol d values. However, you can update the
values as needed for your network. You should plan to apply
the changes when activity on the Operations Manager server
islow.

By default, Operations Manager does not set the voice
utilization polling settings. If you want to use Operations
Manager’s performance monitoring capabilities, you must
first enable voice utilization polling.

Configure purging

By default, Operations Manager purges the database daily at
midnight. You can modify the schedule.

Configure inventory collection

Operations Manager provides a single default schedule for
inventory collection. You can use that schedule, or you can
suspend it.

To use Operations Manager more fully, you might want to perform additional configuration tasks. See
the online help or User Guide for Cisco Unified Operations Manager for information on using and

configuring Operations M anager.
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APPENDIX A

Licensing

This appendix provides licensing information for Cisco Unified Operations Manager (Operations
Manager). It contains the following sections:

e Licensing Overview, page A-1
¢ Licensing Reminders, page A-5

Licensing Overview

Operations Manager features software-based product registration and license key technologies.
Licensing ensures that you possess a licensed copy of Operations Manager 2.0.1.

~

Note Licensing uses node-locking technology. The license file can only be used with the MAC address that
you supply.

To determine whether Operations Manager is licensed, see Verifying License Status, page A-1. If you
do not have alicense or you want to upgrade your license, see Licensing Scenarios, page A-2.

Verifying License Status

You can use this procedure to verify both Operations Manager or Service Monitor license status.

Step1  Select the CiscoWorks link in the upper right-hand corner of the Operations Manager home page. The
CiscoWorks home page window opens.

Step2  Select Common Services > Server > Admin > Licensing. The Licensing Information page appears,
displaying the information in the following table.

Installation Guide for Cisco Unified Operations Manager
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Column Description

Name Abbreviated product name—For Operations Manager, thisis OM.

Version Product version—A.b.c, where Aisthe major version number, bisthe
minor version number, and c is the service pack number. For
example, OM 2.0.0 indicates version 2.0 without service packs.

Size Limit—Number of IP phones that Operations Manager supports.

Status One of the following:

¢ Purchased—You have aregistered, licensed product.

e Evaluation—This license will expire on the expiration date;
Operations Manager will stop running.

Expiration Date

Date on which Operations Manager stops running—Applies to
evaluation licenses. The evaluation period lasts for 90 days.

Licenses that Can Be Purchased

The license that you purchase determines which level of Operations Manager (Standard or Premium
Edition) you have and the number of phones that Operations Manager can monitor.

Operations Manager provides two levels of feature-based licensing:

¢ Premium Edition—Full-feature Operations M anager.

¢ Standard Edition—Limited-feature Operations Manager. The following tools are not accessible:
— Diagnostics (Phone Status Tests, Synthetic Tests, Batch Tests, and Node-to-Node Tests).

- Video phone reports.

You can purchase licenses in the following increments:

e Upto 1,000 phones.
e Up to 2,000 phones.
e Up to 5,000 phones.

¢ Upto 10,000 phones.
¢ Up to 15,000 phones.
¢ Up to 20,000 phones.
¢ Up to 25,000 phones.
e Up to 30,000 phones.

Licensing Scenarios

Table A-1 describes what to do in different scenarios if you do not have a licensed, registered copy of
Operations Manager or if you want to increase device support.
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Table A-1 How to Obtain and Register a License

Scenario

What to do

Installing with a purchased license.

1. Beforeinstalling, obtain alicense file. See Licensing
Process, page A-3.

Note  You can install Operations Manager without the
licensefile. You can upgrade your license after
installation. See Registering a License File with
Operations Manager, page A-4.

2. During installation, select License File Location, and
provide the location of your licensefile.

Installing with an evaluation license.

Note The evauation licenseis
limited to monitoring 300
devices and 1000 phones.

During installation, select Evaluation Only. Evaluation
versions are active for 90 days, before you are required to
purchase alicense.

If you want to upgrade to a purchased license after
installation, obtain a PAK and license file for the installed
version of Operations Manager. For information on the
licensing process, see Licensing Process, page A-3.

Getting a license for additional
devices (either upgrading from an
evaluation license, or increasing the
number of supported devices).

See Licensing Process, page A-3.

Note When upgrading your license either from an
evaluation version or from lower device limits to
higher limits, you must restart the daemon manager. If
the daemon manager is not restarted, the new device
limitswill not take effect and the system status reports
will not show the correct information.

Moving Operations Manager to
another server.

Call the Cisco TAC for assistance.

Licensing Process

Note

The Operations Manager license file includes support for up to 1,000 phones. You can purchase
incremental licenses for additional device support and register up to 30,000 phones with a single
Operations Manager. For each incremental license that you purchase, you will receive a PAK, and you
must use that PAK to obtain alicense file.

This licensing process also applies to Service Monitor.

This process applies to new installations and license upgrades:

1. Obtain a Product Authorization Key (PAK)—The PAK is used to register Operations Manager, and
any additional device support that you might purchase for Operations Manager, on Cisco.com, and
it contains resource limitations. See Obtaining a PAK, page A-4.

2. Obtain alicense file—A license fileis sent to you after you register the PAK on Cisco.com. See

Obtaining a License File, page A-4.
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3. Copy thelicense file to the server where Operations Manager is to be installed. If Operations
Manager is aready installed and you are upgrading your license file, you must register the license
file with Operations Manager. See Registering a License File with Operations Manager, page A-4.

Obtaining a PAK

The PAK islocated on the software claim certificate that i s shipped with the Operations Manager product
CD.

Obtaining a License File

Step 1 Register the PAK and the MAC address of the system where Operations Manager is installed with
Cisco.com at http://www.cisco.com/go/license. You will be asked to log in. You must be aregistered user
of Cisco.comtologin.

~

Note The MAC addressis required because licensing uses node-locking technology. The license file
can only be used with the MAC address that you supply.

The license file will be e-mailed to you. After you obtain a license file, register the license with the
Operations Manager server.

Registering a License File with Operations Manager

Step1  Copy the license file to the Operations Manager server, into a directory with read permission for the
username casuser or the user group casuser.

Step2 Install the license:

a. From the Operations Manager home page, click Ciscoworks in the upper right-hand corner of the
window. The CiscoWorks home page opens. Under Common Services, select Server > Admin >
Licensing. (For more information, see Common Services online help.)

The Licensing Information page appears.
b. Click Update. A file browser dialog box appears.

c. Enter the path to the new license filein the License field, or click Browse to locate the license file
you copied to the server.

d. Click OK.

The system verifies whether the license file is valid, and updates the license. The updated licensing
information appears on the Licensing Information page. If you purchased more than one license,
repeat Step 2 to install each additional license.

If you encounter errors, repeat the steps to license your product.

Installation Guide for Cisco Unified Operations Manager
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Step 3

Licensing Reminders

Stop and start the daemon manager from a command prompt by issuing the following commands:

net stop crmdmgmt
net start crmdmgmt

Licensing Reminders

Operations Manager provides reminders in the following circumstances:
e Evaluation Version: Before Expiry, page A-5
e Purchased Version: No License File, page A-5
e Purchased Version: Device Limit Exceeded, page A-6

Evaluation Version: Before Expiry

If you have installed the eval uation version of Operations Manager, you must obtain the licensefile from
Cisco.com if you want to continue to use the product after the 90-day evaluation period. For details, see
Licensing Process, page A-3.

Before expiry of the evaluation license, you will see the following prompt:

This software is provided for evaluation purposes only and will expire in XX days. If this
is not an evaluation copy, please click this link for information about obtaining a wvalid
purchase license. Click here for current licensing information. Otherwise, please contact
your Cisco representative for purchasing information.

This message is displayed as an alert after you log in and try to access Operations Manager. If you fail
to upgrade your evaluation license, all Operations Manager processes will run, but access to Operations
Manager functionality will be prohibited.

Purchased Version: No License File

If you have installed a purchased version of Operations Manager, you must register Operations M anager
using the PAK number. For details, see Licensing Process, page A-3. If you fail to register Operations
Manager, you will see the following prompt:

The license file is invalid. Please click this link for information about obtaining a
valid purchase license. Click here for current licensing information. Otherwise, please
contact your Cisco representative for purchasing information.

Operations Manager 2.0.1 is fully functional. However, you will continue to receive the alert until you
register your license.
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Purchased Version: Device Limit Exceeded

If you havearestricted license, Operations M anager notifiesyou when your device inventory approaches
the device limit. After the device limit has been reached, Operations Manager displays the following

messages:
e Exceeded device limit:

You have exceeded the device limit for Cisco Unified Operations Manager. Devices will
not be managed.

e Exceeded phone limit:

You have exceeded the phone limit for Cisco Unified Operations Manager. Please click
here for current licensing information. Please contact your Cisco representative to
determine if additional licenses can be purchased for this server.

Operations Manager 2.0.1 remains functional, but will shortly stop adding devices and phones to
managed inventory.
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Configuring Operations Manager with
Cisco Secure ACS

This section describes how to configure Operations Manager with Cisco Secure ACS:

Login Module, page B-1

Authentication Roles, page B-2

Before You Begin: Integration Notes, page B-3

Configuring Operations Manager on Cisco Secure ACS, page B-4

Verifying the Operations Manager and Cisco Secure ACS Configuration, page B-4

Login Module

Common Services provides security mechanisms for authenticating users of applications. You can
configure the login module to use one of the following modes of user authentication and authorization:

Non-ACS—In this mode, the Operations Manager server provides authentication and authorization
services.

ACS—In this mode, a Cisco Secure Access Control Server (ACS) provides authentication and
authorization services. To use this mode, you must have a Cisco Secure ACS installed on your
network. The supported versions of Cisco Secure ACS for Windows are 3.2, 3.2.3, 3.3.2, 4.0.

If you are using ACS 3.2.3, we recommend that you install the Admin HTTPS PSIRT patch:
1. Go to http://www.cisco.com/kobayashi/sw-center/ciscosecure/cs-acs.shtml.

2. Click the Download Cisco Secure ACS Software (Windows) link. You will find the link to the
Admin HTTPS PSIRT patch in the table.

You can integrate Operations Manager with Cisco Secure ACSonly if they are installed on separate
systems, because Operations Manager must be configured as an authentication, authorization, and
accounting (AAA) client for Cisco Secure ACS.

In ACS mode, fallback is provided for authentication only. (Fallback options allow you to access
Operations Manager if the login module fails, or you accidentally lock yourself or others out.) If
authentication with ACS fails, Operations Manager does the following:

1. Tries authentication using non-ACS mode (CiscoWorks local mode).

2. If non-ACS authentication is successful, presents you with a dialog box with instructions to
change the login mode to CiscoWorks local. (You can do so only if you have permission to
perform that operation in non-ACS mode.)
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N

Note  You will not be allowed to log in if authentication fails in non-ACS mode.

For more information, see User Guide for CiscoWor ks Common Services and Common Services online
help.

Authentication Roles

In ACS mode, by default the Operations Manager server provides the five roles listed here, from |east
privileged to most privileged:

Note

Step 1
Step 2
Step 3

Help Desk—A user with this role has the privileges to access network status information from the
persisted data. Thisuser does not have the privilege to contact any device or schedule ajob that will
reach the network.

For example, this user can search the Alert History database.

Network Operator—A user with thisrole hasthe privilege to perform all tasksthat involve collecting
data from the network. The user can also perform all Approver tasks. The user does not have write
access on the network.

For example, this user can configure logging parameters.

N

Note In Operations Manager, a user with thisrole by default can perform the same Operations
Manager tasks as a Network Administrator.

Network Administrator—A user with thisrole hasthe privilege to change the network. The user can
also perform Network Operator tasks.

For example, this user can add devices to Operations Manager from the DCR.

System Administrator—A user with this role has the privilege to perform all Operations Manager
system administration tasks. See the Permissions report. From the Operations M anager home page,
click CiscoWorksin the upper right-hand corner of the window, the CiscoWorks home page opens.
Under Common Services, select Server > Reports > Permission Report.

For example, this user can configure SNMP trap forwarding (Administration > Preferences).

If you use Cisco Secure ACS to modify these roles, removing tasks or reassigning tasks from one role

to another, the Permissions report will not reflect your changes.

You can modify roles on Cisco Secure ACS.

Select Shared Profile Components > Cisco Unified Operations M anager.

Click the Operations Manager role that you want to modify.

Select the Operations Manager tasks that suit your business workflow and needs.
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Step 4

N

Note

Before You Begin: Integration Notes [l

Click Submit.

If desired, you can also create new roles on Cisco Secure ACS.

Before You Begin: Integration Notes

This section contains notes that you should read before you begin Cisco Secure ACS and Operations
Manager server integration:

Operations Manager server and Cisco Secure ACS integration should be performed only after
installing all applications.

If you haveinstalled your application after configuring the CiscoWorks Login Moduleto ACS mode,
then the application users are not granted any permissions; however, the application is registered to
Cisco Secure ACS. On the Cisco Secure ACS server, you must assign the appropriate permissions
to the application.

See Configuring Operations Manager on Cisco Secure ACS, page B-4.

M ultipleinstances of the same application using the same Cisco Secure ACSwill share settings. Any
changes will affect all instances of that application.

If an applicationisconfigured with Cisco Secure ACS and then that application isreinstalled, it will
inherit the old settings.

N

Note Thisisapplicableif you are using Cisco Secure ACS version 3.2.3 or earlier.

You must create rolesin Cisco Secure ACS for each Operations Manager application that isrunning
on the Operations Manager server.

For example, you must create roles in Cisco Secure ACSfor Cisco Unified Service Monitor. These
roles are not shared by any other Operations Manager application.

The roles that you create in Cisco Secure ACS are shared across all servers that are configured to
the same Cisco Secure ACS.

For example, you have configured 10 servers with a Cisco Secure ACS, and you have created arole
in Cisco Secure ACS for Operations Manager (say, CUOMSU). Thisrole is shared by Operations
Manager applications running on all 10 servers.

A user can have different access privileges for different Operations Manager applications.
For example a user, CWSU, can have the following privileges:

— System Administrator for Common Services

— Approver for RME

— Network Operator for Campus Manager

— Network Administrator for Operations Manager

— Help Desk for Internet Performance Monitor (IPM)
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¢ In CiscoWorks, you must do the following:

— Set AAA Modeto ACS—You will need to supply the following information, obtained from
Cisco Secure ACS, to complete this task: |P address or hosthame, port, admin username and
password, and shared secret key.

— Set up System Identity Setup username.

¢ On Cisco Secure ACS, you must configure a user with the same username as the CiscoWorks server
System Identity Setup user. For Operations Manager, this user must have Network Administrator
privileges on Cisco Secure ACS. For CiscoWorks applications, this user must have System
Administrator privileges on Cisco Secure ACS.

See the chapter “ Configuring the Server” in User Guide for CiscoWorks Common Services for detailson
configuring the Ciscoworks server in ACS mode.

Configuring Operations Manager on Cisco Secure ACS

After you complete setting the Operations Manager server to ACS mode with Cisco Secure ACS,
perform the following tasks on Cisco Secure ACS:

1. Click Shared Profile Componentsto verify that the Cisco Unified Operations Manager application
entry is present.

N,

Note If you integrated CiscoWorks Common Services with Cisco Secure ACS before installing
Operations Manager, you must configure ACS mode again and register all applicationswith
ACS. See the Common Services online help. Also, if Operations Manager is reinstalled, the
configurations in Cisco Secure ACS are not lost. After re-registering Operations Manager
with Cisco Secure ACS, the configurations availablein Cisco Secure ACS will be inherited
by Operations Manager.

2. Based on your authentication setting (per user or per group) on Cisco Secure ACS, click either User
Setup or Group Setup.

On Cisco Secure ACS, verify the per-user or per-group setting for Cisco Unified Operations
Manager using Interface Configuration > TACACS + (Cisco | 0S).

3. Assign the appropriate Operations Manager privileges to the user or group.

For Operations Manager, you must ensure that a user with the same name as the CiscoWorks server
System Identity Setup user is configured on Cisco Secure ACS and has Network Administrator
privileges.

Verifying the Operations Manager and Cisco Secure ACS
Configuration

After performing the tasks in Configuring Operations Manager on Cisco Secure ACS, page B-4, verify
the configuration as follows:

1. Log in to Operations Manager with the username defined in Cisco Secure ACS.

2. Try to perform tasks, to ensure that you can perform only those tasks that you are entitled to perform
based on your privileges on Cisco Secure ACS.
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Verifying the Operations Manager and Cisco Secure ACS Configuration

For example, if your privilege is Help Desk, then:
— You should be able to view the device summary.
— You should not be able to select devices for Operations Manager to manage.
3. Based on the Network Device setting for the user or group on Cisco Secure ACS, you can view only
certain devices on the Operations Manager server.

N

Note For alist of Operations Manager displays that perform device-based filtering, see the
Operations Manager-specific online help in Cisco Secure ACS.
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