PEAP/EAP-TLS Configuration Scenario

You can now select EAP-TLS as an inner method that is used within the tunnel that ACS establishes for
PEAP authentication. If you select EAP-TLS, ACS can use it not only to encrypt the initial data sent
through the PEAP protocol; but, once a secure tunnel is established between ACS and the NAD, to
encrypt (for a second time) the data that is transmitted within the secure tunnel.

This enhanced encryption method greatly enhances the security of communications between ACS and
the NAD.

Most customers who will use this feature are customers who use Microsoft supplicants.

Summary of Configuration Steps

Step 1

Step 2

Step 3

To configure PEAP-TLS:

Configure security certificates.

See Step 1: Configure Security Certificates, page 5-1 for details.
Configure global authentication settings.

See Step 2: Configure Global Authentication Settings, page 5-5 for details.
Specify EAP-TLS options.

See Step 3: Specify EAP-TLS Options, page 5-6 for details.

The following sections provide more details about the previous steps.

Step 1: Configure Security Certificates

This section describes a simplified procedure for the ACS for Windows platform. For detailed
information on installing certificates and for information on how to install certificates on the Cisco
Secure ACS Solution Engine platform, see Chapter 9 of the User Guide for Cisco Secure ACS 4.1,
“Advanced Configuration: Authentication and Certificates.”
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| Step 1: Configure Security Certificates

Obtain Certificates and Copy Them to the ACS Host

To use EAP-TLS, you must obtain and install security certificates.

To copy a certificate to the ACS host:

Step 1 Obtain a security certificate.
Step2  Create a \Certs directory on the ACS server.
a. Open a DOS command window.

b. To create a certificates directory, enter:
mkdir <selected_drives:\certs

where selected drive is the currently selected drive.
Step3  Copy the following files to the \Certs directory:
e server.cer (server certificate)
e server.pvk (server certificate private key)

e ca.cer (CA certificate)

Run the Windows Certificate Import Wizard to Install the Certificate

To run the Windows Certificate Import wizard to install the certificate on the server:

Step1  Start Windows Explorer.
Step 2 Go to <selected_drive>:\Certs.

where selected drive is the currently selected drive.
Step3  Double-click the \Certs\ca.cer file.

The Certificate dialog appears.
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Step 4

Step 5
Step 6

Step 1: Configure Security Certificates

Select Install Certificate.

The Windows Certificate Import wizard starts.

To install the certificate, follow the instructions that the wizard displays.

Accept the default options for the wizard.

~

Note  Only perform this process once on a Windows 2000 Server.

Enable Security Certificates on the ACS Installation

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8
Step 9

To enable security certificates:

In the navigation bar, click System Configuration.

The System Configuration page opens.

Click ACS Certificate Setup.

Click Install ACS Certificate.

The Install ACS Certificate page opens, shown in Figure 5-1.

Figure 5-1 Install ACS Certificate Page

Install ACS Certificate

Install new certificate ?

' Read certificate from file

Certificate file |C:\Cert5\59ruer.cer

" Use certificate from storage

Certificate CN |
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Ensure that you click the Read certificate from file radio button.

158380

In the Certificate file text box, enter the server certificate location (path and name); for example

c:\Certs\server.cer.

In the Private Key File text box, type the server certificate private key location (path and name); for

example: c:\Certs\server.pvk.
In the Private Key password text box, type 1111.
Click Submit.
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| Step 1: Configure Security Certificates

Step10  ACS displays a message indicating that the certificate has been installed and instructs you to restart the
ACS services.

Step 11 Do not restart the services at this time.

Restart the services later, after you have completed the steps for adding a trusted certificate. See Add a
Trusted Certificate, page 5-4.

Install the CA Certificate

To install the CA Certificate:

Step 1 Choose System Configuration > ACS Certificate Setup > ACS Certification Authority Setup.
Step2  The ACS Certification Authority Setup page appears, shown in Figure 5-2.

Figure 5-2 ACS Certification Authority Setup Page

ACS Certification Authority Setup

| CA Operations ﬂ

add new Ca certificate to local certificate storage

CA certificate file IC:\CertS\ca.cer‘i
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? Back to Help |

Step3  In the CA certificate file box, type the CA certificate location (path and name). For example:
c\Certs\ca.cer.

Stepd  Click Submit.

Add a Trusted Certificate

After you add a server certificate and set up the certificate authority, install a trusted certificate.

To add a trusted certificate:

Step1  Choose System Configuration > ACS Certificate Setup > Edit Certificate Trust List.
The Edit Certificate Trust List appears.
Step2  Locate the trusted certificate that you want to install and check the check box next to the certificate name.

For example, find the Stress certificate and check the check box next to it.

Configuration Guide for Cisco Secure ACS 4.1



| Chapter5 PEAP/EAP-TLS Configuration Scenario

Step 3
Step 4

Click Submit.

Step 2: Configure Global Authentication Settings ||

To restart ACS, choose System Configuration > Service Control, and then click and then click Restart.

Step 2: Configure Global Authentication Settings

Step 1

Step 2

To configure global authentication settings:

In the navigation bar, click System Configuration.

The System Configuration page opens.
Click Global Authentication Setup.

The Global Authentication Setup page opens, as shown in Figure 5-3.

Figure 5-3 Global Authentication Setup Page
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M Step 3: Specify EAP-TLS Options

Step3  Specify the protocols to use with the PEAP protocol. They are:
e EAP_MSCHAP2
e EAP-GTC

Step4  If you want to enable posture validation on this ACS installation, check the Enable Posture Validation
check box.

Step 3: Specify EAP-TLS Options

Specify one or more of the certificate comparison options for EAP-TLS:

e Certificate SAN Comparison—Based on the name in the Subject Alternative Name (SAN) field in
the user certificate.

¢ Certificate CN Comparison—Based on the name in the Subject Common Name (CN) field in the
user certificate.

¢ Certificate Binary Comparison—Based on a binary comparison between the user certificate in the
user object in the LDAP server or Active Directory and the certificate that the user presents during
EAP-TLS authentication. You cannot use this comparison method to authenticate users in an ODBC
external user database.

Step 4: (Optional) Configure Authentication Policy

The authentication policy that is available with PEAP has changed slightly with ACS 4.1.

You can now enable EAP-TLS when you set up an authentication policy in the protocols section of
network access profile configuration.

Figure 5-4 shows the modified EAP configuration section on the NAP Protocols page.

Figure 5-4 EAP Configuration Section of NAP Protocols Page

| EAP Configuration
PEAP
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158447

Configuration Guide for Cisco Secure ACS 4.1



	PEAP/EAP-TLS Configuration Scenario
	Summary of Configuration Steps
	Step 1: Configure Security Certificates
	Obtain Certificates and Copy Them to the ACS Host
	Run the Windows Certificate Import Wizard to Install the Certificate
	Enable Security Certificates on the ACS Installation
	Install the CA Certificate
	Add a Trusted Certificate

	Step 2: Configure Global Authentication Settings
	Step 3: Specify EAP-TLS Options
	Step 4: (Optional) Configure Authentication Policy



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


