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Preface

This guide describes how to install and initially configure the Cisco Secure ACS Solution Engine (ACS
SE), and includes upgrade, and migration information for the Cisco 1111, Cisco 1112, and Cisco 1113
platforms. It also details administrative functions that you can perform from the command line interface.
This guide covers the CSACSE-1113-K9 hardware platform for the ACS SE—also referred to as the
Cisco 1113 version.

This guide is intended for system administrators who install and configure internetworking equipment
and are familiar with Cisco IOS software.

Only trained and qualified personnel should install, replace, or service this equipment.

This guide contains:

Preface

Chapter 1, “Cisco Secure ACS Solution Engine Overview”

Chapter 2, “Preparing for Installation”

Chapter 3, “Installing and Configuring Cisco Secure ACS SE 4.2”

Chapter 4, “Administering Cisco Secure ACS Solution Engine”

Chapter B, “Upgrading and Migrating to Cisco Secure ACS Solution Engine 4.2”
Appendix A, “Technical Specifications for the Cisco 1113”

Appendix C, “Windows Service Advisement”

Appendix D, “Command Reference”

| oL-14387-02

Installation Guide for Cisco Secure ACS Solution Engine 4.2 g



Preface |

Conventions

This document uses the following conventions:

Item Convention

Commands and keywords boldface font

Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font
Variables you enter italic screen font

Menu items and button names boldface font

Selecting a menu item Option > Network Preferences

~

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Installation Guide for Cisco Secure ACS Solution Engine 4.2
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Warning Definitions

A

Warning

Waarschuwing

Varoitus

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. To see translations of the warnings that appear in
this publication, refer to the translated safety warnings that accompanied this device.

Note: SAVE THESE INSTRUCTIONS

Note: This documentation is to be used in conjunction with the specific product installation guide
that shipped with the product. Please refer to the Installation Guide, Configuration Guide, or other
enclosed additional documentation for further details.

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Voor een vertaling van de waarschuwingen die in deze
publicatie verschijnen, dient u de vertaalde veiligheidswaarschuwingen te raadplegen die bij dit
apparaat worden geleverd.

Opmerking BEWAAR DEZE INSTRUCTIES.

Opmerking Deze documentatie dient gebruikt te worden in combinatie met de
installatiehandleiding voor het specifieke product die bij het product wordt geleverd. Raadpleeg de
installatiehandleiding, configuratiehandleiding of andere verdere ingesloten documentatie voor
meer informatie.

TARKEITA TURVALLISUUTEEN LUTTYVIA OHJEITA

Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa ruumiinvammaan. Ennen
kuin tydskentelet minkaan laitteiston parissa, ota selvdaa sahkokytkentdihin liittyvista vaaroista ja
tavanomaisista onnettomuuksien ehkéaisykeinoista. Tassé asiakirjassa esitettyjen varoitusten
kddnnokset loydat laitteen mukana toimitetuista ohjeista.

Huomautus SAILYTA NAMA OHJEET

Huomautus Tama asiakirja on tarkoitettu kdytettaviksi yhdessé tuotteen mukana tulleen
asennusoppaan kanssa. Katso lisétietoja asennusoppaasta, kokoonpano-oppaasta ja muista
mukana toimitetuista asiakirjoista.
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Attention  IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant causer
des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez conscient
des dangers posés par les circuits électriques et familiarisez-vous avec les procédures couramment
utilisées pour éviter les accidents. Pour prendre connaissance des traductions d'avertissements
figurant dans cette publication, consultez les consignes de sécurité traduites qui accompagnent cet
appareil.

Remarque CONSERVEZ CES INFORMATIONS

Remarque Cette documentation doit étre utilisée avec le guide spécifique d'installation du produit
qui accompagne ce dernier. Veuillez vous reporter au Guide d'installation, au Guide de
configuration, ou a toute autre documentation jointe pour de plus amples renseignements.

Warnung WICHTIGE SICHERHEITSANWEISUNGEN

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu einer
Korperverletzung fiihren kdnnte. Bevor Sie mit der Arbeit an irgendeinem Gerét beginnen, seien Sie
sich der mit elektrischen Stromkreisen verbundenen Gefahren und der Standardpraktiken zur
Vermeidung von Unfillen bewusst. Ubersetzungen der in dieser Verdffentlichung enthaltenen
Warnhinweise sind im Lieferumfang des Geréts enthalten.

Hinweis BEWAHREN SIE DIESE SICHERHEITSANWEISUNGEN AUF

Hinweis Dieses Handbuch ist zum Gebrauch in Verbindung mit dem Installationshandbuch fiir lhr
Gerat bestimmt, das dem Gerét beiliegt. Entnehmen Sie bitte alle weiteren Informationen dem
Handbuch (Installations- oder Konfigurationshandbuch o. A.) fiir Ihr spezifisches Gerit.

FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériulésveszélyt rejto helyzetben van.
Mielott barmely berendezésen munkat végezte, legyen figyelemmel az
elektromos aramkdérok okozta kockazatokra, és ismerkedjen meg a
szokasos balesetvédelmi eljarasokkal. A kiadvanyban szereplo
figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kdzott talalhato; a forditas az egyes

figyelmeztetések végén lathaté szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Installation Guide for Cisco Secure ACS Solution Engine 4.2
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Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti. Per le
traduzioni delle avvertenze riportate in questo documento, vedere le avvertenze di sicurezza che
accompagnano questo dispositivo.

Nota CONSERVARE QUESTE ISTRUZIONI

Nota La presente documentazione va usata congiuntamente alla guida di installazione specifica
spedita con il prodotto. Per maggiori informazioni, consultare la Guida all'installazione, la Guida
alla configurazione o altra documentazione acclusa.

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette varselssymbolet betyr fare. Du befinner deg i en situasjon som kan forarsake personskade.
For du utferer arbeid med utstyret, bar du veere oppmerksom pa farene som er forbundet med
elektriske kretssystemer, og du bgr veere kjent med vanlig praksis for @ unnga ulykker. For a se
oversettelser av advarslene i denne publikasjonen, se de oversatte sikkerhetsvarslene som fglger
med denne enheten.

Merk TA VARE PA DISSE INSTRUKSJONENE

Merk Denne dokumentasjonen skal brukes i forbindelse med den spesifikke
installasjonsveiledningen som fulgte med produktet. Vennligst se installasjonsveiledningen,
konfigureringsveiledningen eller annen vedlagt tilleggsdokumentasjon for detaljer.

Aviso INSTRUCOES IMPORTANTES DE SEGURANCA

Este simholo de aviso significa perigo. O utilizador encontra-se numa situacédo que podera ser
causadora de lesdes corporais. Antes de iniciar a utilizacdo de qualquer equipamento, tenha em
atencao os perigos envolvidos no manuseamento de circuitos eléctricos e familiarize-se com as
praticas habituais de prevencao de acidentes. Para ver traducdes dos avisos incluidos nesta
publicacao, consulte os avisos de seguranca traduzidos que acompanham este dispositivo.

Nota GUARDE ESTAS INSTRUGOES

Nota Esta documentacdo destina-se a ser utilizada em conjunto com o manual de instalacao
incluido com o produto especifico. Consulte o manual de instalacao, o manual de configuracao ou
outra documentacao adicional inclusa, para obter mais informacdes.

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Vea las traducciones de las advertencias
que acompaiian a este dispositivo.

Nota GUARDE ESTAS INSTRUCCIONES

Nota Esta documentacion esta pensada para ser utilizada con la guia de instalacion del producto
que lo acompaia. Si necesita mas detalles, consulte la Guia de instalacion, la Guia de
configuracion o cualquier documentacion adicional adjunta.

Installation Guide for Cisco Secure ACS Solution Engine 4.2
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att forebygga olyckor. Se dverséttningarna av de

varningsmeddelanden som finns i denna publikation, och se de dversatta sakerhetsvarningarna som
medfoljer denna anordning.

OBS! SPARA DESSA ANVISNINGAR

0BS! Denna dokumentation ska anviandas i samband med den specifika
produktinstallationshandbok som medféljde produkten. Se installationshandboken,
konfigurationshandboken eller annan bifogad ytterligare dokumentation for narmare detaljer.

Mpepynpexnpetne [daHHoe ns3pgenue oTHocuTCA K knaccy A. lNMpu ycTaHOBKe B XUIbIX

nomeLleHUsX AaHHOe usaenue MoXeT CTaTb MPUYUHOW paguonomMex, B
pe3ynbTaTe Yero Nonb30BaTesio MOXeT NoTpeboBaTLCA NPeAnNpPUHATL
COOTBETCTBYHOLLNE Mepbl.

=L AXRENEERH
BN EEHSIRARR - BRLNFERRESEZM - REXENLATRARKNERYE -
FUABRERE  UREEY - IRFETRARPHHANESEFSHE BERETE
Bz R EEEX -
iR ARESLRH
T AXHESFERMENRGREGE-FRE MR THREE  BESR (RFERRA)

(BERE) SATHEE A -
2L RR2IOEERIEFHE

[fEfR] DEKRTY . ABEMETFHT 5D FEFENELERENTNET,
KEORMYRWMEEZTO L&d. EXEBOBKREICSERL., —MRIN/EE
BEIESHSRICEBEL TS EEWN, 2O a7IIVICREBINTWERELEDRESE
FRI%., ZEBEICFE®D [Mranslated Safety Warnings] #8BL T X\,

O OIhOSOFEREEZRELTENTLSEZL,

O Z0BREIE. BRICHBDA VAN —2 3y A4 REFBALTLSEZ
W, S, 1A ML—=23 > A4 R, aYv74Fab—2ay A4 KR,
FEERMIENTVWERZOMOT =TIV ESBLTLSEE,

Product Documentation
~

Note  We sometimes update the printed and electronic documentation after original publication. Therefore,
you should also review the documentation on Cisco.com for any updates.

Installation Guide for Cisco Secure ACS Solution Engine 4.2
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Table 1 describes the product documentation that is available.

Table 1 Product Documentation

Document Title Available Formats

Documentation Guide for Cisco Secure ¢ Printed document with the product.
ACS 4.2

¢ PDF on the product CD-ROM.
e On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/4.2/
roadmap/DGuide42.html

User Guide for Cisco Secure Access Control | ® PDF on the ACS Recovery CD-ROM.

Server 4.2 * You can also access the user guide by clicking Online Documentation in
the ACS navigation menu. The user guide PDF is available on this page by
clicking View PDF.

¢ On Cisco.com:
http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/4.2/
user/guide/ACS4_2UG.html

Configuration Guide for Cisco Secure e PDF on the ACS Recovery CD-ROM.

ACS 4.2

¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/configuration/guide/acs42_config_guide.html

Installation Guide for Cisco Secure ACS for | ® PDF on the ACS Recovery CD-ROM.
Windows 4.2

¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/installation/guide/windows/IGwn42.html

Installation Guide for Cisco Secure ACS e PDF on the ACS Recovery CD-ROM.
Solution Engine 4.2

e On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_solution_engine/
4.2/installation/guide/solution_engine/SE42.html

Installation and User Guide for Cisco e PDF on the ACS Recovery CD-ROM.
Secure ACS User Changeable Passwords 4.2

¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/4.2/
installation/guide/user_passwords/ucpNW42.html

Installation and Configuration Guide for e PDF on the ACS Recovery CD-ROM.
Cisco Secure ACS Remote Agents 4.2

e On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_solution_engine/4.2/
installation/guide/remote_agent/RA42.html

Installation Guide for Cisco Secure ACS Solution Engine 4.2
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Table 1 Product Documentation

Document Title

Available Formats

Cisco Secure Access Control Server
Troubleshooting Guide

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/trouble/guide/ACSTrbG42.html

Regulatory Compliance and Safety
Information for Cisco Secure ACS Solution
Engine 4.2

¢ Shipped with product.

e PDF on the product CD-ROM.

e Printed document available by order (part number DOC-7817259).
¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_solution_engine/
4.2/regulatory/compliance/RCSI_42.html

Supported and Interoperable Devices and
Software Tables for Cisco Secure ACS 4.2

¢ PDF on the ACS Recovery CD-ROM.
e On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/device/guide/sdt42.html

Release Notes for Cisco Secure ACS 4.2

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4 .2/release/notes/ACS42 RN.html

Online Documentation

In the ACS HTML interface, click Online Documentation.

Online Help

Help topics for all pages in the ACS HTML
interface.

In the ACS HTML interface, online help appears in the right pane when you
are configuring a feature.

Short help

Select an option from the ACS web interface; the help appears in the right
pane.

Related Documentation

~

Note

We sometimes update the printed and electronic documentation after original publication. Therefore,

you should also review the documentation on Cisco.com for any updates.

A set of white papers about Cisco Secure ACS for Windows is available at:

http://www.cisco.com/en/US/partner/products/sw/secursw/ps2086/prod_white_papers_list.html

Much of the information in these papers is applicable to Cisco Secure ACS Solution Engine.

[ Installation Guide for Cisco Secure ACS Solution Engine 4.2
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Installation Guide for Cisco Secure ACS Solution Engine 4.2
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