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Preface

This document provides detailed information about InCharge IP Availability
Manager (Availability Manager). Availability Manager automatically
diagnoses connectivity failures in IP networks and sends the results of its
analysis to InCharge Service Assurance Manager.

Intended Audience

This document is intended to be read by IT managers seeking to better
understand the value of InCharge IP Availability Manager, by system
administrators configuring and using Availability Manager, and by
operators receiving and acting upon notifications.

Prerequisites

Before performing procedures in this document, InCharge IP Availability
Manager and InCharge Service Assurance Manager must be installed. The
Global Console is required to configure Polling Groups and Threshold
Groups. For information about installing these products, see the InCharge IP
Management Suite Installation Guide and the InCharge Service Assurance
Management Suite Installation Guide.
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Document Organization

This document consists of the following chapters:

1. INTRODUCTION Describes concepts of manc?in(g: network
connectivity and the value of InCharge IP
Availability Manager.
2. NETWORK ELEMENTS AND THEIR Describes the network elements
FAILURES discovered and managed by Availability

Manager and identifies the root-cause
failures, symptoms, and exceptions for
each element type.

3. DIAGNOSIS OF UNSTABLE ELEMENTS Describes how AVG||Gb|||ty Moncger

determines whether a network adapter
or system is unstable.

4. VIEWING ANALYSIS RESULTS AND Describes using the Global Console to
NETWORK TOPOLOGY view the analysis results of Availability
Manager in the form of notifications, and
to view the network topology of
Availability Manager in the form of

maps.
5. GROUPS AND SETTINGS Provides information about the default
pollinqbond threshold settings used by
Availability Manager.
A. MIBSs POLLED AND SNMP TRAPS Identifies the MIBs and SNMP traps used
PROCESSED by Availability Manager to diagnose

connectivity problems.

B. SUBSCRIBING TO NOTIFICATIONS Lists the default set of events subscribed
to by Availability Manager and identifies
the classes from which all events notified
by Availability Manager originate.

C. SELECTED ATTRIBUTES OF MANAGED | |jsts attributes of selected managed
ELEMENTS elements.

D. POLLING FOR ANALYSIS Describes the ICMP and SNMP polling
engines used by Availability Manager
for correlation analysis.

Table 1: Document Organization

Documentation Conventions

Several conventions may be used in this document as shown in Table 2.

X InCharge IP Availability Manager User's Guide



InCharge Installation Directory

CONVENTION

EXPLANATION

sample code

Indicates code fragments and examples in Courier font

keyword Indicates commands, keywords, literals, and operators in bold

% Indicates C shell prompt

# Indicates C shell superuser prompt

<parameter> Indicates a user-supplied value or a list of nonterminal items in
angle brackets

[option] Indicates optional terms in brackets

/InCharge Indicates directory path names in italics

yourDomain |Indicates a user-specific or user-supplied value in bold, italics

File > Open Indicates a menu path in italics

VA Indicates a command that is formatted so that it wraps over one

or more lines. The command must be typed as one line.

Table 2: Documentation Conventions

Directory path names are shown with forward slashes (/). Users of the
Windows operating systems should substitute back slashes (\) for forward

slashes.

Also, if there are figures illustrating consoles in this document, they represent
the consoles as they appear in Windows. Under UNIX, the consoles appear
with slight differences. For example, in views that display items in a tree
hierarchy such as the Topology Browser, a plus sign displays for Windows
and an open circle displays for UNIX.

Finally, unless otherwise specified, the term InCharge Manager is used to
refer to InCharge programs such as Domain Managers, Global Managers,

and adapters.

InCharge Installation Directory

In this document, the term BASEDIR represents the location where InCharge
software is installed.

® For UNIX, this location is: /opt/InCharge<n>/<productsuite>.

®  For Windows, this location is: C:\InCharge<n>\<productsuite>.

InCharge IP Availability Manager Users Guide
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The <n> represents the InCharge software platform version number. The
<productsuite> represents the InCharge product suite that the product is part

of.

Table 3 defines the <productsuite> directory for each InCharge product.

PRODUCT SUITE

INCLUDES THESE PRODUCTS

DIRECTORY

InCharge IP
Management Suite

IP Availability Manager

IP Performance Manager

IP Discovery Manager

InCharge Adapter for HP OpenView NNM
InCharge Adapter for IBM/Tivoli NetView

/IP

InCharge Service
Assurance
Management Suite

Service Assurance Manager

Global Console

Business Dashboard

Business Impact Manager

Report Manager

SAM Failover System

Notification Adapters

Adapter Platform

SQL Data Interface Adapter

SNMP Trap Adapter

Syslog Adapter

XML Adapter

InCharge Adapter for Remedy

InCharge Adapter for TIBCO Rendezvous
InCharge Adapter for Concord eHealth
InCharge Adapter for InfoVista

InCharge Adapter for NetlQ AppManager

/SAM

InCharge Application
Management Suite

Application Services Manager
Beacon for WebSphere

* Application Connectivity Monitor

/APP

InCharge Security
Infrastructure
Management Suite

Security Infrastructure Manager

Firewall Performance Manager

InCharge Adapter for Check Point/Nokia
InCharge Adapter for Cisco Security

/SIM

InCharge Software
Development Kit

Software Development Kit

/SDK

Table 3: Product Suite Directory for InCharge Products

For example, on UNIX operating systems, InCharge IP Availability Manager
is, by default, installed to /opt/InChargeé/IP/smarts. This location is
referred to as BASEDIR/smarts.

xii
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Additional Resources

Optionally, you can specify the root of BASEDIR to be something other than
/opt/InChargeé (on UNIX) or C:\InCharge6 (on Windows), but you cannot
change the <productsuite> location under the root directory.

For more information about the directory structure of InCharge software,
refer to the InCharge System Administration Guide.

Additional Resources

In addition to this manual, SMARTS provides the following resources.

InCharge Commands

Documentation

Descriptions of InCharge commands are available as HTML pages. The
index.html file, which provides an index to the various commands, is located
in the BASEDIR/smarts/doc/html/usage directory.

Readers of this manual may find other SMARTS documentation (also
available in the BASEDIR/smarts/doc/pdf directory) helpful.

InCharge Documentation

The following SMARTS documents are product independent and thus
relevant to users of all InCharge products:

® |nCharge Release Notes

® InCharge Documentation Roadmap

® InCharge System Administration Guide
® InCharge ICIM Reference

® InCharge ASL Reference Guide

® InCharge Perl Reference Guide

InCharge IP Management Documentation

The following SMARTS documents are relevant to users of the InCharge IP
Management product suite.

® InCharge IP Management Suite Installation Guide
® [nCharge IP Deployment Guide

InCharge IP Availability Manager Users Guide xiii
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® InCharge IP Discovery Guide

® InCharge IP Availability Manager User’s Guide

® InCharge IP Performance Manager User’s Guide

® InCharge IP Adapters User’s Guide

Common Abbreviations and Acronyms

The following lists common abbreviations and acronyms that are used in the

Technical Support

InCharge guides.

ASL
CDP
ICIM
ICMP
IP
MSFC
MIB
MODEL
RSFC
RSM
SNMP
TCP
VLAN

Adapter Scripting Language

Cisco Discovery Protocol

InCharge Common Information Model
Internet Control Message Protocol
Internet Protocol

Multilayer Switch Feature Card
Management Information Base
Managed Obiject Definition Language
Router Switch Feature Card

Router Switch Module

Simple Network Management Protocol
Transmission Control Protocol

Virtual Local Area Network

SMARTS provides technical support by e-mail or phone during normal
business hours (8:00 A.M.—6:00 PM. U.S. Eastern and Greenwich Mean
Time). In addition, SMARTS offers the InCharge Express selfservice web
tool. The web tool allows customers to access a personalized web page and
view, modify, or create help/trouble/support tickets. To access the self-
service web tool, point your browser to:

Xiv

InCharge IP Availability Manager User's Guide



Technical Support

https://websupport.smarts.com/SelfService/smarts/en-us

U.S.A Technical Support

E-Mail: support@smarts.com
Phone: +1.914.798.8600

EMEA Technical Support

E-Mail: supportemea@smarts.com
Phone: +44 (0) 1753.878140

Asia-Pac Technical Support
E-Mail: support-asiapac@smarts.com

You may also contact SMARTS at:

U.S.A WORLD HEADQUARTERS

UNITED KINGDOM

SMARTS
44 South Broadway

ADDRESS White Plains, New York 10601 U.S.A

SMARTS
Gainsborough House
17-23 High Street
Slough

Berkshire SL1 1DY
United Kingdom

PHONE +1.914.948.6200

+44 (0)1753.878110

FAX +1.914.948.6270

+44 (0)1753.878111

For sales inquiries, contact SMARTS Sales at:
sales@smarts.com.

SMARTS is on the World Wide Web at:
http://www.smarts.com

InCharge IP Availability Manager Users Guide
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Introduction

In a typical managed network, a management station monitors the network’s
elements by frequently probing its devices. The management station
generates an alarm when elements fail to respond to a probe. One failed
element in the network breaks the connectivity between the management
station and all other network elements reached through the failed element.
As a result of a failure, the management station generates an alarm for each
unreachable element, making it difficult to determine which element has
failed. The challenge of managing network connectivity is determining which
alarms are real problems in the network and which alarms are symptomatic
events that are caused by other element failures.

InCharge IP Availability Manager (Availability Manager) correlates the
alarms that are generated as a result of a failure, pinpoints the failed
element, and identifies all managed elements affected by the failure. With
Availability Manager, you can focus on addressing the failed element and
can consider all other alarms as symptomatic events.

Availability Manager diagnoses connectivity failures in multi-vendor,
switched, and routed networks. It also discovers and manages physical and
logical Layer 2 and Layer 3 elements. Layer 2 elements transmit packets from
network node to network node based on station address. Layer 3 elements
route data to different Local Area Networks (LANs) and Wide Area
Networks (WANs) based on network address.

InCharge IP Availability Manager Users Guide 1



Introduction

Availability Monitoring

Availability Manager monitors and discovers the network by sending Internet
Control Message Protocol (ICMP) polls and Simple Network Management
Protocol (SNMP) polls. The results of this polling, in conjunction with traps,
are used to diagnose the failed elements that interrupt network connectivity.

Availability Notifications

Availability Manager reports three types of notifications: rootcause failures,
symptomatic events, and exceptions. Exceptions are also referred to as
aggregate events.

® Root-cause notifications indicate points of failure diagnosed by
Availability Manager. Each root-cause notification indicates a separate
failure.

® Symptomatic events indicate abnormal conditions and are used by
Availability Manager to determine the root-cause failures.

® Exception notifications, or aggregate events, indicate one or more
related failures are associated with a high-level network element or any
of the element’s components. For example, an exception notification is
generated for a router when a card on the router has a problem or the
router is down.

Notifications are displayed in the Notification Log of the Global Console.
Root-cause failures diagnosed by Availability Manager display a value of
“Yes"” for the value of the IsRoot attribute and identify the Availability
Manager Domain Manager by name in the Source attribute.

2 InCharge IP Availability Manager User's Guide



Network Elements and Their
Failures

This chapter describes the elements discovered and managed by InCharge
IP Availability Manager and the connectivity-related failures diagnosed for
each element. The diagnosis identifies root-cause failures in a managed
network, indicating problems that require immediate attention. Availability
Manager correlates the apparent failures of other elements reached through
the failed element to the root cause and only notifies you of the problem
origin.

In addition to root-cause failures, Availability Manager also reports
exceptions for network elements that encounter a failure in one or more of
their components.

Summary of Faults, Symptomatic Events, and
Exceptions

The following tables summarize the notifications generated by Availability
Manager for each type of managed element.

Table 4 lists the root-cause problems diagnosed by Availability Manager,
including the symptomatic events for each problem and any additional
conditions that must be satisfied to result in the proper diagnosis. For more
information about where the listed symptomatic events are observed, refer to
the appropriate section of this chapter in which the problem is described in
more detail.

InCharge IP Availability Manager Users Guide 3



Network Elements and Their Failures

MANAGED ELEMENT | ROOT CAUSE CONDITION SYMPTOMS OF ROOT CAUSE
System Down None System Might Be Down
Network Adapter Down or Flapping
Unstable None SNMPAgent Repeated Restarts
Network Adapter | Down Port or interface is managed and | Network Adapter Down or Flapping
not connected
System Might Be Down
Unstable Port or interface is managed and | Network Adapter Down or Flapping
not connected
IsFlapping=TRUE System Might Be Down
Disabled Port or interface is connected or is | Network Adapter Administratively
a physical interface with sub- Down
inferfaces layered over it
Network Adapter Down or Flapping
System Might Be Down
Logical No failure symptoms at physical | Network Adapter Down or Flapping
Connection layer
Down
Physical interface with sub- System Might Be Down
interfaces layered over it
Connection Down Physical connection such as cable, | Network Adapter Down
serial, or pointto-point
Unstable Physical connection such as cable, | Network Adapter Down or Flapping
serial, or pointto-point
IsNetworkAdapterFlapping=TRUE
Chassis Down Chassis packages more than one | System Down
system
Card Down None Card Operationally Down
Card Down
Network Adapter Down
System Down
Card Switch Over
Partition Down None System Unresponsive
Management Agent | Not Responding | None Management Agent Unresponsive

Table 4: Root-Cause Problems Diagnosed by Availability Manager

InCharge IP Availability Manager User's Guide




Summary of Faults, Symptomatic Events, and Exceptions

Table 5 lists the exceptions notified by Availability Manager and the events
that can cause each exception to be notified.

MANAGED

EXCEPTION CAUSE
ELEMENT

System Connectivity Exception System Down

System Unstable

SNMP Agent Not Responding

Network Adapter Down

Network Adapter Unstable

Network Adapter Logical Connection
Down

Network Adapter Disabled

Card Down

Chassis Down

Operational Exception System Unresponsive

SNMP Agent Unresponsive

SNMP Agent Repeated Restarts

Card Operationally Down

Network Adapter Down or Flapping

Network Adapter Backup Activated

Network Adapter Exceeded
Maximum Uptime

VIAN Connectivity Exception System Down

Port Down

Port Unstable

Port Disabled

Operational Exception Port Down Or Flapping

Port Backup Activated

Port Exceeded Maximum Uptime

Table 5: Exceptions Notified by Availability Manager
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Table 6 lists the symptomatic events, and their associated thresholds,
Availability Manager monitors for each managed element.

MANAGED ELEMENT

SYMPTOMATIC EVENT

THRESHOLD (SETTING)

System Discovery Error None
Might Be Down None
Unresponsive None
Network Adapter Backup Activated Maximum Uptime
(Backup Interface Support)
Exceeded Maximum Uptime Maximum Uptime
(Backup Interface Support or Dial-On-Demand
Interface Support)
Administratively Down None
Down Or Flapping Link Trap Threshold
Link Trap Window
(Interface/Port Flapping)
Connection Down Or Flapping See Down Or Flapping for Network Adapters
Card Operationally Down None
Switch Over
Management Agent | Unresponsive None
Repeated Restarts Restart Trap Threshold
Restart Trap Window
(Connectivity)
IP Down None
Unresponsive
Duplicate IP Duplicate None

Redundancy Group

All Components Down

At Risk

Reduced Redundancy

Switch Over Failed
(HSRP Group only)

At Risk Threshold (not user-configured)

HSRP Endpoint

Switch Over

None

Table 6: Symptomatic Events Notified by Availability Manager
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Systems

Systems

A system is a logically complete group of elements that provide services to
users or other systems. Such elements may include processors, memory,
disks, file systems, network adapters, and cards.

Bridge — A bridge is a protocol-independent network element that
connects two LAN segments.

Firewall — A firewall is a device that controls the flow of traffic between
networks.

Host — A host is a general purpose computer, such as a workstation or
server.

Hub — A hub is a relay device that connects multiple physical
segments. Active hubs are multi-port repeaters, which means they
repeat signals received on any port to all the other ports.

Multilayer Switch Feature Card (MSFC) — A card in a switch that
performs routing between VLANE.

Node — A node identifies a system that is monitored using generic
network management instrumentation. Nodes are probed for standard
MIB-I information but not for enterprise-specific information such as
device resources.

Probe — A probe is a system that monitors networks or other systems.
An example is a Remote Monitoring (RMON) probe.

Router — A router is a device or, in some cases, software in a computer
that determines the next network point to which a packet should be
forwarded as it travels toward its destination. A router is connected to at
least two networks and decides which way to send each information
packet based on its current understanding of the complete network.

The router may also be a virtual router (VR) which is a software
emulation of a router implemented within a physical router or switch.
Virtual routers have independent IP routing and forwarding tables and
they are isolated from each other even when implemented in the same
physical device. This permits routing using any routing technology and
forwarding packets as with standard routers. Virtual routers are often
used with virtual private networks (VPNs) to allow a greater separation
of VPN traffic while using the same equipment.

Router Switch Feature Card (RSFC) — A card in a Cisco Catalyst switch
that runs Cisco |OS router software and is used to perform routing
between VLANS.
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®  Router Switch Module (RSM) — An RSM is a router installed as a card
in a switch to perform routing between VLANS.

®  Switch — A switch is a network element that switches packets, typically
at wire speeds, between physically separate network segments.

® Terminal Server — A specialized system that connects terminals to a
network.

® Unsupported — An unsupported element identifies a system that is not
supported. This class is no longer used but is retained for backward
compatibility.

Failures Diagnosed for Systems
Availability Manager diagnoses two root-cause failures for systems.

System Down

Down indicates that a system has failed. A system failure causes all ports or
interfaces on the system and all elements accessed through the system to be
unreachable.

The symptomatic events used to diagnose Down vary, depending on whether
the system is connected to other systems by a physical or logical link. When
a system is not connected to other systems, the symptomatic event is System
Unresponsive.

When a system is connected to one or more systems, the symptomatic events
for Down include:

®  Might Be Down for the system itself and any connected systems.

® Down Or Flapping for any peer network adapter and any peer sub-
interfaces.

System Unstable

Unstable indicates that a system has repeatedly restarted over a short period
of time and is considered unstable. The Restart Trap Threshold and the
Restart Trap Window parameters in the Connectivity setting for the System
Resources Groups control the analysis for a system unstable condition. For
information about these parameters, refer to Connectivity on page 52.

For more information about how Availability Manager concludes that a
system is unstable, refer to Diagnosis of Unstable Elements on page 31.

The symptomatic event used to diagnose Unstable is SNMP Agent Repeated
Restarts.
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Exceptions Notified for Systems

Availability Manager notifies an exception for a system when it diagnoses
one or more faults for the affected system. For example, when Availability
Manager diagnoses SNMP Agent Not Responding for a system, Availability
Manager also notifies a Connectivity Exception. The Details tab in the
Notification Properties dialog for the Connectivity Exception notification lists
all of the active connectivity-related faults that resulted in the exception.
Likewise, when Availability Manager diagnoses a fault such as SNMPAgent
Repeated Restarts for a system, Availability Manager notifies an Operational
Exception.

System Connectivity Exception

Connectivity Exception is an aggregate event that indicates that one or more
connectivity-related root-cause failures exist for a particular system or one of
its components. For example, if the system is down or one of its ports is
down, a Connectivity Exception will be reported for the system.

Root-cause failures that result in a Connectivity Exception include:
®  System Down

®  System Unstable

® SNMP Agent Not Responding

® VR Agent Not Responding

®  Network Adapter Down

® Network Adapter Unstable

® Network Adapter Logical Connection Down
® Network Adapter Disabled

® Card Down

® Chassis Down

System Operational Exception

Operational Exception is an aggregate event that indicates that a system or
one of its components is not functioning properly. For example, if the system
is unresponsive or its SNMP agent is repeatedly restarting.

Failures and symptomatic events that cause an Operational Exception
include:

® System Unresponsive
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Note:

® SNMP Agent Unresponsive

® SNMP Agent Repeated Restarts

® VR Agent Unresponsive

® VR Agent Repeated Restarts

® Card Operationally Down

® Network Adapter Down or Flapping

® Network Adapter Backup Activated

® Network Adapter Exceeded Maximum Uptime

® Disk Operationally Down

Disk Operationally Down is a symptomatic event that causes an Operational
Exception for host systems. This event is notified by the InCharge IP Server
Performance Manager.

Discovery Errors Notified for Systems

A Discovery Error notification is a symptomatic event that indicates that the
discovery process did not discover a device. Any root-cause problem
diagnosed by Availability Manager can explain a discovery error. For
example, a Discovery Error might result if a system is diagnosed as Down
and is not, therefore, reachable during discovery.

A Discovery Error is notified under the following conditions:
®  SNMP request times out

®  SNMP agent encounters a loop

®  System Down

® Quadlified access address not found

® A previously discovered system fails authentication

The condition is listed in the DiscoveryErrorinfo attribute of a Discovery Error
notification. For information about resolving Discovery Errors, see the
InCharge IP Discovery Guide.

10
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Note: The Out of License event may also occur during discovery. This event stops
the discovery process if more systems are discovered than are permitted with
your InCharge volume licenses. For information about the effects of this
event, see the InCharge IP Discovery Guide.

Symptomatic Events Notified for Systems
Table 7 lists the symptomatic events notified for systems.

SYMPTOMATIC EVENT DESCRIPTION

Might Be Down Indicates that all of the system’s Host

Access Points LIP interfaces) and Host
Services (SNMPAgent) are not
responding and the system is logically
near the root-cause problem.

Unresponsive Indicates that all of the system’s Host
Access Points LIP interfaces) and Host
Services (SNMPAgent) are not
responding.

Discovery Error Indicates that an error occurred while

discovering the system.

Table 7: Symptomatic Events Notified for Systems

Network Adapters

A network adapter is a logical or physical component of a network device at
which the device connects to a network. Ports and interfaces are examples
of network adapters.

® Port— A port is where the physical connection to a network segment is
made. For example, an Ethernet segment is connected to an Ethernet
switch at one of the switch’s ports. A port may have a Media Access
Control (MAC) address associated with it.

Availability Manager separates ports into two groups: trunk ports and
access ports. A trunk port is a switch port that is connected to a switch,
router, hub, or bridge. An access port is connected to a host. Access
ports are only managed if the connected host is also a member of the
managed topology or the port is explicitly managed.
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® Inferface — An interface is where the physical connection to a network is
made. An interface may have a MAC address, an IP address, or both.
For example, a host uses an Ethernet interface to connect to an Ethernet
segment.

® Sub-interface — A sub-interface is a logical division of a physical
interface. A physical interface can be divided into one or more sub-
interfaces. For example, in a typical frame relay or ATM network, a
physical interface is configured with multiple virtual circuits and each
virtual circuit is associated with a sub-interface.

Failures Diagnosed for Network Adapters

Problems diagnosed for a network adapter failure include Down, Unstable,
Disabled, and Logical Connection Down. Availability Manager also notifies
the Backup Activated and Exceeded Maximum Uptime symptomatic events

for network adapters.

Network Adapter Down

Down indicates that a port or interface has failed or is in testing mode. A
Down notification is only generated when the port or interface is not
physically connected. When a port or interface is physically connected,
Network Adapter Down is superseded by a Network Connection Down
notification.

For ports, this means that Port Down is superseded by:

® Trunk Cable Down if the port is connected via a trunk cable.
® Cable Down if the port is connected via a cable.

For interfaces, this means that Interface Down is superseded by:

®  Network Connection Down if the interface is connected via a physical
network connection.

®  Cable Down if the interface is connected via a cable.

Notification of Network Adapter Down is controlled by the Testing
Notification Mode threshold. For information about the Testing Notification
Mode threshold, see Connectivity on page 52.

The symptomatic events used to diagnose Down include:
®  Down Or Flapping for the network adapter and any sub-interfaces
® Down Or Flapping for any peer interfaces

®  Might Be Down for any logically connected systems

12
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Network Adapter Unstable

Unstable indicates that a port or interface repeatedly alternates between up
and down states over a short period of time and is considered unstable. The
Link Trap Threshold and Link Trap Window parameters contained in the
Interface/Port Flapping setting control analysis for the network adapter
unstable condition. For more information about these parameters, refer to
Interface/Port Flapping (Unstable) on page 53.

For more information about how Availability Manager concludes that a
network adapter is unstable, refer to Diagnosis of Unstable Elements on
page 31.

An Unstable notification is only generated when the port or interface is not
physically connected. When a port or interface is physically connected,
Network Adapter Unstable is superseded by a Network Connection
Unstable notification.

For ports, this means that Port Unstable is superseded by:

® Trunk Cable Unstable if the port is connected via a trunk cable.
® Cable Unstable if the port is connected via a cable.

For interfaces, this means that Interface Unstable is superseded by:

®  Network Connection Unstable if the interface is connected via a
physical network connection

®  Cable Unstable if the interface is connected via a cable.

Note: By default, Interface Unstable analysis is not performed on ISDN B channel,
ISDN D channel, backup, or dial-on-demand interfaces. To enable Interface
Unstable analysis for these types of interfaces, see Unstable Notifications for
Backup or Dial-on-Demand Interfaces on page 33.

The symptomatic events used to diagnose Unstable are nearly identical to
the symptomatic events used to diagnose Down:

®  Down Or Flapping for the network adapter and any sub-interfaces
® Down Or Flapping for any peer interfaces
®  Might Be Down for any logically connected systems

One additional condition is used to diagnose Unstable: the value of the
IsFlapping attribute for one or both of the connected network adapters must
be TRUE.

InCharge IP Availability Manager Users Guide 13



Network Elements and Their Failures

Network Adapter Disabled

Disabled indicates that a port or interface has been turned off by a system
administrator. Analysis for the Disabled problem is performed for interfaces
with sub-interfaces layered over them, and for ports or interfaces that are
logically connected.

The symptomatic events used to diagnose Disabled include:

®  Administratively Down for the port or interface
® Down Or Flapping or Administratively Down all sub-interfaces
®  Down Or Flapping for all peer sub-interfaces

®  Might Be Down for all physically or logically connected systems

Network Adapter Logical Connection Down

Logical Connection Down indicates a fault within the Wide Area Network,
which could be, for example, a Frame Relay cloud. Availability Manager
isolates the problem to the nearest physical interface using only symptoms
from the logical layer. Logical Connection Down is only notified when there
are no failure symptoms at the physical layer and the network adapter is a
physical interface with sub-interfaces layered over it.

The symptomatic events used to diagnose Logical Connection Down are also
used to diagnose Network Adapter Down. However, for Logical Connection
Down, the DownOrFlapping symptomatic event for the interface is not
present.

The symptomatic events used to diagnose Logical Connection Down include:
®  Down Or Flapping for all sub-interfaces and peer sub-interfaces

®  Might Be Down for all logically connected systems

14
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Symptomatic Events Notified for Network Adapters

Table 8 lists the symptomatic events notified for network adapters.

SYMPTOMATIC EVENT

DESCRIPTION

Backup Activated

Backup Activated indicates that a backup port/interface
has become operational. By default, inter&ces with a
value of ISDN for the TyEe attribute are marked as
backup and use the Backup Interface Support setting.

Because a backup should not normally be online,
Availability Manager notifies you when the backup
interface or port becomes operational. For more
information about backup activation, see Backup
Interface Support on page 51.

Exceeded Maximum
Uptime

Exceeded Maximum Uptime indicates that a backup or

ial-on-demand port/interface has been in the Up state
for too long. By default, interfaces with one of the
following values for the Type or InterfaceCode attribute
are morEed as backup or dial-on-demand:

* |ISDNBCHANNEL (Backup)

* ISDN (Backup)

® PPP or SLIP (Dial-On-Demand)

Because a backup should not normally be up for very
long, Availability Manager notifies you when the

Maximum Uptime has been exceeded for a device
marked as backup or dial-on-demand.

For more information about the Maximum Uptime
threshold, see either Backup Interface Support on
page 51 or Dial-On-Demand Interface Support on

page 53.

Administratively Down

Administratively Down indicates that a port or interface
is down because it has been explicitly disabled, which is
indicated by the value of the AdminStatus attribute.

Down Or Flapping

Down Or Flapping indicates that the port/interface is
operationally down (value of the AdminStatus attribute is
P and the value of OperStatus is DOWN) or that too
many link down traps have been received within the link

trap window (value of IsFlapping attribute is TRUE).
Flapping is a symptom of a network adapter unstable
problem.

For more information about how Availability Manager
concludes that a network adapter is unstable, refer to
Interface/Port Flapping (Unstable) on page 53.

Table 8: Symptomatic Events Notified for Network Adapters

InCharge IP Availability Manager Users Guide
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Connections

A connection is a link between two network adapters. (For more information,
see Network Adapters on page 11.) The following types of connections are
discovered and managed:

® Cable—A cable is a connection between a port and an interface. For
example, a cable connects a port on a switch to an interface on a
router.

® Trunk Cable—A trunk cable is a connection between two ports.
Switches are often trunked to connect multiple segments or to provide
redundant pathways through the network.

® Network Connection—A network connection is a connection between
two interfaces. A network connection can be a logical connection or a
physical connection. An example of a logical connection is when
routers are connected via a virtual circuit and none of the intermediate
network devices are included in the topology. An example of a physical
connection is when routers are connected via a serial or point-to-point
connection.

Failures Diagnosed for Connections

A connection can be a cable, trunk cable, or network connection. Problems
diagnosed for a connection include Down and Unstable.

Connection Down

Down indicates that one or both network adapters linked by a physical
connection have failed. A connection failure breaks connectivity between the
management station and each network adapter that the connection links,
generating symptomatic events at both ends.

® A Cable Down notification supersedes a Port Down or an Interface
Down notification if the port, interface, or both are down.

® A Trunk Cable Down notification supersedes a Port Down notification if
one or both ports are down.

® A Network Connection Down notification supersedes an Interface Down
notification if one or both interfaces are down.

If the network adapters are not physically connected, a Network Adapter
Logical Connection Down notification supersedes a Connection Down
notification.

16
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The symptomatic event for Connection Down is Network Adapter Down Or
Flapping for one or both of the network adapters. To distinguish Connection
Down from Connection Unstable, the value of the
IsNetworkAdapterFlapping attribute must also be FALSE.

Connection Unstable

Unstable indicates that one or both network adapters linked by a physical
connection are unstable. A network adapter is considered unstable if it
alternates between up and down states over a short period of time.

® A Cable Unstable notification supersedes a Port Unstable or Interface
Unstable notification if a cable connects a port or an interface that is
unstable.

® A Trunk Cable Unstable notification supersedes a Port Unstable
notification if a trunk cable connects a port that is unstable.

® A Network Connection Unstable notification supersedes an Interface
Unstable nofification if a network connection connects an interface that
is unstable to another interface.

The symptomatic event for Connection Unstable is Network Adapter Down
Or Flapping. To distinguish Connection Unstable from Connection Down, the
value of the IsNetworkAdapterFlapping attribute must also be TRUE.

Flapping for network adapters is diagnosed using the setting described in
Interface/Port Flapping (Unstable) on page 53. The flapping condition can
be diagnosed for network adapters as well as any sub-interfaces.

Symptomatic Events Notified for Connections
Table 9 lists the symptomatic events for connection elements.

SYMPTOMATIC EVENT DESCRIPTION

Down Or Flapping Indicates that one or both of the network adapters on
either end of the connection are operationally down or
unstable.

This symptomatic event is used to enhance the display
of maps in the Global Console.

Table 9: Symptomatic Events Notified for Connections
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VLANs

A VLAN is a logical subgroup within a local area network that is created by
software rather than by manually moving cables in the wiring closet. The
VLAN groups user stations and network devices into a single logical network
regardless of the physical LAN segment that the stations or devices are
attached to. A VLAN allows traffic to flow within populations of mutual
interest.

Exceptions Diagnosed for VLANSs

Availability Manager reports connectivity and operational exceptions for
VLAN elements.

VLAN Connectivity Exception

Connectivity Exception is an aggregate event diagnosed for a VLAN. A
connectivity exception indicates that one or more connectivity-related root-

cause failures exist for any port, card, or switch that is a member of the
VLAN.

Failures that cause a Connectivity Exception include:
®  System Down

® Port Down

® Port Unstable

® Port Disabled

VLAN Operational Exception

Operational Exception is an aggregate event diagnosed for a VLAN. An
operational exception indicates that one or more operational exceptions
exist for any port or card that is a member of the VLAN.

Failures that cause an Operational Exception include:
® Port Down Or Flapping
® Port Backup Activated

® Port Exceeded Maximum Uptime

18
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Chassis

A chassis is a physical package that encloses other elements and provides
definable functionality, such as a desktop, processing node, uninterruptable
power supply (UPS), disk or tape storage, or a combination of these.

Failures Diagnosed for Chassis
Down is the only problem diagnosed for chassis elements.

Chassis Down

Down indicates that a chassis has failed. A chassis failure causes all devices
in the chassis to fail. If the chassis packages only one system, System Down
supersedes Chassis Down.

The symptomatic events used to diagnose Chassis Down are System Down
for systems packaged by the chassis or System Down for systems packaged
by the cards that are a part of the chassis.

Cards

Similar to a chassis, a card is also a physical package. A card is a physical
module or blade of a networking device.

Failures Diagnosed for Cards

Availability Manager diagnoses Down problems for cards.

Card Down

Down indicates that a card has failed. A card failure causes all ports and
interfaces in the card as well as any system functions associated with the
card to fail. For example, if a Router Switch Module (RSM) is associated with
the card, the routing functions provided by the RSM will fail. The
symptomatic events used to diagnose Card Down include:

®  Operationally Down for the card

® Card Down for any sub-cards

®  Switch Over for any supervisor cards

® Network Adapter Down for any ports or interfaces realized by the card

® System Down for any systems packaged by the card
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Symptomatic Events Notified for Cards

Table 10 lists the symptomatic events notified for cards.

Partitions

SYMPTOMATIC EVENT

DESCRIPTION

Operationally Down

Indicates that the card is instrumented and the
value of the Status attribute is CRITICAL. Typically,
Operationally Down means that the card has
failed or been removed.

Switch Over

Indicates that the standby status of the card has
changed from INACTIVE'to ACTIVE within the last

30 minutes.

In a topology where a switch has two supervisor
cards, the status of a supervisor card can change
from standby to active because the card is
misconfigured. The switch over does not result in a
Card Down or a Redundancy Group AtRisk
Fo{ificotion because it is not caused by a physical
ailure.

Switch Over is notified when the standby status of
the card changes, as indicated by the
moduleStandbyStatus MIB. In ord>(,er for the Switch
Over event to be notified, the change in standb
status must have occurred within the last 30 minutes.
This event automatically clears if the standby status
does not change after éO minutes.

Analysis for Switch Over is only supported for
switcﬁes that support the CISCO-STACK-MIB and
where the moduleStandyStatus correctly reflects the
status of the card.

Table 10: Symptomatic Events Notified for Cards

A partition is a group of managed elements formed by Availability Manager
to aid in root-cause analysis. Availability Manager builds a topology that
describes managed elements in your network and their interconnections. If
an element is modeled in the topology, there must be a path in the actual
network that connects the element to the management station. Ideally,
Availability Manager can also have representations of all the elements on

that path.
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Some elements along the path, however, may not actually be represented in
your network topology. For example, those elements might not have SNMP
agents; Availability Manager may not have access to their SNMP agents;
access to the agents might be blocked by a firewall or some other
administrative mechanism. Also, if you do not use Autodiscovery, your seed
file or information obtained from another Network Management System
(NMS) might be incomplete. Or, you might have explicitly unmanaged or
deleted some of the elements on the path.

Availability Manager's root-cause analysis algorithms need to determine the
connectivity among managed elements. When the topology is incomplete,
Availability Manager creates partitions to allow analysis to proceed. Within
a single partition, any two managed elements are indeed connected by a
path. However, elements within distinct partitions have no path between
them in the topology, even though they are connected in the actual network.

Because many configurations produce large numbers of apparently isolated
elements, usually hosts, Availability Manager only creates partitions with two
or more elements.

You can assign names fo the partitions in your network using the
partition.conf file. For more information about naming partitions, see the
InCharge IP Discovery Guide.

Failures Diagnosed for Partitions

A partition is another type of logical link, similar to a VLAN or an IP
Network. Availability Manager diagnoses the Down problem for partitions.

Partition Down

Down indicates that all systems in a partition are unresponsive. This typically
means there is a failure in an unknown or unmanaged device connecting the
partition to the managed network. The symptomatic events used to diagnose
Partition Down are System Unresponsive for all members of the partition.
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Management Agents

A management agent is a type of service. A service is a logical element that
contains the information necessary to represent, configure, or manage some
functionality provided by a device or software feature.

®  SNMP Agent—An agent that manages and monitors network devices
and their functions. An SNMP agent implements one or more MIBs and
provides access to MIB data for management applications. An SNMP
Agent typically listens on UDP port 161.

® VR Agent—An agent that manages and monitors virtual routers, and
their functions and interfaces.

Failures Diagnosed for Management Agents

Availability Manager diagnoses the Not Responding problem for
management agents.

Agent Not Responding

Not Responding indicates that a management agent is not responding to
SNMP requests but that the host system is responding to ICMP pings. This is
typically caused by the use of an incorrect community string (SNMP V1 or
V2C) or it may indicate that the agent is hung.

Availability Manager automatically subscribes to management agent Not
Responding notifications. When Availability Manager receives a
management agent Not Responding notification, it adds the agent to the
Pending Devices List.

The symptomatic event used to diagnose management agent Not
Responding is management agent Unresponsive.
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Symptomatic Events Notified for Management Agents
Table 11 lists the symptomatic events notified for management agents.

SYMPTOMATIC EVENT

DESCRIPTION

Unresponsive

Indicates that the management agent is not
responding to SNMP requests but that the system
hosting the management agent is responding to
ICMP pings.

Repeated Restarts

Indicates that Availability Manager has received an
abnormal number of Restart traps from the
management agent within a short period of time.
This symptomatic event is used to diagnose System
Unstable problems.

The Restart Trap Threshold and the Restart Trap
Window parameters in the Connectivity setting for
the System Resources Groups control the analysis
for a system unstable condition. For more
information about these parameters, refer to
Connectivity on page §2.

Table 11: Symptomatic Events Notified for Management Agents

Redundancy Groups

A redundancy group consists of two or more elements of the same type that
are configured in such a way as to provide backup resources for critical
network elements. For example, a remote site accessed through two routers
can be modeled as a redundancy group that contains two routers. If one
router experiences a failure, access is not interrupted but less resilient to
additional failures. A failure in the other router renders the remote site

inaccessible.

Availability Manager supports the creation and analysis of redundancy
groups for the following elements:

®  HSRP Group—Consists of two or more Cisco devices that support the
Hot Standby Router Protocol (HSRP) and are configured to ensure that
user traffic recovers immediately and transparently from first hop failures
in network edge devices or access circuits. The devices are connected
to the same segment of a network and, using HSRP, work together to
present the appearance of a single router on the LAN. The devices in an
HSRP group share an IP address and a MAC (Layer 2) address.

® Card Redundancy Group

® Network Adapter Redundancy Group

InCharge IP Availability Manager Users Guide
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® Network Connection Redundancy Group
® System Redundancy Group

The state of a redundancy group is based on the status of its component
elements. The following symptomatic events are diagnosed for redundancy
groups.

Symptomatic Events Notified for Redundancy Groups
Availability Manager notifies symptomatic events for redundancy groups.
The AtRiskThreshold, which is used for the analysis of both At Risk and
Reduced Redundancy symptomatic events, is the lower bound for the number
of redundancy group elements that must have normal status before a
notification is generated. When the number of elements with a normal status

falls below this threshold, an At Risk notification is generated. The value of
the ARiskThreshold is 1.

All Components Down

All Components Down is a symptomatic event that indicates that all elements
in the redundancy group are down.

At Risk

At Risk is a symptomatic event that indicates that the number of responsive or
operational elements in the redundancy group is below the AtRiskThreshold.

Reduced Redundancy

Reduced Redundancy is a symptomatic event that indicates that at least one
element in the redundancy group is unresponsive or not operational but the
number of responsive or operational elements is above the AtRiskThreshold.

Switch Over Failed (HSRP Group only)

Switch Over Failed is a symptomatic event that indicates that traffic fails to
switch from an active interface to a standby interface in an HSRP Group and
that all interfaces in the HSRP Group are inactive.

Creating Redundancy Groups

Analysis and monitoring of a redundancy group occurs automatically when
a redundancy group is created and its member elements are inserted into the

group.
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Creating HSRP Groups

During discovery, Availability Manager automatically creates HSRP Groups
for Cisco devices that support the CISCO-HSRP-MIB and are configured in
an HSRP group. Each such group is composed of two or more routers and
their interfaces.

You can view the HSRP Groups and their members using the Domain
Manager Administration Console and the Global Console. Analysis and
monitoring of a HSRP Group occurs automatically after the group is created
and its member routers are inserted into the group.

Card Redundancy Groups

Availability Manager automatically creates Card Redundancy Groups
during discovery for Cisco devices that support the CISCO-STACK-MIB. Each
such group is composed of two cards. You can view the card redundancy
groups and their members using the Domain Manager Administration
Console.

In addition, you can create redundancy groups for cards that do not support
the CISCO-STACK-MIB. The process for manually creating a card
redundancy group is similar to that for creating a system redundancy group,
described in the following section. First, create an instance of the
CardRedundancyGroup class and then insert the cards that participate in the
redundancy group into the ComposedOf relationship.

System Redundancy Groups

Redundancy groups for network adapters, network connections, and systems
must be manually created using the dmctl utility or an ASL script.

To create a redundancy group for one of these types of elements, complete
the following steps:

1 Create an instance of one of the redundancy group classes.

2 Insert the elements that participate in the redundancy group into the
ComposedOf relationship of the redundancy group.

The following example uses the dmctl utility to create an instance of a system
redundancy group and inserts two members into the group.

% BASEDIR/smarts/bin/dmctl -s INCHARGE-AM-PM

Server INCHARGE-AM-PM User: admin

admin's Password: XXXXXXXX

Domain Manager Control Program (V6.0) -- Type 'help' for a
list of commands.

Attached to 'INCHARGE-AM-PM'

dmctl> create SystemRedundancyGroup: :RouterRedundancyGroup
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Note:

dmctl> insert SystemRedundancyGroup: :RouterRedundancyGroup: :
ComposedOf Router::routerl.smarts.com
dmctl> insert SystemRedundancyGroup: :RouterRedundancyGroup: :
ComposedOf Router::router2.smarts.com

Network adapter, network connection, and system redundancy groups can

be viewed through the Domain Manager Administration Console or the
Topology Browser view of the Global Console.

Network Adapter Redundancy Groups

The status of a network adapter redundancy group changes when at least
one adapter in the group is flapping or has a status of down, disabled, not
present, or testing.

By default, a value of testing for the network adapter’s status results in a
Down notification. You can modify this behavior with the Testing Notification
Mode, which is described in Connectivity on page 52.

In addition, you can create a network adapter redundancy group where the
status calculation considers the state of the system containing the adapter.
System status is useful when the group's members come from multiple
systems. You determine the behavior by the topology you create. When all
the network adapters in a group come from the same system, you can make
the group PartOf a UnitaryComputerSystem. This prevents the unresponsive
status of the system from affecting the status calculation.

The following examples use ASL code fragments to show several different
network adapter redundancy groups.

In the first example, both network adapters are part of the host named
host_1. Because of this, the redundancy group is inserted into the PartOf
relationship with the host. If host_T is unresponsive, Availability Manager
does not generate any notifications about the redundancy group. If the
group is not part of the system, Availability Manager would notify
AllComponentsDown when host_1 is unresponsive.

Also note the use of the LayeredOver relationship from the network adapter
redundancy group to the system. This information is used to draw maps of
network adapter redundancy groups in InCharge Service Assurance
Manager.
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rg = create ("NetworkAdapterRedundancyGroup",
My -Redundancy-Group") ;

//

// Turns off system status calc

rg->PartOf += object ("Host", "host 1");

//

// For service map

rg->LayeredOver += object("Host", "host 1");

//

rg->ComposedOf += object ("Interface", "IF-host 1/1");
rg->ComposedOf += object ("Interface", "IF-host 1/2");

In the next example, the network adapters are from different systems.
Because of this, the redundancy group is not inserted into the PartOf
relationship with any system. As a result, the status of this redundancy group
is based on the status of the adapters and the responsive state of their
containing systems.

rg = create ("NetworkAdapterRedundancyGroup",
My -Redundancy-Group") ;

//

rg->ComposedOf += object ("Interface", "IF-host 1/1");
rg->ComposedOf += object ("Interface", "IF-host 2/2");
//

// For service map

rg->LayeredOver += object("Host", "host 1");
rg->LayeredOver += object ("Host", "host 2");

In the next example, the network adapters are from a single system but the
system status is considered in the status calculation because the group is not
a part of a system.

rg = create ("NetworkAdapterRedundancyGroup",
My -Redundancy-Group") ;

//

// For service map

rg->LayeredOver += object ("Host", "host 3");

//

rg->ComposedOf += object ("Interface", "IF-host 3/1");
rg->ComposedOf += object ("Interface", "IF-host 3/2");

In the final example, the network adapters are from a single system but the
system status is not included in the status calculation for the redundancy
group. Again, this is because the group is inserted into the PartOf
relationship with the system which is composed of the network adapters.

rg = create ("NetworkAdapterRedundancyGroup",
My -Redundancy-Group") ;
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//

// Turns off system status calc

rg->PartOf += object ("Host", "host 4");

//

// For service map

rg->LayeredOver += object ("Host", "host 4");

//

rg->ComposedOf += object