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I
Preface

Welcometo FLEXIm®, the de facto standard network license manager used by
over 2000 leading software vendors to control the use of their software
products. If you are asystem administrator or user, chances are one or more of
the products currently on your network is licensed by FLEXIm.

About This Manual

Thismanual explains FLEXIm for administrators and end users and describes
how to use the tools which are part of the standard FLEXIm distribution kit.
Macrovision Corporation also provides the SAMsuite and SAMreport asset
management tools for more advanced license server control and reporting.
SAMwrap is another Macrovision product that allows end users to provide
FLEXIm license management for applications without embedded FLEXIm
license management. Please contact Macrovision Corporation by email at
info@globes.com or on the Internet at www.macrovision.com for more
information about SAMsuite, SAMreport, or SAMwrap.

Keep in mind that certain topics (such as password encryption) are vendor-
specific and proprietary so they are not documented in any detail. Also,
because FLEXIm does not enforce a particular licensing strategy, each
vendor’s implementation has subtle differences. If you do not find out what
you need to know here, contact your vendor’s technical support group.

Versions of FLEXIm

Thismanual coversfeatures of interest to license administrators and end users
in FLEXImversions 5.0 through 9.2. Thetext presents FLEXImv9.2 behavior
and functionality. Differing behavior and functionality, if any, between the
current and past versions for a particular feature is noted at the end of the its
section. Additionally, Appendix H, “FLEXIm Versions,” coversversion
differencesin detail.
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www.macrovision.com

Related Documents from Macrovision

Related Documents from Macrovision

The SAMsuite Users Guide describes the SAMsuite license administration tool
for managing FL EXIm-enabled applications, the SAMreport Users Guide
describesthe SAMreport license usage reporting tool, and the SAMwrap Users
Guide describes SAMwrap for administrators who wish to provide FLEXIm
license management for applications shipped without embedded FLEXIm
license management.

The FLEXIm Programmers Guide and FLEXIm Reference Manual are for
programmers responsible for incorporating FLEXIm into their products.

Typographic Conventions

The following typographic conventions are used in this manual:
» Thefirsttimeanew termisused it is presented in italics.

« Commands and path, file, and environment variable names are presented
inafixed _font.

e Other variablenamesareinanitalic_fixed font.
* API function calls are in asans-serif font.



Introduction and Overview

This chapter explains the basics of floating (network) licensing and gives a
quick overview of the components of FLEXIm. It explains where license
administrators have control and where end users have control. Section 1.6,
“Getting Started Checklist,” tells both license administrators and end users
how to start managing FLEXIm.

1.1 Introduction to FLEXIm

FLEXImisthe most popular license manager used in the software industry.
FLEXImisbest known for its ability to allow software licensesto be available
(or float) anywhere on a network, instead of being tied to specific machines.
Floating licensing benefits both users and license administrators. Users make
more efficient use of fewer licenses by sharing them on the network. License
administrators control who uses the licensed application and the machine(s)
wherethelicensesare available. See Section 2.3, “ Types of LicenseFiles,” for
details about the different licensing models supported by FLEXIm.

1.2 How to Use This Manual

This manual iswritten for two different audiences:
*  Administrators of FLEXIm licenses and license servers
e End users of FLEXIm-enabled applications

1.2.1 License Administrator
If you are alicense administrator, read these chapters:

Chapter: Explains:

Preface Overview of this manual.
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How to Use This Manual

Chapter:

Chapter 1, " Introduction
and Overview”

Chapter 2, "License File
Basics”

Chapter 3, "Managing
Licenses from Multiple
Vendors’

Chapter 4, " Selecting
Server Machines’

Chapter 5, " The Options
File”

Chapter 6, " The License
Manager Daemon”

Chapter 7, "License
Administration Tools”

Chapter 8, "Mobile
Licensing”

In addition, refer to:

Explains:

FLEXIm basics: license manager and vendor
daemons; the license file; configuring
FLEXIm; the license request process.

License file basics; setting the path at start-
up; different types of licensing policies.

Using license files from multiple software
vendors.

Selecting which machines run the license
servers; resources required by the servers;
multiple servers; quorums; redundant license
servers.

Creating and editing the options file.

Using the license manager daemon, | ngrd.

Managing FLEXIm using Macrovision-
supplied utilities.

Licensing to allow working on a computer
disconnected from the license server.

e Appendix B, “License File Format”
e Appendix C, “Troubleshooting Guide”

1.2.2 End User

If you are an end user, read these chapters:

Chapter:

Preface

Explains:

Overview of this manual.

Introduction and Overview
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FLEXIm Components

Chapter: Explains:

Chapter 1, FLEXIm basics: license and vendor daemons;
"Introduction and the license file; configuring FLEXIm; the
Overview” license request process.

Chapter 2, "License  License file basics; setting the path at start-up;
File Basics’ different types of licensing policies.

Chapter 8, "Mobile Licensing to allow working on a computer
Licensing” disconnected from the license server.

In addition, refer to:

Appendix C, “Troubleshooting Guide”

FLEXIm Components

FLEXIm components are organized based on the license model used by your
software vendor. License models are classified according to their requirement
for alicense server:

Licenses are served by alicense server. Thisis commonly referred to asa
served license model. Licensefiles supplied by your software vendor that
include SERVER, VENDOR, and optionally, USER_SERVER lines

require alicense server. See Section 1.3.1, “Served Licenses,” for details.

Licenses are not served by alicense server but are available directly to the
application. Thisis commonly referred to as an uncounted, or unserved
license model. See Section 1.3.2, “Unserved Licenses,” for details.

Served Licenses
For served licenses, there are four required FLEXIm components:

The FLEXIm-Licensed Application, with the FLEXIm static client library
linked into it.

The License Manager Daemon (Imgrd).

The Vendor Daemon, which, along with the license manager, | ngr d,
comprises the license server.

The License File.

FLEXIm End Users Guide — July 2003 13
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In addition to these four components, there are three optional components:
» Debug Log File — created and written by | ngr d.

» Report Log File — created and written by the vendor daemon for use by
SAMreport.

e End-User Administration Options File— file created and maintained by
the end user.

Figure 1-1 shows the relationship these components have to one another. See
Section 1.3.3, “Component Overview” for a description of each component.

FLEXIm License Server Components
Licensed . S ——
Aty License Server r a
Application Debug
, FLEXIm _|—- — -”1 Log i
| > | TcPap License Manager  File yau
g L Port - -
| a4—p ¢ -
Your 3 r - L
Application |§ Vendor o Admlnlstratlon
Code | Daemon \" | Options |
=  File s
|§ N —_—
u N F——— =
Iz N Report
1 License XI Log _ J
File(s)  File s

Figure 1-1: FLEXIm Served License Component Model

Typically, the license server components reside on a machine in the network
but can optionally reside on the same machine as the licensed application.

The three optional files: Debug Log, Administration Options, and Usage Log
files are configured by the end user.
1.3.2 Unserved Licenses

License models that do not need a license server have two components:

» TheFLEXIm-Licensed Application, with the FLEXIm static client library
linked into it.

* ThelLicenseFile.

14 Introduction and Overview
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Figure 1-2 shows this model. See Section 1.3.3, “ Component Overview” for a
description of each component.

FLEXIm
Licensed
Application

1

| >

©

| & ,
Your 3 License
Application I% ———— File(s)
Code | )

£

| <

Ll

I

1

Figure 1-2: FLEXIm Unserved License Component Model

The licensed application and license certificate reside on the same machine.

Component Overview
THE LICENSE MANAGER DAEMON (LMGRD)

The license manager daemon (I ngr d) handles the initial contact with the
FLEXIm-licensed applications, passing the connection on to the appropriate
vendor daemon. It also starts and restarts the vendor daemons.

Chapter 6, “ The License Manager Daemon,” contains information for
configuring and starting the license manager daemon in your environment.

THE VENDOR DAEMON

In FLEXIm, counted (floating) licenses are granted by processes running on

the system. There is one process for each vendor who has a FLEXIm-licensed
product on the network. This processis called the vendor daemon. The vendor
daemon keepstrack of how many licenses are checked out, and who has them.

FLEXIm-licensed applications communicate with the vendor daemon, through
TCP/IP network communications. The FLEXIm-licensed application and the
daemon processes (the license server) can run on separate machines on your
network, across any size wide-area network. Also, the format of the traffic
between the FLEXIm-licensed application and the vendor daemon is machine
independent, allowing for heterogeneous networks. This means the license
server and the computer running an application can be either different
hardware platforms or even different operating systems (Windows and UNI X,
for example).

FLEXIm End Users Guide — July 2003 15
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If the vendor daemon terminates for any reason, all users lose their licenses
(though this does not mean the applications suddenly stop running). Users
normally regain their license automatically when | ngr d restarts the vendor
daemon, though they may exit if the vendor daemon remains unavailable. This
behavior is defined by the vendor in the FLEXIm+-licensed application.

THE LICENSE FILE

Licensing datais stored in atext file called the licensefile. Thelicensefileis
created by the software vendor, and edited and installed by the license
administrator. It contains information about the server machines and vendor
daemons, and at |east one line of data (called FEATURE or INCREMENT
lines) for each licensed product. Each FEATURE line containsalicense key or
signature based on the datain that line, the hostids specified in the SERVER
ling(s), and other vendor-specific data. FLEXIm-licensed applicationsthat are
licensed with a node-locked, uncounted license need only read avalid license
file to run—they do not need alicense server.

Most applications have an expected location for the license file, documented
by that application. Override this location by setting the environment variable
LM LI CENSE_FI LE to point elsewhere, or by following instructions supplied
with the licensed application. If your site has software from multiple vendors
with incompatible license files (due to different sets of servers), keep the data
in separatefilesand set the LM LI CENSE_FI LE variable to reference multiple
files.

It is recommended that you keep alink (on UNIX), a shortcut (on Windows),
or copy of the license filein the vendor’s expected license location, so that
users do not need to set LM LI CENSE_FI LE to run their applications. For
licensefiles containing counted (floating) licenses, it isrecommended to place
aUSE _SERVER line directly after the SERVER line. For details, see
Appendix B, “License File Format.” See also Appendix D, “FLEXIm
Environment Variables.”

THE FLEXLM-LICENSED APPLICATION

The application program using FLEXIm s linked with the program module
(called the FLEXIm client library) that provides the communication with the
license server. During execution, the FLEXIm-licensed application
communicates with the vendor daemon to request alicense.

Introduction and Overview
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DEBUG LOG FILE

The debug log file contains status and error messages useful for debugging
the license server. Some of the debug log output describes events specific to
I mgr d and some of the debug log output describes events specific to each
vendor daemon. See Appendix G, “ The Debug Log File,” for moreinformation
about thisfile.

END-USER ADMINISTRATION OPTIONS FILE

The end-user administration options file allows the end-user license
administrator to control various operating parameters of FLEXIm that remain
within the license rights granted to them by the vendor. Specifically, the
license administrator can:

» Allow the use of features

e Deny the use of features

* Reservelicenses

» Resdtrict the number of licenses available

e Control the amount of debugging information logged about license usage
» Enableareport log file

See Chapter 5, “The Options File.” for details on how to create thisfile.

REPORT LOG FILE

Thereport log file contains feature usage information and is generated by the
vendor daemon. Report log output is encrypted and is consumed by reporting
products such as SAMreport and FLEXbill. See Appendix F, “ The Report Log
File,” detailsregarding thisfile.

FLEXIm Components Shipped by Your Vendor

This section provides alist of FLEXIm components that may be supplied to
you by your software vendor along with the FLEXIm-licensed application.
Table 1-1 provides ageneral list and may differ from that actually supplied.
Your vendor is the definitive source for the list of FLEXIm components that
are shipped.

FLEXIm End Users Guide — July 2003 17
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Table 1-1: FLEXIm Components for End-User Distribution

vendor . exe
vendor (UNIX)

Component Description

Windows and UNIX Common Components
I mgrd. exe Required for served license models.
I mgrd (UNIX) The license manager and vendor

daemons, where vendor is the name
of your vendor.

lmutil . exe
[ mutil (UNIX)

Optional component. FLEXIm
utilities program. Used for license
server management and
administration. Also available from
WWW.Macrovision.com.

Additional Windows Components

| nt ool s. exe

Optiona component. Graphical user
interface for FLEXIm utilities,

| mutil.exe. Also available from
WWW.Mmacrovision.com.

| mgr 8b. dl |

Required if the FLEXIm-licensed
application is dynamically
linked.This library provides the
standard FLEXIm client library
routines.

fldata.ini andflrsrc.dll

Required for applications which
support “try before you by”,
FLEXIock licensing.

flexid. exeor
fl exidsilent.exe

Required if vendor supports FLEXid
dongle hostids. f | exi d. exe is used
to install FLEXid drivers for use
with FLEXid dongles. Alternatively,
the vendor may supply

f1 exi dsil ent. exe to silently
install the drivers as part of the
software installation.

18 Introduction and Overview



http://www.macrovision.com
http://www.macrovision.com

1.4

1.5

The License Request Process

The License Request Process

When you run a counted FLEXIm+-licensed application, the following occurs:

1. Thelicense module in the FLEXIm-licensed application finds the license
file, which includes the host name of the license server machine and
TCP/IP port number of the license manager daemon, | ngr d.

2. The FLEXIm+licensed application establishes a connection with the
license manager daemon (I ngr d) and tellsit what vendor daemon it needs
to talk to.

3. | ngr d determines which machine and TCP/IP port correspond to the
master vendor daemon and sends that information back to the FLEXIm-
licensed application.

4. The FLEXIm-licensed application establishes a connection with the
specified vendor daemon and sends its request for alicense.

5. The vendor daemon checksin its memory to seeif any licenses are
available and sends a grant or denial back to the FLEXIm-licensed
application.

6. Thelicense module in the application grants or denies use of the feature,
as appropriate.

Uncounted features (where the license count is 0) do not require alicense
server, and the FLEXImclient library routinesin the application grant or deny
usage based solely upon the contents of the license file.

Configuring FLEXIm

Most of the parameters of FLEXIm are configurable by the license
administrator. The license administrator can set the:

» Location of the license file (though it's recommended that a copy or link

of the license remains at the location where the application expects it)

» Location of all executables

e Location of al log files

e TCP/IP port number used by the license manager process, | ngr d
In addition, the license administrator can reserve licenses for specific users,

machines, or groups, and control other license-related options. Changing
parametersis discussed in Chapter 5, “The Options File.”

Note:

Refer to your vendor’s documentation before attempting to change file names,
locations, or contents.
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Getting Started Checklist

The following sections provide a quick overview of how to set up and use
licensing for FLEXIm-licensed products.

Installing Licensed Software

Asalicense administrator you are responsible for setting up licensing on your
system or network. This section tellsyou how to do that. If you are an end user
of the application and you are not involved in installing it, then go to Section
1.6.2, “Notes for End Users.”

Remember that the installation guide for your application softwareisthefinal
word on installing and configuring FLEXIm. Generally, however, installing
FLEXIm licensing requires the following steps:

1. Select your license server machines and get their hostids. See Chapter 4,
“Selecting Server Machines,” and Appendix A, “Hostids for FLEXIm-
Supported Machines.”

2. Givethe hostids to your software vendor and get alicensefile (or the data
to enter in the license file) in return.

3. Consider how to manage license files from multiple vendors. See Chapter
3, “Managing Licenses from Multiple Vendors.”

4. Determineif an optionsfileis desired, and if so, set it up.

5. Determine where to install the FLEXIm utility programssuch as| ngr d

and! muti | (I nst at /I ndown/etc.) and install them, unlessyour vendor’s
installation script does so for you.

6. Start | ngr d (the license manager daemon) manually; you may also want
to set it up to start automatically at boot time. See Chapter 6, “ The License
Manager Daemon.”

These steps are discussed briefly below.

LICENSE SERVER MACHINE AND HOSTIDS

Before running any FLEXIm-licensed application using floating licenses, you
first need to set up your license server machine (or machines). You must select
which machine or machinesto run your license servers on and provide the
hostids of those machines to your software vendor. For pointers on selecting
your server machine, see Chapter 4, “ Selecting Server Machines.”

Introduction and Overview
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Get the hostid of the server machine by running FLEXIm's| nhost i d utility
on that machine. If you don’t havel mhost i d, get the hostid of your machine
by using the appropriate command as described in Appendix A, “Hostids for

FLEXIm-Supported Machines.”

Using the hostid of your server machines, your vendor issues alicensefile to
you that enables the application software.

LICENSE FILES AND LMGRD

Once you have received alicense file from your vendor, you must install it on
your system and start up the license manager daemon, | ngr d.

» Your software vendor may have selected adefault location for your license
file. If not, use any location you wish. For more details, see Chapter 2,
“License File Basics.”

« Todart! ngr d automatically at boot time, you haveto modify your system

files (UNIX) or use LMTOOLS (Windows). For details, see Section 2.2,
“License File Format Overview.”

ADMINISTRATION TOOLS

Macrovision supplies administration tools to your software vendor. The
vendor usually includes these utilities with their product. Download the latest
version from www.macrovision.com. See Chapter 7, “License Administration
Tools,” for more information about how to use the FLEXIm utilities.

OPTIONS FILES

The options file controls various options such as reservations and timeouts of
licenses. Most users run without an optionsfile, but you may decide you want
to use some options. For example, many administrators use an option to limit
the quantity and content of logged messages. To set up an optionsfile, see
Chapter 5, “The Options File.”

Notes for End Users

Asauser of aFLEXIm-licensed application, you may need to know afew
things to use the system effectively. The main things you need to know are:

* How to tell an application which license fileto use
» How to query the system to find out who isusing alicense

How TO SPECIFY A LICENSE FILE LOCATION

The license file determines what features are available to a FLEXIm-licensed
application. It also containsinformation telling the application how to connect
to the license server.
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Getting Started Checklist

For information about the standard way of specifying the location of alicense
file for an application, see Chapter 2, “License File Basics.”

GETTING INFORMATION ABOUT LICENSES

To find out who isusing alicense run | mst at , described in Chapter 7,
“License Administration Tools.”
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License File Basics

Thelicense file contains information required by FL EXImto manage licenses
for a FLEXIm-licensed application. Thisinformation includes:

* License server names and hostids
« Vendor names and paths to vendor daemon executables
* Featureinformation

In general, thelicensefile, or acopy of it, must be accessible to every machine
that runs a FLEXIm+-licensed application, and to each machine designated asa
license server.

2.1 Specifying Location of the License File

Software vendors often recommend a specific location for your licensefile. If
you are running the application on multiple machines, you have these options
for making your licenses available on al the machines:

* Placethelicensefilein apartition which isavailableto al machinesin the
network that need the licensefile.

* Copy thelicensefileto all of the machineswhereit is needed.

» SettheLM LI CENSE_FI LE or VENDOR _LICENSE_FILE (where
VENDOR is the vendor daemon name) environment variable to
port @ost , wherehost and port come from the SERVER linein the
licensefile. Alternatively, if the license file SERVER line specifiesa
TCP/IP port in the default port range (27000-27009) or does not specify a
port (thereby allowing the system to choose one from the default range),
use the shortcut specification, @ost . Table 2-1 shows some exampl es of
LM_LICENSE_FILE and VENDOR_LICENSE_FILE environment
variable settings.
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Table 2-1: Environment Variable Specification Examples

LM _LICENSE_FILE or

SERVER Line VENDOR_LICENSE_FILE
Setting
SERVER myserver 17007ea8 \ 40000@ryserver
40000
wher e:

* host =nyserver
+ port =40000

SERVER myserver 17007ea8 \ @ryserver
27001
wher e:

¢ host =nyserver

e port =27001, within the default
range

SERVER nyserver 17007ea8 @ryserver
wher e:

¢ host =nyserver

e port =none specified, usesa
default TCP/IP port number in the
range of 27000-27009

*  On Windows, if the application cannot find the licensefile, the user is
presented with a dialog that asks the user to specify the license file
location, the license server, or license fulfillment from the internet.

Sincethevendor daemon keepstrack of license usage, and sincethelicensefile
contains encrypted data to protect it against modification, you may move and
copy the license file as much as necessary.

For counted licenses, no matter which option you choose, you must first copy
| mgr d and the vendor daemon to alocation accessible by the licensed
application.
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2.1.1 Setting the Path with an Environment Variable

Most applications specify alocation where they expect to find the license file
and install it automatically. However, you can change the license file location
by setting the LM _LI CENSE_FI LE environment variableto a
license file |ist.Whereverlicense file_list isspecifiedit
can consist of the following components:

 thefull path to thelicensefile

e adirectory containing one or more license fileswith a. | i ¢ extension

e aport @ost setting, whereport and host arethe TCP/IP port number
and host name fromthe SERVER linein thelicensefile. Alternatively, use
the shortcut specification, @ost , if the licensefile SERVER line uses a
default TCP/IP port or specifies a port in the default port range (27000-
27009)

Applications accept an environment variable (or Windows Registry) named
VENDOR_LI CENSE_FI LE, where VENDOR is the vendor daemon name, e.g.,
GSI _LI CENSE_FI LE. This environment variable's scopeis limited to just
those applications from vendor VENDOR.

With| ngrd and! muti | (I nst at, | ndown, etc.), the- c option overridesthe
setting of the LM_LI CENSE_FI LE environment variable.

Note:

Some applications do not recognize the LM LI CENSE_FI LE environment
variable. FLEXIm-enabled Java applications, in particular, do not recognize it.

SEE ALSO
» Section 3.5, “Managing Multiple License Files,” for more information
about LM LI CENSE_FI LE.

e Appendix D, “FLEXIm Environment Variables’

¥

FLEXLM VERSION NOTES

o Default TCP/IP port number range introduced in v6.0 of | ngr d.
« Licensefilelocation dialog introduced in v6.0 of the FLEXIm client
library.
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2.2

License File Format Overview

Licensefilesusually begin withaSERVER line (or three lines for three-server
redundant servers) followed by one or more VENDOR lines, followed by one
or more FEATURE or INCREMENT lines. In some cases the licensefile
regquires no SERVER line and no VENDOR line.
You can modify these elementsin the license file:

e Host names on the SERVER line(s)

e TCP/IP port numbers on the SERVER ling(s)

e Pathson the VENDOR line(s)

e Optionsfile paths on the VENDOR line(s)

e Optiona TCP/IP port numbers on the VENDOR ling(s) (for firewall
support only)

« USE _SERVERIine
e Vauesinkeywor d=val ue pairson FEATURE lines, if keywor d is
specified in lowercase
SEE ALSO
e Section 4.3, “Redundant License Servers’
e Section 4.4, “Counted vs. Uncounted Licenses,”

* Appendix B, “License File Format,” for details on each one of these
components.

FLEXLM VERSION NOTES

e USE_SERVER introduced in the v5.0 FLEXIm client library.

¢ VENDOR lines are known as DAEMON linesin the pre-v6.01 ngr d and
vendor daemon.

2.3
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Types of License Files

Licensefiles are created by the software vendor. License files specify floating
(concurrent) usage, node-locked (both counted and uncounted), or any
combination of floating, counted, and uncounted.
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2.3.2

Types of License Files

Floating (Concurrent) Licenses

A floating license means anyone on the network can use the FLEXIm-licensed
application, up to the limit specified in the license file (also referred to as
concurrent usage or network licensing). Floating licenses have no hostids on
the individual FEATURE lines. Floating licensesrequiresan | ngrd and a
vendor daemon to be running to count the concurrent usage of the licenses.

An example of alicensefile that provides floating licensesis:

SERVER | ulu 17007ea8

VENDCOR sanpl ed

FEATURE f1 sanpled 1.00 1-jan-2005 2 S| GN=signaturel
FEATURE f2 sanpled 1.00 1-jan-2005 6 Sl G\N=si gnat ure2
FEATURE f3 sanpled 1.00 1-jan-2005 1 Sl G\=si gnature3

Thislicense file specifies that two licenses for feature “f1,” six licenses for
feature “f2,” and one license for feature “f3" are available anywhere on the
network that can accessthelicenseserver “lulu.” | ngr d uses one of the default
FLEXIm ports.

Node-Locked Licenses

Node-locking means the licensed software can only be used on one machine or
aset of machines. A node-locked license has a hostid on any FEATURE line
that is node-locked to a particular host. There are two types of node-locked
licenses; uncounted and counted.

If the number of licensesis set to O (or uncount ed), then thelicenseis
uncounted and unlimited use is permitted on the specified machine. This
configuration does not require an | ngr d or avendor daemon becauseit is not
going to count the concurrent usage of the features.

Thefollowing license file allows unlimited usage of feature “f1” on the
machines with hostids of “17007ea8” and “1700ab12":

FEATURE f1 sanpled 1.000 1-jan-2005 uncounted SI G\=signaturel \
HOSTI D=17007ea8

FEATURE f1 sanpled 1.000 1-jan-2005 uncounted SI G\=si gnature2 \
HOSTI D=1700ab12

Alternately, these two FEATURE lines could have been issued by your

software vendor with a hostid list:

FEATURE f1 sanpled 1.000 1-jan-2005 uncounted SIGN\=signature \
HOSTI D="17007ea8 1700ab12"

If these were the only FEATURE linesin thislicensefile, no | ngr d daemon
is necessary and you do not need to start one.
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2.3.3
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Thefollowing licensefile providesthreelicensesfor feature“f1”, locked to the
machine with hostid “1300ab43.” Since the license server and licenses are
locked to the same machine, the daemons run on the same machine that runs
the licensed application.

SERVER | ul u 1300ab43 1700

VENDOR sanpl ed /et c/ sanpl ed

FEATURE f1 sanpled 1.00 1-jan-2005 3 Sl G\=signature \
HOSTI D=1300ab43

Mixed Node-Locked and Floating Licenses

Uncounted node-locked and concurrent usage licenses can be mixed in the
same licensefile.

The following license file allows unlimited use of feature “f1” on machines

“17007ea8" and “1700ab12,” while allowing two other licenses for feature

“f1” to be used anywhere €else on the network:

SERVER | ulu 17001234 1700

VENDOR sanpl ed C:\fl exl m sanpl ed. exe

FEATURE f1 sanpled 1.00 1-jan-2005 uncounted Sl G\N=signaturel \
HCOSTI D=17007ea8

FEATURE f1 sanpled 1.00 1-jan-2005 uncounted Sl GN=si gnature2 \
HOSTI D=1700ab12

FEATURE f1 sanpled 1.00 1-jan-2005 2 Sl GN=si gnat ure3

This configuration requires an | ngr d and a vendor daemon because the
concurrent usage of the two licenses on the third FEATURE line is counted.
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Multiple Vendors

Since more than 2500 vendors have chosen FLEXIm as their license manager,
chances are good that you have to administer FLEXImicensesfrom morethan
one vendor.

3.1 Overview of Multiple License Management Strategies

When you are running FL EXImtlicensed products from multiple vendors, you
may need to take stepsto prevent licensing conflicts during installation. There
are severa strategies to accomplish this, of which three are presented here:

» Multiple machines, each running one |l ngr d, one vendor daemon, and
using one licensefile.

* One license server machine running multiple | mgr ds, each of which
running one vendor daemon and using one license file.

* Onelicense server machine running onel ngr d, multiple vendor daemons
each of which using its own license file. License files share acommon
directory.

These strategies are ordered from most to |least independence among vendors.
In thefirst option mentioned above, you have the most license server machines
to monitor; in the third option you have only one server and one licensefileto
administer. Each of these three strategiesis described in detail in thefollowing
sections. Variations are mentioned in Section 3.6, “ Additional
Considerations.”
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3.2
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Multiple Machines

In this scenario, each distinct vendor daemon and its associated license file or
filesislocated on a separate server machine. Each machine serveslicensesjust
for itsvendor daemon and runsits own local copy of | ngr d. Figure 3-1 shows
this arrangement.

Imgrd ’g Imgrd g Imgrd g

| & [ b B
Vendor o Vendor o Vendor o
ABC T DEF o XYZ o
Daemon | -S Daemon | S Daemon | S
Vendor ABC'’s [ 1 Vendor DEF's [ ° Vendor XYZ's [ °

License File(s) License File(s) License File(s)

Server Machinel Server Machine2... ...Server Machine n

Figure 3-1: Multiple Server Machines
ADVANTAGES
¢ Thelicensefilesfor each vendor are independent from one another.

¢ Machines are maintained separately. If one machine goes down, the other
machines continue to serve licenses for their vendors.

» Each server hasits own debug log.

e Licensing load is distributed.
DISADVANTAGES

» Adminigtrative overhead is the highest.

« If one machine goes down, licensing for the vendor’s product associated
with that machine is down.

STARTING THE LICENSE SERVER
Invoke the license manager daemon on each machine:
I mgrd -c server_nmachine_n_license_|ist

Whereserver _machine_n_license_list isalicensefilelist asdescribedin
Section 3.5, “Managing Multiple License Files.” Each| ngr d startsthe vendor
daemon referred to inits license file(s).
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3.3

One Machine with Multiple License Servers

One Machine with Multiple License Servers

In this model, each vendor daemon and its associated licensefile or filesis
served by its own Imgrd process, and everything is contained in one server
machine. Figure 3-2 depicts this scheme.

:! N ™
Imgrd Q Imgrd g Imgrd 4]
o) ) >
& [ & [ &
Vendor | @ Vendor | @ Vendor | @
ABC § DEF e XYZ =
Daemon | 5§ Daemon | § Daemon | 5§ ©
1=
<
[S]
©
=
Vendor ABC's |7 Vendor DEF's | Vendor XYZ's | * g
License Files | | License Files :'". License Files =z
______________ Q
______________________ =
____________________________________ S
&

Figure 3-2: Multiple Imgrds, Multiple License Files

When maintaining separate license servers on the same machine, keep in mind:
 If the TCP/IP port number is specified on the SERVER line, it must be

different for each license server. Use a standard text editor to change the
TCP/1P port number in each licensefile so that they are all different. If you
arerunning 10 license servers or less, you can omit all port numbers and

I mgr d will choose unique ones for you within the default range of 27000-
270009.

You must make sure that you are using acompatible version of | ngr d for
each particular licensefile. Thisisdone by using an explicit pathtol ngr d.
See Section 3.6.2, “Version Component Compatibility.”

The number of license serversislimited only by the CPU memory and
networking of the machine.

ADVANTAGES

The licensefiles for each vendor are independent from one another.

License servers are maintained separately. If one server goes down, the
other servers continue to serve licenses for their vendors.

Each server hasits own debug log.
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DISADVANTAGES
e Adminigtrative overhead is high.

« If the machine goes down, all licensing is disabled.

» Licensing load is concentrated to one machine.
STARTING THE LICENSE SERVER
Invoke each license server:

e ForServer 1.1 mgrd -c vendor _ABC license _dir_list

e For Server 2.1 ngrd -c vendor DEF |icense dir_|ist

e For Server 3: I ngrd -c vendor XYZ license dir_|ist
Wherevendor _nnn_license_|ist isalicense-filelist asdescribedin Section

3.5, “Managing Multiple LicenseFiles.” Each| ngr d startsthe vendor daemon
referred toin its license filg(s).

3.4 One Machine with One License Server and Multiple
License Files

Inthisscenario, onel ngr d process runs on the server machine and servesone
or more vendor daemons, each with one or morelicensefiles; the licensefiles
usually arein the same directory. The standard filename extension for license
filesis. | i c. The number of vendor daemonsis not limited by FLEXIm.
Figure 3-3illustrates this scenario.

(0]
£
Imgrd S
o]
T =
| | > ©
2 c
Vendor Vendor Vendor n [}
ABC DEF XYZ g 9
Daemon Daemon Daemon Q t_cm
- (%)
=N >
Vendor ABC's Vendor DEF’s Vendor XYZ's | 2 @ g
License File: License File: License File: |£ 8 @
abc.lic def.lic xyz.lic 8§35

Figure 3-3: Onelmgrd, Multiple License Files
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ADVANTAGES
¢ Thelicensefiles can be maintained separately.

¢ Reduced administrative overhead.

DISADVANTAGES

¢ Onelmgrd serves all vendor daemons. If | ngr d goes down, all licensing
is disabled.

 If the machine goes down, all licensing is disabled.

e Output from al vendor daemons goes into one common debug log unless
separate debug logs are specified with DEBUGLOG in each vendor’s
optionsfile. Having one common debug log makesit harder to debug a
single vendor daemon’s problem.

* Maximizes licensing load to one machine and onel ngr d process.

STARTING THE LICENSE SERVER

Invoke the license manager daemon once on the server machine.
I mgrd -c conmon_license_directory

| mgr d processes all fileswiththe. 1i c extensionin

common_l i cense_di rect ory and starts all vendor daemons referred to
in thosefiles; so, there is no need to enumerate each license file name on the
| ngr d command line.

SEE ALSO
¢ Section 3.5, “Managing Multiple License Files’

» Section G.1.2, “ Capturing Debug Log Output for a Particular Vendor
Daemon”

FLEXLM VERSION NOTES

« Ability for onel ngr d to process multiple license files introduced in v6.0
| mgrd.

3.5

Managing Multiple License Files

You can manage multiple license files that are on the same server machine via
alicense-filelist. A license-filelist is specified two ways:
e By usingthe-c optionto! ngrd
Imgrd -c license file_list [other |Ingrd options]
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e By defining the LM LI CENSE_FI LE environment variable within the
scope of the | mgr d process environment.

Install the license files in convenient locations on the server machine and then
definethel i cense file_list.

Wherever | i cense_file_|i st isspecifiedit consistsof alist of one or
more of the following components:

 thefull path to thelicensefile

e adirectory containing one or more license fileswith a. | i ¢ extension

Note:

Useacolon (“ : ") to separate the license file names on UNIX and on Windows
use asemicolon (“ ;).

3.6
3.6.1

34

I mgr d builds up an internal license-file list when it starts up by parsing each
license-file list component in the order listed.

Some scenarios where alicense-file list is used include those described in
Section 3.2, “Multiple Machines,” Section 3.3, “One Machine with Multiple
License Servers,” or Section 3.4, “One Machine with One License Server and
Multiple License Files.”:

SEE ALSO
e Section 2.1.1, “ Setting the Path with an Environment Variable”
e Section 4.3.1, “Redundancy via License-File List”
e Appendix D, “FLEXIm Environment Variables’

Additional Considerations

Combining license files

If you have two or more products whose licenses are intended for the same

machine, as specified by their SERVER lines, you may be ableto combinethe
licensefilesinto asinglelicensefile. Thelicensefilesfor the models described
in Section 3.3, “One Machinewith Multiple License Servers,” and Section 3.4,
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“One Machine with One License Server and Multiple License Files,” could be
combined if they met certain criteria. Figure 3-4 shows one possible scenario
using a combined licensefile.

Imgrd
o
| | =
Vendor Vendor Vendor (]
ABC DEF XYZ g o
Daemon Daemon Daemon | @ £
=5 | §
IS}
=
o
b
Combined 3
License File Q
(@]
£
n

Figure 3-4: Onelmgrd, One License File
ADVANTAGES
e A singlelicense file to administer.
» Low administrative overhead.
DISADVANTAGE
e Itiscomplicated to decide how to combine license lines from multiple
vendors into one file, initially and over time.
STARTING THE LICENSE SERVER
Invoke the license manager daemon once on the server machine.
Imgrd -c conbined_Ilicense_file
CRITERIA FOR COMBINING LICENSE FILES

Your product’s license file(s) define the license server(s) by host name and
hostid in the SERVER ling(s) in the license file. License files are candidates
for combining under the following conditions:

¢ Thenumber of SERVER linesin each fileis the same.

» Thehostid field of each SERVER linein one file exactly matches the
hostid field of each SERVER linein the other file.

Some possible reasons license files may not be compatible are:
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» Licensefilesare set up to run on different server machines, so hostids are
different.

¢ Onefileisset up for single server (has only one SERVER line), the other
isset up for athree-server redundant license server (has multiple SERVER
lines).

« Hostids for the same machine use different hostid types. For example, the
SERVER linein onelicensefile uses INTERNET= for its hostid type and
the other file uses the ethernet MAC address for its hostid type.

If your license files are compatible as described above, then you have the
option of combining license files as summarized in Figure 3-4 and below in
“How to Combine License Files.” Note that you are not required to combine
compatible license files. There is no performance or system-load penalty for
not combining the files.
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How 1o COMBINE LICENSE FILES

If your license files are compatible, use any text editor to combine them. To
combinelicensefiles, read al of the compatiblelicensefilesinto onefile, then
edit out the extra SERV ER lines so that only one set of SERVER linesremains.
Save the resulting data, and you have your combined license file. Figure 3-5
shows an example of combining license files.

Vendor ABC's License File
SERVER alpha 17007ea8

VENDOR ABC Combined License File
INCREMENT f1 ABC...
INCREMENT f2 ABC... SERVER alpha 17007ea8
VENDOR ABC
) . VENDOR DEF
Vendor DEF’s License File VENDOR XYZ
SERVER alpha 17007ea8 INCREMENT f1 ABC...
VENDOR DEF INCREMENT f2 ABC...
INCREMENT f3 DEF... INCREMENT f3 DEF...
INCREMENT 4 DEF... INCREMENT f4 DEF...
INCREMENT f5 XYZ...
Vendor XYZ's License Flle INCREMENT 6 XYZ...
SERVER alpha 17007ea8
VENDOR XYZ
INCREMENT f5 XYZ...

INCREMENT f6 XYZ...

Vendor GHI'’s License File

SERVER tao 13004dfa This license file cannot be combined
VENDOR GHI with the ones above because
INCREMENT f5 GHI... its server is different.

INCREMENT {6 GHI...

Vendor JKL's License File

This license file cannot be combined

SERVER alpha INTERNET=10.10.10.* :
with the ones above for

VENDOR JKL server “alpha” because
INCREMENT f5 GH... the host id is a different type even
INCREMENT f6 GHI... though the server name is the same.

Figure 3-5: Combining License Files
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3.6.2 Version Component Compatibility

38

When onelmgrd process manages multiple vendor daemons, it may bethe case
that those vendor daemons do not use the same version of FLEXIm. By
observing the FLEXIm version compatibility rules described in Section H.1,
“Version Compatibility and Components,” you are assured that al of your
FLEXIm components are compatible.

For specific FLEXIm-licensed applications, use either the new or the old
version (of course, the vendor daemon for that application must be at least as
new as the application itself).
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Selecting Server Machines

This chapter helps you decide which machinesto use as license server
machines.

4.1 Resources Used by the Server

This section discusses the resources used by the license server. When you
select a server machine, you may need to take into account the system limits
on these resources. For small numbers of licenses (under about 100), most of
these system limits are not a problem on any workstation.

411 Sockets

When using TCP/IP ports, each FL EXIm-enabled application connected to a
license server uses one or more sockets. The number of sockets any one
FLEXIm-enabled application requires is dependant on FLEXIm
implementation details; consult your vendor for thisinformation. The number
of sockets available to the license server is defined by the per-process system
limit for file descriptors. Thetotal number of socketsused by the license server
isdightly larger than the total number needed by the FLEXIm-enabled
applications which are served by it. When using UDP, there is no limit to the
number of applications per license server, because they can share asingle
socket from the server.

If the number of sockets required by the license server on a single machine
becomes excessive, then it's probably good to split the license file into more
than onefile, onto different servers, to lighten the networking traffic (which
requires the vendor to agree to issue new licenses). Licensed applicationsthen
check out licenses from multiple servers using alicense-file list viathe
LM LI CENSE_FI LE environment variable.

412 CPUTime

For small numbers of clients, the license serversuse very little CPU time. The
servers might have only a few seconds of CPU time after many days.

FLEXIm End Users Guide — July 2003 39



Resources Used by the Server

4.1.3

414

415
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For alarge number of clients (who are each exchanging heartbeat messages
with the server), or for high checkout/checkin activity levels (hundreds per
second), the amount of CPU time consumed by the server may start to become
significant, although, even here, CPU usageis normally not high. In this case,
you may heed to ensure that the server machine you select has enough CPU
cyclesto spare.

Disk Space

Theonly output files created by the license servers are the debug and report log
files. Thereport log files are used to generate accurate usage reports by
SAMreport. If you have alot of license activity, theselog filesgrow very large.
You need to consider where to put these files and how often to rotate and
archive them. The license administrator has the option to suppresslog file
output if disk spaceisat a premium.

It is recommended that the log files are local files on the server machine(s) to
avoid networking dependencies.

SEE ALSO
e Section 2.1.1, “ Setting the Path with an Environment Variable’

» Section 6.2, “ Starting the License Manager Daemon on UNIX Platforms’
e Appendix F, “The Report Log File’
e Appendix G, “The Debug Log File”

Memory

The FLEXIm daemons use little memory. On SunOS, | ngr d uses
approximately2 MB and the vendor daemons use approximately 2 MB each,
although memory usage increases in the vendor daemon with the size of the
licensefile, size of the optionsfile, and the number of concurrent users.

Network Bandwidth

FLEXIm sends relatively small amounts of data across the network. Each
transaction, such as a checkout or checkin, istypically satisfied with less than
1 KB of datatransferred. Thismeansthat FLEXImlicensing can be effectively
run over slow networks (such as dial-up SLIP lines) for small numbers of
clients.

For alarge number of FLEXIm-licensed applications (hundreds), each of
which exchange heartbeat messages with the vendor daemon, the network
bandwidth used may start to become significant. In this case, run the FLEXIm-
licensed application and server on the same local area network, which may
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4.2

4.3

Remote Mounted Disks

reguire splitting licenses between two files for two servers. Users can use a
license-filelistinthe LM LI CENSE_FI LE environment variable to have
effective access to both servers.

SEE ALSO
e Section 2.1, “Specifying Location of the License File”

Remote Mounted Disks

Macrovision recommendsthat you do not use remote mounted diskswhen you
run the license server. In other words, it is recommended that | ngr d, the
vendor daemons, the license file, and the debug and report log files are all on
locally mounted disks. If any of these files is on a remote mounted disk, you
double the points of failure which could lead to atemporary loss of al of your
licenses. When al files are mounted locally, the licenses are available as long
asthe server machineis up; but when thefiles are on adifferent machine, then
the loss of either the license server machine or the file server machine causes
the licenses to be unavailable.

Redundant License Servers

If you wish to use redundant servers, select stable systems as server machines;
in other words, do not pick systemsthat are frequently rebooted or shut down
for one reason or another. Redundant license server machines are any
supported server machines.

FLEXIm supports two methods of redundancy:
* viaalicensefilelistinthe LM LI CENSE_FI LE environment variable
» viaaset of three redundant license servers
With LM _LI CENSE_FI LE list redundancy, each one of a group of license
servers serves a subset of the total licenses. The end user sets
LM LI CENSE_FI LE toalist of licensefiles, where each license file refers to

one of the license servers. The application then tries each server inthelist, in
order, until it succeeds or gets to the end of thelist.

With three-server redundancy, if any two of thethreelicense serversare up and
running (two out of threelicense serversisreferred to asaquorum), the system
isfunctional and servesitstotal complement of licenses.

SEE ALSO
» Section 3.5, “Managing Multiple License Files.”
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Redundant License Servers

4.3.1 Redundancy via License-File List

4.3.2

42

Thisisbest explained by example. If ten licenses are desired for both “f1” and
“f2,” the vendor issues two sets of licenses with a count of 5 for each of “f1”
and “f2.” The server machines (unlike three-server redundancy) can be
physically distant.

The license files look like:

License 1 for “chicago”

SERVER chi cago 17007ea8 1700
VENDOR sanpl ed / et ¢/ nydaenon
FEATURE f1 sanpled 1.000 01-jan-2005 5 26C7DD9C0186
FEATURE f2 sanpled 1.000 01-jan-2005 5 8CE46C57041D

License 2 for “tokyo”

SERVER t okyo 17a07e08 1700

VENDOR sanpl ed /et ¢/ nydaenon

FEATURE f1 sanpled 1.000 01-jan-2005 5 16BE40E1DO8D
FEATURE f2 sanpl ed 1.000 O1-jan-2005 5 6DB6F3E402DF

The user in Chicago could set LM _LI CENSE_FI LE to:
1700@hi cago: 1700@ okyo

The user in Tokyo could set LM LI CENSE_FI LE to:
1700@ okyo: 1700@hi cago

Remember to separate the license file nameswith acolon (“ : ") on UNIX and
with asemicolon (“ ; ") on Windows. The application attempts the first server
inthelist, and if that fails for any reason, the second server istried.

Three-Server Redundancy

These three-server redundant servers need to have excellent communications
on areliable network and need to be located on the same subnet. The three
servers must be located physically close to each other. Thisform of
redundancy requires that the servers exchange heartbeats periodically, and
poor communications can cause poor performance. Avoid configuring
redundant servers with slow communications or dial-up links.

Three-server redundancy is designed to provide hardware failover protection
only and does not provide load-balancing. Use LM LI CENSE_FI LE list,
instead, if load-balancing is desired. Thisis because with three-server
redundancy, only one of the three serversis“master,” capable of issuing
licenses. Since all clients must contact the “master,” al clients must have
reliable networking to a single machine.
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Counted vs. Uncounted Licenses

4.3.3 Comparing Three-Server to License-File List

4.4

ARE THERE ANY DRAWBACKS TO USING THE LICENSE-FILE LIST FOR REDUNDANCY?

Yes. By default, once alicense job has successfully checked out alicensefrom
one host, all subsequent checkouts must be satisfied from the same host. If the
application requires more than one license, this could result in alicense denial
when the license is available on another server. An application bypasses this
restriction if it is coded with the use of multiple FLEXIm license jobs. Only
your application vendor knows if their application is programmed in this
manner.

If the application supports license queueing, all licenses are queued only from
thefirst host on thelist rather than the request moving to another server on the
list.

Finally, if one server becomes unavailable, some licenses are unavailable.
WHEN IS IT RECOMMENDED TO USE A LICENSE-FILE LIST FOR REDUNDANCY RATHER
THAN THREE-SERVER REDUNDANT SERVERS?

* When there's | ess system administration available to monitor license
servers.

¢ When load-balancing is needed for FLEXIm:-licensed applications|ocated
far apart, e.g., London and Tokyo, make servers available locally, with
remote servers available as backup.

e Licensefilelist is more forgiving if you lose quorum.

e Licensefilelist is not limited to three servers (any number work).

» Clientsdo not requirereliable networking to asingle machinewith license-
fileligt, so thisis recommended where networking itself requires
redundancy.

Counted vs. Uncounted Licenses

The license file determines whether alicense server is needed. If al the
FEATURE (or INCREMENT) lines have alicense count of O (unlimited) or
“uncounted”, then no server isneeded. Thistype of licenseiscalled uncounted.
Alternatively, if any FEATURE lines have a non-zero license count, then a
server isreguired to count those licenses. If avendor wantsto use FLEXIm
without a server, they must issue uncounted licenses.

The license server is able to serve uncounted licenses as well. Thisis done so
that;

* transactionscan belogged into thereport log for al license requests, which
can then be reported on by SAMreport
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Counted vs. Uncounted Licenses

« optionsfile constraints can be applied to the licenses

To have uncounted licenses served, include a SERVER linein thelicensefile,
and put the USE_SERVER line immediately after the SERVER line. The
vendor daemon serves the uncounted licenses, and the USE_SERVER line
indicates to applications that requests must go to the license server for
authorization.

c FLEXLM VERSION NOTES

» “uncounted” keyword introduced in vé FLEXIm client library.
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The Options File

The options file allows the license administrator to control various operating
parameters of FLEXIm. Users are