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APPENDIX C

Installing an SSL Certificate

This appendix describes how to install a Secure Sockets Layer (SSL) certificate. When you install an
SSL certificate on a BBSM server, it enables visitors to verify the site's authenticity and communicate
with it securely through SSL encryption, which protects confidential information, such as credit card
numbers, online forms, and financial data from interception and hacking.

This protection is accomplished by using “HTTPS” when coding the page sets. SSL comesin two
strengths, 40 bit and 128 bit, which refer to the length of the “session key” that every encrypted
transaction generates. The longer the key, the more difficult it isto break the encryption code.

If you are using RADIUS or credit card page sets, you must install an SSL certificate for end users to
gain access to the Internet.

Caution

If you use Netscape for your web browser, because of known compatibility issues with Netscape 4.7x
and earlier, you must use Netscape 4.8 or higher for BBSM to work properly.

Obtaining a Domain Name

N

Note

Step 1

Step 2
Step 3
Step 4
Step 5

Secure Server IDs can only be issued to registered owners of a domain name.

You can skip this section if you already have afully qualified domain name.

Use the following procedure to purchase a domain name.

Go to http://www.verisign.com.

~

Note ~ Domain names can be purchased from other companies. Cisco Systems does not endorse any
particular company.

Click the link for Business Domain Names.
Enter the domain name you want to purchase.
Select the desired extension, such as .com.
Click Go.
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Step 6
Step 7
Step 8

Step 9

S
Note If the domain name you chose is already taken, select a name from the suggested list, and click
Search Again to search for a different name.

Once you find a domain name that you like, click Continue.
Select an option, such as Domain Name Only, and click Select.

Choose the length of time you would like to purchase the domain name, and then click Place Your
Order.

Proceed with Registration and Payment to complete your order. Be sure to print your receipt before
closing your browser.

Generating a Certificate Signing Request

Note

Step 1

Step 2

Step 3

Use the following procedure to generate a Certificate Signing Request (CSR) for your web server
certificate. This procedure should be performed by the BBSM administrator. Instructions for other
supported servers can be found using this link: http://www.verisign.com/support/csr/index.html

BBSM servers use Microsoft 11S 5.0.

From the BBSM desktop, choose Start > Programs > Administrative Tools > Internet Services
Manager. The Internet Information Services window appears. (See Figure C-1.)

Figure C-1 Internet Information Services Window
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Inthetreein the left pane, click the server name. The server description information appearsin the right
pane.

In the right pane, right-click Default Web Site. The popup menu appears. (See Figure C-2.)
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Figure C-2 Internet Information Services Window, Properties Drop-Down Menu
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Step4  From the pop-up menu, select Properties. The Default Web Site Properties window appears.
(See Figure C-3.)

Step5  Click the Directory Security tab.

I i =)

Figure C-3 Default Web Site Properties Window
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Step6  Inthe Secure communications pane, click Server Certificate... The 1S Certificate Wizard, Welcome to
the Web Server Certificate Wizard dialog box appears. (See Figure C-4.)
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Figure C-4 Welcome to the Web Server Certificate Wizard Dialog Box

Welcome to the Web Server Certificate Wizard. =

Welcome to the Web Server
Certificate Wizard

Thiz wizard helpz pou create and administer zerver
certificates uzed in zecure Web communications
between pour gerver and a client,

Status of vour web server:

Your Weh Server doesn't have a certificate installed
and pou don't hawve any pending reguests.
Certificate ‘Wizard will help you ta create a new
certificate for this Web Server or attach to an
existing certificate.

Tao continue, click Mest.

< Back I et = I Cahicel | &
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Step7  Click Next. The l1S Certificate Wizard, Server Certificate dialog box appears. (See Figure C-5.)

Figure C-5 IIS Certificate Wizard, Server Certificate Dialog Box

IIS Certificate Wizard

Server Certificate
There are three methods for azzigning a certificate bo a Web site.

Select the method you want to uze for thiz web gite:

f* Create a new certificate.
™ Assign an existing cerificate

= Import a certificate from a Key Manager backup file.

< Back I Mewt » I Cancel

60574

Step8  Verify that the Create a new certificate radio button is selected. If it is not selected, click it. Then
click Next. The I1S Certificate Wizard, Delayed or Immediate Request dialog box appears.
(See Figure C-6.)
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Figure C-6 IIS Certificate Wizard, Delayed or Immediate Request Dialog Box

115 Certificate Wizard =

Delayed or Immediate Request

1'ou can prepare a request to be zent later, or you can zend one
immediately.

Do you want to prepare a certificate request to be sent later, or do wou want bo zend it
immediately to an online certification autharity?

' Prepare the request now, but send it later

) Send the request immediately to an online certification authorits

< Back I MHeut » I Cancel | o
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Step9  Verify that the Prepare therequest now, but send it later radio button is selected. If it is not, click it,
and then click Next. The IIS Certificate Wizard, Name and Security Settings dialog box appears.
(See Figure C-7.)

Figure C-7 IIS Certificate Wizard, Name and Security Settings Dialog Box

115 Certificate Wizard |

Name and Security Settings
r'our new certificate must have a name and a specific bit length,

Type a name for the nevs certificate, The name should be easy for wou to refer to and
remember.

The hit length of the enciyption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. Howewver, a greater bit length may
decrease perfarmance.

Bit length:

|512 'I

I Server Gated Cruptography (SGC) cerificate (for export versions only]

< Back I Mest > I Cancel =]

G005

Step 10  Type a name for the new certificate.

Step11 Click the Bit length drop-down arrow to select the bit length.
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Step 12

Step 13

Step 14

~

Note The greater the bit length, the stronger the security. However, a greater bit length may decrease
performance.

Click Next. The 1S Certificate Wizard, Organization Information dialog box appears. (See Figure C-8.)

Figure C-8 IIS Certificate Wizard, Organization Information Dialog Box

IIS Certificate Wizard

Organization Information
our certificate must include information about pour organization that
diztinguizhes it from other arganizations.

Select or type vour organization's name and pour organizational unit. Thiz iz wpically the
leqal name of your organization and the name of pour divizsion or department.

Far further infarmation, consult certification authaority's Web site.

Organization:
I"(our Organization Mame j

Organizational unit;
I"(our Organizational Unit Marne j

< Back I Mewt » I Cancel |

G057

In the Organization and Organizational unit fields, type your organization and organizational unit names.

~

Note  You cannot use commas in these fields.

Click Next. The IIS Certificate Wizard, Your Site’s Common Name dialog box appears.
(See Figure C-9.)
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Step 15

Step 16

Generating a Certificate Signing Request Il

Figure C-9 IIS Certificate Wizard, Your Site’s Common Name Dialog Box

IIS Certificate Wizard

Your Site’z Common Name
“r'our Wwheb site's common name iz itg fully qualified domain name.

Type the cammaon narme far your site. [F the server is on the Internet, use a valid DMS
name. If the server is on the intranet, you may prefer bo use the computer's MetBIOS
harne.

If the common name changes, you will need to obtain a new certificate.

Caonmon narme:

IFuII domain name shown an the Server page in WEBconfig

< Back | MHeut » Cancel | bl
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In the Common name field, type in your website’s common name, and then click Next. The [IS
Certificate Wizard, Geographical Information dialog box appears. (See Figure C-10.)
S

Note  Your website’scommon nameisits fully qualified domain name. If the common name changes,
you will need to obtain a new certificate.

On the Server web page in WEBconfig, verify that the Enable Domain Name for SSL Page Sets check
box is checked.

~

Note  Thisbox must be checked to test your SSL pages correctly.
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Figure C-10 IIS Certificate Wizard, Geographical Information Dialog Box

IIS Certificate Wizard

Geographical Information
The certification authority requires the following geographical information,

Country/Region:
[US (United States) =

State/province:

IYnur State/Province j
Cibylozality:
IYDur Citploc:ality j

Stateprovince and City/locality must be complete, official names and may not contain
abbreviations.

< Back I et = I Cahicel |
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Step 17 In the geographical fields, type the requested information, and then click Next.
>

Note  Inthe State/province field, you must use the full name, not the two-letter abbreviation; for
example, California, not CA. You cannot use commas in any of these fields.

The |1S Certificate Wizard, Certificate Request File Name dialog box appears. (See Figure C-11.)
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Figure C-11 IS Certificate Wizard, Certificate Request File Name Dialog Box

115 Certificate Wizard =

Certificate Request File Name

“r'our certificate request iz gaved asz a text file with the file name pou
specify.

Enter a file name far the certificate request.

File narne:

Browze. . |

< Back I MHeut » I Cancel =
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Step 18  Enter afile name for the certificate request.

~

Note  Your certificate request is saved as atext file with the file name that you specify.

Step19  Click Next. The wizard displays a summary. (See Figure C-12.)

Figure C-12 IIS Certificate Wizard, Certificate Request File Name Dialog Box

115 Certificate Wizard |

Request File Summary
“1'ou have chogzen to generate a request file,

To generate the folloving request, click Mest.
File name:  c:certreq bt

*r'our request containg the following information;

lzzued To Cizco. com

Friendly Mame BBSM Certificate
Country / Region s

State / Province Califarnia

City San Diega
Organization Cizco Systems, Inc.
Organizational L nit BESU

< Back I Mewt » I Cancel
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Step20  Verify that information is correct, and click Next. The IIS Certificate Wizard, Completing the Web
Server Certificate Wizard dialog box appears. (See Figure C-13.)

Figure C-13 IIS Certificate Wizard, Completing the Web Server Certificate Wizard Dialog Box

115 Certificate Wizard x|

Completing the Web Server
Cerntificate Wizard

ou have succeszsiully completed the Web Server
Certificate wizard. A certificate request was created and
zaved to the file;

hoertreg. bt

Send or e-mail this file to pour certification authority, who will
zend you a rezponse file containing your new certificate.
Restart thiz wizard o attach the new certificate to pour
TEIVEL

for a lizt of certification authorities who offer services for
ticrozoft products.

To cloze this wizard, click Finish.

< Back I Finigh I Cancel
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Step21 Click Finish to close the dialog box.
Step22 Click OK to close the Default Web Site Properties, Directory Security tab window.
Step23 Close the Internet Information Services window.

You have completed the Web Server Certificate Wizard. A certificate is now installed on the BBSM
server. If you need to renew, replace, or delete the certificate in the future, you can use the wizard again.

Purchasing a Secure Server ID from a Certificate Authority

After generating the CSR on your BBSM server, you must purchase a Secure Server Digital ID from a
Certificate Authority (CA), such as VeriSign, Inc. Thiswill authenticate your website and enable SSL
encryption technology.

Note  Cisco Systems does not endorse any particular company.

Use the following procedure to purchase a Secure Server Digital 1D:

Stepl  Goto http://www.verisign.com, or the CA website of your choice, to accesstheir online enrollment form
to purchase a secure certificate.

Step2  Follow the online instructions.

Cisco BBSM 5.1 Software Configuration Guide
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Note  During the enrollment process, you must purchase 128-bit encryption. CA’s need to verify that
your organization is legitimate and registered with the proper government authorities. The
easiest and fastest way to do thisis by providing the CA with your company’s Dun & Bradstreet
DUNS number during the enrollment process. You are not required to have a DUNS number.

Step3 At some point during enrollment, you will be asked to open the CSR text file (c:\certreq.txt) that you
created in the previous section using a text editor, such as Windows Notepad.

Step4  When asked, copy and paste the CSR into the appropriate text area of the CA’s online enrollment form.
A CSR looks like this:

————— BEGIN NEW CERTIFICATE REQUEST----
MIIBCTCBtAIBADBPMQOswCQYDVQQGEwIVUzZEQMA4GA1UECBMHRMxvCcmlkYTEYMBYG
A1UEChMPRX11cyBvbiBUaGUgV2ViMRQWEgYDVQQDFAt3d3cuZXR3Lm51dDBcMAOG
CSgGSIb3DQEBAQUAAOSAMEGCQQCeo]jtjnHgg0GTxp+XZ56RaSeli ZWpumXjU6Sx7
v1FdXzsY1oL0Qa090JtnulWsQRHhOyDS+450ncjKmlzCG/ IZAgMBAAGgADANBgkg
hkiGI9wOBAQQFAANBAFB] 9g+NiUh8YWPrFGntgf4miUd/wqUshptjJy4PjdsD3ugy
Savvuh3G//PpGh2aYXIjHpJIXTUBQyzxSEIINYtc=

Note If any of the information is incorrect, generate a new CSR with the appropriate information.

Step5  Complete the rest of the application, making sure that the information you enter is correct.

Waiting for the Digital ID to be Processed

After submitting your completed application, your domain’s Technical and Organizational Contactswill
receive an e-mail message confirming enrollment within 2 hours of submitting the order. It usually takes
at least 3 to 5 working days to issue your Secure Server ID.

Installing the Granted Certificate

Usethefollowing procedureto install the granted certificate received from a CA onto your BBSM server.

Stepl  Choose Start > Programs > Administrative Tools > | nternet Services Manager. The Internet
Information Services (11S) window appears.

Step2 Inthetreein the left pane, click the server name.

Step3  Intheright pane, right-click Default Web Site. The popup menu appears.
Step4  Select Properties. The Default Web Site Properties window appears.
Step5  Click the Directory Security tab. The Directory Security window appears.

Step6  Inthe Secure Communications pane, click Server Certificate... The Welcome to the Web Server
Certificate Wizard window appears. (See Figure C-14.)

Cisco BBSM 5.1 Software Configuration Guide
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Figure C-14 Welcome to the Web Server Certificate Wizard Dialog Box

Welcome to the Web Server Certificate Wizard. =

Welcome to the Web Server
Certificate Wizard

Thiz wizard helpz pou create and administer zerver
certificates uzed in zecure Web communications
between pour gerver and a client,

Status of vour web server:

You have a pending certificate request. Certificate
iizard will help you to process the responze from a
Certification Autharity or ta remove thiz pending
request.

Tao continue, click Mest.
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Step7  Click Next. The IIS Certificate Wizard, Pending Certificate Request window appears.

(See Figure C-15.)

Figure C-15 Pending Certificate Request Dialog Box

115 Certificate Wizard

Pending Certificate Request

A pending certificate request iz a request ta which the certifization
authority hag not pet rezponded.

A certificate request iz pending. Wwhat would you like to da?
¥ Process the pending request and install the certificate

" Delete the pending request

< Back I et = I Cahicel | e
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Step8  Verify that the Process the pending request and install the certificate radio button is selected. If itis
not, click it, and then click Next. The IS Certificate Wizard, Process a Pending Request window

appears. (See Figure C-16.)
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Figure C-16 Process a Pending Request Dialog Box
Proceszz a Pending Request
Frocess a pending certificate request by retrieving the file that contains
the certification autharity's response.
Enter the path and file name of the file containing the certification autharity's responze.
Fath and file name:
Browsze. . I
< Back I MHeut » I Cancel | °
g
o
Step9  Inthe Path and file name field, type the path and file name of the signed certificate (such as
c:\certnew.cer) or use the file received from your certificate authority. Then click Next. The [1S
Certificate Wizard, Certificate Summary window appears. (See Figure C-17.)
Figure C-17 Certificate Summary Dialog Box
Certificate Summary
'ou have chosen to install a cedificate from a responze file.
To install the following certificate, click Mexst.
File name: Co Aot Car
Certificate details:
Issued To BESM.BESHM
lzzued By Test Ca
Expiration Date 031372003
Intended Purpoze Server Authentication
Friendly Mame Default ‘web Site
Country / Region s
State / Province Cé
City San Diego
Organization Cigco Spstems
Organizational Lnit BESU
¢ Back I Mest > I Cancel | 5
g
Step 10  Click Next. The Completing the Web Server Certificate Wizard window appears, indicating that the
installation is complete. (See Figure C-18.)
Cisco BBSM 5.1 Software Configuration Guide
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Figure C-18 Completing the Web Server Certificate Wizard Dialog Box

115 Certificate Wizard =

Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard, A certificate request waz created and
zaved to the file:

choertreq txt

Send ar e-mail this file to your cerification autharity, who wil
zend pou a rezponze file containing your new certificate.
Restart thiz wizard to attach the new certificate to your
FEIVEL,

for a list of certification authorities who offer services for
Microzoft products.

To cloze thiz wizard, click Finish.

< Back I Firizh I [Eatice] |
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Step 11  Click Finish to close the window. You return to the Default Web Site Properties window.
Step12 Click OK to close the Default Web Site Properties window.
Step13 Click OK to close the Internet Information Services window.

You now have a server certificate installed. You may want to test the Web site to ensure that everything
is working correctly. Be sure to use https:// when you test connectivity to the site.

Backing Up the Server Certificate in 11S 5.0

The Microsoft Management Console (MMC) is an application that provides a graphical-user interface
and a programming framework in which consoles (collections of administrative tools) can be created,
saved, and opened.

Some overview text is needed here.

Creating MMC Snap-in for Managing Certificates

To perform the backup, you must first create anew MM C and add the Certificates snap-in. You can also
add the snap-in to another MMC as long as it is opened in Author mode.

Use the following procedure to create a new MMC and add the Certificates snap-in:

Step1  Choose Start > Run.
Step2  Type MM C.EXE and then click OK.

Cisco BBSM 5.1 Software Configuration Guide
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Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Exporting a Certificate

In the new MMC you created, click Console.

Click Add/Remove Snap-in.

In the new window that appears, click Add.

Highlight Certificates, and click Add.

Select the Computer account option, and click Next.
Select Local Computer, and click OK.

Click Close, and then click OK.

You have now added the Certificates snap-in, which will allow you to work with any certificates in your
computer’s certificate store. You may want to save this MMC for later use.

Exporting a Certificate

Now that you have added the Certificates snap-in, you can export the key pair that your Web server is
using. To do so, follow this procedure;

Step1  Open the Certificates (Local Computer) snap-in you added in the last section, navigate to Per sonal, and
then to Certificates.
>
Note  You will see your Web server certificate denoted by the Common Name (CN), which isfound in

the Subject field of the certificate.

Step2  Right-click on the server certificate, select All Tasks, and click Export.

Step3  After the wizard starts, click Next.

Step4  Choose to export the private key, and click Next.

Caution Do not select Require Strong Encryption. This option causes a password prompt every time an

application attempts to access the private key and causes 11S to fail.

Step5  Choose the file format Personal Information Exchange. This will create a PFX file.

Step6  Click Next.

Step7  Choose a password to protect the PFX file, and click Next.

Step8  Choose a file name that you want to save this as. Do not include an extension in your file name; the
wizard adds it automatically.

Step9  Click Next.

Step10 Read the summary. Pay special attention to where the file is being saved to. If you are sure the

information is correct, click Finish.

You now have a PFX file containing your server certificate and its corresponding private key. Be sureto
move this file to a floppy disk and store it somewhere safe to protect thisfile.

[ oL-1566-03
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Importing a Server Certificate in 11S 5.0

To complete this operation, you must have a backup of the server certificate contained in a PFX file.

Creating a MMC Snap-in for Managing Certificates

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Use the following procedure to view the Certificates store on the local computer:

Choose Start > Run.

Typein MM C.EXE, and click OK.

Click Console in the new MMC that you created.

Click Add/Remove Snap-in.

In the new window that appears, click Add.

Highlight Certificates, and click Add.

Choose the Computer account option, and then click Next.
Select L ocal Computer, and click OK.

Click Close, and then click OK.

You have now added the Certificates snap-in, which will allow you to work with any certificates in your
computer’s certificate store. You may want to save this MMC for later use.

Importing the Certificate

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Now that you have added the Certificates snap-in, you can import the server certificate into your
computer’s certificate store by following these steps:

Open the Certificates (Local Computer) snap-in, and navigate to Per sonal, and then to Certificates.

~

Note If no certificates are listed, it is because none were installed.

Right-click Certificates, (or Personal, if that option does not exist) and select All Tasks.
Click Import.

When the wizard starts, click Next.

Browse to the PFX file you created containing your server certificate, and click Next.
Enter the password you gave the PFX file when you created it.

~

Note  Verify that the Mark the key as exportable option is selected if you want to be able to export
the key pair again from this computer.

Click Next, and then choose the Certificate Store Personal to save the certificate to.

l_ Cisco BBSM 5.1 Software Configuration Guide
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Step 8

Importing a Server Certificate in 11IS5.0 Il

Click Next. You should see asummary screen showing what thewizard isabout to do. If thisinformation
is correct, click Finish.

You will now see the server certificate for your Web server in the list of Personal Certificates.

Enabling IIS 5.0 to Use the Imported Certificate

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Step 9

Now that you have the certificate backup imported into the certificate store, you can enable [1S 5.0 to
use that certificate. To do this, perform the following steps:

Choose Start > Programs > Administrative Tools > Internet Services M anager.

Right-click Default Web Site (the website where you want to enabl e secure communications), and sel ect
Properties.

Click the Directory Security tab.

In the Secure communications section, click Server Certificate.
When the Web Site Certificate Wizard starts, click Next.

Choose the Assign an existing certificate option, and click Next.

You will now see a screen showing that contents of your computer’s personal certificate store. Highlight
your web server certificate, and then click Next.

You will now see a summary screen showing you all the details about the certificate you are installing.
Be sure that thisinformation is correct or you may have problems using SSL in HT TP communications.
Click Next.

Click OK to exit the wizard.

You should now have an SSL -enabled Web server. Be sure to protect your PFX files from any unwanted
personnel.

[ oL-1566-03
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