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CHAPTER 2

Preconfiguration and Setup

Before you can begin configuring a BBSM server for your network, you must take several preliminary
steps, and all network elements must be set up and configured. This chapter covers these critical steps.
In addition, be sure to read the cautions below before proceeding.

Caution

A

Do not change the Windows 2000 computer name of your factory-installed BBSM appliance, because
the BBSM M SDE database has the name embedded in the application. Changing the name will break the
BBSM MSDE function, and you will begin to see SQL server errors being reported on your

BBSM server. The only solution to this problem isto reinstall the server from scratch so that the MSDE
database function is reinstalled. This problem is a Microsoft issue and not one that the Cisco software
team can resolve. If you want a different computer name for your BBSM or BBSD server, you must
purchase the CD version of the BBSM software and install the software on a clean Windows 2000 server
that already has the desired computer name configured.

Caution

A

The BBSM password must match the SNM P Read/Write Community String password that is configured
in the switch hardware. If the BBSM password does not match the switch community string (password),
BBSM cannot communicate with the switch, and BBSM cannot locate the end users connected to the
switch. Note that the switch password can only be changed by following the switch manufacturer’s
procedures. Refer to these configuration instructions to change this password.

Caution

A

If you use Netscape for your web browser, because of known compatibility issues with Netscape 4.7x
and earlier, you must use Netscape 4.8 or higher for BBSM to work properly.

Caution

When BBSM isinstalled, the user is prompted for a BBSD username and password. BBSM creates
a Windows user account and a SQL server login using this username and password. Both logins are
required for BBSD to function. BBSD stores a username and password for each BBSM server.

For BBSD to connect to each BBSM server, the stored username and password must match both the
Windows BBSD login and the SQL server login on the BBSM server. See the Requires Immediate
Attention Card for Cisco Building Broadband Service Manager Server for detailed steps.
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A

Caution

When using WEBconfig web pages, all active services are stopped when you click Update. This
action commits configuration changes to the BBSM server. After the settings are updated, services
automatically restart. To prevent disrupting end-user sessions, make changes only when there are no
active sessions. The current number of active sessions is found on the server web page.

Confirming Web Access

A

Before configuring your BBSM server, be sure alive Internet access point is available at the server.
Confirm the configuration of any switches or routers used to access the Internet.

Caution

For security purposes, before attaching the BBSM to the I nternet connection, be sure you have changed
the default passwords. Refer to the Requires Immediate Attention Card for Cisco Building Broadband
Service Manager Server.

If you use a Cisco Building Broadband Service Director (BBSD) server to manage BBSM servers, you
must change the BBSD account passwords located on each BBSM server. The BBSD Windows client
password must match the BBSD M SDE client password. Be sure you use the same password for both
BBSD accounts.

Also, install all recommended service packs, patches, and security fixes before attaching the BBSM
server to the Internet connection.

Installing a Site Controller

~

Note

Sitesthat need a network connection to a Property Management System (PM S) or have aprinter attached
to the site must use a BBSM site controller to manage those connections.

These are the minimum hardware requirements for the site controller PC:
e 133 Mhz Pentium
- 64 MB RAM
- 1 GB hard drive with at least 650 MB free
- VGA card
- Network card
- Two seria ports

e One parallel port

Before creating and configuring any additional sitesin WEBconfig, make sure any BBSM network
cabling, hardware, routers, switches, or stacks are attached to the new site.

Cisco BBSM 5.1 Software Configuration Guide
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Connecting All Necessary Hardware

The site controller computer hardware must be capable of running Windows 2000 Professional and have
the following equipment:

« An Ethernet card to connect to the internal BBSM network behind the site router
« A seria or parallel port to connect to a printer (if using a printer)
» A serial port to connect to aPMS (if using the PMS interface)

Before configuring the site controller you must do the following:

» Connect the site controller to the site router or switch using an |EEE 802.3 Ethernet cable with a
RJ-45 connector

» Connect printer (if using a printer)
» Connect PMS to serial port (if using the PMS interface)

« Install Windows 2000 Professional and Message Queuing on the site controller using Microsoft
instructions

Configuring the IP Address on the Site Controller

Configure the site controller with a static |P address in the management range that is specified on the
Port 1Ps web page.

Stepl  Right-click My Network Places and select Properties.
Step2  Right-click Local Area Connection (NIC) and select Properties.

Step3  Double-click the Internet Protocol component. The Internet Protocol (TCP/IP) Properties window
opens. (See Figure 2-1.)

Cisco BBSM 5.1 Software Configuration Guide
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Figure 2-1

Internet Protocol {TCP/IP) Properties

General |

You can get IP settings azsigned automatically if your netwaork, supports
thiz capability. Otherwize, you need to agk your network administrator for

the appropriate [P settings.

{~ Obtain an IP address automatically

2%

—{% Usze the following IP address:

IP address: I

Subnet mask: I

Default gateway: I

| [Dbtain DME semver address automatically

—{* Usze the following DNS server addresses:

Preferred DMS zerver: I

Altemate DWNS server: I

Advanced... |

Ok, I Cancel |

Step4  Click Usethefollowing | P address.

Step5  Enter the IP address for your site controller.
Step6  Enter the Subnet mask used by the internal adapter of your BBSM server.
Step7  Enter the internal adapter |P address of the BBSM server as the Default gateway.
Step8  Click OK.
Step9  Choose Start > Programs > Command Prompt.

Internet Protocol (TCP/IP) Properties Window

5E992

Step 10 At the command prompt, type ping XXX.XXX.XXX.XXX (Where xxx.xxx.Xxx.xxx is the internal adapter |P

address for the BBSM server you entered as the gateway in Step 5).

l_ Cisco BBSM 5.1 Software Configuration Guide
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Step 11
Step 12

Installing a Site Controller Il

Figure 2-2 DOS Screen

Command Prompt

Microsoft Windows 2008 [Uersion 5.880_.21951
CC» Copyright 1?285-2000 Microsoft Corp.

C:wping 18.18.2 .1
Pinging 18.18.2_1 with 32 bytes of data:
from 18.18.2.1: hytes=32 time<l@ms TTL=128

from 18.18.2_1: hytes=32 time<1Bmsz TTL=128
from 18.18.2_1: hytes=32 time<1Bmsz TTL=128

from 18.18.2.1: hytes=32 time<{1@ms TTL=128

Ping statistics for 18.18_.2_.1:

Packet=z: Sent = 4, Heceived = 4. Lost = 8 (@x lossz).
Approximate round trip times in milli—seconds:

Hinimum = Bmsz,. Maximum = @ms. Average = Hns

56045

Press Enter.

Type exit and press Enter to close the window.

Installing Site Controller Software

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Use this procedure to install the site controller software.

Insert the BBSM Installation CD into the BBSM CD-ROM drive. The BBSM Installation Wizard
appears.
Click Exit to close the BBSM Installation Wizard.

From the CD-ROM drive, double-click the Athdmn folder.

Double-click Setup.exe to open the site controller Installation Wizard.

From the Welcome window, click Next. Wait while files are copied to the server.
Select Yes, | want to Restart the Computer.

When the Setup Complete dialog box appears, click Finish.

Choose Start > Settings > Control Panel > Add/Remove Programs > Add/Remove Windows
Componentsto install Message Queuing Services. Follow the Microsoft software program addition
instructions.

The site controller is now ready for use with the BBSM system.
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Connecting to a PMS

To connect a BBSM server or site controller to a serial port on the PMS, you need a null modem cable
(modem cabl e that swaps transmit and receive lines) rather than a straight-through cable. Check with the
hotel property PM S vendor to determine specific cabling requirements.

» For asingle property site, connect a serial cable from the BBSM server to the PMS.

- For multiple property sites, for each property using a PMS, connect a serial cable from the site
controller to the PMS.

Use a short-haul modem if the distance between the BBSM server and the PMS is greater than 50 feet.
As an example, the RAD SRM-3D short-haul modem has been used successfully with previous BBSM
installations. (See Figure 2-3.)

Figure 2-3 Modem Connection using RAD SRM-3D Connection

a— . -
EI S[:RNI 3D SRM 3@
__

(2 Pair, twisted)

BBSM

Pin assignments for RJ-45
ﬁﬁﬁﬁﬁﬁﬁﬁ inlterfac:a on SRM-3D

8 = NC (no conductor needed)
7=NC

6 = Receive +

5 =Transmit +

4 =Transmit - (negative)
3 = Receive - (negative)
2 = GND (optional)
1=NC

RJ-45 interface
(female)

55132

The short-haul modem connects from the BBSM server to the PM S using a crossover cable. To have a
good connection, make sure that Transmit+ on one modem connects to Receive + on the other modem,
and Transmit - from the first modem connects to Receive - on the other modem.

Verifying Prerequisites

Before you configure BBSM, make sure that the following tasks have been completed:

- Verify that network configuration information from the Site Survey, network diagrams, and
configuration maps for your particular network topology are available.

» Confirm the configuration information specific to the routers, stacks, and/or switches that will be
used with the BBSM server.

» Connect all hardware components, including the keyboard, mouse, and VV GA-compatible monitor.

« If you are using secured (https) pages, obtain and install a Certificate Authority (third party SSL).
(See Appendix C, “Installing an SSL Certificate.”)

Cisco BBSM 5.1 Software Configuration Guide
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Preparing the BBSM Server

This section explains how to prepare the BBSM server by doing the following:
» Changing the passwords
- Installing service packs and/or patches
« Running the Address Change Wizard and the Switch Discovery Wizard
« Installing KeyView Pro 6.5 for web printing
» Configuring DNS Forwarding

Changing the Passwords

This section describes how to change the default passwords for the BBSM server. (See Table 2-1 for the
default passwords.)

Table 2-1 Default Passwords

Account User Name Password
Administrators Administrator |changeme
MSDE System Admin |sa changeme2
BBSD Windows Client |bbsd-client changeme?2
BBSD MSDE Client bbsd-client changeme?

Resetting the Administrators Password

Note

Step 1
Step 2
Step 3
Step 4

The Windows 2000 Administrator has full system permissions and rights, can alter any BBSM
configuration setting, and has access to any option on the Dashboard. To keep your BBSM server secure,

use the following procedure to change the default password “changeme” after you log on for the first
time.

For customer-installed BBSM software, skip this procedure. The administrator password was created
during installation.

Choose Start > Programs > Administrative Tools > Computer Management. (See Figure 2-4.)
Double-click Local Users and Groups.

Double-click Users.

Right-click Administrator.

[ oL-1566-03
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Figure 2-4 BBSM Computer Management Window

O computer Management o ]
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& Local Users and Groups £ opz op2 Computer Generated User

Eoperatorl opetatorl Computer Generated User
lgl&peratorﬂ Operator3 Computer Generated User
El@ Storage Eirez rez Computer Generated User
i--[]] Disk Management
A Ereportl reparkl Computer Generated User
@ Disk Defragmenter
X | lgreportS repork3 Computer Generated User
S Logical brives QT Ink EL T=Ink EL Thi i d by Terminal Servi
@ Removabls Storage sInternetUser  TsIntermetUser is user account is used by Terminal Services,
E]--@ Services and Applications
4| | i

G765

Step5  Select Set Password.

Step6  Enter the new administrator password. The screen will show only asterisks.
Step7  Enter the new password again in the Confirm password entry field and click OK.
Step8  When The password has been changed window appears, click OK.

Step9  Close the Computer Management window.

Resetting the MDSE Passwords
To change the MSDE passwords, type this command line at the command prompt:

osgl -E -Q "exec sp password '<old pwd>', '<new pwd>',6 <user>"

A

Caution  The BBSD Windows client password must match the BBSD M SDE client password. Be sure you use
the same password for both BBSD accounts.

Installing Service Packs or Patches

Before beginning the basic configuration of your BBSM server, be sureto determineif any service packs
or patches need to be installed. We recommend that you install all available service packs and patches
to maximize the functionality of your BBSM server. For instructions on performing these installations,
see Chapter 5, “Installing Service Packs, Patches, and Upgrades (WEBpatch).”

Cisco BBSM 5.1 Software Configuration Guide
m. OL-1566-03 |



| Chapter2

Preconfiguration and Setup

Preparing the BBSM Server Il

Running the Address Change Wizard

A

To ensure that BBSM functions properly, the correct TCP/IP settings must be in place. Because TCP/IP
settings cannot be changed or updated from the BBSM web pages, use the Address Change Wizard to
correct the | P addresses.

Caution

Step 1

Step 2
Step 3

If the TCP/IP properties are not correctly set, BBSM will not function properly. The external TCP/IP
properties cannot be changed or updated in the Port P Addresses web page.

Choose Start > BBSM Configuration Wizards > Address Change Wizard. The BBSM Config
window appears. (See Figure 2-5.)

Figure 2-5 BBSM Config Window

BBSM Config [BBSM Services Running] ﬂ

Update the BBSM Server's [P dddress information and click Hest
—BESM Internal Metwork Address Ranges

DHEP Start [10.10. 2 .50
DHCP End [10.10. 2 170
Foreign Start m
Foreign End Im
Il ahagement Start W
Management End Im

—BESM TCPAP Properties

Internal HIC IP |1|].1|]. 2 .1
Internal MIC Subnet kask |255_255_255. 0

Extermal MIC [P 10.10.1 .2
Euternal MIC Subret b azk. |255_255_255_ 0
Drefault Gateway i0.10.1 .1

< Bach I MHedt I Cancel Help ]

[t

If the BBSM server’s |P address information is incorrect, enter the correct information.
Click Next. The Routers window appears. (See Figure 2-6.)
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Figure 2-6  Routers Window

Routers x|
Gateway To Router settings appear carrect: click Mest to continue
Router Munber IIJ
Router IF Address I . . .
Gateway to Fouter I . . .
Client Start I . . .
Client End I . . .
Client Subnet bdask I . . .
Pazsword I
Type r
Create DHCE Szope

{¥ BESH Senver 2

OIS Firid M adenms. . |

) Gateway Bandwidth Managerl

£ | 2 | » | P | Hequeryl [elete |
< Back IWI Cancel Help

G5357

Step4  If the Gateway To Router settings are incorrect, enter the correct settings.
Step5  Click Next. The Switches window appears. (See Figure 2-7.)

l_ Cisco BBSM 5.1 Software Configuration Guide
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Step 6

Step 7
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Figure 2-7  Switches Window

switches x|

Update Stack IP Address for switch and click > or Finish

Site Mumber |1 test 1

Stack Mumber |1 Aging Penod [Secondsz] 300

Client Portz On Switch 1 |24

Client Ports On Switches 2-n |24

Stack P Address |255.255.255.255

Router | 127.0.0.1 =l

Tupe |3Cnm Switch B10 j

Pazsword Ipublic

Dizabled [~

<<| e | ¥ | »r |F|equer_l,l| Deletel Defaults |

< Back I Finizh I Cancel Help ]

553

If the Stack | P Addressisincorrect, enter the |P address. If necessary, click Defaults to access the
default settings.

Click Finish.
~

Note  The server may prompt you to reboot after you click Finish. If it does, click the appropriate
button to proceed. While the server is rebooting, you cannot access the BBSM server.

Running the Switch Discovery Wizard

A

Switch Discovery is a utility that locates switches connected to a bridged BBSM network, determines
their type, and creates records for them in the BBSM database. This program only finds switches that
are already connected to the network and have been properly configured with an I P address and the same
SNMP read/write community string.

Caution

Run the Switch Discovery Wizard only once at the beginning on an installation. Do not rerun it to find
newly added switches, because running it again clears the existing data. Add any new switches manually
and then remap the ports without clearing the existing port map.

[ oL-1566-03
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S
Note  Switch Discovery is designed for a single-site, bridged configuration of aBBSM server. The Switch
Discovery Wizard does not work with routed or mixed networks.

Follow this procedure to run the Switch Discovery Wizard.

Stepl  Choose Start > BBSM Configuration Wizards > Switch Discovery Wizard. The Site Information
dialog box appears. (See Figure 2-8.)

Figure 2-8  Site Information Dialog Box

Site #1 Information |

Site Description ISD 1

Site Location ISan diego 1

Huotel Billing
[~ PMS Biling PS5 Protocol I j

[ Print Biling ~ Billing Printer I

¢ Bach I MHedt I Cancel Help

56599

Step2  Enter the site description and location.

A

Caution Do not check the PM S Billing check box. If you do, a charge of $9.95 will be applied to each
room that is mapped.

Step3  Click Next. The Switch Discovery Wizard dialog box appears. (See Figure 2-9.)

Cisco BBSM 5.1 Software Configuration Guide
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Figure 2-9  Switch Discovery Wizard Dialog Box
x|
Addrezs Range to Search for Switches
Starting Address I 10 .10, 2 . 2
Last Address I 10 .10 . 2 .49
Change |
SHMP ReadMwrite Community String [Pazsword]
’7 Iplivate —‘
< Back I MHeut » I Cancel | Help | E
Step4  Inthe SNMP Read/Write Community String (Password) field, verify that the password is the same as
the one used for the switch hardware. The password must be the same for all the switches.
Step5  Click Change. A confirmation dialog box appears. (See Figure 2-10.)
Figure 2-10 Change Address Range Confirmation Dialog Box
5
& By default, the wizard searches the management IP address range for switches, In mosk cases, this is the correct
range ko use, Change the address range ko search anwvimay?
Yes Mo | =
&
Step6  Click Yesto clear the message.
Step7  Enter the correct address range. To speed the discovery process, enter the address of the last switch in
the Last Address field.
Step8  Click Next. The Locating Switches dialog box appears. (See Figure 2-11.)
)
Note  The Switch Discovery Wizard determines which ports are connected to uplink ports. This
information is stored in the BBSM database.
Cisco BBSM 5.1 Software Configuration Guide
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Step 9

Step 10

Figure 2-11 Locating Switches Dialog Box

Locating Switches...

10.10.2.10: no respanse from this address
Finging 10.10.2.11...
10.10.2.17: no response from this address
Finging 10.10.2.12...
10.10.2.12: no response from this address
Finging 10.10.2.13...
10.10.2.13: no respaonse from this address
Finging 10.10.2.14...
10.10.2.14: no response from this address
Finging 10.10.2.15...
10.10.2.15: nho response from this address
Finging 10.10.2.16...
10.10.2.16: o respanse from this address
Finging 10.10.2.17...

< Back | I [

Cahicel

Help

~

Note

G457

If you are using switches that use the same identifier name for different models, a dialog box

opens. Select the model that you are using and click OK.

After all the switches are located, the utility enablesthe Next button. Click Next. The Generate Port Map
screen appears. (See Figure 2-12.)

Figure 2-12 Generate Port Map Dialog Box

Generate Port Map

e arningl

Clicking the "Finigh' button will rezult in all existing port map
being wiped out by a new one. Click the "Cancel" button ta

et without port mapping.

You can do the rest of the part map inweb Config/Port Map tab.
take zure that "Clear Existing Port Map" iz unchecked if pou

want ta keep your existing port map.

Enter a dummy room number higher than arw real room number;

¢ Back I Finigh I

Cancel |

Help

553

Accept the default dummy room number (or enter a different number, such as a number larger than the
highest room number). Click Finish. A completion dialog box appears. (See Figure 2-13.)
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Figure 2-13 Completion Dialog Box

SwitchDiscovery x|

& Switch discowery and default port mapping are compleke, BESM is now ready For room mapping.

5336

Step 11  Click OK. Windows Notepad opens, displaying alog of Switch Discovery activities.

Step 12 After reviewing the log, close the window.

Installing KeyView Pro 6.5 for Web Printing

KeyView Pro 6.5 software must be purchased and installed to enable web printing on the BBSM server.
The software is available separately from most software vendors. Follow these steps to install
KeyView Pro.

Note  If you are not planning on using the Web Printing feature of BBSM, you can skip this procedure.

Stepl  Insert the KeyView Pro Installation CD into the CD ROM drive. If Autostart does not launch the
program, choose Start > Run to execute setup.exe.

Step2  AttheInstall options window, click Install KeyView Pro.
Step3  To bypass the Welcome screen, click Next.

Step4 At the Software License Agreement window, read the license agreement and click Yes to accept and
continue.

Step5 At the Registration window, enter the KeyView Pro serial number, and click Next.

~

Note  The serial number is on the stick-on labels which came with the KeyView software.

Step6 At the Destination Path window, click Next to accept the default destination directory.
Step7  From the Integration window, click Next.

Step8  Toignore the Information message and continue the installation, click OK.

Step9  Close the readme.txt file.

Step 10 Remove the KeyView Pro Installation CD from the CD-ROM drive.

Cisco BBSM 5.1 Software Configuration Guide
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Configuring DNS Forwarding

The Domain Name System (DNS) forwarding feature allowsyou to relay DNS requeststo aremote DNS
server on another network. Follow these steps to configure DNS forwarding.

S
Note  You must obtain the IP address for your DNS servers from your ISP before you can perform
the following procedure.

Stepl  Choose Start > Programs > Administrative Tools > DNS.

Figure 2-14 DNS Window

ovs =10/ ]
J,_Eq Console Window  Help |;|i|l||
“ Ackion  Yiew |J s o= 2 | | @ ‘
Tree I Tarme I
& egsm
&
| | i

Step2  In either pane, right-click your BBSM server name.

Step3  Click Properties. The BBSM Properties window appears.

Cisco BBSM 5.1 Software Configuration Guide
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Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Figure 2-15 BBSM Server Properties

BBSM Properties

Interfaces  Fornwarders | Advanced I Roat Hints I Lagging I b anitaring I
Forwarders help resolve any DMS queries not answered by this zerver.

¥ Enable forwarders
To add a forwarder, type its IP address, and then click Add.

|IP address:

I . . . Add

Femove

1

Down

ilils

Famward time-out [zeconds]:

.

[ Do not uzse recursion

2%

Preparing the BBSM Server Il

QK I Cancel Apply

AB531

Click the Forwarders tab.
Check the Enable forwar ders check box.

In the IP address field, enter your Internet service provider’'s |P address in the |P address field, and
click Add. Repeat this step for each DNS server |P address.

Click OK.
Close the DNS window.

Restart your computer and log on as administrator with the proper password.
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