CHAPTER 1

Configuring Security and SSL

This chapter provides an overview of BBSM security, the procedure to install an SSL certificate when it
is required, and the procedure to configure secured sockets layer (SSL). It also provides the procedure
for changing the MSDE username and password and creating or changing the BBSD and Web API
account username and password.

Refer to these sections:
e Security Overview, page 16-1
¢ Installing an SSL Certificate, page 16-2
e Configuring Security, page 16-16

Security Overview

Although BBSM is not a security product, you can increase the security of your system by using the
security components described in this section.

BBSM can be made secure in the following ways:

e Microsoft server security—BBSM operates on the Windows 2000 server operating system and
includes the basic Microsoft server security. The default BBSM configuration ships with settings
configured to enhance its security. Microsoft Networking (File and Print Sharing and
Local NetBIOS) is disabled on both the internal and external interfaces of the BBSM server, which
means that from the client to the server, only a few ports on BBSM are open to a client connection.

e Password protected with permission levels—The BBSM management interface is password
protected with three different user privilege levels.

¢ For security reasons, the BBSM internal interface does TCP filtering by port. Only the following
ports are open on the internal interface:

— 23: Telnet

80: HTTP

443: HTTPS (SSL traffic)

9488: Used internally by BBSM

8000, 8080, 8888: Common ports for nonstandard proxy
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e Anti-virus protection—BBSM can also be protected by installing McAfee NetShield anti-virus
software. For information on installing and configuring McAfee NetShield on BBSM, refer to this
website:

http://www.cisco.com/warp/public/135/bbsm-netshield.html

¢ Firewalls—Cisco recommends that you configure the firewall features available on the router by
using access control lists. For added security, you can protect BBSM by using Cisco PIX firewalls.

¢ Additional security features—BBSM can also be configured with additional static routing filters to
provide security for broadcasts, and you can implement a secure encrypted remote control
application for remote management. The router that is installed on the property should also be
configured with broadcast thresholds.

The security of the inside LAN must be provided by configuring the in-building LAN infrastructure. This
configuration prevents one room from seeing another room’s packets, which eliminates attacks between
clients and prevents malicious users from stealing authentication information when a session is being
initiated. This configuration consists of horizontal protection that prevents clients from seeing other
client traffic and vertical protection that prevents clients from seeing client traffic on another switch.

The configuration uses these features to provide protection:

e Port-to-port security (the protected port feature)— This feature prevents clients on two different
ports from seeing each other without a Layer 3 device to intervene. It is supported on various
Cisco Catalyst switches, such as the Catalyst 2900 XL, 2950, and 3550 switches. Because Cisco
frequently adds new switches, this feature may also be supported on them.

e Private VLANs—On Cisco Catalyst 4000 and 6500 series switches, this feature provides Layer 2
isolation between ports within the same private VLAN.

e Publicly secure packet forwarding (PSPF)—On Cisco Aironet access points, this feature prevents
client devices associated with the access point from communicating with other client devices on the
wireless network and inadvertently sharing files. It provides Internet access to client devices without
providing the other capabilities of a LAN.

The user’s session is also made secure by configuring the page set for SSL, which provides RADIUS or
credit card security from the end user’s client to BBSM. When SSL is implemented, the end user's
authentication is secure from end to end. Refer to the following section on installing an SSL certificate.

Installing an SSL Certificate

This section describes how to install an SSL certificate on the BBSM server. The certificate is needed
when end users will be entering sensitive data on the Connect page, such as credit card numbers or
RADIUS account information. (When SSL encryption is used, the end user connects to the Internet using
https instead of http.)

If you are using SSL encryption, you must use page sets that provide the SSL encryption protocol. The
other default BBSM page sets transmit data in clear text.
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Before You Start

A

Before you install the SSL certificate, read the following:

e You must purchase a fully qualified domain name (FQDN) for the BBSM server before you can
purchase a Secure Server Digital ID (certificate). You cannot use a name purchased for another
server. The name can be purchased from any domain name vendor; for example, you can purchase
a name from VeriSign by going their website:

http://www.verisign.com
Go to the company’s website and follow its instructions for purchasing the name.

e If you are using RADIUS or credit card page sets, you must install an SSL certificate and configure
the page sets for SSL to prevent the unauthorized interception of confidential data.

e Until you install your SSL certificate, choose the Clear version of the RADIUS or credit card
page set and then change your page set to the SSL page set. For example, choose RADIUSClear until
the certificate is installed and then change the page set to RADIUS after installing the certificate.
If you do not install the certificate first, the Start page will not display.

e BBSM requires the use of 128-bit SSL encryption.

Caution

Because page sets whose names end in Clear do not use SSL security, Cisco does not recommend using
them in production to transmit data to the BBSM server. (See Table 18-1.) The end user’s browser
transmits RADIUS and credit card information to BBSM in clear text. BBSM provides them for
demonstration and testing situations in which installing a server certificate is not feasible.

Generating a Certificate Signing Request

Step 1

Step 2
Step 3

Step 4
Step 5

Follow this procedure to generate a Certificate Signing Request for your web server certificate. The
BBSM administrator should perform this procedure. (BBSM servers use Microsoft IIS 5.0.)

From the BBSM desktop, choose Start > Programs > Administrative Tools > Internet Services
Manager. The Internet Information Services window appears.

In the left pane, click the server name. The server folders appear in the right pane.

In the right pane, right-click Default Web Site and select Properties. The Default Web Site Properties
dialog box appears.

Click the Directory Security tab.

In the Secure communications section, click Server Certificate. The Welcome to the Web Server
Certificate Wizard dialog box appears. (See Figure 16-1.)
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Figure 16-1 Welcome to the Web Server Certificate Wizard Dialog Box

Welcome to the Web Server Certificate Wizard. =

Welcome to the Web Server
Certificate Wizard

Thiz wizard helpz pou create and administer zerver
certificates uzed in zecure Web communications
between pour gerver and a client,

Status of vour web server:

Your Weh Server doesn't have a certificate installed
and pou don't hawve any pending reguests.
Certificate ‘Wizard will help you ta create a new
certificate for this Web Server or attach to an
existing certificate.

Tao continue, click Mest.

< Back I et = I Cahicel | &

505

Step6  Click Next. The Server Certificate dialog box appears. (See Figure 16-2.)

Figure 16-2 Server Certificate Dialog Box

IIS Certificate Wizard

Server Certificate
There are three methods for azzigning a certificate bo a Web site.

Select the method you want to uze for thiz web gite:

f* Create a new certificate.
™ Assign an existing cerificate

= Import a certificate from a Key Manager backup file.

< Back I Mewt » I Cancel

60574

Step 7 Verify that the Create a new certificate radio button is selected. If it is not, click it and then Next. The
Delayed or Immediate Request dialog box appears. (See Figure 16-3.)
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Figure 16-3 Delayed or Inmediate Request Dialog Box

1IS Certificate Wizard

Delayed or Immediate Request
1'ou can prepare a request to be zent later, or you can zend one
immediately.

Do you want to prepare a certificate request to be sent later, or do wou want bo zend it
immediately to an online certification autharity?

' Prepare the request now, but send it later

) Send the request immediately to an online certification authorits

< Back I MHeut » I Cancel o
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Step8  Verify that the Prepare the request now, but send it later radio button is selected. If it is not, click it,
and then click Next. The Name and Security Settings dialog box appears. (See Figure 16-4.)

Figure 16-4 Name and Security Settings Dialog Box

1IS Certificate Wizard

Name and Security Settings
r'our new certificate must have a name and a specific bit length,

Type a name for the nevs certificate, The name should be easy for wou to refer to and
remember.

M arme:

Default Web Sitel

The hit length of the enciyption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. Howewver, a greater bit length may
decrease perfarmance.

Bit length:

|512 'I

I Server Gated Cruptography (SGC) cerificate (for export versions only]
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G050

Step9  Type a descriptive name for the new certificate, such as SDPacificPlazaBBSM.

Step10  In the Bit length drop-down menu, keep the default setting and click Next. The Organization Information
dialog box appears. (See Figure 16-5.)
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Figure 16-5 Organization Information Dialog Box

IIS Certificate Wizard

Organization Information

our certificate must include information about pour organization that
diztinguizhes it from other arganizations.

Select or type vour organization's hame and your organizational unit. Thiz is typically the
legal name of your organization and the name of your division or department,

For further information, consult cerification authority's 'Web site.

Organization:

IYDur Organization Name ﬂ

Organizational unit:
IYDur Organizational Unit Name ﬂ
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Step11  In the Organization and Organizational unit fields, enter your organization and organizational unit
names. (You cannot use commas in these fields.)

Step12 Click Next. The Your Site’s Common Name dialog box appears. (See Figure 16-6.)

Figure 16-6 Your Site’s Common Name Dialog Box

115 Certificate Wizard

Your Site’s Common Mame
Your Web zite's common name is itz fully qualified damain name.

Tupe the common name for your zite, [f the zerver iz on the [ntermet, uze 3 valid DHS
narme. If the server iz on the intranet, you may prefer to uze the computer's MetBl0S
name.

[f the common name changes, you will need to obtain a new certificate.

Common name;

Full domain name zhown on the Server page in WEBConfig

< Back MHedt Cancel 4

G005
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Step13 In the Common name field, enter your website’s common name and click Next. The Geographical
Information dialog box appears. (See Figure 16-7.) This is the name that is entered on the Security/SSL
page in WEBconfig. Refer to Step 3 of the “Configuring Security” section on page 16-16.

N

Note  When you enter your website’s common name, enter cisco.com, not www.cisco.com. If the
common name changes, you must obtain a new certificate. If you are using SSL page sets, go to
the Security/SSL web page in WEBconfig, check the Enable Domain Name for SSL Page Sets
check box, enter the same common name in the Full Domain Name field and click Save.

Figure 16-7 Geographical Information Dialog Box

115 Certificate Wizard

Geographical Information
The certification autharity requires the following geographical information.

Country/Region;
|US (United States) = |

State/province:

IYDur State/Province ﬂ
Citylocality:
IYnur Citylocsality j

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Mewt » I Cancel

G552

Step14  Enter the requested information in the geographical fields and click Next. The Certificate Request File
Name dialog box appears. (See Figure 16-8.)

~

Note In the State/province field, you must use the full name, not the two-letter abbreviation; for
example, California, not CA. You cannot use commas in any of these fields.
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Figure 16-8 Certificate Request File Name Dialog Box

IIS Certificate Wizard

Certificate Request File Name

our certificate request iz gaved as a text file with the file name pou
specify.

Enter a file name far the certificate request.

File: narne:

Browze. . |

< Back I MHeut » I Cancel | =
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Step15 Use the default file name, or enter a new name for the certificate request. (Your certificate request is
saved as a text file with the file name that you specify. Cisco recommends that you make a backup copy
of this file and store it in a secure location.)

Step16 Click Next. The Request File Summary dialog box appears. (See Figure 16-9.)

Figure 16-9 Request File Summary Dialog Box

115 Certificate Wizard

Request File Summary
You have chosen to generate a request file.

To generate the folloving request, click Mest,
File name:  c:\certreq bt

Your request containg the following information;

lgzued To Cizco. com

Friendly Mame BBSM Certificate
Country / Region s

State / Province Califarnia

City San Diega
Organization Cizco Systems, Inc.
Organizational L nit BESU

< Back I Mewt » I Cancel
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Step 17  Verify that the information is correct and click Next. The Completing the Web Server Certificate Wizard
dialog box appears. (See Figure 16-10.)

Figure 16-10 Completing the Web Server Certificate Wizard Dialog Box

115 Certificate Wizard x|

Completing the Web Server
Cerntificate Wizard

ou have succeszsiully completed the Web Server
Certificate wizard. A certificate request was created and
zaved to the file;

hoertreg. bt

Send or e-mail this file to pour certification authority, who will
zend you a rezponse file containing your new certificate.
Restart thiz wizard o attach the new certificate to pour
TEIVEL

for a lizt of certification authorities who offer services for
ticrozoft products.

To cloze this wizard, click Finish.

< Back I Finigh I Cancel
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Step18 To close the dialog box, click Finish.
Step19 To close the Default Web Site Properties dialog box, click OK.
Step20 Close the Internet Information Services window.

You have now generated a Certificate Signing Request. Continue with the following sections to purchase
a certificate and install it on the BBSM server.

Purchasing a Secure Server ID from a Certificate Authority

After generating the Certificate Signing Request on BBSM, you must purchase a Secure Server
Digital ID (certificate) from a certificate authority (CA). This authenticates your website and enables the
SSL encryption.

Step 1 Purchase a certificate from a CA; for example, you can purchase the certificate from VeriSign on their
website:

http://www.verisign.com
Follow the company’s instructions for purchasing the certificate. (BBSM requires 128-bit encryption.)

Step2  To verify that your organization’s legitimacy and registration with the proper government authorities,
you must provide the CA with your company’s Dun & Bradstreet DUNS number. If you do not have a
DUNS number, contact Dun & Bradstreet.

Step3 At some point during enrollment, you will be asked to use a text editor, such as Windows Notepad, to
open the CSR text file (c:\certreq.txt) that you created in the previous section.

Cisco BBSM 5.3 Configuration Guide
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Stepd  When prompted, copy and paste the CSR into the appropriate text area of the CA’s online
enrollment form.

A CSR looks like this:

————— BEGIN NEW CERTIFICATE REQUEST----
MIIBCTCBtAIBADBPMQswCQYDVQQGEwWJVUzZEQMA4GA1UECBMHRMxvcmlKYTEYMBYG
A1UEChMPRX11cyBvbiBUaGUgV2ViMRQWEgYDVQQDFAt3d3cuzXR3Lm51dDBcMAOG
CSQGSIb3DQEBAQUAAOSAMEgCQQCeo]jtjnHag0GTxp+XZ56RaSelizZWpumXjU6Sx7
v1FdXzsY1oL0Qa090JtnulWsQRHhOyDS+450ncjKmlzCG/IZAgMBAAGgADANBgkg
hkiG9wOBAQQFAANBAFBj9g+NiUh8YWPrFGntgf4miUd/wqUshptjJy4PjdsD3ugy
5avvuh3G//PpGh2aYXIjHpIXTUBQyzxSEIINYtc=

Step5  Complete the rest of the online application, making sure that the information you enter is correct.

Installing the Granted Certificate

After you submit your completed application, your domain’s Technical and Organizational Contacts will
receive an email message confirming enrollment within a few hours of submitting the order. It usually
takes at least 3 to 5 working days to issue your certificate.

Note  You cannot perform this procedure until you have received your certificate from the certificate authority
and copied it onto your BBSM server.

Follow this procedure to install the granted certificate onto your BBSM server.

Step1  Choose Start > Programs > Administrative Tools > Internet Services Manager. The Internet
Information Services (IIS) window appears.

Step2 In the tree in the left pane, click the server name.

Step3  In the right pane, right-click Default Web Site, and select Properties. The Default Web Site Properties
dialog box appears.

Step4  Click the Directory Security tab. The Directory Security window appears.

Step 5 In the Secure Communications pane, click Server Certificate. The Welcome to the Web Server
Certificate Wizard window appears. (See Figure 16-1.)

Step6  Click Next. The Pending Certificate Request dialog box appears. (See Figure 16-11.)
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Figure 16-11 Pending Certificate Request Dialog Box

1IS Certificate Wizard

Pending Certificate Hequest

A pending certificate request iz a request to which the certification
autharity haz not pet rezponded.

A certificate request iz pending. Wwhat would you like to da?
' Process the pending request and install the certificate

" Delete the pending request
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Step7  Verify that the Process the pending request and install the certificate radio button is selected. If it is
not, select it and click Next. The Process a Pending Request dialog box appears. (See Figure 16-12.)

Figure 16-12 Process a Pending Request Dialog Box

115 Certificate Wizard

Proceszz a Pending Request

Process a pending certificate request by retrieving the file that contains
the certification authority's responze,

Enter the path and file name of the file containing the certification authority's responze,

Browse... I

Fath and file name;

< Back I MHedt I Cancel ]
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Step8  In the Path and file name field, browse to or type the path and file name of the signed certificate that you
copied to the BBSM server at the beginning of this procedure, and then click Next. The Certificate
Summary dialog box appears. (See Figure 16-13.)
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Step 9

~

Note

You cannot reinstall this certificate on a different machine.

Figure 16-13 Certificate Summary Dialog Box

115 Certificate Wizard

Certificate Summary

You have chozen ta install a certificate from a responze file.

To inztall the following certificate, click Mest.

File: name:

Certificate details:

lzzued To

lszued By
Expiration D ate
Intended Purpose
Friendly Mame
Country /£ Region
State / Province
City

Organization
Organizational Unit

chCertnew. cer

BESM.BESH

Test CA

037342003

Server Authentication
Default \web Site

s

Céy

San Diego

Cigco Systems

BESU

< Back I Mext » I

Cancel |

Click Next. The Completing the Web Server Certificate Wizard dialog box appears, indicating that the

installation is complete. (See Figure 16-14.)

Figure 16-14 Completing the Web Server Certificate Wizard Dialog Box

115 Certificate Wizard |
Completing the Web Server
Certificate Wizard
You have successfully completed the Web Server
Certificate wizard, A certificate request waz created and
zaved to the file:
choertreq txt
Send ar e-mail this file to your cerification autharity, who wil
zend pou a rezponze file containing your new certificate.
Restart thiz wizard to attach the new certificate to your
FEIVEL,
for a list of certification authorities who offer services for
Microzoft products.

To cloze thiz wizard, click Finish.
< Back I Firizh I [Eatice]

=1

G5G55
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Click Finish to close the dialog box. You return to the Default Web Site Properties dialog box.

Click OK twice to close the Default Web Site Properties dialog box and the Internet Information
Services window.

You now have a server certificate installed. You may want to test the website to ensure that everything
is working correctly. Be sure to use https:// when you test connectivity to the site.

Backing Up the Server Certificate in 11S 5.0

If your BBSM server becomes damaged or needs to be rebuilt, you will need to reinstall a backup of your
server certificate onto your BBSM server. The following procedures explain how to manage certificates,
export them (create backups), and import them (reinstall them) at a later date, if necessary, by using the
Windows-based Microsoft Management Console (MMC) application snap-ins. (MMC is included in the
Windows 2000 operating system and also runs in Windows 95, 98, and NT 4.0. It is part of the Microsoft
Platform SDK and available for general use.)

MMC provides a GUI and programming framework in which consoles, which are collections of
administrative tools, can be created, saved, and opened. It also provides an environment for running
management applications and administrative tools (snap-ins). Their primary purpose is to perform
management tasks and enable administrators and other users to create custom management tools for later
use or for sharing with other administrators and users.

Snap-ins can be created in various development environments such as Microsoft Visual Basic 6.0 and
Microsoft Visual C++ 5.0 and 6.0. The MMC GUTI allows snap-ins to integrate with the console, which
has no management functionality. Snap-ins always reside in a console. They do not run by themselves.

Creating an MMC Snap-in for Managing Certificates

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Step 9
Step 10

To perform the backup, you must first create a new MMC and add the Certificates snap-in, as follows.
Adding the snap-in enables you to work with any certificates in your computer’s certificate store. You
can also add the snap-in to another MMC as long as MMC is opened in Author mode.

From the BBSM desktop, choose Start > Run. The Run window appears.

Enter mmc.exe and click OK. The Consolel and Console Root windows appear.

From the Consolel window, click Console.

Click Add/Remove Snap-in. The Add/Remove Snap-in window appears.

Click Add. The Add Standalone window appears.

Choose Certificates and click Add. The Certificates snap-in window appears.

Click the Computer account radio button and then Next. The Select Computer window appears.

Verify that the Local computer radio button is selected and click Finish. The Add Standalone Snap-in
window appears. Click Close.

From the Add/Remove Snap-in window, click OK. The Consolel and Console Root windows appear.

Save this MMC for later use.

Continue to the next section.
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Exporting a Certificate

Exporting a certificate is the same as creating a backup copy of the server certificate in case you need to
reinstall it later on a damaged or rebuilt BBSM server. Now that you have added the Certificates snap-in,
follow the procedure below to export the key pair that your web server is using.

Step 1 From the Console Root window, open the Certificates (Local Computer) snap-in that you added in the
last section, navigate to Personal, and then to Certificates.

~

Note  You see your Web server certificate denoted by the Common Name, which is found in the
Subject field of the certificate.

Step2  Right-click on the server certificate, select All Tasks, and click Export.
Step 3 After the wizard starts, click Next.
Step4  Choose to export the private key and click Next.

A

Caution Do not choose Require Strong Encryption. This option causes a password prompt every time an
application attempts to access the private key and causes IIS to fail.

Step5 Choose the file format Personal Information Exchange and click Next. This creates a PFX file.
Step6  Choose a password to protect the PFX file and click Next.

Step7  Choose a file name for saving the file. Do not include an extension in your file name. The wizard adds
the suffix automatically. Click Next.

Step8 Read the summary. Pay special attention to the location where the file is being saved. If you are sure the
information is correct, click Finish.

You now have a PFX file containing your server certificate and its corresponding private key. Move this
file to a floppy disk and store it in a secure location.

Importing a Server Certificate in IIS 5.0

This section describes how to reinstall a copy of the server certificate onto a BBSM server. To complete
the process, you must have the backup copy of the server certificate, which is contained in the PFX file
that you created in the previous procedure.

A

Caution Do not use the following procedures unless you have to reinstall a backup copy of the server certificate
onto a new or rebuilt BBSM server at a later time.
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Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Installing an SSL Certificate W

To create an MMC snap-in to manage certificates, use the same procedure that is described in the
“Creating an MMC Snap-in for Managing Certificates” section on page 16-13. After you create a new
MMC and add the Certificates snap-in with this procedure, you can import the server certificate into your
computer’s certificate store using the procedure below.

From the Console Root window, open the Certificates (Local Computer) snap-in, navigate to Personal,
and then to Certificates.

S

Note  No certificates are listed when no certificates were installed.

Right-click Certificates, (or Personal, if that option does not exist) and select All Tasks.
Click Import.

When the wizard starts, click Next.

Browse to the PFX file you created containing your server certificate and click Next.
Enter the password you gave the PFX file when you created it.

~

Note  Verify that the Mark the key as exportable option is selected if you want to be able to export
the key pair again from this computer.

Click Next and then choose the Certificate Store Personal to save the certificate to.

Click Next. You should see a summary window showing what the wizard is about to do. If this
information is correct, click Finish.

The server certificate for your web server is now located in the list of Personal Certificates. Now that
you have the certificate backup imported into the certificate store, you can enable IIS 5.0 to use that
certificate by following this procedure.

Choose Start > Programs > Administrative Tools > Internet Services Manager.

Right-click Default Web Site (the website where you want to enable secure communications), and select
Properties.

Click the Directory Security tab.

In the Secure communications section, click Server Certificate.
When the Web Site Certificate Wizard starts, click Next.

Choose the Assign an existing certificate option and click Next.

A screen showing the contents of your computer’s personal certificate store appears. Select your web
server certificate and click Next.

A summary window showing the certificate details appears. Verify that this information is correct, click
Next, and then click OK to exit the wizard.

You now have an SSL-enabled web server. Be sure to protect your PFX files from any unauthorized
personnel.
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Configuring Security

Step 1
Step 2

You must enable the SSL security and specify the associated domain name by using the Security/SSL
web page in WEBconfig. From this web page, you can also access these web pages:

e MSDE sa Account - Change Password Form
e BBSD Account - Change User Form
e Web API Account - Change User Form

Follow this procedure to configure SSL, change the MSDE password, and create (or later change) the
BBSD and Web API usernames and passwords.

For additional information about passwords, refer to the “Entering Security Passwords” section on
page 3-2.

From the Dashboard, click WEBconfig. The BBSM Server Settings web page appears.
In the NavBar, click Security/SSL. The Security/SSL web page appears. (See Figure 16-15.)

Figure 16-15 Security/SSL Web Page

Building Broadband Service Manager Dashboard | Help | Logout E

WEBconfig

Secure Sockets Laver (SSL)

BESM Server Settings
IP Addresses

Security /SSL

Sites

Routers

Metwork Elernents Enable Domain Name for

SSL Page Sets:
Check this box if you want to
use S5L-enabled web pages.

Port Test Settings
Billing

Security fSsL
Bandwidth Reservation

Enable Domain Mame for SSL Page Sets [

Full Domain Name |

SEL is recommended if you
are using RADIUS or Credit
Card palicies, as it will protect
sensitive user inforrmation,

User Accounts and Passwords

MSDE Systern Administrator (sa) Account Change |

Custormn Page Sets
Walled Garden

Note:
Port Hopping BBESD Account Create I Tou must purchase a fully
. qualified dornain name for the
UHIELE (AT Web API Account Create | BBSM server to use this

Alerts option, The domain name
must match the name on the

installed S50 certificate.

See the Cisco BBSM 5.2 User
Guide for details,

Requery Save I
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Step3  Enter data based on the information shown in Table 16-1 and click Save.

Table 16-1 Security/SSL Web Page Options

Field

Description

Enable Domain Name
for SSL Page Sets

Check if you want to use SSL-enabled page sets.

Note  You must purchase a fully qualified domain name for the BBSM server
to use SSL security. Refer to “Installing an SSL Certificate” section on
page 16-2.

Full Domain Name

Enter the full domain name for the BBSM server that page sets will use to
reach the BBSM server. This domain name must match the name on the SSL
certificate that is installed on BBSM, such as cisco.com. This is the name
entered in “Installing an SSL Certificate” section on page 16-2 (Step 13).

MSDE System
Administrator (sa),
Change

Click Change to access the MSDE ‘sa’ Password Form and change the
password. (For additional information about BBSM passwords, refer to the
“Entering Security Passwords” section on page 3-2.)

BBSD Account,
Create (or Change)

Click Create to access the BBSD Account - Create User Form and create a
BBSD username and password. Click Submit to enter the data. A confirmation
dialog box appears.

To ensure that only one BBSD account exists, the new account replaces the
previous account so you are given the option to cancel. (These alerts appear
only if the username is changed. If only the password is changed, the alert is
not displayed.)

The Create button on the Security/SSL web page now reads Change. When
you click the Change button and the window pops up, the username is now
filled in. (The username can be changed.)

(For additional information about BBSM passwords, refer to the “Entering
Security Passwords” section on page 3-2.)

Web API Account,
Create (or Change)

Click Create to access the Web API Account - Create User Form and create a
Web API username and password. Click Submit to enter the data. A
confirmation dialog box appears.

To ensure that only one Web API account exists, the new account replaces the
previous account so you are given the option to cancel. (These alerts appear
only if the username is changed. If only the password is changed, the alert is
not displayed.)

The Create button on the Security/SSL web page now reads Change. When
you click the Change button and the window pops up, the username is now
filled in. (The username can be changed.)

(For additional information about BBSM passwords, refer to the “Entering
Security Passwords” section on page 3-2.)

Buttons

Requery

Refreshes the web page (click before saving changes).

Save

Saves the changes made to the web page.

[ 78-15807-01

Cisco BBSM 5.3 Configuration Guide g



Chapter 16 Configuring Security and SSL |

Bl Configuring Security

Cisco BBSM 5.3 Configuration Guide
m. 78-15807-01 |



	Configuring Security and SSL
	Security Overview
	Installing an SSL Certificate
	Before You Start
	Generating a Certificate Signing Request
	Purchasing a Secure Server ID from a Certificate Authority
	Installing the Granted Certificate
	Backing Up the Server Certificate in IIS 5.0
	Creating an MMC Snap-in for Managing Certificates
	Exporting a Certificate

	Importing a Server Certificate in IIS 5.0

	Configuring Security



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


