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Important Notice

Important Notice

Cisco ANA 3.5 is a carrier-class, multi-vendor network and service
management platform which builds a real-time virtual model of the network,
serving as a live information base for value-added tools and applications for
integration into an existing OSS environment.

Cisco ANA 3.5 is a limited release by Cisco Systems of the existing features
and functions of the Sheer DNA 4.0.1 software.

As this is a limited release, the naming of the product in the software and the
user documentation remains as Sheer DNA.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com.
Cisco also provides several ways to obtain technical assistance and other
technical resources. These sections explain how to obtain technical
information from Cisco Systems.

Cisco.com
You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport

You can access the Cisco website at this URL:

http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries languages.shtml

Product Documentation DVD

Cisco documentation and additional literature are available in the Product
Documentation DVD package, which may have shipped with your product.
The Product Documentation DVD is updated regularly and may be more
current than printed documentation.
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The Product Documentation DVD is a comprehensive library of technical
product documentation on portable media. The DVD enables you to access
multiple versions of hardware and software installation, configuration, and
command guides for Cisco products and to view technical documentation in
HTML. With the DVD, you have access to the same documentation that is
found on the Cisco website without being connected to the Internet. Certain
products also have .pdf versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a
subscription. Registered Cisco.com users (Cisco direct customers) can order
a Product Documentation DVD (product number DOC-DOCDVD=) from
Cisco Marketplace at this URL.:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco
documentation at the Product Documentation Store in the Cisco Marketplace
at this URL.:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00
a.m. to 5:00 p.m. (0800 to 1700) PDT by calling 1 866 463-3487 in the
United States and Canada, or elsewhere by calling 011 408 519-5055. You
can also order documentation by e-mail at tech-doc-store-
mkpl@external.cisco.com or by fax at 1 408 519-5001 in the United States
and Canada, or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by
completing the online feedback form that appears with the technical
documents on Cisco.com.

You can send comments about Cisco documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.
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Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL.:

http://www.cisco.com/en/US/products/products security vulnerability policy.h
tml

From this site, you can perform these tasks:

e Report security vulnerabilities in Cisco products.

e  Obtain assistance with security incidents that involve Cisco products.
e Register to receive security information from Cisco.

A current list of security advisories and notices for Cisco products is
available at this URL.:

http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time,
you can access a Product Security Incident Response Team Really Simple
Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products psirt rss feed.html

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products
internally before we release them, and we strive to correct all vulnerabilities
quickly. If you think that you might have identified a vulnerability in a Cisco
product, contact PSIRT:

Emergencies — security-alert@cisco.com

An emergency is either a condition in which a system is under active attack
or a condition for which a severe and urgent security vulnerability should be
reported. All other conditions are considered nonemergencies.

Nonemergencies — psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
1877 228-7302

1 408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product
to encrypt any sensitive information that you send to Cisco. PSIRT can work
from encrypted information that is compatible with PGP versions 2.x through
8.X.
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Never use a revoked or an expired encryption key. The correct public key to
use in your correspondence with PSIRT is the one linked in the Contact
Summary section of the Security Vulnerability Policy page at this URL:

http://www.cisco.com/en/US/products/products security vulnerability policy.h
tml

The link on this page has the current PGP key ID in use.
Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical
assistance. The Cisco Technical Support & Documentation website on
Cisco.com features extensive online support resources. In addition, if you
have a valid Cisco service contract, Cisco Technical Assistance Center
(TAC) engineers provide telephone support. If you do not have a valid Cisco
service contract, contact your reseller.

Cisco Technical Support & Documentation
Website

The Cisco Technical Support & Documentation website provides online
documents and tools for troubleshooting and resolving technical issues with
Cisco products and technologies. The website is available 24 hours a day, at
this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website
requires a Cisco.com user ID and password. If you have a valid service
contract but do not have a user 1D or password, you can register at this URL:

http://tools.cisco.com/RPF/reqister/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial
number before submitting a web or phone request for service. You can access
the CPI tool from the Cisco Technical Support & Documentation website by
clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down
list, or click the Cisco Product Identification Tool link under Alerts & RMAs.
The CPI tool offers three search options: by product ID or model name; by
tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial
number label location highlighted. Locate the serial number label on your
product and record the information before placing a service call.
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Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and
S4 service requests. (S3 and S4 service requests are those in which your
network is minimally impaired or for which you require product
information.) After you describe your situation, the TAC Service Request
Tool provides recommended solutions. If your issue is not resolved using the
recommended resources, your service request is assigned to a Cisco engineer.
The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact
the Cisco TAC by telephone. (S1 or S2 service requests are those in which
your production network is down or severely degraded.) Cisco engineers are
assigned immediately to S1 and S2 service requests to help keep your
business operations running smoothly.

To open a service request by telephone, use one of the following numbers:
e Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)

e EMEA: +32 2 704 55 55

e USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco
has established severity definitions.

e  Severity 1 (S1)—Your network is “down,” or there is a critical impact to
your business operations. You and Cisco will commit all necessary
resources around the clock to resolve the situation.

e  Severity 2 (S2)—Operation of an existing network is severely degraded,
or significant aspects of your business operation are negatively affected
by inadequate performance of Cisco products. You and Cisco will
commit full-time resources during normal business hours to resolve the
situation.

o  Severity 3 (S3)—Operational performance of your network is impaired,
but most business operations remain functional. You and Cisco will
commit resources during normal business hours to restore service to
satisfactory levels.

e  Severity 4 (S4)—You require information or assistance with Cisco
product capabilities, installation, or configuration. There is little or no
effect on your business operations.
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Obtaining Additional Publications and
Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides,
documentation, and logo merchandise. Visit Cisco Marketplace, the company
store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from these
publications. For current Cisco Press titles and other information, go to Cisco
Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for
maximizing Internet and networking investments. Each quarter, Packet
delivers coverage of the latest industry trends, technology breakthroughs, and
Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies,
certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet

iIQ Magazine is the quarterly publication from Cisco Systems designed to
help growing companies learn how they can use technology to increase
revenue, streamline their business, and expand services. The publication
identifies the challenges facing these companies and the technologies to help
solve them, using real-world case studies and business strategies to help
readers make sound technology investment decisions. You can access iQ
Magazine at this URL.:

http://www.cisco.com/go/igmagazine

or view the digital edition at this URL:

http://ciscoiq.texterity.com/ciscoig/sample/
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Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in designing, developing, and
operating public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support
services, can be obtained at this URL:

http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection is an interactive website for
networking professionals to share questions, suggestions, and information
about networking products and technologies with Cisco experts and other
networking professionals. Join a discussion at this URL.:

http://www.cisco.com/discuss/networking

World-class networking training is available from Cisco. You can view
current offerings at this URL.:

http://www.cisco.com/en/US/learning/index.html
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About This Guide

About This Guide

This User’s Guide describes the events that are logged in the Sheer DNA
Gateway and how they can be viewed.

Introducing Sheer EventVision, page 1, overviews the Sheer EventVision
application used to view events and describes event categories.

Getting Started with EventVision, page 7, describes how to open the Sheer
EventVision window, and the Sheer EventVision window, including its
toolbar and menus.

Setting EventVision Viewing Options, page 15, describes how to define the
options for displaying events in the Sheer EventVision window.

Viewing Events in EventVision, page 17 describes the EventVision tabs
used for viewing system and network events.

Working in EventVision, page 29, describes how to filter and display view
the properties of specific events, refresh and export events.

Note: Changes to the Registry should only be carried out with the support of
Cisco Professional Services.
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Introducing EventVision

1 Introducing EventVision

Welcome to the Cisco Active Network Abstraction EventVision User’s Guide
that describes the intuitive interface for viewing system events and tickets
that are generated within the Sheer DNA system.

1.1 About Sheer™ EventVision

Sheer EventVision is a GUI application, which serves as a browser for
viewing and retrieving detailed information about the different types of
system events and tickets that are generated within the Sheer DNA system.
Monitoring Sheer EventVision helps predict and identify the sources of
system problems, which in turn assists in preventing future problems.

You can configure Sheer EventVision to display the following information:
e Number of events per page (default 50 events)

e  Amount of events to be exported to a file

e Display previous dated events (in weeks)

e  Filter options

e What information appears in EventVision tabs, such as the Audit tab.

System managers or Administrators periodically review and manage the
Events List using the Sheer EventVision. In addition, when an event occurs
in the Sheer DNA system the details are available in Sheer EventVision.

All Administrator activities in Sheer DNA Manage are logged and available
in Sheer EventVision. For more information on Sheer DNA Manage, refer to
the Cisco Active Network Abstraction DNA Administrator’s Guide.

1.1.1 Sheer™ EventVision Overview

Every event that occurs in the Sheer DNA system and the Sheer DNA
Gateway is logged. This includes all events that are performed as part of the
normal operation of the Sheer DNA system, as well as events that may need
further attention. Events are categorized and any of these log entries can be
viewed in Sheer EventVision Events List tabs as follows:

o Audit

e  Provisioning
e  Security

e Service

e Syslog

Cisco Systems, Inc. Page 1



Cisco Active Network Abstraction EventVision User’s Guide

o Ticket
e V1and V2 Traps
e  System Event

1.1.2 Basic Concepts and Terms

Alarm

An Alarm represents a fault scenario that occurs in the network or
management system. Alarms represent the complete fault lifecycle, from the
time that the alarm is opened (when the fault is first detected) until it is
closed and acknowledged. Examples of alarms include:

e Link down
e Device unreachable

e Cardout

An alarm is composed of a sequence of events, each representing a specific
point in the alarm’s lifecycle.

Event

An Event is an indication of a distinct “activity” that occurred at a specific
point in time. Events are derived from incoming traps or notifications and
from detected status changes. Examples of events include:

e Port status change

¢ Route entry drop

e Device reset

e  Device becoming reachable

e User acknowledgement of an alarm

Events are written to the DNA database once and never change.

Page 2 Cisco Systems, Inc.
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Event Sequence

An Event Sequence is the set of related events, which composes a single
alarm. For example, Link down — Ack — Link up.

Link-Down event sequence

SRR

Link-Down  Severity-change Informative Link-Up
Event Event Event Event
(open) (change) (clear)

Typically, a complete event sequence includes three mandatory events:
e Alarm Open (in this example, a Link Down event).

e Alarm Clear (in this example, a Link Up event).

e Alarm Acknowledge (not shown in this example)

Optionally, there can be any number of Alarm Change events, which can be
triggered by new severity events, affected services update events, and so on.

Correlation by Root-Cause

Root-cause correlation is determined between alarms (namely, between
event sequences). It represents a causal relationship between an alarm and the
consequent alarms that originate from it.

For example, a Card-out alarm can be the root-cause of several Link-down
alarms, which in turn can be the root-cause of multiple Route-lost and Device
unreachable alarms, and so on (a consequent alarm can serve as the root-
cause of other consequent alarms).

Card-Out
Link-Down Link-Down . Port-Down
Route-Removed Device- Route-Removed Device-
Unreachable Unreachable
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Ticket

A Ticket represents the complete alarm correlation tree of a specific fault
scenario. It can be also identified by the topmost (“root of all roots”) alarm.
Sheer EventVision’s Ticket Properties dialog box displays only tickets, but
allows drilling down to view the consequent alarm hierarchy.

From an operator’s point of view, the managed entity is always a complete
ticket. Operations such as Acknowledge, Force-Clear or Remove are always
applied to the whole ticket. The ticket also assumes an overall, propagated
severity.

Sequence Association vs. Root-Cause Correlation
It is important not to confuse between the two types of relationships in DNA
alarm management:

e Sequence Association: The association between events, which creates
the event sequences (namely, alarms). It implements either built-in or
user-defined relations (namely, specification of the event types
composing each sequence).

e Root-Cause Correlation: The association between alarms (event
sequences), which represents the root-cause relationship.

The following figure shows how both types of relations are implemented in

the ticket hierarchy:

Card Out

-
m \\-
/ ~
/ \ 1 .

] S
~ ~ )
Route down

In the above figure, the “clouds” represent alarms, which are correlated into a
hierarchy according to root-cause. Within each alarm is its respective event
sequence, representing the lifecycle of the alarm.

---------- Sequence association

- Root-cause correlation
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1.1.3 EventVision Categories

The

EventVision recognizes the following categories of Sheer DNA system

events or alarms:

You

Audit: These events are related to the running of commands in the Sheer
DNA Gateway.

Provisioning: These events are related to configuration and provisioning
activities.

Security: These events are related to client login and user activity when
managing the system and the environment.

Service: These events are related to the alarms that are generated by the
Sheer DNA system.

Syslog: These events are related to the predefined set of syslogs received
from the devices by the VNESs, which are used to generate the syslog
events.

System: These events are related to the everyday working of the internal
system and its components. These events may be related to the Sheer
DNA and Sheer DNA Gateway resources, representing the system log.
Ticket: These events are related to all of the tickets that were opened in
Sheer DNA.

V1 Trap: These events are related to SNMPv1 traps from the devices by
the VNEs, which are used to generate the trap events.

V2 Trap: These events are related to SNMPv2 traps from the devices by
the VNEs, which are used to generate the trap events.

can also view all of the events in the All tab, if required, refer to page 18

for an example of the All tab appearing as one of the EventVision tabs.

Cisco Systems, Inc.
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2  Getting Started with EventVision

This chapter describes the EventVision application and describes the
available viewing options enabling you to view system events and tickets that
are generated within the Sheer DNA system.

Note: EventVision is available to Administrators only.

Launching EventVision describes how to launch EventVision.

The EventVision Window, page 10, details the EventVision menu options,
including using the toolbar buttons to navigate through the application.

Setting NetworkVision Viewing Options, page 15, explains how to define
the amount time constraints for displaying events in the various in the
EventVision window.

2.1 Launching EventVision

This section provides instructions for launching the Sheer EventVision
application. Sheer EventVision is password protected to ensure security.
Before you start working with Sheer EventVision make sure you know your
user name, password, and the Sheer DNA Gateway IP address or host name
that you require.

Note: If a user does not login to the Sheer DNA Manage, NetworkVision or
EventVision applications during a specified period of time (the default is
30 days) the user’s account will be automatically locked. The default period
can be changed in the Sheer DNA Manage per user in the Properties dialog
box (for more information about changing the default period and unlocking
an account, refer to the Cisco Active Network Abstraction Administrator’s
Guide, Section 10.5). The period of time is measured from the time the user
last logged out of any of the Sheer DNA Client applications.

Cisco Systems, Inc. Page 7
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To start Sheer EventVision

1. From the Start menu, select the Programs folder, then Sheer
DNA/Sheer EventVision.

» C] Microsoft Office
[T Startup

Prograrms

B < Documents ¥ (5} windows Media Player
0 1, -
= : [T Jasc Software
o E}J Setkings ¥ r——
£ ﬁ Sheer DA
E 2 ) Search 3 Microsoft \Wward
o E Adobe Acrobat 6.0 Professional
3 ﬂ, Help and Support [T Merriam - Webster
w
w
E =] Run.. b
=
=
= ! ‘"_!' Shut Down. ..
i start

The login dialog box is displayed:

Sheer Eventiision

» @ Sheer Netwo ision
ll_v:] Sheer WorkFlow Editor
'gj Uninstall Sheer Products

M] Sheer DNA Manage
|5 sheer DHA shel

2. Type your User Name, and Password in the appropriate fields.

3. Enter the required Sheer DNA Gateway’s information in the Host field,

as an IP address or host name,
or

Select a Sheer DNA Gateway from the Host dropdown list.

Note: The Sheer DNA Gateway IP address or host name that was used
when you last logged in is automatically displayed at the top of the Host

dropdown list.

Note: Make sure that you use the leading IP address (the IP on which the
Sheer DNA Gateway was configured) when logging in to the system.

4. Click OK. The Sheer EventVision window is displayed (The Event

Properties detail pane is not displayed by default).

If this is the first time you have logged on, you will see the Ticket tab.

Page 8
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If you are logging in again, you will see the tab that was visible when
you logged out of the application.

E Sheer Event¥ision - rool

File Edt %iew Tools Help

« » @‘i'"

=lolx]

| Sevetity Z | Evert ITt |

360481
360480
360489
360483
360487
360486
3604835
360484
360483
360452
360481
360480
360474
360473
360477
360478
3604735

L PpErpprprprprrErrreep

B/30/05 - 09:35.06
8/30/05 - 09:35.06
830005 - 09:33:.06
8/30/05 - 09:33.06
8/30/05 - 09:33.06
G/30/035 - 09:38.06
G/30/03 - 09:38 06
B/30/03 - 09:38.06
8/30/05 - 09:35.06
8/30/05 - 09:35 06
830005 - 09:33:.06
8/30/05 - 09:33.06
8/30/05 - 09:33.06
G/30/03 - 09:38 06
G/30/03 - 09:35.06
B/30/03 - 09:38.06
8/30/05 - 09:35.06

Command Name

Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get

Command Signature

GetEventViewerProperties

Fieer framework comm.

er framework.comm.”

cot sheer framevwark cornm.
cotn sheer framewwork cornm. T
cotn sheer frameswark cornm.
comm sheer framewwork cormm. T
com sheer frameswwork comm. .
com sheer framework cornm. T
com sheer framework cornm.
com sheer framesvork corm ™
cot sheer framevwark cornm.
cotn sheer framewwork cornm. T
cotn sheer frameswark cornm.
com sheer frameswwork comm. ™.
com sheer framework cornm.
com sheer framework cornm. 7
com sheer framework cornm.

Command Parameters ‘

= ‘

o

[Line 1 (150 Selected) |

| Auddt | Prowsioningl Secur'rtyl Servicel Syslogl Systeml Ticketl 1 Trapl N2 Trapl

}?esuns 1-50

'\demnry' ] 7%

anneded

Cisco Systems, Inc.

Page 9



Cisco Active Network Abstraction EventVision User’s Guide

2.2 The EventVision Window

The Sheer EventVision window displays the events generated in the
Sheer DNA system. An example of the Sheer EventVision window is

displayed below.
3 Sheer, EventVision - root@192.168.2.181
Menu bar —| Fle Edt View Tools Help
Toolbar —| Y
) | Evert ID | Short Deseription Locatian | Tirne: |
& 1146 Agent 10.100.12.190 is reachable: BOS Unit = 192.165.2.181 AYM =700 DMA Uit 1921652181 014205 - 145313~
& 1145 Agert 1010012185 is reachable; BOS Unit = 192.168.2.181 AWM =700 DM& Urit 1921682181 0142105 - 14:52:53
& 1144 Agert 1010012182 is reachable; BOS Unit = 192.168.2.181 AWM = 700 DMA Urit 1921682181 0142005 - 14:52:53
E S 1138 A4 192.165.2.181:700 (avm700_-930602154) is reachable A 700 011205 - 14:51:
Table pane Sl L% 1138 Jhemrtioioc. aring £OS Uit = 0 TR
L 137 Agent 10.100.12.185 is starting BOS Unit = 192.168.2.161 A%M = 700 PE-Easti 012005 -
L 136 Agert 1010012190 is starting BOS Urit = 1921682181 A%M = 700 CE-Black-West! DA 2005 - 14:51:47
L 1135 AWM 700 started BOS Unit = 1921682131 Avtn 700 D1 2005 - 14:51:45
i 1085 Agent 10.100.12.185 is unreachable: BOS Unit = 19216582181 A¥M =700  DMA Unit 192.165.2.181 011205 - 14:51:534
L 1054 Agent 10.100.12.182 is unreachable: BOS Unit = 1921682181 A¥M=700  DMA Unit 1921662181 DIA205- 145134+
L] Line 5 (1 #50 Selected)
Properties:
b
@ Refresh
Alarm: Agent 1010012182 is starting BOS Unit =1 Severity: hdinar
Event
Properties - Locatior: PE-Wizst! Tirne: DM 2005 - 14:51:47
pane Affected: i Open Alarms: 070
Ackhowledged: Mot Socked
Description: v
< >
EventVision tabs— Audit | Provisioning | Security | Service | Syslog| System | Ticket | i Trap |V Trap
StatUS bar ﬂhesunsﬂ -50 | hllemnry' | & annaded

The Sheer EventVision window is divided into the following parts:
e  Menu Bar, described on page 11.
e Toolbar, described on page 14.

e The Events List and Properties pane comprised of tabs, which enable
you to view the specific events described on the selected page.

You can display the Events List only (without the Event Properties pane),
and select the required tab to display events, such as Provisioning events
only, refer to page 13 for an example.

You can also display the following information using the Sheer EventVision
window toolbar and menu options:

e Define Sheer EventVision display and configuration options, refer to
page 15 for more information.

e Display the All tab, refer to page 18 for more information.

e Filter dialog box to (filter-in) display selected lines only refer to page 43
for more information.

e Selected event properties in a separate window, refer to page 29.

Page 10 Cisco Systems, Inc.
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211

EventVision Menus

This section provides a description of each option available in the Sheer
EventVision menus and shortcut menus.

File Menu

The File menu enables you to export the information displayed and to exit
the application.

Export
Open &l Tak

Export

Exports the log event information displayed in the Sheer EventVision window
according to the criteria defined in the EventVision Options dialog box.

Open All Tab
Opens the All tab.

Edit Menu

The Edit menu enables you to define a filter for events displayed in the Sheer
EventVision window.

k7] Filter

Filter

Defines a filter for the events displayed in the Sheer EventVision window
according to the tab selected. For more information, refer to page 43.

Purge

This option is currently unavailable in this version.

Cisco Systems, Inc. Page 11
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View Menu

The View menu enables you to refresh and navigate through the Sheer
EventVision window as well as view event properties.

@ Refrezh

GoTo »

"B Propetties
Detailz Fane

Refresh

Refreshes the information displayed in the Sheer EventVision window.

GoTo

Navigates to:

e Previous Page: The previous page of events in the Sheer EventVision
window.

e Next Page: The next page of events in the Sheer EventVision window.
Properties

Displays the properties of the selected event, for example, the root cause and
source. For more information, refer to the Viewing Event Properties section
on page 29.

Details Pane

Displays or hides the Details pane. If an event is selected then the properties
of the selected event are displayed in the Details pane.

Tools Menu

The Tools menu enables you to define various options for displaying events
in the Sheer EventVision window’s Table pane.

gF Change User Password

- Options...

Change User Password

Enables the user to change the password used when logging in to the Sheer
DNA Client application suite. The change will take effect the next time that
the user logs in to the application.

Page 12
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Options

Defines the display options for the Sheer EventVision window. For more
information, refer to the Setting EventVision Viewing Options section on
page 15.

Help Menu

The Help menu provides information about Sheer EventVision.

Sheet etworks. canm

About EventVizion

SheerNetworks.com

This option is currently unavailable in this version.

About EventVision

Displays application information, for example, the version number.

Shortcut Properties Menu

Displays the properties of an event selected in the Event Properties window,
refer to the Viewing Event Properties section on page 29 for more
information.

3 sheer EventYision - root@192.168.2.181
File Edit “iew Tools Help

@

" | Event I | Short Description Location | Titne |
& 1146 Agent 10.100.12.190 is reachable: BOS Unit = 192.168.2.181 &YM = 700 DHA Unit 1921682181 011205 - 145313 A
_ Agent 10.1 - Properties BOS Unit = - A o0 DrA Unit 1921682181 (0112005 -1 bEE
&~ 1144 Agent 101 BOS Unit = 192.165.2.151 AWM = FOO DrlA Unit 1921682181 011203 - 143253
LY 1138 A4 192 .168.2.181:700 (avm700_-930602154) is reachable Ay 700 01/2/05 - 14:51:53

Line 2 (1 /30 Selected)

Audit | Provisioning | Security | Service Svsl0g| Sygtem|TiCkE!t Wi Trap | Wz Trap

Fesuns 1-50 | Memory: | £ i F:onnec{ed
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2.1.2

2.1.3

Color Coding of Events List Severity Icons

The Events List is color-coded according to the severity of the event. An icon
is displayed for each event (ticket/event) in the EventVision tabs (based on its
severity) as follows:

e Red: Critical.

e Orange: Major.

e Yellow: Minor.

e Sky Blue: Warning.

e  Green: Cleared/Normal/OK.
e Dark Blue: Information.

EventVision Navigation Toolbar

The Sheer EventVision window contains the following tools in the
Navigation bar/Toolbar:

Button | Function

il Goes back to the previous page of events in the Sheer EventVision
window.

il Goes forward to the next page of events in the Sheer EventVision
window.

Refreshes the events (if a filter is active, the refresh is done
according to the filter) displayed in the log by querying the
database. The log returns to the beginning of the list, displaying
@) | ! _ _
the events in ascending or descending order depending on the
order of the current list. Descending order means that the last
event is displayed first. For more information, refer to page 40.

Displays the Sheer EventVision Filter dialog box enabling you to
8 define a filter for the events displayed in the EventVision log. For
more information, refer to page 43.

Toggles automatic refresh of event data on and off. You define
the refresh-time period (in seconds) in the EventVision Options

dialog box. The default is 60 seconds. If a filter is active, the
refresh is done according to the filter. For more information, refer
to page 15.

_ Displays the properties of the selected event or ticket in the

EventVision Properties Details pane, refer to page 13 for an
example.

Page 14
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2.3 Setting EventVision Viewing Options

The EventVision Options dialog box enables you to define the options for
displaying events in the Sheer EventVision window.

To define Sheer EventVision options

1.

From the Tools menu, select Options. The EventVision Options dialog
box is displayed.

Event¥ision Options @

[ Keep last filtef

] open usina filter

Showy | 50 everts per page
Export | 1000 events in total
Run auto refresh every &0 SeC.
Ewents displayed for the last |2 | weeks
[ [9]29 ] [ Cancel ]

The following fields are displayed in the EventVision Options dialog

box:

Keep last filter: Saves the filter criteria defined per event type in
the Filter Events dialog box to the Sheer DNA Registry. The filter
criteria are available the next time you login to Sheer EventVision.

Note: Events are not filtered automatically when you next login to
Sheer EventVision unless the Open using filter option is selected as
well.

Open using filter: If the Keep last filter option is selected, this
option applies the previously defined filter to the events from the
time when Sheer EventVision is opened (the events are continuously
filtered according to the defined settings even after closing and
starting a new session).

Show ... events per page: Enables the user to set the number of
events that are displayed per page.

Export ... events in total: Enables the user to set the maximum
number of events to be exported to a file.

Run auto refresh every ... sec: Enables you to configure Sheer

EventVision to run Automatic Refresh according to the defined
number of seconds.

Cisco Systems, Inc.
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Note: Selecting this option displays a warning message asking you
to confirm your selection, as this option uses rapid refresh on the
database, which could slow down other vital database options.

e Events displayed for the last selected number of weeks: Enables
you to configure which past events to display from the database
according to the defined number of weeks.

2. Select the required options by checking the appropriate checkbox(es).

3. Click OK to close the dialog box and save your settings.

Page 16 Cisco Systems, Inc.
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3 Viewing Events in EventVision

The Events are displayed in an Events List log for each tab. These tabs reflect
the different event categories and display event information related to the
specific event category. The following tabs may be selected in the Sheer
EventVision window:

e All, as described on page 18.

e Audit, as described on page 19.

e Provisioning, as described on page 20.
e  Security, as described on page 21.

e Service, as described on page 22.

e Syslog, as described on page 23.

e  System, as described on page 24.

e Ticket, as described on page 25.

e V1 Trap, as described on page 26.

e V2 Trap, as described on page 27.

The events are sorted according to date, where the latest event is displayed
first and the oldest event is displayed last. You can define the filter to be used
as well as the number of events to be displayed in the Events List using the
EventVision Options dialog box. For more information refer to page 15.

The navigation toolbar enables you to navigate through all the Sheer
EventVision log record pages.

Each page of the Events List displays the selected amount of events per page
as defined in the EventVision Options dialog box, such as 50, refer to the
Setting EventVision Viewing Options section on page 15. You can use the Go
To sub-menu options on the View menu or the respective toolbar buttons in
the toolbar, to navigate between each displayed page.

Cisco Systems, Inc. Page 17
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3.1 All Tab

When you launch EventVision, the All tab is not displayed.

You can open this tab, as required, using the Open All Tab option on the
File menu.

Note: Opening the All tab may take some time to retrieve information from
the Sheer DNA database for all category events.

The All tab displays information about all the events. Additional information
specific to the event category can be viewed in the Events Properties dialog
box or individual category tabs.

3 Sheer, Eveni¥ision - root@192.168.2.34

File Edit “iew Toolz Help
< Y

Severity i | Ewent ID | Shart Description Tirre: | Evert Type |

Yy 5794 Command: InternalGet vwas executed by root from [P:10.56.20 185 220206 - 14:27:47 At -

3 G793 Command: Get was executed by roat from [P:10.56 20185 220206 - 14:27:47 Aucdit

o 5792 Command: Get was executed by root from IP:10.56.20.185 22002006 - 14:27:47 At

i s 5791 Command: Get was executed by root from IP:10.56.20.185 22002006 - 14:27:46 At

o 5790 Command: Get was executed by root from IP:10.56.20.185 22002006 - 14:27:46 At

o 57589 Command: InternalGet vwas executed by root from [P:10.56.20 185 22002006 - 14:27:45 At

i % G788 Cormmand: CheckApplicationPer mizsion was executed by root from IP:10.56 20185 22002006 - 14:27.45 Aucdit

o G757 Successful login root 22002006 - 14:27:43 Security

E G751 BGP neighbour loss 22002006 - 14:01:31 Service

*® G7E1 EGP neighbowr loss 2202006 - 14:01:3 Ticket

»> G775 Enterprise generic trap 22002006 - 14:01:14 W Trap

» 8773 Enterprize generic trap 2202006 - 14:00:55 W Trap w
Line 1 (Size 507

Audit | Provisioning | Security | Service | Syslog | System | Ticket | V1 Trap | Ve Trap | all

Ihesuﬂs 1-50 | hﬂemory: I &% k:onnected

The following columns are displayed in the All tab:
e  Severity: The severity of the ticket.
e Event ID: The sequential ID number of the event.

e Short Description: A description of the event, for example, device
unreachable.

e Time: The date and time when the event occurred. The time is displayed
in the following format DAY MM/DD HH:MM:SS YYYY.

e Event Type: The event type, namely, audit, system, ticket, provisioning,
syslog, security, service, and traps.
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3.2

Audit Tab

The Audit tab displays all of the events generated for each command or request in
the Sheer DNA System, for example, opening EventVision displays the following
“GetEvent” in the Audit List:

3 Sheer EventVision - root@192.168.2.181 =13

1241
1240
1239
1238
1237
1236

==

File Edit “iew Toolz Help

<™

| Evertin | Time

04/ 2005 - 05:53:51  Get cam.sheer fr.” 108620130  root Commahd: G~
04/ 2005 - 05:53:51  Get cam.sheer fr.” 108620130  root Commahd: G~
04/ 2005 - 05:53:51  Get cam.sheer fr.” 108620130  root Commahd: G~
04/ 2005 - 05:53:51  Get cam.sheer fr.” 108620130  root Commahd: G~
04M205 - 05:53:51 Get cotn . sheer fr, 105620130 root Cotnmand G2
0411205 - 05:53:51  Get con.shest f, 105620130 root Commang G,

Cotnmandd Marme Corarmandd 57 | Cormmand P.7 | Result | Originating IP | User Mame | Short Desc..
53581 [GetEvertviewerPr. Vcom . sheet m..] Command: G,

Line 1 (1 £330 Selected)

Audit | Provisioning || Security | Service | Syslog | System || Ticket | V1 Trap | Ve Trap

Ihesuﬂs 1-350

| hﬂemory: I N |Connec:ted

The following information is displayed in the Audit tab:

Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

Event ID: The sequential ID number of the event (generated by Sheer
DNA).

Time: Logged and recorded at the time the event happened.

Command Name: The audit specific command name, prefaced by, for
example, such as Get..., Update..., Find...

Command Signature: The actual command executed by Sheer DNA,
such as com.sheer.framework.

Command Parameter: This column may be empty, depending on the
“real” value and a defined audit level.

Result: The result of the command.
Originating IP: The IP address of the Client that issued the command.
User Name: The name of the user who initiated the command.

Short Description: An aggregation of portions of the same fields in the
Audit Command fields.

The type of information displayed in the Audit tab can be audited by
defining the appropriate registry keys and their values. The audit service
enables you to audit all the commands executed in the system, for example,
the Get command can be audited. The Audit tab then displays this
information.

Cisco Systems, Inc.
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The following parameters can be controlled through the Registry :
e Override the default auditing details level
e All or specific users
e Display only specific commands

The available values for these parameters are:

e Concise: Displays all (default) events besides the Command
Parameters and Results column values

e Disable: The commands will not be logged in the Audit tab Events
List

For more information about the Registry Editor, refer to the Cisco Active
Network Abstraction Registry Editor Guide.

3.3 Provisioning Tab

Events displayed in the Provisioning tab are events triggered during the
configuration of a device. The Sheer DNA sends an event explaining the
configuration operation, for example, configure the cross connect table in a
device. The Provisioning tab displays detailed information specific to this
event category. It contains events both from the Sheer Command Builder and
Sheer Workflow Editor. Additional information specific to this event
category can be viewed in the Events Properties dialog box. The
Provisioning tab is displayed below.

|3 Sheer Event¥ision - root@192.168.2.161 ) = IEI |£|
File Edit “ieww Tools Help

« » @ W E

" | Evert I ‘ Shart Description User Name Tirme | Status Source
f 8 307391 Execution of script Show succeeded roct G/28/05 -10:2213  Success PE_South
& 303440 Execution of script Show succeeded oot 828005 - 09:11:25  Success PE_South
£ 3033585 Script Show has failed. root 8/28/05 - 09:10:24  Fail PE_South
& 302283 Script Show has failed. root G/28/05 - 03:50:34  Fail PE_South
f 8 302236 Execution of script Show succeeded roct §/28/05 - 058:49:38  Success PE_South
& 94215 Execution of script Show succeeded oot 2505 - 18:2732  Success PE_South
A 94140 Execution of script Sh?{v succeeaded roct §/25/05 - 18:2557  Success PE_South
4 s B
| ; | Line 1 (Size 7) |

Audit Provizioning I Security I Service I Syslog | System | Ticket.l. w1 Trap-l 2 Trap |

Fesutz 1 -7 hﬂemory: ] 9% *:onnected

The following additional information is displayed in the Provisioning tab:

e Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

e Event ID: The sequential ID number of the event.
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e Short Description: A description of the event, for example, Script Show
has failed.

e  User Name: The name of the user who performed the provisioning
operation.

e Time: Logged and recorded at the time the event happened.

e  Status: The status, for example, success or fail.

e Source: The VNE key on which the provisioning operation succeeded or
failed.

3.4 Security Tab

The Security tab displays detailed information specific to this event
category. Security events are related to client login and user activity when
managing the system and the environment. Additional information specific to
this event category can be viewed in the Events Properties dialog box. The
Security tab is displayed below.

3 sheer Eventyision - root@192.168.2.161 = —|of x|

File Edit Wiew Tools Help

«>» D% EH BE

Event I I Short Description

| Sewerity A

Locatian Time I Cliett P

S 360595 User root logaed off Ao 11 83005 - 095259 1921681141 &

360594 Successul login root A 11 Si30005 - 095259 1921681141

g 3 360544 Successul login root Aaem 11 G/50/05 - 09:52:11 1921651141

;! 360493 Successul login root Aaem 11 530005 - 09:51:04 1921651141

i % 360447 Successul login root A 11 30005 - 093755 19246811441

360445 Uzer root logged off A 11 830005 - 09:32:05 1921681 46

g 3 360345 Uzer root logged off Asvm 11 G530/05 - 09:31:34 1921651 46

3 360337 Successiul login root Aaem 11 GI30005 - 09:31:27 19216581 .46

i % 360224 Successiul login root A 11 /3005 - 09:30:03 192168.1.46
360223 Uzer roct logged off A 11 83005 - 09:14:44 1921681 46

f 3 360123 U=er root logged off Aoaem 11 G530/05 - 09:01:42 1921651 46

3 360115 Successul login root Aaem 11 G50/05 - 09:0M:36 1921651 46

. 360114 Folling group Persistency (description: Persistency) was removed G530005 - 085707 1921651131 _'J
KT S € B6B9>9>999>>>>69 [
| EE RS |
Aud'rtl Provisiohing  Security | Servicel Syslogl S\;s{eml Ticke‘tl W Trapl W2 Trapl
}?esuﬂs 1-50 )\ﬂemory: [ | 10% Fonneded

The following additional information is displayed in the Security tab:

e Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

e Event ID: The sequential ID number of the event.

e Short Description: A description of the event, for example, Successful
login by root.

e Location: The entity that triggered the event, as a hyperlink that opens
the relevant location.
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e Time: Logged and recorded at the time the event happened.
e Client IP: The IP address of the client.
e User Name: The user name of the client.

e Client Type: The type of client, for example, NetworkVision or
EventVision.

3.5 Service Tab

The Service tab displays all of the alarms generated by Sheer DNA, for
example, link down. Service events are related to the alarms that are
generated by the Sheer DNA system. Additional information specific to this
event category can be viewed in the Events Properties dialog box. The
Service tab is displayed below.

3 Sheer Event¥ision - root@192.168.2.34

File Edit *“iew Toolz Help

« &

Severity 2 | Alarrm 1T | Shart Description Location Tirne:

& 1728 EGP neighlbour found P-Morth 2M 2106 - 09:06:40 A

L 3 1726 BGP neighhbour found FE_South 2M 2006 - 09:06:35

3 1705 Link up P-Morth#2:Ethernet2/ =-=PE_M." 212006 - 09:06:07

i 1694 Device unreachable CE-Black-est 21006 - 20:34:12

& 16893 Device unreachable CE-SHEER-Wvest 21106 - 20:34:09

a2 1677 EGP neighhbour loss due to link evert FE_Morth 2M106 - 2003343

2 1676 EGP neighbour loss due to link evert FE_Morth 2M106 - 20033:43

&~ 1674 BGP neighbour loss due to link evernt PE_Morth 211006 - 2003343

&~ 1675 BGP neighbour loss due to link evernt PE_Morth 211006 - 2003343

& 1692 Device unreachable CE-Black-South 2106 - 20:33:42

&2 1689 BGP neighhbour loss FE_South 2M1/06 - 20033:40

&~ 1673 BGP neighbour loss due to link evernt P-Morth 211006 - 20:33:40

&~ 1686 BGP neighbour loss PE-wiest 211006 - 2003317 g

< >
Line 1 (Size 50)

Audit | Provizioning | Security | Service | Syslog | System || Ticket | %1 Trap | %2 Trap

Ihesuns 1-50 | hﬂemory: | 5% Fonneded

The following additional information is displayed in the Service tab:

e Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

e Alarm ID: The sequential ID number of the alarm.

e Short Description: A description of the event, for example, Route entry
restored.

e Location: The entity that triggered the alarm, as a hyperlink that opens
the relevant location.

e Time: Logged and recorded at the time the event happened.
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3.6 Syslog Tab

The Syslog tab displays all of the syslog events. These events are related to
the predefined set of syslogs received from the devices by the VNESs, which
are used to generate the syslog events. Additional information specific to this
event category can be viewed in the Events Properties dialog box. The
Syslog tab is displayed below.

[3 sheer Eventvision - root@192.168.2.161 =] |
File Edit Yiew Toolz Help
«>®% ¥ BHE
— — — —
| Severity A Alarm D l Shart Description Location Time
I &® 352153 Generic sysog-=157=514: -Traceback= 1C1E2C 1C2114 649CC 1DOCCC Cat_South -14:25:38 &
| i 3 352151 Generic sysog-2187=513 -Process="IP SMMP", ipl= §, pid= 61 Cat_South -14:25:39
I 3952347 registered timer is expired Cat_South 5/29/05 - 14:25:39
([ 40 348552 Device configuration changed P-kotth S5/29/05 - 13:34:16
I ~ 341574 Device configuration changed PE-East 8/20/05 - 12:14:54
I » 341321 Device configuration changed P-Morth 5/29/05 - 12:13:09
: f 3 3402438 EGP neighbor up syslog PE_Morth : 80.50.80.64 8/28/05 - 120713
| F 3 340235 BP neighbor up syslog PE-East: 80.80.80.8 §/29/05 - 12:07:07
: % 340233 EGP neighbor up syslog FE_Morth : 80,8080 62 8429505 - 120707
E f 3 340229 LOP neighbor up syslog P-Morth : 50.50.50.5 G/29/05 - 12:07:06
| & 340221 BGP neighbor up syslog PE-West : 30.50.80.58 8/29/05 - 12:07:05
4

of)

_[Line 1 (Size 50 |

Aud'rtl Provisioningl Security | Service  Sysiog I Sys‘teml Ticketl S Trap | W2 Trapl

;?esults 1-30

?‘ﬂemory: | ] 1%

The following additional information is displayed in the Syslog tab:

Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

Alarm ID: The sequential ID number of the alarm.

Short Description: A description of the alarm, for example, Device
configuration changed.

Location: The entity that triggered the alarm, as a hyperlink that opens
the relevant location.

Time: Logged and recorded at the time the alarm happened.

jConnec‘ted |
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3.7 System Tab

The System tab displays all of the system events related to the everyday
working of the internal system and its components. These events may be
related to the Sheer DNA and Sheer DNA Gateway resources, representing
the system log. Additional information specific to this event category can be
viewed in the Events Properties dialog box. The System tab is displayed

below.

E Sheer Event¥ision - root@192.168.2.161

File Edit Yiew Toolz Help

=0l x|

|<< >>©?"‘
Severity A | Evert ID | Short Descrigtion Location | Titne
s 360752 Agent 1010012152 is reachable: BOS Unit = 192163 2192 AWM = 333 DA Unit 1921682192 - 14:28:47 &}
53 360761 Agent 10100121582 is starting BOS Unit = 1921652152 AWM = 333 PE-West1 Sr30005 - 14:28:36
£ 3607SE Agent 1010012 182 iz shutting dovwn BOS Unit = 192 168.2.192 AWM = 333 PE-Vvest1 Gr30005 - 14:26:05
i 360695 Agent 1010012152 is reachable: BOS Unit = 1921652192 AWM = 333 DA Unit 1921658.2.192 5730005 - 14:18:41
£ SE0G7T Agent 10.100.12.152 is unreachable: BOS Unit = 192 165.2.192 AWM = 333 DA Unit 192168.2.192 8730005 - 14:18:21
3 360674 Agent 1010012182 iz starting BOS Unit = 1921682192 AWM = 333 PE-West1 8/30/05 - 14:18:12
& 360669 A 192 1662 192 333 (333) is reachable Aym 333 G305 - 141534 |
£ JE0EET A 333 started BOS Unit = 192.168.2.192 Avm 333 Sr30M05 - 141332
£ 360666 A%M 333 iz starting BOS Unit = 192.165.2.192 Awrn 333 30005 - 14:135:29
a2 SE044E Dropped Events Report Avern 11 S/30405 - 09:32:38
f 3 360444 10 =zec period limiter for general event type reached CLEARED threshold Avrn 11 S430005 - 09:31:47
’ 3 360443 10 zec period limiter for default event type reached CLEARED threshaold A 11 530005 - 09:31:47
i 3604149 10 zec period limiter for general event type reached WWARMIMNG threshold A 11 S30005 - 09:31:37
& SE0413 10 zec period limiter for default event type reached WARMING threshold Avern 11 5430405 - 09:31:37
a2 ZEQ33E Dropped Events Report Avern 11 30005 - 09:31: 21
QI 360332 10 zec period limiter for general event type reached CLEARED threshold Ay 11 7300035 - 09350 IIL?'_IF:J
4 ¥
| Line 1 (Size 500
Audi‘tl Provisioning Sec:ur'rtyl Ser\-'icel Syslod  System I Tic:ketl S Trap | W2 Trapl
Fesuﬂs 1-50 iﬂemory: O 9% Fonnec‘ted

The following additional information is displayed in the System tab:

e Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

e Event ID: The sequential ID number of the alarm.

e Short Description: A description of the event, for example, Dropped
Events Report.

e Location: The entity that triggered the event.

e Time: Logged and recorded at the time the event happened.
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3.8

Ticket Tab

The Ticket tab displays detailed information specific to this event category.
A ticket event contains a single root alarm (the root-cause alarm can be of
any alarm type, for example, syslog, service and so on), and all its subsequent
correlated alarms. Additional information specific to this event category can
be viewed in the Events Properties dialog box. The Ticket tab is displayed
below.

3 Sheer, Event¥ision - root2192.168.2.132

Fie Edi Yiew Tools Help
« Y

Sever. | Ticket ID | Short Description | Location Last Modification Time | Time A ‘ Acknowe . | Atfected 0.7 ‘ Affected | Correlation Co. | Reduction ©..7 | Duplication

EX 2908199 BGP neighbour found  PE-East 044 2035 - 10:08:.00 044205 - 10:05:00  false 1 H o 2 1 ad

L 2908188 Device reachable PE-West 04112005 - 10:08:52 044205 - 10:04:40  false 1 o o 2 1

LS 23081687 Device reachabls PE_Sauth 0471 2005 - 10:08:59 041205 - 10:04:35  falze 1 o o 2 1

N 29081582 Device reachahle CE-Black-Morth 04/ 2/05 - 10:03:40 0442105 - 10:04:10  false 1 o o 2 1

iy 2905179 Device reschable Swvitch_South 0471 2005 - 10:08:55 0441205 - 10:04:08  false 2 a 1 4 1

& 2908177 Device reachablz PE-East 04012005 - 10:08:18 041205 - 10:04:05  false 1 o o 2 1

N 2908172 Device reachahle CE-SHEER-West 04/ 205 - 10:09:33 0442105 - 10:04:03  false 1 o o 2 1

L 2908178 Device reachable PE_Marth 04112005 - 10:09:38 044205 - 10:04:02  false 1 o o 2 1

& 2908176 Device reachablz CE-Black-vWest 041205 - 10:09:36 041205 - 10:04:00  false 1 o o 2 1

N 2908170 Device reachablz CE-Black-South 044 205 - 10:02:36 0442105 - 10:03:53  false 1 o o 2 1

L 2908093 Cold start trap dus t.” PE-East 044 20035 - 10:03:34 044205 - 10:03:34  false 1 o o 1 o

& 2908194 LDP neighbor up =y~ PE-East: 60807 044 2/05 - 10:08:57 041205 - 10003:32  false 1 a a 2 1

Fy 2908089 Reloading device sy.”. PE-East 04012005 - 10003:32 04412005 - 10:03:32  false 1 1] 1] 1 1]

L 2907797 Port up Test3_up_dow.” 044205 - 10:25:.08 044205 - 09:54:46  false 1 o 1 4 1

LS 2905769 Port up Testd_up_dow. ™ 040 205 - 09 25:07 041205 - 053:54:46  falze 1 a 1 4 1 w

< >
Line 1 (Size 50)

Audit | Provisioning | Security | Service | Syslog | System | Ticket | V1 Trap | Ve Trap

Resuts 1 - 50 [ temary: | 7 annected

The following additional information is displayed in the Ticket tab:

Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field).

Ticket ID: The sequential ID number of the ticket.
Short Description: A description of the event, for example, Link Down.

Location: The entity that triggered the ticket, as a hyperlink that opens
the relevant location.

Last Modification Time: The date and time when the ticket was last
modified.

Time: Logged and recorded at the time the first event happened.

Acknowledged: The status of the ticket that is being handled, namely,
true (acknowledged) or false (not acknowledged).

Affected Devices Count: The number of devices affected by the ticket
(the source(s) of the alarm and their subsequent alarms).

Cisco Systems, Inc.
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e Correlation Count: Displays the number of correlated alarms included
in the ticket. For example, if in the Correlation tab of the Ticket
Properties, there are 3 alarms correlated to the root-cause alarm, then the
counter displays the number 3. If there are 2 alarms correlated to the
root-cause alarm, and each alarm in turn has 2 alarms correlated to it,
then the counter displays the number 4.

¢ Reduction Count: Displays the number of alarms included in the ticket.
For example, nine alarms can be viewed in the History tab of the Ticket
Properties window, but only a single ticket is displayed in the Ticket
pane.

e Duplication Count: Displays the number of occurrences of the original
root-cause alarm included in the ticket. For example, if the ticket was
created by a link down root-cause alarm, and then the link goes up and
down again quickly so that it is included in the same ticket, then the
duplication counter displays the number 2, as the root-cause alarm
occurred twice.

For information about viewing ticket properties, refer to page 30.

3.9 V1Trap Tab

This event is triggered when the Network Element sends a trap message to
the Sheer DNA because of a network event, for example, Link Down. The
V1 Trap tab displays detailed information specific to this event category.
Additional information specific to this event category can be viewed in the
Events Properties dialog box. The V1 Trap tab is displayed below.

3 Sheer Event¥ision - root@192.168.2.34

File Edit *“iew Toolz Help

« &

Severity 2 | Alarmm D | Short Description Location Tirme:

a2 1724 Erterprize generic trap FPE- ezt 2M 2006 - 09:06:34 A

2 1721 Enterprize generic trap PE-East 2M 2006 - 09:06:32

kS 1720 Enterprize generic trap PE-East 2M 2006 - 09:06:32

kS 1719 Enterprize generic trap PE-East 2M 2006 - 09:06:32

a2 1718 Enterprize generic trap P-Maorth 2M 2006 - 09:06:32

&2 1717 Enterprize generic trap PE-East 2M 2006 - 09:06:32

kS 1715 Enterprize generic trap PE_South 2M 2006 - 09:06:25

kS 1713 Enterprize generic trap P-Maorth 2M 2006 - 09:06:21

& 1707 Lire up trap P-Morth#2: Ethernet2M 2M 2006 - 09:06:07

a2 1671 Erterprize generic trap PE-East 2M1006 - 20033:27

2 1669 Enterprize generic trap FE_South 2M1M06 - 20033:14

kS 1665 Enterprize generic trap P-Maorth 2M1006 - 20:33:09

kS 1667 Enterprize generic trap PE-East 2M1006 - 20:33:09 pvs

< >
Line 1 (Size 50)

Audit || Provisioning || Security | Service | Syslog || System | Ticket | w1 Trap | ¥2 Trap

Ihesuns 1-50 hﬂemory: | T Fonneded
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The following additional is displayed in the V1 Trap tab:

e  Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

e Alarm ID: The sequential ID number of the alarm.

e Short Description: A description of the event, for example, enterprise
generic trap.

e Time: Logged and recorded at the time the event happened.

e Location: The entity that triggered the trap, as a hyperlink that opens the
relevant location.

3.10 V2 Trap Tab

The V2 Trap tab displays detailed information specific to this event
category. Additional information specific to this event category can be
viewed in the Events Properties dialog box. The V2 Trap tab is displayed
below.

3 Sheer, Event¥ision - roote192.168.2.133

File Edit “iew Toolz Help
«||» 8/
v | Alarn 10 | Short Description Location Titne | Affectedd |
& 232530 Erterprize genetic trap R_2 O5M 205 - 15:55:50 a
» 232662 Enterprize generic trap R_2 05M 205 - 15:49:44 a
&~ 231980 Enterprize generic trap F_2 05205 - 15:25:50 a
i~ 23748 Erterprize generic trap F_2 05M 205 - 15:19:44 o
E Y 230953 Enterprize generic trap R_2 05/ 205 - 14:55:45 a
i 230772 Enterprise generic trap F_2 05M205 - 14:49:44 a
i~ 230456 Erterprize generic trap F_2 O5M 205 - 14:39:13 o
& 230158 Enterprize generic trap R_2 O5M 205 - 14:29:40 a
i 230147 Enterprise generic trap F_2 05M205 - 14:28:18 a
i~ 230177 Line dowen cisco proprietary trap due to port evert R_2#0:FastEthernstOid 05M 205 - 14:29:15 u]
& 230142 Enterprize generic trap R_2 O5M 205 - 14:29:13 a
&~ 230125 Enterprise generic trap F_2 05/ 205 - 14:25:59 a
~ 230113 Erterprize generic trap F_2 051205 - 14:28:37 u]
Line 1 (Size 13)
Audit | Frovisioning | Security | Serice | Syslog | System | Ticket | Vi Trap | vz Trap
Ihesuns 1-13 | "-ﬂemory: | &0 |Connected

The following additional information is displayed in the V2 Trap tab:

e  Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event (the color and type of alarm is
displayed in the Properties pane’s Severity field)

e Alarm ID: The sequential ID number of the alarm.
e Short Description: A description of the event.
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e Location: The entity that triggered the trap, such as a hyperlink that
opens the relevant location.

e Time: Logged and recorded at the time the event happened.
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4 Working in EventVision

This chapter describes how to view, filter and display the properties of
specific events, and how to refresh and export events.

Viewing Event Properties, page 29, describes how to properties of a
specific event type.

Refreshing the Events List, page 42, describes how to manually and
automatically refresh the Events List.

Filtering Events, page 43, describes how to define a filter for the events
displayed in the Events List.

Exporting displayed Data, page 45, describes how to export the currently
displayed data from the Sheer EventVision table. In addition, it describes
how to import the data and view it at a later stage.

Logging Out, page 46, describes how to log out of Sheer EventVision.

4.1  Viewing Event Properties

Sheer EventVision enables you to view the properties of a specific event
type. The Event Properties dialog box displays detailed information about the
event, for example, the severity and the number of affected parties.

For a detailed description of the properties of:

e The Ticket tab, refer to Section 4.1.1.

e The Provisioning tab, refer to Section 4.1.2.

e TheV1and V2 Trap tabs, refer to Section 4.1.3.

To view Event Properties

1. Select the required tab for the specific event type and the event in the
Sheer EventVision window.
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4.1.1

Double-click on the event in the Events List.
or

On the View menu, click Properties, or right-click the event, and select
Properties from the shortcut menu.

The Properties tabbed window is displayed for the selected event.

3 2880363 - Service Alarm Properties Q@E|
Alarm: BGF neighbour loss Severity: _
Location: PE-East Time: 031 2/05 - 20008:00
Affected: 41 COpen Alarms: 0 i
Acknowledged: Mot Acked Originatar: 50.80 8062
Description:

BGP Meighbour connection lost to: §0.80.80.5

| General | Advanced

| | rﬂemory: I 7 Fonneded

Note: Clicking in the toolbar displays the properties of the selected
ticket or event in the Properties Details pane.

The header displays the ID number of the selected event.

Ticket Tab Properties

The properties of a selected ticket can be viewed by displaying the Ticket
Properties dialog box. For example, you can view alarm severity, correlated
alarms, active alarms, alarm history or the source of the alarm. For more
information about the Ticket tab, refer to page 25.

Page 30
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For information about opening the Properties dialog box, refer to page 29.
The Ticket Properties dialog box is displayed.

I 1657 - Ticket Properties

[@ Refresh] [ﬁ Acknowledge] j

Alarm: Link up Severity: Cleared
Lioc:ation; P-Morth# 2: Ethiernet2i =-=PE_Morth#l: Ethernete3 Open Alarms: O R |
Tirre: 2M1006 - 20:31:10

Acknowledged: false Originator: 50.80.80 .61

Deszcription:

Link U

General | History | Affected Parties | Carrelation | Motes | Advanced

| | hdemory: I 9% Fonnec‘ted

The information displayed in the Ticket Properties dialog box corresponds
with the information displayed in the Ticket pane of the NetworkVision
window. The ID number displayed in the header corresponds to the ID
number of the ticket selected in the EventVision window.

The Ticket Properties dialog box is divided into the following areas:
e Tabbed Pane, as described below.
e Toolbar, as described on page 39.

41.1.1 Tabbed Pane

The Ticket Properties dialog box is divided into the following tabs:

e General: General information about the selected ticket, as described on
page 32.

e History: The history of the ticket, as described on page 33.

e Affected Parties: The services (affected pairs) that are potentially

affected (potential impact analysis) by the ticket, as described on
page 34.

e Correlation: All of the alarms that are correlated to the selected ticket,
as described on page 36.

e Notes: Enables you to add notes to the selected ticket, as described on
page 37.
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Advanced: All of the affected devices, correlation, duplication and
reduction counts for the selected ticket. In addition, it provides any other
additional information available about the ticket, as described on

page 38.

General Tab

The following fields are displayed in the General tab providing information
about the compiled alarm:

Alarm: The supported root-cause alarm name, for example, Link Down.

Location: The entity that triggered the root-cause alarm, as a hyperlink
that opens the relevant location.

Severity: Displays the severity that was propagated from all the
correlated alarms. For more information, refer to page 14.

Time: The date and time when the initial root-cause alarm was
generated. The time is taken from Sheer DNA and is displayed in the
following format MM/DD/YY — HH:MM:SS.

Open Alarms: The number of correlated alarms for the ticket that are
open. For example, 3/ 4. Four relates to the total number of correlated
alarms for the ticket. Three indicates the number of alarms that have not
been cleared, and therefore there is one alarm that is closed.

Acknowledged: The status of the ticket that is being handled, namely,
acknowledged (true) and unacknowledged (false).

Description: The description from the message field.

Page 32
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History Tab

The History tab enables you to display the history of the ticket, including all
of the events. The History tab is displayed below.

11 1657 - Ticket Properties

[@ Refresh] [ﬂ Acknowledge] ,ﬂ

w  |BEEE-Fe
Severity Alarm ID | Duplication Count | Short Description Reduction Court | Location Time 4+
1 ;E:-::-:-F' neighbour loss due tolink evert 1 PE_Marth
a2 1E76 1 EGP neighbour loss due to link evert |1 FE_Morth 2106 - 20037,
i 1675 1 BGP neighbour loss due to link event 1 PE_Marth 21106 - 20037,
2 1673 1 BEGP neighbour loss due to link event |1 P-Morth 2106 - 20037
M 1672 1 BGP neighbor doven syslog dues ta 7. |1 P-mMorth: 80.808.7 (21106 - 20037,
i 1661 1 Line dowwn syslog due to link evert 1 P-Morth#2:Ethern.”. |20 106 - 20037,
2 1660 1] Link doswn syslog due to link evert |1 P-Morth#2:Ethern.™ (201106 - 20037,
E 1657 1 Link dawr 1 P-Morthi2:Ethern.” [211/06 - 20037 | —
& 1655 1] Line dowen trap due to link evert 1 P-Morth#2:Ethern ™ (24106 - 20037 | .,

Line 12 (1 / 22 Selected)

GP Meighbour connection lost to: 80.80.80.61

General | History | Affected Parties || Correlation | Notes | Advanced

| | hﬂemory: I 9% F:onnec:‘ted

The following columns are displayed in the History tab providing
information about the compiled alarm:

e  Severity: Displays a severity bell icon, which is colored according to the
severity of the alarm on the event.

e Alarm ID: The ID number of the alarm that changed the ticket.

e Duplication Count: Displays the number of occurrences of the original
root-cause alarm included in the ticket. For example, if the ticket was
created by a link down root-cause alarm, and then the link goes up and
down again quickly so that it is included in the same ticket, then the
duplication counter displays the number 2, as the root-cause alarm
occurred twice.

e Short Description: A description of the change in the ticket.

e Reduction Count: Displays the number of alarms included in the ticket.
For example, nine alarms can be viewed in the History tab of the Ticket
Properties window, but only a single ticket is displayed in the Ticket
pane.

e Location: The entity that triggered the alarm, as a hyperlink that opens
the relevant location.

e Time: The date and time when the ticket changed.
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Affected Parties Tab

When a fault occurs Sheer DNA automatically calculates the affected parties
(automatic impact analysis), for example, when a link goes down, and
embeds this information in the ticket along with all of the correlated faults.
You can view a list of all the end-points that are affected and that have lost
connectivity. For more information about proactive impact analysis, refer to
the Cisco Active Network Abstraction NetworkVision User’s Guide, Viewing
Impact Analysis.

The Affected Parties tab displays the services (affected pairs) that are
affected (automatic impact analysis) by the ticket. For more information
about accumulating affected parties, refer to the Cisco Active Network
Abstraction NetworkVision User’s Guide, Accumulating Affected Parties.

The Affected Parties tab is displayed below.

11 1657 - Ticket Properties E”E|E|
[@ Refresh] [‘g Acknowledge] ﬂ

Source:

w____ BEDe-Be

Location 4%+ | Hey | Matre | Type | P &ddress Highest Affected Severity

FPE-Easzt RF Blue Blue@PE-". Potertial o
PE-East RF MNG_ta_CE MG _to_ ... Potertial

PE-East RF RUBEN RUBEME. Patential =
PE-\est WRF 123445 123445@.7 Patentisl

PE-\West W'RF Black Black@PE™. Potertial

FPE-West “RF Blue Blue@PE-". Potertial

FPE-West YRF moshe moshe@P ™. Potertial v

Line 2 (1 £ 20 Selected)
Destination:

w ___ BODE-we

Location 4+ # ey Mamme Type IP Address Atffected Severity Alarm Clear State
FPE_Morth “WRF Black Black@PE™. Potertial Cleared
PE_Morth RF RUEEN RUBEME. Patential Cleared

Line 1 (Size 2]

General | History | Affected Parties | Correlation | Notes | Advanced

Il | hﬂemory: I 9% }Conneded

The Affected Parties tab is divided into two areas, namely, Source and
Destination. The Source area displays the set of affected elements (A side
and Z side). The following columns are displayed in the Affected Parties tab
providing information about the affected parties:

e Location: A hyperlink that opens the Inventory window, highlighting
the port with the affected parties.
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e Key: The unique value taken from the affected element’s business tag
key (if it exists).

e Name: The sub-interface (site) name or business tag name of the
affected element (if it exists). For more information, refer to the Cisco
Active Network Abstraction Managing MPLS User’s Guide.

e Type: The business tag type.

e IP Address: If the affected element is an IP interface the IP address of
the sub-interface (site) is displayed. For more information, refer to the
Cisco Active Network Abstraction Managing MPLS User’s Guide.

e Highest Affected Severity: The same source can be part of multiple
pairs, and therefore each pair can have different affected severities. The
highest affected severity is the highest severity of these affected pairs.
The affected pair can have one of the following severities:

e Potential: The service may be affected but its real state is not
known.

e Real: The service is affected.

e Recovered: The service was recovered after the network fault. This
state only applies to affected pairs that were previously marked as
Potentially Affected or Real Affected.

e N/A: From Links view this indicates not relevant.

When an affected side (a row) is selected in the Source area the selected
element’s related affected pairs are displayed in the Destination area.

The following additional columns are displayed in the Destination area table
in the Ticket Properties window:

e Affected Severity: The severity of the affected pair as calculated by the
Client according to the rules defined in the Cisco Active Network
Abstraction NetworkVision User’s Guide, Accumulating Affected
Parties.

e Alarm Clear State: An indication for each pair of the clear state of the
alarm. The following states exist:

e Not Cleared: There are one or more alarms that have not been
cleared for this pair.

e Cleared: All of the related alarms for this pair have been cleared.

In addition, you can view a detailed report for every affected pair that
includes a list of the events that contributed to this affected pair. For more
information about viewing a detailed report, refer to the Cisco Active
Network Abstraction NetworkVision User’s Guide, Viewing a Detailed
Report for the Affected Pair.
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Correlation Tab

The Correlation tab displays all of the alarms that are correlated to the
selected ticket.

[ 1657 - Ticket Properties
p
[@ Refresh] [ﬂ Acknowledge] 3

o Short Description Location Tirme Laszt Modification Tirme | Auto Cleared
Link up P-Morth#2:Ethernet2/, Y 21106 - 20:31:10 | 2M 2006 - 09:06:07

AL 1E62 OSPF neighbor up syslog P-Morth#2 Etherrnet2/.." |20 106 - 20:31:10 |21 2/06 - 09:06:17 falze
AL1E70  |LDP neighkbor up syslog P-Morth : &0.E0.50.8 2106 - 20:31:10 |21 2406 - 09:06:22 falze
A 1658 |Line dowen trap due to link event P-Morth#2: Ethernet2f | 201006 - 20:31:10 | 21106 - 20:31:10 falze
#1660 |Link down syslog dueto link event |P-Morth#2:Ethernet2f 20106 - 20:31:11 | 241406 - 20:31:14 falze
AL 1EE1 Line up sy=log P-Morth#2:Ethernet2f | 201006 - 20:31:11 | 2M 2006 - 09:06:09 true
M1s72 EGP neighbar up syshog P-Morth : 50050805 2106 - 20:33:10 | 2M 2006 - 09:06:33 falze
ML1E73  |BGF neighbour found P-rarth 2M1006 - 20:53:40 |21 2406 - 09:06:40 falze
ML1E7S  |BGP neighbour found PE_Marth ZM1M0E - 20:33:43  |2M 2906 - 09:07:03 falze
1674 EGP neighbour found PE_Marth 21006 - 20:33:43 | 2M 2006 - 09:07:03 falze
M 1E7E EGP neighbour found PE_Marth 21006 - 20:33:43 | 2M 2006 - 09:07:03 falze
oS [ord EGP neighbaour found PE_Marth 2106 - 20:33:43 | 2M 2006 - 09:07:03 falze

< m >

Line 1 (1 £12 Selected)

ink Up

General | History || Affected Parties | Correlation | Motes | Advanced

| | hﬂemory: I 9% }Conneded

Each branch provides a short description of the alarm, a severity icon, ID,
location and time of the alarm.

The following columns are displayed in the Correlation tab providing
information about the alarm as follows:

e ID: The ID number of the event that changed the ticket. The branches
can be expanded and collapsed in order to hide information as needed.

e Short Description: A description of the change in the ticket. The full
description is displayed in the lower tab area.

e Location: A hyperlink that opens the Alarm Properties window,
highlighting the port with the affected parties.

e Time: The date and time the ticket was issued.
e Last Modification Time: The date and time when the ticket changed.

e Reduction Count: Displays the number of alarms included in the ticket.
For example, nine alarms can be viewed in the History tab of the Ticket
Properties window, but only a single ticket is displayed in the Ticket
pane.
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e Duplication Count: Displays the number of occurrences of the original
root-cause alarm included in the ticket. For example, if the ticket was
created by a link down root-cause alarm, and then the link goes up and
down again quickly so that it is included in the same ticket, then the
duplication counter displays the number 2, as the root-cause alarm
occurred twice.

The Find field in the toolbar enables you to search for information in the
Ticket Properties table.
Notes Tab

The Notes tab enables you to add and save notes for the selected ticket. The
Notes tab is displayed below.

1] 1657 - Ticket Properties

[@ Refresh] [ﬂ Acknowledge] ﬂ H

Naotes:

Previous hotes:

General | History || Affected Parties Correlation| Motes |Advanced

| | hﬂemory: I 9% }Conneded

To add text, enter text in the Notes field and click Save Notes. The new text
is added to any previously existing text.

Note:
e Save Notes is only enabled when text is entered in the Notes field.

e The text cannot be edited or removed once you have saved the notes.
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Advanced Tab

The Advanced tab enables you to view all of the affected devices,
correlation, duplication and reduction counts for the selected ticket. In
addition, it provides any other additional information available about the
ticket. The Advanced tab is displayed below.

1 1657 - Ticket Properties g@@l

[@ Refresh] [ﬂ Acknowledge] =

Affected Devices: 2 Carrelation Count: 11

Cuplication Count: 1 Reduction Court: 22

General | History || Affected Parties | Correlation | Motes | advanced

| | hﬂemory: u % lﬁ:onneded

The following fields are displayed in the Advanced tab providing
information about the compiled alarm:

e Successor: A hyperlink to the successor event, for example, port up.
e Correlator: A hyperlink to the correlator alarm.

e Predecessor: A hyperlink to the predecessor event, for example, port
down.

e Affected Devices: The number of devices affected by the ticket (the
source(s) of the alarm and their subsequent alarms).

e Duplication Count: Displays the number of occurrences of the original
root-cause alarm included in the ticket. For example, if the ticket was
created by a link down root-cause alarm, and then the link goes up and
down again quickly so that it is included in the same ticket, then the
duplication counter displays the number 2, as the root-cause alarm
occurred twice.
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e Correlation Count: Displays the number of correlated alarms included
in the ticket. For example, if in the Correlation tab of the Ticket
Properties, there are 3 alarms correlated to the root-cause alarm, then the
counter displays the number 3. If there are 2 alarms correlated to the
root-cause alarm, and each alarm in turn has 2 alarms correlated to it,
then the counter displays the number 4.

e Reduction Count: Displays the number of alarms included in the ticket.
For example, nine alarms can be viewed in the History tab of the Ticket
Properties window, but only a single ticket is displayed in the Ticket

pane.

41.1.2 Toolbar

The Ticket Properties dialog box contains the following tools:

@ Refresh]

,[g Acknowledge]

L Clear|

ﬂ Save Notes]

Refreshes the information displayed in the Ticket Properties
dialog box.

Acknowledge: Acknowledges that the ticket is being
handled and the status of the ticket is displayed as true in the
Ticket pane and in the Ticket Properties dialog box. For
more information, refer to the Cisco Active Network
Abstraction NetworkVision User’s Guide.

Note: This button is only enabled if the ticket has not yet
been acknowledged.

Clear: Requests the relevant Sheer DNA to remove the
faulty Network Element from the Sheer DNA networking
inventory. In addition, it sets the ticket to Cleared
severity/status (the icon is displayed in green) and
automatically changes the acknowledged status of the ticket
to true. For more information, refer to the Cisco Active
Network Abstraction NetworkVision User’s Guide.

Note: This button is only enabled if the severity of the alarm
is higher than Cleared/Normal.

Save Notes: Saves the notes for the selected ticket.

Note: This button is only enabled when text is entered in the
Notes field of the Notes tab.

Cisco Systems, Inc.
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4.1.2

4.1.3

Provisioning Tab Properties

The properties of a selected provisioning event can be viewed by displaying
the Provisioning Event Properties dialog box. For example, you can view a
detailed description of the provisioning event.

For information about opening the Properties dialog box, refer to page 29.
An example of the Provisioning Event Properties dialog box is displayed.

3 505 - Provisioning Event Properties

@ Refresh
Slarm: Script ShowlUsers has failed. Severity: fajor
Location: “MEZT Time: 050106 - 12:02.57
Aftected: u} Open Alarms: 070

Acknowledged: Mot Acked

Descriptian:

Execution time: §358.51 seconds

ral il Advanced

| | hﬂemory: I i }::onnected

For a detailed description of the information displayed in the Provisioning
tab, refer to page 20.

The Description area of the Provisioning Event Properties dialog box details
all the content of the workflow output or the command. If it is a workflow the
description includes the execution sequence of the workflow and log
messages. The execution sequence includes the output of all the scripts
executed by the workflow and also indicates if workflow rollback has
occurred. If it is a command the description includes the output of the script.

V1 and V2 Trap Tabs Properties

The properties of a selected V1 Trap and/or V2 Trap alarm can be viewed by
displaying the V1/V2 Trap Alarm Properties dialog box. For example, you
can view the translated Oid and value.
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For information about opening the Properties dialog box, refer to page 29.
An example of the V1 Trap Alarm Properties dialog box is displayed below,
with the Trap tab showing.

3@ 8895 - v1 Trap Alarm Properties

“ersion:

Coramunity String:

Error Status:

Walues:
Find : By E~ % e
Translated Cid % Translated Yalue | Cicd “alue

Etnpty

General | Affected Paries | Advanced Trap

| | hﬂemor\;: I 8 }Conneded

The V1/V2 Trap Alarm Properties dialog box is divided into the following

tabs:

e General: General information about the selected event. For more
information about the information displayed in the V1 Trap tab, refer to
page 26. For more information about the information displayed in the V2
Trap tab, refer to page 27.

e Affected Parties: The services (affected pairs) that are potentially
affected (potential impact analysis) by the ticket. For more information,
refer to page 34.

e Advanced: All of the affected devices, correlation, duplication and
reduction counts for the selected ticket. In addition, it provides any other
additional information available about the ticket. For more information,
refer to page 38.

e Trap: General description of V1 and V2 trap information. For more
information, refer to the section below.

Trap Tab

The Trap tab enables you to view V1 and V2 trap information.
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The following fields are displayed in the Trap tab:
e Version: The SNMP version, namely, version-1 or version-2c.

e Community String: The community that the device sends to in the
PDU.

e Error Status: The error status, namely, No Error, Too Big, No Such
Name, Bad Value, Read Only, and Gen Err.

The following columns are displayed in the Values table:

e Translated Oid: A string representation of the Oid. For example, 1.3.6
is translated into iso(1).org(3).dod(6).

e Translated Value: A string representation of the Oid value. For
example, 1.3 is translated to iso(1).org.10.

e Oid: The Oid that is not translated, that is, it is a dot notation
representation of the oid, for example, 1.3.6.1.4.1.9.

e Value: The value that is not translated, that is, it is not represented by
string values.

4.2 Refreshing the Events List

Sheer EventVision displays current event information in the log. While
viewing the log, this information is not updated unless you:

e Refresh the list manually
e  Use the Auto Refresh option

Note: Be sure that when you use the Automatic Refresh option, you
configure Sheer EventVision to automatically run the refresh option. You
define the refresh-time period (in seconds) in the EventVision Options dialog
box. For more information, refer to page 15.

To manually refresh the Events List
e  On the toolbar, click @l
or
From the View menu, select Refresh. The Events List is refreshed.

Note: Click Refresh to redisplay the first page of information, namely,
the most recent events.
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To automatically refresh the Events List

e  On the toolbar, click . The Events List is automatically refreshed, and
older information is moved down the list.

Note: When you click the Events List continues to be repeatedly
refreshed after the defined refresh-time period. The previous setting is
maintained, for example, if the order in the Events List is ascending and
the Events List is refreshed the order will remain ascending. To cancel

automatic refresh, click .

4.3 Filtering Events

The Filter dialog box allows you to filter events according to:
e  Severity

e |ID

e Dateand Time

e Text in the description field

The Filter button toggles to indicate that a filter has been applied.

You may also use the filter to search for information in the Sheer DNA
database.

Note: Filter fields are enabled/disabled according to the event type. For
example, if a filter is applied to a ticket, all the fields are enabled.
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To define a filter

1. From Edit menu, select Filter,
or

In the toolbar, click 8 Filter. The Filter Events dialog box is displayed.

Filterfvents x|
—Severity
[~ Lriticat [ Major [ Minor [ Waming
[ Cleared [ Infarmation [ Indeterminate
~Other
[T Acknowledged & ez Mo
D |Greaterthan x| |
[ Gournt |Greaterthan x| |
[0 Affected |Greaterthan x| |
[~ Time Fiom fhu19 7 aug /2004 S ffio 9 20 :I
To JThuia / Aug /2004 =] fi0 - o - 28 :I
[0 Last Modffication Time From: JThu 18 / Aug / 2004 2% |10 5 .28 :I
To fThu19 7 aug /2004 2o 9 20 :I
[ Description Contains =] |
[ Source I _l

] | Cancel |

2. Select and type in the required filter values.

3. Click OK to save your filter settings and apply the filter. The filtered
events are displayed in the Events List according to the defined criteria.

Note: Selecting Keep last filter in the EventVision Options dialog box
(refer to page 15) saves the currently defined filter settings in the Sheer
DNA Registry. The next time that the user logs in to the application
these filter settings are displayed in the Filter Events dialog box. In
addition, the events are filtered repeatedly for the current session
according to the defined settings.

Note: Selecting Open using filter in the EventVision Options dialog box
(refer to page 15), the events are continuously filtered according to the
defined settings even after logging out of and in to the application.
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To remove the filter

1. Inthe toolbar, click™ . The Filter Events dialog box is displayed as
shown on page 44.

2. Click Clear. The selected options in the Filter Events dialog box are
cleared.

3. Click OK. All of the events are displayed in the Events List.

4.4 Exporting displayed Data

Sheer EventVision enables you to export the currently displayed data from
the Sheer EventVision table according to the criteria (total quantity of events)
defined in the EventVision Options dialog box. The data can then be imported
and viewed at a later stage.

To export the table to afile
1. Select Export from the File menu. The Export Table to File dialog box

is displayed.
21x|
Save i Ia Images j = I‘:j( -
application;
Cursors
icons
smalllago
File name: I Save I
Save as bupe: |l Files [ = Cancel |

2. Browse to the directory where you want to save the list.
3. Inthe File name field, type a name for the list.

4. Click Save. The displayed Events List or row(s) are saved in the selected
directory.
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4.5 Logging Out
When you have finished working with Sheer EventVision you can log out of
the application.

To log out of Sheer EventVision
Click Xl to close the Sheer EventVision window. The Sheer EventVision

window is closed.
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