CHAPTER 3

Using the Graphical User Interface

This chapter describes how to use the stand-al one graphical user interface (GUI) to configure Cisco AR.
Cisco AR requires you to use the following browser versions;

- |E 6.0.28 for Windows

» Netscape 7.02 for Windows, Solaris, or Linux
This chapter contains the following sections:

« Launching the GUI

- Login Page

« Overview Page

» Configure Page

- Monitor Page

» Read-Only GUI

Launching the GUI

You start the GUI by pointing your browser to the Cisco AR server and port 8080, as in the following:
http://ar_server _name:8080

To start a secure socket layer (SSL) connection, use https to connect to the Cisco AR server and port
8443, asin the following:

https://ar_servr_name:8443

By default, both HTTP and HTTPS are enabled. The following sections describe how to disable HTTP
and HTTPS:

- Disabling HTTP

- Disabling HTTPS

Disabling HTTP

To disable HTTP access, you must edit the server.xml file in the /cisco-ar /jakarta-tomcat-4.0.6/conf
directory. You must have root privileges to edit this file.
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Use atext editor such as vi to open the server.xml file, and comment out lines 59-62. Use the <!--
character sequence to begin a comment. Use the --> character sequence to end a comment.

The following are lines 57-62 of the server.xml file:

<!-- Define a non-SSL HTTP/1.1 Connector on port 8080 -->
<!-- CHANGE MADE: Note: to disable HTTP, comment out this Connector -->
<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8080" minProcessors="5" maxProcessors="75"
enableLookups="true" redirectPort="8443"
acceptCount="10" debug="0" connectionTimeout="60000"/>

The following example shows these lines with beginning and ending comment sequences to disable
HTTP:

<!-- Define a non-SSL HTTP/1l.1l Connector on port 8080 -->
<!-- CHANGE MADE: Note: to disable HTTP, comment out this Connector -->
<!--
<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8080" minProcessors="5" maxProcessors="75"
enableLookups="true" redirectPort="8443"
acceptCount="10" debug="0" connectionTimeout="60000"/>

After you modify the server.xml file, you must restart the Cisco AR server for the changesto take effect.
Use the following command line to restart the server:

/opt/CSCOar/bin/arserver restart

Disabling HTTPS

To disable HTTPS access, you must edit the server.xml filein the /cisco-ar/jakar ta-tomcat-4.0.6/conf
directory. You must have root privileges to edit thisfile.

Use atext editor such as vi to open the server.xml file, and comment out lines 69-77. Use the <!--
character sequence to begin a comment. Use the --> character sequence to end a comment.

The following are lines 66-77 of the server.xml file:

<!-- Define an SSL HTTP/1.1 Connector on port 8443 -->
<!-- CHANGE MADE: enabled HTTPS.
Note: to disable HTTPS, comment out this Connector -->

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8443" minProcessors="5" maxProcessors="75"
enableLookups="true"
acceptCount="10" debug="0" scheme="https" secure="true">

<Factory className="org.apache.catalina.net.SSLServerSocketFactory"

keystoreFile="/cisco-ar/certs/tomcat/server-cert.pl2"
keystorePass="cisco" keystoreType="PKCS12"
clientAuth="false" protocol="TLS"/>

</Connectors>
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LoginPage M

The following example shows these lines with beginning and ending comment sequences to disable
HTTPS.

<!-- Define an SSL HTTP/1.1 Connector on port 8443 -->
<!-- CHANGE MADE: enabled HTTPS.
Note: to disable HTTPS, comment out this Connector -->

<!--

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8443" minProcessors="5" maxProcessors="75"
enableLookups="true"
acceptCount="10" debug="0" scheme="https" secure="true'">

<Factory className="org.apache.catalina.net.SSLServerSocketFactory"
keystoreFile="/cisco-ar/certs/tomcat/server-cert.pl2"
keystorePass="cisco" keystoreType="PKCS12"
clientAuth="false" protocol="TLS"/>
</Connector>

After you modify the server.xml file, you must restart the Cisco AR server for the changesto take effect.
Use the following command line to restart the server:

/opt/CSCOar/bin/arserver restart

Figure 3-1 shows the login page with fields for your username and password. This page displays when
you first log into the system, if a session times out, or after you logout of the system.

Figure 3-1 Login Page

Cisco SvsTems

Cisco Access Registrar

Username

Password

Login|

This product contains cryptographic festures and iz subject to United States and loeal country laws governing, import, export, transfer, and

use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute, or use encryption. Importers,

exporters, disttibutors and users are responsible for compliance with .3, and local country laws. By using this product wou agree to comply
with applicable laws and regulations. If wou are unable to comgly with .2, and local laws, return the enclosed items imme diately.

& sumtnaty of U3, laws governing Cisco cryptographic products may be found at:
http e cizco.c o wwl exp ortferyptoft ool storg hted

If wou tequire farther assistance please contact us by sending email to export@ciseo.com.

129700
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Logging In

Only users who are configured as administrators can log into the Cisco AR server. To log into the Cisco

AR GUI, enter ausername and password for a configured administrator in the fields provided, then click
Login.

Logging Out

To log out of the Cisco AR GUI, click L ogout in the upper right portion of the Cisco AR GUI window.

Overview Page

Figure 3-2 shows the top-level Overview page, the default page to load for the Cisco AR server.

Figure 3-2 Overview Page

Cisco SysTems Help | About | Logout

Cisco Access Registrar

" Configure |' Monitor |

Overview

Cisco Access Registrar is a standards-based RADIUS and proxy RADIUS server designed for high performance,
extensibility, and integration with external data stores and systems. This Web Ul has the following features:

s Configure
Configure Cisco Access Registar objects, such as administrators, clients, profiles, and users..

+ Monitor
Monitar the Cisco Access Registrar Server.

129703

Configure Page

Figure 3-3 shows the default Configure page. The Configure tab takes you to the Configure page where
you can configure any of the following:

+ Administrators
+ Clients
« Profiles

» Userlists and Users

The Configure page shows subareas where you can click to configure administrators, Clients, Profiles,
UserLists, and Users.
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Figure 3-3 Configure Page

Cisco SysTems ) : —_—
Cisco Access Registrar elp | About | Logou

" Configure " Monitor

Configure Access Registar objects, such as administrators, clients, profiles, and users.

+ Administrators
Configure Administrators,

» Clients
Configure clients.

» Profiles
Configure Profiles.

» Userlists and Users
Configure Users.

120692

Administrators

Figure 3-4 shows the Administrators page which displays an alphabetical list of names and descriptions
of the administrators known to the system. Click Add Admin to add a new administrator. Click on an
administrator’s name to edit or delete that administrator.

Figure 3-4 Administrators Page

Cisco SYSTEMS ] ] et | about 1 :
Cisco Access Registrar elp | About | Logou

s ——
" Configure Monitor

+ Administrators +

Administrator List

Click on an Administrator's name to Edit or Delete that Administrator Add Adrnin |

Shows only administrators beginning with: (optional) | Apply Filter |

Previous Page  MextPage

Name Description

admin

120693

To locate an administrator, enter a partial name in the field provided, then click Apply Filter. The
Previous Page and Next Page links take you to a previous page or the next page of administrators if
available. Each administrator’s name in the list is alink to the Edit page for that administrator.
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Adding Administrators

Figure 3-5 showsthe Add Administrator page. Enter the attributes of anew administrator in the available
fields and click Submit to add the new administrator. Click Cancel to return to the Administrators page
without adding the administrator.

Figure 3-5 Add Administrator Page

Cisco SYSTEMS ] ] et | mbout | 1 t
Cisco Access Registrar elp | About | Logou

| Configure

|' Monitor |

+ Administrators +

Add Administrator

Name: | Description: (optional) |

- |
|

Password: |

Confirm Password: |

Wiew Only: il

120685

Submit | Cancel |

Table 3-1 provides the administrator properties and their descriptions.

Table 3-1 Administrator Properties

Property Description

Name Required; administrator’s user ID

Password Required; encrypted password of the administrator

Confirm Password |Required; encrypted password of the administrator and must match Password
Description Optional description of the administrator

ViewOnly Default value (FALSE) indicates that the administrator is able to modify the

configuration. When set to TRUE, the administrator can only view the server
configuration and set the change the server trace level.

If you successfully add a new administrator, Cisco AR returns you to the Administrators page. |f the add
is not successful, Cisco AR displays a page with an error message and a link back to the Add
Administrator page.

Editing Administrators

Figure 3-6 shows the Edit Administrator page which provides fields for the administrator attributes you
can modify.
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Figure 3-6 Edit Administrator Page

Gisco SYSTEMS ) - T t
Cisco Access Registrar elp | About | Logou

e T—
Configure Monitor

+ Administrators +

Edit Administrator

Name: |admin Description: (optional) |

Bl
[~

Change Password: r

Hew Password: I

Confirm New Password: I

View Only: 'l

120654

Subrnit | Delete | Cancel |

To modify administrator attributes, enter new information in the editable fields and click Submit. If the
modification is successful, Cisco AR returns you to the Administrators page. If the modification is not
successful, Cisco AR displays a page with an error message and a link back to the Edit Administrator
page.

Click Delete to remove an administrator from the list of administrators. Click Cancel to return to the
Administrators page.

Figure 3-7 shows the Clients page which displays an alphabetical list of names of the clients known to
the system and includes the client’s | P address and shared secret. Click Add Client to add a new client.

Figure 3-7 Clients Page

Cisco SsTEMs ] - T t
Cisco Access Registrar elp | About | Logou

e r— o
Configure Monitor

S clients

Client List
Click on a Client's name to Edit or Delete that Client Add Client |

Show anly clients beginning with: (optional) | Apply Filter |

Previous Page  Mext Page

Name IP Address Shared Secret
localhost 127001 secret

120691

To locate aclient, enter apartial name in the field provided, then click Apply Filter. The Previous Page
and Next Page links take you to a previous page or the next page of dataif available. Each client’s name
in thelistisalink to the Edit page for that client.
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Figure 3-8 shows the Add Client page.

Figure 3-8 Add Client Page

Gisco SsTEMS . . P t
Cisco Access Registrar elp | About | Logou

| Configure | " Monitor |
+ Clients +
Add Client
Name: I Description: (optional) | |=]
IP Address: I =
Shared Secret: | Type: MAS v
Enable Dynamic Auth [~ Port: |
Server:
Dynamic Auth Shared | Initial Timeout: |
Secret:
Max Tries: | COA Attribute: INone vi
Incoming Script: INDne j Outgoing Script: INDne j
Wendor: |N0ne |
)
fin]
- W
Subrnit | Cancel | &
—

Enter the required attributes of a new client in the Name, |P Address, and Shared Secret fields. If you
check the Enable Dynamic Auth Server check box, provide values for Dynamic Auth Shared Secret,
Max Tries, Port, Initial Timeout, and COA Attribute. Use the pull-down menus to select Incoming and
Outgoing scripts and to select a Vendor type. Click Submit to add the new client. Click Cancel to return
to the Clients page without adding the client.

If Enable Dynamic Auth Server check box is unchecked (disabled), the fields to enter Dynamic Auth
Shared Secret, Port, Initial Timeout, Max Tries, and DOA Attribute are grayed out and you cannot enter
values. If Enable Dynamic Auth Server check box is checked, you must enter appropriate valuesin these
fields.

If you successfully add a new client, Cisco AR returns you to the Clients page. If the add is not
successful, Cisco AR displays a page with an error message and a link back to the Add Client page.

Table 3-2 provides the Client object properties.

Table 3-2 Client Properties
Property Description
Name Required and should match the client identifier specified in the standard RADIUS attribute,

NAS-Identifier. The name must be unique within the clients list.

Description Optional description of the client.
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Client Properties (continued)

Property

Description

IP Address

Required; must be avalid | P address and unique in the clients list. Cisco AR uses this
property to identify the client that sent the request, either using the source | P address to
identify the immediate sender or using the NAS-I P-Addr ess attribute in the Request
dictionary to identify the NAS sending the request through a proxy.

You can specify arange of |P addresses using a hyphen asin:
100.1.2.11-20

You can use an asterisk wildcard to match all numbersin an IP address octet asin:
100.1.2.*

You can specify an IP address and a subnet mask together using Classless Inter-Domain
Routing (CIDR) notation as in:

100.1.2.0/24

SharedSecret

Required; must match the secret configured in the client.

Type

Required; accept the default (NAS), or set it to Proxy or NAS+Proxy.

Enable Dynamic Auth Server

Check to enable the Dynamic Authorization Server feature.

Dynamic Auth Shared Secret

The property Dynamic Auth Shared Secret isinitially set to the same value as the client's
SharedSecret property when you check the Enable Dynamic Auth Server check box. You can
use this location to configure a different Dynamic Auth Shared Secret.

Port The default port is 3799.

Initial Timeout Represents the number of milliseconds used as atimeout for the first attempt to send a POD
packet to aremote server. For each successive retry on the same packet, the previous timeout
value used is doubled. You must specify anumber greater than zero, and the default valueis
5000 (or 5 seconds).

MaxTries Represents the number of times to send a proxy request to a remote server before deciding

the server is offline. You must specify a number greater than zero, and the default is 3.

COA Attribute

This property is found under the DynamicAuthorizationServer subdirectory and pointsto a
group of attributesto beincluded in a COA request sent to this client. These attribute groups
are created and configured under the AttributeGroups subdirectory in /Radius/Advanced.

Vendor

Use this property when you need special processing for aspecific vendor’'s NAS. To usethis
property, you must configure a Vendor object and include a Script. Cisco AR provides
scripts you can use for Ascend, Cisco, Cabletron, Altiga, and USR, or you can also provide
your own script. Thisfield is optional for the CLI, but required for the GUI. Use the menu
to select a vendor other than the default None.

I ncomingScript

Use this property to specify a script you can use to determine the services to use for
authentication, authorization, and/or accounting. Thisfield is optional for the CLI, but
required for the GUI. Use the menu to select an IncomingScript other than the default None.

OutgoingScript

Use this property to specify a script you can use to make any client-specific modifications
when responding to aparticular client. Thisfield isoptional for the CLI, but required for the
GUI. Use the menu to select an OutgoingScript other than the default None.

[ oL-6543-01
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Editing Clients
Figure 3-9 shows the Edit Client page which provides fields for the client attributes you can modify.
Click Delete to remove an client from the list of administrators. Click Cancel to return to the Client
page.
Figure 3-9 Edit Client Page
Cisco SysTEMs Help | About | Logout

Cisco Access Registrar

| Configure |' Monitor |

+ Clients +

Edit Client

Name: |Incalh05t Description: (optional)

K

IP Address: |127.E|_|j,1

Shared |secret Type: MAS -
Secret:

Enable ml Port: I
Dynamic Auth
Server:

Dynamic Auth I Initial Timeout: I
Shared
Secret:

Max Tries: I COA Attribute: INone vl

|S"C?mi“9 | ParseSeniceHints x| Outgoing Script:  None =
cript:

Vendor: INone j

129695

Subrnit | Delate | Cancel |

To modify client attributes, enter new information in the editable fields. If you uncheck the Enable
Dynamic Auth Server check box, Cisco AR clears the Port, Dynamic Auth Shared Secret, Initial
Timeout, Max Tries, and COA Attribute fields.

Click Submit to modify the client. If the modification is successful, Cisco AR returnsyou to the Clients
page. If the modification is not successful, Cisco AR displays a page with an error message and a link
back to the Edit Client page.

Profiles

Figure 3-10 shows the Profiles page which displays an alphabetical list of names and descriptions of the
profiles known to the system. Click Add Profile to add a new profile. Click Delete to remove a profile
from the list of profiles. Click Cancel to return to the Profiles page.
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Figure 3-10 Profiles Page

Cisco SvsTEMs ) - ———
Cisco Access Registrar elp | About | Logou

" Configure Monitor

+ Profiles +

Profile List
Click on a Profile’s narme to Edit or Delete that Profile Add Profile |

Show only profiles beginning with: (optional) | Apply Filter |

Previous Page  Mext Page

Name
default-PPP-users
default-SLIP-users

default-Telnet-users

120704

To locate an profile, enter a partial name in the field provided, then click Apply Filter. The Previous
Page and Next Page links take you to a previous page or the next page of dataif available. Each profile
namein the list isalink to the Edit page for that profile.

Adding Profiles
Figure 3-11 shows the Add Profile page.

Figure 3-11 Add Profile Page

Cisco SYSTEMS ] ] hetn 1 Aot 11 t
Cisco Access Registrar elp | About | Logou

' Configure Monitor
“ Profiles™
Add Profile
Name: I Description: [optional) | =]
=

RADIUS attribute to value mappings
RADIUS Attributes to Values (optional)

Add | Delete |

Subrmnit | Cancel |

120687
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Enter the name of a new profile in the Name field and an optional description. Inthe RADIUS Attribute
to Value Mappings area, click Add to provide an attribute value (AV) pair.

The Add Profile page then displays fields for the RADIUS Attribute and M aps To Attribute Value.
Click Apply to add the AV pair, or click Cancel to hide the fields without adding the AV pair. You can
add as many AV pairsasisrequired. Click Submit to add the new profile. Click Cancel to return to the
Profiles page without adding the profile.

Table 3-3 provides the profile properties and their definitions.

Table 3-3 Profile Properties

Property Description

Name Required profile name

Description Optional description of the profile
RADIUS Attributes to Value Optional list of attribute/value pairs

If you successfully add a new profile, Cisco AR returns you to the Profiles page. If the add is not
successful, Cisco AR displays a page with an error message and a link back to the Add Profiles page.

Click Add to add AV pairs to the profile, as shown in Figure 3-12.

Figure 3-12 Adding AV Pairs to a Profile

Gisco SvsTeMs ) - e t
Cisco Access Registrar elp | About | Logou

|' Configure |' Monitor |

- v “ Profiles
Add Profile
Name: I Description: (optional) | =]
-

RADIUS attribute to value mappings
RADIUS Attributes to Values (optional)

Delete

RADIUS Attribute: Maps To Attribute Value: Apply | Cancel |

Subrmit | Cancel |

120688

The Submit button submits the new profile and the Cancel button returns the user to the Profiles page
without submitting the information. When the new profile is submitted, you are returned to the Profiles
page on a successful submit or taken to an error page with an error message and a link back to the Add
Profile page.
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Figure 3-13 shows the Edit Profile page. To modify an profile’s attributes, enter new information in the
editable fields and click Submit. If the modification is successful, Cisco AR returns you to the Profiles
page. If the modification is not successful, Cisco AR displays a page with an error message and a link
back to the Edit Profile page.

Figure 3-13 Edit Profiles Page
Cisco Sysrems . . Help | About | Logout
Cisco Access Registrar
| Configure | " Monitor |
+ Profiles +
Name: Idefault-F'F'F'—users Description: (optional) | =]
|

RADIUS attribute to value mappings
RADIUS Attributes to Values

Frarmed-Camprassion <--> %) TCPAR header compressian
Service-Type <= Framed

Framed-Pratocal <--= PFP

Framed-MTL <--= 1500

Frarmed-Routing <--= Maone
Ascend-ldle-Limit <> 1800 Add | Detete |

120656

Subrnit | Delete | Cancel |

Userlists and Users

Figure 3-14 shows the UserLists page which displays an alphabetical list of all UserLists and
descriptions of the UserLists known to the system. The Cisco AR GUI does not support adding, editing,
or deleting UserLists; you must use the CL1 to add new UserLists.
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List User Page

Figure 3-14 UserLists Page

Cisco SYSTEMS Help | About | Logout

Cisco Access Registrar

Configure

Monitor

+ UserLists and Users

Click on a UserList's name to see the users in that UserList
Apply Filter |

Show anly userlists beginning with: (optional) |

Previous Page  Mext Page

Name

Default

Description

125709

To locate a UserList, enter a partial name in the field provided, then click Apply Filter. The Previous
Page and Next Page linkstake you to a previous page or the next page of dataif available. Each UserList
namein the list isalink to the Edit page for that UserList.

Figure 3-15 shows the List Users page which displays an alphabetic list of the Users of a selected
UserList. The name of the displayed UserList displaysin white at the top of the content area. Click Add
User to add a new user to this list.

Figure 3-15 List Users Page

Cisco SYSTEMS Help | About | Logout

Cisco Access Registrar

T —
Configure Monitor

+ UserLists and Users

Users in UserList Default
Add User |

Apply Filter |

Click on a User's name to Edit or Delete that User

Show only users beginning with: (optional) I

Previous Page  Mext Page

Name Description

__U
o |
BREE
fas]

120659

To locate a user in thislist, enter a partial name in the field provided, then click Apply Filter. The
Previous Page and Next Page links take you to a previous page or the next page of data if available.
Each username in the list is alink to the Edit page for that user.
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Adding Users

Figure 3-16 shows the Add User page.

Figure 3-16 Add User Page

Cisco SysTems : : AT
Cisco Access Registrar elp | About | Logou

T T | T T
| Configure | Monitor |

+ UserLists and Users

Name: I Description: (optional) |

Enahled: v -]

Password: I Confirm Password: I

Allow No Password: [~ Profile: INDnE j

Authentication Script: INDnE j Authorization Script: INDnE j

User Group: INDne -I

RADIUS attribute to value mappings
RADIUS Attributes to Values (optional)

Add | Delete |

120689

Subrnit | Cancel |

Table 3-4 lists and describes the User s fields the GUI provides to add a new user. Enter values for the
new user in the appropriate fields. In the RADIUS Attribute to Value Mappings area, click Add to
provide one or more AV pairs.

Table 3-4  Users Properties

Property Description

Name Required; must be unique.

Description Optional description of the user.

Password Required; length must be between 0-253 characters.

Confirm Password Required; must match Password

Enabled Required; must be checked to allow user access. |If Enabled is not checked,
user is denied access.

UserGroup Use pull-down menu to select a UserGroup and use the properties specified in
the UserGroup to authenticate and/or authorize the user. The default is none.
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Table 3-4  Users Properties (continued)

Property Description

Profile Use pull-down menu to select a Profile. If the service-type is not equal to
Authenticate Only, Cisco AR addsthe propertiesin the Profile to the Response
dictionary as part of the authorization. This field is optional for the CLI, but
required for the GUI. Use the menu to select a profile other than the default
None.

AuthenticationScript |Use pull-down menu to select the name of a script to perform additional
authentication checks to determine whether to accept or reject the user. This
field is optional for the CLI, but required for the GUI. Use the menu to select
an AuthenticationScript other than the default None.

AuthorizationScript  |Use pull-down menu to select the name of ascript to add, delete, or modify the
attributes of the Response dictionary. Thisfield is optional for the CLI, but
required for the GUI. Use the menu to select an A uthorizationScript other than
the default None.

RADIUS attributeto | RADIUS attributes and their assigned value that Cisco AR returnsin the
value mappings Access-Accept response packet.

The Add User page then displaysfieldsfor the RADIUS Attributeand Maps To Attribute Value. Click
Apply to add the AV pair, or click Cancel to hide the fields without adding the AV pair. You can add as
many AV pairs asis required.

Click Add to provide RADIUS Attributes and their values, as shown in Figure 3-17.

Figure 3-17 Adding AV Pairs to a User

RADIUS attribute to value mappings

RADIUS Attributes to Values (optional)

RADIUS Attribute:

Editing Users

Framed-Protocal <--= PPP

Calling-Station-ID Maps To Attribute Value: | CS-ID-2 Apply

129690

Click Submit to add the new user. Click Cancel to return to the UserLists page without adding the user.
If you successfully add a new user, Cisco AR returns you to the UserLists page. If the add is not
successful, Cisco AR displays a page with an error message and a link back to the Add User page.

Figure 3-18 shows the Edit User page. To modify user attributes, enter new information in the editable
fields. Usethe Edit User page to provide additional AV pairs. Click Submit to change the user attributes.
If the modification is successful, Cisco AR returns you to the Users page. If the modification is not
successful, Cisco AR displays a page with an error message and a link back to the Edit User page.
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Figure 3-18 Edit User Page

Cisco Srsrems . . .
Cisco Access Registrar elp | About | Logou

Configure " Monitor
| 4 | |

+ UserLists and Users

Name: |hoh Description: (optional) | =]

Enahled: v =

Change Password: Il

New Password: I Confirm New Password: I

Allow No Password: [~ Profile: |None j

Authentication Script: |None j Authorization Script: |None j

User Group: |ppp.user5 vI

RADIUS attribute to value mappings
RADIUS Attributes to Values

Add| Delete |
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Submit | Delate | Cancel |

Click Delete to delete the selected user. If the delete is successful, Cisco AR displays the Users page. If
the delete is unsuccessful, Cisco AR displays an error message and a link back to the Edit User page.

Click Cancel to return to the previous UserList page.

Monitor Page

Figure 3-19 shows the default Monitor page. The Monitor page shows subareas where you can click to
monitor the trace level, view server logs, and monitor server status and sessions and rel ease sessions.

The subareas of Monitor page are:
e Trace Level
« Logs
- Status and Sessions
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Figure 3-19 Monitor Page

Gisco SySTEMS ) - e t
Cisco Access Registrar elp | About | Logou

-Cunfigure " Monitor

Monitor

Wlanitor the Access Registrar Server

+ Trace
Set Trace level of Access Registrar and view trace file.

s Logs
Wiew logs.

+ Status and Sessions
Sener status, session monitoring, and releasing sessions.
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Trace Level

The Cisco AR GUI provides two options in the Table of Contents (TOC) under M onitor > Trace:
- AAA Server Trace Level
» View AAA Server Trace

The Set AAA Server Trace Level page is the default view.

AAA Server Trace Level
Figure 3-20 shows the default Trace Level page.

Figure 3-20 Server Trace Level Page

Gisco SvsTEMs . ] et Aot 11 t
Cisco Access Registrar elp | About | Logou

'Cunfigure " Monitor

Set AAM Server Trace Level
AAA Senrer Trace Level

AAA Server Trace Level: ICUmpIete iz} 'I

Submit |
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The AAA Server Trace Level page displays the current trace level for the Cisco AR server and provides
a pull-down menu that enables you to change the trace level. Cisco AR provides six levels of tracing
from zero to five (0-5).

Thetrace level determines how much information is displayed about the contents of a packet. When the
trace level is zero, no tracing is performed. The higher the trace level, the more information displayed.
The highest trace level currently used by the Cisco AR server istrace level 5.

Thetrace levels are inclusive, meaning that if you set traceto level 3, you will also get the information
reported for trace levels 1 and 2. If you set trace level 4, you also get information reported for trace
levels 1, 2, and 3.

Use the pull-down menu to select a trace level, then click Submit to set the new trace level. After you
set anew trace level, the Cisco AR server returns the AAA Server Trace Level page and displays the
selected value.

If an error occurs, the Cisco AR server displays an error page with the error message and alink back to
the AAA Server Trace Level page.

Table 3-5 lists the different trace levels and the information returned.

Table 3-5 Trace Levels and Information Returned

Trace Level Information Returned by Trace Command
0 No trace performed
1 Reports when a packet is sent or received or when thereis achangein a

remote server’s status.

2 Indicates the following:
» Which services and session managers are used to process a packet
» Which client and vendor objects are used to process a packet

« Detailed remote server information for LDAP and RADIUS, such as
sending a packet and timing out

« Details about poorly formed packets
e Detailsincluded in trace level 1

3 I ndicates the following:

- Errortracesin TCL scriptswhenreferencing invalid RADIUS attributes.
- Which scripts have been executed

« Details about local UserList processing

« Detailsincluded in trace levels 1 and 2

[ oL-6543-01
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Table 3-5 Trace Levels and Information Returned (continued)
Trace Level Information Returned by Trace Command
4 Indicates the following:
« Information about advanced duplication detection processing
» Details about creating, updating, and deleting sessions
» Trace details about all scripting APIs called
» Detalsincluded intracelevels 1, 2, and 3
5 Indicates the following:
« Details about use of the policy engine including:
— Which rules were run
— What the rules did
— If therule passed or failed
— Detailed information about which policies were called
« Detailsincluded in tracelevels 1, 2, 3, and 4
View AAA Server Trace
Figure 3-21 shows the Server Trace page.
Figure 3-21 Server Trace Page

Cisco SysTems

ver Trace Level

Wiewn Afd Sernver Trace

Cisco Access Registrar

View Server Trace Log

03024/2005 15:03:55:
03024/2005 15:04:06:
030242005 15:04:45:
030242005 15:04:45:
030242005 15:04:45:
030242005 15:04:45:
030242005 15:04:45:
030242005 15:04:45:
030242005 15:04:45:
030242005 15:04:45:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:
0328/2005 15:04:47:

" Configure | Monitor |

Log: Trace lewel et to 3

Log: Trace lewel zet to 4

Log: Stopping Sener

Log: Replication Manager Stopped.

P728: Cisco Wendar filter InitEntryPoint function Initialize called with iScriptingPoint = 0201
P723: Altiga Wendaor filter InitEntryP oint function Initialize called with iScriptingPoint = 0201
FP730: USE Wendor filter InitEntryP oint function Initialize called with iScriptingPoint = 02041
P791: Cisco Wendar filter InitEntryPoint function Initialize called with iScriptingPoint = O=201
P792: Cabletron Wendar filter InitEntryP oint function Initialize called with iScriptingPoint = 0201
P733: Azcend Wendor filter [nitEntryPoint function Initialize called with iScriptingPoint = Ox201
Log: Closing interface 127.0.0.1, port 1812 (RADIUS Access)

Log: Closing interface 127.0.0.1, port 1813 (RADIUS Accounting)

Log: Closing interface 10.1.9.247, port 18412 (RADIUS Access)

Log: Closing interface 10.1.9.247, port 1813 (RADIUS Accounting)

FP734: Cisco Wendar filter InitEntryPoint function Initialize called with iScriptingPoint = 0201
P795: Altiga Wendaor filter InitEntryP oint function Initialize called with iScriptingPoint = 0:=201
P736: USR Wendor filter InitEntryP oint function Initialize called with iScriptingPoint = 02041
FP797: Cisco Wendar filter InitEntryPoint function Initialize called with iScriptingPoint = 0201
P738: Cabletron Wendar filter InitEntryP oint function Initialize called with iScriptingPoint = 0x201
P793: Azcend Wendor filter [nitEntryPoint function Initialize called with iScriptingPoint = O:201
Log: Closing configuration database

Log: Trace output is being sent to file name_radius_1_trace

Log: Opening configuration database

Help | About | Logout
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The Table of Contents for the L og subarea provides four options:

» Server Log Page

« Server Accounting Log Page

» Server CLI aregcmd Log Page

» Server Statistics Log Page
The default TOC entry is Server Log.

Server Log Page

Figure 3-22 shows the Server Log page.

Figure 3-22 Server Log Page

Cisco SvsTems

Cisco Access Registrar

Help | About | Logout

" Configure Monitor

View Server Log

0282008
02582008
02018/2005
0201872005
0201872005
0z/158/2005
02/18/2005
0z2/M8/2005
02/M8/2008
0282008
02582008
02018/2005
0201872005
0201872005
02/158/2005

10447 namefradiuzi
10117 namefradiusi
1:01:17 namefradiuzi
1:01:17 namefradiusi
1:01:18 name/fradiusi
1:01:18 name/fradiuzi
1:01:18 namefradiuzi
1:01:18 name/fradiuz
1:01:19 name/fradiuz
1:04:26 name/radiuz
1:01:26 name/radiusi
A1:01:27 namefradiuz
1:01:27 namefradiusi
1:01:27 namefradiusi
10127 namefradiuzi

Info System O Cisco Access Registrar 4.0.0.2
Info System O namefradius (Radius Sencer) startup

Info System O wersion 4.0.0.32, build 0; built 2005-02-17_02:40:19 [1102626219] by twieland @en
Info System O thread=0, memon=0, digk=0, nlogs=0, logsize=0, console=0, interact=0

Info System 0 Trace output is being sent to file name_radius_1_trace

Info Sernver 0 Opening configuration databaze

Info Senrerd Backing Store: Mo map file found (Yopt'CSCOawdatalradius/LogFileSassionBacking
Info Senrerd Backing Store: Mo map file found (Yopt'CSCOawdatalodba/LogFileF acketBackings:
Info Senrer 0 RollingEncryption using new key 0 and aging key 1

Info Senver 0 Session Badding Store: Resurrected O sessions.

Info Sencer 0 Staring Sencer

Info Senier 0 Staring Intarface 127.0.0.1, part 1645 (RADIUS Access)

Info Server 0 Staring Interface 127.0.0.1, port 1645 (RADIUS Accounting)

Info Senver 0 Staring Interface 10.1.9.212, port 1645 (RADIUS Access)

Info Senver0 Starting Interface 10.1.9.212, port 1645 (RADIUS Accounting)
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Server Accounting Log Page

Figure 3-23 shows the Server Accounting log page.

Figure 3-23 Server Accounting Log Page

View Accounting Log

T

-

u, 24 har 2005 18:15:08
Uszer-Hame = uzert
NAS-Port=1
MNAS-Identifier = localhost
AcctStatus Type = Start
AechkSeszion-1d = 1

T

-

u, 24 hMar 2005 18:15:23
Uszer-Hame = uzert
NAS-Port=1
MNAS-Identifier = localhost
AcctStatus Type = Stop
AechkSeszion-1d = 1

T

-

u, 24 har 2005 18:15:18
Uszer-Name = uzer2
NAS-Port=1
MNAS-Identifier = localhost
AcctStatus Type = Start
AechkSeszion-1d = 1

T

-

u, 24 har 2005 18:15:18
Uszer-Name = uzer2
NAS-Port=1
MNAS-Identifier = localhost
AcctStatus Type = Stop
AechkSeszion-1d = 1
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Server CLI aregcmd Log Page
Figure 3-24 shows the Server CLI aregcmd log page.

Figure 3-24 Server CLI aregcmd Log Page

Cisco SysTems . . peln | about 1 t
Cisco Access Registrar elp | About | Logou

" Configure Monitor

View CLI Log

add /RadiusfUzerList/[efaultfuserr721 " TRUE Default
add /RadiusfUszerlists/[efaultfuserr722 " TRUE Default
add /RadiusfUzerList=Defaultfuzerr7223 " TRUE Default
add /RadiusfUzerListyDefaultfuser?724 " TRUE Default
add /RadiusfUserListsDefaultfuser7725 " TRUE Default
add /RadiusfUserListsDefaultfuser7726 " TRUE Default
add /RadiusfUserListeDefaultfuser7 727 " TRUE Default
add /RadiusfUzerliste/Defaultfuze?728 " TRUE Default
add /RadiusfUzerListDefaultfuser?722 " TRUE Default
add /RadiusfUserList/[efaultfuser?730 " TRUE Default
add /RadiusfUserlist=/[efaultfuserr731 " TRUE Default
add /RadiusfUzerlistDefaultfuzerr732 " TRUE Default
add /RadiusfUzerListyDefaultfuserr722 " TRUE Default
add /RadiusfUserListsDefaultfuser7724 " TRUE Default
add /RadiusfUserListDefaultfuser7725 " TRUE Default
add /RadiusfUserListsDefaultfuser7736 " TRUE Default

Senrer CLI ARegCmd Log

0242042005 22:17:54 aregemd Info Configuration O [localbost admin] --
0242042005 22:17:54 aregemd Info Configuration O [localbhost admin] --
0202042005 22:17:54 aregemd Info Configuration O [localhost admin] --
020202005 22:17:54 aregemd Info Configuration O [localbhost admin] --
026202005 22:17:54 aregemd Info Configuration O [localhost admin] --
026202005 22:17:54 aregemd Info Configuration O [localhost admin] --
024202005 22:17:54 aregemd Info Configuration O [localhost admin] --
0Z¢20/2005 22:17:54 aregemd Info Configuration O [localbost admin] --
0242042005 22:17:54 aregemd Info Configuration O [localbost admin] --
0242042005 22:17:54 aregemd Info Configuration O [localbost admin] --
0242042005 22:17:54 aregemd Info Configuration O [localbhost admin] --
0202042005 22:17:54 aregemd Info Configuration O [localhost admin] --
020202005 22:17:54 aregemd Info Configuration O [localbhost admin] --
026202005 22:17:54 aregemd Info Configuration O [localhost admin] --
026202005 22:17:54 aregemd Info Configuration O [localhost admin] --
024202005 22:17:54 aregemd Info Configuration O [localhost admin] --
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Server Statistics Log Page

Figure 3-25 shows the Server Statistics log page.

Figure 3-25 Server Statistics Log

Cisco SysTems Help | About | Logout

Cisco Access Registrar

NS T P TR
Configure Monitor

+ Logs +

Glohal Statistics for Radius:

serverStartTime = VWed Feb 23 09:29:44 2005
serverResetTime = Wed Mar 2 07:07:59 2005
serverStat = Running

totalPacketsinPoal = 1024
totalPacketsReceived = 4522
totalPacketsSent = 4372

totalRequests = 12

totalResponses = 12

totalAccessReguests = 12
totalAccessAccepts = 11
totalAccessChallenges = 0
totaldccessRejects = 1
totaldccessResponses = 12
totalAccountingRequests = 0
totalAccountingResponses = 0
totalStatusServerRequests =0

Senrar Stats Log
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Status and Sessions

The Table of Contents for the Status and Sessions subarea provides two options:
« AAA Server Status Page
» Sessions List and Query Page

The default TOC entry is Server Status.
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AAA Server Status Page

The AAA Server Status page lists the status of the Access Registrar Server Agent, the Access Registrar
GUI, and the health of the server. Figure 3-26 shows the AAA Server Status page.

Figure 3-26 AAA Server Status Page

Cisco SysTEms ] . o 1 About 1L t
Cisco Access Registrar elp | About | Logou

Configure || Monitor

+ Status and Sessions

AAA Server Status
Add Sanrer Status

AAN server running : (pid: 16343)
AAA daemon manager running : (pid: 16327)
AAA database lock manager running @ (pid: 16334)
AMA database running : (pid: 16333)
AR GUI running : (pid: 16344) -
Server is Running, its health is 10 out of 10 %

Sessions List and Query Page

The Session List and Query page lists currently running sessions and provides fields where you can
specify a username or Session | D for which to query. Use the Release All button to release all sessions.
Figure 3-27 shows the Session List and Query page.

Figure 3-27 Session List and Query Page

Cisco SysTems ] . et | About | L t
Cisco Access Registrar elp | About | Logou

Configure | Monitor

+ Status and Sessions

Session List and Query

UserName to query for: Submit

SessionlD to query for: | |[ Submit ]

Release all Sessions: Release All
UserName Time SessionlD
bob 03/24,/2005 10:30:01 =
joe 03/24/2005 10:31:.07 52 -
Jjane 03/24/2005 10:31:18 =3 §

(3]
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Query Session

After you provide a username or SessionlD on the Session List and Query page and click Submit, the
GUI displays the Query Session Result page as shown in Figure 3-28.

Figure 3-28 Query Session Results Page

Cisco SysTEMS ) : T t
Cisco Access Registrar elp | About | Logou

e

" Configure I Monitor |

+ Status and Sessions

Session Found

UserName Time SessionlD
bob 03/28/2005 13:26:43 510

Release | Cancel |

Asd Sernver Status

1208380

The Query Session Result page displays the username, Time, and Sessionl D of the session found during
the query. A message displaysto indicate if no sessionswere found. Click Release to release the session
and return to the Sessions page. Click Cancel to return to the Session page without releasing the session.

Read-Only GUI

Cisco AR provides aread-only GUI that enables an administrator to observe the system but preventsthat
administrator from making changes.

When you configure a user to be an administrator, check the View-Only check box to limit the
administrator to view-only operation. You can also use the CLI by setting the View-Only property to
TRUE under /Administrator/admin_name.

When using the Read-Only GUI, the Monitor section displays the same as afully-enabled administrator,
but the Release and Release All buttons do not display. The Configure section displays the same as a
fully-enabled administrator, but the Add buttons do not display. When you click the name links, the edit
pages display, but in text format without forms or controls.
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