RADIUS VPN Support

This feature enables the SBC to interact with one or more RADIUS servers within a Virtual Private

Network (VPN). Therefore, the SBC can now support remote account billing on configured VPNs with
different types of VRFs.

Feature History for RADIUS VPN Support

Release Modification
Release 3.5.1

This feature was introduced on Cisco XR 12000 Series Router.
Release 3.6.0 No modification.

Contents

This module contains the following sections:

e Restrictions for Configuring RADIUS VPN Support, page SBC-467
¢ Information About RADIUS VPN Support, page SBC-467

¢ How to Configure RADIUS VPN Support, page SBC-468

e Additional References, page SBC-469

Restrictions for Configuring RADIUS VPN Support

When configuring RADIUS VPN support on the SBC, note that if multiple RADIUS servers have been
defined, all of these RADIUS servers must be defined within the same VRF. This feature cannot be
implemented if the RADIUS servers are defined in separate VRFs.

Information About RADIUS VPN Support

The SBC allows users to specify which VPN to use for configuring the AAA IPv4 addresses. All the
servers that the SBC accesses must be within the VPN configured on the AAA control address CLI. The
RADIUS messages are then sent to the IPv4 address configured with the VPN.

Note  Ifa VPN is not configured, the global address space is used as the default address.
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B How to Configure RADIUS VPN Support

How to Configure RADIUS VPN Support

This section contains the steps for configuring the SBC with RADIUS VPN Support:

SUMMARY STEPS

1. configure
sbc service-name

sbe

commit

N

exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

control address aaa ipv4 ipv4_address vrf vrf_name

Command or Action

Purpose

configure

Example:
RP/0/0/CPUO:router# configure

Enables the global configuration mode.

sbc service-name

Example:
RP/0/0/CPUO:router (config)# sbc mysbc

Enters the mode of an SBC service.

Use the service-name argument to define the name
of the SBC.

sbe

Example:
RP/0/0/CPUO:router (config-sbc)# sbe

Enters the mode of the signaling border element
(SBE) function of the SBC.

control address aaa ipv4 ipv4_address vrf vrf-name

Example:
RP/0/0/CPUO:router (config-sbc-sbe)# control address
aaa ipv4 10.0.0.0 vrf vpn3

Configures the specified AAA control address
within the VRFE.

e Use the ipv4_address argument to specify the
local address of the SBC RADIUS client.

e Use the vrf-name argument to specify the name
of the VREF to use for the RADIUS client.

commit

Example:
RP/0/0/CPUO:router (config-sbc-sbe-adj-h323)# commit

Saves configuration changes. Use the commit
command to save the configuration changes to the
running configuration file and remain within the
configuration session.

exit

Example:
RP/0/0/CPUO:router (config-sbc-sbe) # exit

Exits the SBE mode.
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Additional References

Additional References W

The following sections provide references related to RADIUS VPN support on the SBC.

Related Documents

Related Topic

Document Title

Cisco IOS XR master command reference

Cisco IOS XR Master Commands List

Cisco IOS XR SBC interface configuration commands

Cisco 10S XR Session Border Controller Command
Reference

Initial system bootup and configuration information for a
router using the Cisco IOS XR Software

Cisco 10S XR Getting Started Guide

Cisco IOS XR command modes

Cisco 10S XR Command Mode Reference

Standards

Standards

Title

No new or modified standards are supported by this feature,
and support from existing standards has not been modified by
this feature.

MiBs

MIBs

MIBs Link

To locate and download MIBs using Cisco IOS XR software,
use the Cisco MIB Locator found at the following URL and
choose a platform under the Cisco Access Products menu:

http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Technical Assistance

Description

Link

The Cisco Technical Support website contains thousands of
pages of searchable technical content, including links to
products, technologies, solutions, technical tips, and tools.
Registered Cisco.com users can log in from this page to
access even more content.

http://www.cisco.com/techsupport

| oL-15432-01

Cisco 10S XR Session Border Controller Configuration Guide
SBC-469


http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
http://www.cisco.com/techsupport

RADIUS VPN Support |

W Additional References

Cisco 10S XR Session Border Controller Configuration Guide
SBC-470 0L-15432-01 |



	RADIUS VPN Support
	Contents
	Restrictions for Configuring RADIUS VPN Support
	Information About RADIUS VPN Support
	How to Configure RADIUS VPN Support
	Additional References
	Related Documents
	Standards
	MIBs
	Technical Assistance




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


