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About Cisco 10S and Cisco 10S XE Software
Documentation

Last Updated: March 5, 2009

This document describes the objectives, audience, conventions, and organization used in Cisco |OS and
Cisco 10S XE software documentation, collectively referred to in this document as Cisco 10S
documentation. Also included are resources for obtaining technical assistance, additional
documentation, and other information from Cisco. This document is organized into the following
sections:

¢ Documentation Objectives, pagei

e Audience, pagei

e Documentation Conventions, page ii
¢ Documentation Organization, page iii

¢ Additional Resources and Documentation Feedback, page xi

Documentation Objectives

Audience

Cisco 10S documentation describes the tasks and commands available to configure and maintain Cisco
networking devices.

The Cisco 10S documentation set is intended for users who configure and maintain Cisco networking
devices (such as routers and switches) but who may not be familiar with the configuration and

mai ntenance tasks, the relationship among tasks, or the Cisco |OS commands hecessary to perform
particular tasks. The Cisco |OS documentation set is also intended for those users experienced with
Cisco 10S who need to know about new features, new configuration options, and new software
characteristics in the current Cisco |OS release.
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Documentation Conventions

In Cisco 10S documentation, the term router may be used to refer to various Cisco products; for example,
routers, access servers, and switches. These and other networking devices that support Cisco |0S
software are shown interchangeably in examples and are used only for illustrative purposes. An example
that shows one product does not necessarily mean that other products are not supported.

This section includes the following topics:

e Typographic Conventions, page ii

e Command Syntax Conventions, page ii

o Software Conventions, page iii

¢ Reader Alert Conventions, page iii

Typographic Conventions

Cisco 10S documentation uses the following typographic conventions:

Convention

Description

~or Ctrl

Both the » symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctrl-D means that you hold down the
Control key while you press the D key. (Keys are indicated in capital letters but
are not case sensitive.)

string

A string is a nonquoted set of characters shown in italics. For example, when
setting a Simple Network Management Protocol (SNMP) community string to
public, do not use quotation marks around the string; otherwise, the string will
include the quotation marks.

Command Syntax Conventions

Cisco 10S documentation uses the following command syntax conventions:

Convention

Description

bold

Bold text indicates commands and keywords that you enter as shown.

italic

Italic text indicates arguments for which you supply values.

[x]

Square brackets enclose an optional keyword or argument.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

A vertical line, called a pipe, indicates a choice within a set of keywords
or arguments.

[x1y]

Square brackets enclosing keywords or arguments separated by a pipeindicate an
optional choice.

{x1y}

Braces enclosing keywords or arguments separated by a pipe indicate a
required choice.

[x{y|2}]

Braces and a pipe within square brackets indicate a required choice within an
optional element.
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Documentation Organization

Software Conventions

Cisco 10S uses the following program code conventions:

Convention Description

Courier font Courier font is used for information that is displayed on a PC or terminal screen.
Bold Courier font |Bold Courier font indicates text that the user must enter.

< > Angle brackets enclose text that is not displayed, such as a password. Angle
brackets also are used in contexts in which the italic font style is not supported;
for example, ASCII text.

! An exclamation point at the beginning of alineindicatesthat thetext that follows
is a comment, not aline of code. An exclamation point is also displayed by
Cisco |OS software for certain processes.

[ ] Square brackets enclose default responses to system prompts.

Reader Alert Conventions

The Cisco |OS documentation set uses the following conventions for reader alerts:

A

Caution  Meansreader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

S

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Timesaver  Means the described action saves time. You can save time by performing the action described in the
paragraph.

Documentation Organization

This section describes the Cisco |OS documentation set, how it is organized, and how to access it on
Cisco.com. Included are lists of configuration guides, command references, and supplementary
references and resources that make up the documentation set. The following topics are included:

¢ Cisco 10S Documentation Set, page iv
¢ Cisco 10S Documentation on Cisco.com, page iv

¢ Configuration Guides, Command References, and Supplementary Resources, page v
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Cisco 10S Documentation Set

Cisco |0S documentation consists of the following:

¢ Release notes and caveats provide information about platform, technology, and feature support for
arelease and describe severity 1 (catastrophic), severity 2 (severe), and severity 3 (moderate) defects
in released Cisco |0S code. Review release notes before other documents to learn whether or not
updates have been made to a feature.

e Sets of configuration guides and command references organized by technology and published for
each standard Cisco 10S release.

— Configuration guides—Compilations of documents that provide informational and
task-oriented descriptions of Cisco |OS features.

— Command references—Compilations of command pages that provide detailed information
about the commands used in the Cisco 10S features and processes that make up the related
configuration guides. For each technology, there is a single command reference that covers all
Cisco |0S releases and that is updated at each standard rel ease.

e Listsof all the commandsin a specific release and all commands that are new, modified, removed,
or replaced in the release.

e Command reference book for debug commands. Command pages are listed in alphabetical order.

¢ Reference book for system messages for all Cisco 10S releases.

Cisco 10S Documentation on Cisco.com

The following sections describe the documentation organization and how to access various document
types.
Use Cisco Feature Navigator to find information about platform support and Cisco |0S, Cisco 10S XE,

and Catalyst OS software image support. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

New Features List

The New Features List for each release provides alist of all featuresin the release with hyperlinksto the
feature guides in which they are documented.

Feature Guides

Cisco |0S features are documented in feature guides. Feature guides describe one feature or a group of
related features that are supported on many different software releases and platforms. Your Cisco 10S
software release or platform may not support all the features documented in a feature guide. See the
Feature Information table at the end of the feature guide for information about which features in that
guide are supported in your software release.

Configuration Guides

Configuration guides are provided by technology and release and comprise a set of individual feature
guides relevant to the release and technology.
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Command References

Command reference books describe Cisco 10S commands that are supported in many different software
releases and on many different platforms. The books are provided by technology. For information about
all Cisco 10S commands, use the Command L ookup Tool at http://tools.cisco.com/Support/CL I Lookup
or the Cisco 10S Master Command List, All Releases, at
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all _book.html.

Cisco 10S Supplementary Documents and Resources
Supplementary documents and resources are listed in Table 2 on page xi.

Configuration Guides, Command References, and Supplementary Resources

Table 1 lists, in alphabetical order, Cisco |OS and Cisco |O0S XE software configuration guides and
command references, including brief descriptions of the contents of the documents. The Cisco |0S
command references are comprehensive, meaning that they include commands for both Cisco 10S
software and Cisco 10S XE software, for all releases. The configuration guides and command references
support many different software releases and platforms. Your Cisco |0S software release or platform
may not support all these technologies.

For additional information about configuring and operating specific networking devices, go to the
Product Support area of Cisco.com at http://www.cisco.com/web/psalproducts/index.html.

Table 2 lists documents and resources that supplement the Cisco 10S software configuration guides and
command references. These supplementary resources include release notes and caveats; master
command lists; new, modified, removed, and replaced command lists; system messages; and the debug
command reference.

Table 1 Cisco 10S and Cisco I0S XE Configuration Guides and Command References

Configuration Guide and Command Reference Titles Features/Protocols/Technologies

Cisco |10S AppleTalk Configuration Guide AppleTak protocol.
Cisco 10S XE AppleTalk Configuration Guide
Cisco 10S AppleTalk Command Reference

Cisco |10S Asynchronous Transfer Mode LAN ATM, multiprotocol over ATM (MPoA), and WAN ATM.
Configuration Guide

Cisco |0S Asynchronous Transfer Mode
Command Reference
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Table 1 Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Bridging and IBM Networking
Configuration Guide

Cisco 10S Bridging Command Reference
Cisco |0S IBM Networking Command Reference

e Transparent and source-route transparent (SRT) bridging,
source-route bridging (SRB), Token Ring Inter-Switch Link
(TRISL), and token ring route switch module (TRRSM).

e Data-link switching plus (DLSw+), serial tunnel (STUN),
block serial tunnel (BSTUN); logical link control, type 2
(LLC2), synchronous data link control (SDLC); IBM
Network Media Translation, including Synchronous Data
Logical Link Control (SDLLC) and qualified LLC (QLLC);
downstream physical unit (DSPU), Systems Network
Architecture (SNA) service point, SNA frame relay access,
advanced peer-to-peer networking (APPN), native client
interface architecture (NCIA) client/server topologies, and
IBM Channel Attach.

Cisco |0S Broadband and DSL Configuration Guide
Cisco |0S XE Broadband and DSL Configuration Guide
Cisco 10S Broadband and DS Command Reference

Point-to-Point Protocol (PPP) over ATM (PPPoA) and PPP over
Ethernet (PPPOE).

Cisco 10S Carrier Ethernet Configuration Guide
Cisco |OS Carrier Ethernet Command Reference

Connectivity fault management (CFM), Ethernet Local
Management Interface (ELMI), IEEE 802.3ad link bundling,
Link Layer Discovery Protocol (LLDP), media endpoint
discovery (MED), and operations, administration, and
maintenance (OAM).

Cisco |0S Configuration Fundamentals
Configuration Guide

Cisco |0S XE Configuration Fundamentals
Configuration Guide

Cisco |0S Configuration Fundamentals
Command Reference

Autoinstall, Setup, Cisco 10S command-line interface (CL1),
Cisco |0S file system (IFS), Cisco 10S web browser user
interface (Ul), basic file transfer services, and file management.

Cisco |OS DECnet Configuration Guide
Cisco |0S XE DECnet Configuration Guide
Cisco |OS DECnet Command Reference

DECnet protocol.

Cisco |0S Dial Technologies Configuration Guide
Cisco |OS XE Dial Technologies Configuration Guide
Cisco |0S Dial Technologies Command Reference

Asynchronous communications, dial backup, dialer technology,
dial-in terminal services and AppleTalk remote access (ARA),
large scale dialout, dial-on-demand routing, dialout, modem and
resource pooling, ISDN, multilink PPP (MLP), PPP, virtual
private dialup network (VPDN).

Cisco |0OS Flexible NetFlow Configuration Guide
Cisco |0S Flexible NetFlow Command Reference

Flexible NetFlow.
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Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco I0OSH.323 Configuration Guide

Gatekeeper enhancements for managed voice services,
Gatekeeper Transaction M essage Protocol, gateway codec order
preservation and shutdown control, H.323 dual tone
multifrequency relay, H.323 version 2 enhancements, Network
Address Translation (NAT) support of H.323 v2 Registration,
Admission, and Status (RAS) protocol, tokenless call
authorization, and Vol P gateway trunk and

carrier-based routing.

Cisco |OS High Availability Configuration Guide
Cisco |0S XE High Availability Configuration Guide
Cisco IOS High Availability Command Reference

A variety of High Availability (HA) features and technologies
that are available for different network segments (from
enterprise access to service provider core) to facilitate creation
of end-to-end highly available networks. Cisco IOSHA features
and technologies can be categorized in three key areas:
system-level resiliency, network-level resiliency, and embedded
management for resiliency.

Cisco |0S Integrated Session Border Controller
Command Reference

A Vol P-enabled devicethat is deployed at the edge of networks.
An SBCisatoolkit of functions, such as signaling interworking,
network hiding, security, and quality of service (QoS).

Cisco 10S Intelligent Services Gateway
Configuration Guide

Cisco 10S Intelligent Services Gateway
Command Reference

Subscriber identification, service and policy determination,
session creation, session policy enforcement, session life-cycle
management, accounting for access and service usage, session
state monitoring.

Cisco 10S Interface and Hardware Component
Configuration Guide

Cisco |0S XE Interface and Hardware Component
Configuration Guide

Cisco |0S Interface and Hardware Component
Command Reference

LAN interfaces, logical interfaces, serial interfaces, virtual
interfaces, and interface configuration.

Cisco |OS | P Addressing Services Configuration Guide
Cisco |10S XE Addressing Services Configuration Guide
Cisco I0S IP Addressing Services Command Reference

Address Resolution Protocol (ARP), Network Address
Translation (NAT), Domain Name System (DNS), Dynamic
Host Configuration Protocol (DHCP), and Next Hop Address
Resolution Protocol (NHRP).

Cisco |OS P Application Services Configuration Guide

Cisco I0S XE IP Application Services Configuration
Guide

Cisco |OSIP Application Services Command Reference

Enhanced Object Tracking (EOT), Gateway L oad Balancing
Protocol (GLBP), Hot Standby Router Protocol (HSRP), IP
Services, Server Load Balancing (SLB), Stream Control
Transmission Protocol (SCTP), TCP, Web Cache
Communication Protocol (WCCP), User Datagram Protocol
(UDP), and Virtual Router Redundancy Protocol (VRRP).

Cisco I0S P Mobility Configuration Guide
Cisco |OS |P Mobility Command Reference

Mobile ad hoc networks (MANet) and Cisco mobile networks.

Cisco |OS P Multicast Configuration Guide
Cisco |OS XE IP Multicast Configuration Guide
Cisco |OS IP Multicast Command Reference

Protocol Independent Multicast (PIM) sparse mode (PIM-SM),
bidirectional PIM (bidir-PIM), Source Specific Multicast
(SSM), Multicast Source Discovery Protocol (MSDP), Internet
Group Management Protocol (IGMP), and Multicast VPN
(MVPN).

i
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Table 1

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S IP Routing Protocols Configuration Guide
Cisco 10S XE I P Routing Protocols Configuration Guide
Cisco |OS IP Routing Protocols Command Reference

Border Gateway Protocol (BGP), multiprotocol BGP,
multiprotocol BGP extensions for |P multicast, bidirectional
forwarding detection (BFD), Enhanced Interior Gateway
Routing Protocol (EIGRP), Interior Gateway Routing Protocol
(IGRP), Intermediate System-to-Intermediate System (1S-1S),
on-demand routing (ODR), Open Shortest Path First (OSPF),
and Routing Information Protocol (RIP).

Cisco |OS P SLAs Configuration Guide
Cisco |OS XE IP SLAs Configuration Guide
Cisco |OS P SLAs Command Reference

Cisco |OS IP Service Level Agreements (IP SLAS).

Cisco IOS P Switching Configuration Guide
Cisco 10S XE IP Switching Configuration Guide
Cisco 10S P Switching Command Reference

Cisco Express Forwarding, fast switching, and Multicast
Distributed Switching (MDS).

Cisco |OS IPv6 Configuration Guide
Cisco |0S XE IPv6 Configuration Guide

Cisco |OS I1Pv6 Command Reference

For 1Pv6 features, protocols, and technologies, go to the IPv6
“Start Here” document at the following URL:

http://www.cisco.com/en/U S/docs/ios/ipv6/configuration/
guide/ip6-roadmap.html

Cisco |OS SO CLNS Configuration Guide
Cisco 10S XE 1SO CLNS Configuration Guide
Cisco |0S1S0O CLNS Command Reference

I SO connectionless network service (CLNS).

Cisco IOS LAN Switching Configuration Guide
Cisco |0S XE LAN Switching Configuration Guide
Cisco |OS LAN Switching Command Reference

VLANS, Inter-Switch Link (ISL) encapsulation, |EEE 802.10
encapsulation, |EEE 802.1Q encapsulation, and multilayer
switching (MLS).

Cisco 10S Mobile Wireless Gateway GPRS Support Node
Configuration Guide

Cisco 10S Mobile Wireless Gateway GPRS Support Node
Command Reference

Cisco |0S Gateway GPRS Support Node (GGSN) ina
2.5-generation general packet radio service (GPRS) and
3-generation universal mobile telecommunication system (UMTS)
network.

Cisco |OS Mobile Wireless Home Agent
Configuration Guide

Cisco |OS Mobile Wireless Home Agent
Command Reference

Cisco Mobile Wireless Home Agent, an anchor point for mobile
terminals for which mobile IP or proxy mobile IP services are
provided.

Cisco |OS Mobile Wireless Packet Data Serving Node
Configuration Guide

Cisco |OS Mobile Wireless Packet Data Serving Node
Command Reference

Cisco Packet Data Serving Node (PDSN), awireless gateway that
is between the mobile infrastructure and standard | P networks and
that enables packet data servicesin a code division multiple access
(CDMA) environment.

Cisco 10S Mobile Wireless Radio Access Networking
Configuration Guide

Cisco |OS Mobile Wireless Radio Access Networking
Command Reference

Cisco 10S radio access network products.

il
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Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Multiprotocol Label Switching
Configuration Guide

Cisco 10S XE Multiprotocol Label Switching
Configuration Guide

Cisco |OS Multiprotocol Label Switching
Command Reference

MPLS Label Distribution Protocol (LDP), MPLSLayer 2VPNs,
MPLS Layer 3 VPNs, MPLS Traffic Engineering (TE), and
MPLS Embedded Management (EM) and MIBs.

Cisco |OS Multi-Topology Routing Configuration Guide
Cisco 10S Multi-Topology Routing Command Reference

Unicast and multicast topology configurations, traffic
classification, routing protocol support, and network
management support.

Cisco 10S NetFlow Configuration Guide
Cisco 10S XE NetFlow Configuration Guide
Cisco 10S NetFlow Command Reference

Network traffic data analysis, aggregation caches, export
features.

Cisco |0S Network Management Configuration Guide
Cisco |0S XE Network Management Configuration Guide

Cisco 10S Network Management Command Reference

Basic system management; system monitoring and logging;
troubleshooting, logging, and fault management;

Cisco Discovery Protocol; Cisco |OS Scripting with Tool
Control Language (Tcl); Cisco networking services (CNS);
DistributedDirector; Embedded Event Manager (EEM);
Embedded Resource Manager (ERM); Embedded Syslog
Manager (ESM); HTTP; Remote Monitoring (RMON); SNMP;
and VPN Device Manager Client for Cisco 10S Software
(XSM Configuration).

Cisco |OS Novell IPX Configuration Guide
Cisco |0S XE Novell IPX Configuration Guide
Cisco |0S Novell 1PX Command Reference

Novell Internetwork Packet Exchange (IPX) protocol.

Cisco |OS Optimized Edge Routing Configuration Guide
Cisco |OS Optimized Edge Routing Command Reference

Optimized edge routing (OER) monitoring, policy
configuration, routing control, logging and reporting, and
VPN IPsec/generic routing encapsulation (GRE) tunnel
interface optimization.

Cisco 10S Quality of Service Solutions
Configuration Guide

Cisco |10S XE Quality of Service Solutions
Configuration Guide

Cisco 10S Quality of Service Solutions
Command Reference

Class-based weighted fair queuing (CBWFQ), custom queuing,
distributed traffic shaping (DTS), generic traffic shaping (GTS),
IP- to-ATM class of service (CoS), low latency queuing (LLQ),
modular QoS CLI (MQC), Network-Based Application
Recognition (NBAR), priority queuing, Security Device
Manager (SDM), Multilink PPP (MLPPP) for QoS, header
compression, AutoQoS, QoS features for voice, Resource
Reservation Protocol (RSVP), weighted fair queuing (WFQ),
and weighted random early detection (WRED).

Cisco |OS Security Configuration Guide
Cisco |0S XE Security Configuration Guide
Cisco 10S Security Command Reference

Access control lists (ACLs), authentication, authorization, and
accounting (AAA), firewalls, | P security and encryption,
neighbor router authentication, network access security, network
data encryption with router authentication, public key
infrastructure (PK1), RADIUS, TACACS+, terminal access
security, and traffic filters.

"
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Table 1

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Service Selection Gateway Configuration Guide
Cisco 10S Service Selection Gateway Command Reference

Subscriber authentication, service access, and accounting.

Cisco |OS Software Activation Configuration Guide
Cisco |OS Software Activation Command Reference

An orchestrated collection of processes and components to
activate Cisco |OS software feature sets by obtaining and
validating Cisco software licenses.

Cisco | OS Software Modularity Installation and
Configuration Guide

Cisco 10S Software Modularity Command Reference

Installation and basic configuration of software modularity
images, including installations on single and dual route
processors, installation rollbacks, software modularity binding,
software modularity processes and patches.

Cisco 10S Terminal Services Configuration Guide
Cisco |0S Terminal Services Command Reference

Cisco |OS XE Terminal Services Command Reference

DEC, local-area transport (LAT), and X.25 packet
assembl er/disassembler (PAD).

Cisco |0S Virtual Switch Command Reference

Virtual switch redundancy, high availability, and packet handling;
converting between standalone and virtual switch modes; virtual
switch link (VSL); Virtual Switch Link Protocol (V SLP).

Note Forinformation about virtual switch configuration, refer
to the product-specific software configuration
information for the Cisco Catalyst 6500 series switch or

for the Metro Ethernet 6500 series switch.

Cisco 10S Voice Configuration Library
Cisco |0S Voice Command Reference

Cisco |0S support for voice call control protocols, interoperability,
physical and virtual interface management, and troubleshooting.
The library includes documentation for | P telephony applications.

Cisco IOSVPDN Configuration Guide
Cisco |0S XE VPDN Configuration Guide
Cisco |OS VPDN Command Reference

Layer 2 Tunneling Protocol (L2TP) dial-out load balancing and
redundancy, L2TP extended failover, L2TP security VPDN,
multihop by Dialed Number Identification Service (DNIS),
timer and retry enhancementsfor L2TP and Layer 2 Forwarding
(L2F), RADIUS Attribute 82: tunnel assignment I D, shell-based
authentication of VPDN users, tunnel authentication via
RADIUS on tunnel terminator.

Cisco |OS Wide-Area Networking Configuration Guide
Cisco |0S XE Wide-Area Networking Configuration Guide
Cisco |OS Wide-Area Networ king Command Reference

Frame Relay, Layer 2 Tunneling Protocol Version 3 (L2TPv3),
Link Access Procedure, Balanced (LAPB), Switched
Multimegabit Data Service (SMDS), and X.25.

Cisco |OS Wireless LAN Configuration Guide
Cisco |OSWireless LAN Command Reference

Broadcast key rotation, |EEE 802.11x support, |EEE 802.1x
authenticator, IEEE 802.1x local authentication service for
Extensible Authentication Protocol-Flexible Authentication via
Secure Tunneling (EAP-FAST), Multiple Basic Service Set ID
(BSSID), Wi-Fi Multimedia (WMM) required elements, and
Wi-Fi Protected Access (WPA).
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Table 2 Cisco 10S Supplementary Documents and Resources
Document Title Description
Cisco |OS Master Command List, All Releases Alphabetical list of all the commands documented in all
Cisco 10S releases.
Cisco 10S New, Modified, Removed, and List of all the new, modified, removed, and replaced commands
Replaced Commands for aCisco |OS release.
Cisco |0S Software System Messages List of Cisco 10S system messages and descriptions. System

messages may indicate problems with your system; be
informational only; or may help diagnose problems with
communications lines, internal hardware, or the

system software.

Cisco |OS Debug Command Reference Alphabetical list of debug commands including brief
descriptions of use, command syntax, and usage guidelines.

Release Notes and Caveats Information about new and changed features, system
requirements, and other useful information about specific
software releases; information about defects in specific
Cisco | OS software releases.

MIBs Files used for network monitoring. To locate and download
MIBs for selected platforms, Cisco |OS releases, and feature
sets, use Cisco MIB Locator at the following URL.:

http://www.cisco.com/go/mibs

RFCs Standards documents maintained by the Internet Engineering
Task Force (IETF) that Cisco |OS documentation references
where applicable. The full text of referenced RFCs may be
obtained at the following URL :

http://www.rfc-editor.org/

Additional Resources and Documentation Feedback

What’'s New in Cisco Product Documentation is published monthly and describes all new and revised
Cisco technical documentation. The What’s New in Cisco Product Documentation publication also
provides information about obtaining the following resources:

¢ Technical documentation

e Cisco product security overview
¢ Product alerts and field notices
e Technical assistance

Cisco 10S technical documentation includes embedded feedback forms where you can rate documents
and provide suggestions for improvement. Your feedback helps us improve our documentation.
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Using the Command-Line Interface in Cisco 10S
and Cisco 10S XE Software

Last Updated: March 5, 2009

This document provides basic information about the command-line interface (CLI1) in Cisco |OS and
Cisco 10S XE software and how you can use some of the CL1 features. This document contains the
following sections:

¢ Initially Configuring a Device, page i

e Usingthe CLI, pageii

¢ Saving Changes to a Configuration, page xii

¢ Additional Information, page xii

For more information about using the CL1, see the “Using the Cisco |0S Command-Line Interface”
section of the Cisco |OS Configuration Fundamentals Configuration Guide.

For information about the software documentation set, see the “ About Cisco |OS and Cisco |OS XE
Software Documentation” document.

Initially Configuring a Device

Initially configuring a device varies by platform. For information about performing an initial
configuration, see the hardware installation documentation that is provided with the original packaging
of the product or go to the Product Support area of Cisco.com at
http://www.cisco.com/web/psal/products/index.html.

After you have performed the initial configuration and connected the device to your network, you can
configure the device by using the console port or aremote access method, such as Telnet or Secure Shell
(SSH), to access the CL1 or by using the configuration method provided on the device, such as Security
Device Manager.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/web/psa/products/index.html
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Note

Changing the Default Settings for a Console or AUX Port
There are only two changes that you can make to a console port and an AUX port:

¢ Change the port speed with the config-register Ox command. Changing the port speed is not
recommended. The well-known default speed is 9600.

¢ Change the behavior of the port; for example, by adding a password or changing the timeout value.

The AUX port on the Route Processor (RP) installed in a Cisco ASR1000 series router does not serve
any useful customer purpose and should be accessed only under the advisement of a customer support
representative.

Using the CLI

This section describes the following topics:
¢ Understanding Command Modes, page ii
e Using the Interactive Help Feature, page v
e Understanding Command Syntax, page vi
¢ Understanding Enable and Enable Secret Passwords, page viii
¢ Using the Command History Feature, page viii
¢ Abbreviating Commands, page ix
e Using Aliases for CLI Commands, page ix
e Using the no and default Forms of Commands, page x
e Using the debug Command, page x
¢ Filtering Output Using Output Modifiers, page x
e Understanding CLI Error Messages, page Xi

Understanding Command Modes

The CLI command mode structure is hierarchical, and each mode supports a set of specific commands.
This section describes the most common of the many modes that exist.

Table 1 lists common command modes with associated CLI prompts, access and exit methods, and a
brief description of how each mode is used.
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Table 1 CLI Command Modes
Command Access Method Prompt Exit Method Mode Usage
Mode
User EXEC Login. Rout er > Issue the logout or exit | e Change terminal
command. settings.
e Perform basic tests.
e Display device status.
Privileged From user EXEC mode, |Router# Issue the disable e [ssue show and debug
EXEC issue the enable command or the exit commands.
command. command to return to :
e Copy images to the
user EXEC mode. device.
¢ Reload the device.
e Manage device
configuration files.
e Manage devicefile
systems.
Global From privileged EXEC |Router (config)# Issue the exit command |Configure the device.

configuration

mode, issue the
configure terminal
command.

or the end command to
return to privileged
EXEC mode.

Interface
configuration

From global
configuration mode,
issue the interface

Rout er (config-if)#

I ssue the exit command
to return to global
configuration mode or

Configure individual
interfaces.

command. the end command to
return to privileged
EXEC mode.
Line From global Router (config-1ine)# |Issuetheexit command |Configure individual

configuration

configuration mode,
issuethelinevty orline
console command.

to return to global
configuration mode or
the end command to
return to privileged
EXEC mode.

terminal lines.
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Table 1 CLI Command Modes (continued)
Command Access Method Prompt Exit Method Mode Usage
Mode
ROM monitor |From privileged EXEC |rommon # > Issue the continue ¢ Run as the default
mode, issue the reload command. operating mode when a
command. Press the The # symbol valid image cannot be
Break key during the repr%sentsc';he line t loaded.
first 60 secondswhile | 2t ot e Access the fall-back
the system is booting. ' procedure for loading an
image when the device
lacks avalid image and
cannot be booted.
e Perform password
recovery when a
CTRL-Break sequenceis
issued within 60 seconds
of a power-on or reload
event.
Diagnostic The router boots or Rout er (di ag) # If aCisco IOS process | o Inspect various states on
(available only |enters diagnostic mode failure is the reason for the router, including the
on the Cisco in the following entering diagnostic Cisco |OS state.
ASR1000 scenarios. When a mode, the failure must

series router)

Cisco |0S process or
processes fail, in most
scenariostherouter will
reload.

e A user-configured
access policy was
configured using
the transport-map
command, which
directed the user
into diagnostic
mode.

e Therouter was
accessed using an
RP auxiliary port.

e A break signal
(Ctrl-C,
Ctrl-Shift-6, or the
send break
command) was
entered, and the
router was
configured to enter
diagnostic mode
when the break
signal was received.

be resolved and the
router must be rebooted

to exit diagnostic mode.

If therouter isin
diagnostic mode
because of a
transport-map
configuration, access
the router through
another port or using a
method that is
configured to connect to
the Cisco |OS CLI.

If the RP auxiliary port
was used to access the
router, use another port
for access. Accessing
the router through the
auxiliary port is not
useful for customer
purposes.

e Replace or roll back the
configuration.

¢ Provide methods of
restarting the Cisco 10S
software or other
processes.

¢ Reboot hardware, such
as the entire router, an
RP, an ESP, aSIP, aSPA,
or possibly other
hardware components.

e Transfer filesinto or off
of the router using
remote access methods
suchas FTP, TFTP, and
SCP.
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EXEC commands are not saved when the software reboots. Commands that you issue in a configuration
mode can be saved to the startup configuration. If you save the running configuration to the startup
configuration, these commands will execute when the software is rebooted. Global configuration mode
is the highest level of configuration mode. From global configuration mode, you can enter a variety of
other configuration modes, including protocol-specific modes.

ROM monitor mode is a separate mode that is used when the software cannot load properly. If avalid

software image is not found when the software boots or if the configuration file is corrupted at startup,
the software might enter ROM monitor mode. Use the question symbol (?) to view the commands that
you can use while the device is in ROM monitor mode.

romon 1 > ?

al i as set and display aliases comrand

boot boot up an external process

confreg configuration register utility

cont continue executing a downl oaded i mage

cont ext di splay the context of a | oaded inmage

cooki e di spl ay contents of cookie PROMin hex

romon 2 >

The following exampl e shows how the command prompt changes to indicate a different command mode:

Rout er > enabl e

Rout er# configure term nal
Router(config)# interface ethernet 1/1
Rout er (config-if)# ethernet

Rout er (config-line)# exit

Rout er (config)# end

Rout er #

A keyboard alternative to the end command is Ctrl-Z.

Using the Interactive Help Feature

The CLI includes an interactive Help feature. Table 2 describes how to use the Help feature.

Table 2 CLI Interactive Help Commands

Command Purpose

help Provides a brief description of the help feature in any command mode.

? Lists all commands available for a particular command mode.

partial command? Provides a list of commands that begin with the character string (no
space between the command and the question mark).

partial command<Tab> Completes a partial command name (no space between the command
and <Tab>).

command ? Lists the keywords, arguments, or both associated with the command

(space between the command and the question mark).

command keyword ? Liststhe argumentsthat are associated with the keyword (space between
the keyword and the question mark).

"
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The following examples show how to use the help commands:

help
Rout er> hel p

Hel p may be requested at any point in a conmand by entering a question mark '?'. |If nothing
mat ches, the help list will be enpty and you nust backup until entering a '?" shows the
avail abl e options

Two styles of help are provided:

1. Full help is avail able when you are ready to enter a conmand argument (e.g. 'show ?')
and describes each possible argunment.

2. Partial help is provided when an abbrevi ated argunent is entered and you want to know
what argunments match the input (e.g. 'show pr?'.)

?

Router# ?

Exec commands:
access-enabl e Create a tenporary access-List entry
access-profile Apply user-profile to interface
access-tenpl ate Create a tenporary access-List entry
al ps ALPS exec conmmands
archi ve manage archive files

<sni p>

partial command?

Rout er (config)# zo?
zone zone-pair

partial command<Tab>

Rout er (confi g)# we<Tab> webvpn

command ?

Rout er (config-if)# pppoe ?
enabl e Enabl e pppoe
max- sessi ons Maxi num PPPCE sessi ons

command keyword ?

Rout er (config-if)# pppoe enable ?
group attach a BBA group
<Ccr>

Understanding Command Syntax

Command syntax is the format in which a command should be entered in the CLI. Commands include
the name of the command, keywords, and arguments. Keywords are alphanumeric strings that are used
literally. Arguments are placeholders for values that a user must supply. Keywords and arguments may
be required or optional.

Specific conventions convey information about syntax and command elements. Table 3 describes these
conventions.
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Symbol/Text Function

Notes

<> (angle brackets) Indicate that the optionisan

argument.

Sometimes arguments are displayed
without angle brackets.

A.B.C.D. Indicates that you must enter a

dotted decimal | P address.

Angle brackets (< >) are not always
used to indicate that an IP addressis
an argument.

WORD (all capital letters) Indicates that you must enter

one word.

Angle brackets (< >) are not always
used to indicate that a WORD isan
argument.

LINE (al capital |etters) Indicates that you must enter

more than one word.

Angle brackets (< >) are not always
used to indicate that aLINE isan
argument.

Indicates the end of the list of
available keywords and argu-
ments, and also indicates when
keywords and arguments are
optional. When <cr>isthe only
option, you have reached the
end of the branch or the end of
the command if the command
has only one branch.

<cr> (carriage return)

The following examples show syntax conventions:

Rout er (config)# ethernet cfmdomain ?
WORD donmi n nane
Rout er (confi g)# ethernet cfm domain dnane ?
| eve
Rout er (config)# ethernet cfm domain dnanme |evel ?

<0-7> maintenance |evel nunber
Rout er (confi g)# ethernet cfm domain dnane |evel 7 ?
<Cr>
Rout er (confi g)# snnp-server file-transfer access-group 10 ?
protocol protocol options
<Cr>

Rout er (confi g)# | oggi ng host ?
Hostnane or A B.C.D |P address of the syslog server

i pv6 Configure IPv6 syslog server

Rout er (confi g)# snnp-server file-transfer access-group 10 ?
protocol protocol options
<Cr>
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Understanding Enable and Enable Secret Passwords

Note

Some privileged EXEC commands are used for actions that impact the system, and it is recommended
that you set a password for these commandsto prevent unauthorized use. Two types of passwords, enable
(not encrypted) and enable secret (encrypted), can be set. The following commands set these passwords
and are issued in global configuration mode:

¢ enable password
¢ enable secret password

Using an enable secret password is recommended because it is encrypted and more secure than the
enable password. When you use an enable secret password, text is encrypted (unreadable) beforeit is
written to the config.text file. When you use an enabl e password, the text is written as entered (readabl e)
to the config.text file.

Each type of password is case sensitive, can contain from 1 to 25 uppercase and lowercase alphanumeric
characters, and can start with a number. Spaces are also valid password characters; for example,
“two words’ is avalid password. Leading spaces are ignored, but trailing spaces are recognized.

Both password commands have numeric keywords that are single integer values. If you choose a number
for thefirst character of your password followed by a space, the system will read the number asif it were
the numeric keyword and not as part of your password.

When both passwords are set, the enable secret password takes precedence over the enable password.

To remove a password, use the no form of the commands: no enable password or
no enable secret password.

For more information about password recovery procedures for Cisco products, see
http://www.cisco.com/en/US/products/sw/iosswrel /ps1831/
products_tech _note09186a00801746e6.shtml.

Using the Command History Feature

The CLI command history feature saves the commands you enter during a session in acommand history
buffer. The default number of commands saved is 10, but the number is configurable within the range of
0 to 256. This command history feature is particularly useful for recalling long or complex commands.

To change the number of commands saved in the history buffer for aterminal session, issue the
terminal history size command:

Router# term nal history size num
A command history buffer is also available in line configuration mode with the same default and

configuration options. To set the command history buffer size for aterminal sessionin line configuration
mode, issue the history command:

Router(config-line)# history [size num

To recall commands from the history buffer, use the following methods:

¢ Press Ctrl-P or the up arrow key—Recalls commands beginning with the most recent command.
Repeat the key sequence to recall successively older commands.
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e Press Ctrl-N or the down arrow key—Recalls the most recent commands in the history buffer after
they have been recalled using Ctrl-P or the up arrow key. Repeat the key sequence to recall
successively more recent commands.

N

Note Thearrow keys function only on ANSI-compatible terminals such as the VT100.

¢ Issue the show history command in user EXEC or privileged EXEC mode—L ists the most recent
commands that you entered. The number of commands that are displayed is determined by the
setting of the terminal history size and history commands.

The CLI command history feature is enabled by default. To disable this feature for a terminal
session, issue the terminal no history command in user EXEC or privileged EXEC mode or the
no history command in line configuration mode.

Abbreviating Commands

Typing a complete command name is not always required for the command to execute. The CLI
recognizes an abbreviated command when the abbreviation contains enough characters to uniquely
identify the command. For example, the show ver sion command can be abbreviated as sh ver. It cannot
be abbreviated as s ver because s could mean show, set, or systat. The sh v abbreviation also isnot valid
because the show command has vrrp as a keyword in addition to version. (Command and keyword
examples from Cisco |10S Release 12.4(13)T.)

Using Aliases for CLI Commands

To save time and the repetition of entering the same command multiple times, you can use a command
alias. An alias can be configured to do anything that can be done at the command line, but an alias cannot
move between modes, type in passwords, or perform any interactive functions.

Table 4 shows the default command aliases.

Table 4 Default Command Aliases

Command Alias Original Command
h help

lo logout

p ping

s show

uorun undebug

w where

To create a command alias, issue the alias command in global configuration mode. The syntax of the
command is alias mode command-alias original-command. Following are some examples:

¢ Router(config)# alias exec prt partition—privileged EXEC mode
¢ Router(config)# alias configure sb source-bridge—global configuration mode
¢ Router(config)# aliasinterfacerl rate-limit—interface configuration mode
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To view both default and user-created aliases, issue the show alias command.

For more information about the alias command, see
http://www.cisco.com/en/US/docs/ios/fundamental ss’command/reference/cf_book.html.

Using the no and default Forms of Commands

Most configuration commands have a no form that is used to reset a command to its default value or
disable afeature or function. For example, theip routing command is enabled by default. To disablethis
command, you would issue the no ip routing command. To re-enable IP routing, you would issue the
ip routing command.

Configuration commands may also have a default form, which returns the command settings to their
default values. For commands that are disabled by default, using the default form has the same effect as
using the no form of the command. For commands that are enabled by default and have default settings,
the default form enables the command and returns the settings to their default values.

The no and default forms of commands are described in the command pages of command references.

Using the debug Command

A debug command produces extensive output that helps you troubleshoot problems in your network.
These commands are available for many features and functions within Cisco 10S and Cisco 10S XE
software. Some debug commands are debug all, debug aaa accounting, and debug mpls packets. To
use debug commands during a Telnet session with a device, you must first enter the ter minal monitor
command. To turn off debugging completely, you must enter the undebug all command.

For more information about debug commands, see the Cisco 10S Debug Command Reference at
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html.

A

Caution  Debuggingisahigh priority and high CPU utilization process that can render your device unusable. Use
debug commands only to troubleshoot specific problems. The best times to run debugging are during
periods of low network traffic and when few users are interacting with the network. Debugging during
these periods decreases the likelihood that the debug command processing overhead will affect network
performance or user access or response times.

Filtering Output Using Output Modifiers

Many commands produce lengthy output that may use several screensto display. Using output modifiers,
you can filter this output to show only the information that you want to see.

Three output modifiers are available and are described as follows:

¢ begin regular expression—Displaysthefirst linein which amatch of theregular expressionisfound
and all lines that follow.

¢ includeregular expression—Displays all linesin which a match of the regular expression is found.

e excluderegular expression—Displays all lines except those in which a match of the regular
expression is found.
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To use one of these output modifiers, type the command followed by the pipe symbol (]), the modifier,
and the regular expression that you want to search for or filter. A regular expression is a case-sensitive
alphanumeric pattern. It can be a single character or number, a phrase, or a more complex string.

The following example illustrates how to filter output of the show interface command to display only
lines that include the expression “protocol .”

Rout er# show interface | include protocol
Fast Et hernet0/0 is up, line protocol is up
Serial4/0 is up, line protocol is up
Serial4/1 is up, line protocol is up

Serial4/2 is adninistratively down, |ine protocol is down
Serial4/3 is administratively down, line protocol is down

Understanding CLI Error Messages

You may encounter some error messages while using the CL1. Table 5 shows the common CLI error

messages.

Table 5 Common CLI Error Messages

Error Message Meaning How to Get Help

% Ambiguous command: You did not enter enough Reenter the command followed by a

“show con” charactersfor the commandto |space and a question mark (?). The
be recognized. keywords that you are allowed to

enter for the command appear.

% Incomplete command. You did not enter all the Reenter the command followed by a
keywords or values required  |space and a question mark (?). The
by the command. keywords that you are allowed to

enter for the command appear.

% Invalid input detected at “~" | You entered the command in- |Enter a question mark (?) to display

marker. correctly. The caret (*) marks |all thecommandsthat areavailablein
the point of the error. this command mode. The keywords

that you are allowed to enter for the

command appear.

For more system error messages, see the following documents:
¢ Cisco IOSRelease 12.2SR System Message Guide
¢ Cisco 10S System Messages, Volume 1 of 2 (Cisco |0S Release 12.4)
¢ Cisco 10S System Messages, Volume 2 of 2 (Cisco 10S Release 12.4)
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Saving Changes to a Configuration

To save changes that you made to the configuration of adevice, you must issue the copy running-config
startup-config command or the copy system:running-config nvram:startup-config command. When
you issue these commands, the configuration changes that you made are saved to the startup
configuration and saved when the software reloads or power to the device is turned off or interrupted.
The following example shows the syntax of the copy running-config startup-config command:

Rout er# copy runni ng-config startup-config
Destination filenane [startup-config]?

You press Enter to accept the startup-config filename (the default), or type anew filename and then press
Enter to accept that name. The following output is displayed indicating that the configuration was saved:

Bui | di ng configuration...

[OK]
Rout er #

On most platforms, the configuration is saved to NVRAM. On platformswith aClass A flash file system,
the configuration is saved to the location specified by the CONFIG_FILE environment variable. The
CONFIG_FILE variable defaults to NVRAM.

Additional Information

e “Using the Cisco IOS Command-Line Interface” section of the Cisco 10S Configuration
Fundamentals Configuration Guide:

http://www.cisco.com/en/US/docs/ios/fundamental s/configuration/guide/cf_cli-basics.html
or

“Using Cisco |0S XE Software” chapter of the Cisco ASR 1000 Series Aggregation Services Routers
Software Configuration Guide:

http://www.cisco.com/en/U S/docs/routers/asr 1000/ configuration/guide/chassis/Using_CLI.html
¢ Cisco Product Support Resources
http://www.cisco.com/web/psal/products/index.html
¢ Support area on Cisco.com (also search for documentation by task or product)
http://www.cisco.com/en/US/support/index.html

o Software Download Center (downloads; tools; licensing, registration, advisory, and general
information) (requires Cisco.com User ID and password)

http://www.cisco.com/kobayashi/sw-center/

e Error Message Decoder, atool to help you research and resolve error messages for
Cisco |10S software

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

e Command Lookup Tool, atool to help you find detailed descriptions of Cisco |OS commands
(requires Cisco.com user 1D and password)

http://tools.cisco.com/Support/CL 1L ookup
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e Output Interpreter, a troubleshooting tool that analyzes command output of supported
show commands

https://www.cisco.com/pcgi-bin/Support/Outputl nterpreter/home.pl
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Contents

Cisco Unified Communications Manager and
Cisco 10S Interoperability Features Roadmap

This guide provides configuration information about Cisco |OS voice features for Cisco Unified
Communications Manager (formerly known as Cisco Unified CallManager) and Cisco |0S
Interoperability. This first chapter describes how to access Cisco Feature Navigator and lists

Cisco Unified Communications Manager and Cisco 10S Interoperability features by Cisco |10S release.

For information about the full set of Cisco |OS voice features, see the entire Cisco 10S Voice
Configuration Library—including library preface, glossary, and other documents—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.

¢ Platforms and Cisco 10S Software Images, page 1
¢ Cisco Unified Communications Manager and Cisco |0S Interoperability Feature List, page 2

Platforms and Cisco 10S Software Images

Iy
CISCO.

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.
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Cisco Unified Communications Manager and Cisco 10S
Interoperability Feature List

Table 1 lists Cisco Unified Communications Manager and Cisco |OS Interoperability features by
Cisco |0S release. Features that are introduced in a particular release are available in that and

subsequent releases.

Table 1 Cisco Unified Communications Manager and Cisco 10S Interoperability Features

Release |Features Introduced in That Release' |Feature Description Feature Documentation

124(6)T |RSVP Agent Enables Cisco Unified “Configuring RSVP Agent” on
Communications Manager to provide |page 177 of this guide.
resource reservation for voice and
video mediato ensure QoS and call
admission control (CAC).

12.3(11)T |MCID for Cisco |0S Voice Gateways |Supports the Malicious Call “Configuring MCID for Cisco10S
Identification (MCID) supplementary |Voice Gateways’ on page 163 of
service in Cisco Unified this guide.
Communications Manager 4.0
(formerly known a Cisco Unified
CallManager 4.0).

MLPP for Cisco |0S Voice Gateways | Supports Multilevel Precedence and |“Configuring MLPP Service on
Preemption (MLPP) service, allowing |Cisco MGCP Gateways” section
authorized users to preempt lower on page 50 of this guide.
priority voice calls using
Cisco Unified Communications
Manager 4.0 (formerly known as
Cisco Unified CallManager 4.0).

Out-of-Bandto In-Band DTMF Relay |RFC 2833 capability enabling DTMF |“Configuring Conferencing and

for Cisco |0S Voice Gateways relay communication between SIP Transcoding (NM-HDV)” section
devices and nonSIP endpoints using |on page 93 of this guide.

Cisco Unified Communications
Manager 4.0 (formerly known as
Cisco Unified CallManager 4.0).

QSIG Supplementary Features for Supports Q Signaling (QSIG) over “Configuring QSIG

Cisco 10S Voice Gateways PRI backhaul interfaces on MGCP Supplementary Features for Cisco
gateways to Cisco Unified IOS Voice Gateways’ section on
Communications Manager 4.0 page 124 of this guide.
(formerly known as Cisco Unified
CallManager 4.0).

12.3(8)T |Enhanced Conferencing and Enables conferencing, transcoding, “Configuring Enhanced

Transcoding for Voice Gateway
Routers

and M TP support for Cisco voice
gateways using the NM-HDV 2 and
NM-HD high-density voice network
modules.

Conferencing and Transcoding for
Voice Gateway Routers’ on
page 67 of this guide.
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Table 1 Cisco Unified Communications Manager and Cisco 10S Interoperability Features (continued)
Release |Features Introduced in That Release' |Feature Description Feature Documentation
12.3(4)T |MGCP Gateway Support for Supports the configuration of the “Configuring MGCP Gateway
Cisco Unified Communications network specific facilities (NSF) Support for Cisco Unified
Manager Network Specific Facilities |ISDN information element in route Communications Manager
patterns for Cisco Unified Network Specific Facilities”
Communications Manager 3.3 section on page 120 of this guide.
(formerly known as Cisco Unified
CallManager 3.3).
Customizable Tone Download to Enabl es the downloading of “Configuring Tone Download to
Cisco |0OS MGCP Gateways from region-specific tones and associated |MGCP Gateways’ on page 145 of
Cisco Unified Communications frequencies, amplitudes, and this guide.
Manager cadences.
12.3(2)T |MGCP-Controlled Backhaul of BRI  |Enables the transporting of signaling |“Configuring M GCP-Controlled
Signaling in Conjunction with information from remote-office Backhaul of BRI Signaling in
Cisco Unified Communications MGCP gateways connected by ISDN | Conjunction with Cisco Unified
Manager BRI trunksto a centralized Communications Manager” on
Cisco Unified Communications page 129 of this guide.
Manager.
12.2(13)T | Conferencing and Transcoding for Enables conferencing and transcoding |“Configuring Enhanced

Voice Gateway Routers

support for Cisco voice gateways
using NM-HDV high-density voice
network modules.

Conferencing and Transcoding for
Voice Gateway Routers” on
page 67 of this guide.

Update to the Interworking of

Cisco MGCP Voice Gateways and
Cisco Unified Communications
Manager Version 3.2 (formerly known
as Cisco CallManager Version 3.2)

Adds support for the mgcp validate
domain-name command, which
checkswhether the domain nameor I P
address received in MGCP messages
match those on the gateway.

“Enabling MGCP on Cisco 10S
Gateways” section on page 27 of
this guide.
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Table 1 Cisco Unified Communications Manager and Cisco 10S Interoperability Features (continued)
Release |Features Introduced in That Release' |Feature Description Feature Documentation
12.2(11)T |Globalized Cadence and Tone for Enables Cisco MGCP gateways to “Configuring Tone Download to
Cisco 10S Gateways provide localized cadence and tones |MGCP Gateways’ on page 145 of
for Cisco Communications Manager |this guide.
3.2 (formerly known as Cisco
CallManager 3.2), eliminating the
need for the cptone command.
MGCP Gateway Fallback Providesbasic call processing support |“Configuring Cisco Unified
in H.323 mode when an MGCP Communications Manager
gateway loses connectivity to all of its |Switchover and MGCP Gateway
configured Cisco Unified Fallback” section on page 30 of
Communications Manager servers. this guide.
MGCP Generic Configuration Provides single-point configuration  |“Enabling Single-Point
Support for Cisco Unified using a centralized TFTP server to Configuration for MGCP
Communications Manager automatically download XML Gateways’ section on page 45 of
configuration files to MGCP this guide.
gateways.
MGCP PRI Backhaul and T1-CAS Enables transporting of complete “Configuring MGCP PRI
Support for Cisco Unified | P-telephony signaling from an ISDN |Backhaul and T1 CAS Support for
Communications Manager PRI interface on an MGCP gateway to |Cisco Unified Communications
Cisco Unified Communications Manager” on page 113 of this
Manager 3.1 and 3.2 (formerly known |guide.
as Cisco CallManager 3.1 and 3.2).
Multicast Music on Hold Support for |Enables music streaming from a “Configuring Multicast
Cisco Unified Communications music-on-hold (MOH) server to Music-on-Hold Support for Cisco
Manager callersplaced on hold usingan MGCP |Unified Communications
gateway and Cisco Unified Manager” section on page 48 of
Communications Manager 3.1and 3.2 |this guide.
(formerly known as Cisco
CalManager 3.1 and 3.2).
1213)T |MGCP Support for Cisco Unified Adds MGCP support to Cisco |0S “Configuring Cisco Unified

Communications Manager

gateways to provide supplementary
services, failover, and redundancy
support for Cisco Unified
Communications Manager 3.0
(formerly known as Cisco
CallManager 3.0).

Communications Manager
Switchover and MGCP Gateway
Fallback” section on page 30 of
this guide.

1. Featuresthat are introduced in a particular release are available in that and subsequent releases.
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Overview of Cisco Unified Communications
Manager and Cisco 10S Interoperability

This chapter provides an overview of Cisco Unified Communications Manager and Cisco 10S

interoperability.

Note  For more information about Cisco |0S voice features—including library preface and glossary, feature
documents, and troubleshooting information—see the entire Cisco |10S Voice Configuration Library.

Contents

Information About Cisco Unified Communications Manager and

Information About Cisco Unified Communications Manager and Cisco 10S Interoperability, page 1

Toll Fraud Prevention, page 6
Additional References, page 7

Cisco I10S Interoperability

To configure a Cisco 10S voice gateway to interoperate with Cisco Unified Communications Manager,

you should understand the following concepts:

Cisco AVVID, page 2

Cisco Unified Communications Manager Interoperability, page 2
MGCP Voice Gateways, page 2

MGCP Advantages Over H.323, page 5

Conferencing and Transcoding, page 6
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Cisco AVVID

Cisco voice gateway routers can be deployed in a Cisco Unified Communications Manager | P-telephony
network using the Cisco Architecture for Voice, Video, and Integrated Data (AVVID), a baseline
infrastructure that enables enterprises to design networks that scale to meet e-business demands for
business solutions such as e-learning and customer care.

Voice and video solutions based on Cisco AVVID include:
¢ Client devices such as | P phones
¢ Directory services
¢ |P-based business applications
¢ Network management
e Scalable call processing
e Service and support

¢ Video conferencing

Cisco Unified Communications Manager Interoperability

Cisco Unified Communications Manager is the software-based call-processing component of voice
gateways in a Vol P network. It extends enterprise telephony features and functions to packet telephony
network devices such as | P phones, media processing devices, Vol P gateways, and multimedia
applications.

Additional data, voice, and video services such as unified messaging, multimedia conferencing,
collaborative contact centers, and interactive multimedia response systems interact through the
Cisco Unified Communications Manager application programming interface (API). Cisco Unified
Communications Manager also supports third-party applications.

Cisco |OS gateways connect AVVID networks to traditional telephone trunks or analog and digital
devices. The trunks are connected to the PSTN or existing PBX systems, legacy telephones, and voice
conference units. Cisco | OS voice gateways communicate with Cisco Unified Communications Manager
using H.323 or Media Gateway Control Protocol (MGCP).

¢ In H.323 mode, the Cisco voice gateway communicates with Cisco Unified Communications
Manager as an intelligent gateway device.

¢ In MGCP mode, the Cisco voice gateway operates as a stateless client, giving Cisco Unified
Communications Manager full control.

MGCP Voice Gateways

Cisco Unified Communications Manager provides a central point of configuration, administration, and
control for MGCP voice gateways. Using Cisco | 0S software, voice gateways are configured as MGCP
gateways. Cisco Unified Communications Manager acts as an MGCP call agent, controlling the setting
up and tearing down of connections between the endpointsin a Vol P network and endpointsin the public
switched telephone network (PSTN), while managing all dial-plan related configuration elements.

With MGCP, dial plans are configured centrally in Cisco Unified Communications Manager, instead of
in each gateway. All Cisco MGCP gateways in a Cisco AVVID-enabled I P telephony network can be
automatically configured by downloading XML files from Cisco Unified Communications Manager.
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Cisco M GCP gateways al so provide multiple level s of failover capabilities, including Survivable Remote
Site Telephony (SRST) support to prevent call-processing interruptions or dropped callsif thereisa
Cisco Unified Communications Manager or WAN failure.

MGCP gateways support the following Cisco Unified Communications Manager features:
¢ MGCP Gateway Fallback, page 3
¢ MGCP PRI Backhaul, page 4
¢ MGCP BRI Backhaul, page 4
e Multicast Music-On-Hold, page 4
¢ Network Specific Facilities, page 4
e Single-Point Configuration, page 4
e Supplementary Services, page 4
e Switchover (Failover), page 5
e Switchback, page 5
e Tones and Cadences, page 5

MGCP Gateway Fallback

MGCP gateway fallback improves the reliability of PSTN interfaces in an | P-telephony network by
providing basic call processing support when an MGCP gateway |oses connectivity to all of its
configured Cisco Unified Communications Manager servers. Each Cisco Unified Communications
Manager server is potentially available as abackup call agent through a prioritized list of call agentsthat
is configured on the MGCP gateway.

On startup, the MGCP voice gateway attempts to establish a connection to the highest order

Cisco Unified Communications Manager server on the configured list. If the attempt is successful, the
gateway registersitself with the primary (highest priority) call agent. If no call agent in this prioritized
list is accessible, the gateway uses its default H.323 session application (Version 2) to perform basic
call-handling functions (see Figure 1).

Figure 1 MGCP Gateway Fallback Transition to Default H.323 Session Application

Cisco Unified ~ Communications Manager 2 cisco Unified
Communications Manager 1 (backup) Communications Manager 3
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MGCP PRI Backhaul

MGCP PRI backhaul isamethod for transporting complete | P telephony signaling information from an
ISDN PRI interface on an MGCP gateway to Cisco Unified Communications Manager through a
Transmission Control Protocol (TCP) connection. It terminates all of the ISDN PRI Layer 2 (Q.921)
signaling functions on the MGCP gateway and packages all of the ISDN PRI Layer 3 (Q.931) signaling
information into packets for transmission to Cisco Unified Communications Manager through an IP
tunnel. This ensures the integrity of the Q.931 signaling information that passes through the network for
managing | P telephony devices.

MGCP BRI Backhaul

MGCP-controlled backhaul of BRI signaling provides service to remote-office gateways that connect by
means of ISDN BRI trunks to a centralized Cisco Unified Communications Manager. D-channel
signaling information is backhauled to Cisco Unified Communications Manager through a TCP session.
All Q.931 messages are passed through the TCP connection between the Cisco MGCP gateway and
Cisco Unified Communications Manager. The feature enables you to connect remote ISDN PBXs and
key systemsto a Cisco ISDN BRI network termination (network side) or aPSTN Class 4/5 switch
through a Cisco ISDN BRI terminal equipment (as user side) interface.

Multicast Music-On-Hold

Multicast music-on-hold (MOH) functionality enables the streaming of music from an MOH server to
the voice interfaces of on-net and off-net callers that are placed on hold. This integrated multicast
capability isimplemented through the H.323 signaling in Cisco Unified Communications Manager.

Network Specific Facilities

The MGCP Gateway Support for Cisco Unified Communications Manager Network Specific Facilities
(NSF) feature supports the use of the ISDN NSF information element in the route pattern, enabling
facilities or services to be invoked on a call-by-call basis. Without NSF configuration, you must
configure associated gateways as standalone H.323 gateways for which NSF services are configured
locally within the router. No configuration is required on the MGCP gateway to use the NSF feature.

Single-Point Configuration

When you configure M GCP gatewaysto interoperate with Cisco Unified Communications Manager, you
can use a centralized TFTP boot directory on a host device in your network to automatically download
most of the Cisco 10S configuration in an XML file. A Cisco Unified Communications Manager server
can be concurrently configured as a TFTP server.

The XML file is generated by using the web-based Cisco Unified Communications Manager graphical
user interface (GUI). When the network administrator changes the configuration information in the
database, Cisco Unified Communications Manager instructs the MGCP gateway to download the
modified XML file.

Supplementary Services

Supplementary services include call forwarding, call hold, call transfer when the lineis busy or thereis
no answer, and three-party call conferencing to and from the PSTN or a private branch exchange (PBX).

-. |
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¢ Call forwarding—Enablesyou to forward calls dialed from the original location to aremote location
within or across the network.

¢ Call hold—Places the handset in mute mode. The transmitter and receiver functions are disengaged
until the hold button is pressed again to reconnect the parties.

e Call transfer—Transfers a call to a third party through a preprogrammed button that produces a
recall dial tone. The receiver of the call then dials the third-party number, waits for the line to ring
and for the new called party to answer, and then hangs up.

¢ Three-party call conferencing—Adds athird party to acall. It issimilar to the transfer function, but
rather than the call being transferred to athird party, the third party called is added to the call.

Switchover (Failover)

Switchback

A Cisco MGCP gateway first connects—that is, registers—to a primary Cisco Unified Communications
Manager. If connection to the primary fails, the gateway registers automatically to abackup if one exists
and, if that connection also fails, to a second backup if one exists. When connection to the primary is
restored, the gateway automatically registers to the primary. Existing connections are preserved during
the switchover.

Switchback is the process that M GCP gateways use to reestablish communication with the primary
Cisco Unified Communications Manager server when it becomes available after |osing connectivity.
Switchback mode can occur immediately, at a specified time after the last active call ends, or after a
specified length of time. During the switchback, existing connections are preserved.

Tones and Cadences

Tones and cadences are preconfigured based on the network locale in Cisco Unified Communications
Manager. It is no longer necessary to configure the cptone command on the MGCP gateway. The static
tone table used for avoice port is determined by the network local e that is specified for the voice port in
Cisco Unified Communications Manager. The network locale for each voice port is downloaded in the
gateway’s XML configuration file.

The Customizable Tone Download to Cisco |0S MGCP Gateways from Cisco Unified Communications
Manager feature enables the downloading of region-specific tones and the associated frequencies,
amplitudes, and cadences in up to two custom tone files.

MGCP Advantages Over H.323

Using MGCP provides advantages over H.323, including the following:
¢ Centralized call-management architecture

MGCP enables external control of network signaling. Handling of Layer 3 call processing centrally
in the network is advantageous to network operators who need a high degree of control over their
networks.

e Shorter voice cut-through times
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Toll Fraud Prevention

M GCP speeds voice cut-through as compared to H.323 for both initial call setup and redirects. Voice
cut-through is the time from when the called party goes offhook to when both parties are able to
receive voice from the other. Long cut-through times can prevent deployment of viable | P telephony
solutions in centralized environments.

Conferencing and Transcoding

The digital-signal-processor (DSP) farm functionality on Cisco |0OS gateways provides conference,
transcode, and hardware M TP capability by using DSP resources on high-density digital voice/fax
network modules such asthe NM-HDV and NM-HDV 2. DSP farms are configured on the voice gateway
and managed by Cisco Unified Communications Manager through Skinny Client Control Protocol
(SCCP).

Toll Fraud Prevention

When a Cisco router platform is installed with a voice-capable Cisco | OS software image, appropriate
features must be enabled on the platform to prevent potential toll fraud exploitation by unauthorized
users. Deploy these features on all Cisco router Unified Communications applications that process voice
calls, such as Cisco Unified Communications Manager Express (CME), Cisco Survivable Remote Site
Telephony (SRST), Cisco Unified Border Element (UBE), Cisco |O0S-based router and standalone
analog and digital PBX and public-switched telephone network (PSTN) gateways, and Cisco
contact-center VoiceXML gateways. These features include, but are not limited to, the following:

¢ Disable secondary dial tone on voice ports—By default, secondary dial tone is presented on voice
ports on Cisco router gateways. Use private line automatic ringdown (PLAR) for foreign exchange
office (FXO) portsand direct-inward-dial (DID) for T1/E1 portsto prevent secondary dial tone from
being presented to inbound callers.

¢ Cisco router access control lists (ACLs)—Define ACLs to allow only explicitly valid sources of
callsto therouter or gateway, and therefore to prevent unauthorized Session Initiation Protocol (SIP)
or H.323 calls from unknown parties to be processed and connected by the router or gateway.

¢ Close unused SIP and H.323 ports—If either the SIP or H.323 protocol is not used in your
deployment, close the associated protocol ports. If a Cisco voice gateway has dial peers configured
to route calls outbound to the PSTN using either time division multiplex (TDM) trunks or IP, close
the unused H.323 or SIP ports so that calls from unauthorized endpoints cannot connect calls. If the
protocols are used and the ports must remain open, use ACLs to limit access to legitimate sources.

¢ Change SIP port 5060—If SIPis actively used, consider changing the port to something other than
well-known port 5060.

e SlIPregistration—If SIP registration is available on SIP trunks, turn on this feature because it
provides an extralevel of authentication and validation that only legitimate sources can connect
calls. If it is not available, ensure that the appropriate ACLs are in place.

e SIP Digest Authentication—If the SIP Digest Authentication feature is available for either
registrations or invites, turn this feature on because it provides an extra level of authentication and
validation that only legitimate sources can connect calls.

e Explicit incoming and outgoing dial peers—Use explicit dial peers to control the types and
parameters of calls allowed by the router, especially in IP-to-1P connections used on CME, SRST,
and Cisco UBE. Incoming dial peers offer additional control on the sources of calls, and outgoing
dial peers on the destinations. Incoming dial peers are always used for calls. If adial peer is not
explicitly defined, the implicit dial peer O is used to allow all calls.
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Explicit destination patterns—Use dial peers with more granularity than .T for destination patterns
to block disallowed off-net call destinations. Use class of restriction (COR) on dial peers with
specific destination patternsto allow even more granular control of callsto different destinations on
the PSTN.

Translation rules—Use translation rulesto manipul ate dialed digits before calls connect to the PSTN
to provide better control over who may dial PSTN destinations. L egitimate usersdial an access code
and an augmented number for PSTN for certain PSTN (for example, international) locations.

Tcl and VoiceXML scripts—Attach a Tcl/VoiceXML script to dial peersto do database lookups or
additional off-router authorization checks to allow or deny call flows based on origination or
destination numbers. Tcl/VoiceXML scripts can also be used to add a prefix to inbound DID calls.
If the prefix plus DID matches internal extensions, then the call is completed. Otherwise, a prompt
can be played to the caller that an invalid number has been dialed.

Host name validation—Use the “ permit hostname” featureto validate initial SIP Invitesthat contain
afully qualified domain name (FQDN) host name in the Request Uniform Resource Identifier
(Request URI) against a configured list of legitimate source hosthames.

Dynamic Domain Name Service (DNS)—If you are using DNS asthe “ session target” on dial peers,
the actual |P address destination of call connections can vary from one call to the next. Use voice
source groups and ACL s to restrict the valid address ranges expected in DNS responses (which are

used subsequently for call setup destinations).

For more configuration guidance, see the “Cisco 10S Unified Communications Toll Fraud Prevention”

paper.

Additional References

The following sections provide references for Cisco |OS Interoperability with Cisco Unified

Communications Manager.

Related Documents

Related Topic Document Title

Additional Cisco 10S Voice Configuration Library Cisco |0S Voice Configuration Library
documents, including library preface and glossary

Cisco 10S command references ¢ Cisco 10S Debug Command Reference, Release 12.4T

e Cisco |0S Voice Command Reference

Cisco |OS configuration examples Cisco Systems Technologies website

Configuration Examples.

From the website, select a technology category and subsequent
hierarchy of subcategories, then click Technical Documentation >

Cisco 10S software system messages Cisco 10S Software System Messages

Cisco |0S troubleshooting information Cisco |0S Voice Troubleshooting and Monitoring Guide
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Related Topic Document Title

Cisco Unified Communications M anager ¢ Cisco Unified CallManager Administration Guide, Release
4.0(1)

e Cisco Unified CallManager System Guide, Release 4.0(1)
e Cisco Unified CallManager Features and Services Guide,

e Administration and configuration

Release 4.0(1)
e Upgrading e Upgrading Cisco Unified CallManager Release 4.0(1)
e Transcoder services and configuration e “Transcoders’ chapter in the Cisco Unified Communications

Manager System Guide

e “Transcoder Configuration” chapter in the Cisco Unified
Communications Manager Administration Guide

e Voice-conference services and configuration e “Conference Bridges’ chapter in Cisco Unified CallManager
System Guide, Release 4.0(1)

e “Conference Bridge Configuration” chapter in Cisco Unified
CallManager Administration Guide, Release 4.0(1)

e MCID “Malicious Call Identification” chapter in the Cisco Unified
Communications Manager Features and Services Guide

e MLPP “Multilevel Precedence and Preemption” chapter in the Cisco

Unified Communications Manager Features and Services Guide

Fallback support for Cisco |P phones Cisco Survivable Remote Site Telephony (SRST) Version 3.0

Interface configuration Cisco 10S Interface and Hardware Component Command
Reference, Release 12.4T

IP addressing and services Cisco |OS P Addressing Services, Release 12.4T

Routing process and routing protocols for networks Cisco |OS P Application Services Configuration Guide,
Release 12.4T

M GCP concepts and configuration procedures Cisco |OS MGCP and Related Protocols Configuration Guide

Hardware installation Modular Access Routers documentation
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Standards
Standards Title
H.225 Call Signaling Protocols and Media Stream Packetization for

Packet-based Multimedia Communication Systems

H.323 Annex M.1

Tunnelling of Signalling Protocol (QSIG) in H.323

1.251.7

Malicious Call Identification (MCID)

1.255.3

Multi-Level Precedence and Preemption Service (MLPP)

ITU-T Recommendation Q.931

ISDN User-Network Interface Layer 3 specification (ITU-T
specification for signaling to establish, maintain, and clear ISDN
network connections).

Q.81.7 Malicious Call Identification (MCID)

Q.951.7 Stage 3 Description for Number Identification Supplementary
Services Using DSS 1: Malicious Call Identification (M CID)

TIA/EIA-464-B Requirements for Private Branch Exchange (PBX) Switching
Equipment

MiBs

MIBs MIBs Link

e Transcoding:

- Access Environment MIB

- CDPMIB

- Cisco Stack MIB

— DSP Management MIB
- RFC 1157 SNMP

- RFC 1213 MIB II

To locate and download MIBs for selected platforms, Cisco |OS
releases, and feature sets, use Cisco MIB Locator found at the
following URL.:

http://www.cisco.com/go/mibs

- RFC 1573 MIB Il Interface Extensions
- RFC 1643 Ethernet MIB

- RFC 1757 Ethernet RMON

— Voice Common Interface MIB

- VoiceDial MIB
RFCs
RFCs Title
RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony
Signals

| .“
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technol ogies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user 1D and password.

http://www.cisco.com/techsupport
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Configuring MGCP Gateway Support for
Cisco Unified Communications Manager

This chapter describes the basic tasks for configuring Cisco |0OS MGCP gateways to interoperate with

Cisco Unified Communications Manager.

Feature History for MLPP for Cisco 10S Voice Gateways

Release Modification
12.3(8)XY This feature was introduced.
12.3(11)T This feature was integrated into Cisco |OS Release 12.3(11)T.

Feature History for MGCP Generic Configuration Support for Cisco Unified Communications Manager

Release Modification
12.2(2)XN This feature was introduced.
12.2(1)T This feature was integrated into Cisco |OS Release 12.2(11)T.

Feature History for Multicast Music-on-Hold

Release Modification
12.2(2)XN This feature was introduced.
12.2(11)T This feature was integrated into Cisco |OS Release 12.2(11)T.

Feature History for MGCP Support for Cisco Unified Communications Manager

Release Modification

12.1(3)T Thisfeature wasintroduced for Cisco Unified Communications Manager 3.0

(formerly known as Cisco CallManager 3.0).

12.1(5 XM H.323 support was added for E1 and T1 PRI, E&M, E1-CAS, and BRI.

Analog support for MGCP and analog DID were added.

12.2(2)XA Support was added for Cisco Unified Communications Manager 3.0(8)

(formerly known as Cisco CallManager 3.0(8)).

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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12.2(2)XN Support was added for Cisco Unified Communications Manager 3.1

(formerly known as Cisco CallManager 3.1). New MGCP features included
ISDN PRI Backhaul and T1 CAS, Single-Point Configuration, MGCP
Gateway Fallback, and Multicast Music-on-Hold (MOH).

12.2(11)T Support was added for Cisco Unified Communications Manager 3.2

(formerly known as Cisco CallManager 3.2).

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Note  For more information about this and related Cisco |OS voice features, see the following:

“Overview of Cisco Unified Communications Manager and Cisco |0S Interoperability” on page 13.

Entire Cisco |OS Voice Configuration Library—including library preface and glossary, other feature
documents, and troubleshooting documentation—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.

Contents

Prerequisites for Configuring MGCP Gateway Support for Cisco Unified Communications
Manager, page 2

Restrictions for Configuring M GCP Gateway Support for Cisco Unified Communications Manager,
page 3
Information about MGCP Gateway Support for Cisco Unified Communications Manager, page 3

How to Configure MGCP Gateway Support for Cisco Unified Communications Manager, page 4
Configuration Examples for MGCP Gateway Support for Cisco Communications Manager, page 33
Where to Go Next, page 42

Additional References, page 43

Prerequisites for Configuring MGCP Gateway Support for
Cisco Unified Communications Manager

Cisco 10S gateway is configured for Vol P.
Voice interface card or network module is installed.

Cisco Unified Communications Manager version 3.2 (formerly known as Cisco CallManager
version 3.2) or later is used.

Cisco Unified Communications Manager version 4.0 (formerly known as Cisco CallManager
version 4.0) or later version is used.
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Restrictions for Configuring MGCP Gateway Support for
Cisco Unified Communications Manager

¢ Integrated access is not supported when you control voice traffic using MGCP and Cisco Unified
Communications Manager. Integrated access is when the channels on a T1 or E1 interface are
divided between a group used for voice and another group used for WAN access.

e T1and E1 protocols, such asE1 R2, T1 FGD, and PRI NFAS, are not supported with MGCP.

Note  Any configuration update that affects MGCP should be performed during a planned maintenance
window while MGCP is disabled; otherwise, updating the configuration could disrupt MGCP
functionality. Before making any configuration changes, disable MGCP using the no mgcp command.
After all configuration changes are completed, use the mgcp command to enable MGCP.

Information about MGCP Gateway Support for Cisco Unified
Communications Manager

To configure MGCP gateways to act under the control of Cisco Unified Communications Manager, you
should understand the following concept:

¢ MGCP Gateways and Cisco Unified Communications Manager, page 3

MGCP Gateways and Cisco Unified Communications Manager

MGCP enables the remote control and management of voice and data communications devices at the
edge of multiservice IP packet networks. Because of its centralized architecture, MGCP overcomes the
distributed configuration and administration problems inherent in the use of protocols such as H.323.
MGCP simplifies the configuration and administration of voice gateways and supports multiple
(redundant) call agents, eliminating the potential for asingle point of failurein controlling the Cisco |OS
gateway in the network.

MGCP can be configured as a master or slave protocol to ensure that the gateway receives and executes
the configuration, control, and management commands that are issued by Cisco Unified
Communications Manager. The MGCP gateway is under the control of Cisco Unified Communications
Manager.

MGCP uses endpoints and connections to construct a call. Endpoints are sources of or destinations for
data and can be physical or logical locations identifying a device. The voice ports on the Cisco MGCP
gateway are its endpoints. Connections can be point-to-point or multipoint. Cisco Unified
Communications Manager acts as the MGCP call agent, managing connections between endpoints and
controlling how the Cisco 10S gateway functions.
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Figure 2 shows a typical MGCP gateway that is controlled by an MGCP call agent.

Figure 2 MGCP Gateway Controlled by Cisco Unified Communications Manager
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The MGCP gateway receives most of its required configuration from the call agent. To configure an
MGCP gateway, you simply identify the Cisco Unified Communications Manager server associated with
the gateway and identify the gateway to the call agent. The MGCP gateway handles the translation
between voice signals and the packet network and interacts with the Cisco Unified Communications
Manager server. The server performs signal and call processing.

How to Configure MGCP Gateway Support for Cisco Unified
Communications Manager

This section contains the following procedures:
e Enabling MGCP on Cisco |0S Gateways, page 5 (required)
¢ Verifying MGCP Configuration on the Cisco 10S Gateway, page 7 (optional)

¢ Configuring Cisco Unified Communications Manager Switchover and MGCP Gateway Fallback,
page 8 (required)

¢ Verifying Cisco Unified Communications Manager Switchover and MGCP Gateway Fallback,
page 16 (optional)

e Configuring POTS Dial Peers on MGCP Gateways, page 18 (required)

¢ Verifying Dial Peer Configuration for MGCP Gateways, page 19 (optional)

¢ Enabling Single-Point Configuration for MGCP Gateways, page 23 (optional)
¢ Verifying Single-Point Configuration for MGCP Gateways, page 25 (optional)

¢ Configuring Multicast Music-on-Hold Support for Cisco Unified Communications Manager,
page 26 (optional)

e Verifying Music-on-Hold, page 27 (optional)

e Configuring MLPP Service on Cisco MGCP Gateways, page 28 (optional)
e Configuring Fallback when Using MLPP on T1 CAS, page 30 (optional)

¢ Verifying MLPP Configuration, page 32 (optional)




| Configuring MGCP Gateway Support for Cisco Unified Communications Manager

Enabling MGCP on Cisco 10S Gateways

How to Configure MGCP Gateway Support for Cisco Unified Communications Manager ||

Perform this task to enable MGCP on a Cisco |OS gateway to support Cisco Unified Communications

Manager.

SUMMARY STEPS
1. enable
2. configureterminal
3. interface ethernet slot/port
4. ip address ip-address subnetmask
5. no shutdown
6. exit
7. hostname name
8. mgcp validate domain-name
9. mgcp
10. mgcp call-agent {ip-address | host-name} [port] [service-type type] [version version-number]
11. mgcp dtmf-relay voip codec {all | low-bit-rate} mode {cisco | nse | out-of-band}
12. ccm-manager mgcep
13. exit

DETAILED STEPS

Command Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password when prompted.
Example:

Step 2

Step 3

Step 4

Rout er > enabl e

configure term nal

Example:
Rout er# configure term nal

Enters global configuration mode.

interface ethernet slot/port

Example:
Router(config)# interface ethernet 0/1

Enters interface configuration mode so that you can
configure the Ethernet interface for communicating
with Cisco Unified Communications Manager.

e Sot and port syntax is platform-dependent; type ?
to determine.

ip address ip-address subnet mask

Example:
Router(config-if)# ip address 10.10.2.23
255. 255. 255. 255

Configures an IP address and subnet mask on the
router’s Ethernet interface.
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

N

Command

Purpose

no shut down

Example:
Rout er (config-if)# no shutdown

Activates the Ethernet port.

exit

Example:
Rout er (config-if)# exit

Exits interface mode and enters global configuration
mode.

host nane nane

Example:
Rout er (confi g)# hostname snmith

Assigns a unique name to a network router which
enables Cisco Unified Communications Manager to
identify the device.

o Default device nameis Router.

ngcp val i date domai n- nane

(Optional) Verifiesthat the domain name or | P address
received as part of the endpoint names in the MGCP
messages match those configured on the gateway.

Example:

Rout er (confi g)# nmgcp val i date donai n- name Note  Thisfeature was modified to be disabled by
default. You need to use this command to
enable hosthame and domain (or specific IP
address) validation. See the Cisco |OS Voice
Command Reference for detailed information
about when this modification was made for
your release.

mycp Enables the MGCP protocol.

Example:

Rout er (confi g)# ngcp

nmgcp call -agent {ip-address | host-nane} [port]
[service-type type] [version version-nunber]

Example:
Rout er (config)# ngcp call -agent 10.0.0.21 ngep 0.1

Specifies the primary Cisco Unified Communications
Manager server’s |P address or domain name, and the
port gateway service type and version number.

nmgcp ditnf-relay voip codec {all |
nmode {cisco| nse | out-of-band}

| owbit-rate}

Example:
Rout er (config)# ngcp dtnf-relay voip codec all
ci sco

node

Selects the codec type and the dual tone
multifrequency (DTMF) relay services.

ccm nanager nmgcp

Example:
Rout er (confi g)# ccm manager ngcp

Enables the MGCP gateway to support Cisco Unified
Communications Manager.

exit

Example:
Rout er (confi g)# exit

Exits global configuration mode.



http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference_book09186a00801a7f08.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference_book09186a00801a7f08.html

| Configuring MGCP Gateway Support for Cisco Unified Communications Manager
How to Configure MGCP Gateway Support for Cisco Unified Communications Manager ||

Verifying MGCP Configuration on the Cisco 10S Gateway

SUMMARY STEPS
1. show running-config
2. show interfaces ethernet [number]
3. show mgcp

DETAILED STEPS

Step1  show running-config
Use the show running-config command to verify that MGCP is enabled on the voice gateway:

Rout er # show runni ng-config

host name voi ce- 3640
!
nmgcp
ngcp cal | -agent 10.0.0.21 service-type ngcp version 0.1
mgcp ditnf-relay voip codec all nbde out-of - band
!
ccm manager ngep
!
interface Ethernet0/1
i p address 10.10. 2. 23 255. 255. 255.0
hal f - dupl ex

Step2  show interfaces ethernet

Use the show interfaces ethernet command to verify that an Ethernet interface is configured to
communicate with the Cisco Unified Communications Manager server, for example:

Rout er# show i nterfaces ethernet 4/2

Et hernet4/2 is up, line protocol is up
Hardware is cxBus Ethernet, address is 0000.0c02. dOce (bia 0000.0c02. dOce)
Internet address is 10.10.7.1, subnet mask is 255.255.255.0
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, |oopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 4:00:00
Last input 0:00:00, output 0:00:09, output hang never
Last clearing of "show interface" counters 0:56:40
Qut put queue 0/40, O drops; input queue 0/75, O drops
Five minute input rate 3000 bits/sec, 4 packets/sec
Five minute output rate O bits/sec, 0 packets/sec
4961 packets input, 715381 bytes, 0 no buffer
Recei ved 2014 broadcasts, O runts, O giants
0 input errors, 0 CRC, O frame, O overrun, O ignored, O abort
567 packets output, 224914 bytes, O underruns
0 output errors, 168 collisions, O interface resets, 0 restarts
0 babbles, 2 late collision, 7 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

Step3  show mgcp
Use the show mgcp command to display the MGCP settings on the Cisco |OS gateway:
Rout er # show ngcp

| '-
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MECP Adnmin State ACTIVE, Oper State ACTIVE - Cause Code NONE

I MCP call agent with | P address for C sco Unified Conmunications Manager:
MECP cal | -agent: 10.0.0.21 2427 Initial protocol service is MCP, v. 0.1
MZCP bl ock- newcal | s DI SABLED

M3CP send RSIP for SGCP is Dl SABLED

MECP quar anti ne node di scard/ step

MGECP quar anti ne of persistent events is ENABLED

| DTMF-rel ay voi p codec paraneters:

MECP dtnf-relay voip codec all node out-of -band

MECP dtnf-relay for VoAAL2 disabled for all codec types

MGCP voi p nodem passt hrough nmode: Cl SCO, codec: g711ul aw, redundancy: DI SABLED,
MECP voaal 2 nodem passt hrough node: NSE, codec: g711ul aw

MECP TSE payl oad: 0

MECP Network (1 P/ AAL2) Continuity Test tiner: 200

MECP ' RTP stream |l oss' timer: 5

MGECP request timeout 500, M3CP request retries 3

M3ECP rtp unreachabl e timeout 1000

MGECP gat eway port: 2427, MGCP maxi mum waiting del ay 3000

MECP restart delay 0, MSCP vad DI SABLED

MECP si npl e-sdp DI SABLED

MGCP undot t ed- not ati on DI SABLED

M3ECP codec type g71lul aw, M3CP packetization period 20

MECP JB threshold ['wn 30, M3CP JB threshold hwm 150

M3ECP LAT threshold | nw 150, MSCP LAT threshold hwm 300

MECP PL threshold | wn 1000, MSCP PL threshold hwm 10000

M3CP CL threshold | wn 1000, M3CP CL threshold hwm 10000

MECP pl ayout node is adaptive 60, 4, 200 in nsec

MECP | P ToS | ow del ay di sabled, M3CP | P ToS hi gh throughput disabled
MSCP | P ToS high reliability disabled, MSCP I P ToS | ow cost disabl ed
M3CP | P RTP precedence 5, M3CP signaling precedence: 3

MECP default package: |ine-package

MECP supported packages: gm package dtnf-package trunk-package |ine-package
hs- package rt p- package ns-package dt-package sst-packagc- package

MGCP VOAAL2 i gnore- | co-codec DI SABLED

M3CP T.38 Fax is DI SABLED

Note  For adescri ption of the fields displayed in this output, see the Cisco |OS Voice Command Reference.

Configuring Cisco Unified Communications Manager Switchover and MGCP
Gateway Fallback

This section describes how to configure Cisco Unified Communications Manager failover capabilities
on the MGCP gateway.

Switchover (Failover)

Cisco 10S gateways can maintain links to up to two backup Cisco Unified Communications Manager
serversin addition to a primary Cisco Unified Communications Manager. This redundancy enables a
voice gateway to switchover to a backup if the gateway loses communication with the primary. The
backup server takes control of the devices that are registered with the primary Cisco Unified
Communications Manager. The second backup takes control of the registered devicesif both the primary
and first backup Cisco Unified Communications Manager fail. The gateway preserves existing
connections during a switchover to a backup Cisco Unified Communications Manager.
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When the primary Cisco Unified Communications Manager server becomes available again, control
revertsto that server. Reverting to the primary server can occur immediately, after a configurable amount
of time, or only when all connected sessions are released.

Switchback
Switchback is the process a voice gateway uses to reestablish communication with the primary
Cisco Unified Communications Manager server when the server becomes available again. Switchback
can occur immediately, at a specified time after the last active call ends, or after a specified length of
time.

MGCP Gateway Fallback

The MGCP gateway maintains a remote connection to a centralized Cisco Unified Communications
Manager cluster by sending M GCP keepalive messages to the Cisco Unified Communications Manager
server at 15-second intervals. If the active Cisco Unified Communications Manager server fails to
acknowledge receipt of the keepalive message within 30 seconds, the gateway attempts to switch over
to the next available Cisco Unified Communications Manager server.

If none of the Cisco Unified Communications Manager servers respond, the gateway switches into
fallback mode and reverts to the default H.323 session application for basic call control. H.323 isa
standardized communication protocol that enables dissimilar devices to communicate with each other
through use of a common set of codecs, call setup and negotiating procedures, and basic data transport
methods. The gateway processes calls on its own using H.323 until one of the Cisco Unified
Communications Manager connections is restored.

Figure 3 illustrates atypical VolP network topology in which MGCP gateway fallback is supported.
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Figure 3 Typical VoIP Network Topology Supporting the MGCP Gateway Fallback Feature
Cisco Unified
Communications Manager
Cisco Unified 2 Cisco Unified
Communications Manager  prayN Communications Manager
Cisco Unified d VR

Communications Manager

>
cluster *

va
AEJ -

-
VK
\

LAN

MGCP/H323 MGCP/H323
. . Cisco Cisco
router @ @ router
— ~ —
IP phones IP phones
T1/E1 PRI
FXS FXO
'—/
POTS PBX PBX phone

Remote site A

Remote site B

&

65634

The MGCP Gateway Fallback feature provides the following functionality:

MGCP gateway fallback support—All active MGCP analog and T1 CAS calls are maintained during
the fallback transition. Callers are unaware of the fallback transition, and the active MGCP callsare
cleared only when the communicating callers hang up. Active MGCP PRI backhaul calls are
released during fallback.

Any transient MGCP calls (that is, calls that are not in the connected state) are cleared at the onset
of the fallback transition and must be attempted again later.

Basic connection services in fallback mode—Provides basic connection services for | P telephony
traffic that passes through the gateway. When the local MGCP gateway transitions into fallback
mode, the default H.323 session application assumes responsibility for handling new calls. Only
basic two-party voice calls are supported during the fallback period.

Except for ISDN T1 and E1 PRI calls, all the MGCP calls that are active at the time of fallback are
preserved, but transient calls are released. When a user completes (hangs up) an active MGCP call,
the MGCP application handles the on-hook event and clears all call resources.

Rehome support—Provides a rehome function in the gateway fallback mode that detects the
restoration of a WAN TCP connection to the primary Cisco Unified Communications Manager
server.

When the fallback mode is in effect, the affected MGCP gateway repeatedly tries to open a TCP
connection to a Cisco Unified Communications Manager server in the prioritized list of call agents.
This process continues until one of the Cisco Unified Communications Manager serversin the
prioritized list responds.

The TCP open request from the MGCP gateway is honored, and the gateway revertsto MGCP mode.
The gateway sends a Restart-in-Progress (RSIP) message to begin registration with the responding
Cisco Unified Communications Manager.
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All currently active calls that are initiated and set up during the fallback period are maintained by
the default H.323 session application, except ISDN T1 and E1 PRI calls. Transient calls are released.
After rehome occurs, the new Cisco Unified Communications Manager assumes responsibility for
controlling new | P telephony activity.

The following types of interfaces on the gateway are supported:
¢ FXSanalog interfaces—For connecting to the PSTN or analog phones
¢ FXO analog interfaces—For connecting to the PSTN or PBXs
e T1 CASdigital interfaces—For connecting to the PSTN or PBXs
e T1and E1 PRI digital interfaces—For connecting to PBXs and central offices (COs)




Configuring MGCP Gateway Support for Cisco Unified Communications Manager |
Bl How to Configure MGCP Gateway Support for Cisco Unified Communications Manager

MGCP Gateway Registration with Cisco Unified Communications Manager
Table 2 describes what can happen when either the gateway |oses connection to the primary
Cisco Unified Communications Manager or the gateway also loses connection to all backup
Cisco Unified Communications Manager servers.

Table 2 Registration Scenarios

Terminology ‘Connection Registration

Gateway Connection to Primary Cisco Unified Communications Manager

Failover (also called switchover) |Gateway loses connection to Gateway switches over to a
primary Cisco Unified backup.
Communications Manager.

Switchback Gateway reconnectsto primary | Gateway switches back to the
Cisco Unified Communications  |primary.
Manager.

Gateway connection to all Cisco Unified Communications Manager Servers

Fallback Gateway |oses connection to Gateway falls back to H.323
primary and all backup call processing.

Cisco Unified Communications
Manager servers.

Rehome Gateway reconnectsto one of the |Gateway rehomes, resuming
Cisco Unified Communications |MGCP call processing.
Manager servers.

Any calls at the time of reregistration (even those in a transient state such as call setup) remain
undisturbed. The newly registered Cisco Unified Communications Manager determines the status of
existing calls and maintains or deletes them as appropriate.

Benefits of Cisco Unified Communications Manager Switchover and MGCP Gateway Fallback

¢ Eliminates apotential single point of failurein the Vol P network by allowing you to designate up to
two backup Cisco Unified Communications Manager servers. Your M GCP voice gateways can
continue working if the primary Cisco Unified Communications Manager server fails.

e Ensures greater stability in the voice network by preserving existing connections during a
switchover to a backup Cisco Unified Communications Manager server.

¢ Prevents call-processing interruptions or dropped callsin the event of a Cisco Unified
Communications Manager or WAN failure.

SUMMARY STEPS

1. enable

configure terminal

ccm-manager redundant-host {ip-address | DNS-name} {ip-address | DNS-name}
ccm-manager switchback { graceful | immediate | schedule-time hh:mm | uptime-delay minutes}
ccm-manager fallback-mgcep

N U

call application alternate
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7. exit

8. ccm-manager switchover-to-backup

DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password when prompted.
Example:
Rout er > enabl e
Step2 configure terminal Enters global configuration mode.
Example:

Rout er# configure term nal

Step3  ccmmanager redundant-host {ip-address Identifies up to two backup Cisco Unified
DNS-nane} [ip-address | DNS-name] Communications Manager servers.

Example:
Rout er (confi g)# ccm nanager redundant - host
10.0.0.50
Step4  ccmrmanager switchback {graceful | imediate | Configures switchback mode for returning control to the
schedul e-time hh:mm | uptime-del ay mnutes} primary Cisco Unified Communications Manager.
e Defaultisgraceful.
Example:
Rout er (confi g)# ccm manager sw tchback inmedi ate
Step5 ccmmanager fall back-nycp Enables the MGCP fallback feature.
Example:
Rout er (confi g)# ccm nanager fall back-nmgcp
Step6 call application alternate Specifies that the default voice application takes over if
the MGCP application is not available.
Example:

Rout er (config)# call application alternate
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Step 7

Step 8

Rout er # ccm nanager switchover-t o-backup

Command or Action Purpose
Exits global configuration mode and returnsto privileged
EXEC mode.

Rout er (config)# exit

ccm manager swit chover -t o- backup Manually redirects the MGCP gateway to the backup

Cisco Unified Communications Manager server. The
switchover to the backup Cisco Unified Communications
Manager server occurs immediately.

Note  Thiscommand does not switch the gateway to the
backup Cisco Unified Communications Manager
server if you have set the ccm-manager
switchback command to immediate and the
primary Cisco Unified Communications Manager
server is still running.

Configuring MGCP Gateway Fallback and Cisco SRST

Cisco Survivable Remote Site Telephony (SRST) provides Cisco Unified Communications Manager
with fallback support for Cisco | P phonesthat are attached to a Cisco router on your local network. Cisco
SRST enables routers to provide call-handling support for Cisco IP phones when they |ose connection
to remote primary, secondary, or tertiary Cisco Unified Communications Manager installations or when
the WAN connection is down.

MGCP gateway fallback is a different feature than SRST, and when MGCP gateway fallback is
configured as an individual feature, it can be used by a PSTN gateway if you configure H.323 (or some
other voice application) as a backup service. To use SRST as your fallback mode on an MGCP gateway,
you must configure SRST and MGCP fallback on the same gateway. MGCP and SRST have had the
capability to be configured on the same gateway since Cisco |0S Release 12.2(11)T.

Cisco SRST Description

Cisco Unified Communications Manager supports Cisco | P phones at remote sites that are attached to
Cisco multiservice routers across the WAN. Prior to Cisco SRST, when the WAN connection between a
router and the Cisco Unified Communications Manager failed or when connectivity with Cisco Unified
Communications Manager was lost for some reason, Cisco Unified |P phones on the network became
unusable for the duration of the failure. Cisco SRST overcomes this problem and ensures that Cisco
Unified IP phones offer continuous (although minimal) service by providing call-handling support for
Cisco Unified I P phones directly from the Cisco SRST router. The system automatically detectsafailure
and uses Simple Network Auto Provisioning (SNAP) technology to autoconfigure the branch office
router to provide call processing for Cisco Unified IP phones that are registered with the router. When
the WAN link or connection to the primary Cisco Unified Communications Manager is restored, call
handling reverts back to the primary Cisco Unified Communications Manager.

For more information on Cisco SRST, see Overview of Cisco |OS SRST.
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Configuring MGCP Gateway Fallback and Cisco SRST

~

Note

To make outbound calls while in SRST mode on your MGCP gateway, you must configure two fallback
commands on the MGCP gateway. These two commands allow SRST to assume control over the voice
port and over call processing on the MGCP gateway. With Cisco 10S releases prior to 12.3(14)T, you
must configure MGCP gateway fallback by using the ccm-manager fallback-mgcp and call
application alternate commands. With Cisco 10S releases after 12.3(14)T, you must configure MGCP
gateway fallback by using the ccm-manager fallback-mgcp and service commands.

You must configure both commands. For instance, your configuration will not work if you only configure
the ccm-manager fallback-mgcp command.

Enabling SRST on an MGCP Gateway

Restrictions

To use SRST as your fallback mode with an MGCP gateway, you must configure both SRST and MGCP
fallback onthe same gateway. The following configuration allows SRST to assume control over the voice
port and over call processing on the MGCP gateway.

Effective with Cisco 10S Release 12.3(14)T, the call application alter nate command has been replaced
by the service command. You can use the service command cin all releases after Cisco 10S Release
12.3(14)T. Both commands are reflected in Step 4.

SUMMARY STEPS
1. enable
2. configureterminal
3. ccm-manager fallback-mgcp
4. call application alternate [application hame]
or
service [alternate | default] service-name location
5. exit
DETAILED STEPS
Command or Action Purpose
Step1 enable Enters privileged EXEC mode. Enter your password if
prompted.
Example:
Rout er > enabl e
Step2 configure terminal Enters global configuration mode.

Example:

Rout er# configure term nal
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Step 3

Step 4

Step 5

Command or Action

Purpose

ccm manager fall back-ngep

Example:
Rout er (confi g)# ccm mananger fall back-nmgcp

Enables the gateway fallback feature and allows an
MGCP voice gateway to provide call processing services
through SRST or other configured applications when
Cisco Unified Communications Manager is unavailable.

call application alternate [application nane]
or
service [alternate|default] service-name |ocation

Example:

Rout er (config)# call application alternate
or

Rout er (confi g)# service default

With Cisco 10S releases prior to 12.3(14)T, the call
application alter nate command specifiesthat the default
voice application takes over if the MGCP application is
not available. The application-name argument is optional
and indicates the name of the specific voice application to
use if the application dial peer fails. If a specific
application name is not entered, the gateway uses the
DEFAULT application.

Or

With Cisco |OS releases after 12.3(14)T, the service
command loads and configures a specific, standalone
application on adial peer. The keywords and arguments
are as follows:

e alternate—Optional. Alternate service to use if the
service that is configured on the dial peer fails.

e default—Optional. Specifiesthat the default service
(“DEFAULT") onthedial peer isusedif the alternate
service fails.

e service-name—Name that identifies the voice
application.

¢ |ocation—Directory and filename of the Tcl script or
VoiceXML document in URL format. For example,
flash memory (flash:filename), a TFTP
(tftp://../[filename) or an HTTP server
(http://../filename) are valid locations.

exit

Example:
Rout er (config)# exit

Exitsglobal configuration mode and returnsto privileged
EXEC mode.

Verifying Cisco Unified Communications Manager Switchover and MGCP
Gateway Fallback

SUMMARY STEPS

1. show running-config
2. show ccm-manager

3. show ccm-manager fallback-mgcp
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show running-config

Use the show running-config command to verify configuration of the Cisco Unified Communications
Manager failover options, for example:

Rout er # show runni ng-config

ccm manager sw t chback inmedi ate
ccm manager fall back-mgcp

ccm manager redundant - host 10.0.0.50
ccm menager ngcep

call application alternate DEFAULT
I

show ccm-manager

Use the show ccm-manager command to verify the Cisco Unified Communications Manager failover
options.

Thefollowing example shows one Cisco Unified Communications Manager backup server is configured.
Switchback mode is set for immediate return to the primary Cisco Unified Communications Manager
server as soon as the server is available.

Rout er # show ccm nanager
MECP Domai n Nanme: router.cisco.com

Total nunber of host: 2
Priority St at us Host

Prinmary Regi stered 10.0.0. 201
Fi rst backup Backup polling 10.0.0.50
Second backup Undef i ned

Current active Communi cations Manager: 10.0.0.201
Current backup Conmuni cations Manager: 10.0.0.50

Redundant |ink port: 2428

Fai l over Interval: 30 seconds

Keepal i ve Interval: 15 seconds

Last keepalive sent: 00: 20: 18 (el apsed tinme: 00: 00: 06)
Last MECP traffic tine: 00: 20: 18 (el apsed time: 00: 00: 06)
Last switchover tinme: None

Swi t chback node: | medi ate
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Step 3

Note

show ccm-manager fallback-mgcep

Use the show ccm-manager fallback-mgep command to verify whether MGCP fallback is enabled and
whether it is active or not (on or off), for example:

Rout er# show ccm manager fall back-ngcp

Current active Communi cations Manager: 10. 00. 71. 29
MECP Fal | back node: Enabl ed/ OFF

Last M3CP Fal |l back start tinme: 00:00: 00

Last MGCP Fal | back end tine: 00: 00: 00

For a description of the fields displayed in these output examples, see the Cisco 10S Voice Command
Reference.

Configuring POTS Dial Peers on MGCP Gateways

Perform this task to enable the POTS dial peers on your MGCP gateway to communicate with
Cisco Unified Communications Manager.

When you have finished this procedure, the voice gateway is ready to communicate with Cisco Unified
Communications Manager. It periodically sends out messages attempting to establish a connection.
When the Cisco Unified Communications Manager configuration is complete, the connection should
automatically establish itself. You should not have to make any further changes on the MGCP gateway.

Restrictions for POTS Dial Peers on MGCP Gateways

SUMMARY STEPS

¢ All dial-plan configuration elements are controlled by Cisco Unified Communications Manager and
should not be configured on the MGCP gateway for MGCP-managed endpoints (that is, any
endpoint with an application mgcpapp command in its associated dial-peer).

¢ Do not use the destination-pattern or session target dial-peer configuration commands or the
connection voice-port configuration command on the MGCP gateway, unless you are configuring
MGCP gateway fallback. To configure M GCP gateway fallback, you must configure the H.323 dial
peers with the destination-pattern and session target dial-peer configuration commands.

e Directinward dial (DID) isrequired for TI/E1 PRI dial peers.

¢ Do not use the application mgcpapp command in dial peers that support PRI backhaul or BRI
backhaul .

1. enable

configure terminal
dial-peer voice tag pots
application mgcpapp
direct-inward-dial

port slot/subunit/port

N e o B w N

exit
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DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password when prompted.
Example:
Rout er > enabl e
Step2 configure terninal Enters global configuration mode.
Example:
Rout er# configure termn nal
Step3  dial-peer voice tag pots Designates the specified dial peer as a POTS device and
enters dial-peer configuration mode.
Example:
Rout er (confi g)# di al - peer voice 101 pots
Step4  application ngcpapp Enables MGCP on the dial peer.
Note Do not use thiscommand in dial peersthat support
Example: PRI backhaul or BRI backhaul.
Rout er (confi g-di al - peer)# application ngcpapp
Step5  direct-inward-dial (Optional) Enables the direct inward dialing (DID) call
treatment for an incoming called number.
Example: ¢ Required for TI/E1 PRI dia peers.
Rout er (confi g-di al - peer)# direct-inward-di al
Step6 port slot/subunit/port Binds the MGCP application to the specified voice port.
¢ Slot and port syntax is platform-dependent; type ? to
Example: determine.
Rout er (config-di al -peer)# port 1/0/1
Step7  exit Exits dial-peer configuration mode and returns to global
configuration mode.
Example:
Rout er (confi g-di al - peer)# exit

Verifying Dial Peer Configuration for MGCP Gateways

SUMMARY STEPS

1. show running-config
2. show dial-peer voice tag
3. show voice port port
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DETAILED STEPS

Step 1

show running-config
Use the show running-config command to verify the dial peer configuration.

The following example shows two Foreign Exchange Office (FXO) ports and one Foreign Exchange
Station (FXS) port that are configured to run under MGCP control. Slot numbering and port numbering
begin at 0.

I FXO port

di al - peer voice 1 pots
appl i cati on ngcpapp
port 1/0/0

|

I FXO port

di al - peer voice 2 pots
appl i cati on nmgcpapp
port 1/0/1

|

I FXS port

di al - peer voice 3 pots
appl i cati on ngcpapp
port 1/1/0

The following example shows a configuration on MGCP voice gateways for T1L CAS with
e& m-wink-start emulation.

ccm manager swtchback i nmedi ate
ccm manager fal |l back-mgecp
ccm manager ngcep
!
controller T1 1/0
fram ng esf
|'i necode b8zs
dsO-group 1 tinmeslots 1-24 type e&mw nk-start
!
voi ce-port 1/0:1
|

di al - peer voice 1 pots
appl i cati on ngcpapp
destination-pattern 91..........
port 1/0:1

The following example shows a configuration on MGCP voice gateways for FXS ports.

di al - peer voice 1 pots

appl i cati on ngcpapp
destination-pattern 555-1212
port 1/0/0

The following example shows a configuration on MGCP voice gateways for FXO ports.

di al - peer voice 2 pots
appl i cati on ngcpapp
destination-pattern 527....
prefix 527
port 1/1/1

The following example shows a configuration on MGCP gateways for Vol P calls, when the fallback
feature is used.

di al - peer voice 555 voip
appl i cati on ngcpapp
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destination pattern 555...

i ncom ng- cal | ed- nunber 444. ..
session-target ipv4:172.20.21.8
codec g711lul aw

)
Note = When you configure MGCP gateway fallback support, the POTS dial peer must include the

application mgcpapp command and must specify the voice port. For the default session
application to take over during fallback, you must also configure a destination pattern.

show dial-peer voice
Use the show dial-peer voice command to verify the configuration of the POTS dial peer, for example:

Rout er# show di al - peer voi ce 1000

Voi ceEncapPeer 1000

informati on type = voice,

description = 7',

tag = 1000, destination-pattern ="',

answer - address = ', preference=0,

nunberi ng Type = ~unknown'

group = 1000, Admin state is up, Operation state is down,
incom ng call ed-nunber = *', connections/ maxi mum = 0/unlimted,

DTMF Rel ay = di sabl ed,

hunt stop = di sabl ed,

in bound application associated: 'ngcpapp'
out bound application associated: "'

dni s-map =

perm ssion :both

incomng COR |ist:maxi mum capability

out goi ng COR |i st: m ni num requirenent
type = pots, prefix ="',

forward-digits default

session-target = °', voice-port = ',
direct-inward-dial = disabled,

digit_strip = enabled,

regi ster E. 164 nunber with &K = TRUE
Connect Time = 0, Charged Units = 0,
Successful Calls=0, Failed Calls=0, Inconplete Calls=0
Accepted Calls = 0, Refused Calls = 0,
Last Di sconnect Cause is "",

Last Di sconnect Text is "",

Last Setup Tine = 0.

show voice port

Use the show voice port command to verify that the voice port is operational. The following is sample
output from a Cisco 3600 series router with an FXS analog voice port:

Rout er # show voi ce port 1/0/0

Forei gn Exchange Office 1/0/0 Slot is 1, Sub-unit is 0, Port is O
Type of VoicePort is FXO

Operation State is DORVANT

Administrative State is UP

No I nterface Down Failure

Description is not set

Noi se Regeneration is enabled

Non Li near Processing is enabled

Non Linear Mute is disabled

Non Li near Threshold is -21 dB

Music On Hold Threshold is Set to -38 dBm
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In Gainis Set to 0 dB

Qut Attenuation is Set to 3 dB

Echo Cancell ation is enabl ed

Echo Cancellation NLP mute is disabled
Echo Cancellation NLP threshold is -21 dB
Echo Cancel Coverage is set to 8 ns

Pl ayout -del ay Mbde is set to default

Pl ayout -del ay Nonminal is set to 60 ns

Pl ayout -del ay Maximumis set to 200 ns

Pl ayout -del ay M nimum node is set to default, value 40 ns
Pl ayout -del ay Fax is set to 300 ns
Connection Mde is normal

Connection Nunmber is not set

Initial Tine Qut is set to 10 s
Interdigit Tine Qut is set to 10 s

Call Disconnect Tine Qut is set to 60 s
Ringing Tine Qut is set to 180 s

Wait Release Tine Qut is set to 30 s
Conmpandi ng Type is u-law

Regi on Tone is set for US

Anal og Info Fol | ows:

Currently processing none

Mai nt enance Mbde Set to None (not in mtc node)
Number of signaling protocol errors are 0

| npedance is set to 600r Chm

Station nanme None, Station nunmber None

Transl ation profile (Incom ng):

Transl ation profile (Qutgoing):

Voi ce card specific Info Fol |l ows:

Signal Type is |oopStart

Nunmber OF Rings is set to 1

Supervi sory Di sconnect is inactive

Answer Supervision is inactive

Hook Status is On Hook

Ring Detect Status is inactive

Ring Gound Status is inactive

Tip Ground Status is inactive

Di al Type is dtnf

Digit Duration Timng is set to 100 ns
InterDigit Duration Tinming is set to 100 ns
Pul se Rate Tinming is set to 10 pul ses/ second
InterDigit Pulse Duration Timng is set to 750 ns
Percent Break of Pulse is 60 percent
GuardQut tinmer is 2000 ns

Note  For adescription of the fields displayed in this output, see the Cisco 10S Voice Command Reference.
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Enabling Single-Point Configuration for MGCP Gateways

When you configure MGCP gateways to support Cisco Unified Communications Manager, you can use
acentralized TFTP boot directory on a host device in your network to automatically download most of
the configuration in the XML files. Each MGCP gateway in your Vol P network has an associated
gateway-specific configuration that is stored in the centralized TFTP boot directory. A tailored XML file
can be created and downloaded from the TFTP server to your designated MGCP gateway. The

Cisco Unified Communications Manager server can be configured concurrently as a TFTP server.

When you make changes to the configuration in the database, a message is sent by Cisco Unified
Communications Manager to the affected MGCP gateway, instructing the gateway devices to download
the new XML configuration file. Each device has an XML parser that interprets the XML file according
to its device-specific requirements. Cisco MGCP gateways, for example, translate the content of the
XML file into specific Cisco |OS commands for local execution.

When an MGCP gateway is first started up, it is preconfigured with the following information or it
obtains the information through Dynamic Host Configuration Protocol (DHCP):

e A unique device identifier, which can be either of the following:

— Specific device name on the Cisco MGCP gateway

- MAC address of the device for gateways that are not using Cisco |OS software
e [P address of the TFTP server in the network and routing information required for access
o Sufficient information for configuration of an IP interface on the device

With this configuration information available at startup, the MGCP gateway downloads the XML file
from the TFTP server. The gateway parses the XML file, converts the information to appropriate
Cisco 10S configuration commands, and configures itself to run in the Vol P network. Finally, the
gateway registers itself with Cisco Unified Communications Manager using an RSIP message. At that
point, the MGCP gateway is ready for service in the network.

After a successful configuration download, the MGCP gateway saves the running configuration to
nonvolatile random-access memory (NVRAM), which updates the startup configuration. Any
manually-added configuration parameters are also saved to NVRAM if they were not previously saved.
Manually-added configuration parameters are updates to the configuration that were made using the
command-line interface (CLI). Manual configuration updates are separate from the automatic
configuration updates made during the configuration download process.

In the event of a configuration failure, the MGCP gateway attempts to restore its current configuration
by copying the startup configuration from NVRAM into the running configuration. Because this
overwrites the running configuration, any manually-added configuration parameters could be lost if they
were not saved to NVRAM before running the automatic configuration-download process.
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Figure 4 Single-Point Configuration for Cisco MGCP Gateways
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Prerequisites for Single-Point Configuration for MGCP Gateways
¢ MGCP should be configured in your Vol P network through the Cisco Communications Manager
web-based graphical user interface (GUI).

¢ The IP hostname should match the gateway name that is specified in the Cisco Unified
Communications Manager configuration.

SUMMARY STEPS
1. enable
2. configureterminal
3. ccm-manager config server {ip-address | name}
4. ccm-manager config
5. exit
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
¢ Enter your password when prompted.
Example:
Rout er > enabl e
Step2 configure terninal Enters global configuration mode.
Example:

Rout er# configure termn nal

m' |
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Command or Action Purpose

Step3 ccmmanager config server {ip-address | Specifies the TFTP server by |P address or logical name.
name}
Example:

Rout er (config)# ccm manager config server

10.10.1.10

Step4 ccmnanager config

Example:

Rout er (config)# ccm manager config

Enables the gateway to be configured by a centralized XML
file and triggers the gateway to download a new configuration.

Step5  exit

Example:
Rout er (config)# exit

Exits global configuration mode.

Verifying Single-Point Configuration for MGCP Gateways

SUMMARY STEPS

1. show running-config

2. show ccm-manager config-download

DETAILED STEPS

Step1  show running-config

Use the show running-config command to verify the single-point download configuration, for example:

Rout er # show runni ng-config

ccm manager
ccm manager
ccm manager
ccm manager
ccm manager
ccm manager

ccm manager
|

swi t chback i medi at e

fal |l back-nmgcp
redundant - host 10. 10.10.1
mcp

nmusi c-on-hol d

config server 10.10.1.10
config

Step2  show ccm-manager config-download

Use the show ccm-manager config-download command to verify the download status. The output
indicates that four downloads were successful.

Rout er # show ccm manager confi g- downl oad

Confi guration Auto-download | nformation

Current version-id: {1645327B- F59A-4417-8E01- 7312C61216AE}
Last confi g- downl oaded: 00: 00: 49
Current state: Waiting for commands
Configurati on Downl oad statistics:
Downl oad Attenpted 4
Downl oad Successf ul 4




Configuring MGCP Gateway Support for Cisco Unified Communications Manager |
Bl How to Configure MGCP Gateway Support for Cisco Unified Communications Manager

Downl oad Fai |l ed 0
Configuration Attenpted o1
Confi guration Successful 1
Configuration Failed(Parsing): O
Configuration Failed(config) : 0O

Last config downl oad command: New Regi stration

~

Note  For adescription of the fields displayed in this output, see the Cisco |OS Voice Command Reference.

Configuring Multicast Music-on-Hold Support for Cisco Unified
Communications Manager

This section describes how to configure your gateway to provide music to customers on hold.

Prerequisites for Multicast Music-on-Hold (MOH)

The default router in the network for handling multicast traffic must have the following enabled:
e Multicast routing

e A multicast routing protocol, for example Protocol Independent Multicast (PIM) or Distance Vector
Multicast Routing Protocol (DVMRP)

¢ AnlIProuting protocol, for example Routing Information Protocol (RIP) or Open Shortest Path First
(OSPF)

¢ Cisco Unified Communications Manager 3.1 (formerly known as Cisco CallManager 3.1) or higher

Multicast Music-on-Hold

The Music-on-Hold (MOH) feature enables you to subscribe to a music streaming service when you are
using a Cisco 10S MGCP voice gateway. Music streams from an MOH server to the voice interfaces of
on-net and off-net callers that have been placed on hold. Cisco Communications Manager supports the
capability to place callers on hold with music supplied from a streaming multicast MOH server. This
integrated multicast capability isimplemented through the H.323 signaling in Cisco Communications
Manager.

By means of a preconfigured multicast address on the gateway, the gateway can “listen” for Real-Time
Transport Protocol (RTP) packets that are broadcast from a default router in the network and can relay
the packets to designated voice interfaces in the network. Whenever acalled party places a calling party
on hold, Cisco Communications Manager requests the MOH server to stream RTP packets to the
“on-hold” interface through the preconfigured multicast address. In thisway, RTP packets arerelayed to
appropriately configured voice interfaces that have been placed on hold. When you configure amulticast
address on a gateway, the gateway sends an Internet Gateway Management Protocol (IGMP) “join”
message to the default router, indicating to the default router that the gateway is ready to receive RTP
multicast packets.

Multiple MOH servers can be present in the same network, but each server must have adifferent Class D
| P address, and the address must be configured in Cisco Communications Manager and the MGCP voice
gateways.
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SUMMARY STEPS
1. enable
2. configureterminal
3. ccm-manager music-on-hold
4. ccm-manager music-on-hold bind interface
5. exit
DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.
e Enter your password when prompted.

configure term nal

Example:
Rout er# configure term nal

Enters global configuration mode.

ccm manager nusi c-on- hol d

Exanpl e:
Rout er (confi g)# ccm nmanager rmnusi c-on-hold

Enables music-on-hold.

ccm manager nusi c-on-hold bind interface

Exanpl e:
Rout er (confi g)# ccm manager mnusi c-on-hold bind
async

(Optional) Bindsthe multicast MOH feature to adesignated
interface.

exit

Example:
Rout er (config)# exit

Exits global configuration mode.

Verifying Music-on-Hold

SUMMARY STEPS

1. show running-config

2. show ccm-manager music-on-hold

DETAILED STEPS

Step1  show running-config

Use the show running-config command to verify the MOH configuration, for example:

Rout er # show runni ng-config

"=
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Step 2

Note

ccm manager redundant - host 10.0.0. 21
ccm menager ngcep

ccm manager mnusi c-on-hold

ccm manager config server 10.0.0.21
ccm manager config

|

show ccm-manager music-on-hold

Use the show ccm-manager music-on-hold command to display information about the currently active
MOH sessions, for example:

Rout er # show ccm manager musi c-on- hol d

Mul ti cast RTP Packet s Cal | I ncom ng
Addr ess Por t I n/ Qut I D Pr ot ocol Interface
10. 10. 20. 22 16256 3000/ 3000 1 | GWP fed/0

For a description of the fields displayed in this output, see the Cisco |0S Voice Command Reference.

Configuring MLPP Service on Cisco MGCP Gateways

~

Note

Prerequisites

Restrictions

Perform this task to configure the MGCP package capability for MLPP.

If you downloaded the default configuration file from TFTP, you do not need to manually configure
MLPP on the MGCP gateway. The ML PP configuration is contained in the default configuration.

e Cisco I0S Release 12.3(11)T or later

¢ Cisco Unified Communications Manager 4.0 (formerly known as Cisco CallManager 4.0) or later
e DSPWare 4.0

¢ Telogy DSP4 (Catalyst 6000 switches)

¢ Preemptions and precedences should be configured in Cisco Communications Manager. Interfaces,
dial peers, voice ports, controllers, framing, and line codes should also be configured.

e Cisco Catalyst 6500 series and Cisco 7600 series Communication Media Module (CMM) requires
WS-SVC-CMM-6T1 port adapter.

e Supported only for MGCP endpoints over T1 CAS (E&M wink start) and T1 PRI (backhaul).
e Supported only by Cisco Communications Manager; does not work with other call agents.
¢ Conferenced call legs are not supported for preemption with Cisco Communications Manager.
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e H.323, FXS, and FXO endpoints are not supported.

¢ Not supported for calls that originate or terminate in the gateway when the gateway isin H.323
fallback mode.

Multilevel Precedence and Preemption (ML PP) isaservicethat allows authorized usersto preempt lower
priority voice calls to targeted stations or fully subscribed shared resources such as TDM trunks or
conference bridges. This capability ensures high-ranking personnel of communication to critical
organizations and personnel during network stress situations such as a national emergency. ML PP
enables the voice gateway to interoperate with other M L PP-capable networks for call preemption and
precedence. MLPP is supported only for MGCP endpoints over T1 CAS (E&M wink start) and T1 PRI
using the backhaul feature.

ML PP service applies only to the subscribers and network resources within a specific domain.
Connections and resources for a call from an MLPP subscriber are marked with a precedence level and
domain identifier. A call can only be preempted by calls of higher precedence from MLPP usersin the
same domain. The Cisco Communications Manager or defense switched network (DSN) switch setsthe
maximum precedence level of a subscriber at subscription time.

For more information about MLPP, see the “Multilevel Precedence and Preemption” chapter in the
Cisco CallManager Features and Services Guide, Release 4.0(1).

MLPP Call Treatment During Cisco Unified Communications Manager Switchover or Fallback

SUMMARY STEPS

When a Cisco Unified Communications Manager server fails during the processing of an MLPP call, the
call istreated as atransient call and is dropped. The gateway releases the trunks and does a switchover
to the backup Cisco Communications Manager server or falls back to H.323 mode, depending on the
availability of the backup server. All currently connected MLPP calls are preserved during the
switchover, switchback, or fallback process. After the gateway reregisters with Cisco Communications
Manager, call precedence and domain are preserved. During fallback, an incoming MLPP call istreated
as aroutine priority call.

1. enable

2. configureterminal

3. mgcp package-capability pre-package
4. exit
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

configure term nal

Example:
Rout er# configure term nal

Enters global configuration mode.

ngcp package-capability pre-package

Example:
Rout er (confi g)# ngcp package-capability
pr e- package

Enables ML PP as an MGCP package capability type on the
voice gateway.

exit

Example:
Rout er (config)# exit

Exits to privileged EXEC mode.

Configuring Fallback when Using MLPP on T1 CAS

When the gateway isin fallback mode, the precedence digit must be stripped from the dial string for T1
CAS calls. Perform this task to configure SRST to handle stripping the precedence digit.

~

Note  For information on configuring digit stripping options for your specific dial plan, see the “ Setting Up
Call Handling” chapter in the Cisco Survivable Remote Site Telephony Version 3.2 System

Administration Guide.

SUMMARY STEPS

1. enable

2. configureterminal

3. call-manager-fallback

4

5. max-dn max-directory-numbers
6. max-ephones max-phones

1.

[no-reg]

ip source-address ip-address [port port] [any-match | strict-match]

dialplan-pattern tag pattern extension-length length [extension-pattern extension-pattern]

8. tranglate {called | calling} translation-rule-tag

9. end
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

configure term nal

Example:
Rout er# configure term nal

Enters global configuration mode.

cal | - manager - f al | back

Example:
Rout er (confi g)# cal | -manager -f al | back

Enters call-manager-fallback configuration mode.

ip source-address ip-address [port port]
[any-match | strict-match]

Example:
Rout er (config-cmfallback)# i p source-address
10. 10. 200. 23 port 2000

Enables the voice gateway to receive messages from the
Cisco | P phones through the specified | P addresses and
provides for strict | P address verification.

max-dn nex-di rectory-nunbers

Example:
Rout er (confi g-cmfall back)# max-dn 12

Sets the maximum number of directory numbers or
virtual voice ports that can be supported by the voice
gateway. The maximum number is platform dependent.

max- ephones nmax- phones

Example:
Rout er (confi g-cmf al | back) # max- ephones 10

Configures the maximum number of Cisco IP phones
that can be supported by the voice gateway. The
maximum number is platform dependent.

di al pl an-pattern tag pattern extension-Iength
| ength [extension-pattern extension-pattern]
[no-req]

Example:
Rout er (confi g-cm fal | back) # di al pl an-pattern 1
[A-D].... extension-length 4

Creates a global prefix that can be used to expand the
abbreviated extension numbersinto fully qualified E.164
numbers.

translate {called | calling} translation-rule-tag

Example:
Rout er (config-cmfall back)# translate calling 1

Applies atranglation rule to modify the phone number
dialed or received by any Cisco | P phone user while
Cisco Communications Manager fallback is active.

end

Example:
Rout er (confi g-cmfal | back) # end

Exits to privileged EXEC mode.
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Verifying MLPP Configuration

SUMMARY STEPS

1. show running-config

2. show mgcp

DETAILED STEPS

Step1  Usethe show running-config command to verify the configuration of the MGCP package, for example:

Rout er # show runni ng-config

ngep

mgcp cal | -agent OTHERCLUSTER 2427 service-type nmgcp version 0.1
nmgcp dinf-relay voip codec all nbde out - of - band
mgcp rtp unreachabl e tineout 1000 action notify
mgcp package-capability rtp-package

no ngcp package-capability res-package

ngcp package-capability sst-package

no ngcp package-capability fxr-package

ngcp package-capability pre-package

no ngcp tinmer receive-rtcp

nmgcp sdp sinple

no ngcp val i date domai n- name

mgcp fax t38 inhibit

mgcp rtp payl oad-type g726r16 static

|

mgcp profile default
|

Step 2 Use the show mgcp command to display the M GCP configuration details, for example:

Rout er # show ngcp

MECP Admin State ACTIVE, Oper State ACTIVE - Cause Code NONE

M3ECP cal | -agent: 172.18.195.147 2300 Initial protocol service is SGCP 1.5
MECP bl ock-newcal | s DI SABLED

M3ECP send SCCP RSI P: forced/restart/graceful DI SABLED, di sconnected ENABLED
M3CP quar anti ne node di scard/step

M3ECP quar anti ne of persistent events is ENABLED

MECP dtnf-relay for Vol P disabled for all codec types

MECP dtnf-relay voaal 2 codec al

M3CP voi p nodem passt hrough nmode: NSE, codec: g711ul aw, redundancy: DI SABLED,
MECP voaal 2 nodem passt hrough node: NSE, codec: g711ul aw

M3CP TSE payl oad: 100

M3ECP T.38 Naned Signalling Event (NSE) response timer: 200

MECP Network (1 P/ AAL2) Continuity Test timer: 3000

MECP ' RTP stream |l oss' tiner: 2

M3ECP request timeout 500

MGECP maxi mum exponenti al request tinmeout 4000

MGCP gat eway port: 2427, MGCP nmexi mum waiting del ay 3000

M3CP restart delay 0, MSCP vad DI SABLED

MGCP rtrcac DI SABLED

M3CP system resource check DI SABLED

MECP xpc-codec: DI SABLED, MCGCP persi stent hookfl ash: DI SABLED

MGCP persi stent of f hook: ENABLED, MGCP persistent onhook: DI SABLED

MGCP pi ggyback msg DI SABLED, MGCP endpoi nt of fset DI SABLED

MECP si npl e-sdp DI SABLED

MECP undot t ed- not ati on DI SABLED

M3ECP codec type g711lul aw, MSCP packetization period 20
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MECP JB threshold ['wn 30, M3CP JB threshold hwm 150

M3CP LAT threshold I nw 150, M3CP LAT threshold hwm 300

MECP PL threshold [ wn 1000, M3CP PL threshol d hwm 10000

MECP CL threshold [ wn 1000, M3CP CL threshold hwm 10000

MECP pl ayout node is adaptive 60, 4, 200 in nsec

M3CP | P ToS | ow del ay di sabl ed, M3CP | P ToS hi gh throughput disabled

MECP | P ToS high reliability disabled, M3CP IP ToS | ow cost disabl ed

MECP | P RTP precedence 5, MG3CP signaling precedence: 3

MECP default package: |ine-package

MECP supported packages: gm package dtnf-package trunk-package |ine-package

hs- package at m package ns-package dt-package res-package
nt - package pre- package

Configuration Examples for MGCP Gateway Support for
Cisco Communications Manager

This section provides the following configuration examples:

MGCP Gateway with T1 CAS: Example, page 33
MGCP Gateway with T1 PRI: Example, page 35
Multicast Music-on-Hold: Example, page 37
MLPP (Cisco 2801): Example, page 38

MLPP (Cisco 2621): Example, page 40

Note  Toview relevant configuration examples, go to the Cisco Systems Technologies website at
http://cisco.com/en/US/tech/index.html. From the website, select Voice > | P Telephony/Vol P, then
click Technical Documentation > Configuration Examples.

MGCP Gateway with T1 CAS: Example

The following example shows MGCP fallback configured on a voice gateway with T1 CAS.

Current configuration : 2181 bytes

version 12.2

no service single-slot-rel oad-enabl e
servi ce tinestanps debug uptine
service tinmestanps | og uptine

no service password-encryption

host nane Test - 3640a

logging rate-l1inmt console 10 except errors

menory-si ze i omem 25
voi ce-card 3

i p subnet-zero

no i p donmai n-1 ookup
i p donai n-nane test.com
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no i p dhcp-client network-di scovery
frame-relay switching

ngep

ngcp cal | -agent 10.0.0.21 service-type ngcp version 0.1
mgcp dtnf-relay voip codec al
mgcp rtp unreachabl e timeout 1000

nmgcp package-capability rtp-package
no ngcp timer

call rsvp-sync

!

ccm manag
ccm manag
ccm manag

ccm manag
|

er
er
er
er

receive-rtcp

node out - of - band

swi t chback i medi ate
fal | back- nmgcp
redundant - host 10.0.0. 21

nmgep

controller T1 3/0

fram ng

I'i necode b8zs

esf

dsO-group 1 tinmeslots 1 type e&mw nk-start

controller T1 3/1

fram ng

sf

I i necode am

nterface FastEthernet0/0

i p address 10.0.0.21 255. 255. 255. 224

dupl ex auto

speed au

to

nterface Serial 0/0

i p address 10.0.0.21 255. 255. 255. 224
encapsul ati on frame-rel ay
no keepalive

frame-relay interface-dlci

shut down

nterface Serial 0/1
no i p address

cl ockrate 2000000

nterface Ethernet2/0

300

i p address 10.0.0.21 255. 255. 255. 224

hal f - dup

shut down

ring-speed 16

|

ip class
ip route
ip route
ip route
ip route
ip route
ip route

| ex

€ss
10
10
10
10
10
10

0

eeooo
eeooo

0

21
21
21
21
21
21

no ip http server

snnp-serv
!

voi ce-port 1/0/0

voi ce-port 1/0/1

er

manager

nt erface TokenRi ng2/0
no i p address

255
255
255
255
255
255

255
255
255
255
255
255

255
255
255
255
255
255

255 Et hernet2/0
255 Ethernet2/0
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!
voi ce-port 1/1/0
!
voi ce-port 1/1/1
!
voi ce-port 3/0:1
|

di al - peer cor custom
|

di al - peer voice 44 pots
appl i cati on ngcpapp
destination-pattern 4301
port 1/1/0

|

di al - peer voice 55 pots
appl i cati on nmgcpapp
desti nation-pattern 4302
port 1/1/1

|

di al - peer voice 85 voip
destination-pattern 805....
session target ipv4:10.0.0.21
codec g711ul aw

|

di al - peer voice 33 pots
appl i cati on ngcpapp
destination-pattern 807....
port 3/0:1

|

line con 0O
exec-tineout 0 O
line aux O

line vty 0 4
login

end

If the ccm-manager config command is enabled and you separate the M GCP and H.323 dial peersunder

different tags, make sure that the MGCP dial peers are configured before the H.323 dial peers.

MGCP Gateway with T1 PRI: Example

The following example shows MGCP fallback configured on a voice gateway with T1 PRI ports.

version 12.2

no parser cache

no service single-slot-rel oad-enabl e
servi ce tinestanps debug datetime nsec
service tinestanps |og datetine nsec
no service password-encryption

|

host nane voi ce- 3640

!

logging rate-l1inmt console 10 except errors
!

voi ce-card 1

|

i p subnet-zero

1

no i p domai n-1 ookup
!
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no i p dhcp-client network-di scovery

ngep

mgcp call -agent 172.16.240. 124 2427 service-type ngcp version 0.1
mgcp dtnf-relay voip codec all node out - of - band
nmgcp rtp unreachabl e tineout 1000 action notify
mgcp nodem passt hrough voi p node ci sco

mgcp package-capability rtp-package

nmgcp package-capability sst-package

no ngcp tinmer receive-rtcp

|
ccm nmanager fal | back-nmgcp
ccm manager redundant - host Cv B
ccm menager ngcep
ccm manager nusi c-on-hold
ccm manager config server cma
ccm manager config

|
controller T1 1/0

fram ng esf

| i necode b8zs

pri-group tineslots 1-24 service ngcp

|

controller T1 1/1

fram ng esf

I'i necode b8zs

pri-group tineslots 1-24 service ngcp
|

nterface Serial1/0: 23

no i p address

no | ogging event |ink-status
isdn switch-type primary-n
i sdn i ncomi ng-voi ce voi ce
i sdn T306 30000

i sdn bind-13 ccm manager
no cdp enabl e

|

voi ce-port 1/0:23

|

di al - peer voice 9991023 pots
appl i cati on nmgcpapp
direct-inward-dia
port 1/0:23

|

di al - peer voice 9991123 pots
appl i cati on ngcpapp
direct-inward-dia
port 1/1:23

|

di al - peer voice 1640001 pots
destination-pattern 16.....
direct-inward-dia
port 1/0:23

|

line con O
exec-timeout 0 O

line aux 0

line vty 0 4
I ogin

|

end

Note DID isrequired for TL/EL1 PRI dia peers.
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Multicast Music-on-Hold: Example

The following example shows multicast MOH configured for an MGCP voice gateway:

version 12.2

no parser cache

no service single-slot-rel oad-enabl e
servi ce tinestanps debug dateti me nsec
service tinestanps |og datetine nsec
no service password-encryption

|

host nanme voi ce- 3640

|

logging rate-l1inmt console 10 except errors
!

menory-si ze i omem 10
voi ce-card 1

!

i p subnet-zero

!

i p donai n-nane test.com

!

no i p dhcp-client network-di scovery
ngep

mgcp call -agent 10.0.0.21 2427 service-type ngcp version 0.1
mgcp dtnf-relay voip codec all node out - of - band
nmgcp rtp unreachabl e tinmeout 1000
mgcp nodem passt hrough voi p node ci sco
nmgcp package-capability rtp-package
nmgcp package-capability sst-package
no ngcp tinmer receive-rtcp

call rsvp-sync

!

ccm manager redundant - host 10.0.0. 21
ccm menager ngcep

ccm manager nusi c-on-hold

ccm manager config server 10.0.0.21
ccm manager config

!

controller T1 2/0

fram ng sf

|'i necode am

dsO-group O timeslots 1 type e&mw nk-start
!

controller T1 2/1

fram ng sf

I'i necode am

|

nterface FastEt hernet0/0

ip address 10.0.0.21 255.255.255.0
no i p nroute-cache
dupl ex auto
speed auto

no cdp enabl e

!
voi ce-port 1/0/0

!
voi ce-port 1/0/1

|

voi ce-port 2/0:0
|

di al - peer cor custom
|
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di al - peer voice 125 pots
appl i cati on nmgcpapp
port 1/0/0

!

di al - peer voice 150 pots

appl i cati on nmgcpapp

port 2/0:0

!

line con O

exec-tineout 0 0

line aux 0

line vty 0 4

login

!

no schedul er max-task-tinme
schedul er all ocate 4000 4000
!
end

MLPP (Cisco 2801): Example

The following configuration includes both MLPP T1 CAS and T1 PRI.

Current configuration :1851 bytes
|

version 12.3

service tinestanps debug datetime nsec
service tinestanps |og datetine nmsec
no service password-encryption

|

host name 2801_router

|

boot - start - nar ker

boot - end- mar ker

|

!

no network-clock-participate wic 1
net wor k- cl ock-participate wic 2

no network-clock-participate wic 3
no network-clock-participate wic 4
mmi pol ling-interval 60

no mm auto-configure

no mm pvc

mm snnp-ti meout 180

no aaa new nodel

i p subnet-zero

ip cef

|

!

!

no ftp-server wite-enable

isdn switch-type primary-n

voi ce-card O

|

!

!

ccm manager ngcep

ccm manager mnusi c-on-hol d

ccm manager config server 192.168.12.125
|

!

controller T1 2/0
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fram ng esf

cl ock source interna

Ii necode b8zs

dsO-group 1 timeslots 1-3 type e&mw nk-start
1
controller T1 2/1

fram ng esf

i necode b8zs

pri-group tineslots 1,24 service ngcp

nterface FastEthernet0/0

i p address 192.168. 12. 38 255. 255. 255. 0
dupl ex auto

speed auto

nterface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

nterface Serial2/1:23

no i p address

isdn switch-type primry-n
i sdn i ncom ng-voi ce voice
i sdn bind-13 ccm manager
no cdp enabl e

|

ip classless

ip http server

|

!

!

control -pl ane

!

!

voi ce-port 1/0

!

voi ce-port 1/1

!

voi ce-port 2/0:1

!

voi ce-port 2/1:23

!

ngep

ngcp cal | -agent 192.168. 12. 125 2427 service-type ngcp version 0.1
mgcp rtp unreachabl e tineout 1000 action notify
mgcp package-capability rtp-package

no ngcp package-capability res-package
nmgcp package-capability sst-package

no ngcp package-capability fxr-package
no ngcp tinmer receive-rtcp

mgcp sdp sinple

mgcp fax t38 inhibit

ngcp rtp payl oad-type g726r16 static

|

mgcp profile default
!

!

!

di al - peer voice 1 pots
appl i cati on ngcapp
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port 2/0:1
|

!

line con O
line aux 0
line vty 0 4
login

!

end

MLPP (Cisco 2621): Example

Current configuration :2530 bytes

!

version 12.3

servi ce tinestanps debug datetime nsec
service tinestanps |og datetine nmsec
no servi ce password-encryption

1

host name 2621- ot her

!

boot - start - mar ker

boot system flash: c2600-i pvoi ce-ne
boot - end- nar ker

!

| oggi ng buf fered 10000000 debuggi ng
enabl e password | ab

!

voi ce-card 1

!

no aaa new node

i p subnet-zero

iptcp synwait-tinme 13

|

i p domai n nane sanpl e- vl an200. ci sco. com
ip host denp 10.69.1.129

i p name-server 10.10.100. 100

no ftp-server wite-enable

isdn switch-type primary-n

|

!
voi ce call carrier capacity active
|

!

ccm manager fall back-mgcp

ccm menager ngcep

ccm manager rmnusi c-on-hold
ccm manager config server OTHER
ccm manager config

|

|
controller T1 1/0

fram ng esf

crc-threshol d 320

cl ock source interna

I'i necode b8zs

dsO-group 1 tinmeslots 1-23 type e&mw nk-start
|
controller T1 1/1

fram ng esf

crc-threshol d 320
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cl ock source interna
li necode b8zs
dsO-group 1 tinmeslots 1-23 type e&mwi nk-start

nterface FastEt hernet0/0

i p address 10.10. 200. 23 255. 255. 255.0
dupl ex auto

speed auto

nterface FastEthernet0/1

no i p address

shut down

dupl ex auto

speed auto

|

ip classless

ip route 0.0.0.0 0.0.0.0 FastEthernet0/0
ip http server

|

control -pl ane

|

!

call application alternate default

!

!

voi ce-port 1/0:1

!

voi ce-port 1/1:1

|

ngep

mgcp cal | -agent OTHER 2427 service-type ngcp version 0.1
mgcp dtnf-relay voip codec all nbpde out-of - band
mgcp rtp unreachabl e tineout 1000 action notify
mgcp package-capability rtp-package

no ngcp package-capability res-package

nmgcp package-capability sst-package

no ngcp package-capability fxr-package

nmgcp package-capability pre-package

no ngcp tinmer receive-rtcp

mgcp sdp sinple

no ngcp val i date domai n- name

mgcp fax t38 inhibit

mgcp rtp payl oad-type g726r16 static

|

mgcp profile default

!

!

di al - peer cor custom

|

|

di al - peer voice 999101 pots
appl i cati on nmgcpapp

port 1/0:1

!

di al - peer voice 999111 pots

appl i cati on ngcpapp
port 1/1:1
|

di al - peer voice 999222 pots
preference 1
destination-pattern 100
direct-inward-dia
port 1/0:1
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forward-digits al

|

!
cal | - manager - f al | back

max- conf erences 4

i p source-address 10.10.200.23 port 2000
max- ephones 10

max-dn 10

di al plan-pattern 1 [A-D].... extension-length 4
translate calling 1

|

!

line con O

exec-timeout 0 O

line aux 0

exec-timeout 0 O

no exec

transport input al

line vty 0 4

password | ab

I ogin

|

exception core-file core_2621 conpress
exception region-size 65536

exception dunmp 10.10.100. 101

|

|

end

Where to Go Next

¢ Toconfigure conferencing, transcoding, and M TP support on a Cisco | OS gateway, see“ Configuring
Enhanced Conferencing and Transcoding for Voice Gateway Routers’ on page 67.

¢ To enable MGCP PRI backhaul support, see “Configuring MGCP PRI Backhaul and T1 CAS
Support for Cisco Unified Communications Manager” on page 113.

¢ To enable MGCP BRI backhaul support, see “Configuring MGCP-Controlled Backhaul of
BRI Signaling in Conjunction with Cisco Unified Communications Manager” on page 129.

¢ To download region-specific tones and their associated frequencies, amplitudes, and cadences, see
“Configuring Tone Download to MGCP Gateways” on page 145.
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Additional References W

Additional References

e “Cisco Unified Communications Manager and Cisco 10S Interoperability Features Roadmap” on
page 9—Describes how to access Cisco Feature Navigator; also lists and describes, by Cisco 10S
release, Cisco Communications Manager and Cisco |OS interoperability features.

e “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on
page 13—Describes basics of underlying technology and lists related documents.

¢ Configuring Media Gateway Control Protocol and Related Protocols—Describes M GCP concepts
and configuration procedures.

¢ Configuring the Cisco IOS MGCP Gateway—Describes the basics of configuring an MGCP
gateway to support Cisco Communications Manager.

¢ How to Configure MGCP with Digital PRI and Cisco Unified Communications
Manager—Describes how to configure MGCP with PRI.

¢ MGCP Gateway Fallback Transition to Default H.323 Session Application—Describes how to
enable an MGCP gateway to fallback to an H323 session application when the WAN connection to
the primary Cisco Communications Manager server islost, and no backup Cisco Communications
Manager server is available.

e MGCP with Digital CAS and Cisco Unified Communications Manager Configuration
Example—Describes how to use M GCP between a Cisco | OS gateway and a Cisco Communications
Manager Media Convergence Server (MCS).
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Configuring Enhanced Conferencing and
Transcoding for Voice Gateway Routers

This chapter describes the steps for enabling conferencing and transcoding support on Cisco |OS voice
gateways in a Cisco Unified Communications Manager network. This feature provides enhanced
multiservice support by enabling audioconference and transcode functions in voice gateway routers.

L ocating conference resources in the branch reduces WAN utilization and using transcoding services
reduces bandwidth needs resulting in tangible cost savings.

Digital signal processor (DSP) farms provide conferencing and transcoding services using DSP
resources on high-density digital voice/fax network modules.

Feature History for G.722-64 and iLBC Codec Support on Cisco Unified Communications Manager
Express

Release Modification
12.4(15)XZ This feature was introduced.

Feature History for G.722-64 and iLBC Codec Support on Cisco UBEs, DSP Farms, and Voice Gateways
Release Modification
12.4(15)XY This feature was introduced.

Feature History for Universal Voice Transcoding Support for Cisco Unified Border Elements

Release Modification
12.4(11)XY This feature was introduced.

Feature History for Out-of-Band to In-Band DTMF Relay for Voice Gateway Routers

Release Modification

12.3(8)XY This feature was introduced.

12.3(11)T This feature was integrated into Cisco |0S Release 12.3(11)T.
12.3(14)T Support was added for the PYDM2 on the Cisco 2800 series and

Cisco 3800 series voice gateway routers.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2008 Cisco Systems, Inc. All rights reserved.



Configuring Enhanced Conferencing and Transcoding for Voice Gateway Routers |

M Contents

Feature History for Enhanced Conferencing and Transcoding for Voice Gateway Routers

Release Modification

12.3(8)T This feature was introduced for the NM-HDV 2, NM-HD-1V, NM-HD-2V,
and NM-HD-2VE.

12.3(1)T Support was added for the PVYDM?2 on the Cisco 2800 series and
Cisco 3800 series voice gateway routers.

Feature History for Conferencing and Transcoding for Voice Gateway Routers

Release Modification

12.1(5)YH Thisfeature was introduced for the NM-HDV-FARM on the Cisco VG200.

12.2(13)T This feature was integrated into Cisco |OS Release 12.2(13) T and support
was added for the NM-HDV on the Cisco 2600 series, Cisco 3600 series,
Cisco 3700 series, and Cisco VG200.

12.3(2)XE Support was added for the PV DM-256K on the Cisco 1751, Cisco 1751-V,
and Cisco 1760.

12.3(8)T Support for the PYDM-256K on the Cisco 1751, Cisco 1751-V, and
Cisco 1760 was integrated into Cisco 10S Release 12.3(8)T.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image

support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on

Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at

the login dialog box and follow the instructions that appear.

~
Note  For more information about this and related Cisco 10S voice features, see the following:
¢ “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on page 13.
¢ EntireCisco 10S Voice Configuration Library—including library preface and glossary, other feature
documents, and troubl eshooting documentati on—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.
Contents

e Prerequisites for Conferencing and Transcoding for Voice Gateway Routers, page 3

¢ Information About Conferencing and Transcoding for Voice Gateway Routers, page 5

¢ How to Configure Conferencing and Transcoding for Voice Gateway Routers, page 15

e Configuration Examples for Conferencing and Transcoding, page 36

¢ Whereto Go Next, page 53

e Additional References, page 54
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Prerequisites for Conferencing and Transcoding for Voice
Gateway Routers

DSP Resources

The router must be equipped with one or more of the following network modules or voice DSP modul es
to provide DSP resources for conferencing, transcoding, and hardware M TP services:

e NM-HD-1V
e NM-HD-2v

e NM-HD-2VE

e NM-HDV2

e NM-HDV2-1TV/E1
e NM-HDV2-2T1/E1l
e NM-HDV?!

e NM-HDV-FARM!
e PVDM-256K?

e PVDMZ2 on Cisco 2800 series or Cisco 3800 series

1. Does not support hardware MTP services.




Configuring Enhanced Conferencing and Transcoding for Voice Gateway Routers |
| Prerequisites for Conferencing and Transcoding for Voice Gateway Routers

Cisco Unified Communications Manager and Cisco 10S Release
¢ Minimum software requirements for type of network or voice module:

Cisco Unified Communications

Module Manager version Cisco 10S Release
NM-HDV2, Cisco Unified Communications Cisco |10S Release 12.3(8)T or later
NM-HD-1V/2V/2VE Manager 3.3(4) (formerly known as

Cisco CallManager 3.3(4)) or later
for conferencing and transcoding,
Cisco Unified Communications
Manager 4.0(1) (formerly known as
Cisco CallManager 4.0(1)) or later
for MTP

PVDM2 (Cisco 2800 series) |Cisco Unified Communications Cisco 10S Release 12.3(8)T4 or later
Manager 3.3(5) (formerly known as
Cisco CallManager 3.3(5)) or later
for conferencing and transcoding,
Cisco Unified Communications
Manager 4.0(2a) (formerly known as
Cisco CallManager 4.0(2a)) or later
for MTP

PVDM2 (Cisco 3800 series) |Cisco Unified Communications Cisco |OS Release 12.3(11)T or later
Manager 3.3(5) (formerly known as
Cisco CallManager 3.3(5)) or later
for conferencing and transcoding,
Cisco Unified Communications
Manager 4.0(2a) (formerly known as
Cisco CallManager 4.0(2a)) or later
for MTP

NM-HDV Cisco Unified Communications Cisco |0S Release 12.2(13)T or later
Manager 3.2(2c) (formerly known as
Cisco CallManager 3.2(2c)) or later

¢ Conference bridge, transcoder, and MTP services must be configured in Cisco Unified
Communications Manager. See the following chapters in the Cisco Unified Communications
Manager Administration Guide:

Release 4.0(1):
- “Conference Bridge Configuration”
- “Media Termination Point Configuration”
- “Transcoder Configuration”
Release 3.3(4):
- “Conference Bridge Configuration”
— “Transcoder Configuration”
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Restrictions for Conferencing and Transcoding for Voice Gateway Routers 1l

Codecs
End-user devices must be equipped with one of the following codecs:

Codec Packetization Periods for Transcoding (ms)
G.711 a-law, G.711 u-law, G.722-64 10, 20, or 30

G.729, G.729A, G.729B, G.729AB 10, 20, 30, 40, 50, or 60

GSM EFR, GSM FR* 20

iLBC 20 or 30

1. Supported for NM-HDV2 and NM-HD-1V/2V/2VE only

Restrictions for Conferencing and Transcoding for Voice
Gateway Routers

DSP farm services communicate with Cisco Unified Communications Manager using Skinny Client
Control Protocol (SCCP); other protocols are not supported.

DSP farm services are not supported for Cisco Survivable Remote Site Telephony (SRST) or
Cisco Unified Communications Manager Express.

DSP farm services cannot be enabled for aslot on the Cisco 1700 series so the dsp servicesdspfarm
command is not supported and cannot be configured for a voice card on the Cisco 1700 series.

Conferencing is not supported on a Cisco 3640 using the NM-HD-1V, NM-HD-2V, or NM-HD-2VE.
Simultaneous use of DSP farm services on the NM-HDV and NM-HDV 2 is not supported.
Hardware MTPs are not supported on the NM-HDV or NM-HDV-FARM.

Hardware MTPs support only G.711 a-law and G.711 u-law. If you configure a profile asa hardware
MTP, and you want to change the codec to other than G.711, you must first remove the hardware
MTP by using the no maximum sessions har dwar e command.

Software M TPs are supported on the NM-HDV only if the dsp services dspfarm command is not
enabled on the voice card.

Only one codec is supported for each M TP profile. To support multiple codecs, you must define a
separate M TP profile for each codec.

If an MTP call isreceived but MTP is not configured, transcoding is used if resources are available.
Dynamic conference and transcoding resource allocation is not supported.
Fax is not supported for transcoding.

Information About Conferencing and Transcoding for Voice
Gateway Routers

To configure Cisco conferencing and transcoding, you should understand the following concepts:

DSP Farms, page 6
DSP Farm Profiles, page 6
Conferencing, page 7
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DSP Farms

Note

Tip

e Transcoding, page 7

e MTP page 8

¢ Conferencing and Transcoding Features on the NM-HDV2 and NM-HD-1V/2V/2VE, page 8
¢ Conferencing and Transcoding Features on the NM-HDV, page 9

¢ Conferencing and Transcoding Features on the Cisco 1751 and Cisco 1760, page 9

¢ Allocation of DSP Resources, page 10

A DSP farm is the collection of DSP resources available for conferencing, transcoding, and MTP
services. DSP farms are configured on the voice gateway and managed by Cisco Unified
Communications Manager through Skinny Client Control Protocol (SCCP).

The DSP farm can support a combination of transcoding sessions, M TP sessions, and conferences
simultaneously. The DSP farm maintains the DSP resource details locally. Cisco Unified
Communications Manager requests conferencing or transcoding services from the gateway, which either
grants or deniesthese requests, depending on resource avail ability. The details of whether DSP resources
are used, and which DSP resources are used, are transparent to Cisco Unified Communications Manager.

The DSP farm uses the DSP resources in network modules on Cisco routers to provide
voice-conferencing, transcoding, and hardware M TP services.

Hardware MTP services are not supported on the NM-HDV.

To determine how many DSP resources your router supports, see the “Allocation of DSP Resources”
section on page 10.

DSP Farm Profiles

DSP-farm profiles are created to allocate DSP-farm resources. Under the profile you select the service
type (conference, transcode, MTP), associate an application, and specify service-specific parameters
such as codecs and maximum number of sessions. A DSP-farm profile allows you to group DSP
resources based on the service type. Applications associated with the profile, such as SCCP, can use the
resources allocated under the profile. You can configure multiple profiles for the same service, each of
which can register with one Cisco Unified Communications Manager group. The profile ID and service
type uniquely identify a profile, allowing the profile to uniquely map to a Cisco Unified
Communications Manager group that contains a single pool of Cisco Unified Communications Manager
servers.
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Conferencing

Voice conferencing involves adding several parties to a phone conversation. In atraditional
circuit-switched voice network, all voice traffic passes through a central device such as a PBX.
Conference services are provided within this central device. In contrast, |P phones normally send voice
signals directly between phones, without the need to go through a central device. Conference services,
however, require a network-based conference bridge.

In an 1P telephony network using Cisco Unified Communications Manager, the Conferencing and
Transcoding for Voice Gateway Routers feature provides the conference-bridging service. Cisco Unified
Communications Manager uses a DSP farm to mix voice streams from multiple participantsinto asingle
conference-call stream. The mixed stream is played out to all conference attendees, minus the voice of
the receiving attendee.

The following conferencing features are supported:
¢ A conference can be either of the following types:

- Ad hoc—The person controlling the conference presses the tel ephone conference button and
adds callers one by one.

- Meet me—Participants call in to a central number and are joined in a single conference.

¢ Participants whose end devices use different codec types are joined in a single conference; no
additional transcoding resource is heeded.

This feature provides voice conferencing at the remote site, without the need for access to the central
site (see Figure 5).

Figure 5 Conferencing Service

Headquarters

Branch

Transcoding

Transcoding compresses and decompresses voice streams to match endpoint-device capabilities.
Transcoding is required when an incoming voice stream is digitized and compressed (by means of a
codec) to save bandwidth, but the local device does not support that type of compression. Ideally, all 1P
telephony devices would support the same codecs, but thisis not the case. Rather, different devices
support different codecs.

| '-
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MTP

Transcoding is processed by DSPs on the DSP farm; sessions areinitiated and managed by Cisco Unified
Communications Manager which also refers to transcoders as hardware MTPs.

This feature provides transcoding at the remote site, without the need for access to the central site
(see Figure 6).

Figure 6 Transcoding Service

Headquarters

Branch

A Media Termination Point (M TP) bridges the media streams between two connections allowing
Cisco Unified Communications Manager to relay calls that are routed through SIP or H.323 endpoints.

The following MTP resources are supported for Cisco Unified Communications Manager 4.0 (formerly
known as Cisco CallManager 4.0) and later releases:

e Software MTP—Software-only implementation that does not use a DSP resource for endpoints
using the same codec and the same packetization time.

¢ Hardware MTP—Hardware-only implementation that uses a DSP resource for endpoints using the
same G.711 codec but a different packetization time. The repacketization requires a DSP resource
so it cannot be done by software only. Cisco Unified Communications Manager also uses the term
software MTP when referring to a hardware MTP.

For MTP and transcoding, the DSP farm supports only two | P streams connected to each other at atime.
If more than two streams need connecting, the streams must be connected using conferencing.

Conferencing and Transcoding Features on the NM-HDV2 and
NM-HD-1V/2V/2VE

Conferencing
¢ Cisco Unified Communications Manager meet-me and ad-hoc conferences with up to eight
participants each

e Upto 50 eight-party conferences on a single NM-HDV 2, up to 24 eight-party conferences on a
single NM-HD-2VE, and up to 8 eight-party conferences on a single NM-HD-1V/2V
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e Participantsusing G.711 and G.729 codecs joined in a single conference; no additional transcoding
resources are needed to include the disparate codec types

e Easy deployment of conference resources in routers across the network, reducing WAN use and
improving voice-network performance

Transcoding
¢ Transcoding between G.711 and G.729, G.729a, G.729b, G.729ab, GSM FR, and GSM EFR codecs

e Upto 128 transcoding sessions on a single NM-HDV 2

MTP

¢ Software-only implementation that does not use a DSP resource for endpoints with the same codec
and the same packetization time.

¢ Hardware-only implementation using a DSP resource for endpoints with the same G.711 codec but
a different packetization time.

Conferencing and Transcoding Features on the NM-HDV

Conferencing

¢ Cisco Unified Communications Manager meet-me and ad-hoc conferences with up to six
participants each

e Upto 15 six-party conferences on asingle NM-HDV

e Participantsusing G.711 and G.729 codecs joined in a single conference; no additional transcoding
resources are needed to include the disparate codec types

e Easy deployment of conference resources in routers across the network, reducing WAN use and
improving voice-network performance

Transcoding
e Transcoding between G.711 and G.729, G.729a, G.729b, and G.729ab codecs

¢ Up to 60 transcoding sessions on a single NM-HDV

Conferencing and Transcoding Features on the Cisco 1751 and Cisco 1760

Conferencing

¢ Cisco Unified Communications Manager meet-me and ad-hoc conferences with up to six
participants each

e Upto 5 six-party conferences
¢ One conference on asingle DSP

e Participantsusing G.711 and G.729 codecs joined in a single conference; no additional transcoding
resources are needed to include the disparate codec types

¢ Easy deployment of conference resources in routers across the network, reducing WAN use and
improving voice-network performance

Transcoding
¢ Transcoding between G.711 and G.729, G.729a, G.729b, and G.729ab codecs
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¢ Up to 16 transcoding sessions on the Cisco 1751
¢ Up to 20 transcoding sessions on the Cisco 1760

¢ Two transcoding sessions on a single DSP

Allocation of DSP Resources

You must allocate DSP resources on two levels:

¢ Within the voice network module, between the DSP farm and your voice trunk group that handles
standard voice termination

e Within the DSP farm, between transcoding and voice-conferencing services

Allocation of DSP Resources Within the Voice Network Module
You allocate DSP resources either to voice termination of the voice trunk group or to the DSP farm.
Occasionally these allocations can conflict.

If you previously allocated DSP resources to voice termination and you now try to configureaDSP farm,
you might find that insufficient DSP resources are available. Conversely, if you previously allocated DSP
resourcesto a DSP farm and you now try to configure atrunk group, you might find that insufficient DSP
resources are available.

If your requested configuration is rejected, you have two options:
¢ Insert more DSPs on the voice network module (NM-HDV or NM-HDV 2)

¢ Allocate a different voice network module for either the DSP farm or the trunk group

Allocation of DSP Resources Within the DSP Farm

You should know the following about your system:

¢ Number of DSPs required to handle your anticipated number of conference calls and transcoding
sessions

¢ Number of DSPs that your system can support

DSP resources can reside in packet-voice DSP modules (PVDMs) installed in voice network modules,
for example the NM-HDV 2, or directly in the network module, for example the NM-HD-2V. Cisco 2800
series and 3800 series voice gateway routers have onboard DSP resources located on PV DM 2sinstalled
directly on the motherboard. Your router supports one or more voice network modules.

Table 3 lists the total DSPs that are supported on a fully-loaded voice network module.

Table 3 Total DSPs Supported Per Voice Network Module

Maximum DSPs per |Maximum PVDM2s/PVDMs
Network Module PVDM2/PVDM per Network Module Maximum DSPs
NM-HDV2 4 4 16
NM-HD-1V/2V — —
NM-HD-2VE — — 3
NM-HDV 3 5 15
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Table 4 lists the total number of network modules that are supported per router.

Table 4 Maximum Voice Network Modules Supported Per Router
NM-HD-1V, NM-HD-2V,
Router NM-HDV2 NM-HD-2VE NM-HDV
Cisco 2600 series — — 1
Cisco 2600 XM 1 1 1
Cisco 2691 1 1 1
Cisco 2801 — — —
Cisco 3620 — — 1t
Cisco 3640 — — 3t
Cisco 3660 — 6
Cisco 3725 2 2
Cisco 3745 42 42 4
Cisco VG200 — — 1

1. Although the chassis has a slot for an additional module, it cannot operate with more than the specified number.

2. Provided processor resources are available.

Conferencing and Transcoding Session Capacities

Each DSPisindividually configurable to support either conferencing or transcoding and standard voice
termination. Thetotal number of conferencing, transcoding, and voice termination sessionsislimited by
the capacity of the entire system, which includes the DSPs, hardware platform, physical voiceinterface,
and Cisco Unified Communications M anager.

Table 5 and Table 6 list the maximum number of conference calls and transcoding sessions that DSPs
can handle, in theory. Actual capacity may be less based on the total system design.

Table 5 DSP Theoretical Session Capacities
NM-HD-1V/2V |NM-HD-2VE NM-HDV2 2801/2811 2821/2851 3825, 3845
Application (1DSP) (3 DSPs) (16 DSPs) (2PVDM2-64) (3 PVDM2-64) |(4 PVDM2-64)
Conferencing
G.711 8 sessions 24 sessions 50 sessions 50 sessions 50 sessions 50 sessions
(64 conferees) |(192 conferees) |(400 conferees) |(400 conferees) | (400 conferees) | (400 conferees)
G.722-64 2 sessions 6 sessions 32 sessions 16 sessions 24 sessions 32 sessions
(16 conferees) |(48 conferees) |(256 conferees) |(128 conferees) [(192 conferees) |(256 conferees)
G.729 2 sessions 6 sessions 32 sessions 16 sessions 24 sessions 32 sessions
(16 conferees) |(48 conferees) |(256 conferees) |(128 conferees) |(192 conferees) | (256 conferees)
GSM FR — 2 sessions 14 sessions 7 sessions 10 sessions 14 sessions
(16 conferees) [(112 conferees) |(56 conferees) |(80 conferees) |[(112 conferees)
GSM EFR — 1 session 10 sessions 5 sessions 8 sessions 10 sessions
(8 conferees) (80 conferees) |(40 conferees) |(64 conferees) |(80 conferees)
iLBC 1 session 3 sessions 16 sessions 8 sessions 12 sessions 16 sessions
(8 conferees) | (24 conferees) |(128 conferees) |(64 conferees) |(96 conferees) |(128 conferees)

"o
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Table 5

DSP Theoretical Session Capacities (continued)

Application

NM-HD-1v/2v
(1 DSP)

NM-HD-2VE
(3 DSPs)

NM-HDV2
(16 DSPs)

2801/2811
(2 PVDM2-64)

2821/2851
(3 PVDM2-64)

3825, 3845
(4 PVDM2-64)

Transcoding

G.711 a-law/u-law
<->any (with high
complexity codecin
dspfarm profile)

6 sessions

18 sessions

96 sessions

48 sessions

72 sessions

96 sessions

G.711 a-law/u-law
<-> any (without
high complexity
codec in dspfarm
profile)

8 sessions

24 sessions

128 sessions

64 sessions

96 sessions

128 sessions

G.711 a-law/u-law
<>
G.729a/G.729ab/
GSM FR

8 sessions

24 sessions

128 sessions

64 sessions

96 sessions

128 sessions

G.711 a-law/u-law
<-> G.729/G.729b/
GSM EFR

6 sessions

18 sessions

96 sessions

48 sessions

72 sessions

96 sessions

G.722-64<-> any

4 sessions

12 sessions

64 sessions

32 sessions

48 sessopms

64 sessions

G.722-64 <-> G.711

8 sessions

24 sessions

128 sessions

64 sessions

96 sessions

128 sessions

iLBC <->any

3 sessions

9 sessions

48 sessions

24 sessions

36 sessions

48 sessions

iLBC <-> G.711

6 sessions

18 sessions

96 sessions

48 sessions

72 sessions

96 sessions

Universal
Transcoding

(with high
complexity codecin
dspfarm profile)

3 sessions

9 sessions

48 sessions

24 sessions

36 sessions

48 sessions

Universal
Transcoding
(without high
complexity codecin
dspfarm profile)

4 sessions

12 sessions

64 sessions

32 sessions

48 sessions

64 sessions

Voice Termination

G.711 a-law/u-law

16 sessions

48 sessions

256 sessions

128 sessions

192 sessions

256 sessions

G.726, G.7293,
G.729ab, GSM FR

8 sessions

24 sessions

128 sessions

64 sessions

96 sessions

128 sessions

G.729, G.729D,
G.723.1, G.728,
GSM EFR

6 sessions

18 sessions

96 sessions

48 sessions

72 sessions

96 sessions
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Table 6 Theoretical System Capacities for One DSP
G.711
Application a-law/u-law G.722-64 G729 a/ab G.729, G.729b |GSM FR GSM EFR iLBC
Conferencing 8 sessions 2 sessions 2 sessions 2 sessions — — 1 session
(8x8=64 (8x2=16 |(8x2=16 |((Bx2=16 (1x8=8
conferees) conferees)  |conferees) conferees) conferees)
Conferencing on 4 sessions 1 session 1 session 1 session — — 1 session
PVDM2-8 (4x8=32 (1x8=8 (1x8=8 (1x8=8 (1x8=8
conferees) conferees) conferees) conferees) conferees)
Hardware MTP 16 sessions — — — — — —
Transcoding 8 sessions 8 sessions 8 sessions 6 sessions 8 sessions |6 sessions |8 sessions

NM-HDV System Capacities

Table 7 lists the number of transcoding sessions and conference calls supported on the NM-HDV.

Table 7 NM-HDYV Theoretical System Capacities
Device Capacity
A single DSP 4 transcoding sessions

1 conference call with up to 6 participants
A single PVDM (3 DSPs) 12 transcoding sessions

3 conference calls, each with up to 6 participants, for a
total of up to 18 participants

A fully loaded NM-HDV 60 transcoding sessions
(5 PVDMs holding 15 DSPs)

15 concurrent conference calls, each with up to
6 participants, for atotal of up to 90 participants

Use the following tables to determine the number of PV DMs required to support your DSP needs and
whether your router is capable of holding enough NM-HDV s to accommodate these PVDMSs:

e See Table 8 if you use either of the following:

- 20-, 30-, 40-, 50-, or 60-ms packetization

— 10-ms packetization with voice-activity detection (VAD) enabled
e See Table 9 if you use 10-ms packetization with VAD disabled

Table 8 PVDM Requirements Using 20-, 30-, 40-, 50-, or 60-ms Packetization or 10-ms
Packetization with VAD Enabled

Transcoding Conference Calls

Sessions 0 1 2 3 4 5 |6 7 8 9 0 11 |12 |13 (14 |15

0 — 1 1 1 2 2 2 3 3 3 |4 |4 5

1-4 1 1 1 2 2 2 3 3 3 |4 |4 —

5-8 1 2 2 2 3 3 3 |4 |4 |4 5 — |—
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Table 8 PVDM Requirements Using 20-, 30-, 40-, 50-, or 60-ms Packetization or 10-ms
Packetization with VAD Enabled (continued)’ (continued)

Transcoding Conference Calls

Sessions
9-12
13-16
17-20
21-24
25-28
29-32
33-36
37-40
Mn-44
45-48
49-52
53-56
57-60

-—

gl o b~ ©

galoa|lo| | | ®

aloa|lalsls s~

gl g b~ b hlwH e

gjlolo| b b AW

gaialal bbb OO WO+

ol gl b DAO W WIN ®

gl gl b Bh DR W W WININDN

Gla|l | BB W W WIN NN P e
alo | b~ AP WO W WINDNDDN

(&)

1. Numbers given represent the number of PVDMs required within a single NM-HDV or NM-HDV-FARM to support the
desired configuration. Where numbers are not given, the configuration is not possible using a single NM-HDV..

Table 9 PVDM Requirements Using 10-ms Packetization and with VAD Disabled '

Transcoding Conference Calls
Sessions 0 1
0 —
1-4
5-8
9-12
13-16
17-20
21-24
25-28
29-30 3 - - |- |- |- |- |— = |- |—

w| w| e
w
a

Wl Wl w|~

W WIN N o
Wl Wl w N e

W WIN NN B

W WINININ P ®

WININ DN PP
W WINI NN PP

WININ DN PP

1. Numbers given represent the number of PVDMs required within a single NM-HDV to
support the desired configuration. Where numbers are not given, the configuration is not
possible using asingle NM-HDV.
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How to Configure Conferencing and Transcoding for Voice
Gateway Routers

This section contains the proceduresfor configuring conferencing and transcoding support on Cisco 10S
voice gateways. The procedures that you perform depend on the type of voice network module you are
using to allocate DSP resources:

¢ Determining DSP Resource Requirements, page 16 (required)

¢ Enabling SCCP on the Cisco Unified Communications Manager Interface, page 17 (required)
¢ Configuring Enhanced Conferencing and Transcoding, page 18 (required)

¢ Configuring Conferencing and Transcoding (NM-HDV), page 29 (required)

¢ Configuring Conferencing and Transcoding (PVDM-256K), page 32 (required)

¢ Configuring Out-of-Band to In-Band DTMF Relay, page 33 (optional)
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Determining DSP Resource Requirements

DSPsreside either directly on a voice network module, such as the NM-HD-2VE, on PVYDM2s that are
installed in a voice network module, such asthe NM-HDV 2, or on PVYDM2s that are installed directly
onto the motherboard, such as on the Cisco 2800 and 3800 series voice gateway routers. You must
determine the number of PVDM2s or network modules that are required to support your conferencing
and transcoding services and install the modules on your router.

SUMMARY STEPS
1. Determine performance requirements.
2. Determine the number of DSPs that are required.
3. Determine the number of network modules that are supportable.
4. Verify your solution.
5. Install hardware.

DETAILED STEPS

Command or Action Purpose
Step1  Determine the number of transcoding sessions and Establishes your performance requirements.

conference calls that your router must support.

Step2  Determine the number of DSPs that are required to Establishes your hardware requirements.
support the transcoding sessions and conference calls
(see Table 5 on page 11 and Table 6 on page 13). If
voice termination is also required, determine the
additional DSPs required.

Example:
8 G.711 conferences and 32 transcoding sessions
require 1 PVDM2-64 (4 DSPs) on the NM-HDV 2.

Step3  Determine the maximum number of network modules |Establishes your router capabilities.
that your router can support (see Table 4 on page 11).

Example:
A Cisco 3745 router can support up to 4 NM-HDV 2s
(provided processor resources are available).

Step4  Ensure that your requirements fall within router Verifies your proposed sol ution.
capabilities, taking into account whether your router
supports multiple network modules. If necessary,
reassess performance requirements.

Step5 Install PVDM2s and network modules, as needed (see |Prepares your system for DSP-farm configuration.
the “ Connecting Voice Network Modules’ chapter in
the Cisco Network Modules Hardware Installation
Guide, and the Cisco Network Modules and Interface
Cards Regulatory Compliance and Safety
Information).

“. |


http://cco/univercd/cc/td/doc/product/access/acs_mod/cis2600/hw_inst/nm_inst/nm-doc/conntvoi.htm
http://cco/univercd/cc/td/doc/product/access/acs_mod/cis2600/rcsi/iohrcsi.htm
http://cco/univercd/cc/td/doc/product/access/acs_mod/cis2600/rcsi/iohrcsi.htm
http://cco/univercd/cc/td/doc/product/access/acs_mod/cis2600/rcsi/iohrcsi.htm
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Enabling SCCP on the Cisco Unified Communications Manager Interface

Perform thistask to enable SCCP on the local interface that the voice gateway uses to communicate with

Cisco Unified Communications Manager.

SUMMARY STEPS

1. enable

2. configureterminal

3. scep cecm {ip-address | dns} identifier identifier-number [port port-number]

[ver sion version-number]

or

sccp com {ip-address | dns} priority priority [port port-number] [ver sion version-number]

scep ip precedence value

scep

N o o &

exit

DETAILED STEPS

Step 1

Step 2

Step 3

scep local interface-type interface-number

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.
e Enter your password if prompted.

configure termnal

Example:
Rout er# configure term nal

Enters global configuration mode.

NM-HDV2, NM-HD-1V, NM-HD-2V, NM-HD-2VE, or PVDM2
sccp ccm {i p-address | dns} identifier
identifier-nunber [port port-nunber] [version
ver si on- nunber]

NM-HDV, Cisco 1751, or Cisco 1760

sccp ccm {i p-address | dns} priority priority
[port port-nunber] [version version-nunber]

Example:
Rout er (config)# sccp ccm 10.0.0.0 identifier 1
version 4.0

Example:
Rout er (config)# sccp ccm 10.0.0.0 priority 1
version

Adds a Cisco Unified Communications Manager server to
the list of available servers to which the Cisco voice
gateway can register.

e Repeat this step for each Cisco Unified
Communications Manager server that the gateway
registers with.
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Step 4

Step 5

Step 6

Step 7

Command or Action Purpose

sccp local interface-type interface-number Selects the local interface that SCCP applications use to

Example:

Rout er (config)# sccp local Ethernet 1

register with Cisco Unified Communications Manager.

scep ip precedence val ue (Optional) Sets the IP precedence value for SCCP.

Example:

Rout er (confi g)# sccp i p precedence 3

e This command enables you to increase the priority of
voice packets over connections controlled by SCCP.

e value—Rangeis 1(highest) to 7 (lowest). Default is 5.

scep

Example:

Rout er (confi g)# sccp

Enables SCCP and brings it up administratively.

exit

Example:

Rout er (config)# exit

Exits global configuration mode.

Configuring Enhanced Conferencing and Transcoding

Perform the following procedures to configure enhanced conferencing and transcoding on the
NM-HDV2, NM-HD-1V, NM-HD-2V, NM-HD-2VE, or PVDM2:

Configuring a DSP Farm Profile, page 18 (required)

Associating a DSP Farm Profile to a Cisco Unified Communications Manager Group, page 21
(required)

Modifying Default Settings for SCCP Connection to Cisco Unified Communications Manager,
page 23 (optional)

Verifying DSP Farm Configuration, page 25 (optional)
Troubleshooting DSP-Farm Services, page 29 (optional)

Configuring a DSP Farm Profile

Perform this procedure to define a DSP farm on the NM-HDV 2, NM-HD-1V, NM-HD-2V,
NM-HD-2VE, or PYDM2. You must configure each conferencing, transcoding, and MTP profile
separately.

Note  Because a software-only M TP does not require DSP resources, you can configure a software-only MTP
without a voice network module, or on the NM-HDV if you do not enable the dsp services dspfarm
command for the voice card.

Prerequisites

s N

Requires Cisco |OS Release 12.3(8)T or alater release. Universal transcoding requires
Cisco |OS Release 12.4(11)XY or alater release.
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SUMMARY STEPS
1. enable
2. configureterminal
3. voice-card slot
4. dsp servicesdspfarm
5. exit
6. dspfarm profile profile-identifier { conference | mtp | transcode [universal]}
7. description text
8. codec codec-type
9. maximum sessions number
or
maximum sessions { hardwar e | software} number
10. associate application sccp
11. no shutdown
12. exit
13. gateway
14. timer receive-rtp seconds
15. exit
DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

configure term nal

Example:
Rout er# configure termnnal

Enters global configuration mode.

voi ce-card sl ot

Example:
Rout er (confi g)# voice-card 1

Enters voice-card configuration mode for the network

module on which you want to enable DSP-farm services.

dsp services dspfarm

Example:
Rout er (confi g-voi cecard) # dsp services dspfarm

Enables DSP-farm services for the voice card.
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Command or Action Purpose
Step5 exit Exits voice-card configuration mode.
Example:
Rout er (confi g-voi cecard) # exit
Step6 dspfarmprofile profile-identifier Enters DSP farm profile configuration mode to define a
{conference | mp | transcode [universal]} profilefor DSP farm services.
Note The profile-identifier and service type uniquely
Example: identifies a profile. If the service type and
Rout er (confi g)# dspfarm profile 20 conference profile-identifier pair is not unique, you are
prompted to choose a different profile-identifier.
Step7  description text (Optional) Includes a specific description about the
Cisco DSP farm profile.
Example:
Rout er (confi g-dspfarm profil e)# description
art _dept
Step8 codec codec-type Specifies the codecs supported by a DSP farm profile.
¢ Repeat thisstep for each codec supported by the profile.
Example: _ _ Note Hardware MTPs support only G.711 a-law and
Rout er (confi g-dspfarm profile)# codec il bc G.711 u-law. If you Configure aprofile asa
hardware M TP, and you want to change the codec to
other than G.711, you must first remove the
hardware MTP by using the no maximum sessions
har dware command.
Note  Only one codec is supported for each MTP profile.
To support multiple codecs, you must define a
separate MTP profile for each codec.
Step9  maxi num sessions nunber Specifies the maximum number of sessions that are
or supported by the profile.
maxi mum sessions {hardware | software} nunber . number—Range is determined by the available
registered DSP resources. Default is 0.
Example: Note  The hardware and software keywords apply only
Rout er (confi g-dspfarm profil e)# maxi mum toMTP profiles.
sessions 4
Step10 associate application sccp Associates the SCCP protocol to the DSP farm profile.
Example:
Rout er (confi g-dspfarm profil e)# associ ate
application sccp
Step11 no shutdown Enables the profile, allocates DSP farm resources, and

BT

Example:
Rout er (confi g-dspfarm profile)# no shutdown

associates the application.
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Step 12

Step 13

Step 14

Step 15
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Command or Action

Purpose

exit

Example:
Rout er (confi g-dspfarmprofile)# exit

Exits DSP farm profile configuration mode.

gat eway

Example:
Rout er (confi g)# gat eway

Enters gateway configuration mode.

tinmer receive-rtp seconds

Example:
Rout er (confi g-gateway)# tiner receive-rtp 600

Sets the Real-Time Transport Protocol (RTP) timeout
interval to clear hanging connections.

e seconds—Range is 180 to 1800. Default is 1200.

exit

Example:
Rout er (confi g-gat eway) # exit

Exits to global configuration mode.

Associating a DSP Farm Profile to a Cisco Unified Communications Manager Group

Perform this procedure to define a Cisco Unified Communications Manager group and to associate a
DSP farm profile with the Cisco Unified Communications Manager group.

Prerequisites

This procedure requires Cisco |0S Release 12.3(8)T or later release.

SUMMARY STEPS

1. enable
configure terminal

Sccp ccm group group-number

description string

® N o o & W N

end

associate ccm identifier-number priority priority-number
associate profile profile-identifier register device-name
bind interface interface-type interface-number
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

2 N

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

configure term na

Example:
Rout er# configure ternina

Enters global configuration mode.

sccp ccm group group- number

Example:
Rout er (config)# sccp ccmgroup 118

Creates a Cisco Unified Communications Manager group
and enters SCCP Cisco Unified Communications Manager
configuration mode.

associate ccmidentifier-nunber priority
priority-nunber

Example:
Rout er (confi g-sccp-ccn)# associ ate ccm 125
priority 2

Adds a Cisco Unified Communications Manager server to
the Cisco Unified Communications Manager group and
establishes its priority within the group.

e Repeat this step for each Cisco Unified
Communications Manager server that you want to add
to the group.

associate profile profile-identifier register
devi ce- nane

Example:
Rout er (confi g-sccp-ccnm) # associate profile
regi ster abgz12345

Associates a DSP farm profile to the Cisco Unified
Communications Manager group.

¢ device-name—Must match the device name configured
in Cisco Unified Communications Manager; otherwise
profile is not registered to Cisco Unified
Communications Manager.

e Repeat this step for each DSP farm profile that you
want to register with this Cisco Unified
Communications Manager group.

bind interface interface-type interface-nunber

Example:
Rout er (confi g-sccp-ccm# bind interface
fastethernet 2:1

Binds an interface to the Cisco Unified Communications
Manager group.

description text

Example:
Rout er (confi g-sccp-ccm # description boston
office

(Optional) Includes a specific description of the
Cisco Unified Communications Manager group.

end

Example:
Rout er (confi g)# end

Exitsto privileged EXEC mode.
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Modifying Default Settings for SCCP Connection to Cisco Unified Communications Manager

Perform this task to tune the performance of the SCCP connection between the DSP farm and
Cisco Unified Communications Manager.

~
Note  The optimum settings for these commands depend on your platform and individual network
characteristics. Modify the defaults to meet your performance requirements.
SUMMARY STEPS
1. enable
2. configureterminal
3. sccp ccm group group-number
4. connect interval seconds
5. connect retries number
6. keepaliveretries number
7. keepalive timeout seconds
8. registration retries retry-attempts
9. registration timeout seconds
10. switchover method {graceful | immediate}
11. switchback method {graceful | guard [timeout-value] | immediate | uptime uptime-value}
12. switchback interval seconds
13. end
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Rout er> enabl e
Step2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step3  sccp ccm group group- number Enters SCCP Cisco Unified Communications Manager
configuration mode.
Example: e group-number—Rangeis 1 to 65535.
Rout er (confi g)# sccp ccmgroup 118
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Command or Action Purpose

Step4 connect interval seconds (Optional) Specifies the amount of time that a DSP farm
profile waits before attempting to connect to another
Cisco Unified Communications Manager when the current

E le: . e " .
xampre Cisco Unified Communications Manager fails to connect.

Rout er (confi g-sccp-ccm# connect interval 1200
e seconds—Rangeis 1to 3600. Default is 60.

Step5 connect retries number (Optional) Specifies the number of times that a DSP farm
attempts to connect to a Cisco Unified Communications
Manager when the current Cisco Unified Communications

Example: Manager connections fails.

Rout er (confi g-sccp-ccn)# connect retries 5
e number—Rangeis 1 to 32. Default is 3.

Step6 keepalive retries nunber (Optional) Setsthe number of keepaliveretriesfrom SCCP
to the Cisco Unified Communications Manager.

Example: e number—Rangeis 1 to 32. Default is 3.
Rout er (confi g-sccp-ccnm # keepalive retries 7

Step7 keepalive timeout seconds (Optional) Sets the number of seconds between keepalive
messages from SCCP to the Cisco Unified
Communications Manager.

Example:
Rout er (confi g-sccp-ccm) # keepal i ve timeout 50 e seconds—Rangeis 1to 180. Default is 30.
Step8 registration retries retry-attenpts (Optional) Sets the number of registration retries that
SCCP tries to register with the Cisco Unified
Communications Manager.
Example:

Rout er (confi g-sccp-ccm# registration retries 15 | o retry-attempts—Range is 1 to 32. Default is 3.

Step9 registration tineout seconds (Optional) Sets the number of seconds between registration
messages sent from SCCP to the Cisco Unified
Communications Manager.

Example:
Rout er (confi g-sccp-ccm # registration tinmeout 8 e seconds—Rangeis1to 180. Default is 3.
Step10 switchover method {graceful | irmediate} (Optional) Setsthe switchover method that the SCCP client
uses when the communication link to the active
Cisco Unified Communications Manager fails.
Example:
Rout er (confi g-sccp-ccm) # switchover method e Default is graceful.
graceful
Step11  switchback nethod {graceful | guard (Optional) Sets the switchback method to use when the
[timeout-value] | immediate | uptine primary or higher priority Cisco Unified Communications

uptime-val ue} Manager becomes available again.

e Default isguard, with atimeout value of

Example: 7200 seconds.
Rout er (confi g-sccp-ccnm)# switchback net hod

graceful
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Command or Action Purpose

Step12 swi tchback interval seconds (Optional) Sets the number of seconds that the DSP farm

Example:

Rout er (conf -sccp-ccm) # switchback interval 120

waits before polling the primary Cisco Unified
Communications Manager when the current Cisco Unified
Communications Manager fails to connect.

e seconds—Rangeis 1to 3600. Default is 60.

Step13 end

Example:

Rout er (confi g-sccp-ccm # end

Exitsto privileged EXEC mode.

Verifying DSP Farm Configuration

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

To verify conferencing, transcoding, and M TP services, perform the following steps.

1. show running-config

show sccp ccm group [group-number]
show dspfarm profile [profile-number]
show dspfarm all

show scep

show sccp connections

N e o A w N

show media resour ce status

Use the show running-config command to display the configuration of the MTP profile, for example:

Rout er # show runni ng-config

sccp |l ocal FastEthernet0/0
sccp ccm 10. 40.10. 10 identifier 10 version 4.0
scep

|
sccp ccm group 999

associate ccm 10 priority 1

associate profile 12 register MIP123456789
associ ate profile 2 register XCODE123456

|
dspfarmprofile 12 ntp

codec g711lul aw

maxi mum sessi ons hardware 4

maxi mum sessi ons software 40

associ ate application SCCP

|

éhow sccp ccm group [group-number]

Use this command to verify the configuration of the Cisco Unified Communications Manager group, for
example;

Rout er# show sccp ccm group 999

g 2 |
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Step 3

Step 4

CCM Group ldentifier: 999
Descri ption: None
Associated CCM 1 d: 10, Priority in this CCM Goup: 1
Associ ated Profile: 2, Registration Name: XCODE1234567
Associ ated Profile: 12, Registration Nanme: MIP123456789
Regi stration Retries: 3, Registration Tineout: 10 sec
Keepal ive Retries: 3, Keepalive Tineout: 30 sec
CCM Connect Retries: 3, CCM Connect Interval: 10 sec
Swi t chover Method: GRACEFUL, Switchback Method: GRACEFUL_GUARD
Swi tchback Interval: 10 sec, Swi tchback Tineout: 7200 sec
Si gnal i ng DSCP val ue: default, Audi o DSCP val ue: default

show dspfarm profile [profile-number]

Use this command to verify the configured DSP farm profiles, for example:

Rout er# show dspfarm profile 12
Dspfarm Profile Configuration

Profile ID = 12, Service = MIP, Resource ID = 2
Profile Admin State : UP

Profile Operation State : ACTIVE
Application : SCCP  Status : ASSOCI ATED
Resource Provider : FLEX DSPRM Status : UP
Nunmber of Resource Configured : 14

Number of Resource Available : 14

Har dwar e Confi gured Resources 4

Har dwar e Avail abl e Resources 4

Sof t war e Resources 10

Codec Configuration

Codec : g711lul aw, sa

Rout er# show dspfarm profile 6
Dspfarm Profil e Configuration

Profile ID = 6, Service = TRANSCODI NG Resource ID =1
Profile Adnmin State : UP

Profile Operation State : ACTIVE

Application : SCCP  Status : ASSOCI ATED

Resource Provider : FLEX DSPRM Status : UP
Nunber of Resource Configured : 4

Nunber of Resource Available : 4

Codec Configuration

Codec : g711ul aw, Maxi mum Packeti zation Period : 30
Codec : g71lal aw, Maxi mum Packeti zation Period : 30
Codec : g729ar8, Maxi mum Packetization Period : 60
Codec : g729abr8, Maxi mum Packetization Period : 60
Codec : gsnfr, Maxi mum Packetization Period : 20
Codec : g729br8, Maxi mum Packetization Period : 60
Codec : gsmefr, Maxi mum Packetization Period : 20

~

Note  This command is not supported on the NM-HDV or Cisco 1700 series.

show dspfarm all
Use this command to verify the status of the DSP farm, for example:

Rout er# show dspfarm al |
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DSPFARM Confi gurati on | nfornmation:

Admin State: UP, Oper Status: ACTIVE - Cause code: NONE

Transcodi ng Sessions: O(Avail: 0), Conferencing Sessions: 2 (Avail: 2)
Trans sessions for mxed-node conf: O (Avail: 0), RTP Tineout: 600
Connection check interval 600 Codec Gr29 VAD:. ENABLED

Total nunber of active session(s) 0, and connection(s) O

SLOr DSP

[eNeoNoNeoNoNoel
[eNeoNoNeoNoNae)

show sccp

CHNL STATUS USE TYPE SESS-ID CONN-ID  PKTS-RXED PKTS- TXED

1 UP FREE conf - - - -
2 UP FREE conf - - - -
3 UP FREE conf - - - -
4 UP FREE conf - - - -
5 UpP FREE conf - - - -
6 UP FREE conf - - - -

Use the show sccp command to verify that the DSP farm is registered, for example;

Rout er# show sccp

SCCP Admin State: UP

Gateway | P Address: 10.10.100.29, Port Number: O
| P Precedence: 5

User Masked Codec i st:

Cal | Manager: 10.10.100.51, Port Number: 2000

Priority: NNA, Version: 4.0, ldentifier: 2

Call Manager: 10.10.100.50, Port Number: 2000

Priority: NNA, Version: 4.0, ldentifier: 1

Transcodi ng Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 10.10.100.51, Port Number: 2000
TCP Link Status: CONNECTED, Profile ldentifier: 10
Reported Max Streans: 6, Reported Max OOS Streans: O

Support ed
Support ed
Support ed
Support ed
Support ed
Supported
Support ed

Codec: g¢g711ul aw, Maxi mum Packeti zation Period: 30
Codec: g711al aw, Maxi mum Packeti zati on Period: 30
Codec: g729ar8, Maxi mum Packeti zation Period: 60
Codec: g729abr8, Maxi mum Packeti zation Period: 60
Codec: gsnfr, Maxi mum Packetization Period: 20

Codec: g729br8, Maxi mum Packetization Period: 60
Codec: rfc2833 dtnf, Maxi mum Packetization Period: 20

Sof tware MIP Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 10.10.100.51, Port Number: 2000
TCP Link Status: CONNECTED, Profile ldentifier: 20
Reported Max Streans: 176, Reported Max OOS Streans: 0

Support ed
Support ed

Codec: g711ul aw, Maxi mum Packeti zation Period: 30
Codec: rfc2833 dtnf, Maximum Packetization Period: 20

show sccp connections

Use this command to verify the active SCCP connections, for example:

Rout er# show sccp connecti ons

sess_id

16777268

conn_i d stype node codec ri paddr rport sport

2164263392 ntp recvonly g711u 0.0.0.0 0 17540

Total nunber of active session(s) 1, and connection(s) 1

show media resource status
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Use this command to verify the current media resource status, for example:

Rout er# show nedi a resource status
Resource Providers:

Resource Provider ID:: FLEX DSPRM Status :: REG STERED
Service Profiles

MIP ::

TRANSCODI NG :: 6 11

CONFERENCI NG :: 10

Applications :

Application ID: SCCP, Status : REGQ STERED

Troubleshooting Tips for Conferencing and Transcoding on Voice Gateway Routers

This section describes techniques for troubleshooting DSP-farm services.

Basic Troubleshooting Procedures

1. Verify the Cisco Unified Communications Manager 4.0 (formerly known as Cisco CallManager 4.0)
or later.

2. Verify that Cisco Unified Communications Manager is properly configured to provision
conferencing, transcoding, and MTP resources.

3. Organize your Cisco Unified Communications Manager group IDs, device IDs, and DSP farm
profile names. Use the show dsp command to verify that the association between SCCP
Cisco Unified Communications Manager and the DSP farm profiles match your organizational plan.

4. Verify that the VolP dial peer application exists on the terminating gateway.

5. Collect relevant information from debug and show commands, and configuration files before
contacting Cisco Technical Support for assistance.

6. You can clear any of the following by disabling the DSP farm or SCCP:
- Activecalls
- DSPs

- Active connection to a Cisco Unified Communications Manager

MTP Troubleshooting Tips
e MTPprofilescan useonly G.711 a-law or G.711 u-law. If you define a profile for a hardware MTP,
and you want to change the codec to other than G.711, you must first remove the hardware MTP by
using the no maximum sessions har dwar e command.

e Verify that only one codec is assigned for each MTP profile. To support multiple codecs, you must
define a separate M TP profile for each codec.
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Troubleshooting DSP-Farm Services

You can troubleshoot performance by performing any of the following steps.

SUMMARY STEPS
1. debugsccp {all | errors| events| packets| parser}
2. debug dspfarm {all | errors|events| packets}
3. debug mediaresource provisioning {all | errors | events}
DETAILED STEPS
Command or Action Purpose
Step1 debug sccp {all | errors | events | packets | (Optional) Sets debugging levels for SCCP and its
par ser} applications.
Example:
Rout er# debug sccp all
Step2  debug dspfarm{all | errors | events | packets} |(Optional) Setsdebugging levelsfor DSP-farm service.
Example:
Rout er # debug dspfarm al |
Step3  debug nedia resource provisioning {all | errors |(Optional) Sets debugging levels for mediaresource
| events} provisioning.
Example:
Rout er # debug nedi a resource provisioning all

Configuring Conferencing and Transcoding (NM-HDV)

Perform the following procedures to configure enhanced conferencing and transcoding on the NM-HDV.
e Configuring the DSP Farm on the NM-HDV, page 29
e Tuning DSP-Farm Performance on the NM-HDV, page 31

Configuring the DSP Farm on the NM-HDV

Perform this task to configure a DSP farm on an NM-HDV.

S

Note If you configured aDSP farm in Cisco 10S Release 12.1(5)Y H and have now upgraded to Cisco 10S
Release 12.2(13)T or later, you must reconfigure the DSP farm, including enabling DSP-farm services
on the NM-HDV and specifying maximum session numbers in each category as appropriate. Your
previous configuration no longer works.
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SUMMARY STEPS
1. enable
2. configureterminal
3. voice-card slot
4. dsp servicesdspfarm
5. exit
6. dspfarm confbridge maximum sessions number
7. dspfarm transcoder maximum sessions number
8. dspfarm
9. exit
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password when prompted.
Example:
Rout er > enabl e
Step2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step3  voice-card sl ot Enters voice-card configuration mode for the network
modul e on which you want to enable DSP-farm services.
Example:
Rout er (confi g)# voice-card 1
Step4  dsp services dspfarm Enables DSP-farm services on the voice card.
Example:
Rout er (confi g-voi cecard) # dsp services dspfarm
Step5 exit Returns to global configuration mode.
Example:

Rout er (confi g-voi cecard) # exit

Step6  dspfarm confbridge maxi num sessions nunber Specifies the maximum number of conferencing sessionsto
be supported by the DSP farm. A DSP can support
1 conference session with up to 6 participants.

Example:
Router (config)# dspfarm confbridge maximim Note  When you assign this value, take into account the
sessions 3 number of DSPs allocated for transcoding services.
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Command or Action

Purpose

dspfarm transcoder maxi num sessi ons nunber

Example:
Rout er (confi g)# dspfarm transcoder maxi num
sessions 12

be supported by the DSP farm. A DSP can support up to
4 transcoding sessions.

Note  When you assign this value, take into account the
number of DSPs allocated for conferencing

services.

Specifies the maximum number of transcoding sessions to

dspfarm

Example:
Rout er (confi g)# dspfarm

Enables the DSP farm.

exit

Example:
Rout er (config)# exit

Exits global configuration mode.

Use the following optional commands to tune performance.

SUMMARY STEPS

1. enable

configure terminal

dspfarm rtp timeout seconds

S &1 & W DN

exit

DETAILED STEPS

Step 1

Step 2

scep switchback timeout guard seconds

dspfarm connection interval seconds

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.
e Enter your password when prompted.

configure termnal

Example:
Rout er# configure termnal

Enters global configuration mode.




Configuring Enhanced Conferencing and Transcoding for Voice Gateway Routers |
Bl How to Configure Conferencing and Transcoding for Voice Gateway Routers

Command or Action Purpose
Step3  sccp switchback timeout guard seconds (Optional) Sets the guard timer.
Example:
Rout er (config)# sccp sw tchback ti meout guard
180
Step4 dspfarmrtp tinmeout seconds (Optional) Configures the Real-Time Transport Protocol

(RTP) timeout interval for when the error condition “RTP

port unreachable” occurs.
Example:

Rout er (config)# dspfarmrtp timeout 60

Step5 dspfarm connection interval seconds (Optional) Specifies how long to monitor RTP inactivity
before deleting an RTP stream.

Example:
Rout er (confi g)# dspfarm connection interval 60

Step6  exit Exits global configuration mode.

Example:
Rout er (config)# exit

What to Do Next

e To verify the configuration of conferencing and transcoding services on the NM-HDV, see the
“Verifying DSP Farm Configuration” section on page 25.

¢ For information on troubleshooting, see the “ Troubleshooting DSP-Farm Services” section on
page 29.

Configuring Conferencing and Transcoding (PVDM-256K)

Perform this task to configure a DSP farm for conferencing and transcoding services using the
PVDM-256K on the Cisco 1751 or Cisco 1760.

Prerequisites for Conferencing and Transcoding on the Cisco 1751 or Cisco 1760

Determine that there are enough DSPs available for conferencing and transcoding services by using the
show voice dsp command.

SUMMARY STEPS

1. enable

configure terminal

dspfarm confbridge maximum sessions number
dspfarm transcoder maximum sessions number

dspfarm

U N

exit
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Command or Action

Purpose

Step 1 enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password when prompted.

Step2 configure termnal

Example:
Rout er# configure term nal

Enters global configuration mode.

Step 3 dspfarm conf bri dge maxi num sessi ons nunber

Example:
Rout er (confi g)# dspfarm confbri dge maxi mnum
sessions 3

Specifies the maximum number of conferencing sessionsto
be supported by the DSP farm. A DSP can support
1 conference session with up to 6 participants.

Note When you assign this value, take into account the
number of DSPs allocated for transcoding services.

Step 4 dspfarm transcoder maxi num sessi ons nunber

Example:
Rout er (confi g)# dspfarm transcoder maxi num
sessions 12

Specifies the maximum number of transcoding sessions to
be supported by the DSP farm. A DSP can support up to
4 transcoding sessions.

Note When you assign this value, take into account the
number of DSPs allocated for conferencing

services.
Step5 dspfarm Enables the DSP farm.
Example:
Rout er (confi g)# dspfarm
Step6  exit Exits global configuration mode.
Example:

Rout er (config)# exit

What to Do Next

¢ To verify the configuration of conferencing and transcoding services on the NM-HDV, see the
“Verifying DSP Farm Configuration” section on page 25.

¢ For information on troubleshooting, see the “ Troubleshooting DSP-Farm Services’ section on

page 29.

Configuring Out-of-Band to In-Band DTMF Relay

There are no specific configuration tasks necessary to support the Out-of-Band to In-Band DTMF Relay
for Cisco |OS Voice Gateways feature except those described in the following Prerequisites section.

g s |
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Prerequisites

Hardware

NM-HDV2, NM-HD-2VE, or onboard PVDM?2 (Cisco 2800 series or Cisco 3800 series).

WS-SVC-CMM-6T1 or WS-SVC-CMM-6EL1 port adapter for Cisco Catalyst 6500 series and
Cisco 7600 series Communication Media Module (CMM).

Software

Restrictions

Enable SCCP on the local interface that the M TP resource uses to communicate with Cisco Unified
Communications Manager. For instructions, see the “Enabling SCCP on the Cisco Unified
Communications Manager Interface” section on page 17.

ConfigureaDSP farm profile for M TP resources. For instructions, see the “ Configuring aDSP Farm
Profile” section on page 18.

Associate the MTP profile with the Cisco Unified Communications Manager group. For
instructions, see the “Associating a DSP Farm Profile to a Cisco Unified Communications Manager
Group” section on page 21.

Configure DTMF relay in the SIP dial peers using the dtmf-relay rtp-nte command.

Configure DTMF relay in Cisco Unified Communications Manager 4.0 (formerly known as Cisco
CallManager 4.0) or later. For information, see the Cisco Unified CallManager 4.0 documentation.

Consider your system requirements when configuring DSP farms and SCCP because the defaultsfor
some commands might not result in expected behavior. In particular, the correct settings for the
following commands are platform-specific and depend on your individual network characteristics:

— connect interval

— connect retries

- keepaliveretries

- keepalive timeout

— scep registration retries
— scep registration timeout

- switchback interval

Multifrequency is supported by MTPs but Cisco Unified Communications Manager does not
support it.

Software M TP supports G.711 codecs only.

Out-of-Band to In-Band DTMF Relay for Cisco 10S Voice Gateways

The Out-of-Band to In-Band DTMF Relay for Cisco 10S Voice Gateways feature provides the event
processing capability in RFC 2833 that enables DTMF relay communication between SIP devices and
nonSI P endpoints using Cisco Unified Communications Manager. RFC 2833 defines a method of
transporting tones and other telephony events over Real-Time Transport Protocol (RTP) to ensure DTMF
digits are accurately transmitted in a packet environment. A single packet representing a DTMF tone as
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an event code is passed within an RTP audio stream instead of sending the DTMF tone in-band, where
it could be corrupted because of packet loss. When the packet reaches the receiver, it re-creates atone
of the correct frequency and duration.

DTMF detection and generation capabilities are added to the hardware and software MTP. The MTP
generates out-of-band SCCP eventsto Cisco Unified Communications Manager when it detectsaDTMF
tone. The MTP creates event packets for DTMF digits and inserts the packets into the outgoing RTP
stream after receiving an SCCP request from Cisco Unified Communications Manager.

Figure 7 illustrates the media setup and DTMF tone flow between a SIP network and nonSI P network
over aDSP farm MTP.

Figure 7 DTMF Tone Flow Between a SIP and NonSIP Network

T1/EL/PRI/CAS

7
S e Sip media

gateway

In-band DTMF

SCCP phones

103192

Cisco Unified Communications Manager

This feature supports DTMF relay using the following M TP and transcoder resources for Cisco Unified
Communications Manager 4.0 (formerly known as Cisco CallManager 4.0):

o Software MTP—Software-only implementation that does not use a DSP resource for endpoints
using the same codec and the same packetization time.

e Hardware MTP—Hardware-only implementation that uses a DSP resource for endpoints using the
same G.711 codec but a different packetization time. Cisco Unified Communications Manager
refersto it also as a software MTP.

¢ Transcoder—Hardware-only implementation using a DSP resource for endpoints using different
codecs. Cisco Unified Communications Manager also refersto it as a hardware MTP.

For MTP and transcoding, the DSP farm supports only two | P streams connected to each other at atime.
If more than two streams need connecting, the streams must be connected using conferencing.

For more information on MTPs and transcoders, seethe Cisco Unified Communications Manager System
Guide Release 4.0(1).
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Configuration Examples for Conferencing and Transcoding

This section provides the following configuration examples:

~

Note

DSP-Farm Services on the NM-HDV 2/PVDM2: Example, page 36

DSP-Farm Services on the NM-HDV: Example, page 39

Tuning DSP-Farm Services on the NM-HDV: Example, page 40

DSP-Farm Services on the Cisco 1760: Example, page 40

Dut-Band to In-Band DTMF Relay (Cisco 2801): Example, page 42

Out-Band to In-Band DTMF Relay (Cisco 3725): Example, page 45

Universal Transcoding with an Inbox on a Universal Gateway: Example, page 48

G.711 to Any Transcoding with an Inbox on a Universal Gateway: Example, page 49

Universal and G.711 to Any Transcoding with an Inbox on a Universal Gateway: Example, page 51

Universal and G.711 to Any Transcoding with an Inbox on an Integrated Services Router: Example,
page 52

Universal transcoding using the AMR-NB codec in either direction is supported only on the
Cisco AS5350XM and Cisco AS5450XM universal gateways.

DSP-Farm Services on the NM-HDV2/PVDM2: Example

The following example shows a configuration of conferencing and transcoding services on an
NM-HDV2 or PvDM2. DSP farm profile 6, which supports transcoding, and profile 10, which supports
conferencing are both assigned to Cisco Unified Communications Manager group 988.

Note

This configuration requires Cisco |OS Release 12.3(8)T or later.

Current configuration : 2661 bytes

version 12.3

servi ce tinestanps debug dateti me nsec
service tinestanps |og datetine nmsec
no service password-encryption

host name sj | 23

boot - start - mar ker
boot - end- nar ker

no aaa new nodel
i p subnet-zero

i p host boating 223.255. 254. 254
no ftp-server wite-enable

voi ce-card 1
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no dspfarm

dsp services dspfarm
|

!

Voi ce service voip
h323

!

!

controller T1 4/1
fram ng sf
crc-threshold 0
I i necode am

|

controller T1 4/2
fram ng sf
crc-threshold 0O
|l i necode ami

nterface FastEthernet0/0

i p address 10.4.20.7 255.255.255.0
no i p nroute-cache

speed auto

hal f - dupl ex

no cdp enabl e

nterface FastEthernet0/1

no i p address

no i p nroute-cache

shut down

dupl ex auto

speed auto

no cdp enabl e

|

ip default-gateway 10.4.0.1

ip classless

ip route 0.0.0.0 0.0.0.0 FastEthernet0/0

ip route 223.255.254. 254 255. 255. 255. 255 10.4.0.1
no ip http server

|

!

no cdp run

|

|

control -pl ane

|

!

voi ce-port 1/0/0

|

voi ce-port 1/0/1

|

|

sccp |l ocal FastEthernet0/0

sccp ccm 10.4.20.24 identifier 1 version 4.0
sccp ccm 10.4.20.25 identifier 2 version 4.0
sccp ccm 10.4.20.26 identifier 3 version 4.0
sccp i p precedence 3

sccp

|

sccp ccm group 988

associate ccm 1 priority 1

associate ccm 2 priority 2

associate ccm 3 priority 3
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associ ate profile 10 regi ster CFB123456789966
associate profile 6 register MIP123456789988
keepalive retries 5

swi tchover method i mredi ate
swi t chback nethod immedi ate
swi tchback interval 15

|

dspfarmprofile 6 transcode
codec g711lul aw

codec g71lal aw

codec g729ar8

codec g729abr8

codec gsnfr

maxi mum sessi ons 4

associ ate application SCCP

|
dspfarmprofile 10 conference
codec g711lul aw

codec g71lal aw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8

maxi mum sessions 1

associ ate application SCCP

|

di al - peer cor custom
|

di al - peer voice 200 voip
destination-pattern 111....
session target ipv4:10.4.205.24

!

di al - peer voice 2600 voip
destination-pattern 666....
session target ipv4:10.4.205.24
codec g711lul aw

!

di al - peer voice 100 voip
destination-pattern 5550..
session target ipv4:10.4.205.24
codec g711ul aw

!

di al - peer voice 10 pots
destination-pattern 7770000
forward-digits 0O

!

di al - peer voice 11 pots
destination-pattern 7771111

!

di al - peer voice 999 voip
session target ipv4:10.4.205.8

!

gat eway
timer receive-rtp 1200

!

!

line con O
exec-timeout 0 O

line aux O

line vty 0 4
password test
login

!
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end

DSP-Farm Services on the NM-HDV: Example

The following sample configuration shows voice conferencing and transcoding are both configured on
the same NM-HDV.

Current configuration : 1163 bytes
!

version 12.2

servi ce tinestanps debug datetime nsec
service tinestanps |og datetine nsec
no service password-encryption

!

host nanme rout er

!

voi ce-card 1

dsp services dspfarm

!

i p subnet-zero

!

nma receive maxi mumrecipients 0

!

controller T1 1/0

fram ng sf

i necode ami

no yel | ow generation

no yel |l ow detection

!

controller T1 1/1

fram ng sf

i necode ami

no yel | ow generation

no yel |l ow detection

!

interface FastEthernet0/0

i p address 10.10.10.11 255. 255.255.0
| oad-interval 30

dupl ex auto

speed auto

!

interface FastEthernet0/1

i p address 10.3.150.139 255.0.0.0
| oad-interval 30

dupl ex auto

speed auto

!

ip classless

ip route 192. 255. 254, 254 255. 255. 255. 255 Fast Et hernet 0/ 1
ip http server

!
call rsvp-sync

|

mgcp profile default
|

sccp |l ocal FastEthernet0/0
scep

sccp ccm 10.10.10.1 priority 1
sccp ccm 10.10.10.2 priority 2
|

dspfarm transcoder maxi mum sessions 1
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dspfarm conf bri dge maxi num sessions 1
dspfarm

|

Qoice—port 1/0/0
|

Qoice-port 1/0/1
|

Qoice-port 1/1/0
!

Qoice—port 1/1/1
|

mgcp profile default
!
di al - peer cor custom
|

di al - peer voice 10 pots
destination-pattern 3140001
port 1/0/0

|

! Following dial peer is for calls to H 323 end-point 313.... for transcoding
| Session target is |IP address of Cisco Unified Communications Manager
!

di al - peer voice 100 voip

destination-pattern 313....

session target ipv4:10.10.10.1

!

! Following dial peer is for calls to I P Phones for conferencing
| Session target is |IP address of Cisco Unified Comuni cati ons Manager
!
di al - peer voice 200 voip

destination-pattern 700....

session target ipv4:10.10.10.1

codec g711al aw

!

line con O

line aux O

line vty 0 4

I ogin

!
end

Tuning DSP-Farm Services on the NM-HDV: Example

sccp |l ocal FastEthernet 0/0

scep

sccp ccm 10.10.10.1 priority 1 version 3.1+
sccp ccm 10.10.10.2 priority 2

sccp ip precedence 5

sccp sw tchback timeout guard 180

|

dspfarm conf bri dge maxi num sessi ons 3
dspfarmrtp tinmeout 60

dspfarm connection interval 60
dspfarm

DSP-Farm Services on the Cisco 1760: Example

0 B

Current configuration :1763 bytes
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!
version 12.3
service tinestanps debug datetime nmsec
service tinestanps |og datetine nmsec
no service password-encryption
!
host name ¢1760
!
boot - start - nar ker
boot - end- mar ker
!
| oggi ng buffered 40960 debuggi ng
no | oggi ng consol e
!
tdmclock E1 1/0 both export line
tdm cl ock bri-auto
mm pol ling-interval 60
no mm auto-configure
no mm pvc
mm  snnp-ti neout 180
voi ce-card 0
!
voi ce-card 1
!
no aaa new node
i p subnet-zero
ip cef
!
!
no i p domain | ookup
ip multicast-routing
no ftp-server wite-enable
isdn switch-type basic-net3
!
!
ccm manager mnusi c-on-hold
!
!
controller E1 1/0
!
!
interface FastEthernet0/0
ip address 10.1.1.34 255.255.0.0
ipignp join-group 172.16.1.10
speed auto
no keepalive
!
interface BRI 0/0
no i p address
isdn switch-type basic-net3
i sdn i ncom ng-voi ce voice
!
interface BRIO/1
no i p address
shut down
isdn switch-type basic-net3
!
ip default-gateway 10.5.0.1
ip classless
no ip http server
iprtcp report interval 2000
!
!
control -pl ane
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|

|

|

voi ce-port 0/0

|

voi ce-port 0/1

|

!

sccp |l ocal FastEthernet0/0

sccp

sccp ccm 10.1.1.30 priority 1

sccp ccm 10.1.1.0 priority 2

sccp sw tchback timeout guard 180

|

dspfarm transcoder maxi num sessions 4

dspfarm conf bri dge maxi num sessions 1

dspfarmrtp tinmeout 60

dspfarm connection interval 60

dspfarm

|

!

di al - peer voice 500 pots
destination-pattern 241760....

i ncom ng cal | ed- nunber 261760. ..
direct-inward-dia

port 0/0

prefix 241760

!

di al - peer voice 600 voip
destination-pattern 261760....
session target ipv4:10.1.1.30
i ncom ng call ed- nunber 241760. ..
pl ayout -del ay mi ni mum | ow
codec g711lul aw
no vad

|

gat eway
timer receive-rtcp 5
timer receive-rtp 1200

|

|

l'ine con O
exec-timeout 0 O

line aux O

line vty 0 4
login

|

end

Dut-Band to In-Band DTMF Relay (Cisco 2801): Example

In the following configuration, the voice gateway acts as both a H.323 gateway and DSP farm.

Bui | di ng configuration..

Current configuration :2091 bytes

!

version 12.3

servi ce tinestanps debug datetime nsec
service tinestanps |og datetine nmsec

no servi ce password-encryption
|
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host name 2801_router

|

boot - start - nar ker

boot - end- mar ker

|

no | oggi ng consol e

|

no network-clock-participate wic 1
net wor k- cl ock-participate wic 2
no network-clock-participate wic 3
net wor k- cl ock-participate wic 4
mm pol ling-interval 60

no mm auto-configure

no mm pvc

mm  snnp-tineout 180

no aaa new node

i p subnet-zero

ip cef

|

|

!

no ftp-server wite-enable

isdn switch-type primry-net5
voi ce-card 0

dsp services dspfarm

|

|

!

controller T1 2/0

shut down

fram ng esf

I'i necode b8zs

|

controller T1 2/1

fram ng esf

|'i necode b8zs

|

|

|

interface FastEthernet0/0

ip address 192.168.12.21 255.255.255.0
dupl ex auto

speed auto

nterface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

nterface BRI 4/0
no i p address
isdn switch-type basic-net3

nterface BRI 4/1

no i p address

isdn switch-type basic-net3
!

ip classless

ip http server
!

control -pl ane
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|

|

|

voi ce-port 3/0

|

voi ce-port 3/1

|

voi ce-port 4/0

!

voi ce-port 4/1

|

!

sccp |l ocal FastEthernet0/0

sccp ccm 192, 168.12. 131 identifier 1 version 4.0

sccp i p precedence 4

sccp

|

sccp ccmgroup 1
bind interface FastEthernet0/0
associate ccm 1 priority 1
associate profile 2 register amal thea-ntp
associate profile 1 register amalthea-xcode
registration retries 20
registration tinmeout 30
keepalive retries 10
connect retries 30
connect interval 30

!

dspfarmprofile 1 transcode
description xcode func
codec g711lul aw
codec g71lal aw
codec g729ar8
codec g729abr8
codec gsnfr
codec g729r8
maxi mum sessi ons 2
associ ate application SCCP

|

dspfarmprofile 2 ntp
codec g711lul aw
maxi mum sessi ons hardware 2
maxi mum sessi ons software 2
associ ate application SCCP

|

!

di al - peer voice 1 pots
destination-pattern 4444
port 3/0

|

di al - peer voice 2 voip
destination-pattern 52.
session target ipv4:192.168.12.131
dtnf-relay h245-al phanuneric

|

gat eway
timer receive-rtp 1200

|

|

line con O

line aux O

line vty 0 4
login

|




| Configuring Enhanced Conferencing and Transcoding for Voice Gateway Routers

Configuration Examples for Conferencing and Transcoding ||

end

Out-Band to In-Band DTMF Relay (Cisco 3725): Example

The following running configuration example shows the MTP device configuration:

Bui | di ng configuration..

Current configuration : 1435 bytes
!
version 12.3
servi ce tinestanps debug uptine
service tinestanps |og uptinme
no service password-encryption
!
host nanme routerl
!
voi ce-card 1
no dspfarm
dsp services dspfarm
!
voi ce-card 2
dspfarm
!
no aaa new node
i p subnet-zero
!
ip host sanple 10.10.10.5
npl s | dp | oggi ng nei ghbor - changes
no ftp-server wite-enable
no scripting tcl init
no scripting tcl encdir
!
no voi ce hpi capture buffer
no voi ce hpi capture destination
!
interface FastEthernet0/0
i p address 10.4.118. 13 255. 255. 255. 255
dupl ex auto
speed auto
!
interface FastEthernetO/1
no i p address
shut down
dupl ex auto
speed auto
!
ip default-gateway 10.4.0.10
ip classless
ip route 10.0.0.0 255.255. 255. 255 Fast Et hernet 0/ 0
ip route 223.255.255. 255 255. 255. 255. 255 Fast Et hernet 0/ 0
!
ip http server
!
sccp |l ocal FastEthernet0/0
sccp ccm 10. 40.10. 10 identifier 10 version 4.0
sccp ccm 10.10.10.51 identifier 20 version 4.0
sccp
!
sccp ccm group 999
associate ccm 10 priority 1
associate ccm 20 priority 2
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associ ate profile 12 register MIP123456789
associate profile 2 register XCODE123456
1
dspfarmprofile 2 transcode

codec g711ul aw

codec g71lal aw

codec g729ar8

codec g729abr8

codec gsnfr

maxi mum sessi ons 2

associ ate application SCCP

|
dspfarmprofile 12 ntp

codec g711ul aw

maxi mum sessi ons hardware 4

maxi mum sessi ons software 40

associ ate application SCCP

SIP Gateway: Example

The following running configuration example shows the SIP gateway configuration for the Out-Band to
In-Band DTMF Relay feature:

Bui | di ng configuration..

Current configuration : 2051 bytes
!

version 12.3

servi ce tinestanps debug uptine
service tinestanps |og uptinme

no service password-encryption

!

host name ci sco_si p_gw

|

| oggi ng buf fered 6000000 debuggi ng
|

voi ce-card 2
dspfarm
|
no aaa new node
i p subnet-zero
|
!
i p domai n nane ci sco.com
ip host sanple 10.10.10.5
ip host nyhost 10.4.175.2
npl s 1 dp | oggi ng nei ghbor-changes
no ftp-server wite-enable
no scripting tcl init
no scripting tcl encdir
!
|
no voice hpi capture buffer
no voi ce hpi capture destination
|
|
ccm menager ngcep
ccm manager mnusi c-on-hold
ccm manager config server 10.4.175.2

ccm manager config
|
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controller T1 2/0

fram ng esf

I'i necode b8zs

dsO-group 1 tinmeslots 1-24 type e&mwi nk-start
|
controller T1 2/1

fram ng sf

I i necode ami

|

|

|

interface FastEthernet0/0

ip address 10.4.175.14 255.255.0.0

dupl ex auto

speed auto

|

interface FastEthernet0/1

no i p address

shut down

dupl ex auto

speed auto

|

interface BRI 1/0

no i p address

|

ip default-gateway 10.4.0.1

ip classless

ip route 0.0.0.0 255.255.0.0 FastEthernet0/0
ip route 223.255. 254, 254 255. 255. 255. 255 Fast Et hernet 0/ 0
!

ip http server
|

!
voi ce-port 1/0/0
!
voi ce-port 1/0/1
|

voi ce-port 1/1/0

!

voi ce-port 2/0:1

!

mgcp profile default

!

!

di al - peer voice 1 voip
destination-pattern 2000
sessi on protocol sipv2
session target ipv4:10.4.175.2
dtnf-relay rtp-nte
codec g711ul aw

!

di al - peer voice 3 pots
appl i cati on nmgcpapp
port 2/0:1

|

di al - peer voice 999201 pots
appl i cati on ngcpapp

port 2/0:1

!
di al - peer voice 2 pots
desti nation-pattern 2005

port 1/0/0
!




Configuring Enhanced Conferencing and Transcoding for Voice Gateway Routers |

Bl Configuration Examples for Conferencing and Transcoding

di al - peer voice 5 pots
destination-pattern 2001
port 1/0/0

|

!

line con 0

line aux 0

line vty 0 4
login

!

!

end

Universal Transcoding with an Inbox on a Universal Gateway: Example

The following example shows a universal transcoding configuration with an inbox on a Cisco Unified
Border Element on a universal gateway. Universal gateways include the Cisco AS5350XM and Cisco
AS5400XM platforms:

i LBC_UUT1#sh run
Bui I di ng configuration..

Current configuration : 3244 bytes

!

!

voi ce-card 5

dsp services dspfarm

!
voi ce-card 6

!
voi ce-card 7

dsp services dspfarm

!

!
Voi ce service voip

al | ow connections h323 to h323

al | ow connections h323 to sip

al | ow connections sip to h323

fax protocol t38 |s-redundancy O hs-redundancy O fallback cisco
modem passt hrough none codec g729r8 pre-ietf

nterface G gabitEthernet0/0

i p address 10.10.10.2 255.255.0.0
dupl ex auto

speed auto

negotiati on auto

nterface G gabitEthernet0/1

i p address 10.20.20.2 255.255.0.0
dupl ex auto

speed auto

negotiati on auto

|

!

sccp local G gabitEthernet0/0
sccp ccm 10.10.10.2 identifier 1
sccp

!

sccp ccmgroup 1
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associate ccm 11 priority 1

associate profile 10 regi ster MIPNEWONE
|

dspfarmprofile 10 transcode universa
codec g711ul aw

codec g71lal aw

codec il bc

codec g723r63

codec g723r53

codec gsnant-nb

codec g729ar8

codec g729abr8

maxi mum sessi ons 10

associ ate application SCCP

|

!
di al - peer voice 10 voip
destination-pattern 9991..

session protocol sipv2

session target ipv4:20.20.20.1

|

di al - peer voice 20 voip

session target ipv4:10.10.10.1
incom ng call ed- nunber 9991..

codec il bc

|

!

tel ephony-service = --------o--moooooo- > Only Required for |nBox
sdspfarmunits 1

sdspfarm transcode sessions 128
sdspfarmtag 1 MIPNEWONE

i p source-address 10.10.10.2 port 2000
max- conferences 8 gain -6
transfer-systemfull-consult

G.711 to Any Transcoding with an Inbox on a Universal Gateway: Example

The following example shows the configuration for transcoding for G.711 to any codec with an inbox
on a Cisco Unified Border Element on a universal gateway. Universal gateways include the Cisco
AS5350XM and Cisco AS5400XM platforms:

i LBC_UUT1#sh run
Bui | di ng configuration..

Current configuration : 3244 bytes
!
!
voi ce-card 5
dsp services dspfarm
!
voi ce-card 6
!
voi ce-card 7
dsp services dspfarm
!
!
Voi ce service voip
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al | ow connections h323 to h323

al | ow connections h323 to sip

al | ow connections sip to h323

fax protocol t38 |s-redundancy 0 hs-redundancy O fall back cisco
nodem passt hrough none codec g729r8 pre-ietf

|

!

interface G gabitEthernet0/0
i p address 10.10.10.2 255.255.0.0
dupl ex auto
speed auto
negotiati on auto

|

interface G gabitEthernet0/1
i p address 10.20.20.2 255.255.0.0
dupl ex auto
speed auto
negotiati on auto

|

!

sccp local G gabitEthernet0/0

sccp ccm 10.10.10.2 identifier 1

scep

|

sccp ccmgroup 1
associate ccm 1 priority 1
associate profile 20 register traditiona

!

!

dspfarmprofile 20 transcode
codec g711lul aw
codec g71lal aw
codec ilbc
codec g723r63
codec g723r53
codec gsmant-nb
codec g729ar8
codec g729abr8
maxi mum sessi ons 20
associ ate application SCCP

|

!

di al - peer voice 10 voip
destination-pattern 9991..
sessi on protocol sipv2
session target ipv4:10.20.20.1
codec g711lul aw

|

di al - peer voice 20 voip
session target ipv4:10.10.10.1
incom ng call ed-nunber 9991..
codec il bc

|

|

tel ephony-service ----------mmmmmmaaao > Only Required for |nBox
sdspfarmunits 1
sdspfarm transcode sessions 128
sdspfarmtag 1 traditiona
i p source-address 10.10.10.2 port 2000
max- conferences 8 gain -6
transfer-systemfull-consult
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Universal and G.711 to Any Transcoding with an Inbox on a Universal Gateway:
Example

The following example shows the configuration for transcoding for both universal and G.711 to any
codec with an inbox on a Cisco Unified Border Element on a universal gateway. Universal gateways
include the Cisco AS5350XM and Cisco AS5400XM platforms:

i LBC_UUT1#sh run
Bui I di ng configuration..

!
voi ce-card 5
dsp services dspfarm
!
voi ce-card 6
!
voi ce-card 7
dsp services dspfarm
!
Voi ce service voip
al | ow connections h323 to h323
al | ow connections h323 to sip
al | ow connections sip to h323
fax protocol t38 |Is-redundancy 0 hs-redundancy O fall back cisco
modem passt hrough none codec g729r8 pre-ietf

nterface G gabitEthernet0/0

i p address 10.10.10.2 255.255.0.0
dupl ex auto

speed auto

negotiati on auto

nterface G gabitEthernet0/1

i p address 10.20.20.2 255.255.0.0
dupl ex auto
speed auto

negotiati on auto

|

!
sccp local G gabitEthernet0/0
sccp ¢ccm 10.10.10.2 identifier 1
scep

|
sccp ccmgroup 1

associate ccm1 priority 1

associ ate profile 20 register traditiona
associ ate profile 10 regi ster MIPNEWONE
|
dspfarmprofile 10 transcode universa
codec g711lul aw

codec g711al aw

codec ilbc

codec g723r63

codec g723r53

codec gsnant-nb

codec g729ar8

codec g729abr8

maxi mum sessi ons 10

associ ate application SCCP

|
dspfarmprofile 20 transcode
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codec g711lul aw

codec g711al aw

codec il bc

codec g723r63

codec g723r53

codec gsnant-nb

codec g729ar8

codec g729abr8

maxi mum sessi ons 20

associ ate application SCCP

|

di al - peer voice 10 voip
destination-pattern 9991..
sessi on protocol sipv2

session target ipv4:10.20.20.1
codec g711lul aw

|
di al - peer voice 20 voip

session target ipv4:10.10.10.1
incom ng call ed- nunber 9991..
codec il bc

|

!
tel ephony-service ------------------------- > Only Required for |nBox
sdspfarmunits 2

sdspfarm transcode sessions 128
sdspfarmtag 1 traditiona
sdspfarmtag 2 MIPNEWONE

i p source-address 10.10.10.2 port 2000
max- conferences 8 gain -6
transfer-systemfull-consult

Universal and G.711 to Any Transcoding with an Inbox on an Integrated
Services Router: Example

The following example shows the configuration for transcoding for both universal and G.711 to any
codec with an inbox on a Cisco Unified Border Element on an integrated services router. Integrated
services routers include the Cisco 2800 and Cisco 3800 platforms:

crosby- 3845#
|

voi ce-card O

no dspfarm

dsp services dspfarm !
|
Voi ce service voip

al | ow connecti ons h323 to h323
|

nterface G gabitEthernet0/0

i p address 10. 3.65.102 255.255.0.0
dupl ex auto

speed auto

medi a-type rj45

|

|

sccp local G gabitEthernet0/0

sccp ccm 10.3.65.102 identifier 1

sccp
!
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sccp ccmgroup 1
associate ccm1 priority 1
associ ate profile 20 regi ster MI'POOOABCD
associ ate profile 10 regi ster OLDONE
keepalive retries 5
swi t chback method inmmedi ate
|
dspfarmprofile 10 transcode ------------ > for g711 to any
codec g711lul aw
codec g71lal aw
codec ilbc
codec g723r63
codec g723r53
codec gsmant-nb
codec g729ar8
codec g729abr8
maxi mum sessi ons 10
associ ate application SCCP
|
dspfarm profile 20 transcode universal -------------- > for Any to Any
codec g711ul aw
codec g71lal aw
codec ilbc
codec g723r63
codec g723r53
codec gsnant-nb
codec g729ar8
codec g729abr8
maxi mum sessi ons 2
associ ate application SCCP
!
|
di al - peer voice 10 voip
destination-pattern 2..
session target ipv4:1.3.65.12
codec ilbc
|
di al - peer voice 11 voip
destination-pattern 1..
session target ipv4:10.3.65.11
codec g711lul aw
|
|
tel ephony-service  ----------- > M nimum config for telephony is required for |nBox
i p source-address 10.3.65.102 port 2000
sdspfarmunits 2
sdspfarm transcode sessions 30
sdspfarmtag 1 MIPOOOABCD
sdspfarmtag 2 OLDONE
max- ephones 20
max-dn 20
max- conferences 12 gain -6
transfer-systemfull-consult
create cnf-files version-stanp 7960 Sep 27 2006 20: 39: 40

Where to Go Next

e To enable MGCP on a Cisco |OS gateway, see Configuring MGCP Gateway Support for
Cisco Unified Communications Manager, page 23.

g 55 |
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e To enable MGCP PRI backhaul support, see “Configuring MGCP PRI Backhaul and T1 CAS
Support for Cisco Unified Communications Manager” on page 113.

¢ To enable MGCP BRI backhaul support, see “Configuring MGCP-Controlled Backhaul of
BRI Signaling in Conjunction with Cisco Unified Communications Manager” on page 129.

¢ To download region-specific tones and the associated frequencies, amplitudes, and cadences, see
“Configuring Tone Download to MGCP Gateways” on page 145.

Additional References

“Cisco Unified Communications Manager and Cisco |OS Interoperability Features Roadmap” on
page 9—Describes how to access Cisco Feature Navigator; also lists and describes, by Cisco |10S
release, Cisco Unified Communications Manager and Cisco |OS interoperability features.

e “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on
page 13—Describes basics of underlying technology and lists related documents.

e “Conference Bridges’ chapter in the Cisco Unified CallManager System Guide, Release
4.0(1)—Overview of conference devices in Cisco Unified CallManager 4.0.

e “Conference Bridge Configuration” chapter in the Cisco Unified CallManager Administration
Guide, Release 4.0(1)—Describes how to configure conference bridges in Cisco Unified
CallManager 4.0.

e “Transcoders’ chapter in the Cisco Unified CallManager System Guide—Qverview of transcoder
devices in Cisco Unified CallManager 4.0.

e “Transcoder Configuration” chapter in the Cisco Unified CallManager Administration
Guide—Describes how to configure transcoders in Cisco Unified CallManager 4.0.

¢ |P Communications High-Density Digital Voice/Fax Network Module feature document—Describes
how to configure support for the NM-HDV2 in Cisco |OS gateways.

e “Connecting Voice Network Modules’ chapter in the Cisco Network Modules Hardware I nstallation
Guide—Describes how to install the voice network modules.
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Configuring MGCP PRI Backhaul and T1 CAS
Support for Cisco Unified Communications
Manager

This chapter describes the procedures for enabling MGCP PRI backhaul support on the Cisco 10S
gateway and describes related features.

Feature History for QSIG Supplementary Features for Voice Gateway Routers

Release Modification
12.3(8)XY This feature was introduced.
12.3(1D)T This feature was integrated into Cisco 10S Release 12.3(11)T.

Feature History for MGCP Gateway Support for Cisco Unified Communications Manager Network Specific
Facilities

Release Modification
12.2(15)ZJ This feature was introduced.
12.3(HT This feature was integrated into Cisco 10S Release 12.3(4)T.

Feature History for MGCP PRI Backhaul and T1 CAS Support for Cisco Unified Communications Manager

Release Modification

12.2(2) XN This feature was introduced for Cisco Unified Communications Manager
3.0 (formerly known as Cisco CallManager 3.0).

12.2(1D)T Support was added for Cisco Unified Communications Manager 3.2

(formerly known as Cisco CallManager 3.2).

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.
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Note  For more information about this and related Cisco 10S voice features, see the following:

e “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on page 13.

¢ EntireCisco 10S Voice Configuration Library—including library preface and glossary, other feature
documents, and troubleshooting documentati on—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.
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¢ Restrictions for MGCP PRI Backhaul and T1 CAS Support, page 2
¢ Information About MGCP PRI Backhaul and T1 CAS Support, page 2

¢ How to Configure MGCP PRI Backhaul Support for Cisco Unified Communications Manager,
page 3
¢ Configuration Examples for MGCP PRI Backhaul and T1 CAS, page 14

¢ Whereto Go Next, page 15
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Prerequisites for MGCP PRI Backhaul and T1 CAS Support

¢ Cisco I0S Release 12.2(11)T.

e QSIG signaling is required to support supplementary services over the T1 and E1 time-division
multiplexing (TDM) trunks that support the PRI backhaul mechanism.

Restrictions for MGCP PRI Backhaul and T1 CAS Support

¢ Voice interfaces on the NM-HDA and the AIM-VOICE-30 are not supported.

¢ Integrated access, in which the channelson a T1 or E1 interface are divided between a group used
for voice and another group used for WAN access, is not supported when voice is controlled by
Cisco Unified Communications Manager through MGCP.

e T1l1andELl protocols, such asQSIG, E1 R2, T1 FGD, and PRI NFAS, are not supported with MGCP
only with H.323.

e E1 CASisnot supported.
¢ Do not add the application mgcpapp command to dial peers that support PRI backhaul.

Information About MGCP PRI Backhaul and T1 CAS Support

To configure MGCP PRI backhaul, you should understand the following concepts:
¢ MGCP PRI Backhaul Overview, page 3
¢ |ISDN NSF in Route Patterns, page 3
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MGCP PRI Backhaul Overview

MGCP PRI backhaul isamethod for transporting complete I P telephony signaling information from an
ISDN PRI interface in an MGCP gateway to Cisco Unified Communications Manager using a highly
reliable TCP connection. The gateway uses a single TCP connection to backhaul all ISDN D channels
to Cisco Unified Communications Manager. The “ SAP/Channel ID” parameter in the header of each
message identifiesindividual D channels. In addition to carrying the backhaul traffic, the TCP keepalive
mechanism also determines M GCP voice gateway connectivity to an available call agent.

MGCP PRI backhaul terminates all ISDN PRI Layer 2 (Q.921) signaling functions on the MGCP
gateway while, at the same time, packaging all the ISDN PRI Layer 3 (Q.931) signaling information into
packets for transmission to Cisco Unified Communications Manager through an I P tunnel over a TCP
connection. This ensures the integrity of the Q.931 signaling information that passes through the
network for managing I P telephony devices. A rich set of user-side and network-side ISDN PRI calling
functions is supported by MGCP PRI backhaul.

The MGCP gateway also establishes a TCP link to the backup (secondary) Cisco Unified
Communications Manager server. In the event of a Cisco Unified Communications Manager switchover,
the secondary Cisco Unified Communications Manager server performs the MGCP PRI backhaul
functions. During the switchover, all active ISDN PRI calls are preserved, and the affected MGCP
gateway is registered with the new Cisco Unified Communications Manager server through a
Restart-in-Progress (RSIP) message. In this way, continued gateway operation is ensured.

T1 CASissupported in nonbackhaul fashion. Cisco Unified Communications Manager supports the
following CAS signaling types: E& M, wink-start, and E& M delay-dial. E1 CASis not supported.

ISDN NSF in Route Patterns

The MGCP Gateway Support for Cisco Unified Communications Manager Network Specific Facilities
(NSF) feature supports the use of the ISDN NSF information element in the route pattern. This feature
is compatible with Cisco Communications Manager 3.3(2) (formerly known as Cisco CallManager
3.3(2)) and later.

The route pattern design in Cisco Unified Communications Manager enables facilities or services to be
invoked on a call-by-call basis. The NSF information element, which isused in ISDN PRI setup
messages for outgoing calls, includes the carrier identification code (CIC) and service parameters. The
NSF configuration is done in Cisco Unified Communications Manager as part of the route pattern for
M GCP-controlled PRI ports. The NSF information element is inserted in the Q.931 stream so that the
attached PSTN switch can interpret the information elements and sel ect the service and route the call to
a network.

With NSF configured, NSF can be used on a call-by-call basis. Without NSF configuration, you must
configure associated gateways as standalone H.323 gateways for which NSF services are configured
locally within the router. No configuration is required on the MGCP gateway to use the NSF feature.

How to Configure MGCP PRI Backhaul Supportfor Cisco Unified
Communications Manager

This section contains the following procedures for configuring M GCP PRI backhaul and related features
on Cisco |0S MGCP gateways.

¢ Configuring MGCP PRI Backhaul on the Cisco Voice Gateway, page 4 (required)

| '-
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Verifying MGCP PRI Backhaul Configuration, page 5 (optional)

Configuring MGCP Gateway Support for Cisco Unified Communications Manager Network
Specific Facilities, page 8 (optional)

Verifying Configuration of MGCP Gateway Support for Cisco Unified Communications Manager
Network Specific Facilities, page 9 (optional)

Configuring QSIG Supplementary Features for Cisco |OS Voice Gateways, page 12 (optional)

Configuring MGCP PRI Backhaul on the Cisco Voice Gateway

Perform this task to configure MGCP PRI backhaul on a Cisco Voice Gateway.

SUMMARY STEPS
1. enable
2. configureterminal
3. controller {t1|el} slot/port
4. framing{esf | sf|crc4 | nocrcd | mp-crcd} [australia]
5. clock source{internal | line}
6. linecode {ami | b8zs | hdb3}
7. isdn switch-type{primary-4ess|primary-5ess | primary-dms100 | primary-ni | primary-net5 |

primary-ntt | primary-qsig | primary-ts014}

8. pri-group timeslots timeslot-range service mgcp
9. exit
10. interface serial slot/port:timeslot
11. isdn bind-L 3 ccm-manager
12. exit

DETAILED STEPS

Command or Action Purpose

Step1 enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.
e Enter your password when prompted.

Step2 configure terminal Enters global configuration mode.

Example:

Rout er# configure termnal

Step3 controller {tl | el} slot/port Enters controller configuration mode.

Example:

Rout er (config)# controller t1 3/0

e
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
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Command or Action

Purpose

fram ng {esf |
[australia]

sf | crcd | no-crcd |

nmp- cr c4}

Example:
Rout er (confi g-controll er)# fram ng esf

Specifies the framing typeonaELl or T1 PRI line.

e Defaultissf (super frame) for T1 lines; CRC4 for E1
lines.

clock source {internal | line} Configures the clock source used by the E1 or T1
controller.

Example: e Defaultisline.

Rout er (confi g-controller)# clock source internal

l'inecode {ani | b8zs | hdb3} Specifies the line encoding method for the link.

Example:
Rout er (confi g-controller)# |inecode b8zs

e Defaultisami (alternate mark inversion) for T1lines;
hdb3 (high-density bipolar 3) for E1 lines.

isdn switch-type {primary-4ess | primary-5ess |
primary-dns100 | primary-ni | primary-net5 |
primary-ntt | primary-qsig | primary-ts014}

Example:
Rout er (config-if)# isdn switch-type prinary-5ess

Specifies the ISDN switch type.

Note  Thiscommand can be entered in either global
configuration mode or interface configuration

mode.

pri-group tineslots tinmeslot-range service ngcp

Example:
Rout er (confi g-controller)# pri-group tineslots
1- 24 service ngcp

Specifies MGCP as the control protocol used for
backhaul.

The controller time slots cannot be shared between
backhaul and other Layer 3 protocols.

Note

exit

Example:
Rout er (confi g-di al - peer)# exit

Exits controller configuration mode and returns to global
configuration mode.

interface serial slot/port:tineslot

Example:

Router(config)# interface serial 3/0:0

Enters serial interface configuration mode.

e The syntax of this command is platform-dependent;
type ? to determine.

i sdn bi nd-L3 ccm nanager

Example:
Rout er (config-if)# isdn bind-L3 ccm manager

Enables ISDN to backhaul Q.931.

exit

Example:
Router(config-if)# exit

Exits interface configuration mode and returns to global
configuration mode.

Verifying MGCP PRI Backhaul Configuration

Perform this task to verify the configuration.




Configuring MGCP PRI Backhaul and T1 CAS Support for Cisco Unified Communications Manager |
B How to Configure MGCP PRI Backhaul Support for Cisco Unified Communications Manager

SUMMARY STEPS

1. show isdn status

2. show ccm-manager

3. show ccm-manager backhaul
DETAILED STEPS

Step1  show isdn status
Use the show isdn status command to verify connectivity.

In the following sample output, the Layer 2 protocol is Q.921, and the Layer 3 protocol is
CCM-MANAGER. This output verifies that the Layer 2 and Layer 3 protocols are configured to
backhaul 1SDN. If you are connected to alive line, you should see Layer 1 status as active and Layer 2
as MULTIPLE_FRAME_ESTABLISHED.

Rout er# show i sdn st at us

*00: 03: 34. 423 UTC Sat Jan 1 2000

G obal |1SDN Switchtype = primary-net5

| SDN Serial 1: 23 interface

1

*xxxkkk Network side configuration *x*****

|

dsl 0, interface | SDN Switchtype = primary-net5

|

**x* Master side configuration ****

1

L2 Protocol = Q 921 L3 Protocol (s) = CCM MANAGER

Layer 1 Status:

ACTI VE

Layer 2 Status:

TEl =0, Ces =1, SAPI = 0, State = MILTI PLE_FRAVME _ESTABLI SHED
Layer 3 Status:

NLCB: cal | i d=0x0, callref=0x0, state=31, ces=0 event=0x0
NLCB: cal | i d=0x0, callref=0x0, state=0, ces=1 event=0x0
0 Active Layer 3 Call(s)

Activated dsl 0 CCBs = 0

Nunmber of active calls =0

Nunmber of avail abl e B-channel s = 23

Total Allocated ISDN CCBs = 0

Step2  show ccm-manager

Use the show ccm-manager command to view the registration status with Cisco Unified
Communications Manager, for example:

Rout er # show ccm manager

MSCP Domai n Name: AV-2620-4

Priority St at us Host
Prinmary Regi stered 10. 16. 240. 124
Fi rst Backup Backup Ready 10. 16. 240. 128

Second Backup None

Current active Call Manager: 10. 16. 240. 124
Backhaul / Redundant |ink port: 2428

Fai l over Interval: 30 seconds
Keepal i ve Interval: 15 seconds
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Step 3

~

Note

How to Configure MGCP PRI Backhaul Support for Cisco Unified Communications Manager

Last keepalive sent: 00: 45: 31 (el apsed tinme: 00: 00: 04)
Last MGCP traffic tine: 00: 45: 31 (el apsed tinme: 00:00: 04)
Last failover tine: None
Swi t chback node: G acef ul
M3CP Fal | back node: Not Sel ect ed
Last M3CP Fal | back start time: 00:00: 00
Last MGCP Fal | back end tine: 00: 00: 00
PRI Backhaul Link info:
Li nk Protocol : TCP

Renote Port Nunber: 2428

Renot e | P Address: 10. 16. 240. 124
Current Link State: OPEN
Statistics:

Packets recvd: 32
Recv failures: 0
Packets xmitted: 32
Xmt failures: 0

PRI Ports bei ng backhaul ed:
Slot 1, port O

Confi guration Auto-Download | nformation

Current version-id: {1645327B- F59A-4417-8E01-7312C61216AE}
Last confi g- downl oaded: 00: 00: 49
Current state: Waiting for commands
Configurati on Downl oad statistics:
Downl oad Attenpted 6
Downl oad Successf ul 6
Downl oad Fai |l ed 0
Configuration Attenpted 1
Configuration Successful 1
Configuration Failed(Parsing): O
Configuration Failed(config) : O
Last config downl oad command: New Regi stration
Configuration Error History:
FAX node: cisco

show ccm-manager backhaul

Use the show ccm-manager backhaul command to verify the PRI backhaul link information, for

example:

Rout er # show ccm manager backhaul

PRI Backhaul Link info:

Li nk Protocol : TCP

Rermot e Port Nunber: 2428

Renpt e | P Address: 10.20.71. 38
Current Link State: OPEN
Statistics:

Packets recvd: 0

Recv failures: 0

Packets xmtted: 21

Xmt failures: 0

PRI Ports bei ng backhaul ed:
Slot 1, port 1

For a description of the fields displayed in these output examples, see the Cisco 10S Voice Command

Reference, Release 12.3T.
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Configuring MGCP Gateway Support for Cisco Unified Communications
Manager Network Specific Facilities

There are no specific Cisco |0S configuration tasks necessary to support the NSF feature other than
enabling MGCP PRI backhaul as described in the“ Configuring M GCP PRI Backhaul on the Cisco Voice
Gateway” section on page 4.

Prerequisites for MGCP Gateway Support for Cisco Unified Communications Manager Network
Specific Facilities
e Cisco |0S Release 12.3(4)T or later
¢ NM-HDV or NM-HDV2
e Supported interface cards:
- AIM-ATM-VOICE-30
- AIM-VOICE-30
e Supported switch types:
- PRI 4ESS
- PRI 5E8
- PRI 5E9
- DMS100
- DMS250
- PRI NI-2
¢ MGCP PRI backhaul configuration. For information, see:

- “Configuring MGCP PRI Backhaul and T1 CAS Support for Cisco Unified Communications
Manager” on page 1

- How to Configure MGCP with Digital PRI and Cisco Unified Communications Manager

¢ Cisco Unified Communications Manager 3.3(2) (formerly known as Cisco CallManager 3.3(2)) or
later with the following configured:

- Network Service Protocol—Choose the PRI protocol that matches the protocol of the
terminating gateway from the Network Service Protocol drop-down field.

- Network Service—Choose the appropriate network service. The values vary depending on the
network service protocol that you choose from the Network Service Protocol drop-down field.

— Service Parameter Name—Displays the service parameter name that is associated with the
chosen network service. If no service parameter existsfor the network service, thefield displays
<Not Exist>.

- Service Parameter Value—Enter the appropriate service parameter value. Valid entries include
the digits 0 to 9. If a service parameter does not exist for the network service, Cisco Unified
Communications Manager disables this field.

- Route patterns—For more information, see the Cisco Unified CallManager Administration
Guide, Release 4.0(1).
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¢ Cisco Unified Communications Manager supports NSF only if the appropriate carrier identification
code (CIC) is entered in the CIC field. CICs, which can be 3 or 4 digits or no digits, enable you to
reach the services of interexchange carriers. For a complete list of CICs, go to
http://www.nanpa.com. The following are examples of commonly used CICs:

- 0222—WorldCom and MCI
- 0288—ATT
- 0333—Sprint

Verifying Configuration of MGCP Gateway Support for Cisco Unified
Communications Manager Network Specific Facilities

SUMMARY STEPS

DETAILED STEPS

Step 1

Perform this task to verify the configuration.

1. show ccm-manager

show mgcp endpoints

debug ccm-manager backhaul
debug isdn q931

Eal N

show ccm-manager

Usethe show ccm-manager command to verify the registration status of Cisco Unified Communications
Manager, for example:

Rout er # show ccm nmanager

MECP Domai n Nanme: Router
Priority Status Host

Primary Regi stered 10.16.240.124

Fi rst Backup None

Second Backup None

Current active Call Manager: 10.16.240.124

Backhaul / Redundant [ink port: 2428

Fai l over Interval: 30 seconds

Keepal i ve Interval: 15 seconds

Last keepalive sent: 00:45:31 (el apsed tine: 00:00: 04)
Last M3CP traffic tinme: 00:45:31 (el apsed tine: 00:00: 04)
Last failover tine: None

Swi t chback nopde: Graceful

MGCP Fal | back node: Not Sel ected

Last MGCP Fal | back start tine: 00:00: 00

Last MGCP Fal | back end tine: 00: 00: 00
PRI Backhaul Link info
Li nk Protocol : TCP

Renote Port Nunber: 2428

Rermote | P Address: 10.16.240.124
Current Link State: OPEN
Statistics:



http://www.nanpa.com

Configuring MGCP PRI Backhaul and T1 CAS Support for Cisco Unified Communications Manager |
B How to Configure MGCP PRI Backhaul Support for Cisco Unified Communications Manager

Packets recvd: 32

Recv failures: 0

Packets xmtted: 32

Xmt failures: 0O
PRI Ports being backhauled: Slot 1, port O
|

Confi guration Auto-Downl oad | nformation

No configurations downl oaded

Current state: Automatic Configuration Downl oad feature is disabl ed
Configuration Error History:

FAX node: cisco

Step2  show mgcp endpoints

Use the show mgcp endpoints command to verify the status of the ports on the T1 interface, for
example:

Rout er# show ngcp endpoi nts

Interface T1 1/0
|

ENDPOl NT- NAMVE V-PORT SIG TYPE ADM N

S1/ds1- 0/ 1@\V- 2620- 4 1/0: 23 none up
S1/ds1- 0/ 2@\V- 2620- 4 1/0: 23 none up
S1/ds1- 0/ 3@\V- 2620- 4 1/ 0: 23 none up
S1/dsl- 0/ 4@\V- 2620- 4 1/0: 23 none up
S1/ds1- 0/ 5@AV- 2620- 4 1/0: 23 none up
S1/ds1- 0/ 6@AV- 2620- 4 1/ 0: 23 none up
S1/ds1- 0/ 7@\V- 2620- 4 1/0: 23 none up
S1/ds1- 0/ 8@AV- 2620- 4 1/0: 23 none up
S1/ds1- 0/ 9@AV- 2620- 4 1/ 0: 23 none up
S1/ ds1- 0/ 10@AV- 2620- 1/0: 23 none up
S1/ds1- 0/ 11@AV- 2620- 1/0: 23 none up
S1/ds1-0/ 12@\V- 2620- 1/ 0: 23 none up
S1/ds1- 0/ 13@AV- 2620- 1/0: 23 none up
S1/ds1- 0/ 14@AV- 2620- 1/0: 23 none up
S1/ds1- 0/ 15@\V- 2620- 1/ 0: 23 none up
S1/ds1- 0/ 16 @AV- 2620- 1/0: 23 none up
S1/ds1- 0/ 17@AV- 2620- 1/0: 23 none up
S1/ ds1- 0/ 18@AV- 2620- 1/0: 23 none up
S1/ds1- 0/ 19@AV- 2620- 1/ 0: 23 none up
S1/ds1- 0/ 20@AV- 2620- 1/0: 23 none up
S1/ ds1- 0/ 21@AV- 2620- 1/0: 23 none up
S1/ds1- 0/ 22@AV- 2620- 1/ 0: 23 none up
S1/ ds1- 0/ 23@AV- 2620- 1/0: 23 none up

Step3  debug ccm-manager backhaul

Use the debug ccm-manager backhaul command to verify that the NSF messages are backhauled
correctly between the gateway and Cisco Unified Communications Manager, for example:

Rout er # debug ccm manager backhaul events

!

Cal | Manager backhaul events debugging is ON

!

3:05: 20:

1wod:

cnbh_rcv_cal | back: <-- Receiving backhaul nsg for Sel/1:23 :
| bk_msg_type = DATA REQ
| bk_chan_id (slot:port) = 1:1
| Q931 length = 52




| Configuring MGCP PRI Backhaul and T1 CAS Support for Cisco Unified Communications Manager
How to Configure MGCP PRI Backhaul Support for Cisco Unified Communications Manager Il

| Q931 nmessage type: SETUP
| Q931 nmessage = 080200040504038090A21803A983971E028083200604A1323838E7

The bold portion of the above number is the NSF related information in the setup message of the
backhaul packet.

28086E616D6534343031600600813434303170058039393939
1w0d:
cnbrl _send_pak: >-- Sendi ng backhaul ed nmsg for Sel/1:23 :
| bk_nsg_type = DATA_|I ND
| bk_chan_id (slot:port) = 1:1
| Q931 length = 12
| Q 931 nessage type: STATUS
| Q931 nessage = 080280047D080280E4140101
1wod:
cnbrl _send_pak: --> Sending backhaul ed nsg for Sel/1:23 :
| bk_nsg_type = DATA | ND
| bk_chan_id (slot:port) = 1:1
| Q931 length = 10
| Q931 nessage type: CALL PROCEEDI NG
| Q931 nmessage = 08028004021803A98397
1w0d:
cnbrl _send_pak: --> Sendi ng backhaul ed nsg for Sel/1:23 :
| bk_nsg_type = DATA_| ND
| bk_chan_id (slot:port) = 1:1
| Q931 length =9
| Q931 nessage type: PROGRESS
| Q931 nmessage = 08028004031E028188
1w0d:
cnbrl _send_pak: --> Sendi ng backhaul ed nsg for Sel/1:23 :
| bk_nsg_type = DATA_| ND
| bk_chan_id (slot:port) = 1:1
| Q931 length =9
| Q931 message type: CONNECT
| Q931 nmessage = 08028004071E028182
1w0d:
cnbh_rcv_cal | back: <-- Receiving backhaul nsg for Sel/1:23 :
| bk_nsg_type = DATA_REQ
| bk_chan_id (slot:port) = 1:1
| Q931 length =5
| Q931 nessage type: CONNECT ACK
| Q931 nmessage = 080200040F
1wod:
cnbrl _send_pak: --> Sendi ng backhaul ed nsg for Sel/1:23 :
| bk_nsg_type = DATA | ND
| bk_chan_id (slot:port) = 1:1
| Q931 length =9
| Q931 nessage type: DI SCONNECT
| Q931 nmessage = 080280044508028290
1w0d:
cnbh_rcv_cal | back: <-- Receiving backhaul nmsg for Sel/1:23 :
| bk_msg_type = DATA _REQ
| bk_chan_id (slot:port) = 1:1
| Q931 length =5
| Q931 message type: RELEASE
| Q931 nessage = 080200044D
1w0d:
cnbrl _send_pak: --> Sending backhaul ed nmsg for Sel/1:23 :
| bk_nsg_type = DATA_ I ND
| bk_chan_id (slot:port) = 1:1
| Q931 length =5
| Q931 nessage type: RELEASE COWPLETE
| Q931 nessage = 080280045A
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Step 4

Note

debug isdn g931
Use the debug isdn q931 command to display the ISDN Layer 3 processing, for example:

Rout er # debug isdn q931
|
debug isdn 931 is ON
1w0d: | SDN Sel/1:23 @31: TX -> SETUP pd = 8 callref = 0x0003
Bearer Capability i = 0x8090A2
Standard = CCTT
Transfer Capability = Speech
Transfer Mode = Crcuit
Transfer Rate = 64 kbit/s
Channel 1D i = 0xA98397
Excl usi ve, Channel 23
Progress Ind i = 0x8083 - Origination address is non-1SDN
Net Specific Fac i = 0x04A1323838E7
Display i = 'name4401'
Calling Party Number i = 0x0081, '4401'
Pl an: Unknown, Type: Unknown
Call ed Party Nunmber i = 0x80, '9999'
Pl an: Unknown, Type: Unknown
1w0d: | SDN Sel/1:23 @Q@31: RX <- STATUS pd = 8 callref = 0x8003

Cause i = Ox80E4 - Invalid informati on el enent contents
Call State i = 0x01

1w0od: | SDN Sel/1:23 @31: RX <- CALL_PROC pd = 8 callref = 0x8003
Channel IDi = 0xA98397

Excl usi ve, Channel 23
1w0od: | SDN Sel/1:23 @31: RX <- PROGRESS pd = 8 callref = 0x8003

Progress Ind i = 0x8188 - In-band info or appropriate now avail able
1w0d: | SDN Sel/1:23 @31: RX <- CONNECT pd = 8 callref = 0x8003
Progress Ind i = 0x8182 - Destination address is non-ISDN

1w0od: | SDN Sel/1:23 @31: TX -> CONNECT_ACK pd = 8 callref = 0x0003

1w0d: | SDN Sel/1:23 @31: RX <- DI SCONNECT pd = 8 callref = 0x8003
Cause i = 0x8290 - Normal call clearing

1w0d: | SDN Sel/1:23 @Q@31: TX -> RELEASE pd = 8 callref = 0x0003

1wod: | SDN Sel/ 1:23 @Q31: RX <- RELEASE COWP pd = 8 callref = 0x8003

For a description of the fields displayed in these output examples, see the Cisco 10S Voice Command
Reference, Release 12.3T and the Cisco |0S Debug Command Reference, Release 12.3.

Configuring QSIG Supplementary Features for Cisco 10S Voice Gateways

Prerequisites

There are no specific configuration tasks necessary to support QSIG features on the voice gateway
except those described in the following Prerequisites section.

e Cisco I0S Release 12.3(11)T or later

¢ MGCP must be configured on the voice gateway. For information, see“ Configuring M GCP Gateway
Support for Cisco Unified Communications Manager” on page 23.

¢ |ISDN PRI Backhaul must be configured on the MGCP gateway. For information, see the
“Configuring MGCP PRI Backhaul on the Cisco Voice Gateway” section on page 4.
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e QSIG signaling is required to support supplementary services over the T1 and E1 time-division
multiplexing (TDM) trunks that support the PRI backhaul mechanism.

¢ Cisco Catalyst 6500 series and Cisco 7600 series Communication Media Module (CMM) requires
WS-SVC-CMM-6T1 or WS-SVC-CMM-6EL1 port adapter.

QSIG Supplementary Features for Cisco 10S Voice Gateways

The QSIG protocol, avariation of ISDN PRI signaling that is used by PBXs, supports basic calls and
supplementary services over TDM trunks. Cisco Unified Communications Manager can interoperate
with PBXsusing QSIG. The voice gateway supports QSIG over PRI backhaul interfaces. Call control is
transparent to the voice gateway as all layer 3 messages are passed through PRI backhaul.

These additional QSIG features and services are supported for Cisco Unified Communications M anager
4.0 (formerly known as Cisco CallManager 4.0) and later:

¢ Call diversion (forwarding)

e Call transfer

¢ |dentification services

e Message waiting indication services

Figure 8 QSIG and Supplementary Services Overview
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For more information about QSIG support in Cisco Unified Communications Manager, see the
“Understanding | P Telephony Protocols’ chapter in the Cisco Unified Communications Manager System
Guide.
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Configuration

Examples for MGCP PRI Backhaul and T1 CAS

This section provides the following configuration example:

S

MGCP PRI Backhaul and T1 CAS: Example, page 14

Note  To view relevant configuration examples, go to the Cisco Systems Technologies website at
http://cisco.com/web/psa/technol ogies/index.html. From the website, select Voice > | P
Telephony/Vol P, then click Configure> Configuration Examples and Tech Notes.

MGCP PRI Backhaul and T1 CAS: Example

In the following example, T1 CAS and PRI backhaul is configured for an MGCP gateway:

nmgcp
nmgcp
ngep
nmgcp
nmgcp
ngep
nmgcp
nmgcep
ngep
nmgcp
nmgcp
ngep
i sdn
cal

|

call-agent 10.0.0.21 service-type ngcp version 0.1
dtnf-relay voip codec all node out-of - band
modem passt hrough voi p node ci sco

nmodem passt hrough voi p codec g71lal aw
nmodem passt hrough voi p redundancy

package- capabi |l ity dtnf-package

package- capabi l ity nf-package

package- capability rtp-package

package- capability sst-package

def aul t - package | i ne- package

timer net-cont-test 3000

switch-type primary-n

rsvp-sync

ccm manager fall back-mgep

ccm manager redundant - host 10.0.0. 21
ccm manager ngcep

ccm manager mnusi c-on-hol d

! This is the PRI backhaul circuit
controller T1 3/0

fram ng esf

li necode b8zs

pri-
1

group O tineslots 1-24 service ngcp

! This is the T1-CAS circuit
controller T1 3/1

fram ng esf

I'i necode b8zs

dsO-

group O timeslots 1-24 type e&mw nk-start

nterface Serial 3/0: 23

no i p address

no | oggi ng event |ink-status
isdn switch-type primry-ts014
i sdn i ncom ng-voi ce voice

i sdn T306 60000

i sdn bi nd-L3 ccm manager

no cdp enabl e

di al -

peer voice 501 pots

servi ce ngcpapp
i ncom ng cal |l ed- nunber
port 3/1:0
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Where to Go Next

Where to Go Next

¢ Toconfigure conferencing, transcoding, and M TP support on a Cisco | OS gateway, see“ Configuring
Enhanced Conferencing and Transcoding for Voice Gateway Routers” on page 67.

¢ To enable MGCP BRI backhaul support, see “ Configuring MGCP-Controlled Backhaul of
BRI Signaling in Conjunction with Cisco Unified Communications Manager” on page 129.

¢ To download region-specific tones and their associated frequencies, amplitudes, and cadences, see
“Configuring Tone Download to MGCP Gateways’ on page 145.

Additional References

e “Cisco Unified Communications Manager and Cisco 10S Interoperability Features Roadmap” on
page 9—Describes how to access Cisco Feature Navigator; also lists and describes, by Cisco 10S
release, Cisco Unified Communications Manager and Cisco 10S interoperability features.

e “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on
page 13—Describes basics of underlying technology and lists related documents.

¢ How to Configure MGCP with Digital PRI and Cisco Unified Communications
Manager—Technical support configuration document that includes sample configurations and
troubleshooting tips.
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Configuring MGCP-Controlled Backhaul of
BRI Signaling in Conjunction with Cisco Unified
Communications Manager

The MGCP-Controlled Backhaul of Basic Rate Interface (BRI) Signaling in Conjunction with
Cisco Unified Communications Manager feature provides M GCP service to remote-office gateways that
connect by means of ISDN BRI trunks to a centralized Cisco Unified Communications Manager.

Feature benefits include the following:
¢ Centralized call-management architecture, enabling a high degree of network control
¢ Short voice cut-through times
e Graceful evolution to new technology and to AVVID

Only the ETSI BRI basic-net3 switch type is supported.

Feature History for MGCP-Controlled Backhaul of BRI Signaling in Conjunction with Cisco Unified
Communications Manager

Release Modification

12.2(15)2J This feature was introduced for Cisco Communications Manager 3.3(2)
(formerly known as Cisco CallManager 3.3(2)).

12.3(2)T This feature was integrated into Cisco |OS Release 12.3(2)T.

12.3(11)T Support was added for Cisco Unified Communications Manager 4.1.

12.42)T This feature was implemented on the Cisco 2600XM, Cisco 2691,

Cisco 2800 series, Cisco 3700 series, and Cisco 3800 series.

0 ' I ' 0 l l ' 0 Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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W Contents

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco | OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Note  For more information about this and related Cisco |OS voice features, see the following:
¢ “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on page 13.

¢ Entire Cisco |0S Voice Configuration Library—including library preface and glossary, other feature
documents, and troubleshooting documentation—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.

Contents

¢ Prerequisites for MGCP-Controlled Backhaul of BRI Signaling, page 2

¢ Restrictions for MGCP-Controlled Backhaul of BRI Signaling, page 3

¢ Information About MGCP-Controlled Backhaul of BRI Signaling, page 3

¢ How to Configure MGCP-Controlled Backhaul of BRI Signaling, page 5

¢ Configuration Examples for MGCP-Controlled Backhaul of BRI Signaling, page 9
¢ Whereto Go Next, page 15

¢ Additional References, page 16

Prerequisites for MGCP-Controlled Backhaul of BRI Signaling

Cisco Unified Communications Manager
¢ Cisco Unified Communications Manager 4.1(1) or alater release

Cisco Voice Gateway
e 20-MB flash memory

e 64-MB DRAM
¢ One of the supported combinations of BRI voice interface card (VIC) and network module;

— VIC-2BRI-NT/TE or VIC-2BRI-S/T in NM-1V or NM-2V with Cisco 10S Release 12.3(11)T
or alater release

- VIC2-2BRI-NT/TE in NM-HD-1V, NM-HD-2V, NM-HD-2VE, or NM-HDV 2 with Cisco |OS
Release 12.4(2)T or alater release

- EM-4BRI-NT/TE in EVM-HD-8FXS/DID with Cisco |OS Release 12.4(2)T or alater release
¢ MGCP enabled globally in a Vol P network
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e MGCP control of dial peers and voice ports
¢ MGCP single-point configuration enabled

S

Note  For MGCP configuration instructions, see “ Configuring MGCP Gateway Support for
Cisco Unified Communications Manager” on page 23.

Restrictions for MGCP-Controlled Backhaul of BRI Signaling

¢ BRI backhaul uses the enhanced interface numbering support available in Cisco |OS
Release 12.3(11)T and later. Previous rel eases supported only the slot/subslot/port format with the
subslot forced to 0 on the Cisco 2600 series, Cisco 3600 series, and Cisco 3700 series. Cisco |10S
Release 12.3(11)T and later releases support both the slot/port and slot/subslot/port interface
numbering formats for BRI backhaul.

e Only the ETSI BRI Basic-NET3 switch type is supported.

¢ BRI calls are cleared during M GCP gateway fallback and rehome because ISDN BRI L2 must be
reinitiated and brought up again by the new L3 task.

¢ Do not add the application mgcpapp command to voice dial peers that support BRI backhaul.

Information About MGCP-Controlled Backhaul of BRI Signaling

To configure MGCP-controlled backhaul of BRI signaling, you should understand the following
concept:

¢ MGCP-Controlled Backhaul of BRI Signaling, page 3

MGCP-Controlled Backhaul of BRI Signaling

The MGCP-Controlled Backhaul of BRI Signaling feature supports a centralized Cisco Unified
Communications Manager architecture with BRI trunks connected to remote branch offices.
Transporting signaling information from a branch-office M GCP gateway to a centralized media-gateway
controller for processing is called backhaul. D-channel signal information is backhauled to Cisco
Unified Communications Manager through a TCP session. All Q.931 messages are passed through the
TCP connection between the Cisco MGCP gateway and Cisco Unified Communications Manager. The
MGCP gateway neither parses nor has any knowledge of the contents of those messages.

This feature enables you to connect remote ISDN PBXs and key systemsto a Cisco ISDN BRI network
termination (network side) or PSTN Class 4/5 switch through a Cisco ISDN BRI terminal equipment (as
user side) interface. External call-control entities, such as one or more Cisco Unified Communications
Manager servers, provide voice service between local and remote branch offices.

Figure 9 depicts atypical network-side scenario. NT denotes network termination; TE denotes terminal
equipment.
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Figure 9 Typical ISDN BRI Network-Side Scenario
Euro ISDN demarcation
SIT
| .
ISDN BRI US ISDN dUemarcatlon
|
|
ISDF)ne TE NT :
— ------------------- NT1 '
—— < I

IP network/
WAN

82726

Media gateway

Figure 10 shows atypical user-side scenario.

Figure 10 ISDN BRI User-Side Scenario

HQ Cisco Unified
Communications Manager

82768

The following is the sequence of events during normal backhaul:

1.
2.

A call comesin from the PSTN and passes over the BRI trunk to the MGCP gateway.

The MGCP gateway passes signaling information from the call acrossthe WAN to the Cisco Unified
Communications Manager at headquarters.

The Cisco Unified Communications Manager instructs the MGCP gateway on how to set up and
manage the call.

The call is established.
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How to Configure MGCP-Controlled Backhaul of BRI Signaling

This section contains the following procedures:

e Configuring the BRI Interface as an MGCP-BRI Backhaul Endpoint, page 5 (required)
¢ Verifying MGCP-BRI Backhaul Configuration, page 6 (optional)

¢ Troubleshooting Tips for MGCP-Controlled Backhaul of BRI Signaling, page 8 (optional)

Configuring the BRI Interface as an MGCP-BRI Backhaul Endpoint

SUMMARY STEPS

DETAILED STEPS

enable

)

configure terminal

interface bri slot/port

shutdown

isdn switch-type basic-net3

isdn bind-L 3 ccm-manager service mgcp
no shutdown

no mgcp

mgcp

exit

© e N o e B w N

-
e

Command or Action

Purpose

Step 1 enabl e

Example:

Rout er > enabl e

Enables privileged EXEC mode.
Enter your password if prompted.

Step2 configure ternnal

Example:

Enters global configuration mode on the BRI slot and port.

Rout er# configure term nal

Step3 interface bri slot/port

Example:
Rout er(config)# interface bri 1/0

Configures the BRI interface as the MGCP-BRI backhaul
endpoint.

e Sot and port syntax is platform-dependent; type ? to
determine.

Note  Thiscommand is supported only for a user-side
ETSI NET3 switch-type.
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Command or Action Purpose
Step4  shutdown (Optional) Clears the interface of any active calls. If there
are no active calls, you can skip this step.
Example:
Rout er (config-if)# shutdown
Step5 isdn switch-type basic-net3 Sets the central-office switch type on the ISDN interface to
basic-net3.
Example:
Rout er (config-if)# isdn switch-type basic-net3
Step6 isdn bind-L3 ccmmanager service ngcp Sets ISDN L3 binding on the BRI interface.
Example:

Rout er (config-if)# isdn bind-L3 ccm manager
servi ce ngcp

Step7 no shutdown Restarts the interface if it was previously disabled.
Example:
Rout er (config-if)# no shutdown

Step8 no ngcp Disables all MGCP applications and protocols.
Example:
Rout er (config-if)# no ngcp

Step9  rmgcp Restarts MGCP and reregisters the gateway to

Cisco Unified Communications Manager.

Example:
Rout er (config-if)# ngcp

Step10 exit Exits interface-configuration mode.
Example:

Rout er (config-if)# end

Verifying MGCP-BRI Backhaul Configuration

SUMMARY STEPS
1. show isdn status
2. show ccm-manager
3. show ccm-manager backhaul
4. show mgcp endpoint
DETAILED STEPS

Step1  show isdn status

-_. |
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Step 2

Step 3

How to Configure MGCP-Controlled Backhaul of BRI Signaling 1l

Use the show isdn status command to verify that Layer 2 is established and that Layer 3 is configured
as Cisco Unified Communications Manager. This output displays only if TEI negotiation is performed
at startup.

Rout er# show i sdn status

I'SDN BRI 1/1 interface
dsl 1, interface | SDN Switchtype = basic-net3
L2 Protocol = Q921 L3 Protocol (s) = CCM MANAGER
Layer 1 Status:
ACTI VE
Layer 2 Status:
TElI = 64, Ces = 1, SAPI = 0, State = MJLTI PLE_FRAME _ESTABLI SHED
S

Note  Usethiscommand only if TEI negotiation is done at startup. Otherwise, TEI negotiation is done
when the first call is placed, so output shows Layer 2 with no TEI negotiated and Layer 3 as
down.

show ccm-man ager

Use the show ccm-manager command to verify your Cisco Unified Communications Manager
configuration on the gateway.

Rout er # show ccm manager

MGECP Donmi n Nane: 3845- 1. ci sco. com
Priority St at us Host

Prinmary Regi stered 10. 3. 102. 99
Fi rst Backup None
Second Backup None

Current active Call Manager: 10. 3. 102. 99
Backhaul / Redundant |ink port: 2428

Fai l over Interval: 30 seconds

Keepal i ve Interval: 15 seconds

Last keepalive sent: 20:58:35 UTC Sep 3 2004 (el apsed time:00: 00: 11)
Last MGCP traffic tine: 20:58: 35 UTC Sep 3 2004 (el apsed tinme: 00: 00: 11)
Last failover tinme: None

Last switchback tinme: None

Swi t chback node: Gracef ul

MECP Fal | back node: Not Sel ect ed

Last MGCP Fal | back start tinme: None
Last MGCP Fal | back end ti ne: None
M3ECP Downl oad Tones: Di sabl ed

Configuration Error History:
FAX node: ci sco

show ccm-manager backhaul

Use the show ccm-manager backhaul command to display information about the BRI backhaul link.

Rout er # show ccm manager backhaul

Backhaul Link info:
Li nk Protocol : TCP
Renote Port Nunber: 2428
Renpte | P Address: 10.3.102.99
Current Link State: OPEN
Statistics:
Packets recvd: 4
Recv failures: 0
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Packets xmtted: 2
Xmt failures: O

BRI Ports being backhaul ed:
Slot 0, VICO, port O
Slot 1, VICO, port O

Step4  show mgcp endpoint

Use the show mgcp endpoint command to display alist of your MGCP endpoints.
Rout er # show ngcp endpoi nt

BRI/ S1/ SW0/ P1/ 1@745- 1
BRI/ S1/ SU0/ P1/ 2@745- 1

Troubleshooting Tips for MGCP-Controlled Backhaul of BRI Signaling

Table 10 lists commands that are available for troubleshooting your configuration.

Table 10 Troubleshooting Commands

Command Purpose

command-type a-law Enables you to address poor voice quality. If your
system uses a-law pulse-code modulation (PCM),
use this command in interface-BRI configuration
mode to reconfigure the BRI voice port in the
gateway for a-law PCM. The system default is
mu-law PCM.

debug ccm-manager backhaul packets Displays debugging information about
Cisco Unified Communications Manager
backhaul message packets.

debugisdn q931 Displays debugging information about ISDN L3
Q.931 message packets.

debug mgcp packets Displays debugging information about MGCP
message packets.

Configuring SRTP Mode on Cisco 10S MGCP Gateways

SRTP mode provides secure VoI P calls by addressing security requirements for privacy, integrity, and
confidentiality of voice conversations. | Psec, a standards-based set of security protocols and algorithms,
ensures that signaling information that is sent between the gateway and Cisco Unified Communications
Manager are encrypted. Media encryption using standards-based Secure Real-Time Transport Protocol
(SRTP) ensures that media streams between supported devices are secure.

Perform this task to configure SRTP mode on the gateway.
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Prerequisites for SRTP Mode

You should first establish an | Psec connection between Cisco Unified Communications Manager and the
M GCP gateway before using the MGCP SRTP package. Otherwise, mediakeys are sent in clear text and
your voice call is not considered secure.

SUMMARY STEPS
1. enable
2. configureterminal
3. mgcp package-capability srtp-package
4. mgcp validate call-agent source-ipaddr
5. exit
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Rout er > enabl e
Step2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step3  ngycp package-capability srtp-package Enables the MGCP gateway capability to process SRTP
packages.
Example:

Rout er (confi g)# ngcp package-capability
srt p- package

Step4 nycp validate call-agent source-ipaddr (Optional) Enables the MGCP application validation that
packets received are sent by a configured call agent.

Example:
Rout er (config)# ngcp validate call -agent
sour ce- i paddr

Step5 exit Exits global configuration mode.

Example:
Rout er (config)# exit

Configuration Examples for MGCP-Controlled Backhaul of BRI
Signaling

This section provides the following configuration example:
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¢ MGCP BRI Backhaul on Cisco 3745: Example, page 10
e MGCP BRI Backhaul on Cisco 3640: Example, page 13

MGCP BRI Backhaul on Cisco 3745: Example

Rout er # show runni ng-config
Bui I di ng configuration...

Current configuration :3913 bytes
|
version 12.3
service tinestanps debug datetime nmsec
service tinestanps |og datetine nsec
no servi ce password-encryption
|
host name Rout er
!
boot - st art - mar ker
boot - end- mar ker
|
!
no network-cl ock-participate slot
no network-cl ock-participate sl ot
no network-cl ock-participate sl ot
no network-cl ock-participate slot
no network-clock-participate wic 0
no network-cl ock-participate wic 1
no network-cl ock-participate wic 2
no network-cl ock-participate aimO
no network-cl ock-participate aim1
no aaa new nodel
i p subnet-zero
ip cef
|
|
!
ip dhcp pool phonel
host 10.3.102.102 255.255.0.0
client-identifier 0100.1121.116b. dd
option 150 ip 10.3.102.99
defaul t-router 10.3.102.2

A WNPRE

!
!
i p domai n nane ci sco.com
ip ids po max-events 100
no ftp-server wite-enable
isdn switch-type basic-net3
voi ce-card 1
no dspfarm
|
voi ce-card 2
no dspfarm
|
voi ce-card 3
no dspfarm
|
|
|
ccm manager sw tchback i nmedi ate
ccm manager fall back-mgep
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ccm manager redundant - host 10. 3. 102. 98
ccm manager ngcep

nterface FastEthernet0/0

i p address 10.3.102.2 255.255.0.0
dupl ex auto

speed auto

nterface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

nterface BRI 1/0
no i p address

i sdn
i sdn
i sdn
i sdn

switch-type basic-net3

i ncom ng-voi ce voi ce

bi nd-13 ccm manager service ngcp
ski psend-idverify

nterface BRI1/1
no i p address

i sdn
i sdn
i sdn
i sdn
i sdn

switch-type basic-net3
protocol - emul at e net work
| ayer 1- errul at e net wor k

i nconi ng- voi ce voice

ski psend-idverify

nterface BRI 2/0
no i p address

i sdn
i sdn
i sdn
i sdn

switch-type basic-net3

i nconi ng- voi ce voice

bi nd-13 ccm nanager service ngcp
ski psend-idverify

nterface BRI 2/1
no i p address

i sdn
i sdn
i sdn
i sdn
i sdn

switch-type basic-net3
protocol - emul at e net wor k
| ayer 1- ermrul at e net wor k

i nconi ng- voi ce voice

ski psend-idverify

nterface BRI 3/0
no i p address

i sdn
i sdn
i sdn
i sdn

switch-type basic-net3

i nconi ng- voi ce voice

bi nd-13 ccm nanager service ngcp
ski psend-idverify

nterface BRI 3/1
no i p address

i sdn
i sdn
i sdn
i sdn
i sdn

switch-type basic-net3
protocol - emul at e net wor k
| ayer 1-enmul at e network

i nconi ng-voi ce voice

ski psend-idverify

ip default-gateway 10.3.0.1
ip classless
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ip route 0.0.0.0 0.0.0.0 10.3.0.1
|

ip http server

no ip http secure-server

!

!

access-list 10 deny 10.3.102.99 |og
access-list 10 permt any

!

!

!

control -pl ane

!

!

call application alternate DEFAULT
!

!

voi ce-port 1/1/0

!

voi ce-port 1/1/1

!

voi ce-port 2/0/0

!

voi ce-port 2/0/1

!

voi ce-port 3/0/0

!

voi ce-port 3/0/1

!

voi ce-port 3/1/0

!

voi ce-port 3/1/1

!

voi ce-port 3/1/2

!

voi ce-port 3/1/3

!

!

ngep

mgcp cal |l -agent 10. 3. 102. 99 service-type ngcp version 0.1
mgcp package-capability srtp-package
|

mgcp profile default

!

!

!

di al - peer voice 1 pots
appl i cati on ngcpapp
direct-inward-dia
port 3/0/0
forward-digits al

!

di al - peer voice 100 voip
appl i cati on ngcpapp
destination-pattern 9..
session target ipv4:10.3.102.1
i ncom ng cal | ed- nunber

!

di al - peer voice 2 pots
destination-pattern 5001
port 3/1/0

!

di al - peer voice 4 pots
destination-pattern 6T
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direct-inward-di a
port 3/0/1
|

di al - peer voice 3 pots
desti nation-pattern 5002
port 3/1/3

|

di al - peer voice 11 pots
destination-pattern 2T
direct-inward-dia
port 2/0/1

|

di al - peer voice 12 pots
appl i cati on ngcpapp
direct-inward-dia
port 2/0/0
forward-digits al

|

|

|

cal | - manager - f al | back
max- conf erences 8
i p source-address 10.3.102.2 port 2000
max- ephones 2

max-dn 4

|

!

line con O
exec-tineout 0 O
line aux 0

line vty 0 4
login

!

end

MGCP BRI Backhaul on Cisco 3640: Example

version 12.2
servi ce tinestanps debug uptine
service timestanps | og uptine
no servi ce password-encryption
no service dhcp
!
host name 3640
!
!
voi ce-card 3
|
i p subnet-zero
|
|
i p domai n nane ci sco.com
!
isdn switch-type primary-qgsig
!
!
voice call carrier capacity active
!
Voi ce service voip
h323
call start slow
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|
|
!
nta receive maxi mumrecipients 0
ccm nmanager ngep
|
controller T1 3/0
fram ng esf
cl ock source interna
I'i necode b8zs
pri-group tineslots 1-24 service ngcp
|
controller T1 3/1
fram ng esf
l'i necode b8zs

nterface FastEthernet0/0

i p address 10.15.43.101 255.255.0.0
dupl ex auto

speed auto

no cdp enabl e

nterface Serial 0/0

no i p address
encapsul ati on frame-rel ay
shut down

cl ockrate 125000

frane-relay | ni-type ans
!

nterface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

nterface Serial 0/1
no i p address

shut down

cl ockrate 125000

nterface BRI 1/0

no i p address

isdn switch-type basic-net3

i sdn i ncom ng-voi ce voi ce

i sdn bind-13 ccm nanager service ngcp

nterface BRI1/1
no i p address
isdn switch-type basic-qgsig

nterface Serial 3/0:23

no i p address

no | oggi ng event |ink-status

isdn switch-type primary-qsig

i sdn i ncom ng-voi ce voice

no cdp enabl e

|

ip default-gateway 10.15.10.11

ip classless

iproute 0.0.0.0 0.0.0.0 10.15.10.11

ip http server
!
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Where to Go Next

ip pimbidir-enable
!

!

!

call rsvp-sync

!

voi ce-port 1/0/0

!

voi ce-port 1/0/1

!

voi ce-port 2/0/0

!

voi ce-port 2/0/1

!

voi ce-port 2/1/0

!

voi ce-port 2/1/1

!

voi ce-port 3/0:23

!

ngep

mgcp cal |l -agent 10.14.181. 10 service-type ngcp version 0.1
nmgcp sdp sinple

!

mgcp profile default
!

!

!

di al - peer cor custom
!

!
!
di al - peer voice 6000 pots
appl i cati on nmgcpapp
port 2/0/0
|

di al - peer voice 4000 pots

appl i cati on nmgcpapp
port 2/0/1
|

|

line con 0O
exec-tineout 0 O
line aux O

line vty 0 4
login

!

!

end

Where to Go Next

¢ Toconfigure conferencing, transcoding, and M TP support on a Cisco | OS gateway, see“ Configuring
Enhanced Conferencing and Transcoding for Voice Gateway Routers’ on page 67.

e To enable MGCP PRI backhaul support, see “Configuring MGCP PRI Backhaul and T1 CAS
Support for Cisco Unified Communications Manager” on page 113.

¢ To download region-specific tones and their associated frequencies, amplitudes, and cadences, see
“Configuring Tone Download to MGCP Gateways” on page 145.

| .“
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Additional References

e “Cisco Unified Communications Manager and Cisco 10S Interoperability Features Roadmap” on
page 9—Describes how to access Cisco Feature Navigator; also lists and describes, by Cisco 10S
release, Cisco Unified Communications Manager and Cisco 10S interoperability features.

e “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on
page 13—Describes basics of underlying technology and lists related documents.

e “Configuring ISDN BRI” in the Cisco |OS Dial Technologies Configuration Guide,
Release 12.4—Describes how to configure ISDN BRI on the voice gateway.

e “|]SDN Switch Types, Codes, and Values’ appendix in the Debug Command Reference,
Release 12.4—Describes supported switch types.

¢ Cisco Unified Communications Manager documentation—Describes how to install and configure
Cisco Unified Communications Manager.
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Note

Iy
CISCO.

Configuring Tone Download to MGCP Gateways

The Customizable Tone Download to Cisco |0S MGCP Gateways from Cisco Unified Communications
Manager feature enables the Cisco |OS gateway to download region-specific tones and the associated
frequencies, amplitudes, and cadences in its XML configuration files.

Cisco |0S gateways support static tone tables that are predefined for each country in Cisco |OS tone
tables. Voice ports use the static tone tabl es associated with the Cisco Unified Communications M anager
network locale unless the custom tone download feature is enabled

Feature History for Customizable Tone Download to Cisco 10S MGCP Gateways from Cisco Unified
Communications Manager

Release Modification
12.2(15)ZJ This feature was introduced.
12.3(HT This feature was integrated into Cisco 10S Release 12.3(4)T.

Feature History for Globalized Cadence and Tone for Cisco 10S Gateways

Release Modification
12.2(1D)T This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

For more information about this and related Cisco 10S voice features, see the following:
e “Overview of Cisco Unified Communications Manager and Cisco |0S Interoperability” on page 13.

¢ EntireCisco 10S Voice Configuration Library—including library preface and glossary, other feature
documents, and troubleshooting documentation—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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¢ Information About Tone Download to MGCP Gateways, page 2

¢ How to Configure Tone Download to MGCP Gateways, page 4

¢ Configuration Examples for Tone Download to MGCP Gateways, page 16
¢ Whereto Go Next, page 17

¢ Additional References, page 17

Information About Tone Download to MGCP Gateways

To configure tone download, you should be familiar with the following concepts:
¢ Tone Download Process for MGCP Gateways, page 2
e Static Tones, page 2
e Custom Tones, page 4

Tone Download Process for MGCP Gateways

Static Tones

When configuring MGCP gateways in a Cisco | P-telephony network, you can use a centralized TFTP
server in your network to automatically download an XML file with the gateway-specific configuration.

The XML configuration file includes the network local e for each voice port on the gateway. The network
locale configured in Cisco Unified Communications Manager defines the tones and cadences that are
used by adevice in a specific geographic area. A network locale is associated with each voice port in the
MGCP gateway.

When the XML file is downloaded to the gateway, it is parsed, converted to Cisco |OS commands, and
the active configuration is updated. If the gateway isrestarted or reset, it triggers adownload of the XML
file from the TFTP server. If the specified TFTP server is not available, the gateway keeps trying to
download the updated XML file and does not alter the current configuration.

For information on downloading XML configuration files to your MGCP gateway, see the “Enabling
Single-Point Configuration for MGCP Gateways’ section on page 45.

The Globalized Cadence and Tone for Cisco |OS Gateways feature enables Cisco 10S gateways to
support Cisco Unified Communications Manager localization using static tone tables that are predefined
for each country in Cisco 10S tone tables. The static tone table that is used for avoice port is determined
by the network locale that is specified for the voice port in Cisco Unified Communications Manager.
When an M GCP gateway registersto Cisco Unified Communications Manager, or if the gateway restarts
or resets, the network locale for each voice port is downloaded in the gateway’s XML configuration file.

The static tones and cadences associated with the Cisco Unified Communications Manager network
locale are used by a voice port unless a custom tone table is downloaded. No configuration is required
on the MGCP gateway to use the static tones.
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Table 11 shows the list of valid two-letter country codes and the corresponding countries.

Information About Tone Download to MGCP Gateways

Table 11 Country Codes

Code Country Code Country

AR Argentina KE Kenya

AT Austria KR Korea Republic
AU Australia LB Lebanon

BE Belgium LU L uxemborg
BR Brazil MX Mexico

CA Canada MY Malaysia

CH Switzerland NG Nigeria

CN China NL Netherlands
CO Colombia NO Norway

CcY Cyprus NP Nepal

Ccz Czech Republic NZ New Zealand
DE Germany PA Panama

DK Denmark PE Peru

EG Egypt PH Philippines
ES Spain PK Pakistan

Fl Finland PL Poland

FR France PT Portugal

GB United Kingdom RU Russian Federation
GH Ghana SA Saudi Arabia
GR Greece SE Sweden

HK Hong Kong SG Singapore
HU Hungary Sl Slovenia

ID Indonesia SK Slovakia

IE Ireland TH Thailand

IL Israel TR Turkey

IN India T™W Taiwan

IS Iceland us United States
IT Italy VE Venezuela
JO Jordan ZA South Africa
JP Japan ZW Zimbabwe
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Custom Tones

The Customizable Tone Download to Cisco |OS MGCP Gateways from Cisco Unified Communications
Manager feature enables an MGCP gateway to download local e-specific tones and their associated
frequency, amplitude, and cadence information from the XML -based configuration file.

The XML tone file includes all supported tones for one country with the frequency, amplitude, and
cadence information. The XML tonefile is parsed and saved into a custom tone table on the MGCP
gateway. Each gateway supports up to two custom tone tables. The default values for North Americaare
overwritten with the new values specified in the XML file. Dual tones and sequential tones, and up to
4 frequencies for standard or custom tones are supported.

When Cisco Unified Communications Manager requests a specific tone, the gateway references the
custom tone table associated with the network locale of the voice port. After the custom tone
specification isdownloaded to the gateway, it can be used even if the gateway |oses connectivity to Cisco
Unified Communications Manager and reverts to H.323 control in fallback mode.

If custom tone download is not configured, the voice port uses the static tone table associated with the
network locale of the voice port. If custom tone download is configured but fails, the voice port continues
to use the static tone table for the network locale.

Figure 11 shows the download of the XML file from the TFTP server to the MGCP gateway.

Figure 11 Download of XML File from TFTP Server

Cisco Unified CallManager cluster

XML file
TFTP server

4=

» [ «

MGCP gateway
After tone download

Static tone
Custom tone

82980

How to Configure Tone Download to MGCP Gateways

This section contains the following procedures:
¢ Verifying Globalized Cadence and Tone Configuration, page 5 (optional)
¢ Configuring Customizable Tone Download to Cisco |OS MGCP Gateways, page 9 (required)
¢ Verifying Customizable Tone Download, page 10 (optional)
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Verifying Globalized Cadence and Tone Configuration

Perform this task to verify which network locale is configured in Cisco Unified Communications
Manager.

S
Note  Thereare no configuration tasks necessary to enable globalized cadence and tone except those described
in Prerequisites.

Prerequisites

e Cisco I0S Release 12.2(11)T or later
¢ Cisco Unified Communications Manager 3.2 (formerly known as Cisco CallManager 3.2) or higher
¢ Cisco Unified Communications Manager 4.0 (formerly known as Cisco CallManager 4.0) or higher

¢ CiscolOS gateway must be configured for MGCP and must have single-point configuration enabled.
See “Configuring MGCP Gateway Support for Cisco Unified Communications Manager” on
page 23 for information.

S,
Note  The IP hostname should match the gateway name that is specified in the Cisco Unified
Communications Manager configuration.

¢ Ad-hoc conferencing and transcoding port adapter (WS-SVC-CMM-ACT) must be installed and
configured on the Cisco Catalyst 6500 Series and Cisco 7600 Series Router Communication Media
Module (CMM).

SUMMARY STEPS

1. show voice port slot/port

DETAILED STEPS

Step1  show voice port slot/port

Use the show voice port command to verify the globalized cadence and tone configuration as shown in
the following examples.

Cisco 1AD2420 series

Rout er# show voi ce port 0/5

E&M 0:5 Slot is 0, Port is 5
Type of VoicePort is E&M
Operation State is DOM

Admi nistrative State is UP

No I nterface Down Failure
Description is not set

Noi se Regeneration is enabl ed
Non Li near Processing is enabl ed
Non Linear Miute is disabled

Non Linear Threshold is -21 dB
Music On Hold Threshold is Set to -38 dBm
In Gainis Set to 0 dB

Qut Attenuation is Set to 3 dB
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Echo Cancellation is enabl ed
Echo Cancellation NLP nmute is disabl ed

Echo Cancellation NLP threshold is -21 dB

Echo Cancel

Pl ayout - del ay Nomi nal

Coverage is set to 8 nms
Pl ayout -del ay Mbde is set to default

is set to 60 ns

Pl ayout -del ay Maximumis set to 200 ns

Pl ayout -del ay M ninum node is set to default,

Pl ayout -del ay Fax is set to 300 ns
Connection Mde is nornal

Connecti on Nunber

Initial Tinme Qut

Interdigit Tine Qut
Cal|l Disconnect Tine Qut

Ri ngi ng Time CQut
Wait Rel ease Tinme CQut

is not set
is set to 10 s

is set to 10 s

Conpandi ng Type is u-law
Coder Type is g729ar8
Voi ce Activity Detection is enabl ed

Nomi nal

Maxi mum Pl
Rx A bit
Rx B bit
Rx Cbit
Rx D bit
Tx A bit
Tx B bit
Tx C bit
Tx D bit

is set to 60 s
is set to 180 s
is set to 30 s

Pl ayout Delay is 60 milliseconds

ayout Delay is 200 milliseconds

no
no
no
no
no
no
no
no

conditi
condi ti
condi ti
conditi
conditi
conditi
conditi
conditi

Rx Seize ABCD bits =
Rx Idle ABCD bits = 0000 Default pattern
Tx Seize ABCD bits =
Tx Idle ABCD bits = 0000 Default pattern
Ignored Rx ABCD bits =

Regi on Tone is set for CN

Anal og Info Fol | ows:
Currently processing none

Mai nt enance Mbde Set to None (not

oni
oni
oni
oni
oni
oni
oni
oni

ng
ng
ng
ng
ng
ng
ng
ng

1111

set
set
set
set
set
set
set
set
Default pattern

1111 Default pattern

BCD

Number of signaling protocol errors are 0
| npedance is set to 600r Chm

St ati on nane None,

Station nunber None

Transl ation profile (Incom ng):
Transl ation profile (CQutgoing):

Voi ce card specific Info Fol |l ows:
Operation Type is 2-wire
E&M Type is 1
Type is immediate
Di al Type is dtnf
In Seizure is inactive
Qut Seizure is active
Digit Duration Timng is set to 100 s

Si gnal

InterDigit Duration Tinming is set to 100 ns

Pul se Rate Tinming is set to 10 pul ses/ second
InterDigit Pulse Duration Timing is set to 750 ns
Clear Wait Duration Timing is set to 400 ns

Wnk Wait Duration Timing is set to 200 ns

VWAit Wnk Duration Timing is set to 550 ns

Wnk Duration Timng is set to 200 ns
Delay Start Timing is set to 150 ns
Del ay Duration Timing is set to 2000 ns

Dial Pulse Mn.

Delay is set to 140 ns

Percent Break of Pulse is 60 percent

in mc node)

val ue 40 ns
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Auto Cut-through is disabled
Di al out Delay is 300 ns

Cisco 2600 series

Rout er# show voi ce port
TE Basic Rate Interface 1/0/0 Slot is 1, Sub-unit is 0, Port is O
Type of VoicePort is | SDN- BRI
Operation State is DORVANT
Administrative State is UP
The Last Interface Down Failure Cause is Adm nistrative Shutdown
Description is not set
Noi se Regeneration is enabl ed
Non Li near Processing is enabled
Miusic On Hold Threshold is Set to -38 dBm
In Gainis Set to 0 dB
Qut Attenuation is Set to 0 dB
Echo Cancel l ation is enabl ed
Echo Cancellation NLP nute is disabl ed
Echo Cancellation NLP threshold is -21 dB
Echo Cancel Coverage is set to 8 ns
Pl ayout -del ay Mbde is set to default
Pl ayout -del ay Nominal is set to 60 ns
Pl ayout -del ay Maximumis set to 200 ns
Pl ayout -del ay M ninum node is set to default, value 40 ns
Connection Mde is normal
Connection Number is not set
Initial Time Qut is set to 10 s
Interdigit Tine Qut is set to 10 s
Ringing Time Qut is set to 180 s
Busyout on interface nonitor
Et hernet 0/ 0
Conmpandi ng Type is u-law
Regi on Tone is set for US
Wait Release Tine Qut is 30 s
Station name None, Station number None
TE Basic Rate Interface 1/0/1 Slot is 1, Sub-unit is 0, Port is 1
Type of VoicePort is | SDN- BRI
Operation State i s DORVANT
Admi nistrative State is UP
No I nterface Down Failure
Description is not set
Noi se Regeneration is enabl ed
Non Li near Processing is enabl ed
Music On Hold Threshold is Set to -38 dBm
In Gainis Set to 0 dB
Qut Attenuation is Set to O dB
Echo Cancellation is enabl ed
Echo Cancell ation NLP nute is disabled
Echo Cancellation NLP threshold is -21 dB
Echo Cancel Coverage is set to 8 ns
Pl ayout -del ay Mbde is set to default
Pl ayout -del ay Nominal is set to 60 ns
Pl ayout -del ay Maximumis set to 200 ns
Pl ayout -del ay M ninum node is set to default, value 40 ns
Connection Mde is nornmal
Connection Nunmber is not set
Initial Tine Qut is set to 10 s
Interdigit Tine Qut is set to 10 s
Ringing Time Qut is set to 180 s
Conpandi ng Type is u-law
Regi on Tone is set for US
Wait Release Tine Qut is 30 s
Stati on nane None, Station number None
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Cisco 3660

Rout er # show voi ce port

Forei gn Exchange Station 2/0/0 Slot is 2, Sub-unit is 0, Port is O
Type of VoicePort is FXS

Operation State i s DORVANT
Administrative State is UP

No I nterface Down Failure

Description is not set

Noi se Regeneration is enabl ed

Non Linear Processing is enabled

Non Linear Mute is disabled

Non Li near Threshold is -21 dB

Miusic On Hold Threshold is Set to -38 dBm
In Gainis Set to 0 dB

Qut Attenuation is Set to 3 dB

Echo Cancel l ation is enabl ed

Echo Cancellation NLP nmute is disabl ed
Echo Cancellation NLP threshold is -21 dB
Echo Cancel Coverage is set to 8 ns

Pl ayout -del ay Mbde is set to default

Pl ayout -del ay Nominal is set to 60 ns

Pl ayout -del ay Maximumis set to 200 ns

Pl ayout -del ay M ninum node is set to default, value 40 ns
Pl ayout -del ay Fax is set to 300 ns
Connection Mde is nornal

Connection Nunmber is not set

Initial Time Qut is set to 10 s
Interdigit Tine Qut is set to 10 s

Call Disconnect Tine Qut is set to 60 s
Ringing Time Qut is set to 180 s

Wait Release Tine Qut is set to 30 s
Conpandi ng Type is u-law

Regi on Tone is set for US

Cisco VG200

Rout er # show voi ce port

DSO Group 1/0:15 - 1/0:15

Type of VoicePort is XCC

Operation State i s DORVANT
Administrative State is UP

No I nterface Down Failure

Description is not set

Noi se Regeneration is enabl ed

Non Li near Processing is enabl ed

Non Linear Mute is disabled

Non Linear Threshold is -21 dB

Music On Hold Threshold is Set to -38 dBm
In Gainis Set to 0 dB

Qut Attenuation is Set to O dB

Echo Cancellation is enabl ed

Echo Cancellation NLP nmute is disabled
Echo Cancel l ation NLP threshold is -21 dB
Echo Cancel Coverage is set to 8 ns

Pl ayout -del ay Mbde is set to default

Pl ayout -del ay Nominal is set to 60 ns

Pl ayout -del ay Maximumis set to 200 ns

Pl ayout -del ay M nimum node is set to default, value 40 ns
Pl ayout-del ay Fax is set to 300 ns
Connection Mde is nornmal

Connection Number is not set

Initial Tine Qut is set to 10 s
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Interdigit Tine Qut is set to 10 s

Cal |l Disconnect Tine Qut is set to 60 s
Ringing Time Qut is set to 180 s

Wait Release Tine Qut is set to 30 s
Conpandi ng Type is A-law

Rx A bit no conditioning set
Rx B bit no conditioning set
Rx C bit no conditioning set
Rx D bit no conditioning set
Tx A bit no conditioning set
Tx B bit no conditioning set
Tx C bit no conditioning set
Tx D bit no conditioning set

Regi on Tone is set for US

Continuity Test Tone COL is set to 2010
Continuity Test Tone CO2 is set to 1780
Station name None, Station nunber None
Transl ation profile (Incom ng):

Transl ation profile (CQutgoing):

How to Configure Tone Download to MGCP Gateways I

Configuring Customizable Tone Download to Cisco I0S MGCP Gateways

Prerequisites

Restrictions

Perform this task to download custom tones to the Cisco |0S gateway.

¢ Cisco Unified Communications Manager 3.3(2) (formerly known as Cisco CallManager 3.3(2)) or

higher.

¢ Cisco UnifiedCommunications Manager 4.0 (formerly known as Cisco CallManager 4.0) or higher
e DSP 3.6.16 or later for analog interfaces, DSP 4.0 or later for digital interfaces.

¢ For languages other than English and countries other than the United States, locale filesthat provide
regional tones and cadences must be installed in Cisco Unified Communications Manager. The
locale installer adds the files to the correct directories and updates the Cisco Unified

Communications Manager database.

See the Using the Cisco IP Telephony Locale Installer document for information.

¢ Thefollowing cards are supported:
- AIM-ATM-VOICE
- AIM-VOICE
- NM-HDA
- NM-HDV
- VIC-2FXO
- VIC-2FXS

Up to two custom tone tables are supported on a gateway; that is, no more than two custom tone tables
can be downloaded to one gateway even if there are more that two countries or regions configured for

the gateway.

"=


http://www.cisco.com/univercd/cc/td/doc/product/voice/locinst/loc_ins.htm
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SUMMARY STEPS

1. enable

configure terminal

ccm-manager config

ccm-manager download-tones

L

exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Verifying Customizable Tone Download

ccm-manager config { server ip-address | name}

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.
e Enter your password when prompted.

configure term nal

Example:
Rout er# configure term nal

Enters global configuration mode.

ccm manager config {server ip-address nane}

Example:
Rout er (confi g)# ccm nanager config server
10.10.10.0

Specifies the TFTP server that contains the XML
configuration file to download.

Note Up to three servers can be configured.

ccm manager config

Example:
Rout er (confi g)# ccm nanager config

Enables single-point download and configuration.

ccm manager downl oad-t ones

Example:
Rout er (confi g)# ccm nanager downl oad-t ones

Enables the custom tone download to the gateway.

exit

Example:
Rout er (config)# exit

Exits the session.

Perform this task to verify that the customizabl e tone download and voice ports are configured correctly.

SUMMARY STEPS

o N

1. show voice port port/slot




| Configuring Tone Download to MGCP Gateways

How to Configure Tone Download to MGCP Gateways I

2. show ccm-manager download-tones
3. debug ccm-manager config-download all

4. debug ccm-manager config-download tone

DETAILED STEPS

Step1  show voice port port/slot

Use the show voice port command to verify that the custom tones are assigned. The following sample
shows that voice port 1/0/1 has C1 assigned, which corresponds to France:

Rout er # show voi ce port

|

recEive and transMt Slot is 1, Sub-unit is 0, Port is 1
Type of VoicePort is E&M

Operation State i s DORVANT

Admi nistrative State is UP

No I nterface Down Failure

Description is not set

Noi se Regeneration is enabl ed

Non Li near Processing is enabl ed

Non Linear Mute is disabled

Non Linear Threshold is -21 dB

Miusic On Hold Threshold is Set to -38 dBm
In Gainis Set to 0 dB

Qut Attenuation is Set to O dB

Echo Cancell ation is enabl ed

Echo Cancellation NLP mute is disabl ed
Echo Cancel l ation NLP threshold is -21 dB
Echo Cancel Coverage is set to 8 ns

Pl ayout -del ay Mbde is set to default

Pl ayout -del ay Nominal is set to 60 ns

Pl ayout -del ay Maxinumis set to 200 ns

Pl ayout -del ay M nimum node is set to default, value 40 ns
Pl ayout -del ay Fax is set to 300 ns

Rx Seize ABCD bits 1111 Default pattern

Rx Idle ABCD bits = 0000 Default pattern

Tx Seize ABCD bits = 1111 Default pattern

Tx Idle ABCD bits = 0000 Default pattern

I gnored Rx ABCD bits = BCD

Regi on Tone is set for Cl

!

! Custom Tone 1 is assigned to this voice port.
S

Note Voice ports are automatically configured during the initial download of the XML file from the
TFTP server.

Step2  show ccm-manager download-tones

Use the show ccm-manager download-tones command to verify that the custom tones have been
downloaded. The following sample output shows that Custom Tone 1 is assigned to France and that
Custom Tone 2 is assigned to Spain:

Rout er # show ccm manager downl oad-t ones

| .“
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M3CP Downl oad Tones: Enabl ed
Custom Tone 1: France
Cust om Tone 2: Spain

The following sample output shows the downloaded tone information including the number of
frequencies and cadences:

Rout er # show ccm manager downl oad-tones Cl
|

Custom Tone 1 : United Kingdom

Pul se dial: nornal, Percent neke: 35% DTMF | ow Anp. = 65438, high Amp. = 65463 Pcm u-Law
FXS FXO E&M FXS FXO E&M

Dual Tone DR NF FOF FOS ACF AOF ACF ACS ACS ACS ONTF OFTF ONTS OFTS ONTT OFTT ONT4 OFT4
(optional) FOF2 FOS2 FOF3 FOS3 FOF4 FOS4 FOT FO4 AOT A4 RCT1 RCT2 RCT3 RCT4

BUSY 0 1 400 0 -200 -200 -240 0 0 0 375375000000000
RING BACK 0 2 400 450 -190 -190 -190 -190 -190 -190 400 200 400 2000
CONGESTION 0 1 400 0 -200 -200 -200 0 O O 400 350 225 525 0 0 0 0 0 O
NUVMBER_UNOBTAI NABLE 0 1 400 O -150 -150 -150 0 O 0 400 350 225 525 0 0O
DIAL_TONE O 2 350 440 -150 -150 -150 -150 -150 -150 65535 0 0 0 0 0 O
DI AL_TONE2 0 2 350 440 -150 -150 -150 -150 -150 -150 65535 0 0 0 0 0 O
OUT_OF_SERVICE 0 1 950 O -150 -150 -185 0 0 0 330 330 0 0 0 O
ADDR_ACK 0 1 600 0 -240 -240 -240 0 0 0 125 125 125 65535 0 0
DI SCONNECT 0 1 600 O -150 -150 -150 0 0 O 330 330 330 65535 0
OFF_HOOK_NOTI CE 0 2 1400 2040 -240 -240 -240 -240 -240 -240 10
OFF_HOOK_ALERT 0 2 1400 2040 -150 -150 -185 -150 -150 -185 100 1
WATINGOOOOOOOO0OO0O0O0O0O0O0O0O0O0O0O0O0OOOODO
COFIRMO OOOO0O0O0O0OO0OO0OOOOOOOOOOOOOOOOO
CNFWRN_J 0 1 950 0 -170 -170 -190 0 O O 100 100 100 65535 0 00000
CNFWRN_D 0 1 600 O -170 -170 -190 0 O O 100 100 100 65535 0 000O0O
STUTT_DI ALTONE 0 2 350 440 -150 -150 -150 -150 -150 -150 100 100 10 00 100 655
Sequence Tone DR NF F1Cl1 F2Cl AOF ACS C1ONT CLOFT C2ONT C20FT C3ONT C3OFT CAONT CAOF
F2C2 F1C3 F2C3 F1C4 F2C4

o

0
0
0
0

o
mrooo
© o

cocooooo
cooooo

OCO0OO0OO0O 50000
mpOOOO 50000

o
o

OO0OO0OO0O 0000

0 000
0 000
5 000 00
0 000 00
50

1

0
0
0 3

TF

m oo

0
0
1

o
QOOO

INTERCEFT 0 0O 0O0O0000000000000O0O0O
TONE_ON_HOLD 0 1 500 500 O 0 100 150 100 150 100 150 O 10000 500 0 500 0 0 O
NOCRCUTOOO0O0OOOOOOOOOOOOOOOOO

|

Legend:

DR : direction NF : nunber of frequency

FO<F, S, T,4> : frequency of <lst, 2nd, 3rd, 4th> AO<F, S, T, 4> : anplitude of <lst, 2nd, 3rd, 4t h>
FOF<1-4> : frequency of 1st, cadence<l-4> FOS<1-4> : frequency of 2nd, cadence<l-4>
ONT<F, S, T,4> : on tine<lst, 2nd, 3rd, 4th> OFT<F, S, T,4> : off tine<lst, 2nd, 3rd, 4t h>
RCT<1-4> : repeat count for cadence<l-4> F(1-4>C<1-4> : frequency<l-4> of cadence<l-4>
C<1-4>ONT : cadence<l-4> on tinme C<1-4>OFT : cadence<l-4> off tine

Step3  debug ccm-manager config-download all
The following sample output shows the download of the country-specific gateway tone files:
Rout er # debug ccm manager confi g-downl oad al |

00:53:17: cmapp_xm _tftp_downl oad_file line 170:
File (tftp://10.10.10.55/met2.cnf.xm) read 7490 bytes

00: 53:17: cmapp_xm _get _i nfo_from nane: nane = AALN S1/ SU0/ 0@ret 2
00: 53:17: cmapp_process_t ag_networ kLocal e
00: 53:17: cmapp_process_t ag_networkLocal e: NetworkLocal e = Hong Kong

00: 53:17: cmapp_xm _get_info_fromnanme: name = AALN S1/SU0/ 1@ret 2

00: 53:17: cmapp_process_tag_networkLocal e
00: 53:17: cmapp_process_t ag_networkLocal e: NetworkLocal e = United Ki ngdom

Step4  debug ccm-manager config-download tone
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Usethe debug ccm-manager config-download tone command to troubleshoot the download procedure.

The following sample output shows the locale name as United Kingdom and lists all of the dual-tone

parameters for that region:

Rout er # debug ccm manager confi g-downl oad tone

00: 09: 07

cmapp_prefix_process_tag_tones

00
00
00
00
00
00
00:
00:
00:
00:
00:
00:
00:
00:
00:

09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07

crmapp_process_tag_trkLocal eNane: region
crmapp_process_tag_pul se_ratio: pul se rat
crmapp_process_tag_dtnf_Ilevel: |ow frequ
cmapp_process_tag_dtnf_hlevel : high freq
crmapp_process_tag_speci al _oper: operatio
cmapp_prefix_process_tag_| pi g:
cmapp_process_tag fxs: ignore LPIG for f
crmapp_process_tag_fxo: ignore LPIG for f
cmapp_process_tag_digital: ignore LPIG f
cmapp_prefi x_process_tag_| pog
crmapp_process_tag_fxs: ignore LPOG for f
cmapp_process_tag_fxo: ignore LPOG for f
crmapp_process_tag digital: ignore LPOG f
crmapp_prefix_process_tag_tonetabl e_i nfo:

= United Ki ngdom
io =40
ency |eve
uency | eve
n = uLaw

= 65438
= 65463

XS
X0
or digita

xsBoth ports are in service
X0
or digita

cmapp_prefix_process_tag_dual tone: TI D=[ 0: CPTONE_BUSY]

00

00

00

00

00

00

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07
09: 07

cmapp_process_t ag_nf:
cmapp_process_t ag_dr

nunmber of frequenc
direction = 0

cmapp_process_tag fof: frequency 1 = 400
cmapp_process_tag _fos: frequency 2 =0
crmapp_process_tag_fot: frequency 3 =0
crmapp_process_tag fod: frequency 4 = 0

crmapp_prefix_process_tag_aof _| evel

crmapp_process_tag_fxs: anplitude of 1st
cmapp_process_tag fxo: anplitude of 1st
crmapp_process_tag digital: anplitude of
crmapp_prefix_process_tag_aos_| evel

crmapp_process_tag_fxs: anplitude of 2nd
cmapp_process_t ag_f xo
crmapp_process_tag_digital: anplitude of
crmapp_prefix_process_tag_aot_| evel

crmapp_process_tag_fxs: anplitude of 3rd
crmapp_process_tag_fxo: anplitude of 3rd
crmapp_process_tag digital: anplitude of
cmapp_prefix_process_tag_ao4d_| evel

crmapp_process_tag_f xs

cmapp_process_tag_fxo: anplitude of 4th

cmapp_process_tag digital: anplitude of

cmapp_process_tag_ontf: frequency 1 on t
cmapp_process_tag_oftf: frequency 1 off

cmapp_process_tag_onts: frequency 2 on t
crmapp_process_tag_ofts: frequency 2 off

cmapp_process_tag_ontt: frequency 3 on t
cmapp_process_tag oftt: frequency 3 off

cmapp_process_tag_ont4: frequency 4 on t
cmapp_process_tag_oft4: frequency 4 off

cmapp_process_tag _fof2: frequency 1 cade
crmapp_process_tag_fos2: frequency 2 cade
cmapp_process_tag_fof 3: frequency 1 cade
cmapp_process_tag _fos3: frequency 2 cade
cmapp_process_tag_fof4: frequency 1 cade
cmapp_process_tag_fos4: frequency 2 cade
crmapp_process_tag rctl: cadence 1 repeat
cmapp_process_tag_rct2: cadence 2 repeat
cmapp_process_tag_rct3: cadence 3 repeat
cmapp_process_tag _rct4: cadence 4 repeat

anmplitude of 2nd =

anmplitude of 4th =

ies = 1

= -200
= -200

1st = -240

N
]
o
1
o

w
=
o
1
o

4t h
ime
tine =
im =0
time = 0
im =0
tinme =0
ime =0
tinme =0
nce
nce
nce
nce
nce
nce 4
count =
count =
count =
count =

0
375
375

A wWWwWwPNN
L1 1 T | A VB |

[eNeoNeoNeNoNel

[eNeoNeNe]




Configuring Tone Download to MGCP Gateways |

How to Configure Tone Download to MGCP Gateways

00: 09: 07

cmapp_prefix_process_tag_dual tone: TID=[1: CPTONE_RI NG_BACK]

00: 09: 07: cmapp_process_tag_nf: number of frequencies = 2
00: 09: 07: cmapp_process_tag_dr: direction =0

00: 09: 07: cmapp_process_tag_fof: frequency 1 = 400

00: 09: 07: cmapp_process_tag_fos: frequency 2 = 450

00: 09: 07: cmapp_process_tag_fot: frequency 3 = 0

00: 09: 07: cmapp_process_tag_fo4: frequency 4 =0

00: 09: 07: cmapp_prefi x_process_t ag_aof _| evel

00: 09: 07: cmapp_process_tag_fxs: anplitude of 1st = -190

00: 09: 07: cmapp_process_tag_fxo: anplitude of 1st = -190

00: 09: 07: cmapp_process_tag_digital: anplitude of 1st = -190
00: 09: 07: cmapp_prefi x_process_tag_aos_| evel

00: 09: 07: cmapp_process_tag_fxs: anplitude of 2nd = -190

00: 09: 07: cmapp_process_tag_fxo: anplitude of 2nd = -190

00: 09: 07: cmapp_process_tag_digital: anplitude of 2nd = -190
00: 09: 07: cmapp_prefi x_process_tag_aot | evel

00: 09: 07: cmapp_process_tag_fxs: anmplitude of 3rd = 0

00: 09: 07: cmapp_process_tag_fxo: anplitude of 3rd = 0

00: 09: 07: cmapp_process_tag_digital: anplitude of 3rd =0
00: 09: 07: cmapp_prefix_process_tag_ao4_| evel

00: 09: 07: cmapp_process_tag_fxs: anplitude of 4th =0

00: 09: 07: cmapp_process_tag_fxo: anplitude of 4th =0

00: 09: 07: cmapp_process_tag_digital: anplitude of 4th =0
00: 09: 07: cmapp_process_tag_ontf: frequency 1 on tinme = 400
00: 09: 07: cmapp_process_tag_oftf: frequency 1 off time = 200
00: 09: 07: cmapp_process_tag_onts: frequency 2 on time = 400
00: 09: 07: cmapp_process_tag_ofts: frequency 2 off time = 2000
00: 09: 07: cmapp_process_tag_ontt: frequency 3 on time =0
00: 09: 07: cmapp_process_tag_oftt: frequency 3 off time =0
00: 09: 07: cmapp_process_tag_ont4: frequency 4 on time = 0
00: 09: 07: cmapp_process_tag_oft4: frequency 4 off time =0
00: 09: 07: cmapp_process_tag_fof2: frequency 1 cadence 2 = 0
00: 09: 07: cmapp_process_tag_fos2: frequency 2 cadence 2 = 0
00: 09: 07: cmapp_process_tag_fof3: frequency 1 cadence 3 =0
00: 09: 07: cmapp_process_tag_fos3: frequency 2 cadence 3 = 0
00: 09: 07: cmapp_process_tag_fof4: frequency 1 cadence 4 = 0
00: 09: 07: cmapp_process_tag_fos4: frequency 2 cadence 4 = 0
00: 09: 07: cmapp_process_tag_rctl: cadence 1 repeat count = 0
00: 09: 07: cmapp_process_tag_rct2: cadence 2 repeat count 0
00: 09: 07: cmapp_process_tag_rct3: cadence 3 repeat count = 0
00: 09: 07: cmapp_process_tag_rct4: cadence 4 repeat count = 0
00: 09: 07

cmapp_prefix_process_tag_dual tone: TI D=[2: CPTONE_CONGESTI ON]
00: 09: 07: cmapp_process_tag_nf: number of frequencies =1
00: 09: 07: cmapp_process_tag_dr: direction =0

00: 09: 07: cmapp_process_tag_fof: frequency 1 = 400

00: 09: 07: cmapp_process_tag_fos: frequency 2 = 0

00: 09: 07: cmapp_process_tag_fot: frequency 3 =0

00: 09: 07: cmapp_process_tag_fo4: frequency 4 = 0

00: 09: 07: cmapp_prefix_process_tag_aof | evel

00: 09: 07: cmapp_process_tag_fxs: anplitude of 1st = -200

00: 09: 07: cmapp_process_tag_fxo: anplitude of 1st = -200

00: 09: 07: cmapp_process_tag_digital: anplitude of 1st = -200
00: 09: 07: cmapp_prefix_process_tag_aos_| evel

00: 09: 07: cmapp_process_tag_fxs: anplitude of 2nd = 0

00: 09: 07: cmapp_process_tag_fxo: anplitude of 2nd = 0

00: 09: 07: cmapp_process_tag_digital: anplitude of 2nd = 0
00: 09: 07: cmapp_prefi x_process_tag_aot _| evel

00: 09: 07: cmapp_process_tag_fxs: anmplitude of 3rd = 0

00: 09: 07: cmapp_process_tag_fxo: anplitude of 3rd = 0

00: 09: 07: cmapp_process_tag_digital: anplitude of 3rd =0
00: 09: 07: cmapp_prefix_process_tag_ao4_| evel

00: 09: 07: cmapp_process_tag_fxs: anplitude of 4th =0
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00

00

00

00

00

00

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

09

09:
09

09

09:
09

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

07

07:
07

07

07:
07

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

cmapp_process_t ag_f xo

crmapp_process_tag_digital

cmapp_process_tag_ontf:
crmapp_process_tag_oftf:
cmapp_process_tag_onts:
cmapp_process_tag_ofts
cmapp_process_tag_ontt:
cmapp_process_tag_oftt:
cmapp_process_t ag_ont 4:
cmapp_process_t ag_of t 4:
crmapp_process_tag_fof2
cmapp_process_tag_fos2
crmapp_process_tag_fof 3
cmapp_process_tag_fos3
crmapp_process_tag_fof 4:
cmapp_process_t ag_f os4:
cmapp_process_tag_rctl
cmapp_process_tag_rct2
cmapp_process_tag_rct3
crmapp_process_tag_rct4:

anmplit
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
frequency
cadence 1
cadence 2
cadence 3
cadence 4

How to Configure Tone Download to MGCP Gateways

anmplitude of 4th =0

ude of 4th
1 ontinme
off time =
on time =
off tinme =
on tine =
off time =
on tine =
off time =
cadence
cadence
cadence
cadence
cadence
cadence 4
repeat count
repeat count
repeat count
repeat count

P NEFPNRFPADMOWMWNDNEPR
SwwNN

N

400
350

225
525

0

L1 L O 1 B T | o
[eNeoNeoNeoNoNel

[eNeoNeNe]

The following sample output shows the network localesin the XML file:

Rout er # debug ccm manager confi g-downl oad tone

00: 54: 08: cmapp_xm _tftp_download_file line 170

File (tftp://10.10.10.55/ Hong_Kong/ gat eway-tones. xm) re
cmapp_prefix_process_tag_tones
crmapp_process_tag_trkLocal eNane:

00: 54: 08
00: 54: 08

regi on = Hong

00: 54: 08: cmapp_xm _tftp_download_file line 170

File (tftp://10.10.10.55/United_Ki ngdont gat eway-tones. xm )
00: 54: 08
00: 54: 08

cmapp_prefi x_process_tag_tones
crmapp_process_tag_trkLocal eNane

region = Unit

ad 20993 bytes

Kong

read 20993 bytes

ed_Ki ngdom

Note

Command Reference and Cisco 10S Debug Command Reference, Release 12.3T.

For a description of the significant fields displayed in these output examples, see the Cisco |OS Voice

Troubleshooting Tips for Customizable Tone Download

If the custom tone file is not downloaded at |east once, the North America tones are used. When a
download fails, the static tones associated with the network locale of the voice port are used. For

example, if avoice port is defined with a static tone for Hong Kong, and the download fails, the static
tone for Hong Kong is used.

The administrator, after correcting the problem (a glitch in the network, a TFTP server that is down, or

missing XML tone files), must reset the gateway from Cisco Unified Communications Manager.

Resetting the gateway triggers a download of the XML configuration file.

If tone download is successful, the downloaded tone file overwrites the default custom tone table, and
the voice port refers to the downloaded custom tones.



http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123tcr/123tvr/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123tcr/123tvr/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123tcr/123dbr/index.htm
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Configuration Examples for Tone Download to MGCP Gateways

This section contains the following examples;
¢ Customizable Tone Download Voice-Port Configuration: Example, page 16
¢ Customizable Tone Download Using Single-Point Configuration: Example, page 16

Customizable Tone Download Voice-Port Configuration: Example

The following sample output shows that voice port 1/0/0 has been configured to use C1:

Rout er # show voi ce port 1/0/0

|

Forei gn Exchange Station 1/0/0 Slot is 1, Sub-unit is 0, Port is O
Type of VoicePort is FXS

Operation State is DORVANT

Administrative State is UP

Conpandi ng Type is u-law

Regi on Tone is set for Cl

Customizable Tone Download Using Single-Point Configuration: Example

The following example shows single-point configuration enabled for an MGCP gateway:

Rout er # show runni ng-config

!

version 12.3

no parser cache

no service single-slot-rel oad-enabl e
service tinestanps debug datetime nmsec
service tinmestanps | og datetime nsec

no service password-encryption

!

host nane Rout er

!

logging rate-limt console 10 except errors
!

menory-si ze i omem 10

voi ce-card 1

!

i p subnet-zero

!

i p domai n-nane anyt hi ng. com

!

no i p dhcp-client network-di scovery

nmgcp

ngcp cal | -agent 10.10.1.10 2427 service-type ngcp version 0.1
mgcp dtnf-relay voip codec all nbpde out - of - band
mgcp rtp unreachabl e tinmeout 1000

nmgcp nodem passt hrough voi p node ci sco

nmgcp package-capability rtp-package

mgcp package-capability sst-package

isdn switch-type primry-n

call rsvp-sync

!

! The follow ng output shows that the TFTP server has an |P address of 10.10.10.50 and

that the downl oad has been enabl ed
!
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Where to Go Next

ccm manager config server 10.10.10.50
ccm manager config

ccm manager downl oad-t ones
|

Where to Go Next

¢ Toconfigure conferencing, transcoding, and M TP support on a Cisco | OS gateway, see“ Configuring
Enhanced Conferencing and Transcoding for Voice Gateway Routers’ on page 67.

¢ To enable MGCP PRI backhaul support, see “Configuring MGCP PRI Backhaul and T1 CAS
Support for Cisco Unified Communications Manager” on page 113.

¢ To enable MGCP BRI backhaul support, see “Configuring MGCP-Controlled Backhaul of
BRI Signaling in Conjunction with Cisco Unified Communications Manager” on page 129.

Additional References

e “Cisco Unified Communications Manager and Cisco |OS Interoperability Features Roadmap” on
page 9—Describes how to access Cisco Feature Navigator; also lists and describes, by Cisco |10S
release, Cisco Unified Communications Manager and Cisco |OS interoperability features.

e “Overview of Cisco Unified Communications Manager and Cisco |OS Interoperability” on
page 13—Describes basics of underlying technology and lists related documents.

e “Enabling Single-Point Configuration for MGCP Gateways” section on page 45 in Configuring
MGCP Gateway Support for Cisco Unified Communications M anager—Describes how to configure
MGCP gateways by downloading XML configuration files.

¢ Using the Cisco IP Telephony Locale Installer—Describes how to install the Cisco IP Telephony
Locale Installer for Cisco Unified Communications Manager.
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Configuring MCID for Cisco 10S Voice Gateways

The MCID for Cisco 10S Voice Gateways feature supports the Malicious Call Identification (MCID)
supplementary service that enables Cisco Unified Communications Manager to identify the source of
malicious calls.

Feature History for MCID for Cisco 10S Voice Gateways

Release Modification

12.3(8)XY This feature was introduced.

12.3(1D)T This feature was integrated into Cisco 10S Release 12.3(11)T.
12.3(14)T Support was added for the new Cisco 10S command structure for voice

applicationsin the HTTP Client API for TCL IVR feature.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

For more information about this and related Cisco 10S voice features, see the following:
e “Overview of Cisco Unified Communications Manager and Cisco | OS Interoperability” on page 13.

¢ EntireCisco 10S Voice Configuration Library—including library preface and glossary, other feature
documents, and troubl eshooting documentati on—at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/voice_c/vcl.htm.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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Contents

“Prerequisites for MCID for Cisco 10S Voice Gateways” on page 2
“Restrictions for MCID for Cisco |10S Voice Gateways” on page 2
“Information About MCID for Cisco 10S Voice Gateways” on page 3

“How to Configure MCID for Cisco 10S Voice Gateways” on page 4
“Configuration Examples for MCID for Cisco |OS Voice Gateways’ on page 9
“Where to Go Next” on page 13

“Additional References’ on page 13

Prerequisites for MCID for Cisco 10S Voice Gateways

MCID must be configured in Cisco Unified Communications Manager 4.0 (formerly known as
Cisco CallManager 4.0) or later. For information, see the “Malicious Call Identification” chapter in
the Cisco Unified CallManager Features and Services Guide, Release 4.0(1).

Your platform must support MCID and TCL IVR 2.0.

You must either use the script app_mcid.2.0.0.40.tcl or alater version, or write your own TCL
IVR 2.0 script that implements MCID. To download the script, go to the Software Download site at
http://www.cisco.com/cgi-bin/tablebuild.pl/tclware. To write your own script, seethe TCL IVR API
Version 2.0 Programming Guide.

If you require an MCID service log in RADIUS, you can write a script that supports the RADIUS
service and uses the aaa accounting update command to generate an accounting record.

Cisco Catalyst 6500 series and Cisco 7600 series Communication Media Module (CMM) requires
WS-SVC-CMM-6T1, WS-SVC-CMM-6EL, or WS-SVC-CMM-24 FXS port adapter in H.323
environment.

Restrictions for MCID for Cisco 10S Voice Gateways

Supported only for NET5 switches that have MCID functionality enabled. Other switch types are
not supported.

Supported only for incoming calls from the ISDN network.

MCID requests from the central office are ignored by Cisco Unified Communications Manager and
are not supported by the Cisco voice gateway.

Service provider on the time-division multiplexing (TDM) side of the PSTN must have MCID
functionality enabled.

ISDN interface on the voice gateway must have the ISDN switch type set to primary-net5 with the
isdn switch-type command and operate in user-side mode (default).

Voice gateways with PRI interfaces should provide the following capabilities:

- Receive MCID requests relating to the call from upper layers and relay them to the connected
network using the PRI protocol specified for the MCID service.
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— Receive MCID related response signals and information from the connected network using the
PRI protocol specified for the MCID service. Cisco Unified Communications Manager ignores
the signals and information.

¢ Not supported on the Access Gateway Module (AGM).

Information About MCID for Cisco 10S Voice Gateways

MCID
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To configure a voice gateway for MCID, you should understand the following concept:
e MCID, page 3

Malicious Call Identification (MCID) is a supplementary service that enables Cisco Unified
Communications Manager to identify the source of malicious calls. A user who receivesamalicious call
from another network, typically the PSTN, can select a softkey on the IP phone which immediately
notifies the system administrator, flags the call detail record (CDR) for the Cisco Unified
Communications Manager cluster, and notifies the PSTN of the malicious nature of the call, allowing
the offnet system to take action, such as notifying legal authorities.

Figure 12 shows an example of the MCID call flow. After receiving an MCID request from an endpoint
device (victim), Cisco Unified Communications Manager sends an H.225 Facility message with the
MCID information element (1E) to the voice gateway. The gateway sends a Q.931 Facility message with
the MCID IE to the ISDN network (central office).

Figure 12 MCID Functionality
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A called party invokes MCID by pressing the appropriate softkey on the | P phone. A configurable timer
is available when awaiting a response after sending a Facility message to the PSTN. If aresponse is not
received within the specified time, the TCL IVR script is notified. Depending on how the script is
written, it could try to reinvoke MCID or perform some other action, for example, playing a message to
the user that the MCID attempt did not work.

How to Configure MCID for Cisco 10S Voice Gateways

Perform these tasks to support MCID on your MGCP gateway:
¢ Enabling the ISDN Interface to Send MCID Requests, page 4 (required)
e Configuring MCID on the Voice Gateway (Cisco |OS Release 12.3(14)T), page 5 (required)
¢ Configuring MCID on the Voice Gateway (Cisco |0S Release 12.3(11)T), page 7 (required)

Enabling the ISDN Interface to Send MCID Requests

Perform this task to enable an ISDN interface to send MCID requests and to set the timer.

SUMMARY STEPS
1. enable
2. configureterminal
3. interface serial slot/port:timeslot
4. isdn switch-type{primary-net5 | primary-ni2}
5. isdn incoming-voice {data | modem | voice}
6. isdn supp-service mcid
7. isdn t-activate msec
8. exit
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password when prompted.
Example:
Rout er> enabl e
Step2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
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Command or Action

Purpose

Step3 interface serial slot/port:tinmeslot

Example:
Router(config)# interface serial 2/1:23

Enters interface configuration mode and specifies a serial
interface created on a channelized E1 or channelized T1
controller.

Step 4 isdn switch type {prinmary-net5 | prinary-ni}

Example:
Rout er (config-if)# isdn switch-type
primary-net5

Specifies the user-side switch type.

Note Only NET5 switches are supported.

Specifies whether incoming voice calls are handled as data,
voice, or modems.

Configuresthe ISDN interfaceto send the M CID invocation
and response on the specified serial interface.

Step 5 i sdn incomi ng-voice {data | nodem| voice}

Example:

Rout er (config-if)# isdn incom ng-voice voice
Step6 isdn supp-service ntid

Example:

Rout er (config-if)# isdn supp-service ntid
Step7 isdn t-activate nsec

Example:

Rout er (config-if)# isdn t-activate 4000

(Optional) Specifies how long to wait for a response from
the PSTN after sending the MCID request.

When the timer expires, the TCL VR script receives an
expiration event and depending on your script, it could
trigger an announcement or initiate another attempt.

Note  Thetimer startswhen thereisadisconnect message,
and both calls legs are reclaimed after the timer
expires.

Step8 end

Example:
Rout er (config-if)# end

Exits to privileged EXEC mode.

Configuring MCID on the Voice Gateway (Cisco 10S Release 12.3(14)T)

Use this procedure to define the MCID application on a voice gateway that is running Cisco |10S
Release 12.3(14)T or later. To verify your release, use the show version command.

SUMMARY STEPS

1. enable
configure terminal
application

service mcid location

N

param retry-count number

param mcid-release-timer seconds




Configuring MCID for Cisco 10S Voice Gateways |

Il How to Configure MCID for Cisco I0S Voice Gateways

7. exit
8. dial-peer voicetag pots

9. service mcid

10. incoming called-number string

11. direct-inward-dial
12. port
13. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

N

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.
e Enter your password when prompted.

configure termnal

Example:
Rout er# configure term nal

Enters global configuration mode.

application

Example:
Rout er (confi g)# application

Enters application configuration mode.

service ntid flash:app_ntid.2.0.0.40.tcl

Example:
Rout er (confi g-app) # service ntid
flash: app_nctid. 2.0.0.40.tcl

Specifies the name and location of the MCID script.

param ncti d-rel ease-ti mer seconds

Example:
Rout er (confi g- app- param # param
nci d-rel ease-timer 30

(Optional) Number of seconds the script waits before
releasing both call legs after it receives a disconnect
message. Default is 60 seconds.

param retry-count nunber

Example:

Rout er (confi g- app- param # paramretry-count 3

(Optional) Maximum number of times the called party can
trigger MCID if all previous attempts failed. Default is O,
which means the user can invoke MCID as many times as
needed.

exit

Example:
Rout er (confi g- app- param # exi t

Exits to global configuration mode.
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

How to Configure MCID for Cisco 10S Voice Gateways

Command or Action

Purpose

di al - peer voice tag pots

Example:
Rout er (confi g)# di al - peer voice 250 pots

Configures incoming dial peer and enters dial-peer
configuration mode.

service ntid

Example:
Rout er (confi g-di al -peer)# service ntid

Configures the incoming dial peer to use the MCID
application.

incom ng call ed-nunber string

Example:
Rout er (confi g-di al - peer)# i ncom ng
cal | ed- nunber 222....

Configures the incoming called number for the MCID
application.

di rect-inward-di al

Example:
Rout er (confi g-di al - peer) # direct-inward-di al

Configures direct-inward-dial (DID) for the MCID
application.

port slot/port:tineslot

Example:
Rout er (confi g-di al - peer)# port 3/0:23

Configures the port for the MCID application.

Note The syntax of the port command is
platform-specific. For information on the specific
syntax for your platform, see the Cisco 10S Voice

Command Reference.

exit

Example:
Rout er (confi g-di al - peer)# exit

Exitsto global configuration mode.

Configuring MCID on the Voice Gateway (Cisco 10S Release 12.3(11)T)

Use this procedure to define the MCID application on a voice gateway that is running Cisco |OS
Release 12.3(11)T. To verify your release, use the show version command.

SUMMARY STEPS

enable

-

configure terminal

dial-peer voice tag pots
application mcid

incoming called-number string
direct-inward-dial

© 08 N & o B W DN

port

call application voice mcid location

call application voice mcid mcid-release-timer seconds
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10. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Command or Action

Purpose

enabl e

Example:
Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password when prompted.

configure term nal

Example:
Rout er# configure term nal

Enters global configuration mode.

call application voice ntid |ocation

Example:
Rout er (config)# call application voice ntid
flash: app_ntid.2.0.0.40.tc

Specifies the name and location of the MCID script.

call application voice ntid ntid-rel ease-tiner
seconds

Example:
Rout er (confi g) # cal l
nci d-rel ease-timer 30

application voice ntid

(Optional) Number of seconds the script waits to release
both call legs after it receives a disconnect message. Default
is 60 seconds.

di al - peer voice tag pots

Example:
Rout er (confi g)# di al - peer voice 250 pots

Configures incoming dial peer and enters dial-peer
configuration mode.

application ntid

Example:
Rout er (confi g-di al - peer)# application ntid

Configures the incoming dial peer to use the MCID
application.

incom ng call ed-nunber string

Example:
Rout er (confi g-di al - peer) # i ncomi ng
cal | ed- nunmber 222....

Configures the incoming called number for the MCID
application.

di rect-i nward-di al

Example:
Rout er (confi g-di al - peer) # direct-inward-di al

Configures direct-inward-dial (DID) for the MCID
application.
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Step 10
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Command or Action

Purpose

port slot/port:tineslot

Rout er (confi g-di al - peer)# port 3/0:23

Configures the port for the MCID application.

Note The syntax of the port command is
platform-specific. For information on the specific
syntax for your platform, see the Cisco 10S Voice
Command Reference.

Rout er (confi g-di al - peer)# exit

Exitsto global configuration mode.

Configuration Examples for MCID for Cisco 10S Voice Gateways

This section provides the following configuration examples:
e Configuring MCID in Cisco |0S Release 12.3(14) T (Cisco 2801): Example, page 9
¢ Configuring MCID in Cisco |0S Release 12.3(11)T (Cisco 3745): Example, page 119

Configuring MCID in Cisco 10S Release 12.3(14)T (Cisco 2801): Example

Current configuration : 1695 bytes

!
version 12.3

no service tinmestanps debug uptine
no service timestanps |og uptine

no service password-encryption
|

host nane router_2801
!
boot - st art - mar ker

boot - end- mar ker
|

| oggi ng buffered 40960 debuggi ng

no | oggi ng consol e
|

no aaa new node

|

resource manager
!

net wor k- cl ock-participate wic 2

mm pol ling-interval 60

no nmm auto-configure

no nm pvc

mm  snnp-ti meout 180

ip subnet-zero

ip cef

|

|

no i p dhcp use vrf connected
|

|

no i p domain | ookup

no ftp-server wite-enable
isdn switch-type primry-net5
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|
voi ce-card 0
|
|
!
appl i cation
service ntid flash:app_ntid.2.0.0.40.tc
param nti d-rel ease-ti mer 10
param retry-count 3
|
!
controller T1 0/2/0
fram ng esf
cl ock source interna
li necode b8zs
pri-group tineslots 1-24
|

controller T1 0/2/1

fram ng esf

i necode b8zs

|

!

nterface FastEthernet0/0

ip address 9.1.0.102 255.255.0.0
dupl ex auto

speed auto

no keepalive

nterface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

nterface Serial0/2/0:23

no i p address

isdn switch-type primry-net5
i sdn i ncomni ng-voi ce voi ce

i sdn supp-service ntid

isdn T-Activate 5000

no cdp enabl e

!

ip classless

!

ip http server

!

di sabl e- ead

!

!

control -pl ane

!

!

voi ce-port 0/2/0:23

!

ccm manager mnusi c-on-hold

!

!

di al - peer voice 500 pots
service ntid
destination-pattern 111111....
i ncom ng call ed- nunber 555555. ..
direct-inward-dia

port 0/2/0:23

prefix 111111




| Configuring MCID for Cisco 10S Voice Gateways

Configuration Examples for MCID for Cisco 10S Voice Gateways ||

|
di al - peer voice 600 voip
destination-pattern 555555. ...
session target ipv4:9.1.0.2

i ncom ng cal |l ed-nunber 111111...
pl ayout - del ay mi ni num | ow

codec g711lul aw

no vad
|
!
line con 0O
exec-tineout 0 0
line aux O
line vty 0 4
login
!
end

Configuring MCID in Cisco 10S Release 12.3(11)T (Cisco 3745): Example

Current configuration : 1492 bytes
!

version 12.3

servi ce tinestanps debug uptine
service tinmestanps | og uptine
no servi ce password-encryption
!

host name rout er_3745

!

!

voi ce-card 3

dspfarm

!

no aaa new node

i p subnet-zero

!

!

i p domai n nane ci sco.com

npl s 1 dp | oggi ng nei ghbor - changes
no ftp-server wite-enable

isdn switch-type primary-4ess
no scripting tcl init

no scripting tcl encdir

!

!

no voi ce hpi capture buffer

no voi ce hpi capture destination
!

!

controller T1 3/0

fram ng esf

i necode b8zs

pri-group tineslots 1-24

!
controller T1 3/1

fram ng sf

i necode ami

!

!

interface FastEthernet0/0

ip address 10.4.175.116 255.255.0.0
dupl ex auto
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speed auto

|

interface FastEthernet0/1

shut down

dupl ex auto

speed auto

|

interface Serial 3/0:23

no | oggi ng event |ink-status
isdn switch-type primary-net5
i sdn i ncom ng-voi ce voice

i sdn supp-service ntid

no cdp enabl e

|

ip default-gateway 10.4.0.1

ip classless

ip route 0.0.0.0 0.0.0.0 FastEthernet0/0
|

ip http server
|

!

control -pl ane

!

!

call application voice ntid flash:app_ntid.2.0.0.40.tc
call application voice ntid ntid-rel ease-tiner 10

!

voi ce-port 3/0:23

|

ngcp cal | -agent 10.4.175.2 service-type ngcp version 0.1
!

mgcp profile default
!

!
di al - peer voice 1 pots
application ntid
destination-pattern 2010

i ncom ng cal |l ed- nunber 2000
direct-inward-dia

port 3/0:23

forward-digits al

|
di al - peer voice 2 voip
destination-pattern 2000
session target ipv4:10.4.175.2
!

|

l'ine con O

line aux O

line vty 0 4

I ogin

|
end
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Where to Go Next

Where to Go Next

¢ Toconfigure conferencing, transcoding, and M TP support on a Cisco | OS gateway, see“ Configuring
Enhanced Conferencing and Transcoding for Voice Gateway Routers” on page 67.

¢ To enable MGCP PRI backhaul support, see “ Configuring MGCP PRI Backhaul and T1 CAS
Support for Cisco Unified Communications Manager” on page 113.

¢ To enable MGCP BRI backhaul support, see “Configuring MGCP-Controlled Backhaul of
BRI Signaling in Conjunction with Cisco Unified Communications Manager” on page 129.

Additional References

e “Cisco Unified Communications Manager and Cisco 10S Interoperability Features Roadmap” on
page 9—Describes how to access Cisco Feature Navigator; also lists and describes, by Cisco 10S
release, Cisco Unified Communications Manager and Cisco 10S interoperability features.

e “MaliciousCall Identification” chapter in the Cisco Unified Communications Manager Featuresand
Services Guide—Describes how to configure MCID in Cisco Unified Communications Manager 4.0
(formerly known as Cisco CallManager 4.0).
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Configuring RSVP Agent

The RSVP Agent feature implements a Resource Reservation Protocol (RSVP) agent on Cisco |0S voice
gateways that support Cisco Unified Communications Manager Version 5.0.1. The RSV P agent enables
Cisco Unified Communications Manager to provide resource reservation for voice and video mediato
ensure QoS and call admission control (CAC). Cisco Unified Communications Manager controls the
RSV P agent through Skinny Client Control Protocol (SCCP). This signaling is independent of the
signaling protocol used for the call so SCCP, SIP, H.323, and MGCP calls can all use the RSV P agent.

Benefits of this feature include the following:

¢ Improves flexibility and scalability of bandwidth management in a meshed network by
decentralizing call admission control

¢ Provides method of managing unpredictable bandwidth requirements of video media
e Enables RSVP across WAN for Cisco I P phones and other devices that do not support RSVP

Feature History for RSVP Agent

Release Modification
12.4(6)T This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

e Prerequisites for RSVP Agent, page 2

¢ Restrictions for RSVP Agent, page 2

¢ Information About RSV P Agent, page 2

¢ How to Enable the RSV P Agent on the Voice Gateway, page 4
e Configuration Examples for RSVP Agent, page 10

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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¢ Additional References, page 13

Prerequisites for RSVP Agent

Cisco 10S Voice Gateway
e Cisco 10S Release 12.4(4)T or alater release.

¢ Transcoder and M TP services must be configured on the voice gateway. See “ Configuring Enhanced
Conferencing and Transcoding for Voice Gateway Routers’ on page 67.

e SCCP must be enabled on the local interface that the voice gateway uses to register with
Cisco Unified Communications Manager. See the “Enabling SCCP on the Cisco Unified
Communications Manager Interface” section on page 81.

e Theip rsvp bandwidth command must be enabled on all interfaces.
e Theip rsvp policy preempt command must be enabled.

e The sccp ccm command must use the keyword version 5.0.1.

Cisco Unified Communications Manager
¢ Cisco Unified Communications Manager 5.0.1 or alater release.

e Transcoder and M TP services must be configured in Cisco Unified Communications Manager. See
the following chapters in the Cisco Unified Communications Manager Administration Guide:

— “Media Termination Point Configuration”
— “Transcoder Configuration”

¢ RSVPpolicy level must be configured in Cisco Unified Communications Manager. Seethe“ Service
Parameters Configuration” chapter in the Cisco Unified Communications Manager Administration
Guide.

Restrictions for RSVP Agent

e RSVP agent is not supported by conference devices.
e RSVP agent is not supported by a hardware MTP or transcoder device using the NM-HDV.

¢ RSVP agent is supported by a software MTP using the NM-HDV only if the dsp services dspfarm
command is not enabled for the voice card.

e Lip-sync for video calls is not supported.

Information About RSVP Agent

To configure the RSV P agent on a Cisco |OS voice gateway, you should understand the following
concept:

e RSVP Agent, page 3
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RSVP Agent

Information About RSVP Agent W

Resource Reservation Protocol (RSVP) is the IP service that allows applications to request end-to-end
QoS guarantees from the network. Cisco Vol P applications use RSV Pfor call admission control, limiting
the accepted voice load on the IP network to guarantee the QoS levels of calls. In networks that include
both voice and video media, bandwidth requirements can vary considerably over any given time.
Cisco Unified Communications Manager ensures resource reservation for voice and video media by
using RSVP.

The RSVP agent is atranscoding or MTP device on the Cisco | OS gateway that registers with
Cisco Unified Communications Manager as RSV P-capable. The RSV P agent is controlled by
Cisco Unified Communications Manager which communicates with the RSV P agent using SCCP.

Cisco Unified Communications Manager consults its policy configuration to determine if RSVPis
required for avoice or video call. If the configured QoS level for acall is optional or mandatory, and the
RSV P agent is enabled on the voice gateway, Cisco Unified Communications Manager inserts a pair of
RSV P agents into the media path to provide RSV P support. The RSV P agent on the Cisco 10S gateway
creates the RSV P reservation for the two endpoints and bridges the media connection so that resources
are reserved for the media path, providing QoS for the call.

Figure 13 shows where the RSV P agent fits in a Cisco Unified Communications Manager meshed
network.

Figure 13 RSVP Agent in Cisco Unified Communications Manager Meshed Network
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To support video calls, MTP and transcoding resources can process multiple streamsin a single session,
including audio, video and data, one-way or two-way, using a pass-through mode. In pass-through mode,
a SCCP device processes streams using a pure software M TP, regardless of the type of stream, so it can
be used for any stream type. Video and data streams are processed using pass-through mode. Audio
streams can be processed with or without pass-through mode.
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How to Enable the RSVP Agent on the Voice Gateway

This section contains the following procedures:
e Enabling RSVP in a DSP Farm Profile, page 4 (required)
¢ Verifying RSVP Agent Configuration, page 6 (optional)
¢ Troubleshooting the RSVP Agent, page 7 (optional)

Note  Thisdocument does not contain details about configuring Cisco Unified Communications Manager. See
the documentation and online help for Cisco Unified Communications Manager for configuration
instructions.

Enabling RSVP in a DSP Farm Profile

Perform this procedure to enable the RSV P agent on an MTP or transcoder device.

SUMMARY STEPS
1. enable
2. configureterminal
3. dspfarm profile profile-identifier { mtp | transcode}
4. codec pass-through
5. maximum sessions number
or
maximum sessions { hardwar e | software} number
6. associate application sccp
1. rsvp
8. no shutdown
9. end
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Rout er > enabl e
Step2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal

-. |
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Command or Action

Purpose

Step3 dspfarmprofile profile-identifier {mp | Enters DSP farm profile configuration mode to define a
transcode} profile for DSP farm services.
Note The profile-identifier and service type uniquely
Example: identifies a profile. If the service type and
Rout er (confi g)# dspfarm profile 20 transcode profileidentifier pair is not unique, you are
prompted to choose a different profile-identifier.
Step4 codec pass-through Enabl es codec pass-through mode for the DSP farm profile.
e Codec pass-through must be enabled for the RSVP
Example: agent to support Cisco Unified Communications
Rout er (confi g-dspfarm profil e)# codec Manager.
pass-t hrough . .

e Transcoder profiles support multiple codecs. MTP
profiles support only one codec in addition to
pass-through mode. You must define a separate MTP
profile for each additional codec.

Step5  maxi mum sessi ons nunber Specifies the maximum number of sessions that are
or supported by the profile.
maxi mum sessi ons {hardware | software} nunber . number—Range is determined by the available
registered DSP resources. Default is 0.
Example: Note The hardware and softwar e keywords apply only
Rout er (confi g-dspfarm profil e)# maxi mum toMTP profiles.
sessions 4
Step6 associate application sccp Associates the SCCP protocol to the DSP farm profile.
Example:
Rout er (confi g-dspfarm profil e)# associ ate
application sccp
Step7 rsvp Enables RSV P support in the DSP farm profile.
Example:
Rout er (confi g-dspfarmprofile)# rsvp
Step8 no shutdown Enables the profile, allocates DSP farm resources, and

Example:
Rout er (confi g-dspfarm profile)# no shutdown

associates the application.

Step9 end

Example:
Rout er (confi g-dspfarm profile)# end

Exits to privileged EXEC mode.

What to Do Next

Assign the DSP-farm profile to the appropriate Cisco Unified Communications Manager group. See the
“Associating a DSP Farm Profile to a Cisco Unified Communications Manager Group” section on

page 85.

"
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Verifying RSVP Agent Configuration

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Perform this procedure to verify the RSVP Agent configuration on the voice gateway.

1. show running-config
2. show dspfarm profile profile-number

3. show sccp ccm group group-number

show running-config

Use the show running-config command to verify that the RSV P agent is enabled on the SCCP device
and that the device is assigned to a Cisco Unified Communications Manager group:

Rout er # show runni ng-config

|
sccp ccmgroup 1

bi nd interface FastEthernet0/0
associate ccm2 priority 3

associate ccm 1l priority 2

associate profile 10 register nmtp_Al
associ ate profile 120 regi ster xcoder_A2
associate profile 110 register ntp_A2
associ ate profile 20 register xcoder_Al
|
dspfarm profile 20 transcode

codec g711ul aw

codec gsnfr

codec g711lal aw

codec g729r8

codec g729ar8

codec g729br8

codec g729abr8

codec pass-through

rsvp

maxi mum sessi ons 5

associ ate application SCCP

|

éhow dspfarm profile profile-number

Use the show dspfarm profile command to verify the configuration and status of the resource:

Rout er# show dspfarm profile 20

Dspfarm Profile Configuration

Profile I D = 20, Service = TRANSCODI NG Resource ID =1

Profile Description

Profile Admin State : UP

Profile Operation State : ACTIVE

Application : SCCP  Status : ASSOCI ATED

Resource Provider : FLEX DSPRM Status : UP

Nunmber of Resource Configured : 5

Nunber of Resource Available : 5

Codec Configuration

Codec : gsnfr, Maxi mum Packetization Period : 20
Codec : g729abr8, Maxi mum Packetization Period : 60
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Codec : g71lal aw, Maxi mum Packetization Period : 30
Codec : g711lul aw, Maxi mum Packetization Period : 30
Codec : @729r8, Maxi mum Packetization Period : 60
Codec : g729ar8, Maxi mum Packetization Period : 60
Codec : g729br8, Maxi mum Packetization Period : 60
Codec : pass-through, Maxi mum Packetization Period : 0O
RSVP : ENABLED

Step3  show sccp ccm group group-number

Use the show sccp ccm group command to verify the DSP farm profiles that are assigned to the
Cisco Unified Communications Manager group and the registration names of the SCCP devices.

Rout er# show sccp ccmgroup 1

CCM G oup ldentifier: 1
Descri ption: None
Bi nded Interface: NONE, |P Address: NONE
Associated CCM I1d: 1, Priority in this CCM G oup: 2
Associated CCM I1d: 2, Priority in this CCM G oup: 3
Associ ated Profile: 10, Registration Nanme: ntp_Al
Associ ated Profile: 20, Registration Nane: xcoder_Al
Associ ated Profile: 110, Registration Nane: mtp_A2
Associ ated Profile: 120, Registration Nanme: xcoder_A2
Regi stration Retries: 3, Registration Tineout: 10 sec
Keepal i ve Retries: 3, Keepalive Tinmeout: 30 sec
CCM Connect Retries: 3, CCM Connect Interval: 10 sec
Swi t chover Met hod: GRACEFUL, Switchback Method: GRACEFUL_GUARD
Swi tchback Interval: 10 sec, Swi tchback Tineout: 7200 sec
Si gnal i ng DSCP val ue: default, Audio DSCP val ue: default

Troubleshooting the RSVP Agent

You can troubleshoot the performance of the RSV P agent by performing any of the following steps.

SUMMARY STEPS

-

show scep

show sccp connections

show sccp connections details
show sccp connectionsrsvp
show ip rsvp installed

show scep statistics

debug sccp all

debug call rsvp-sync [events | func-trace]

© S8 N & a0 B W N

debug voip ccapi inout
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DETAILED STEPS

Step 1

Step 2

Step 3

show sccp

Before the start of acall, use the show sccp command to verify that the MTP or transcoder deviceis
successfully registered with Cisco Unified Communications Manager:

Rout er# show sccp

SCCP Admin State: UP
Gateway | P Address: 192.168.20.1, Port Nunber: 0
| P Precedence: 5
User Masked Codec |ist: None
Cal | Manager: 192.168.20.11, Port Number: 2000
Priority: NNA, Version: 5.0.1, ldentifier: 3
Cal | Manager: 192.168.20.12, Port Number: 2000
Priority: NA Version: 5.0.1, ldentifier: 1
Call Manager: 192.168.20.13, Port Number: 2000
Priority: NNA, Version: 5.0.1, ldentifier: 2

Software MIP Oper State: ACTIVE - Cause Code: NONE

Active Call Manager: 192.168.20.12, Port Nunber: 2000

TCP Link Status: CONNECTED, Profile ldentifier: 10

Reported Max Streans: 1004, Reported Max OOS Streans: O
Supported Codec: pass-thru, Maximum Packetization Period: NA
Supported Codec: g71lul aw, Maxi num Packeti zation Period: 30
Supported Codec: rfc2833 dtnf, Maxi num Packeti zation Period: 30
RSVP : ENABLED

show sccp connections

During the call, use the show sccp connections command to display information about the active SCCP
connections established for the call, the DSP farm service type (MTP or transcoding), codec (for
example, pass-through or g711ulaw), and remote end information:

Rout er# show sccp connecti ons
sess_id conn_id stype node codec ri paddr rport sport

17537646 19438263 np sendrecv pass_th 192.168.20.5 35548 16576
17537646 19438260 ntp sendrecv pass_th 192.168.22.1 16832 19164

Total nunber of active session(s) 1, and connection(s) 2

show sccp connections details

Use the show sccp connections details command to display details about active SCCP connections,
including the internal call leg ID:

Rout er# show sccp connections details

bridge-info(bid, cid) - Normal bridge information(Bridge id, Calleg id)
mrbri dge-info(bid, cid) - Mxed node bridge information(Bridge id, Calleg id)

sess_id conn_id call-id codec pkt - peri od type bridge-info(bid, cid)
mrbri dge-i nfo(bid, cid)

17537646 - 326 N A N A swit pnsp Al l RTPSPI Cal | egs N A
17537646 19438263 324 pass_th 20 rt pspi (221, 326) N A
17537646 - 326 N A N A swnt pmsp Al RTPSPI Cal | egs N A
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17537646 19438260 325 pass_th 20 rtpspi (222, 326) N A

Total nunber of active session(s) 1, connection(s) 2, and callegs 4

show sccp connections rsvp

Use the show sccp connections rsvp command to display information about the active RSVP
reservations for the call:

Rout er# show sccp connections rsvp

sess_id conn_i d rsvp_id dir local ip port renote ip s port
17537646 19438260  -244 SEND 192. 168. 20. 1 119164 192.168.22.1 116832
17537646 19438260 - 245 RECV 192. 168. 20. 1 119164 192.168.22.1 116832

Total active sessions 1, connections 2, rsvp sessions 2

show ip rsvp installed

Use the show ip rsvp installed command to see that the RSV P reservation is successfully made and to
display the reserved bandwidth for the call:

Rout er# show ip rsvp installed

RSVP: LoopbackO has no installed reservations

RSVP: Fast Et hernet0/0 has no installed reservations

RSVP: Serial 0/0

BPS To From Protoc DPort Sport Weight Conversation
80K 192.168.22.1 192.168. 20.1 UDP 16832 19164 25 265

RSVP: FastEthernet0/1 has no installed reservations

RSVP: Serial 0/1 has no installed reservations

show scep statistics

Use the show scep statistics command to display the SCCP messages exchanged between the RSVP
agent and Cisco Unified Communications Manager:

Rout er# show sccp statistics
SCCP Application Service(s) Statistics:

Profile ldentifier: 10, Service Type: Software MIP

TCP packets rx 9, tx 6

Unsupported pkts rx O, Unrecognized pkts rx O

Regi ster tx 0, successful O, rejected 0, failed O

KeepAlive tx 1, successful 1, failed O

OpenRecei veChannel rx 2, successful 2, failed O

Cl oseRecei veChannel rx 0, successful 0, failed O

Start Medi aTransmni ssion rx 2, successful 2, failed 0

St opMedi aTransmi ssion rx 0, successful 0, failed O

PortReq rx 1

PortRes tx 1, successful 1, failed O

PortClose rx O

QosListen rx 1

QosPath rx 1

QosTeardown rx 0, send O, recv 0, sendrecv O

QosResvNotify tx 2, send 2, recv 0, sendrecv 0O

QosErrorNotify tx 0, send 0, recv 0, sendrecv O
err0 O, err1 O, err2 0, err3 0, err4 0, err5 0,
err6 0, err7 O, err8 0, err9 0, errl0 O, errll O,

QosModify rx 1, send 0, recv 1, sendrecv O

Updat eDscp rx O
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Reset rx O,
Medi aSt reanmi ngFailure rx 0
0, Switchback 0O

Swi t chover

Step7  debug sccp all

successful 0, failed O

Usethe debug sccp all command to display the sequence of the SCCP messages. The message sequence
may be different if the RSV P policy defined in Cisco Unified Communications Manager is not set to

mandatory.

Rout er# show sccp statistics
Rout er# show | og |

Feb
Feb
Feb
Feb
Feb
36
Feb 4 20:
Feb 4 20:
Feb 4 20:
header) -
Feb 4 20:
Feb 4 20:
header) -
Feb 4 20:
Feb 4 20:
Feb 4 20:
header) -
Feb 4 20:
Feb 4 20:
Feb 4 20:
header) -

20:
20:
20:
20:
20:

AN BADD

28
28
28
28
28

28
28
28

141,
141,
141,
. 55,
1 55.

. 55,
. 55,
. 55,
len 36
28:57. 706:
28:57. 710:
len 32

28:57.714:
28:57.718:
28:57. 726:
len 32

28:57. 866:
28:57. 870:
28:57.878:
len 36

791:
803:
815:
647:
647:

651:
651:
675:

incl (rcvd | txed)

sccp_parse_control _msg: rcvd KeepAl i veAckMessage nsg
sccp_parse_control _nmsg: rcvd KeepAl i veAckMessage nsg
sccp_parse_control _nsg: rcvd KeepAl i veAckMessage nsg
sccp_parse_control _nmsg: rcvd PortReq nsg:

sccp_send_port_res: PortRes nsg txed in hex(including header) - |en

sccp_parse_control _nmsg: rcvd QosPath nsg:
sccp_parse_control _nmsg: rcvd QosListen nsg:
sccp_send_qos_resv_notify: QosResvNotify txed in hex(including

OpenRecevi ceChannel nsg rcvd in hex -
sccp_open_recei ve_chnl _ack: OpenRecvChnl Ack nsg txed i n hex(including

OpenRecevi ceChannel nsg rcvd in hex -
StartMedi aTrans nmsg rcvd in hex -
sccp_open_recei ve_chnl _ack: OpenRecvChnl Ack nsg txed i n hex(including

Start Medi aTrans nmsg rcvd in hex -
sccp_parse_control _nmsg: rcvd QosMdify nsg:
sccp_send_qos_resv_notify: QosResvNotify txed in hex(including

Step8  debug call rsvp-sync {events| func-trace}

Use the debug call rsvp-sync event and debug call rsvp-sync func-trace with the debug sccp all
command to show how SCCP messages and RSV P events trigger each other.

Step9  debug voip ccapi inout

Usethe debug voip ccapi inout command to trace the execution path through the call control application
programming interface (API).

Configuration Examples for RSVP Agent

This section contains the following configuration example:
e RSVP Agent, page 3

RSVP Agent: Example

version 12.4
servi ce tinestanps debug datetime nsec
service tinestanps |og datetine nsec
no service password-encryption
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host name Rout er

boot - st art - mar ker
boot - end- nar ker

oggi ng buffered 5000000 debuggi ng

no | oggi ng consol e
enabl e password | ab

no network-clock-participate slot 2
no network-clock-participate aimO0
no network-clock-participate aim1
no aaa new node

p subnet-zero
p cef

no i p domain | ookup
no ftp-server wite-enable
voi ce-card 2

dspfarm
dsp services dspfarm

nt erface LoopbackO

i p address 192.168.26.1 255. 255. 255. 255
max-reserved- bandwi dt h 100

ip rsvp bandw dth

nterface Fast Ethernet0/0

i p address 192.168.20.1 255.255.255.0
max- reser ved- bandwi dt h 100

dupl ex auto

speed auto

fair-queue 64 256 1000

ip rsvp bandwi dth

nterface Serial0/0

i p address 192. 168. 25. 2 255. 255. 255. 252
max-r eser ved- bandwi dt h 100

fair-queue 64 256 37

ip rsvp bandwi dth

nterface FastEthernet0/1

i p address 192.168.24.1 255. 255. 255.0
max-r eser ved- bandwi dt h 100

shut down

dupl ex auto

speed auto

fair-queue 64 256 1000

ip rsvp bandwi dth

nterface Serial0/1

i p address 192. 168. 25. 69 255. 255. 255. 252
max-r eser ved- bandwi dt h 100

shut down

fair-queue 64 256 37

ip rsvp bandwi dth

router ospf 10

| og- adj acency- changes
network 192.168.0.0 0.0.255.255 area 0

Configuration Examples for RSVP Agent
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ip classless
ip http server

ip rsvp policy preempt
!

!

!

control -pl ane

!

!

!

voi ce-port 2/0/0

!

voi ce-port 2/0/1

!

!

sccp |l ocal FastEthernet0/0

sccp ccm 192.168. 20. 11 identifier
sccp ccm 192. 168. 20. 13 identifier
sccp ccm 192.168. 20. 12 identifier
scep

!

sccp ccmgroup 1
bi nd interface FastEthernet0/0
associate ccm 2 priority 3
associate ccm 11 priority 2

3 version 4.0
2 version 5.1
1 version 5.1

associate profile 10 register ntp_Al
associate profile 120 regi ster xcoder_A2
associate profile 110 register ntp_A2
associ ate profile 20 register xcoder_Al

|
dspfarmprofile 20 transcode
codec g711lul aw

codec gsnfr

codec pass-through

codec g71lal aw

codec g729r8

codec g729ar8

codec g729br8

codec g729abr8

rsvp

maxi mum sessions 5

associ ate application SCCP
|

dspfarmprofile 120 transcode
codec g729abr8

codec gsnfr

codec g71lal aw

codec g711ul aw

codec g729r8

codec g729ar8

codec g729br8

codec pass-through

rsvp

maxi mum sessi ons 5

associ ate application SCCP
|
dspfarmprofile 30 conference
codec g711ul aw

codec g71lal aw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8
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dspfarmprofile 10 ntp

codec g711ul aw

codec pass-through

rsvp

maxi mum sessi ons hardware 2
maxi mum sessi ons software 10
associ ate application SCCP
|
dspfarmprofile 110 ntp
codec pass-through

codec g711ul aw

rsvp

maxi mum sessi ons hardware 2
maxi mum sessi ons software 10
associ ate application SCCP
|

|

|

line con O

exec-timeout 0 O

line aux O

line vty 0 4

exec-timeout 0 O

no login

!

ntp clock-period 17175018
ntp server 192.168. 20. 12
end

Additional References

¢ Cisco Unified Communications Manager Administration Guide, Release 5.0(1)
¢ Cisco Unified Communications Manager System Guide, Release 5.0(1)

¢ Cisco Unified Communications Manager Features and Services Guide, Release 5.0(1)
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