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archive tar

To create a TAR file, to list the files in a TAR file, or to extract the files from a TAR file, use the archive
tar command in privileged EXEC mode.

archive tar {/create destination-url flash:/file-url | /table source-url | /xtract source-url
flash:/file-url [dirlfile...]}

Syntax Description  /create destination-url
flash:/file-url

Creates a new TAR file on the local or network file system.

For destination-url, specify the destination URL alias for the local or
network file system and the name of the TAR file to create. The following
options are supported:

e flash:—Syntax for the local flash file system.

o ftp:[[//username(:password]@location]l/directoryl/tar-filename.tar—
Syntax for FTP.

e rcp:[[//username@location]/directoryll/tar-filename.tar—Syntax for
Remote Copy Protocol (RCP).

o tftp:[[//location]/directorylltar-filename.tar —Syntax for TFTP.
The tar-filename.tar is the name of the TAR file to be created.

For flash:/file-url, specify the location on the local flash file system from
which the new TAR file is created.

An optional list of files or directories within the source directory can be
specified to write to the new TAR file. If none is specified, all files and
directories at this level are written to the newly created TAR file.

/table source-url

Displays the contents of an existing TAR file to the screen.

For source-url, specify the source URL alias for the local or network file
system. The following options are supported:

e flash:—Syntax for the local flash file system.

o ftp:[[//username[:password] @location]l/directoryl/tar-filename.tar—
Syntax for FTP.

e rep:[[//username@location]/directorylltar-filename.tar—Syntax for
Remote Copy Protocol (RCP).

e tftp:[[//location]/directoryl/tar-filename.tar —Syntax for TFTP.

The tar-filename.tar is the name of the TAR file to be created.
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Command Default

Command Modes

archive tar

Ixtract source-url Extracts files from a TAR file to the local file system.
flash:/file-url

oo For source-url, specify the source URL alias for the local file system. The
[dir/file...]

following options are supported:
e flash:—Syntax for the local flash file system.

o ftp:[[//username(:password]@location]l/directoryl/tar-filename.tar—
Syntax for FTP.

e rcp:[[//username@location]/directorylltar-filename.tar—Syntax for
Remote Copy Protocol (RCP).

o tftp:[[//location]/directoryl/tar-filename.tar —Syntax for TFTP.

The tar-filename.tar is the name of the TAR file to be created.

A TAR archive file is not created.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.1(13)AY This command was introduced.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
12.4(22)YB This command was integrated into Cisco IOS Release 12.4(22)YB.
12.424)T This command was integrated into Cisco IOS Release 12.4(24)T.

Filenames, directory names, and image names are also case sensitive.

The TAR file is an archive file from which you can extract files by using the archive tar command.

Examples The following example shows how to create a TAR file. The command writes the contents of the
new-configs directory on the local flash device to a file named saved.tar on the TFTP server at
172.20.136.9.

Switch# archive tar /create tftp:172.20.136.9/saved.tar flash:/new-configs
The following example shows how to display the contents of the c2940-tv0O-m.tar file that is in flash
memory. The contents of the TAR file appear on the screen.
Switch# archive tar /table flash:c2940-tv0-m.tar
info (219 bytes)
c2940-tv0-mz-121/ (directory)
c2940-tv0-mz-121/html/ (directory)
c2940-tv0-mz-121/html/foo.html (0 bytes)
c2940-tv0-mz-121/vegas-tv0-mz-121.bin (610856 bytes)
c2940-tv0-mz-121/info (219 bytes)
info.ver (219 bytes)
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The following example shows how to extract the contents of a TAR file on the TFTP server at
172.20.10.30. This command extracts only the new-configs directory into the root directory on the local
flash file system. The remaining files in the saved.tar file are ignored.

Switch# archive tar /xtract tftp:/172.20.10.30/saved.tar flash:/ new-configs
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clear raw statistics

To clear raw IP statistics when Cisco IOS Software Modularity software is running, use the clear raw
statistics command in privileged EXEC mode.

clear raw statistics

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
Usage Guidelines There are three transport protocols used when Software Modularity software is running: Transmission

Control Protocol (TCP), User Datagram Protocol (UDP), and raw IP. The transport protocol statistics are
generally counters, but some are averages or time stamps. Use the clear raw statistics command to reset
the raw IP statistics, and use the show raw statistics command to display the raw IP statistics. Many of
the statistics are relevant to all of the transport protocols. To clear the other transport protocol statistics
used in Software Modularity, use the clear tcp statistics and clear udp statistics commands.

Examples The following example shows how to clear the raw IP statistics using the clear raw statistics command:

Router# clear raw statistics

[confirm]

Related Commands = Command Description
clear tcp statistics Clears TCP statistics.
clear udp statistics Clears UDP statistics.
show raw statistics Displays raw IP statistics.
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clear udp statistics

To clear User Datagram Protocol (UDP) statistics when Cisco IOS Software Modularity software is
running, use the clear udp statistics command in privileged EXEC mode.

clear udp statistics

Syntax Description  This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
Usage Guidelines There are three transport protocols used when Software Modularity software is running: Transmission

Control Protocol (TCP), UDP, and raw IP. The transport protocol statistics are generally counters, but
some are averages or time stamps. Use the clear udp statistics command to reset the UDP statistics, and
use the show udp statistics command to display the UDP statistics. Many of the statistics are relevant
to all of the transport protocols. To clear the other transport protocol statistics used in Software
Modularity, use the clear raw statistics and clear tcp statistics commands.

Examples The following example shows how to clear the UDP statistics using the clear udp statistics command:

Router# clear udp statistics

[confirm]

Related Commands = Command Description
clear raw statistics Clears raw IP statistics.
clear tcp statistics Clears TCP statistics.

show udp statistics Displays UDP statistics.
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debug registry

To turn on the debugging output for registry events or errors when Cisco IOS Software Modularity
software is running, use the debug registry command in privileged EXEC mode. To turn off debugging
output, use the no form of this command or the undebug command.

debug registry {events | errors} [process-name | pid]

no debug registry {events | errors} [process-name | pid]

Syntax Description

Command Modes

events Displays debugging messages about registry event messages.
errors Displays debugging messages about registry error messages.
process-name (Optional) Process name.

pid (Optional) Process ID. Number in the range from 1 to 4294967295.

Privileged EXEC (#)

Command History

Usage Guidelines

A

Release Modification

12.2(18)SXF4 This command was introduced to support Software Modularity images.

Use the debug registry command to troubleshoot Software Modularity registry operations.

Caution

Examples

Use any debugging command with caution because the volume of generated output can slow or stop the
router operations. We recommend that this command be used only under the supervision of a Cisco
engineer.

The following example turns on debugging messages for Software Modularity registry events for the
TCP process:

Router# debug registry events tcp.proc
Debug registry events debugging is on

The following example turns on debugging messages for Software Modularity registry errors:

Router# debug registry errors

Debug registry errors debugging is on
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exception core

To set or change the core dump options for a Cisco IOS Software Modularity process, use the exception
core command in global configuration mode. To reset the core dump options to their default settings,
use the no form of this command.

exception core process-name {{off | mainmem | mainmem-sharedmem | mainmem-text |
mainmem-text-sharedmem | sharedmem [maxcore value] }| maxcore value}

no exception core process-name

Syntax Description  process-name Process name.
off When the process stops, no core dump is taken.
mainmem When the process stops, the main memory is dumped.
mainmem-sharedmem When the process stops, the main memory and the shared memory

segments are dumped.

mainmem-text When the process stops, the main memory text segment is dumped.

mainmem-text-sharedmem  When the process stops, the main memory text and shared memory
segments are dumped.

sharedmem When the process stops, the shared memory segments are dumped.
maxcore (Optional) Specifies a maximum number of dumps allowed for this
process.
value (Optional) Integer from 0 to 4294967295. By default there is no limit.
Command Default Default core dump options are set for a process.
Command Modes Global configuration (config)
Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
Usage Guidelines Core dumps are taken when every process crashes. Each Cisco IOS Software Modularity software

component has an associated .startup file that determines the core dump options (and other attributes) of
that process. Use the show processes detailed command to display the core dump options for a process.
Use the exception core command to override the default values set in the .startup file for the specific
software component.

Note  This command is of use only to Cisco technical support representatives in analyzing system failures in
the field. Under normal circumstances, there should be no reason to change the core dump options. For
that reason, this command should be used only by Cisco Certified Internetwork Experts (CCIEs) or under
the direction of Cisco Technical Assistance Center (TAC) personnel.
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Examples In the following example, the maximum number of core dumps for all instances of the Cisco Discovery
Protocol (CDP) process is set to 100. The command also limits the core dump output to the main memory
text segments.

configure terminal
exception core cdp2.proc mainmem-text maxcore 100

Related Commands = Command Description

exception flash Configures the dump location for core files when a process reloads.
show processes detailed  Displays detailed process information.
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exception core-file

To specify the name of the core dump file in Cisco IOS or Cisco IOS Software Modularity software, use
the exception core-file command in global configuration mode. To return to the default core filename,
use the no form of this command.

Cisco 10S Software
exception core-file filename
no exception core-file
Cisco 10S Software Modularity
exception core-file [filename] [limit upper-limit] [compress] [timestamp]

no exception core-file

Syntax Description  filename Name of the core dump file saved on the server.

(Optional) In Software Modularity images, if this argument is not specified,
the default core file is named using the name of the process that is being
dumped. For example, if the raw_ip.proc is the process that is being dumped,
then the default core file is named raw_ip.proc.

limit (Optional) For Cisco IOS Software Modularity images only. Specifies an
upper limit of a range so that core dumps of more than one process can be
created without overwriting the previous core dump.

upper-limit (Optional) For Cisco IOS Software Modularity images only. Number, in the
range from 1 to 64, that represents the upper limit.

compress (Optional) For Cisco IOS Software Modularity images only. Turns on dump
file compression. By default, compression is turned off.

timestamp (Optional) For Cisco IOS Software Modularity images only. Adds a time
stamp to the core dump file.

Command Default Cisco I0OS Software: The core file is named hostname-core, where hostname is the name of the router.
Cisco IOS Software Modularity: The core file is named using the name of the process that is being
dumped.

Command Modes Global configuration (config)

Command History Release Modification

10.2 This command was introduced.
12.2(18)SXF4 The limit, compress, and timestamp keywords were added to support

Software Modularity images.
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exception core-file

Usage Guidelines If you use TFTP to dump the core file to a server, the router will only dump the first 16 MB of the core
file. If the router’s memory is larger than 16 MB, the whole core file will not be copied to the server.
Therefore, use rcp or FTP to dump the core file. The network dump is not supported in Software
Modularity images.

A

Caution  This command is of use only to Cisco technical support representatives in analyzing system failures in
the field. Under normal circumstances, there should be no reason to change the default core filename.
For that reason, this command should be used only by Cisco Certified Internetwork Experts (CCIEs) or
under the direction of Cisco Technical Assistance Center (TAC) personnel.

Examples Cisco 10S Software

In the following example, the router is configured to use FTP to dump a core file named dumpfile to the
FTP server at 172.17.92.2 when the router crashes:

ip ftp username red

ip ftp password blue
exception protocol ftp
exception dump 172.17.92.2
exception core-file dumpfile

Cisco 10S Software Modularity

In the following example, the router is configured to dump the main memory used by the TCP process
to a file named dump-tcp when the TCP process crashes. The dump file is configured with an upper limit
of 20, to be compressed, and to have a time stamp applied.

exception core tcp.proc mainmem
exception core-file dump-tcp limit 20 compress timestamp

~

Note  The exception protocol and exception dump commands are not supported in Software
Modularity images.

Related Commands =~ Command Description

exception core Sets or changes the core dump options for a Cisco IOS Software Modularity
process.

exception dump Causes the router to dump a core file to a particular server when the router
crashes.

exception memory Causes the router to create a core dump and reboot when certain memory size
parameters are violated.

exception protocol Configures the protocol used for core dumps.

exception Causes the router to create a core dump and reload after a specified number

spurious-interrupt of spurious interrupts.

ip ftp password Specifies the password to be used for FTP connections.

ip ftp username Configures the username for FTP connections.

Cisco 10S Software Modularity Command Reference
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exception crashinfo buffersize

To change the size of the buffer used for crashinfo files, use the exception crashinfo buffersize
command in global configuration mode. To revert to the default buffer size, use the no form of this
command.

exception crashinfo buffersize kilobytes

no exception crashinfo buffersize kilobytes

Syntax Description  kilobytes Buffer size, in kilobytes (KB). Range is 32 to 256. Default is 32.

Command Default Crashinfo buffer is 32 KB.

Command Modes Global configuration (config)
Command History Release Modification
12.2(4H)T, 12.2(11) This command was introduced for the Cisco 3600 series only (3620, 3640,
and 3660 platforms).
12.2(13)T This command was implemented in Cisco 6400-NSP images.
12.2(15)JA This command was integrated into Cisco IOS Release 12.2(15)JA.
12.2(18)SXF4 This command was integrated into Release 12.2(18)SXF4 to support

Software Modularity images.

Usage Guidelines The crashinfo file saves information that helps Cisco technical support representatives to debug
problems that caused the Cisco IOS image to fail (crash). The device writes the crash information to the
console at the time of the failure, and the file is created the next time you boot the Cisco IOS image after
the failure (instead of while the system is failing).

~

Note  If you are running a Software Modularity image, setting the crashinfo buffer size to the default of 32 KB
does not limit the crashinfo buffer size. The crashinfo file size is limited to the value set if the value is
set to anything other than the default 32 KB.

Examples In the following example, the crashinfo buffer is set to 100 KB:

Router (config) # exception crashinfo buffersize 100

Related Commands = Command Description

exception crashinfo file Enables the creation of a diagnostic file at the time of unexpected system
shutdowns.
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exception flash

To handle the device and erase permission for exceptions, and set the local dump location for core files
when a process reloads, use the exception flash command in global configuration mode.

exception flash {all | iomem | procmem} device-name

no exception flash

Syntax Description

Command Default

Command Modes

all Dumps all the memory in the local dump location.

device-name Device name to be used as the local dump location.

iomem Dumps the input and output memory in the local dump location.
procmem Dumps the processor memory in the local dump location.

No core dump location is set for a process.

Global configuration (config)

Command History

Usage Guidelines

A

Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
15.0(1H)M This command was modified in a release earlier than Cisco IOS

Release 15.0(1)M. The all, iomem, and procmem keywords were added.

Core dumps are taken when every process reloads. You can configure up to three destinations, and the
order in which the dump locations are used follows the order in which the destinations are configured.

Each Cisco IOS Software Modularity component has an associated .startup file that determines the core
dump options (and other attributes) of that process. Use the show processes detailed command to
display the core dump options for a process. Use the exception core command to override the default
values set in the .startup file for the specific software component.

Caution

This command is of use only to Cisco technical support representatives in analyzing system failures
in the field. Under normal circumstances, there should be no reason to set a local core dump location
for a process. For that reason, this command should be used only by Cisco Certified Internetwork
Experts (CCIEs) or under the direction of Cisco Technical Assistance Center (TAC) personnel.

Examples In the following example, three dump locations are configured to dump all the memory:
Router# configure terminal
Router (config) # exception flash all diskl:
Router (config)# exception flash all bootflash:
Router (config)# exception flash all sup-bootdisk:
Cisco 10S Software Modularity Command Reference



Cisco 10S Software Modularity Commands |

M exception flash

Related Commands = Command Description
exception core Sets or changes the core dump options for a Cisco IOS Software
Modularity process.

show processes detailed  Displays detailed process information.

write core Generates a process core dump.
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exception kernel

To configure a networking device to dump the kernel memory, use the exception kernel command in
global configuration mode. To turn off the kernel dump facility, use the no form of this command.

exception kernel [filename filename] filepath path [memory kernel]

no exception kernel

Syntax Description

Command Default

Command Modes

filename (Optional) Specifies the name of the kernel dump file.

filename (Optional) Name of the kernel dump file. Because this file is a compressed
file, a .Z suffix is added to the name. By default, the filename is
kernel core.Z.

filepath Specifies the location to which the core dump file is written.

path Location to which the core dump file is written. The supported locations are
bootflash: or diskn:. For diskn: or bootflash:, the path value is the absolute
path to the file.

memory (Optional) Specifies the type of memory to be dumped.

kernel (Optional) Specifies that only kernel memory is to be dumped. If not
specified, both user memory and kernel memory are dumped.

No kernel memory is dumped.

Global configuration (config)

Command History

Usage Guidelines

A

Release Modification

12.2(18)SXF4 This command was introduced to support Software Modularity images.

Use the exception kernel command to dump kernel memory when the kernel reloads. Please note that
this is different from process dump, in which a process on the networking device reloads, but not the
networking device itself. This command is used to configure where and what to dump. If the dump is to
bootflash:, this command is all that is required.

For distributed networking devices, the line card number is added to the default name assigned to the
kernel core dump file. For example, the default kernel core dump file for the line card in slot 6 would be
kernel_core6.Z.

Caution

This command is of use only to Cisco technical support representatives in analyzing system failures in
the field. Under normal circumstances, there should be no reason to dump the kernel memory. For that
reason, this command should be used only by Cisco Certified Internetwork Experts (CCIEs) or under the
direction of Cisco Technical Assistance Center (TAC) personnel.
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Examples The following example writes kernel exceptions to the diskO:/core directory. Only kernel memory is
dumped, and because no filename is specified, the kernel core dump file is given the default name
kernel_core.z.

configure terminal
exception kernel filepath /disk0:/core memory kernel
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exception switch kernel

exception switch kernel

To configure a networking device to dump the kernel memory, use the exception kernel command in
global configuration mode. To turn off the kernel dump facility, use the no form of this command.

exception switch kernel filesystem filename

no exception switch kernel filesystem filename

Syntax Description  filesystem Specifies the file system for placing the kernel core file.

ilename (Optional) Name of the kernel core file. Because this file is a compressed
Y p
file, a .Z suffix is added to the name. By default, the filename is
kernel core.Z.

Command Default No kernel memory is dumped.
Command Modes Global configuration (config)
Command History Release Modification
12.2(33)SX14 This command was introduced to support software modularity images.
12.2(33)SXI5 This command is not supported in Cisco IOS Release 12.2(33)SXI5 and later
releases.

Usage Guidelines

A

Caution = This command is useful only to Cisco technical support representatives for analyzing system failures
in the field. Under normal circumstances, you should not need to dump the kernel memory. For that
reason, this command should be used only by Cisco Certified Internetwork Experts (CCIEs), or under
the direction of Cisco Technical Assistance Center (TAC) personnel.

The exception switch kernel command is available in Cisco IOS Releases 12.2(33)SXI4 and
12.2(33)SX14a

Use the exception switch kernel command to dump kernel memory when the kernel reloads on the SP.
This operation is different from process dump in which a process on the networking device reloads, but
not the networking device itself. This command is used to configure where and what to dump. If the
dump is to bootflash:, the exception switch kernel command is all that is required.

The filepath keyword only accepts file systems available to the SP. Use this command for configuring
modular Cisco IOS kernel core files on the SP.

For distributed networking devices, the line card number is added to the default name assigned to the
kernel core dump file. For example, the default kernel core dump file for the line card in slot 6 would be
kernel _core6.Z.

Cisco 10S Software Modularity Command Reference
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Examples The following example writes kernel exceptions to the diskO:/core directory. Only kernel memory is
dumped, and because no filename is specified, the kernel core dump file is given the default name
kernel_core.z.

configure terminal
exception switch kernel filesystem /disk0:/core memory kernel

Related Commands = Command Description

exception kernel Configures module Cisco IOS kernel core files on the RP.
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install activate 1l

install activate

~

Note

Effective with Cisco IOS Release 12.2(33)SXI3, the install activate command is not available in Cisco
10S software.

To activate the current pending change set, use the install activate command in privileged EXEC mode.

install activate search-root-directory [reload]

Syntax Description

Command Modes

search-root-directory Local directory specified in the destination-directory argument of a

previously executed install file command. Valid root directories are /sys,
/oldsys, and /newsys.

reload (Optional) Treats the patch to be activated as a reload patch, thereby
bypassing a time-consuming process restart.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI1 This command was modified. The reload keyword was added.
12.2(33)SXI3 This command was removed.

Use the install activate command after a patch file or maintenance pack (MP) has been installed. The
state of files in the pending change set will change depending on whether a reload is required.

Cisco IOS Software Modularity introduces the concept of installed software that is different from just
booting an image on the networking device. Cisco IOS Software Modularity images can be saved into
the flash file system and booted like a Cisco IOS image, but this is referred to as uninstalled software.
To gain the benefits of the Cisco IOS Software Modularity Installer and permit patch files to be installed,
use the install file command to write the software to flash. Installation and activation are now separate
processes. The install bind command is used to bind Cisco I0OS Software Modularity base images
system-wide; and the install activate command must be entered to activate a patch. Some patches will
require a reload to be performed, and a message appears on the console after the install activate
command has been entered to note the current state of the patch.

Table 5 shows whether the patch code is running in the various patch states. For more details about
activating a patch, including a flowchart of the various patch states, see the “Cisco IOS Software
Modularity Installation and Configuration” module.
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Table 5 Patch State Descriptions

State State Description Is Patch Code Running?

PendInst Pending installation activation. No processes are running the patch code.

InstPRel Installation activation pending No processes are running the patch code
reload. until a card reload is performed.

IPRPndRo Installation activation pending reload |No processes are running the patch code
pending rollback. until a card reload is performed.

PendRoll Pending rollback Some processes are running the patch code.

RollPRel Rollback pending reload. Some processes are running the patch code.

RPRPndIn Rollback pending reload pending Some processes are running the patch code.
installation activation.

Active Patch is active. Some processes are running the patch code.

Pruned Patch is removed. No processes are running the patch code.

Examples The following example shows how to activate the current pending change set for the sys directory:

Router# install activate disk0:/sys

Related Commands  Command Description
install bind Binds Cisco IOS Software Modularity images.
install file Installs base system files and patches.
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installbind W

install bind
N

m Effective with Cisco IOS Release 12.2(33)SXI3, the install bind command is not available in Cisco IOS
software.

To bind a Cisco I0S Software Modularity software image system-wide, use the install bind command
in global configuration mode. To remove the Software Modularity software binding, use the no form of
this command.

install bind search-root-directory [prepend]

no install bind

Syntax Description search-root-directory Directory to be bound as specified in the destination-directory argument of
a previously executed install file command.

prepend (Optional) Moves the latest boot system statement to the top of the boot
variable, which makes that statement the primary image to boot.

Command Default The Cisco I0S Software Modularity software image is not bound.

Command Modes Global configuration (config)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI1 This command was modified. The prepend keyword was added.
12.2(33)SXI3 This command was removed.

Usage Guidelines The install bind command generates a boot system command, but the install bind command is not

inserted into the configuration. The benefit in using the install bind command is that you just specify
the search root directory, which is the destination directory used in the install file command, and the

Cisco IOS Software Modularity software will determine the directory structure and image file. If you
use the boot system command, you must enter the complete directory path and image name.

Each instance of the boot system command generated by an install bind command is saved in the
configuration file in the order in which it was configured, which is the normal behavior for boot system
commands. To configure a system to have the newly installed Software Modularity image as the primary
image to boot, you must remove all previous boot system commands in the configuration and enter them
in the order in which you want them to run. Alternatively, you can download the startup configuration
to a text file, insert the new install bind or boot system command, and copy the changes back into the
startup configuration.

Cisco 10S Software Modularity Command Reference
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Note

Examples

To remove all boot system commands from the configuration file, use the no form of the boot system
command without any arguments. Using the no form of the install bind command will remove only the
boot system commands for installed software and leave other boot system commands intact.

Use the install bind command to bind one or more Software Modularity images, and then copy the
changes to the startup configuration file. Be aware that an image reload or switchover must be performed
before the installed and bound image is actually running on the device.

The following example shows how to remove all existing boot system commands and to bind the
Software Modularity image in the directory named sys:

Router# configure terminal

Router (config) # no boot system

Router (config)# install bind diskO0:/sys
Router (config) # exit

Router# copy running-config startup-config

Related Commands

Command Description
boot system Specifies the system image that the router loads at startup.
install file Installs base system files and patches.
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install clear

~

Note

Effective with Cisco IOS Release 12.2(33)SXI13, the install clear command is not available in Cisco IOS
software.

To remove an entire installed software system, use the install clear command in privileged EXEC mode.

install clear search-root-directory

Syntax Description

Command Modes

search-root-directory Local directory specified in the destination-directory argument of a
previously executed install file command. Valid root directories are /sys,
/oldsys, and /newsys.

Privileged EXEC (#)

Command History

Usage Guidelines

Examples

Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI3 This command was removed.

Use the install clear command with caution because the command cannot be reversed. After an
installation is cleared, it cannot be undone. Software that is currently running or that has been bound to
run cannot be cleared. For bound software, you must remove the binding with the no install bind
command before using the install clear command.

The following example shows how to clear the system installed in the local directory named sys:

Router# install clear diskO0:/sys

Related Commands

Command Description
install bind Binds Cisco IOS Software Modularity images.
install file Installs base system files and patches.
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install commit
§

m Effective with Cisco IOS Release 12.2(33)SXI3, the install commit command is not available in
Cisco IOS software.

To define a tag name for a set of Cisco IOS Software Modularity software installed in the destination
directory of a previously executed install file command, use the install commit command in privileged
EXEC mode.

install commit search-root-directory tag-name

Syntax Description search-root-directory Local directory specified in the destination-directory argument of a
previously executed install file command.

tag-name String of characters to identify a set of software installed in the
search-root-directory value.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI3 This command was removed.

Usage Guidelines This command creates a point to which a user can roll back a system after a patch is installed that is

considered unsatisfactory. The tag-name argument provides a name for the point. A tag name must be
unique to the local file system.

Use the install prune command to remove a previously defined tag from the installed software.

Examples The following example shows how to define a tag named tagl to identify the software installed in the
local directory named sys:

Router# install commit diskO:/sys tagl

Related Commands =~ Command Description
install file Installs base system files and patches.
install prune Removes a tag from the software installed in a directory specified in a

previously executed install file command.
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install copy
~

Note Effective with Cisco IOS Release 12.2(33)SXI3, the install copy command is not available in Cisco 10S
software.

To make a copy of the Cisco IOS Software Modularity software, use the install copy command in
privileged EXEC mode.

install copy source-root-directory destination-root-directory

Syntax Description source-root-directory Local directory specified in a previously executed install file command.
Valid root directories are /sys, /oldsys, and /newsys.

destination-root-directory ~ Local root directory. Valid root directories are /sys, /oldsys, and

/newsys.
Command Modes Privileged EXEC (#)
Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI3 This command was removed.
Usage Guidelines Use the install copy command to duplicate the Cisco IOS Software Modularity software at the source

directory and place it at the destination directory. Both the source and destination directories must be
local to the device.

Examples The following example shows how to copy the software in the directory named sys into a directory
named oldsys:

Router# install copy disk0O:/sys diskO:/oldsys

Related Commands = Command Description

install file Installs base system files and patches.

Cisco 10S Software Modularity Command Reference
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install file
~

m Effective with Cisco IOS Release 12.2(33)SXI3, the install file command is not available in Cisco IOS
software.

To install Cisco IOS Software Modularity base system files and patches, use the install file command in
privileged EXEC mode.

install file source-file-url destination-directory [second-destination-directory] [interactive]

Syntax Description source-file-url Path of an installable file that contains the code to be installed. The
installable file may be on a local file system or on a remote file system.

destination-directory Path of the destination directory in which the installable file is to be
installed. The destination directory must be on a local file system and be in
the following format: file-system:/{sys | newsys | oldsys}.

second-destination-dire (Optional) Path of a secondary destination directory in which the installable

ctory file is to be installed. The secondary destination directory must be on a local
file system and be in the following format: file-system:/{sys | newsys |
oldsys}.

interactive (Optional) Enables prompting of the user before certain actions and activates

more detailed output during the installation process.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI1 This command was modified. The optional second-destination-directory
argument was added.
12.2(33)SXI3 This command was removed.
Usage Guidelines Use the optional interactive keyword to display more detailed output during the installation. Messages

indicating current tasks that are being performed during the installation may be displayed. The default
output is a series of ! characters to indicate progress and a message at the end indicating success or
failure.

Cisco IOS Software Modularity introduces the concept of installed software that is different from just
booting an image on the networking device. Cisco IOS Software Modularity images can be saved into
the flash file system and booted like a Cisco IOS image, but this is referred to as uninstalled software.
To gain the benefits of the Cisco IOS Software Modularity Installer and permit patch files to be installed,
use the install file command to write the software to local storage. Installation and activation are now
separate processes; and the install activate command must be entered to activate patches. Some patches
will require a reload to be performed, and a message appears on the console after the install activate
command has been entered to note the current state of the patch.
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Examples

install file W

Use the show install command to display information about the currently installed software. Use the
install clear command to remove an entire installed software system, or use the install rollback
command to remove specific patches installed on top of the software version.

The following example shows how to install two different files from two different paths into the same

local directory:

Router# install file tftp://username@hostname//directory/c6kpatch-vz disk0:/sys
Router# install file rcp://s72033/base/s72033-adventerprisek9 _wan_ dbg-vz diskO0:/sys

Related Commands

Command

Description

install activate

Activates the current pending change set.

install clear

Removes an entire installed software system.

install rollback

Rolls back the installed Cisco IOS Software Modularity software to the point
at which a tag was defined.

show install

Displays information about the installed software.
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install move
§

m Effective with Cisco IOS Release 12.2(33)SXI3, the install move command is not available in Cisco I0S
software.

To move the Cisco IOS Software Modularity software from a source URL to a destination URL, use the
install move command in privileged EXEC mode.

install move source-root-directory destination-root-directory

Syntax Description source-root-directory Local directory specified in a previously executed install file command.
Valid root directories are /sys, /oldsys, and /newsys.

destination-root-directory ~ Local root directory. Valid root directories are /sys, /oldsys, and

/newsys.
Command Modes Privileged EXEC (#)
Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI3 This command was removed.
Usage Guidelines Use the install move command to copy the Cisco I0S Software Modularity software from a source

directory to a destination directory and then remove the software from the source directory. Both the
source and destination directories must be local.

Examples The following example shows how to move the software from the directory named /sys to the directory
named /oldsys. The software will be removed from the /sys directory.

Router# install move disk0O:/sys diskO:/oldsys

Related Commands = Command Description

install file Installs base system files and patches.
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install prune

~

Note

Effective with Cisco IOS Release 12.2(33)SXI3, the install prune command is not available in
Cisco IOS software.

To remove a tag or unused files from the software that is installed in the destination directory specified
in a previously executed install file command, use the install prune command in privileged EXEC
mode.

install prune search-root-directory tag-name [files]

Syntax Description

Command Modes

search-root-directory Directory specified in the destination-directory argument of a previously
executed install file command.

tag-name String of characters to identify a set of software as previously defined by the
install commit command.

files (Optional) Cleans and removes all unused and nonactive files from the base
image to the tag specified by the tag-name argument. The tag specified by
the tag-name attribute is not removed.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(18)SXF8 The files keyword was added.

12.2(33)SXI3 This command was removed.

In addition to removing the tag from the installed software, the install prune command removes any
files that are no longer required by the system as a result of the tag removal. After this command is
executed, rollback can be performed to any previously installed tag.

When this command is executed using the optional files keyword, all of the tags from the base image to
the tag specified are removed except for the specified tag. After this command is entered with the
optional files keyword, rollback cannot be done to any tag beyond the specified tag; rollback can be
performed to the base image only.

Examples The following example shows how to remove the tag named tagl from the installed software.
Router# install prune disk0O:/sys tagl
The following example shows how to remove all of the tags from the base image up to tagl. Tagl is not
removed.
Router# install prune disk0:/sys tagl files
Cisco 10S Software Modularity Command Reference
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Related Commands = Command Description
install commit Defines a tag for a set of software installed by the install file command.
install file Installs base system files and patches.

Cisco 10S Software Modularity Command Reference
m. April 2011 |



| Cisco 10S Software Modularity Commands

install repackage

Install repackage

~

Note

Effective with Cisco IOS Release 12.2(33)SXI3, the install repackage command is not available in
Cisco IOS software.

To create an installation or backup installable file from an installed system when a Cisco IOS Software
Modularity image is running, use the install repackage command in privileged EXEC mode.

install repackage source-root-directory destination-file-url [compress]

Syntax Description

Command Modes

source-root-directory Local directory specified in a previously executed install file command.

destination-file-url Local or remote URL that specifies the path and name of the destination file
to which the installable file is written.

compress (Optional) Indicates that the generated installable file is to be compressed.

Privileged EXEC (#)

Command History

Usage Guidelines

Examples

Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI3 This command was removed.

To allow for easier deployment of a base image and several patches to multiple routers, an installable
bundled image, referred to as a repackage, can be replicated. Use the install repackage command to
generate a installable file from an installed system. The installable file can be used in an installation on
another device or as a backup installation for the current device. While the image is being replicated, the
Software Modularity Installer saves everything in the installed state including rollback tags. An initial
boot must be performed on the device on which the replicated image is to be installed. The ability to
create a repackage allows standard installations to be performed across the network and saves
installation time.

The following example shows how to create an installation or backup file named
$72033-finance-vm.repackage from an installed system:

Router# install repackage diskO:/sys disk0:/s72033-finance-vm.repackage

Related Commands

Command Description

install file Installs base system files and patches.
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install rollback
~

m Effective with Cisco IOS Release 12.2(33)SXI3, the install rollback command is not available in
Cisco IOS software.

To roll back the installed Cisco IOS Software Modularity software to the point at which a tag was
defined, use the install rollback command in privileged EXEC mode.

install rollback search-root-directory tag-name

Syntax Description search-root-directory Directory specified in the destination-directory argument of a previously
executed install file command. Valid root directories are /sys, /oldsys, and
/newsys.

tag-name String of characters to identify a set of software as previously defined by the
install commit command.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXI3 This command was removed.

Usage Guidelines Similar to the idea of a database rollback, Cisco IOS Software Modularity images can roll back to a set

of installed files defined by a tag. The installed system is captured at a point in time by defining a tag
using the install commit command. If a subsequent installation of a patch file adversely affects the
installed system, a rollback can be performed using the defined tag. The install activate command must
be entered after the install rollback command to activate the rollback. All installation actions performed
since the tag was defined are deleted, and the processes affected by the rollback of installed software are
restarted after the rollback is activated. After the restart, these processes use the software that was
present at the time the tag was created. Tags can be deleted, and the system will remove all installation
files that will now never be used because the tag has been removed.

Examples The following example shows how to roll back the software to the time that tagl was defined and then
restart all the affected processes. The tag named tagl is assumed to have been created using the install
commit command in an earlier configuration.

Router# install rollback disk0O:/sys tagl
Router# install activate disk0:/sys
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install rollback

Related Commands

Command

Description

install activate

Activates the current pending change set for Cisco IOS Software Modularity
images.

install commit

Defines a tag for a set of software installed by the install file command.

install file

Installs base system files and patches.
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process restart

To terminate and restart a process when a Cisco IOS Software Modularity image is running, use the
process restart command in privileged EXEC mode.

process restart process-name [:instance-id] [cold]

Syntax Description

Command Modes

process-name Process name.

Note  Only processes that are controlled by the System Manager can be
restarted.

vinstance-id (Optional) Process number. The first process is numbered 1, and this is the
default if no number is specified. The colon is required.

cold (Optional) Specifies a cold restart.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(18)SXF5 This command was enhanced to display console and error messages about

possible configuration losses at restart.

The process restart command can be used to restart a newly installed version of an executable. Under
special circumstances, it can also be used to restart a process that is operating in suboptimal mode. Only
processes that are controlled by the System Manager can be restarted.

When restarting, a process will retrieve the previous state information from the saved configuration
checkpoint. A cold restart means that the process will delete the previous state information from the
saved configuration checkpoint.

If the process restart command is entered without first saving the active running configuration session
and checkpointing the configuration changes, the changes could be lost. The following console warning
about this possible configuration loss is displayed:

Some config has not yet been checkpointed and may be lost. It is recommended to do a

‘write checkpoint’ to checkpoint the config and re-start the process. Do you want to
continue ? [no]:

If you restart the process, a message similar to the following is displayed:

Restarting process iprouting.iosproc

02:51:21: %kern-6-SYSLOG_GEN: <30>:02:51:21:;1144354584.745:
sysmgr.proc[72]: Some config for process iprouting.iosproc:1 has not yet been
checkpointed and may be lost

To checkpoint the configuration, use the write checkpoint command. Some commands also checkpoint
internally upon being entered, such as the write memory command, the copy running-config
startup-config command and the show running-config command.
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Examples

process restart

In Software Modularity, you cannot restart a process on the standby router. The standby router console
is disabled by default. If you enable the standby router console, and then enter the process restart
command to restart a process, the standby console will reload and display one of the following error
messages:

Standby process exited, rebooting.

or

This process is not known to sysmgr.

The following example restarts the Cisco Discovery Protocol (CDP) process:

Router# process restart cdp2.iosproc

Related Commands

Command Description

process start Initiates (spawns) a foreground or background POSIX process.
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process start

To initiate (spawn) a foreground or background POSIX process when a Cisco IOS Software Modularity
image is running, use the process start command in privileged EXEC mode.

process start path/process-name [argument-1...argument-n] [&]

Syntax Description  path Path to the process.
Iprocess-name Process name. The slash mark is required.
argument-1...argument-n (Optional) One or more command-line arguments that are passed to the

initiating process.

& (Optional) Starts the process in the background.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
Usage Guidelines The process start command is used to control POSIX processes and processes that are registered with

sysmgr by using .startup and .init files. To terminate a POSIX process that is running in the foreground,
use the Ctrl-C (*C) keyboard sequence.

Output for processes that are running in the foreground is directed to the tty (including Telnet) that
initiates the command. Output for processes that are running in the background is directed only to the
console.

Examples The following example initiates a POSIX process to run in the background:

Router# process start disk0O:/sbin/processl &

Related Commands  Command Description

process stop Terminates a process when running a Cisco IOS Software Modularity image
without restarting the process.
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process stop

To terminate a process without restarting the process when a Cisco I0OS Software Modularity image is
running, use the process stop command in privileged EXEC mode.

process stop process-name [:instance-id]

Syntax Description process-name Process name.
Note  Only processes that are not controlled by the System Manager can be
stopped.
vinstance-id (Optional) Process number. The first process is numbered 1, and this is the

default if no number is specified. The colon is required.

Command Default After a process is terminated, the process is restarted.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
Usage Guidelines Use the process stop command to shut down (terminate) the specified process and any simultaneously

executing copies. The process is not restarted, even if it had a respawn option specified.

~

Note System-manager-controlled processes (for example, cdp2.iosproc) cannot be stopped.

Examples The following example shuts down all instances of the POSIX process named process1:

Router# process stop processl

Related Commands = Command Description

process start Initiates (spawns) a foreground or background POSIX process.
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service checkpoint-config

Syntax Description

Command Default

Command Modes

To enable implicit configuration checkpointing when a Cisco IOS Software Modularity image is
running, use the service checkpoint-config command in global configuration mode. To return to the
default setting, use the no form of this command.

service checkpoint-config

no service checkpoint-config

This command has no arguments or keywords.

Implicit configuration checkpointing is disabled.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
12.2(18)SXF4 This command was introduced to support Software Modularity images.
12.2(33)SXH Automatic configuration checkpointing is disabled by default.

Implicit configuration checkpointing means that configuration checkpointing occurs for all processes. A
Software Modularity process can be restarted under an error condition or after upgrading. When the
process is restarted and operational, the state of the process returns to the state the process was in prior
to the restart. The software checkpoints the configuration information and when the process restarts, the
configuration information is read from the checkpoint.

Configuration checkpoint information is implicitly generated as follows:

e FEach time you exit from global configuration mode.

e FEach time you enter the write memory, copy running-config, or show running-config command.

e When the action generated by the write checkpoint command has completed. The write checkpoint
command is visible only after you enter the no service checkpoint-config command.

If you have a large configuration file, the default configuration checkpoint process may take some time
to complete and prevent you from entering other CLI commands to save or display the configuration.

In Cisco IOS Release 12.2(18)SXF4, the checkpoint process is enabled by default. To disable the
checkpoint process, enter the no form of the service checkpoint-config command. When you are ready
to run the configuration checkpoint process, use the write checkpoint command to run the configuration
checkpoint process.

In Cisco IOS Release 12.2(33)SXH, the default setting was changed to no service checkpoint-config,
which means the checkpoint process is diabled by default. To enable the checkpoint process in this
release, use the service checkpoint-config command.
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Examples

service checkpoint-config

In the following example for Cisco IOS Release 12.2(18)SXF4, the no form of the service
checkpoint-config command is entered to disable the configuration checkpoint process, configuration

commands are entered, and after exiting from the configuration mode the write checkpoint command
is entered to run the configuration checkpoint process.

configure terminal
no service checkpoint-config
|

! Configuration commands are entered.
end

write checkpoint

Related Commands

Command Description

write checkpoint Runs the configuration checkpoint process when a Cisco I0OS Software
Modularity image is running.
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show huffers

To display statistics for the buffer pools on the network server when Cisco I0S or Cisco IOS Software
Modularity images are running, use the show buffers command in user EXEC or privileged EXEC
mode.

show buffers [{address hex-address | failures | pool pool-name | processes | {all | assigned
[process-id] | free | old | input-interface interface-type interface-number} [pool pool-name]}
[dump | header | packet]]

Syntax Description address (Optional) Displays buffers at a specified address.

hex-address (Optional) Address in hexadecimal notation.

failures (Optional) Displays buffer allocation failures.

pool (Optional) Displays buffers in a specified buffer pool.

pool-name (Optional) Name of buffer pool.

processes (Optional) For Cisco I0S Software Modularity images only. Displays buffers
connected to Packet Manager.

all (Optional) Displays all buffers.

assigned (Optional) Displays the buffers in use.

process-id (Optional) For Cisco IOS Softw