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About Cisco 10S and Cisco 10S XE Software
Documentation

Last updated: December 10, 2008

This document describes the objectives, audience, conventions, and organization used in Cisco I0S and
Cisco IOS XE software documentation, collectively referred to in this document as Cisco I0S
documentation. Also included are resources for obtaining technical assistance, additional
documentation, and other information from Cisco. This document is organized into the following
sections:

e Documentation Objectives, page i

¢ Audience, page i

e Documentation Conventions, page ii
e Documentation Organization, page iii

e Additional Resources and Documentation Feedback, page xi

Documentation Objectives

Audience

Cisco IOS documentation describes the tasks and commands available to configure and maintain Cisco
networking devices.

The Cisco IOS documentation set is intended for users who configure and maintain Cisco networking
devices (such as routers and switches) but who may not be familiar with the configuration and
maintenance tasks, the relationship among tasks, or the Cisco IOS commands necessary to perform
particular tasks. The Cisco IOS documentation set is also intended for those users experienced with
Cisco IOS who need to know about new features, new configuration options, and new software
characteristics in the current Cisco IOS release.
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Documentation Conventions

In Cisco IOS documentation, the term router may be used to refer to various Cisco products; for example,
routers, access servers, and switches. These and other networking devices that support Cisco 10S
software are shown interchangeably in examples and are used only for illustrative purposes. An example
that shows one product does not necessarily mean that other products are not supported.

This section includes the following topics:
e Typographic Conventions, page ii
e Command Syntax Conventions, page ii
e Software Conventions, page iii

e Reader Alert Conventions, page iii

Typographic Conventions

Cisco IOS documentation uses the following typographic conventions:

Convention Description

A or Ctrl Both the # symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctrl-D means that you hold down the
Control key while you press the D key. (Keys are indicated in capital letters but
are not case sensitive.)

string A string is a nonquoted set of characters shown in italics. For example, when
setting a Simple Network Management Protocol (SNMP) community string to
public, do not use quotation marks around the string; otherwise, the string will
include the quotation marks.

Command Syntax Conventions

Cisco IOS documentation uses the following command syntax conventions:

Convention Description

bold Bold text indicates commands and keywords that you enter as shown.
italic Italic text indicates arguments for which you supply values.

[x] Square brackets enclose an optional keyword or argument.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

A vertical line, called a pipe, indicates a choice within a set of keywords
or arguments.

[x1y] Square brackets enclosing keywords or arguments separated by a pipe indicate an
optional choice.

{x1y} Braces enclosing keywords or arguments separated by a pipe indicate a
required choice.

[x {y!lz}] Braces and a pipe within square brackets indicate a required choice within an
optional element.
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Software Conventions

Cisco IOS uses the following program code conventions:

Convention Description

Courier font Courier font is used for information that is displayed on a PC or terminal screen.

Bold courier font |Bold Courier font indicates text that the user must enter.

< > Angle brackets enclose text that is not displayed, such as a password. Angle
brackets also are used in contexts in which the italic font style is not supported;
for example, ASCII text.

! An exclamation point at the beginning of a line indicates that the text that follows
is a comment, not a line of code. An exclamation point is also displayed by
Cisco I0OS software for certain processes.

[ 1] Square brackets enclose default responses to system prompts.

Reader Alert Conventions

The Cisco IOS documentation set uses the following conventions for reader alerts:

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

S

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Timesaver  Means the described action saves time. You can save time by performing the action described in the
paragraph.

Documentation Organization

This section describes the Cisco IOS documentation set, how it is organized, and how to access it on
Cisco.com. Included are lists of configuration guides, command references, and supplementary
references and resources that make up the documentation set. The following topics are included:

e Cisco IOS Documentation Set, page iv
e Cisco IOS Documentation on Cisco.com, page iv

e Configuration Guides, Command References, and Supplementary Resources, page v
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Cisco 10S Documentation Set

Cisco IOS documentation consists of the following:

e Release notes and caveats provide information about platform, technology, and feature support for
arelease and describe severity 1 (catastrophic), severity 2 (severe), and severity 3 (moderate) defects
in released Cisco IOS code. Review release notes before other documents to learn whether or not
updates have been made to a feature.

e Sets of configuration guides and command references organized by technology and published for
each standard Cisco IOS release.

— Configuration guides—Compilations of documents that provide informational and
task-oriented descriptions of Cisco IOS features.

— Command references—Compilations of command pages that provide detailed information
about the commands used in the Cisco IOS features and processes that make up the related
configuration guides. For each technology, there is a single command reference that covers all
Cisco IOS releases and that is updated at each standard release.

e Lists of all the commands in a specific release and all commands that are new, modified, removed,
or replaced in the release.

¢ Command reference book for debug commands. Command pages are listed in alphabetical order.

e Reference book for system messages for all Cisco IOS releases.

Cisco 10S Documentation on Cisco.com

The following sections describe the documentation organization and how to access various document
types.
Use Cisco Feature Navigator to find information about platform support and Cisco 10S, Cisco IOS XE,

and Catalyst OS software image support. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

New Features List

The New Features List for each release provides a list of all features in the release with hyperlinks to the
feature guides in which they are documented.

Feature Guides

Cisco IOS features are documented in feature guides. Feature guides describe one feature or a group of
related features that are supported on many different software releases and platforms. Your Cisco IOS
software release or platform may not support all the features documented in a feature guide. See the
Feature Information table at the end of the feature guide for information about which features in that
guide are supported in your software release.

Configuration Guides

Configuration guides are provided by technology and release and comprise a set of individual feature
guides relevant to the release and technology.
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Command References

Command reference books describe Cisco IOS commands that are supported in many different software
releases and on many different platforms. The books are provided by technology. For information about
all Cisco IOS commands, use the Command Lookup Tool at http://tools.cisco.com/Support/CLILookup
or the Cisco I0S Master Command List, All Releases, at
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html.

Cisco 10S Supplementary Documents and Resources
Supplementary documents and resources are listed in Table 2 on page xi.

Configuration Guides, Command References, and Supplementary Resources

Table 1 lists, in alphabetical order, Cisco IOS and Cisco IOS XE software configuration guides and
command references, including brief descriptions of the contents of the documents. The Cisco I0S
command references are comprehensive, meaning that they include commands for both Cisco IOS
software and Cisco IOS XE software, for all releases. The configuration guides and command references
support many different software releases and platforms. Your Cisco IOS software release or platform
may not support all these technologies.

For additional information about configuring and operating specific networking devices, go to the
Product Support area of Cisco.com at http://www.cisco.com/web/psa/products/index.html.

Table 2 lists documents and resources that supplement the Cisco 10S software configuration guides and
command references. These supplementary resources include release notes and caveats; master
command lists; new, modified, removed, and replaced command lists; system messages; and the debug
command reference.

Table 1 Cisco 10S and Cisco I0S XE Configuration Guides and Command References

Configuration Guide and Command Reference Titles Features/Protocols/Technologies

Cisco 10S AppleTalk Configuration Guide AppleTalk protocol.
Cisco 10S XE AppleTalk Configuration Guide
Cisco 10S AppleTalk Command Reference

Cisco 10S Asynchronous Transfer Mode LAN ATM, multiprotocol over ATM (MPoA), and WAN ATM.
Configuration Guide

Cisco 10S Asynchronous Transfer Mode
Command Reference
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Table 1 Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Bridging and IBM Networking
Configuration Guide

Cisco 10S Bridging Command Reference
Cisco I0S IBM Networking Command Reference

e Transparent and source-route transparent (SRT) bridging,
source-route bridging (SRB), Token Ring Inter-Switch Link
(TRISL), and token ring route switch module (TRRSM).

e Data-link switching plus (DLSw+), serial tunnel (STUN),
block serial tunnel (BSTUN); logical link control, type 2
(LLC2), synchronous data link control (SDLC); IBM
Network Media Translation, including Synchronous Data
Logical Link Control (SDLLC) and qualified LLC (QLLC);
downstream physical unit (DSPU), Systems Network
Architecture (SNA) service point, SNA frame relay access,
advanced peer-to-peer networking (APPN), native client
interface architecture (NCIA) client/server topologies, and
IBM Channel Attach.

Cisco 10S Broadband and DSL Configuration Guide
Cisco 10S XE Broadband and DSL Configuration Guide
Cisco 10S Broadband and DSL Command Reference

Point-to-Point Protocol (PPP) over ATM (PPPoA) and PPP over
Ethernet (PPPoE).

Cisco 10S Carrier Ethernet Configuration Guide

Cisco 10S Carrier Ethernet Command Reference

Connectivity fault management (CFM), Ethernet Local
Management Interface (ELMI), IEEE 802.3ad link bundling,
Link Layer Discovery Protocol (LLDP), media endpoint
discovery (MED), and operations, administration, and
maintenance (OAM).

Cisco I0S Configuration Fundamentals
Configuration Guide

Cisco 10S XE Configuration Fundamentals
Configuration Guide

Cisco 10S Configuration Fundamentals
Command Reference

Autoinstall, Setup, Cisco IOS command-line interface (CLI),
Cisco IOS file system (IFS), Cisco IOS web browser user
interface (UI), basic file transfer services, and file management.

Cisco 10S DECnet Configuration Guide
Cisco 10S XE DECnet Configuration Guide
Cisco 10S DECnet Command Reference

DEChnet protocol.

Cisco I10S Dial Technologies Configuration Guide
Cisco 10S XE Dial Technologies Configuration Guide
Cisco 10S Dial Technologies Command Reference

Asynchronous communications, dial backup, dialer technology,
dial-in terminal services and AppleTalk remote access (ARA),
large scale dialout, dial-on-demand routing, dialout, modem and
resource pooling, ISDN, multilink PPP (MLP), PPP, virtual
private dialup network (VPDN).

Cisco 10S Flexible NetFlow Configuration Guide
Cisco 10S Flexible NetFlow Command Reference

Flexible NetFlow.
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Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S H.323 Configuration Guide

Gatekeeper enhancements for managed voice services,
Gatekeeper Transaction Message Protocol, gateway codec order
preservation and shutdown control, H.323 dual tone
multifrequency relay, H.323 version 2 enhancements, Network
Address Translation (NAT) support of H.323 v2 Registration,
Admission, and Status (RAS) protocol, tokenless call
authorization, and VoIP gateway trunk and

carrier-based routing.

Cisco I0S High Availability Configuration Guide
Cisco I0S XE High Availability Configuration Guide
Cisco 10S High Availability Command Reference

A variety of High Availability (HA) features and technologies
that are available for different network segments (from
enterprise access to service provider core) to facilitate creation
of end-to-end highly available networks. Cisco IOS HA features
and technologies can be categorized in three key areas:
system-level resiliency, network-level resiliency, and embedded
management for resiliency.

Cisco 10S Integrated Session Border Controller
Command Reference

A VoIP-enabled device that is deployed at the edge of networks.
An SBC is a toolkit of functions, such as signaling interworking,
network hiding, security, and quality of service (QoS).

Cisco 10S Intelligent Services Gateway
Configuration Guide

Cisco 10S Intelligent Services Gateway
Command Reference

Subscriber identification, service and policy determination,
session creation, session policy enforcement, session life-cycle
management, accounting for access and service usage, session
state monitoring.

Cisco 10S Interface and Hardware Component
Configuration Guide

Cisco I0S XE Interface and Hardware Component
Configuration Guide

Cisco 10S Interface and Hardware Component
Command Reference

LAN interfaces, logical interfaces, serial interfaces, virtual
interfaces, and interface configuration.

Cisco I0S IP Addressing Services Configuration Guide
Cisco 10S XE Addressing Services Configuration Guide
Cisco 10S IP Addressing Services Command Reference

Address Resolution Protocol (ARP), Network Address
Translation (NAT), Domain Name System (DNS), Dynamic
Host Configuration Protocol (DHCP), and Next Hop Address
Resolution Protocol (NHRP).

Cisco 10S IP Application Services Configuration Guide

Cisco 10S XE IP Application Services Configuration
Guide

Cisco I0S IP Application Services Command Reference

Enhanced Object Tracking (EOT), Gateway Load Balancing
Protocol (GLBP), Hot Standby Router Protocol (HSRP), IP
Services, Server Load Balancing (SLB), Stream Control
Transmission Protocol (SCTP), TCP, Web Cache
Communication Protocol (WCCP), User Datagram Protocol
(UDP), and Virtual Router Redundancy Protocol (VRRP).

Cisco 10S IP Mobility Configuration Guide
Cisco I0S IP Mobility Command Reference

Mobile ad hoc networks (MANet) and Cisco mobile networks.

Cisco I0S IP Multicast Configuration Guide
Cisco 10S XE IP Multicast Configuration Guide
Cisco 10S IP Multicast Command Reference

Protocol Independent Multicast (PIM) sparse mode (PIM-SM),
bidirectional PIM (bidir-PIM), Source Specific Multicast
(SSM), Multicast Source Discovery Protocol (MSDP), Internet
Group Management Protocol (IGMP), and Multicast VPN
(MVPN).

i
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Table 1

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S IP Routing Protocols Configuration Guide
Cisco 10S XE IP Routing Protocols Configuration Guide
Cisco I0S IP Routing Protocols Command Reference

Border Gateway Protocol (BGP), multiprotocol BGP,
multiprotocol BGP extensions for IP multicast, bidirectional
forwarding detection (BFD), Enhanced Interior Gateway
Routing Protocol (EIGRP), Interior Gateway Routing Protocol
(IGRP), Intermediate System-to-Intermediate System (IS-IS),
on-demand routing (ODR), Open Shortest Path First (OSPF),
and Routing Information Protocol (RIP).

Cisco IOS IP SLAs Configuration Guide
Cisco I0S XE IP SLAs Configuration Guide
Cisco IOS IP SLAs Command Reference

Cisco IOS IP Service Level Agreements (IP SLAs).

Cisco 10S IP Switching Configuration Guide
Cisco 10S XE IP Switching Configuration Guide
Cisco 10S IP Switching Command Reference

Cisco Express Forwarding, fast switching, and Multicast
Distributed Switching (MDS).

Cisco 10S IPv6 Configuration Guide
Cisco 10S XE IPv6 Configuration Guide
Cisco 10S IPv6 Command Reference

For IPv6 features, protocols, and technologies, go to the IPv6
“Start Here” document at the following URL:

http://www.cisco.com/en/US/docs/ios/ipv6/configuration/
guide/ip6-roadmap.html

Cisco 10S ISO CLNS Configuration Guide
Cisco 10S XE ISO CLNS Configuration Guide
Cisco 10S ISO CLNS Command Reference

ISO connectionless network service (CLNS).

Cisco I0S LAN Switching Configuration Guide
Cisco I0S XE LAN Switching Configuration Guide
Cisco 10S LAN Switching Command Reference

VLANS, Inter-Switch Link (ISL) encapsulation, IEEE 802.10
encapsulation, IEEE 802.1Q encapsulation, and multilayer
switching (MLS).

Cisco 10S Mobile Wireless Gateway GPRS Support Node
Configuration Guide

Cisco 10S Mobile Wireless Gateway GPRS Support Node
Command Reference

Cisco IOS Gateway GPRS Support Node (GGSN) in a
2.5-generation general packet radio service (GPRS) and
3-generation universal mobile telecommunication system (UMTS)
network.

Cisco I0S Mobile Wireless Home Agent
Configuration Guide

Cisco 10S Mobile Wireless Home Agent
Command Reference

Cisco Mobile Wireless Home Agent, an anchor point for mobile
terminals for which mobile IP or proxy mobile IP services are
provided.

Cisco 10S Mobile Wireless Packet Data Serving Node
Configuration Guide

Cisco 10S Mobile Wireless Packet Data Serving Node
Command Reference

Cisco Packet Data Serving Node (PDSN), a wireless gateway that
is between the mobile infrastructure and standard IP networks and
that enables packet data services in a code division multiple access
(CDMA) environment.

Cisco 10S Mobile Wireless Radio Access Networking
Configuration Guide

Cisco I0S Mobile Wireless Radio Access Networking
Command Reference

Cisco IOS radio access network products.

il
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Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Multiprotocol Label Switching
Configuration Guide

Cisco 10S XE Multiprotocol Label Switching
Configuration Guide

Cisco 10S Multiprotocol Label Switching
Command Reference

MPLS Label Distribution Protocol (LDP), MPLS Layer 2 VPN,
MPLS Layer 3 VPNs, MPLS Traffic Engineering (TE), and
MPLS Embedded Management (EM) and MIBs.

Cisco 10S Multi-Topology Routing Configuration Guide
Cisco 10S Multi-Topology Routing Command Reference

Unicast and multicast topology configurations, traffic
classification, routing protocol support, and network
management support.

Cisco 10S NetFlow Configuration Guide
Cisco 10S XE NetFlow Configuration Guide
Cisco 10S NetFlow Command Reference

Network traffic data analysis, aggregation caches, export
features.

Cisco I0S Network Management Configuration Guide
Cisco 10S XE Network Management Configuration Guide

Cisco 10S Network Management Command Reference

Basic system management; system monitoring and logging;
troubleshooting, logging, and fault management;

Cisco Discovery Protocol; Cisco IOS Scripting with Tool
Control Language (Tcl); Cisco networking services (CNS);
DistributedDirector; Embedded Event Manager (EEM);
Embedded Resource Manager (ERM); Embedded Syslog
Manager (ESM); HTTP; Remote Monitoring (RMON); SNMP;
and VPN Device Manager Client for Cisco IOS Software
(XSM Configuration).

Cisco I10S Novell IPX Configuration Guide
Cisco 10S XE Novell IPX Configuration Guide
Cisco 10S Novell IPX Command Reference

Novell Internetwork Packet Exchange (IPX) protocol.

Cisco 10S Optimized Edge Routing Configuration Guide
Cisco I0S Optimized Edge Routing Command Reference

Optimized edge routing (OER) monitoring, policy
configuration, routing control, logging and reporting, and
VPN IPsec/generic routing encapsulation (GRE) tunnel
interface optimization.

Cisco I0S Quality of Service Solutions
Configuration Guide

Cisco 10S XE Quality of Service Solutions
Configuration Guide

Cisco 10S Quality of Service Solutions
Command Reference

Class-based weighted fair queuing (CBWFQ), custom queuing,
distributed traffic shaping (DTS), generic traffic shaping (GTS),
IP- to-ATM class of service (CoS), low latency queuing (LLQ),
modular QoS CLI (MQC), Network-Based Application
Recognition (NBAR), priority queuing, Security Device
Manager (SDM), Multilink PPP (MLPPP) for QoS, header
compression, AutoQoS, QoS features for voice, Resource
Reservation Protocol (RSVP), weighted fair queuing (WFQ),
and weighted random early detection (WRED).

Cisco 10S Security Configuration Guide
Cisco 10S XE Security Configuration Guide

Cisco 10S Security Command Reference

Access control lists (ACLs), authentication, authorization, and
accounting (AAA), firewalls, IP security and encryption,
neighbor router authentication, network access security, network
data encryption with router authentication, public key
infrastructure (PKI), RADIUS, TACACS+, terminal access
security, and traffic filters.

"
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Table 1

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Service Selection Gateway Configuration Guide

Cisco 10S Service Selection Gateway Command Reference

Subscriber authentication, service access, and accounting.

Cisco 10S Software Activation Configuration Guide

Cisco 10S Software Activation Command Reference

An orchestrated collection of processes and components to
activate Cisco IOS software feature sets by obtaining and
validating Cisco software licenses.

Cisco 10S Software Modularity Installation and
Configuration Guide

Cisco 10S Software Modularity Command Reference

Installation and basic configuration of software modularity
images, including installations on single and dual route
processors, installation rollbacks, software modularity binding,
software modularity processes and patches.

Cisco 10S Terminal Services Configuration Guide
Cisco 10S Terminal Services Command Reference

Cisco 10S XE Terminal Services Command Reference

DEC, local-area transport (LAT), and X.25 packet
assembler/disassembler (PAD).

Cisco 10S Virtual Switch Command Reference

Virtual switch redundancy, high availability, and packet handling;
converting between standalone and virtual switch modes; virtual
switch link (VSL); Virtual Switch Link Protocol (VSLP).

Note Forinformation about virtual switch configuration, refer
to the product-specific software configuration
information for the Cisco Catalyst 6500 series switch or

for the Metro Ethernet 6500 series switch.

Cisco 10S Voice Configuration Library

Cisco 10S Voice Command Reference

Cisco IOS support for voice call control protocols, interoperability,
physical and virtual interface management, and troubleshooting.
The library includes documentation for IP telephony applications.

Cisco 10S VPDN Configuration Guide
Cisco I0S XE VPDN Configuration Guide
Cisco I0S VPDN Command Reference

Layer 2 Tunneling Protocol (L2TP) dial-out load balancing and
redundancy, L2TP extended failover, L2TP security VPDN,
multihop by Dialed Number Identification Service (DNIS),
timer and retry enhancements for L2TP and Layer 2 Forwarding
(L2F), RADIUS Attribute 82: tunnel assignment ID, shell-based
authentication of VPDN users, tunnel authentication via
RADIUS on tunnel terminator.

Cisco I0S Wide-Area Networking Configuration Guide
Cisco 10S XE Wide-Area Networking Configuration Guide
Cisco I0S Wide-Area Networking Command Reference

Frame Relay, Layer 2 Tunneling Protocol Version 3 (L2TPv3),
Link Access Procedure, Balanced (LAPB), Switched
Multimegabit Data Service (SMDS), and X.25.

Cisco 10S Wireless LAN Configuration Guide
Cisco 10S Wireless LAN Command Reference

Broadcast key rotation, IEEE 802.11x support, IEEE 802.1x
authenticator, IEEE 802.1x local authentication service for
Extensible Authentication Protocol-Flexible Authentication via
Secure Tunneling (EAP-FAST), Multiple Basic Service Set ID
(BSSID), Wi-Fi Multimedia (WMM) required elements, and
Wi-Fi Protected Access (WPA).
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Table 2 Cisco I0S Supplementary Documents and Resources
Document Title Description
Cisco 10S Master Command List, All Releases Alphabetical list of all the commands documented in all
Cisco IOS releases.
Cisco I0S New, Modified, Removed, and List of all the new, modified, removed, and replaced commands
Replaced Commands for a Cisco IOS release.
Cisco 10S Software System Messages List of Cisco IOS system messages and descriptions. System

messages may indicate problems with your system; be
informational only; or may help diagnose problems with
communications lines, internal hardware, or the

system software.

Cisco 10S Debug Command Reference Alphabetical list of debug commands including brief
descriptions of use, command syntax, and usage guidelines.

Release Notes and Caveats Information about new and changed features, system
requirements, and other useful information about specific
software releases; information about defects in specific
Cisco IOS software releases.

MIBs Files used for network monitoring. To locate and download
MIBs for selected platforms, Cisco IOS releases, and feature
sets, use Cisco MIB Locator at the following URL:

http://www.cisco.com/go/mibs

RFCs Standards documents maintained by the Internet Engineering
Task Force (IETF) that Cisco IOS documentation references
where applicable. The full text of referenced RFCs may be
obtained at the following URL:

http://www.rfc-editor.org/

Additional Resources and Documentation Feedback

What’s New in Cisco Product Documentation is published monthly and describes all new and revised
Cisco technical documentation. The What’s New in Cisco Product Documentation publication also
provides information about obtaining the following resources:

e Technical documentation

e Cisco product security overview
e Product alerts and field notices
e Technical assistance

Cisco IOS technical documentation includes embedded feedback forms where you can rate documents
and provide suggestions for improvement. Your feedback helps us improve our documentation.
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Using the Command-Line Interface in Cisco 10S
and Cisco 10S XE Software

Last updated: December 10, 2008

This document provides basic information about the command-line interface (CLI) in Cisco IOS and
Cisco IOS XE software and how you can use some of the CLI features. This document contains the
following sections:

¢ Initially Configuring a Device, page i

e Using the CLI, page ii

e Saving Changes to a Configuration, page xii

e Additional Information, page xii

For more information about using the CLI, see the “Using the Cisco IOS Command-Line Interface”
section of the Cisco I0S Configuration Fundamentals Configuration Guide.

For information about the software documentation set, see the “About Cisco IOS and Cisco I0S XE
Software Documentation” document.

Initially Configuring a Device

Initially configuring a device varies by platform. For information about performing an initial
configuration, see the hardware installation documentation that is provided with the original packaging
of the product or go to the Product Support area of Cisco.com at
http://www.cisco.com/web/psa/products/index.html.

After you have performed the initial configuration and connected the device to your network, you can
configure the device by using the console port or a remote access method, such as Telnet or Secure Shell
(SSH), to access the CLI or by using the configuration method provided on the device, such as Security
Device Manager.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/web/psa/products/index.html
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Note

Changing the Default Settings for a Console or AUX Port

There are only two changes that you can make to a console port and an AUX port:

¢ Change the port speed with the config-register 0x command. Changing the port speed is not
recommended. The well-known default speed is 9600.

e Change the behavior of the port; for example, by adding a password or changing the timeout value.

The AUX port on the Route Processor (RP) installed in a Cisco ASR1000 series router does not serve
any useful customer purpose and should be accessed only under the advisement of a customer support
representative.

Using the CLI

This section describes the following topics:
¢ Understanding Command Modes, page ii
e Using the Interactive Help Feature, page v
e Understanding Command Syntax, page vi
e Understanding Enable and Enable Secret Passwords, page viii
e Using the Command History Feature, page viii
e Abbreviating Commands, page ix
e Using Aliases for CLI Commands, page ix
e Using the no and default Forms of Commands, page x
e Using the debug Command, page x
e Filtering Output Using Output Modifiers, page x
e Understanding CLI Error Messages, page xi

Understanding Command Modes

The CLI command mode structure is hierarchical, and each mode supports a set of specific commands.
This section describes the most common of the many modes that exist.

Table 1 lists common command modes with associated CLI prompts, access and exit methods, and a
brief description of how each mode is used.
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Table 1 CLI Command Modes
Command Access Method Prompt Exit Method Mode Usage
Mode
User EXEC Log in. Router> Issue the logout or exit | ¢ Change terminal
command. settings.
e Perform basic tests.
e Display device status.
Privileged From user EXEC mode, |Router# Issue the disable e Issue show and debug
EXEC issue the enable command or the exit commands.
command. command to return to .
e Copy images to the
user EXEC mode. devi
evice.
e Reload the device.
e Manage device
configuration files.
e Manage device file
systems.
Global From privileged EXEC |Router (config) # Issue the exit command |Configure the device.
configuration |mode, issue the or the end command to
configure terminal return to privileged
command. EXEC mode.
Interface From global Router (config-if)# Issue the exit command |Configure individual
configuration |configuration mode, to return to global interfaces.
issue the interface configuration mode or
command. the end command to
return to privileged
EXEC mode.
Line From global Router (config-line)# |[ssue the exit command |Configure individual
configuration |configuration mode, to return to global terminal lines.

issue the line vty or line
console command.

configuration mode or
the end command to
return to privileged
EXEC mode.
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Table 1 CLI Command Modes (continued)
Command Access Method Prompt Exit Method Mode Usage
Mode

ROM monitor

From privileged EXEC
mode, issue the reload
command. Press the
Break key during the
first 60 seconds while
the system is booting.

rommon # >

The # symbol
represents the line

number and increments

at each prompt.

Issue the continue
command.

e Run as the default
operating mode when a

valid image cannot be
loaded.

e Access the fall-back
procedure for loading an
image when the device
lacks a valid image and
cannot be booted.

e Perform password
recovery when a
CTRL-Break sequence is
issued within 60 seconds
of a power-on or reload
event.

Diagnostic
(available only
on the Cisco
ASR1000
series router)

The router boots or
enters diagnostic mode
in the following
scenarios. When a
Cisco IOS process or
processes fail, in most
scenarios the router will
reload.

e A user-configured
access policy was
configured using
the transport-map
command, which
directed the user
into diagnostic
mode.

e The router was
accessed using an
RP auxiliary port.

e A break signal
(Ctrl-C,
Ctrl-Shift-6, or the
send break
command) was
entered, and the
router was
configured to enter
diagnostic mode
when the break

signal was received.

Router (diag) #

If a Cisco IOS process
failure is the reason for
entering diagnostic
mode, the failure must
be resolved and the
router must be rebooted

to exit diagnostic mode.

If the router is in
diagnostic mode
because of a
transport-map
configuration, access
the router through
another port or using a
method that is
configured to connect to
the Cisco IOS CLI.

If the RP auxiliary port
was used to access the
router, use another port
for access. Accessing
the router through the
auxiliary port is not
useful for customer
purposes.

e Inspect various states on
the router, including the
Cisco IOS state.

e Replace or roll back the
configuration.

e Provide methods of
restarting the Cisco I0S
software or other
processes.

e Reboot hardware, such
as the entire router, an
RP, an ESP, a SIP, a SPA,
or possibly other
hardware components.

e Transfer files into or off
of the router using
remote access methods
such as FTP, TFTP, and
SCP.
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EXEC commands are not saved when the software reboots. Commands that you issue in a configuration
mode can be saved to the startup configuration. If you save the running configuration to the startup
configuration, these commands will execute when the software is rebooted. Global configuration mode
is the highest level of configuration mode. From global configuration mode, you can enter a variety of
other configuration modes, including protocol-specific modes.

ROM monitor mode is a separate mode that is used when the software cannot load properly. If a valid

software image is not found when the software boots or if the configuration file is corrupted at startup,
the software might enter ROM monitor mode. Use the question symbol (?) to view the commands that
you can use while the device is in ROM monitor mode.

rommon 1 > ?

alias set and display aliases command

boot boot up an external process

confreg configuration register utility

cont continue executing a downloaded image
context display the context of a loaded image
cookie display contents of cookie PROM in hex

rommon 2 >

The following example shows how the command prompt changes to indicate a different command mode:

Router> enable

Router# configure terminal

Router (config)# interface ethermnet 1/1
Router (config-if)# ethernet

Router (config-line)# exit

Router (config) # end

Router#

A keyboard alternative to the end command is Ctrl-Z.

Using the Interactive Help Feature

The CLI includes an interactive Help feature. Table 2 describes how to use the Help feature.

Table 2 CLI Interactive Help Commands

Command Purpose

help Provides a brief description of the help feature in any command mode.

? Lists all commands available for a particular command mode.

partial command? Provides a list of commands that begin with the character string (no
space between the command and the question mark).

partial command<Tab> Completes a partial command name (no space between the command
and <Tab>).

command ? Lists the keywords, arguments, or both associated with the command

(space between the command and the question mark).

command keyword ? Lists the arguments that are associated with the keyword (space between
the keyword and the question mark).

"
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The following examples show how to use the help commands:

help
Router> help

Help may be requested at any point in a command by entering a question mark '?'. If
nothing matches, the help list will be empty and you must backup until entering a '?'
shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g. 'show ?')
and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know
what arguments match the input (e.g. 'show pr?'.)
?

Router# ?
Exec commands :

access-enable Create a temporary access-List entry
access-profile Apply user-profile to interface
access-template Create a temporary access-List entry
alps ALPS exec commands
archive manage archive files

<snip>

partial command?

Router (config) # zo?
zone zone-pair

partial command<Tab>

Router (config) # we<Tab> webvpn

command ?

Router (config-if) # pppoe ?
enable Enable pppoe
max-sessions Maximum PPPOE sessions

command keyword ?

Router (config-if)# pppoe enable ?
group attach a BBA group
<cr>

Understanding Command Syntax

Command syntax is the format in which a command should be entered in the CLI. Commands include
the name of the command, keywords, and arguments. Keywords are alphanumeric strings that are used
literally. Arguments are placeholders for values that a user must supply. Keywords and arguments may
be required or optional.

Specific conventions convey information about syntax and command elements. Table 3 describes these
conventions.
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CLI Syntax Conventions
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Symbol/Text

Function

Notes

< > (angle brackets)

Indicate that the option is an
argument.

Sometimes arguments are displayed
without angle brackets.

AB.CD.

Indicates that you must enter a
dotted decimal IP address.

Angle brackets (< >) are not always
used to indicate that an IP address is
an argument.

WORD (all capital letters)

Indicates that you must enter
one word.

Angle brackets (< >) are not always
used to indicate that a WORD is an
argument.

LINE (all capital letters)

Indicates that you must enter
more than one word.

Angle brackets (< >) are not always
used to indicate that a LINE is an
argument.

<cr> (carriage return)

Indicates the end of the list of
available keywords and argu-
ments, and also indicates when
keywords and arguments are
optional. When <cr> is the only
option, you have reached the
end of the branch or the end of
the command if the command
has only one branch.

The following examples show syntax conventions:

Router (config)# ethernet cfm domain ?

WORD domain name

Router (config)# ethernet cfm domain dname ?

level

Router (config) # ethernet cfm domain dname level ?

<0-7>

maintenance level number

Router (config)# ethernet cfm domain dname level 7 ?

<cr>

Router (config)# snmp-server file-transfer
protocol options

protocol
<cr>

Router (config)# logging host ?
IP address of the syslog server
Configure IPv6 syslog server

Hostname or A.B.C.D
ipvé

access-group 10 ?

Router (config)# snmp-server file-transfer access-group 10 ?

protocol
<cr>

protocol options
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Understanding Enable and Enable Secret Passwords

Note

Some privileged EXEC commands are used for actions that impact the system, and it is recommended
that you set a password for these commands to prevent unauthorized use. Two types of passwords, enable
(not encrypted) and enable secret (encrypted), can be set. The following commands set these passwords
and are issued in global configuration mode:

e enable password
e enable secret password

Using an enable secret password is recommended because it is encrypted and more secure than the
enable password. When you use an enable secret password, text is encrypted (unreadable) before it is
written to the config.text file. When you use an enable password, the text is written as entered (readable)
to the config.text file.

Each type of password is case sensitive, can contain from 1 to 25 uppercase and lowercase alphanumeric
characters, and can start with a number. Spaces are also valid password characters; for example,
“two words” is a valid password. Leading spaces are ignored, but trailing spaces are recognized.

Both password commands have numeric keywords that are single integer values. If you choose a number
for the first character of your password followed by a space, the system will read the number as if it were
the numeric keyword and not as part of your password.

When both passwords are set, the enable secret password takes precedence over the enable password.

To remove a password, use the no form of the commands: no enable password or
no enable secret password.

For more information about password recovery procedures for Cisco products, see
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/
products_tech_note09186a00801746e6.shtml.

Using the Command History Feature

The CLI command history feature saves the commands you enter during a session in a command history
buffer. The default number of commands saved is 10, but the number is configurable within the range of
0 to 256. This command history feature is particularly useful for recalling long or complex commands.

To change the number of commands saved in the history buffer for a terminal session, issue the
terminal history size command:

Router# terminal history size num
A command history buffer is also available in line configuration mode with the same default and

configuration options. To set the command history buffer size for a terminal session in line configuration
mode, issue the history command:

Router (config-line)# history [size num]

To recall commands from the history buffer, use the following methods:

e Press Ctrl-P or the up arrow key—Recalls commands beginning with the most recent command.
Repeat the key sequence to recall successively older commands.



http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml
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e Press Ctrl-N or the down arrow key—Recalls the most recent commands in the history buffer after
they have been recalled using Ctrl-P or the up arrow key. Repeat the key sequence to recall
successively more recent commands.

N

Note The arrow keys function only on ANSI-compatible terminals such as the VT100.

¢ Issue the show history command in user EXEC or privileged EXEC mode—Lists the most recent
commands that you entered. The number of commands that are displayed is determined by the
setting of the terminal history size and history commands.

The CLI command history feature is enabled by default. To disable this feature for a terminal
session, issue the terminal no history command in user EXEC or privileged EXEC mode or the
no history command in line configuration mode.

Abbreviating Commands

Typing a complete command name is not always required for the command to execute. The CLI
recognizes an abbreviated command when the abbreviation contains enough characters to uniquely
identify the command. For example, the show version command can be abbreviated as sh ver. It cannot
be abbreviated as s ver because s could mean show, set, or systat. The sh v abbreviation also is not valid
because the show command has vrrp as a keyword in addition to version. (Command and keyword
examples from Cisco IOS Release 12.4(13)T.)

Using Aliases for CLI Commands

To save time and the repetition of entering the same command multiple times, you can use a command
alias. An alias can be configured to do anything that can be done at the command line, but an alias cannot
move between modes, type in passwords, or perform any interactive functions.

Table 4 shows the default command aliases.

Table 4 Default Command Aliases

Command Alias Original Command
h help

lo logout

p ping

S show

u or un undebug

w where

To create a command alias, issue the alias command in global configuration mode. The syntax of the
command is alias mode command-alias original-command. Following are some examples:

¢ Router(config)# alias exec prt partition—privileged EXEC mode
e Router(config)# alias configure sb source-bridge—global configuration mode

¢ Router(config)# alias interface rl rate-limit—interface configuration mode
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To view both default and user-created aliases, issue the show alias command.

For more information about the alias command, see
http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html.

Using the no and default Forms of Commands

Most configuration commands have a no form that is used to reset a command to its default value or
disable a feature or function. For example, the ip routing command is enabled by default. To disable this
command, you would issue the no ip routing command. To re-enable IP routing, you would issue the
ip routing command.

Configuration commands may also have a default form, which returns the command settings to their
default values. For commands that are disabled by default, using the default form has the same effect as
using the no form of the command. For commands that are enabled by default and have default settings,
the default form enables the command and returns the settings to their default values.

The no and default forms of commands are described in the command pages of command references.

Using the debug Command

A debug command produces extensive output that helps you troubleshoot problems in your network.
These commands are available for many features and functions within Cisco IOS and Cisco IOS XE
software. Some debug commands are debug all, debug aaa accounting, and debug mpls packets. To
use debug commands during a Telnet session with a device, you must first enter the terminal monitor
command. To turn off debugging completely, you must enter the undebug all command.

For more information about debug commands, see the Cisco I0S Debug Command Reference at
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html.

Caution  Debugging is a high priority and high CPU utilization process that can render your device unusable. Use
debug commands only to troubleshoot specific problems. The best times to run debugging are during
periods of low network traffic and when few users are interacting with the network. Debugging during
these periods decreases the likelihood that the debug command processing overhead will affect network
performance or user access or response times.

Filtering Output Using Output Modifiers

Many commands produce lengthy output that may use several screens to display. Using output modifiers,
you can filter this output to show only the information that you want to see.

Three output modifiers are available and are described as follows:

e begin regular expression—Displays the first line in which a match of the regular expression is found
and all lines that follow.

¢ include regular expression—Displays all lines in which a match of the regular expression is found.

e exclude regular expression—Displays all lines except those in which a match of the regular
expression is found.



http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html
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To use one of these output modifiers, type the command followed by the pipe symbol (I), the modifier,
and the regular expression that you want to search for or filter. A regular expression is a case-sensitive
alphanumeric pattern. It can be a single character or number, a phrase, or a more complex string.

The following example illustrates how to filter output of the show interface command to display only

lines that inclu

Router# show

FastEthernetO
Seriald/0
Seriald/1
Seriald/2
Seriald/3

is
is
is
is

de the expression “protocol.”

interface | include protocol

/0 is up, line protocol is up

up, line protocol is up

up, line protocol is up

administratively down, line protocol is down

administratively down,

Understanding CLI Error Messages

line protocol is down

You may encounter some error messages while using the CLI. Table 5 shows the common CLI error

messages.

Table 5 Co

mmon CLI Error Messages

Error Message

How to Get Help

% Ambiguous command: You did not enter enough Reenter the command followed by a
“show con” characters for the command to |space and a question mark (?). The
be recognized. keywords that you are allowed to
enter for the command appear.
% Incomplete command. You did not enter all the Reenter the command followed by a

keywords or values required
by the command.

space and a question mark (?). The
keywords that you are allowed to
enter for the command appear.

% Invalid input detected at “*”

marker.

You entered the command in-
correctly. The caret (*) marks
the point of the error.

Enter a question mark (?) to display

all the commands that are available in
this command mode. The keywords

that you are allowed to enter for the

command appear.

For more system error messages, see the following documents:

e (isco I10S

Release 12.2SR System Message Guide

e C(Cisco 10S System Messages, Volume I of 2 (Cisco IOS Release 12.4)
e C(Cisco 10S System Messages, Volume 2 of 2 (Cisco IOS Release 12.4)



http://www.cisco.com/en/US/products/ps6922/products_system_message_guide_book09186a00806c11a7.html
http://www.cisco.com/en/US/products/ps6350/products_system_message_guide_chapter09186a008046268a.html
http://www.cisco.com/en/US/products/ps6350/products_system_message_guide_book09186a008043c0cb.html
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Saving Changes to a Configuration

To save changes that you made to the configuration of a device, you must issue the copy running-config
startup-config command or the copy system:running-config nvram:startup-config command. When
you issue these commands, the configuration changes that you made are saved to the startup
configuration and saved when the software reloads or power to the device is turned off or interrupted.
The following example shows the syntax of the copy running-config startup-config command:

Router# copy running-config startup-config
Destination filename [startup-config]?

You press Enter to accept the startup-config filename (the default), or type a new filename and then press
Enter to accept that name. The following output is displayed indicating that the configuration was saved:

Building configuration...
[OK]
Router#

On most platforms, the configuration is saved to NVRAM. On platforms with a Class A flash file system,
the configuration is saved to the location specified by the CONFIG_FILE environment variable. The
CONFIG_FILE variable defaults to NVRAM.

Additional Information

e “Using the Cisco IOS Command-Line Interface” section of the
Cisco 10S Configuration Fundamentals Configuration Guide:

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
or

“Using Cisco I0S XE Software” chapter of the Cisco ASRI1000 Series Aggregation Services Routers
Software Configuration Guide:

http://www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/using_cli.html
e Cisco Product Support Resources
http://www.cisco.com/web/psa/products/index.html
e Support area on Cisco.com (also search for documentation by task or product)
http://www.cisco.com/en/US/support/index.html
e  White Paper: Cisco 10S Reference Guide

http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_white_paper09186a00801830
5e.shtml

e Software Download Center (downloads; tools; licensing, registration, advisory, and general
information) (requires Cisco.com User ID and password)

http://www.cisco.com/kobayashi/sw-center/

e Error Message Decoder, a tool to help you research and resolve error messages for
Cisco IOS software

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi



http://www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/using_cli.html
http://www.cisco.com/web/psa/products/index.html
http://www.cisco.com/en/US/support/index.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_white_paper09186a008018305e.shtml
http://www.cisco.com/kobayashi/sw-center/
http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
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e Command Lookup Tool, a tool to help you find detailed descriptions of Cisco IOS commands
(requires Cisco.com user ID and password)

http://tools.cisco.com/Support/CLILookup

¢ Output Interpreter, a troubleshooting tool that analyzes command output of supported
show commands

https://www.cisco.com/pcgi-bin/Support/OutputInterpreter/home.pl
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AAA Overview

Access control is the way you control who is allowed access to the network server and what services they
are allowed to use once they have access. Authentication, authorization, and accounting (AAA) network
security services provide the primary framework through which you set up access control on your router
Or access server.

In This Chapter

This chapter includes the following sections:

About AAA Security Services
Where to Begin
What to Do Next

About AAA Security Services

AAA is an architectural framework for configuring a set of three independent security functions in a
consistent manner. AAA provides a modular way of performing the following services:

Authentication—Provides the method of identifying users, including login and password dialog,
challenge and response, messaging support, and, depending on the security protocol you select,
encryption.

Authentication is the way a user is identified prior to being allowed access to the network and
network services. You configure AAA authentication by defining a named list of authentication
methods, and then applying that list to various interfaces. The method list defines the types of
authentication to be performed and the sequence in which they will be performed; it must be applied
to a specific interface before any of the defined authentication methods will be performed. The only
exception is the default method list (which is named “default”). The default method list is
automatically applied to all interfaces if no other method list is defined. A defined method list
overrides the default method list.

0 ' I ' ' l l ' 0 Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA
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All authentication methods, except for local, line password, and enable authentication, must be
defined through AAA. For information about configuring all authentication methods, including
those implemented outside of the AAA security services, refer to the chapter “Configuring
Authentication.”

e Authorization—Provides the method for remote access control, including one-time authorization or
authorization for each service, per-user account list and profile, user group support, and support of
IP, IPX, ARA, and Telnet.

AAA authorization works by assembling a set of attributes that describe what the user is authorized
to perform. These attributes are compared to the information contained in a database for a given user
and the result is returned to AAA to determine the user’s actual capabilities and restrictions. The
database can be located locally on the access server or router or it can be hosted remotely on a
RADIUS or TACACS+ security server. Remote security servers, such as RADIUS and TACACS+,
authorize users for specific rights by associating attribute-value (AV) pairs, which define those
rights with the appropriate user. All authorization methods must be defined through AAA.

As with authentication, you configure AAA authorization by defining a named list of authorization
methods, and then applying that list to various interfaces. For information about configuring
authorization using AAA, refer to the chapter “Configuring Authorization.”

e Accounting—Provides the method for collecting and sending security server information used for
billing, auditing, and reporting, such as user identities, start and stop times, executed commands
(such as PPP), number of packets, and number of bytes.

Accounting enables you to track the services users are accessing as well as the amount of network
resources they are consuming. When AAA accounting is activated, the network access server reports
user activity to the RADIUS or TACACS+ security server (depending on which security method you
have implemented) in the form of accounting records. Each accounting record is comprised of
accounting AV pairs and is stored on the access control server. This data can then be analyzed for
network management, client billing, and/or auditing. All accounting methods must be defined
through AAA. As with authentication and authorization, you configure AAA accounting by defining
anamed list of accounting methods, and then applying that list to various interfaces. For information
about configuring accounting using AAA, refer to the chapter “Configuring Accounting.”

In many circumstances, AAA uses protocols such as RADIUS, TACACS+, or Kerberos to administer its
security functions. If your router or access server is acting as a network access server, AAA is the means
through which you establish communication between your network access server and your RADIUS,
TACACS+, or Kerberos security server.

Although AAA is the primary (and recommended) method for access control, Cisco IOS software
provides additional features for simple access control that are outside the scope of AAA, such as local
username authentication, line password authentication, and enable password authentication. However,
these features do not provide the same degree of access control that is possible by using AAA.

This section includes the following sections:
¢ Benefits of Using AAA
e AAA Philosophy
e Method Lists

Benefits of Using AAA

AAA provides the following benefits:

¢ Increased flexibility and control of access configuration
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About AAA Security Services

e Scalability
e Standardized authentication methods, such as RADIUS, TACACS+, and Kerberos
e Multiple backup systems

The deprecated protocols, TACACS and extended TACACS, are not compatible with AAA; if you select
these security protocols, you will not be able to take advantage of the AAA security services.

AAA Philosophy

Method Lists

Note

AAA is designed to enable you to dynamically configure the type of authentication and authorization
you want on a per-line (per-user) or per-service (for example, IP, IPX, or VPDN) basis. You define the
type of authentication and authorization you want by creating method lists, then applying those method
lists to specific services or interfaces.

For information about applications that use AAA, such as per-user configuration and virtual profiles,
refer to the chapters “Configuring Per-User Configuration” and “Configuring Virtual Profiles” in the
Cisco 10S Dial Technologies Configuration Guide, Release 12.2.

A method list is a sequential list that defines the authentication methods used to authenticate a user.
Method lists enable you to designate one or more security protocols to be used for authentication, thus
ensuring a backup system for authentication in case the initial method fails. Cisco IOS software uses the
first method listed to authenticate users; if that method does not respond, Cisco 10S software selects the
next authentication method in the method list. This process continues until there is successful
communication with a listed authentication method or the authentication method list is exhausted, in
which case authentication fails.

Cisco IOS software attempts authentication with the next listed authentication method only when there
is no response from the previous method. If authentication fails at any point in this cycle—meaning that
the security server or local username database responds by denying the user access—the authentication
process stops and no other authentication methods are attempted.

Figure 1 shows a typical AAA network configuration that includes four security servers: R1 and R2 are
RADIUS servers, and T1 and T2 are TACACS+ servers.
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Figure 1 Typical AAA Network Configuration
—
R1 Sl RADIUS
—- server
—
T ; y
; / ; R2 SR RADIUS
l 1 —- server
| ' —
a— el N A
D]I [~ ~ M E.I TACACS+
U —- server
4 NAS -
Remote A—
o T2 E.I TACACS+
—- server
—
ml
4
— g
Workstation &

Suppose the system administrator has defined a method list where R1 will be contacted first for
authentication information, then R2, T1, T2, and finally the local username database on the access server
itself. When a remote user attempts to dial in to the network, the network access server first queries R1
for authentication information. If R1 authenticates the user, it issues a PASS response to the network
access server and the user is allowed to access the network. If R1 returns a FAIL response, the user is
denied access and the session is terminated. If R1 does not respond, then the network access server
processes that as an ERROR and queries R2 for authentication information. This pattern continues
through the remaining designated methods until the user is either authenticated or rejected, or until the
session is terminated. If all of the authentication methods return errors, the network access server will
process the session as a failure, and the session will be terminated.

A FAIL response is significantly different from an ERROR. A FAIL means that the user has not met the
criteria contained in the applicable authentication database to be successfully authenticated.
Authentication ends with a FAIL response. An ERROR means that the security server has not responded
to an authentication query. Because of this, no authentication has been attempted. Only when an ERROR
is detected will AAA select the next authentication method defined in the authentication method list.

Where to Begin

You must first decide what kind of security solution you want to implement. You need to assess the
security risks in your particular network and decide on the appropriate means to prevent unauthorized
entry and attack. For more information about assessing your security risks and possible security
solutions, refer to the chapter “Security Overview.” Cisco recommends that you use AAA, no matter how
minor your security needs might be.

This section includes the following subsections:
e Overview of the AAA Configuration Process
e Enabling AAA
e Disabling AAA
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What to Do Next

Overview of the AAA Configuration Process

Configuring AAA is relatively simple after you understand the basic process involved. To configure
security on a Cisco router or access server using AAA, follow this process:

1. Enable AAA by using the aaa new-model global configuration command.

2. If you decide to use a separate security server, configure security protocol parameters, such as
RADIUS, TACACS+, or Kerberos.

Define the method lists for authentication by using an AAA authentication command.
Apply the method lists to a particular interface or line, if required.

(Optional) Configure authorization using the aaa authorization command.

L L e .

(Optional) Configure accounting using the aaa accounting command.

For a complete description of the commands used in this chapter, refer to the chapter “Authentication
Commands” of the Cisco 10S Security Command Reference. To locate documentation of other
commands that appear in this chapter, use the command reference master index or search online.

Enabling AAA

~

Note

Before you can use any of the services AAA network security services provide, you must enable AAA.

When you enable AAA, you can no longer access the commands to configure the older protocols,
TACACS or extended TACACS. If you decided to use TACACS or extended TACACS in your security
solution, do not enable AAA.

To enable AAA, use the following command in global configuration mode:

Command

Purpose

Router (config)# aaa new-model Enables AAA.

Disabling AAA

You can disable AAA functionality with a single command if you decide that your security needs cannot
be met by AAA but can be met by using TACACS, extended TACACS, or a line security method that can
be implemented without AAA. To disable AAA, use the following command in global configuration
mode:

Command

Purpose

Router (config)# no aaa new-model Disables AAA.

What to Do Next

Once you have enabled AAA, you are ready to configure the other elements relating to your selected
security solution. Table 3 describes AAA configuration tasks and where to find more information.

"
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Table 3 AAA Access Control Security Solutions Methods

Chapter in the
Task Cisco 10S Security Configuration Guide
Configuring local login authentication “Configuring Authentication”
Controlling login using security server authentication “Configuring Authentication”
Defining method lists for authentication “Configuring Authentication”
Applying method lists to a particular interface or line “Configuring Authentication”
Configuring RADIUS security protocol parameters “Configuring RADIUS”
Configuring TACACS+ security protocol parameters “Configuring TACACS+”
Configuring Kerberos security protocol parameters “Configuring Kerberos”
Enabling TACACS+ authorization “Configuring Authorization”
Enabling RADIUS authorization “Configuring Authorization”
Viewing supported IETF RADIUS attributes “RADIUS Attributes” (Appendix)
Viewing supported vendor-specific RADIUS attributes “RADIUS Attributes” (Appendix)
Viewing supported TACACS+ AV pairs “TACACS+ AV Pairs” (Appendix)
Enabling accounting “Configuring Accounting”

If you have elected not to use the AAA security services, see the “Configuring Authentication” chapter
for the non-AAA configuration task “Configuring Login Authentication.”

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2007 Cisco Systems, Inc. All rights reserved.




Configuring Authentication

Feature History

Release Modification

Cisco IOS For information about feature support in Cisco IOS software, use Cisco
Feature Navigator.

Cisco I0S XE This feature was introduced on Cisco ASR 1000 Series Routers.

Release 2.1

Authentication verifies users before they are allowed access to the network and network services. The
Cisco IOS software implementation of authentication is divided into two main categories:

e AAA Authentication Methods Configuration Task List
e Non-AAA Authentication Methods

Authentication, for the most part, is implemented through the AAA security services. Cisco recommends
that, whenever possible, AAA be used to implement authentication.

This chapter describes both AAA and non-AAA authentication methods. For authentication
configuration examples, refer to the “Authentication Examples” section at the end of this chapter. For a
complete description of the AAA commands used in this chapter, refer to the “Authentication,
Authorization, and Accounting (AAA)” part of the Cisco 10S Security Command Reference. To locate
documentation of other commands that appear in this chapter, use the command reference master index
or search online.

To identify the hardware platform or software image information associated with a feature, use the
Feature Navigator on Cisco.com to search for information about the feature, or refer to the software
release notes for a specific release. For more information, see the section “Identifying Supported
Platforms” in the chapter “Using Cisco IOS Software.”

In This Chapter

I
CISCO.

This chapter contains the following sections:
e Named Method Lists for Authentication
e AAA Authentication Methods Configuration Task List

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA
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e Non-AAA Authentication Methods

e Authentication Examples

Named Method Lists for Authentication

Note

To configure AAA authentication, you must first define a named list of authentication methods, and then
apply that list to various interfaces. The method list defines the types of authentication to be performed
and the sequence in which they will be performed; it must be applied to a specific interface before any
of the defined authentication methods will be performed. The only exception is the default method list
(which is named “default”). The default method list is automatically applied to all interfaces except those
that have a named method list explicitly defined. A defined method list overrides the default method list.

A method list is a sequential list describing the authentication methods to be queried in order to
authenticate a user. Method lists enable you to designate one or more security protocols to be used for
authentication, thus ensuring a backup system for authentication in case the initial method fails.

Cisco IOS software uses the first listed method to authenticate users. If that method fails to respond, the
Cisco IOS software selects the next authentication method listed in the method list. This process
continues until there is successful communication with a listed authentication method, or all methods
defined in the method list are exhausted.

It is important to note that the Cisco IOS software attempts authentication with the next listed
authentication method only when there is no response from the previous method. If authentication fails
at any point in this cycle—meaning that the security server or local username database responds by
denying the user access—the authentication process stops and no other authentication methods are
attempted.

Effective with Cisco IOS Release 12.3, the number of AAA method lists that can be configured is 250.

This section contains the following subsections:
e Method Lists and Server Groups
e Method List Examples

e AAA Authentication General Configuration Procedure

Method Lists and Server Groups

A server group is a way to group existing RADIUS or TACACS+ server hosts for use in method lists.
Figure 2 shows a typical AAA network configuration that includes four security servers: R1 and R2 are
RADIUS servers and T1 and T2 are TACACS+ servers. R1 and R2 make up the group of RADIUS
servers. T1 and T2 make up the group of TACACS+ servers.
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Figure 2 Typical AAA Network Configuration
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Using server groups, you can specify a subset of the configured server hosts and use them for a particular
service. For example, server groups allow you to define R1 and R2 as a server group, and define T1 and
T2 as a separate server group. For example, you can specify R1 and T1 in the method list for
authentication login, while specifying R2 and T2 in the method list for PPP authentication.

Server groups also can include multiple host entries for the same server, as long as each entry has a
unique identifier. The combination of an IP address and a UDP port number creates a unique identifier,
allowing different ports to be individually defined as RADIUS hosts providing a specific AAA service.
In other words, this unique identifier enables RADIUS requests to be sent to different UDP ports on a
server at the same IP address. If two different host entries on the same RADIUS server are configured
for the same service—for example, authentication—the second host entry configured acts as failover
backup to the first one. Using this example, if the first host entry fails to provide accounting services,
the network access server will try the second host entry configured on the same device for accounting
services. (The RADIUS host entries will be tried in the order in which they are configured.)

For more information about configuring server groups and about configuring server groups based on
Dialed Number Identification Service (DNIS) numbers, refer to the “Configuring RADIUS” or
“Configuring TACACS+” chapter.

Method List Examples

Suppose the system administrator has decided on a security solution where all interfaces will use the
same authentication methods to authenticate PPP connections. In the RADIUS group, R1 is contacted
first for authentication information, then if there is no response, R2 is contacted. If R2 does not respond,
T1 in the TACACS+ group is contacted; if T1 does not respond, T2 is contacted. If all designated servers
fail to respond, authentication falls to the local username database on the access server itself. To
implement this solution, the system administrator would create a default method list by entering the
following command:

aaa authentication ppp default group radius group tacacs+ local
In this example, “default” is the name of the method list. The protocols included in this method list are

listed after the name, in the order they are to be queried. The default list is automatically applied to all
interfaces.

"
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When a remote user attempts to dial in to the network, the network access server first queries R1 for
authentication information. If R1 authenticates the user, it issues a PASS response to the network access
server and the user is allowed to access the network. If R1 returns a FAIL response, the user is denied
access and the session is terminated. If R1 does not respond, then the network access server processes
that as an ERROR and queries R2 for authentication information. This pattern would continue through
the remaining designated methods until the user is either authenticated or rejected, or until the session
is terminated.

It is important to remember that a FAIL response is significantly different from an ERROR. A FAIL
means that the user has not met the criteria contained in the applicable authentication database to be
successfully authenticated. Authentication ends with a FAIL response. An ERROR means that the
security server has not responded to an authentication query. Because of this, no authentication has been
attempted. Only when an ERROR is detected will AAA select the next authentication method defined in
the authentication method list.

Suppose the system administrator wants to apply a method list only to a particular interface or set of
interfaces. In this case, the system administrator creates a named method list and then applies this named
list to the applicable interfaces. The following example shows how the system administrator can
implement an authentication method that will be applied only to interface 3:

aaa authentication ppp default group radius group tacacs+ local

aaa authentication ppp apple group radius group tacacs+ local none

interface async 3
ppp authentication chap apple

In this example, “apple” is the name of the method list, and the protocols included in this method list are
listed after the name in the order in which they are to be performed. After the method list has been
created, it is applied to the appropriate interface. Note that the method list name (apple) in both the AAA
and PPP authentication commands must match.

In the following example, the system administrator uses server groups to specify that only R2 and T2 are
valid servers for PPP authentication. To do this, the administrator must define specific server groups
whose members are R2 (172.16.2.7) and T2 (172.16.2.77), respectively. In this example, the RADIUS
server group “rad2only” is defined as follows using the aaa group server command:

aaa group server radius rad2only
server 172.16.2.7

The TACACS+ server group “tac2only” is defined as follows using the aaa group server command:

aaa group server tacacs+ tac2only
server 172.16.2.77

The administrator then applies PPP authentication using the server groups. In this example, the default
methods list for PPP authentication follows this order: group rad2only, group tac2only, and local:

aaa authentication ppp default group rad2only group tac2only local

AAA Authentication General Configuration Procedure

To configure AAA authentication, perform the following tasks:

1. Enable AAA by using the aaa new-model global configuration command. For more information
about configuring AAA, refer to the chapter “AAA Overview”.

2. Configure security protocol parameters, such as RADIUS, TACACS+, or Kerberos if you are using
a security server. For more information about RADIUS, refer to the chapter “Configuring
RADIUS”. For more information about TACACS+, refer to the chapter “Configuring TACACS+”.
For more information about Kerberos, refer to the chapter “Configuring Kerberos”.
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3. Define the method lists for authentication by using an AAA authentication command.

4. Apply the method lists to a particular interface or line, if required.

AAA Authentication Methods Configuration Task List

Note

This section discusses the following AAA authentication methods:
e Configuring Login Authentication Using AAA
e Configuring PPP Authentication Using AAA
e Configuring AAA Scalability for PPP Requests
e Configuring ARAP Authentication Using AAA
e Configuring NASI Authentication Using AAA
e Specifying the Amount of Time for Login Input
¢ Enabling Password Protection at the Privileged Level
¢ Changing the Text Displayed at the Password Prompt
e Configuring Message Banners for AAA Authentication
e Configuring AAA Packet of Disconnect
¢ Enabling Double Authentication
¢ Enabling Automated Double Authentication

AAA features are not available for use until you enable AAA globally by issuing the aaa new-model
command. For more information about enabling AAA, refer to the “AAA Overview” chapter.

For authentication configuration examples using the commands in this chapter, refer to the section
“Authentication Examples” at the end of the this chapter.

Configuring Login Authentication Using AAA

Step 1
Step 2

The AAA security services facilitate a variety of login authentication methods. Use the aaa
authentication login command to enable AAA authentication no matter which of the supported login
authentication methods you decide to use. With the aaa authentication login command, you create one
or more lists of authentication methods that are tried at login. These lists are applied using the login
authentication line configuration command.

To configure login authentication by using AAA, use the following commands beginning in global
configuration mode:

Command Purpose

Router (config) # aaa new-model Enables AAA globally.

Router (config)# aaa authentication login {default | Creates a local authentication list.
list-name} methodl [method2...]
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Step 3

Step 4

Command

Purpose

Router (config)# line [aux | console | tty | vty] Enters line configuration mode for the lines to which

line-number [ending-line-number]

you want to apply the authentication list.

Router (config-line)# login authentication Applies the authentication list to a line or set of lines.

{default | list-name}

Note

The list-name is a character string used to name the list you are creating. The method argument refers to
the actual method the authentication algorithm tries. The additional methods of authentication are used
only if the previous method returns an error, not if it fails. To specify that the authentication should
succeed even if all methods return an error, specify none as the final method in the command line.

For example, to specify that authentication should succeed even if (in this example) the TACACS+ server
returns an error, enter the following command:

aaa authentication login default group tacacs+ none

Because the none keyword enables any user logging in to successfully authenticate, it should be used
only as a backup method of authentication.

To create a default list that is used when a named list is not specified in the login authentication
command, use the default keyword followed by the methods that are to be used in default situations. The
default method list is automatically applied to all interfaces.

For example, to specify RADIUS as the default method for user authentication during login, enter the
following command:

aaa authentication login default group radius

Table 4 lists the supported login authentication methods.

Table 4 AAA Authentication Login Methods

Keyword Description

enable Uses the enable password for authentication.

krb5 Uses Kerberos 5 for authentication.

krb5-telnet Uses Kerberos 5 Telnet authentication protocol when using Telnet to connect to
the router. If selected, this keyword must be listed as the first method in the method
list.

line Uses the line password for authentication.

local Uses the local username database for authentication.

local-case Uses case-sensitive local username authentication.

none Uses no authentication.

group radius Uses the list of all RADIUS servers for authentication.

group tacacs+ Uses the list of all TACACS+ servers for authentication.

group group-name |Uses a subset of RADIUS or TACACS+ servers for authentication as defined by
the aaa group server radius or aaa group server tacacs+ command.
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The login command only changes username and privilege level but does not execute a shell; therefore
autocommands will not be executed. To execute autocommands under this circumstance, you need to
establish a Telnet session back into the router (loop-back). Make sure that the router has been configured
for secure Telnet sessions if you choose to implement autocommands this way.

This section includes the following sections:
e Login Authentication Using Enable Password
e Login Authentication Using Kerberos
e Login Authentication Using Line Password
e Login Authentication Using Local Password
e Login Authentication Using Group RADIUS
e Login Authentication Using Group TACACS+

e Login Authentication Using group group-name

Login Authentication Using Enable Password

Use the aaa authentication login command with the enable method keyword to specify the enable
password as the login authentication method. For example, to specify the enable password as the method
of user authentication at login when no other method list has been defined, enter the following command:

aaa authentication login default enable
Before you can use the enable password as the login authentication method, you need to define the

enable password. For more information about defining enable passwords, refer to the chapter
“Configuring Passwords and Privileges.”

Login Authentication Using Kerberos

Authentication via Kerberos is different from most other authentication methods: the user’s password is
never sent to the remote access server. Remote users logging in to the network are prompted for a
username. If the key distribution center (KDC) has an entry for that user, it creates an encrypted ticket
granting ticket (TGT) with the password for that user and sends it back to the router. The user is then
prompted for a password, and the router attempts to decrypt the TGT with that password. If it succeeds,
the user is authenticated and the TGT is stored in the user’s credential cache on the router.

While krbS does use the KINIT program, a user does not need to run the KINIT program to get a TGT
to authenticate to the router. This is because KINIT has been integrated into the login procedure in the
Cisco IOS implementation of Kerberos.

Use the aaa authentication login command with the krb5 method keyword to specify Kerberos as the
login authentication method. For example, to specify Kerberos as the method of user authentication at
login when no other method list has been defined, enter the following command:

aaa authentication login default krb5
Before you can use Kerberos as the login authentication method, you need to enable communication with

the Kerberos security server. For more information about establishing communication with a Kerberos
server, refer to the chapter “Configuring Kerberos.”

"mxam
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Login Authentication Using Line Password

Use the aaa authentication login command with the line method keyword to specify the line password
as the login authentication method. For example, to specify the line password as the method of user
authentication at login when no other method list has been defined, enter the following command:

aaa authentication login default line

Before you can use a line password as the login authentication method, you need to define a line
password. For more information about defining line passwords, refer to the section “Configuring Line
Password Protection” in this chapter.

Login Authentication Using Local Password

Use the aaa authentication login command with the local method keyword to specify that the Cisco
router or access server will use the local username database for authentication. For example, to specify
the local username database as the method of user authentication at login when no other method list has
been defined, enter the following command:

aaa authentication login default local

For information about adding users into the local username database, refer to the section “Establishing
Username Authentication” in this chapter.

Login Authentication Using Group RADIUS

Use the aaa authentication login command with the group radius method to specify RADIUS as the
login authentication method. For example, to specify RADIUS as the method of user authentication at
login when no other method list has been defined, enter the following command:

aaa authentication login default group radius

Before you can use RADIUS as the login authentication method, you need to enable communication with
the RADIUS security server. For more information about establishing communication with a RADIUS
server, refer to the chapter “Configuring RADIUS.”

Configuring RADIUS Attribute 8 in Access Requests

Once you have used the aaa authentication login command to specify RADIUS and your login host has
been configured to request its IP address from the NAS, you can send attribute 8 (Framed-IP-Address)
in access-request packets by using the radius-server attribute 8 include-in-access-req command in
global configuration mode. This command makes it possible for a NAS to provide the RADIUS server
with a hint of the user IP address in advance of user authentication. For more information about
attribute 8, refer to the appendix “RADIUS Attributes” at the end of the book.

Login Authentication Using Group TACACS+

Use the aaa authentication login command with the group tacacs+ method to specify TACACS+ as the
login authentication method. For example, to specify TACACS+ as the method of user authentication at
login when no other method list has been defined, enter the following command:

aaa authentication login default group tacacs+
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Before you can use TACACS+ as the login authentication method, you need to enable communication
with the TACACS+ security server. For more information about establishing communication with a
TACACS+ server, refer to the chapter “Configuring TACACS+.”

Login Authentication Using group group-name

Use the aaa authentication login command with the group group-name method to specify a subset of
RADIUS or TACACS+ servers to use as the login authentication method. To specify and define the group
name and the members of the group, use the aaa group server command. For example, use the aaa
group server command to first define the members of group loginrad:
aaa group server radius loginrad

server 172.16.2.3

server 172.16.2 17
server 172.16.2.32

This command specifies RADIUS servers 172.16.2.3, 172.16.2.17, and 172.16.2.32 as members of the
group loginrad.

To specify group loginrad as the method of user authentication at login when no other method list has
been defined, enter the following command:

aaa authentication login default group loginrad

Before you can use a group name as the login authentication method, you need to enable communication
with the RADIUS or TACACS+ security server. For more information about establishing communication
with a RADIUS server, refer to the chapter “Configuring RADIUS.” For more information about
establishing communication with a TACACS+ server, refer to the chapter “Configuring TACACS+.”

Configuring PPP Authentication Using AAA

Step 1
Step 2

Many users access network access servers through dialup via async or ISDN. Dialup via async or ISDN
bypasses the CLI completely; instead, a network protocol (such as PPP or ARA) starts as soon as the
connection is established.

The AAA security services facilitate a variety of authentication methods for use on serial interfaces
running PPP. Use the aaa authentication ppp command to enable AAA authentication no matter which
of the supported PPP authentication methods you decide to use.

To configure AAA authentication methods for serial lines using PPP, use the following commands in
global configuration mode:

Command Purpose

Router (config) # aaa new-model Enables AAA globally.

Router (config)# aaa authentication ppp {default | Creates a local authentication list.
list-name} methodl [method2...]
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Step 3

Step 4

Command Purpose

Router (config)# interface interface-type Enters interface configuration mode for the interface
interface-number to which you want to apply the authentication list.
Router (config-if)# ppp authentication {protocoll Applies the authentication list to a line or set of lines.
[protocol2...]} [if-needed] {default | list-name}

[callin]

[one-time] [optional]

In this command, protocoll and protocol2 represent
the following protocols: CHAP, MS-CHAP, and PAP.
PPP authentication is attempted first using the first
authentication method, specified by protocoll. If
protocoll is unable to establish authentication, the
next configured protocol is used to negotiate
authentication.

Note

With the aaa authentication ppp command, you create one or more lists of authentication methods that
are tried when a user tries to authenticate via PPP. These lists are applied using the ppp authentication
line configuration command.

To create a default list that is used when a named list is not specified in the ppp authentication
command, use the default keyword followed by the methods you want used in default situations.

For example, to specify the local username database as the default method for user authentication, enter
the following command:

aaa authentication ppp default local

The list-name is any character string used to name the list you are creating. The method argument refers
to the actual method the authentication algorithm tries. The additional methods of authentication are
used only if the previous method returns an error, not if it fails. To specify that the authentication should
succeed even if all methods return an error, specify none as the final method in the command line.

For example, to specify that authentication should succeed even if (in this example) the TACACS+ server
returns an error, enter the following command:

aaa authentication ppp default group tacacs+ none

Because none allows all users logging in to authenticate successfully, it should be used as a backup
method of authentication.

Table 5 lists the supported login authentication methods.

Table 5 AAA Authentication PPP Methods

Keyword Description

if-needed Does not authenticate if user has already been authenticated on a TTY line.

krb5 Uses Kerberos 5 for authentication (can only be used for PAP
authentication).

local Uses the local username database for authentication.

local-case Uses case-sensitive local username authentication.

none Uses no authentication.

group radius Uses the list of all RADIUS servers for authentication.
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Table 5 AAA Authentication PPP Methods (continued)

Keyword Description

group tacacs+ Uses the list of all TACACS+ servers for authentication.

group group-name Uses a subset of RADIUS or TACACS+ servers for authentication as
defined by the aaa group server radius or aaa group server tacacs+
command.

This section includes the following sections:
e PPP Authentication Using Kerberos
e PPP Authentication Using Local Password
e PPP Authentication Using Group RADIUS
e PPP Authentication Using Group TACACS+

e PPP Authentication Using group group-name

PPP Authentication Using Kerberos

S

Note

Use the aaa authentication ppp command with the krb5 method keyword to specify Kerberos as the
authentication method for use on interfaces running PPP. For example, to specify Kerberos as the method
of user authentication when no other method list has been defined, enter the following command:

aaa authentication ppp default krb5
Before you can use Kerberos as the PPP authentication method, you need to enable communication with

the Kerberos security server. For more information about establishing communication with a Kerberos
server, refer to the chapter “Configuring Kerberos”.

Kerberos login authentication works only with PPP PAP authentication.

PPP Authentication Using Local Password

Use the aaa authentication ppp command with the method keyword local to specify that the Cisco
router or access server will use the local username database for authentication. For example, to specify
the local username database as the method of authentication for use on lines running PPP when no other
method list has been defined, enter the following command:

aaa authentication ppp default local

For information about adding users into the local username database, refer to the section “Establishing
Username Authentication” in this chapter.

PPP Authentication Using Group RADIUS

Use the aaa authentication ppp command with the group radius method to specify RADIUS as the
login authentication method. For example, to specify RADIUS as the method of user authentication at
login when no other method list has been defined, enter the following command:

aaa authentication ppp default group radius

"o
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Before you can use RADIUS as the PPP authentication method, you need to enable communication with
the RADIUS security server. For more information about establishing communication with a RADIUS
server, refer to the chapter “Configuring RADIUS.”

Configuring RADIUS Attribute 44 in Access Requests

Once you have used the aaa authentication ppp command with the group radius method to specify
RADIUS as the login authentication method, you can configure your router to send attribute 44
(Acct-Seccion-ID) in access-request packets by using the radius-server attribute 44
include-in-access-req command in global configuration mode. This command allows the RADIUS
daemon to track a call from the beginning of the call to the end of the call. For more information on
attribute 44, refer to the appendix “RADIUS Attributes” at the end of the book.

PPP Authentication Using Group TACACS+

Use the aaa authentication ppp command with the group tacacs+ method to specify TACACS+ as the
login authentication method. For example, to specify TACACS+ as the method of user authentication at
login when no other method list has been defined, enter the following command:

aaa authentication ppp default group tacacs+

Before you can use TACACS+ as the PPP authentication method, you need to enable communication
with the TACACS+ security server. For more information about establishing communication with a
TACACS+ server, refer to the chapter “Configuring TACACS+.”

PPP Authentication Using group group-name

Use the aaa authentication ppp command with the group group-name method to specify a subset of
RADIUS or TACACS+ servers to use as the login authentication method. To specify and define the group
name and the members of the group, use the aaa group server command. For example, use the aaa
group server command to first define the members of group ppprad:
aaa group server radius ppprad

server 172.16.2.3

server 172.16.2 17
server 172.16.2.32

This command specifies RADIUS servers 172.16.2.3, 172.16.2.17, and 172.16.2.32 as members of the
group ppprad.

To specify group ppprad as the method of user authentication at login when no other method list has
been defined, enter the following command:

aaa authentication ppp default group ppprad

Before you can use a group name as the PPP authentication method, you need to enable communication
with the RADIUS or TACACS+ security server. For more information about establishing communication
with a RADIUS server, refer to the chapter “Configuring RADIUS”. For more information about
establishing communication with a TACACS+ server, refer to the chapter “Configuring TACACS+.”
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Configuring AAA Scalability for PPP Requests

You can configure and monitor the number of background processes allocated by the PPP manager in
the network access server (NAS) to deal with AAA authentication and authorization requests. In
previous Cisco IOS releases, only one background process was allocated to handle all AAA requests for
PPP. This meant that parallelism in AAA servers could not be fully exploited. The AAA Scalability
feature enables you to configure the number of processes used to handle AAA requests for PPP, thus
increasing the number of users that can be simultaneously authenticated or authorized.

To allocate a specific number of background processes to handle AAA requests for PPP, use the
following command in global configuration mode:

Command

Purpose

Router (config) # aaa processes number Allocates a specific number of background processes to handle

AAA authentication and authorization requests for PPP.

Note

The argument number defines the number of background processes earmarked to process AAA
authentication and authorization requests for PPP and can be configured for any value from 1 to
2147483647. Because of the way the PPP manager handles requests for PPP, this argument also defines
the number of new users that can be simultaneously authenticated. This argument can be increased or
decreased at any time.

Allocating additional background processes can be expensive. You should configure the minimum
number of background processes capable of handling the AAA requests for PPP.

Configuring ARAP Authentication Using AAA

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

With the aaa authentication arap command, you create one or more lists of authentication methods that
are tried when AppleTalk Remote Access Protocol (ARAP) users attempt to log in to the router. These
lists are used with the arap authentication line configuration command.

Use the following commands starting in global configuration mode:

Command Purpose

Router (config) # aaa new-model Enables AAA globally.

Router (config) # aaa authentication arap Enables authentication for ARAP users.
{default | list-name} methodl [method2...]

Router (config)# line number (Optional) Changes to line configuration mode.

Router (config-line)# autoselect arap

(Optional) Enables autoselection of ARAP.

Router (config-line)# autoselect during-login (Optional) Starts the ARAP session automatically at
user login.
Router (config-line)# arap authentication list-name (Optional—not needed if default is used in the aaa

authentication arap command) Enables TACACS+
authentication for ARAP on a line.

g s |
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Note

The list-name is any character string used to name the list you are creating. The method argument refers
to the actual list of methods the authentication algorithm tries, in the sequence entered.

To create a default list that is used when a named list is not specified in the arap authentication
command, use the default keyword followed by the methods you want to be used in default situations.

The additional methods of authentication are used only if the previous method returns an error, not if it
fails. To specify that the authentication should succeed even if all methods return an error, specify none
as the final method in the command line.

Because none allows all users logging in to authenticate successfully, it should be used as a backup
method of authentication.

Table 6 lists the supported login authentication methods.

Table 6 AAA Authentication ARAP Methods

Keyword Description

auth-guest Allows guest logins only if the user has already logged in to EXEC.

guest Allows guest logins.

line Uses the line password for authentication.

local Uses the local username database for authentication.

local-case Uses case-sensitive local username authentication.

group radius Uses the list of all RADIUS servers for authentication.

group tacacs+ Uses the list of all TACACS+ servers for authentication.

group group-name |Uses a subset of RADIUS or TACACS+ servers for authentication as defined by
the aaa group server radius or aaa group server tacacs+ command.

For example, to create a default AAA authentication method list used with ARAP, enter the following
command:

aaa authentication arap default if-needed none
To create the same authentication method list for ARAP but name the list MIS-access, enter the
following command:

aaa authentication arap MIS-access if-needed none

This section includes the following sections:
e ARAP Authentication Allowing Authorized Guest Logins
e ARAP Authentication Allowing Guest Logins
¢ ARAP Authentication Using Line Password
e ARAP Authentication Using Local Password
e ARAP Authentication Using Group RADIUS
e ARAP Authentication Using Group TACACS+
¢ ARAP Authentication Using Group group-name
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ARAP Authentication Allowing Authorized Guest Logins

Use the aaa authentication arap command with the auth-guest keyword to allow guest logins only if
the user has already successfully logged in to the EXEC. This method must be the first listed in the
ARAP authentication method list but it can be followed by other methods if it does not succeed. For
example, to allow all authorized guest logins—meaning logins by users who have already successfully
logged in to the EXEC—as the default method of authentication, using RADIUS only if that method
fails, enter the following command:

aaa authentication arap default auth-guest group radius

For more information about ARAP authorized guest logins, refer to the chapter “Configuring
AppleTalk” in the Cisco 10S AppleTalk and Novell IPX Configuration Guide.

Note By default, guest logins through ARAP are disabled when you initialize AAA. To allow guest logins,
you must use the aaa authentication arap command with either the guest or the auth-guest keyword.

ARAP Authentication Allowing Guest Logins

Use the aaa authentication arap command with the guest keyword to allow guest logins. This method
must be the first listed in the ARAP authentication method list but it can be followed by other methods
if it does not succeed. For example, to allow all guest logins as the default method of authentication,
using RADIUS only if that method fails, enter the following command:

aaa authentication arap default guest group radius

For more information about ARAP guest logins, refer to the chapter “Configuring AppleTalk” in the
Cisco 10S AppleTalk and Novell IPX Configuration Guide.

ARAP Authentication Using Line Password

Use the aaa authentication arap command with the method keyword line to specify the line password
as the authentication method. For example, to specify the line password as the method of ARAP user
authentication when no other method list has been defined, enter the following command:

aaa authentication arap default line

Before you can use a line password as the ARAP authentication method, you need to define a line
password. For more information about defining line passwords, refer to the section “Configuring Line
Password Protection” in this chapter.

ARAP Authentication Using Local Password

Use the aaa authentication arap command with the method keyword local to specify that the Cisco
router or access server will use the local username database for authentication. For example, to specify
the local username database as the method of ARAP user authentication when no other method list has
been defined, enter the following command:

aaa authentication arap default local

For information about adding users to the local username database, refer to the section “Establishing
Username Authentication” in this chapter.

| .“
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ARAP Authentication Using Group RADIUS

Use the aaa authentication arap command with the group radius method to specify RADIUS as the
ARAP authentication method. For example, to specify RADIUS as the method of user authentication at
login when no other method list has been defined, enter the following command:

aaa authentication arap default group radius

Before you can use RADIUS as the ARAP authentication method, you need to enable communication
with the RADIUS security server. For more information about establishing communication with a
RADIUS server, refer to the chapter “Configuring RADIUS.”

ARAP Authentication Using Group TACACS+

Use the aaa authentication arap command with the group tacacs+ method to specify TACACS+ as the
ARAP authentication method. For example, to specify TACACS+ as the method of user authentication
at login when no other method list has been defined, enter the following command:

aaa authentication arap default group tacacs+

Before you can use TACACS+ as the ARAP authentication method, you need to enable communication
with the TACACS+ security server. For more information about establishing communication with a
TACACS+ server, refer to the chapter “Configuring TACACS+.”

ARAP Authentication Using Group group-name

Use the aaa authentication arap command with the group group-name method to specify a subset of
RADIUS or TACACS+ servers to use as the ARAP authentication method. To specify and define the
group name and the members of the group, use the aaa group server command. For example, use the
aaa group server command to first define the members of group araprad:
aaa group server radius araprad

server 172.16.2.3

server 172.16.2 17
server 172.16.2.32

This command specifies RADIUS servers 172.16.2.3, 172.16.2.17, and 172.16.2.32 as members of the
group araprad.

To specify group araprad as the method of user authentication at login when no other method list has
been defined, enter the following command:

aaa authentication arap default group araprad

Before you can use a group name as the ARAP authentication method, you need to enable
communication with the RADIUS or TACACS+ security server. For more information about establishing
communication with a RADIUS server, refer to the chapter “Configuring RADIUS.” For more
information about establishing communication with a TACACS+ server, refer to the chapter
“Configuring TACACS+.”

Configuring NASI Authentication Using AAA

With the aaa authentication nasi command, you create one or more lists of authentication methods that
are tried when NetWare Asynchronous Services Interface (NASI) users attempt to log in to the router.
These lists are used with the nasi authentication line configuration command.
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To configure NASI authentication using AAA, use the following commands starting in global
configuration mode:

Command Purpose

Router (config) # aaa new-model Enables AAA globally.

Router (config)# aaa authentication nasi Enables authentication for NASI users.

{default | list-name} methodl [method2...]

Router (config)# line number (Optional—not needed if default is used in the aaa

authentication nasi command) Enters line
configuration mode.

Router (config-line)# nasi authentication Ilist-name (Optional—not needed if default is used in the aaa

authentication nasi command) Enables
authentication for NASI on a line.

Note

The list-name is any character string used to name the list you are creating. The method argument refers
to the actual list of methods the authentication algorithm tries, in the sequence entered.

To create a default list that is used when a named list is not specified in the aaa authentication nasi
command, use the default keyword followed by the methods you want to be used in default situations.

The additional methods of authentication are used only if the previous method returns an error, not if it
fails. To specify that the authentication should succeed even if all methods return an error, specify none
as the final method in the command line.

Because none allows all users logging in to authenticate successfully, it should be used as a backup
method of authentication.

Table 7 lists the supported NASI authentication methods.

Table 7 AAA Authentication NASI Methods

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

local Uses the local username database for authentication.

local-case Uses case-sensitive local username authentication.

none Uses no authentication.

group radius Uses the list of all RADIUS servers for authentication.

group tacacs+ Uses the list of all TACACS+ servers for authentication.

group group-name |Uses a subset of RADIUS or TACACS+ servers for authentication as defined by
the aaa group server radius or aaa group server tacacs+ command.

This section includes the following sections:
e NASI Authentication Using Enable Password
e NASI Authentication Using Line Password
e NASI Authentication Using Local Password
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e NASI Authentication Using Group RADIUS
e NASI Authentication Using Group TACACS+
e NASI Authentication Using group group-name

NASI Authentication Using Enable Password

Use the aaa authentication nasi command with the method keyword enable to specify the enable
password as the authentication method. For example, to specify the enable password as the method of
NASI user authentication when no other method list has been defined, enter the following command:

aaa authentication nasi default enable

Before you can use the enable password as the authentication method, you need to define the enable
password. For more information about defining enable passwords, refer to the chapter “Configuring
Passwords and Privileges.”

NASI Authentication Using Line Password

Use the aaa authentication nasi command with the method keyword line to specify the line password
as the authentication method. For example, to specify the line password as the method of NASI user
authentication when no other method list has been defined, enter the following command:

aaa authentication nasi default line

Before you can use a line password as the NASI authentication method, you need to define a line
password. For more information about defining line passwords, refer to the section “Configuring Line
Password Protection” in this chapter.

NASI Authentication Using Local Password

Use the aaa authentication nasi command with the method keyword local to specify that the Cisco
router or access server will use the local username database for authentication information. For example,
to specify the local username database as the method of NASI user authentication when no other method
list has been defined, enter the following command:

aaa authentication nasi default local

For information about adding users to the local username database, refer to the section “Establishing
Username Authentication” in this chapter.

NASI Authentication Using Group RADIUS

Use the aaa authentication nasi command with the group radius method to specify RADIUS as the
NASI authentication method. For example, to specify RADIUS as the method of NASI user
authentication when no other method list has been defined, enter the following command:

aaa authentication nasi default group radius
Before you can use RADIUS as the NASI authentication method, you need to enable communication

with the RADIUS security server. For more information about establishing communication with a
RADIUS server, refer to the chapter “Configuring RADIUS.”
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NASI Authentication Using Group TACACS+

Use the aaa authentication nasi command with the group tacacs+ method keyword to specify
TACACS+ as the NASI authentication method. For example, to specify TACACS+ as the method of
NASTI user authentication when no other method list has been defined, enter the following command:

aaa authentication nasi default group tacacs+
Before you can use TACACS+ as the authentication method, you need to enable communication with the

TACACS+ security server. For more information about establishing communication with a TACACS+
server, refer to the chapter “Configuring TACACS+.”

NASI Authentication Using group group-name

Use the aaa authentication nasi command with the group group-name method to specify a subset of
RADIUS or TACACS+ servers to use as the NASI authentication method. To specify and define the
group name and the members of the group, use the aaa group server command. For example, use the
aaa group server command to first define the members of group nasirad:
aaa group server radius nasirad

server 172.16.2.3

server 172.16.2 17
server 172.16.2.32

This command specifies RADIUS servers 172.16.2.3, 172.16.2.17, and 172.16.2.32 as members of the
group nasirad.

To specify group nasirad as the method of user authentication at login when no other method list has
been defined, enter the following command:

aaa authentication nasi default group nasirad

Before you can use a group name as the NASI authentication method, you need to enable communication
with the RADIUS or TACACS+ security server. For more information about establishing communication
with a RADIUS server, refer to the chapter “Configuring RADIUS”. For more information about
establishing communication with a TACACS+ server, refer to the chapter “Configuring TACACS+.”

Specifying the Amount of Time for Login Input

The timeout login response command allows you to specify how long the system will wait for login
input (such as username and password) before timing out. The default login value is 30 seconds; with
the timeout login response command, you can specify a timeout value from 1 to 300 seconds. To change
the login timeout value from the default of 30 seconds, use the following command in line configuration
mode:

Command

Purpose

Router (config-line)# timeout login response seconds |Specifies how long the system will wait for login information

before timing out.
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Enabling Password Protection at the Privileged Level

Use the aaa authentication enable default command to create a series of authentication methods that
are used to determine whether a user can access the privileged EXEC command level. You can specify
up to four authentication methods. The additional methods of authentication are used only if the previous
method returns an error, not if it fails. To specify that the authentication should succeed even if all
methods return an error, specify none as the final method in the command line.

Use the following command in global configuration mode:

Command Purpose

Router (config)# aaa authentication enable default |Enables user ID and password checking for users requesting
methodl [methodZ...] privileged EXEC level.

Note  All aaa authentication enable default requests sent by
the router to a RADIUS server include the username
“$enab153%.” Requests sent to a TACACS+ server will
include the username that is entered for login
authentication.

The method argument refers to the actual list of methods the authentication algorithm tries, in the
sequence entered. Table 8 lists the supported enable authentication methods.

Table 8 AAA Authentication Enable Default Methods

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

none Uses no authentication.

group radius Uses the list of all RADIUS hosts for authentication.

Note The RADIUS method does not work on a per-username basis.

group tacacs+ Uses the list of all TACACS+ hosts for authentication.

group group-name |Uses a subset of RADIUS or TACACS+ servers for authentication as defined by
the aaa group server radius or aaa group server tacacs+ command.

Changing the Text Displayed at the Password Prompt

Use the aaa authentication password-prompt command to change the default text that the Cisco 10S
software displays when prompting a user to enter a password. This command changes the password
prompt for the enable password as well as for login passwords that are not supplied by remote security
servers. The no form of this command returns the password prompt to the following default value:

Password:

The aaa authentication password-prompt command does not change any dialog that is supplied by a
remote TACACS+ or RADIUS server.

The aaa authentication password-prompt command works when RADIUS is used as the login method.
You will be able to see the password prompt defined in the command shown even when the RADIUS
server is unreachable. The aaa authentication password-prompt command does not work with
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TACACS+. TACACS+ supplies the NAS with the password prompt to display to the users. If the
TACACS+ server is reachable, the NAS gets the password prompt from the server and uses that prompt
instead of the one defined in the aaa authentication password-prompt command. If the TACACS+
server is not reachable, the password prompt defined in the aaa authentication password-prompt
command may be used.

Use the following command in global configuration mode:

Command Purpose
Router (config) # aaa authentication Changes the default text displayed when a user is prompted to
password-prompt text-string enter a password.

Configuring Message Banners for AAA Authentication

AAA supports the use of configurable, personalized login and failed-login banners. You can configure
message banners that will be displayed when a user logs in to the system to be authenticated using AAA
and when, for whatever reason, authentication fails.

This section includes the following sections:
e Configuring a Login Banner

e Configuring a Failed-Login Banner

Configuring a Login Banner

Step 1
Step 2

To create a login banner, you need to configure a delimiting character, which notifies the system that the
following text string is to be displayed as the banner, and then the text string itself. The delimiting
character is repeated at the end of the text string to signify the end of the banner. The delimiting character
can be any single character in the extended ASCII character set, but once defined as the delimiter, that
character cannot be used in the text string making up the banner.

To configure a banner that will be displayed whenever a user logs in (replacing the default message for
login), use the following commands in global configuration mode:

Command

Purpose

Router (config)# aaa new-model Enables AAA.

Router (config)# aaa authentication banner delimiter Creates a personalized login banner.

string delimiter

The maximum number of characters that can be displayed in the login banner is 2996 characters.

Configuring a Failed-Login Banner

To create a failed-login banner, you need to configure a delimiting character, which notifies the system
that the following text string is to be displayed as the banner, and then the text string itself. The
delimiting character is repeated at the end of the text string to signify the end of the failed-login banner.
The delimiting character can be any single character in the extended ASCII character set, but once
defined as the delimiter, that character cannot be used in the text string making up the banner.

"
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Step 1
Step 2

To configure a message that will be displayed whenever a user fails login (replacing the default message
for failed login), use the following commands in global configuration mode:

Command Purpose

Router (config)# aaa new-model Enables AAA.

Router (config)# aaa authentication fail-message Creates a message to be displayed when a user fails
delimiter string delimiter login

The maximum number of characters that can be displayed in the failed-login banner is 2996 characters.

Configuring AAA Packet of Disconnect

Step 1

Step 2

Step 3
Step 4

Packet of disconnect (POD) terminates connections on the network access server (NAS) when particular
session attributes are identified. By using session information obtained from AAA, the POD client residing
on a UNIX workstation sends disconnect packets to the POD server running on the network access server.
The NAS terminates any inbound user session with one or more matching key attributes. It rejects requests
when required fields are missing or when an exact match is not found.

To configure POD, perform the following tasks in global configuration mode:

Command Purpose

Router (config)# aaa accounting network default Enables AAA accounting records.

start-stop radius

Router (config)# aaa accounting delay-start (Optional) Delays generation of the start accounting

record until the Framed-IP-Address is assigned,
allowing its use in the POD packet.

Router (config)# aaa pod server server-key string Enables POD reception.
Router (config) # radius-server host IP address Declares a RADIUS host that uses a
non-standard vendor-proprietary version of RADIUS.

Enabling Double Authentication

Previously, PPP sessions could only be authenticated by using a single authentication method: either
PAP or CHAP. Double authentication requires remote users to pass a second stage of
authentication—after CHAP or PAP authentication—before gaining network access.

This second (“double”) authentication requires a password that is known to the user but not stored on
the user’s remote host. Therefore, the second authentication is specific to a user, not to a host. This
provides an additional level of security that will be effective even if information from the remote host is
stolen. In addition, this also provides greater flexibility by allowing customized network privileges for
each user.

The second stage authentication can use one-time passwords such as token card passwords, which are
not supported by CHAP. If one-time passwords are used, a stolen user password is of no use to the
perpetrator.

This section includes the following subsections:

e How Double Authentication Works
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e Configuring Double Authentication

e Accessing the User Profile After Double Authentication

How Double Authentication Works

Note

A

With double authentication, there are two authentication/authorization stages. These two stages occur
after a remote user dials in and a PPP session is initiated.

In the first stage, the user logs in using the remote host name; CHAP (or PAP) authenticates the remote
host, and then PPP negotiates with AAA to authorize the remote host. In this process, the network access
privileges associated with the remote host are assigned to the user.

We suggest that the network administrator restrict authorization at this first stage to allow only Telnet
connections to the local host.

In the second stage, the remote user must Telnet to the network access server to be authenticated. When
the remote user logs in, the user must be authenticated with AAA login authentication. The user then
must enter the access-profile command to be reauthorized using AAA. When this authorization is
complete, the user has been double authenticated, and can access the network according to per-user
network privileges.

The system administrator determines what network privileges remote users will have after each stage of
authentication by configuring appropriate parameters on a security server. To use double authentication,
the user must activate it by issuing the access-profile command.

Caution

Double authentication can cause certain undesirable events if multiple hosts share a PPP connection to
a network access server, as shown in Figure 3.

First, if a user, Bob, initiates a PPP session and activates double authentication at the network access
server (per Figure 3), any other user will automatically have the same network privileges as Bob until
Bob’s PPP session expires. This happens because Bob’s authorization profile is applied to the network
access server’s interface during the PPP session and any PPP traffic from other users will use the PPP
session Bob established.

Second, if Bob initiates a PPP session and activates double authentication, and then—before Bob’s PPP
session has expired—another user, Jane, executes the access-profile command (or, if Jane Telnets to the
network access server and autocommand access-profile is executed), a reauthorization will occur and
Jane’s authorization profile will be applied to the interface—replacing Bob’s profile. This can disrupt or
halt Bob’s PPP traffic, or grant Bob additional authorization privileges Bob should not have.
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Figure 3 Possibly Risky Topology: Multiple Hosts Share a PPP Connection to a Network
Access Server
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Configuring Double Authentication

To configure double authentication, you must complete the following steps:

1. Enable AAA by using the aaa-new model global configuration command. For more information
about enabling AAA, refer to the chapter “AAA Overview.”

2. Use the aaa authentication command to configure your network access server to use login and PPP
authentication method lists, then apply those method lists to the appropriate lines or interfaces.

3. Use the aaa authorization command to configure AAA network authorization at login. For more
information about configuring network authorization, refer to the “Configuring Authorization”
chapter.

4. Configure security protocol parameters (for example, RADIUS or TACACS+). For more
information about RADIUS, refer to the chapter “Configuring RADIUS”. For more information
about TACACS+, refer to the chapter “Configuring TACACS+.”

5. Use access control list AV pairs on the security server that the user can connect to the local host only
by establishing a Telnet connection.

6. (Optional) Configure the access-profile command as an autocommand. If you configure the
autocommand, remote users will not have to manually enter the access-profile command to access
authorized rights associated with their personal user profile. To learn about configuring
autocommands, refer to the autocommand command in the Cisco 10S Dial Technologies Command
Reference: Network Services.

Note If the access-profile command is configured as an autocommand, users will still have to Telnet to the
local host and log in to complete double authentication.

Follow these rules when creating the user-specific authorization statements (These rules relate to the
default behavior of the access-profile command):

e Use valid AV pairs when configuring access control list AV pairs on the security server. For a list of
valid AV pairs, refer to the chapter “Authentication Commands” in the Cisco 10S Security Command
Reference.

e If you want remote users to use the interface’s existing authorization (that which existed prior to the
second stage authentication/authorization), but you want them to have different access control lists
(ACLs), you should specify only ACL AV pairs in the user-specific authorization definition. This
might be desirable if you set up a default authorization profile to apply to the remote host, but want
to apply specific ACLs to specific users.
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e When these user-specific authorization statements are later applied to the interface, they can either
be added to the existing interface configuration or they can replace the existing interface
configuration—depending on which form of the access-profile command is used to authorize the
user. You should understand how the access-profile command works before configuring the
authorization statements.

e If you will be using ISDN or Multilink PPP, you must also configure virtual templates at the
local host.

To troubleshoot double authentication, use the debug aaa per-user debug command. For more
information about this command, refer to the Cisco 10S Debug Command Reference.

Accessing the User Profile After Double Authentication

In double authentication, when a remote user establishes a PPP link to the local host using the local host
name, the remote host is CHAP (or PAP) authenticated. After CHAP (or PAP) authentication, PPP
negotiates with AAA to assign network access privileges associated with the remote host to the user. (We
suggest that privileges at this stage be restricted to allow the user to connect to the local host only by
establishing a Telnet connection.)

When the user needs to initiate the second phase of double authentication, establishing a Telnet
connection to the local host, the user enters a personal username and password (different from the CHAP
or PAP username and password). This action causes AAA reauthentication to occur according to the
personal username/password. The initial rights associated with the local host, though, are still in place.
By using the access-profile command, the rights associated with the local host are replaced by or merged
with those defined for the user in the user’s profile.

To access the user profile after double authentication, use the following command in EXEC
configuration mode:

Command Purpose
Router> access-profile [merge | replace] Accesses the rights associated for the user after double
[ignore-sanity-checks] authentication.

If you configured the access-profile command to be executed as an autocommand, it will be executed
automatically after the remote user logs in.

Enabling Automated Double Authentication

You can make the double authentication process easier for users by implementing automated double
authentication. Automated double authentication provides all of the security benefits of double
authentication, but offers a simpler, more user-friendly interface for remote users. With double
authentication, a second level of user authentication is achieved when the user Telnets to the network
access server or router and enters a username and password. With automated double authentication, the
user does not have to Telnet to the network access server; instead the user responds to a dialog box that
requests a username and password or personal identification number (PIN). To use the automated double
authentication feature, the remote user hosts must be running a companion client application. As of
Cisco IOS Release 12.0, the only client application software available is the Glacier Bay application
server software for PCs.

g 2 |
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Note

Note

Automated double authentication, like the existing double authentication feature, is for Multilink PPP
ISDN connections only. Automated double authentication cannot be used with other protocols such as
X.25 or SLIP.

Automated double authentication is an enhancement to the existing double authentication feature. To
configure automated double authentication, you must first configure double authentication by
completing the following steps:

1.

Enable AAA by using the aaa-new model global configuration command. For more information
about enabling AAA, refer to the chapter “AAA Overview.”

Use the aaa authentication command to configure your network access server to use login and PPP
authentication method lists, then apply those method lists to the appropriate lines or interfaces.

Use the aaa authorization command to configure AAA network authorization at login. For more
information about configuring network authorization, refer to the chapter “Configuring
Authorization.”

Configure security protocol parameters (for example, RADIUS or TACACS+). For more
information about RADIUS, refer to the chapter “Configuring RADIUS”. For more information
about TACACS+, refer to the chapter “Configuring TACACS+.”

Use access control list AV pairs on the security server that the user can connect to the local host only
by establishing a Telnet connection.

Configure the access-profile command as an autocommand. If you configure the autocommand,
remote users will not have to manually enter the access-profile command to access authorized rights
associated with their personal user profile. To learn about configuring autocommands, refer to the
autocommand command in the Cisco 10S Dial Technologies Command Reference, Release 12.2.

If the access-profile command is configured as an autocommand, users will still have to Telnet to the
local host and log in to complete double authentication.

Follow these rules when creating the user-specific authorization statements (These rules relate to the
default behavior of the access-profile command):

Use valid AV pairs when configuring access control list AV pairs on the security server. For a list of
valid AV pairs, refer to the chapter “Authentication Commands” in the Cisco 10S Security Command
Reference.

If you want remote users to use the interface’s existing authorization (that which existed prior to the
second stage authentication/authorization), but you want them to have different access control lists
(ACLs), you should specify only ACL AV pairs in the user-specific authorization definition. This
might be desirable if you set up a default authorization profile to apply to the remote host, but want
to apply specific ACLs to specific users.

When these user-specific authorization statements are later applied to the interface, they can either
be added to the existing interface configuration, or replace the existing interface
configuration—depending on which form of the access-profile command is used to authorize the
user. You should understand how the access-profile command works before configuring the
authorization statements.

If you will be using ISDN or Multilink PPP, you must also configure virtual templates at the local
host.

To troubleshoot double authentication, use the debug aaa per-user debug command. For more
information about this command, refer to the Cisco 10S Debug Command Reference.
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After you have configured double authentication, you are ready to configure the automation

enhancement.

To configure automated double authentication, use the following commands, starting in global

configuration mode.

Command

Purpose

Router (config)# ip trigger-authentication
[timeout seconds] [port number]

Enables automation of double authentication.

Router (config)# interface bri number

or

Router (config)# interface serial number:23

Selects an ISDN BRI or ISDN PRI interface and enter
the interface configuration mode.

Router (config-if)# ip trigger-authentication

Applies automated double authentication to the
interface.

To troubleshoot automated double authentication, use the following commands in privileged EXEC

mode:

Command

Purpose

Router# show ip trigger-authentication

Displays the list of remote hosts for which automated
double authentication has been attempted
(successfully or unsuccessfully).

Router# clear ip trigger-authentication

Clears the list of remote hosts for which automated
double authentication has been attempted. (This
clears the table displayed by the show ip
trigger-authentication command.)

Router# debug ip trigger-authentication

Displays debug output related to automated double
authentication.

This section discusses the following non-AAA authentication tasks:

e Configuring Line Password Protection
e Establishing Username Authentication

e Enabling CHAP or PAP Authentication

e Using MS-CHAP

You can provide access control on a terminal line by entering the password and establishing password
checking. To do so, use the following commands in line configuration mode:
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Command Purpose
Step1 Router(config-line)# password password Assigns a password to a terminal or other device on a
line.

Step2  Router(config-line)# login Enables password checking at login.
The password checker is case sensitive and can include spaces; for example, the password “Secret” is
different from the password “secret,” and “two words” is an acceptable password.
You can disable line password verification by disabling password checking. To do so, use the following
command in line configuration mode:

Command Purpose

Router (config-line)# no login Disables password checking or allow access to a line without password

verification.

Note

If you configure line password protection and then configure TACACS or extended TACACS, the
TACACS username and password take precedence over line passwords. If you have not yet implemented
a security policy, we recommend that you use AAA.

The login command only changes username and privilege level but it does not execute a shell; therefore
autocommands will not be executed. To execute autocommands under this circumstance, you need to
establish a Telnet session back into the router (loop-back). Make sure that the router has been configured
for secure Telnet sessions if you choose to implement autocommands this way.

Establishing Username Authentication

You can create a username-based authentication system, which is useful in the following situations:

e To provide a TACACS-like username and encrypted password-authentication system for networks
that cannot support TACACS

e To provide special-case logins: for example, access list verification, no password verification,
autocommand execution at login, and “no escape” situations

To establish username authentication, use the following commands in global configuration mode as
needed for your system configuration:

Command Purpose
Step1  Router(config)# username name [nopassword | password |Establishes username authentication with encrypted
password | password encryption-type encrypted passwords.
password]
or
or . . .
(Optional) Establishes username authentication by
Router (config)# username name [access-class number] access list.
Step2  Router(config)# username name [privilege levell (Optional) Sets the privilege level for the user.

T
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Command Purpose
Step3  Router(config)# username name [autocommand command]  |(Optional) Specifies a command to be executed
automatically.
Step4  Router(config)# username name [noescape] [nohangup] |(Optional) Sets a “no escape” login environment.

A

The keyword noescape prevents users from using escape characters on the hosts to which they are
connected. The nohangup feature does not disconnect after using the autocommand.

Caution

Passwords will be displayed in clear text in your configuration unless you enable the service
password-encryption command. For more information about the service password-encryption
command, refer to the chapter “Passwords and Privileges Commands” in the Cisco I10S Security
Command Reference.

Enabling CHAP or PAP Authentication

Note

One of the most common transport protocols used in Internet service providers’ (ISPs’) dial solutions is
the Point-to-Point Protocol (PPP). Traditionally, remote users dial in to an access server to initiate a PPP
session. After PPP has been negotiated, remote users are connected to the ISP network and to

the Internet.

Because ISPs want only customers to connect to their access servers, remote users are required to
authenticate to the access server before they can start up a PPP session. Normally, a remote user
authenticates by typing in a username and password when prompted by the access server. Although this
is a workable solution, it is difficult to administer and awkward for the remote user.

A better solution is to use the authentication protocols built into PPP. In this case, the remote user dials
in to the access server and starts up a minimal subset of PPP with the access server. This does not give
the remote user access to the ISP’s network—it merely allows the access server to talk to the

remote device.

PPP currently supports two authentication protocols: Password Authentication Protocol (PAP) and
Challenge Handshake Authentication Protocol (CHAP). Both are specified in RFC 1334 and are
supported on synchronous and asynchronous interfaces. Authentication via PAP or CHAP is equivalent
to typing in a username and password when prompted by the server. CHAP is considered to be more
secure because the remote user’s password is never sent across the connection.

PPP (with or without PAP or CHAP authentication) is also supported in dialout solutions. An access
server utilizes a dialout feature when it initiates a call to a remote device and attempts to start up a
transport protocol such as PPP.

See the chapter “Configuring Interfaces” in the Cisco I0S Configuration Fundamentals Configuration
Guide for more information about CHAP and PAP.

To use CHAP or PAP, you must be running PPP encapsulation.

When CHAP is enabled on an interface and a remote device attempts to connect to it, the access server
sends a CHAP packet to the remote device. The CHAP packet requests or “challenges” the remote device
to respond. The challenge packet consists of an ID, a random number, and the host name of the

local router.

g 2 |
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When the remote device receives the challenge packet, it concatenates the ID, the remote device’s
password, and the random number, and then encrypts all of it using the remote device’s password. The
remote device sends the results back to the access server, along with the name associated with the
password used in the encryption process.

When the access server receives the response, it uses the name it received to retrieve a password stored
in its user database. The retrieved password should be the same password the remote device used in its
encryption process. The access server then encrypts the concatenated information with the newly

retrieved password—if the result matches the result sent in the response packet, authentication succeeds.

The benefit of using CHAP authentication is that the remote device’s password is never transmitted in
clear text. This prevents other devices from stealing it and gaining illegal access to the ISP’s network.

CHAP transactions occur only at the time a link is established. The access server does not request a
password during the rest of the call. (The local device can, however, respond to such requests from other
devices during a call.)

When PAP is enabled, the remote router attempting to connect to the access server is required to send an
authentication request. If the username and password specified in the authentication request are
accepted, the Cisco I0S software sends an authentication acknowledgment.

After you have enabled CHAP or PAP, the access server will require authentication from remote devices
dialing in to the access server. If the remote device does not support the enabled protocol, the call will
be dropped.

To use CHAP or PAP, you must perform the following tasks:
1. Enable PPP encapsulation.
2. Enable CHAP or PAP on the interface.

3. For CHAP, configure host name authentication and the secret or password for each remote system
with which authentication is required.

This section includes the following sections:
¢ Enabling PPP Encapsulation
e Enabling PAP or CHAP
¢ Inbound and Outbound Authentication
e Enabling Outbound PAP Authentication
e Refusing PAP Authentication Requests
e (Creating a Common CHAP Password
e Refusing CHAP Authentication Requests
e Delaying CHAP Authentication Until Peer Authenticates

Enabling PPP Encapsulation

To enable PPP encapsulation, use the following command in interface configuration mode:

Command

Purpose

Router (config-if)# encapsulation ppp Enables PPP on an interface.
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Enabling PAP or CHAP

To enable CHAP or PAP authentication on an interface configured for PPP encapsulation, use the
following command in interface configuration mode:

Command Purpose

Router (config-if)# ppp authentication {protocoll |Defines the authentication protocols supported and the order in
[protocol2...]} [if-needed] {default | list-name} |whijch they are used. In this command, protocoll, protocol2
fcallin] [one-time] represent the following protocols: CHAP, MS-CHAP, and PAP.
PPP authentication is attempted first using the first authentication
method, which is protocoll. If protocoll is unable to establish
authentication, the next configured protocol is used to negotiate
authentication.

If you configure ppp authentication chap on an interface, all incoming calls on that interface that
initiate a PPP connection will have to be authenticated using CHAP; likewise, if you configure ppp
authentication pap, all incoming calls that start a PPP connection will have to be authenticated via PAP.
If you configure ppp authentication chap pap, the access server will attempt to authenticate all
incoming calls that start a PPP session with CHAP. If the remote device does not support CHAP, the
access server will try to authenticate the call using PAP. If the remote device does not support either
CHAP or PAP, authentication will fail and the call will be dropped. If you configure ppp authentication
pap chap, the access server will attempt to authenticate all incoming calls that start a PPP session with
PAP. If the remote device does not support PAP, the access server will try to authenticate the call using
CHAP. If the remote device does not support either protocol, authentication will fail and the call will be
dropped. If you configure the ppp authentication command with the callin keyword, the access server
will only authenticate the remote device if the remote device initiated the call.

Authentication method lists and the one-time keyword are only available if you have enabled
AAA—they will not be available if you are using TACACS or extended TACACS. If you specify the
name of an authentication method list with the ppp authentication command, PPP will attempt to
authenticate the connection using the methods defined in the specified method list. If AAA is enabled
and no method list is defined by name, PPP will attempt to authenticate the connection using the methods
defined as the default. The ppp authentication command with the one-time keyword enables support
for one-time passwords during authentication.

The if-needed keyword is only available if you are using TACACS or extended TACACS. The ppp
authentication command with the if-needed keyword means that PPP will only authenticate the remote
device via PAP or CHAP if they have not yet authenticated during the life of the current call. If the
remote device authenticated via a standard login procedure and initiated PPP from the EXEC prompt,
PPP will not authenticate via CHAP if ppp authentication chap if-needed is configured on

the interface.

A

Caution  If you use a list-name that has not been configured with the aaa authentication ppp command, you
disable PPP on the line.

For information about adding a username entry for each remote system from which the local router or
access server requires authentication, see the section “Establishing Username Authentication.”




Configuring Authentication |

Il Non-AAA Authentication Methods

Inbound and Outhound Authentication

PPP supports two-way authentication. Normally, when a remote device dials in to an access server, the
access server requests that the remote device prove that it is allowed access. This is known as inbound
authentication. At the same time, the remote device can also request that the access server prove that it
is who it says it is. This is known as outbound authentication. An access server also does outbound
authentication when it initiates a call to a remote device.

Enabling Outbound PAP Authentication

To enable outbound PAP authentication, use the following command in interface configuration mode:

Command Purpose

Router (config-if)# ppp pap sent-username username password password |[Enables outbound PAP authentication.

The access server uses the username and password specified by the ppp pap sent-username command
to authenticate itself whenever it initiates a call to a remote device or when it has to respond to a remote
device’s request for outbound authentication.

Refusing PAP Authentication Requests

To refuse PAP authentication from peers requesting it, meaning that PAP authentication is disabled for
all calls, use the following command in interface configuration mode:

Command Purpose
Router (config-if)# ppp pap refuse Refuses PAP authentication from peers
requesting PAP authentication.

If the refuse keyword is not used, the router will not refuse any PAP authentication challenges received
from the peer.

Creating a Common CHAP Password

For remote CHAP authentication only, you can configure your router to create a common CHAP secret
password to use in response to challenges from an unknown peer; for example, if your router calls a
rotary of routers (either from another vendor, or running an older version of the Cisco IOS software) to
which a new (that is, unknown) router has been added. The ppp chap password command allows you
to replace several username and password configuration commands with a single copy of this command
on any dialer interface or asynchronous group interface.

To enable a router calling a collection of routers to configure a common CHAP secret password, use the
following command in interface configuration mode:

Command Purpose
Router (config-if)# ppp chap password secret Enables a router calling a collection of routers to configure a
common CHAP secret password.

“. |
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Refusing CHAP Authentication Requests

To refuse CHAP authentication from peers requesting it, meaning that CHAP authentication is disabled
for all calls, use the following command in interface configuration mode:

Command Purpose
Router (config-if)# ppp chap refuse [callin] Refuses CHAP authentication from peers requesting CHAP
authentication.

If the callin keyword is used, the router will refuse to answer CHAP authentication challenges received
from the peer, but will still require the peer to answer any CHAP challenges the router sends.

If outbound PAP has been enabled (using the ppp pap sent-username command), PAP will be suggested
as the authentication method in the refusal packet.

Delaying CHAP Authentication Until Peer Authenticates

To specify that the router will not authenticate to a peer requesting CHAP authentication until after the
peer has authenticated itself to the router, use the following command in interface configuration mode:

Command

Purpose

Router (config-if)# ppp chap wait secret Configures the router to delay CHAP authentication until after the

peer has authenticated itself to the router.

Using MS-CHAP

This command (which is the default) specifies that the router will not authenticate to a peer requesting
CHAP authentication until the peer has authenticated itself to the router. The no ppp chap wait
command specifies that the router will respond immediately to an authentication challenge.

Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) is the Microsoft version of CHAP
and is an extension of RFC 1994. Like the standard version of CHAP, MS-CHAP is used for PPP
authentication; in this case, authentication occurs between a PC using Microsoft Windows NT or
Microsoft Windows 95 and a Cisco router or access server acting as a network access server.

MS-CHAP differs from the standard CHAP as follows:

MS-CHAP is enabled by negotiating CHAP Algorithm 0x80 in LCP option 3, Authentication
Protocol.

The MS-CHAP Response packet is in a format designed to be compatible with
Microsoft Windows NT 3.5 and 3.51, Microsoft Windows 95, and Microsoft LAN Manager 2.x.
This format does not require the authenticator to store a clear or reversibly encrypted password.

MS-CHAP provides an authenticator-controlled authentication retry mechanism.
MS-CHAP provides an authenticator-controlled change password mechanism.

MS-CHAP defines a set of “reason-for failure” codes returned in the Failure packet message field.

g s |
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Step 2

Depending on the security protocols you have implemented, PPP authentication using MS-CHAP can be
used with or without AAA security services. If you have enabled AAA, PPP authentication using
MS-CHAP can be used in conjunction with both TACACS+ and RADIUS. Table 9 lists the
vendor-specific RADIUS attributes (IETF Attribute 26) that enable RADIUS to support MS-CHAP.

Table 9 Vendor-Specific RADIUS Attributes for MS-CHAP

Vendor-1D Vendor-Type |Vendor-Proprietary

Number Number Attribute Description

311 11 MSCHAP-Challenge |Contains the challenge sent by a network

access server to an MS-CHAP user. It can be
used in both Access-Request and
Access-Challenge packets.

211 11 MSCHAP-Response  |Contains the response value provided by a PPP
MS-CHAP user in response to the challenge. It
is only used in Access-Request packets. This
attribute is identical to the PPP CHAP
Identifier.

To define PPP authentication using MS-CHAP, use the following commands in interface configuration
mode:

Command Purpose

Router (config-if)# encapsulation ppp Enables PPP encapsulation.

Router (config-if)# ppp authentication ms-chap Defines PPP authentication using MS-CHAP.
[if-needed] [list-name | default] [callin]

[one-time]

If you configure ppp authentication ms-chap on an interface, all incoming calls on that interface that
initiate a PPP connection will have to be authenticated using MS-CHAP. If you configure the ppp
authentication command with the callin keyword, the access server will only authenticate the remote
device if the remote device initiated the call.

Authentication method lists and the one-time keyword are only available if you have enabled
AAA—they will not be available if you are using TACACS or extended TACACS. If you specify the
name of an authentication method list with the ppp authentication command, PPP will attempt to
authenticate the connection using the methods defined in the specified method list. If AAA is enabled
and no method list is defined by name, PPP will attempt to authenticate the connection using the methods
defined as the default. The ppp authentication command with the one-time keyword enables support
for one-time passwords during authentication.

The if-needed keyword is only available if you are using TACACS or extended TACACS. The ppp
authentication command with the if-needed keyword means that PPP will only authenticate the remote
device via MS-CHAP if that device has not yet authenticated during the life of the current call. If the
remote device authenticated through a standard login procedure and initiated PPP from the EXEC
prompt, PPP will not authenticate through MS-CHAP if ppp authentication chap if-needed

is configured.




| Configuring Authentication

~

Authentication Examples Il

Note  If PPP authentication using MS-CHAP is used with username authentication, you must include the
MS-CHAP secret in the local username/password database. For more information about username
authentication, refer to the “Establish Username Authentication” section.

Authentication Examples

The following sections provide authentication configuration examples:

RADIUS Authentication Examples

TACACS+ Authentication Examples

Kerberos Authentication Examples

AAA Scalability Example

Login and Failed Banner Examples

AAA Packet of Disconnect Server Key Example
Double Authentication Examples

Automated Double Authentication Example

MS-CHAP Example

RADIUS Authentication Examples

This section provides two sample configurations using RADIUS.

The following example shows how to configure the router to authenticate and authorize using RADIUS:

aaa
aaa
aaa
aaa

authentication login radius-login group radius local
authentication ppp radius-ppp if-needed group radius
authorization exec default group radius if-authenticated
authorization network default group radius

line 3

login authentication radius-login
interface serial 0

bpp

authentication radius-ppp

The lines in this sample RADIUS authentication and authorization configuration are defined as follows:

The aaa authentication login radius-login group radius local command configures the router to
use RADIUS for authentication at the login prompt. If RADIUS returns an error, the user is
authenticated using the local database.

The aaa authentication ppp radius-ppp if-needed group radius command configures the
Cisco IOS software to use PPP authentication using CHAP or PAP if the user has not already logged
in. If the EXEC facility has authenticated the user, PPP authentication is not performed.

The aaa authorization exec default group radius if-authenticated command queries the RADIUS
database for information that is used during EXEC authorization, such as autocommands and
privilege levels, but only provides authorization if the user has successfully authenticated.

The aaa authorization network default group radius command queries RADIUS for network
authorization, address assignment, and other access lists.

The login authentication radius-login command enables the radius-login method list for line 3.

"=
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e The ppp authentication radius-ppp command enables the radius-ppp method list for serial
interface 0.

The following example shows how to configure the router to prompt for and verify a username and
password, authorize the user’s EXEC level, and specify it as the method of authorization for privilege
level 2. In this example, if a local username is entered at the username prompt, that username is used for
authentication.

If the user is authenticated using the local database, EXEC authorization using RADIUS will fail because
no data is saved from the RADIUS authentication. The method list also uses the local database to find
an autocommand. If there is no autocommand, the user becomes the EXEC user. If the user then attempts
to issue commands that are set at privilege level 2, TACACS+ is used to attempt to authorize the
command.

aaa authentication login default group radius local

aaa authorization exec default group radius local

aaa authorization command 2 default group tacacs+ if-authenticated
radius-server host 172.16.71.146 auth-port 1645 acct-port 1646
radius-server attribute 44 include-in-access-req

radius-server attribute 8 include-in-access-req

The lines in this sample RADIUS authentication and authorization configuration are defined as follows:

e The aaa authentication login default group radius local command specifies that the username and
password are verified by RADIUS or, if RADIUS is not responding, by the router’s local user
database.

e The aaa authorization exec default group radius local command specifies that RADIUS
authentication information be used to set the user’s EXEC level if the user authenticates with
RADIUS. If no RADIUS information is used, this command specifies that the local user database
be used for EXEC authorization.

¢ The aaa authorization command 2 default group tacacs+ if-authenticated command specifies
TACACS+ authorization for commands set at privilege level 2, if the user has already successfully
authenticated.

e The radius-server host 172.16.71.146 auth-port 1645 acct-port 1646 command specifies the IP
address of the RADIUS server host, the UDP destination port for authentication requests, and the
UDP destination port for accounting requests.

e The radius-server attribute 44 include-in-access-req command sends RADIUS attribute 44
(Acct-Seccion-ID) in access-request packets.

e The radius-server attribute 8 include-in-access-req command sends RADIUS attribute 8
(Framed-IP-Address) in access-request packets.

TACACS+ Authentication Examples

The following example shows how to configure TACACS+ as the security protocol to be used for PPP
authentication:

aaa new-model

aaa authentication ppp test group tacacs+ local
interface serial 0

ppp authentication chap pap test

tacacs-server host 10.1.2.3

tacacs-server key goaway

The lines in this sample TACACS+ authentication configuration are defined as follows:
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e The aaa new-model command enables the AAA security services.

¢ The aaa authentication command defines a method list, “test,” to be used on serial interfaces
running PPP. The keywords group tacacs+ means that authentication will be done through
TACACS+. If TACACS+ returns an ERROR of some sort during authentication, the keyword local
indicates that authentication will be attempted using the local database on the network access server.

¢ The interface command selects the line.
e The ppp authentication command applies the test method list to this line.

¢ The tacacs-server host command identifies the TACACS+ daemon as having an IP address of
10.1.2.3.

¢ The tacacs-server key command defines the shared encryption key to be “goaway.”
The following example shows how to configure AAA authentication for PPP:

aaa authentication ppp default if-needed group tacacs+ local

In this example, the keyword default means that PPP authentication is applied by default to all
interfaces. The if-needed keyword means that if the user has already authenticated by going through the
ASCII login procedure, then PPP is not necessary and can be skipped. If authentication is needed, the
keywords group tacacs+ means that authentication will be done through TACACS+. If TACACS+
returns an ERROR of some sort during authentication, the keyword local indicates that authentication
will be attempted using the local database on the network access server.

The following example shows how to create the same authentication algorithm for PAP, but it calls the
method list “MIS-access” instead of “default”:

aaa authentication ppp MIS-access if-needed group tacacs+ local
interface serial 0
ppp authentication pap MIS-access

In this example, because the list does not apply to any interfaces (unlike the default list, which applies
automatically to all interfaces), the administrator must select interfaces to which this authentication
scheme should apply by using the interface command. The administrator must then apply this method
list to those interfaces by using the ppp authentication command.

Kerberos Authentication Examples

To specify Kerberos as the login authentication method, use the following command:

aaa authentication login default krb5

To specify Kerberos authentication for PPP, use the following command:

aaa authentication ppp default krb5

AAA Scalability Example

The following example shows a general security configuration using AAA with RADIUS as the security
protocol. In this example, the network access server is configured to allocate 16 background processes
to handle AAA requests for PPP.

aaa new-model

radius-server host alcatraz
radius-server key myRaDiUSpassWoRd
radius-server configure-nas

username root password ALongPassword
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aaa
aaa
aaa
aaa
aaa

authentication ppp dialins group radius local
authentication login admins local

authorization network default group radius local
accounting network default start-stop group radius
processes 16

line 1 16

autoselect ppp

autoselect during-login
login authentication admins
modem dialin

interface group-async 1
group-range 1 16

encapsulation ppp

ppp authentication pap dialins

The lines in this sample RADIUS AAA configuration are defined as follows:

The aaa new-model command enables AAA network security services.
The radius-server host command defines the name of the RADIUS server host.

The radius-server key command defines the shared secret text string between the network access
server and the RADIUS server host.

The radius-server configure-nas command defines that the Cisco router or access server will query
the RADIUS server for static routes and IP pool definitions when the device first starts up.

The username command defines the username and password to be used for the PPP Password
Authentication Protocol (PAP) caller identification.

The aaa authentication ppp dialins group radius local command defines the authentication
method list “dialins,” which specifies that RADIUS authentication, then (if the RADIUS server does
not respond) local authentication will be used on serial lines using PPP.

The aaa authentication login admins local command defines another method list, “admins,” for
login authentication.

The aaa authorization network default group radius local command is used to assign an address
and other network parameters to the RADIUS user.

The aaa accounting network default start-stop group radius command tracks PPP usage.
The aaa processes command allocates 16 background processes to handle AAA requests for PPP.

The line command switches the configuration mode from global configuration to line configuration
and identifies the specific lines being configured.

The autoselect ppp command configures the Cisco IOS software to allow a PPP session to start up
automatically on these selected lines.

The autoselect during-login command is used to display the username and password prompt
without pressing the Return key. After the user logs in, the autoselect function (in this case, PPP)
begins.

The login authentication admins command applies the “admins” method list for login
authentication.

The modem dialin command configures modems attached to the selected lines to only accept
incoming calls.

The interface group-async command selects and defines an asynchronous interface group.
The group-range command defines the member asynchronous interfaces in the interface group.

The encapsulation ppp command sets PPP as the encapsulation method used on the specified
interfaces.
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e The ppp authentication pap dialins command applies the “dialins” method list to the specified
interfaces.

Login and Failed Banner Examples

The following example shows how to configure a login banner (in this case, the phrase “Unauthorized
Access Prohibited”) that will be displayed when a user logs in to the system. The asterisk (*) is used as
the delimiting character. (RADIUS is specified as the default login authentication method.)

aaa new-model

aaa authentication banner *Unauthorized Access Prohibited*
aaa authentication login default group radius

This configuration produces the following login banner:

Unauthorized Access Prohibited
Username:

The following example shows how to additionally configure a failed login banner (in this case, the phrase
“Failed login. Try again.”) that will be displayed when a user tries to log in to the system and fails. The
asterisk (*) is used as the delimiting character. (RADIUS is specified as the default login authentication
method.)

aaa new-model

aaa authentication banner *Unauthorized Access Prohibited*
aaa authentication fail-message *Failed login. Try again.*
aaa authentication login default group radius

This configuration produces the following login and failed login banner:

Unauthorized Access Prohibited
Username:

Password:

Failed login. Try again.

AAA Packet of Disconnect Server Key Example

The following example shows how to configure POD (packet of disconnect), which terminates
connections on the network access server (NAS) when particular session attributes are identified.

aaa new-model

aaa authentication ppp default radius

aaa accounting network default start-stop radius
aaa accounting delay-start

aaa pod server server-key xyzl23

radius-server host 172.16.0.0 non-standard
radius-server key radl23

Double Authentication Examples

The examples in this section illustrate possible configurations to be used with double authentication.
Your configurations could differ significantly, depending on your network and security requirements.

This section includes the following examples:
e Configuration of the Local Host for AAA with Double Authentication Examples
e Configuration of the AAA Server for First-Stage (PPP) Authentication and Authorization Example

| .“
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e Configuration of the AAA Server for Second-Stage (Per-User) Authentication and Authorization
Examples

e Complete Configuration with TACACS+ Example

S

Note  These configuration examples include specific IP addresses and other specific information. This
information is for illustration purposes only: your configuration will use different IP addresses, different
usernames and passwords, and different authorization statements.

Configuration of the Local Host for AAA with Double Authentication Examples

These two examples show how to configure a local host to use AAA for PPP and login authentication,
and for network and EXEC authorization. One example is shown for RADIUS and one example for
TACACS+.

In both examples, the first three lines configure AAA, with a specific server as the AAA server. The next
two lines configure AAA for PPP and login authentication, and the last two lines configure network and
EXEC authorization. The last line is necessary only if the access-profile command will be executed as
an autocommand.

The following example shows router configuration with a RADIUS AAA server:

aaa new-model

radius-server host secureserver

radius-server key myradiuskey

aaa authentication ppp default group radius
aaa authentication login default group radius
aaa authorization network default group radius
aaa authorization exec default group radius

The following example shows router configuration with a TACACS+ server:

aaa new-model

tacacs-server host security

tacacs-server key mytacacskey

aaa authentication ppp default group tacacs+
aaa authentication login default group tacacs+
aaa authorization network default group tacacs+
aaa authorization exec default group tacacs+

Configuration of the AAA Server for First-Stage (PPP) Authentication and Authorization Example

This example shows a configuration on the AAA server. A partial sample AAA configuration is shown
for RADIUS.

TACACS+ servers can be configured similarly. (See the section “Complete Configuration with
TACACS+ Example” later in this chapter.)

This example defines authentication/authorization for a remote host named “hostx” that will be
authenticated by CHAP in the first stage of double authentication. Note that the ACL AV pair limits the
remote host to Telnet connections to the local host. The local host has the IP address 10.0.0.2.

The following example shows a partial AAA server configuration for RADIUS:

hostx Password = “welcome”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,
cisco-avpair = “lcp:interface-config=ip unnumbered ethernet 0",
cisco-avpailr = “ip:inacl#3=permit tcp any 172.21.114.0 0.0.0.255 eqg telnet”,
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cisco-avpailr = “ip:inacl#d=deny icmp any any”,
cisco-avpair = “ip:route#5=55.0.0.0 255.0.0.0",
cisco-avpair = “ip:route#6=66.0.0.0 255.0.0.0",
cisco-avpalr = “ipx:inacl#3=deny any”

Configuration of the AAA Server for Second-Stage (Per-User) Authentication and Authorization

Examples

This section contains partial sample AAA configurations on a RADIUS server. These configurations
define authentication and authorization for a user (Pat) with the username “patuser,” who will be
user-authenticated in the second stage of double authentication.

TACACS+ servers can be configured similarly. (See the section “Complete Configuration with
TACACS+ Example” later in this chapter.)

Three examples show sample RADIUS AAA configurations that could be used with each of the three
forms of the access-profile command.

The first example shows a partial sample AAA configuration that works with the default form
(no keywords) of the access-profile command. Note that only ACL AV pairs are defined. This example
also sets up the access-profile command as an autocommand.

patuser Password = “welcome”
User-Service-Type = Shell-User,
cisco-avpair = “shell:autocmd=access-profile”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,
cisco-avpailr = “ip:inacl#3=permit tcp any host 10.0.0.2 eq telnet”,
cisco-avpair = “ip:inacl#4=deny icmp any any”

The second example shows a partial sample AAA configuration that works with the access-profile
merge form of the access-profile command. This example also sets up the access-profile merge
command as an autocommand.

patuser Password = “welcome”
User-Service-Type = Shell-User,
cisco-avpair = “shell:autocmd=access-profile merge”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,

cisco-avpailr = “ip:inacl#3=permit tcp any any”
cisco-avpair = “ip:route=10.0.0.0 255.255.0.0",
cisco-avpair = “ip:route=10.1.0.0 255.255.0.0",
cisco-avpair = “ip:route=10.2.0.0 255.255.0.0"

The third example shows a partial sample AAA configuration that works with the access-profile replace
form of the access-profile command. This example also sets up the access-profile replace command as
an autocommand.

patuser Password = “welcome”
User-Service-Type = Shell-User,
cisco-avpair = “shell:autocmd=access-profile replace”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,
cisco-avpair “ip:inacl#3=permit tcp any any”,

cisco-avpailr = “ip:inacl#d=permit icmp any any”,
cisco-avpair = “ip:route=10.10.0.0 255.255.0.0",
cisco-avpair = “ip:route=10.11.0.0 255.255.0.0",
cisco-avpair = “ip:route=10.12.0.0 255.255.0.0"
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Complete Configuration with TACACS+ Example

This example shows TACACS+ authorization profile configurations both for the remote host (used in the
first stage of double authentication) and for specific users (used in the second stage of double
authentication). This TACACS+ example contains approximately the same configuration information as
shown in the previous RADIUS examples.

This sample configuration shows authentication/authorization profiles on the TACACS+ server for the
remote host “hostx” and for three users, with the usernames “pat_default,” “pat_merge,” and
“pat_replace.” The configurations for these three usernames illustrate different configurations that
correspond to the three different forms of the access-profile command. The three user configurations
also illustrate setting up the autocommand for each form of the access-profile command.

Figure 4 shows the topology. The example that follows the figure shows a TACACS+ configuration file.

Figure 4 Example Topology for Double Authentication
Remote host Local host B
- TACACS+
Cisco 1003 ISDN AS5200 —
BRIO = | R
- D
— g
ISDN router PPP Network AAA server

access server

This sample configuration shows authentication/authorization profiles on the TACACS+ server for the
remote host “hostx” and for three users, with the usernames “pat_default,” “pat_merge,” and
“pat_replace.”

key = “mytacacskey”

default authorization = permit

oo Remote Host (BRI)----------———————————————
#

# This allows the remote host to be authenticated by the local host

# during fist-stage authentication, and provides the remote host

# authorization profile.

#

user = hostx

{
login = cleartext “welcome”
chap = cleartext “welcome”

service = ppp protocol = lcp {

interface-config="ip unnumbered ethernet 0"
}
service = ppp protocol = ip {
# It is important to have the hash sign and some string after
# it. This indicates to the NAS that you have a per-user
# config.

inacl#3="permit tcp any 172.21.114.0 0.0.0.255 eqg telnet”
inacl#4="deny icmp any any”
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route#5="55.0.0.0 255.0.0.0"
route#6="66.0.0.0 255.0.0.0"

}

service = ppp protocol = ipx {
# see previous comment about the hash sign and string, in protocol =
inacl#3="deny any”

}

——————————————————— “‘access-profile” default user “only acls” -----------—--———
Without arguments, access-profile removes any access-lists it can find

in the old configuration (both per-user and per-interface), and makes sure
that the new profile contains ONLY access-1list definitions.

user = pat_default

+=

HH H I I FH H

login = cleartext “welcome”
chap = cleartext “welcome”

service = exec

{
# This is the autocommand that executes when pat_default logs in.
autocmd = “access-profile”

}

service = ppp protocol = ip {
# Put whatever access-lists, static routes, whatever
# here.
# If you leave this blank, the user will have NO IP
# access-lists (not even the ones installed prior to
# this)!
inacl#3="permit tcp any host 10.0.0.2 eg telnet”
inacl#4="deny icmp any any”

}

service = ppp protocol = ipx {
# Put whatever access-lists, static routes, whatever
# here.
# If you leave this blank, the user will have NO IPX
# access-lists (not even the ones installed prior to
# this)!

}

————————————————————— “access-profile merge” user ------------———-———————————

With the 'merge' option, first all old access-lists are removed (as before),
but then (almost) all AV pairs are uploaded and installed. This will allow
for uploading any custom static routes, sap-filters, and so on, that the user
may need in his or her profile. This needs to be used with care, as it leaves
open the possibility of conflicting configurations.

ip

"o
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#
o
user = pat_merge
{
login = cleartext “welcome”
chap = cleartext “welcome”
service = exec
{
# This is the autocommand that executes when pat_merge logs in.
autocmd = “access-profile merge”
}
service = ppp protocol = ip
{
# Put whatever access-lists, static routes, whatever
# here.
# If you leave this blank, the user will have NO IP
# access-lists (not even the ones installed prior to
# this)!
inacl#3="permit tcp any any”
route#2="10.0.0.0 255.255.0.0"
route#3="10.1.0.0 255.255.0.0"
route#4="10.2.0.0 255.255.0.0"
}
service = ppp protocol = ipx
{
# Put whatever access-lists, static routes, whatever
# here.
# If you leave this blank, the user will have NO IPX
# access-lists (not even the ones installed prior to
# this)!
}
}
o “access-profile replace” user ---------------—-——-————————
#
# With the 'replace' option, ALL old configuration is removed and ALL new
# configuration is installed.
#
# One caveat: access-profile checks the new configuration for address-pool and
# address AV pairs. As addresses cannot be renegotiated at this point, the
# command will fail (and complain) when it encounters such an AV pair.
# Such AV pairs are considered to be “invalid” for this context.
# _______________________________________________________________________________
user = pat_replace
{
login = cleartext “welcome”
chap = cleartext “welcome”
service = exec
{

# This is the autocommand that executes when pat_replace logs in.
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autocmd = “access-profile replace”

service = ppp protocol

= ip

access-1lists,

static routes, whatever

this blank, the user will have NO IP

(not even the

inacl#3="permit tcp any any”

inacl#4="permit icmp any any”

{
# Put whatever
# here.
# If you leave
# access-lists
# this)!
route#2=710.10.
route#3="10.11.
route#4="10.12.
}

service = ppp protocol

{
# put whatever
# here.
# If you leave
# access-lists
# this)!

}

0.0 255.255.0.
0.0 255.255.0.
0.0 255.255.0.
= ipx

access-lists,

ones installed prior to

o
o"
o"

static routes, whatever

this blank, the user will have NO IPX

(not even the

Automated Double Authentication Example

ones installed prior to

Authentication Examples Il

This example shows a complete configuration file for a Cisco 2509 router with automated double
authentication configured. The configuration commands that apply to automated double authentication
are preceded by descriptions with a double asterisk (**).

Current configuration:

!

version 11.3

no service password-encryption
!

hostname myrouter

|

I **The following AAA commands are used to configure double authentication:

! **The following command enables AAA:

aaa new-model

! **The following command enables user authentication via the TACACS+ AAA server:
aaa authentication login default group tacacs+

aaa authentication login console none
! **The following command enables device authentication via the TACACS+ AAA server:
aaa authentication ppp default group tacacs+
I **The following command causes the remote user’s authorization profile to be
! downloaded from the AAA server to the Cisco 2509 router when required:

aaa authorization exec default group tacacs+
! **The following command causes the remote device’s authorization profile to be
! downloaded from the AAA server to the Cisco 2509 router when required:

aaa authorization network default group tacacs+

enable password mypassword

"
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|
ip host blue 172.21.127.226
ip host green 172.21.127.218
ip host red 172.21.127.114
ip domain-name example.com
ip name-server 171.69.2.75

I **The following command globally enables automated double authentication:
ip trigger-authentication timeout 60 port 7500
isdn switch-type basic-5ess

|

!
interface Ethernet0

ip address 172.21.127.186 255.255.255.248
no ip route-cache

no ip mroute-cache

no keepalive

ntp disable

no cdp enable

|

interface Virtual-Templatel

ip unnumbered Ethernet0

no ip route-cache

no ip mroute-cache

|

interface Serial0

ip address 172.21.127.105 255.255.255.248
encapsulation ppp

no ip mroute-cache

no keepalive

shutdown

clockrate 2000000

no cdp enable

|

interface Seriall

no ip address

no ip route-cache

no ip mroute-cache

shutdown

no cdp enable

|

! **Automated double authentication occurs via the ISDN BRI interface BRIO:
interface BRIO

ip unnumbered EthernetO

! **The following command turns on automated double authentication at this interface:
ip trigger-authentication

| **PPP encapsulation is required:
encapsulation ppp

no ip route-cache

no ip mroute-cache

dialer idle-timeout 500

dialer map ip 172.21.127.113 name myrouter 60074
dialer-group 1

no cdp enable
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! **The following command specifies that device authentication occurs via PPP CHAP:
ppp authentication chap
|
router eigrp 109
network 172.21.0.0
no auto-summary
|
ip default-gateway 172.21.127.185
no ip classless
ip route 172.21.127.114 255.255.255.255 172.21.127.113
! **Virtual profiles are required for double authentication to work:
virtual-profile virtual-template 1
dialer-list 1 protocol ip permit
no cdp run
! **The following command defines where the TACACS+ AAA server 1is:
tacacs-server host 171.69.57.35 port 1049
tacacs-server timeout 90
! **The following command defines the key to use with TACACS+ traffic (required):
tacacs-server key mytacacskey
snmp-server community public RO
|
line con 0
exec-timeout 0 0
login authentication console
line aux 0
transport input all
line vty 0 4
exec-timeout 0 O
password lab
|

end

MS-CHAP Example

The following example shows how to configure a Cisco AS5200 Universal Access Server (enabled for
AAA and communication with a RADIUS security server) for PPP authentication using MS-CHAP:

aaa new-model

aaa authentication login admins local

aaa authentication ppp dialins group radius local

aaa authorization network default group radius local
aaa accounting network default start-stop group radius

username root password ALongPassword

radius-server host alcatraz
radius-server key myRaDiUSpassWoRd

interface group-async 1

group-range 1 16

encapsulation ppp

ppp authentication ms-chap dialins

line 1 16

autoselect ppp

autoselect during-login
login authentication admins
modem dialin
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The lines in this sample RADIUS AAA configuration are defined as follows:

The aaa new-model command enables AAA network security services.

The aaa authentication login admins local command defines another method list, “admins”, for
login authentication.

The aaa authentication ppp dialins group radius local command defines the authentication
method list “dialins,” which specifies that RADIUS authentication then (if the RADIUS server does
not respond) local authentication will be used on serial lines using PPP.

The aaa authorization network default group radius local command is used to assign an address
and other network parameters to the RADIUS user.

The aaa accounting network default start-stop group radius command tracks PPP usage.

The username command defines the username and password to be used for the PPP Password
Authentication Protocol (PAP) caller identification.

The radius-server host command defines the name of the RADIUS server host.

The radius-server key command defines the shared secret text string between the network access
server and the RADIUS server host.

The interface group-async command selects and defines an asynchronous interface group.
The group-range command defines the member asynchronous interfaces in the interface group.

The encapsulation ppp command sets PPP as the encapsulation method used on the specified
interfaces.

The ppp authentication ms-chap dialins command selects MS-CHAP as the method of PPP
authentication and applies the “dialins” method list to the specified interfaces.

The line command switches the configuration mode from global configuration to line configuration
and identifies the specific lines being configured.

The autoselect ppp command configures the Cisco IOS software to allow a PPP session to start up
automatically on these selected lines.

The autoselect during-login command is used to display the username and password prompt
without pressing the Return key. After the user logs in, the autoselect function (in this case, PPP)
begins.

The login authentication admins command applies the “admins” method list for login
authentication.

The modem dialin command configures modems attached to the selected lines to only accept
incoming calls.
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The AAA Double Authentication Secured by Absolute Timeout feature allows you to secure the double
authentication mechanism by protecting it with a per-user session timeout. This feature optimizes the
connection to the network by service providers to only connections that are authorized, and it increases
the security of the overall access to the network by ensuring that no unwanted sessions are connected.

Finding Feature Information in This Module

Your Cisco IOS software release may not support all of the features documented in this module. For the
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Prerequisites for AAA Double Authentication Secured
by Absolute Timeout

¢ You need access to a Cisco RADIUS or TACACS+ server and should be familiar with configuring
RADIUS or TACACS+.

* You should be familiar with configuring authentication, authorization, and accounting (AAA).

* You should be familiar with enabling AAA automated double authentication.

Restrictions for AAA Double Authentication Secured
by Absolute Timeout

e The AAA Double Authentication Secured by Absolute Timeout feature, like the existing double
authentication feature, is for PPP connections only. Automated double authentication cannot be used
with other protocols, such as X.25 or Serial Line Internet Protocol (SLIP).

e There may be a minimal impact on performance if a TACACS+ server is used. However, there is no
performance impact if a RADIUS server is used.

Information About AAA Double Authentication Secured
by Absolute Timeout

To configure the AAA Double Authentication Secured by Absolute Timeout feature, you should
understand the following concept:

e AAA Double Authentication, page 2

AAA Double Authentication

With the current AAA double authentication mechanism, a user must pass the first authentication using
a host username and password. The second authentication, after Challenge Handshake Authentication
Protocol (CHAP) or Password Authentication Protocol (PAP), uses a login username and password. In
the first authentication, a PPP session timeout will be applied to the virtual access interface if it is
configured locally or remotely. The AAA Double Authentication Secured by Absolute Timeout feature
allows you to secure the double authentication mechanism by protecting it with a per-user session
timeout. The per-user timeout, which can be customized, supersedes the generic absolute timeout value.
This method works on the same principle as per-user access control lists (ACLs) in double
authentication.

How to Apply AAA Double Authentication Secured
by Absolute Timeout

This section contains the following procedures:

-' |
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How to Apply AAA Double Authentication Secured by Absolute Timeout

e Applying AAA Double Authentication Secured by Absolute Timeout, page 3
e Verifying AAA Double Authentication Secured by Absolute Timeout, page 3

Applying AAA Double Authentication Secured by Absolute Timeout

Note

To apply the absolute timeout, you need to configure “Session-Timeout” in the login user profile as a
link control protocol (LCP) per-user attribute. There is no new or modified command-line interface
(CLI) for this feature, but before you use the access-profile command when enabling AAA double
authentication, you must first reauthorize LCP per-user attributes (for example, Session-Timeout) and
then reauthorize Network Control Protocols (NCPs) to apply other necessary criteria, such as ACLs and
routes. See the “Examples for AAA Double Authentication Secured by Absolute Timeout” section on
page 5.

Timeout configuration in a TACACS+ user profile is a little different from the configuration in a
RADIUS user profile. In a RADIUS profile, only one “Session-Timeout” is configured, along with the
autocommand “access-profile.” The timeout will be applied to the EXEC session and to the PPP session.
In TACACS+, however, the timeout must be configured under the service types “exec” and “ppp” (LCP)
to apply a timeout to the EXEC session and to the PPP session. If the timeout is configured only under
the service type “ppp,” the timeout value is not available while doing an EXEC authorization—and the
timeout will not be applied to the EXEC session.

Verifying AAA Double Authentication Secured by Absolute Timeout

SUMMARY STEPS

To verify that AAA double authentication has been secured by absolute timeout and to see information
about various attributes associated with the authentication, perform the following steps. These show and
debug commands can be used in any order.

1. enable

show users

show interfaces virtual-access number [configuration]
debug aaa authentication

debug aaa authorization

debug aaa per-user

debug ppp authentication

o N o & B~ W N

debug radius
or

debug tacacs
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

e

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

show users
enable

Example:
Router# show users

Displays information about the active lines on the router.

show interfaces virtual-access number
[configuration]

Example:
Router# show interfaces virtual-access 2
configuration

Displays status, traffic data, and configuration information
about a specified virtual access interface.

debug aaa authentication

Example:
Router# debug aaa authentication

Displays information about AAA TACACS+
authentication.

debug aaa authorization

Example:
Router# debug aaa authorization

Displays information about AAA TACACS+ authorization.

debug aaa per-user

Example:
Router# debug aaa per-user

Displays the attributes that are applied to each user as the
user authenticates.

debug ppp authentication

Example:
Router# debug ppp authentication

Displays whether a user is passing authentication.

debug radius
Example:
Router# debug radius

or

debug tacacs

Example:
Router# debug tacacs

Displays information associated with the RADIUS server.
or

Displays information associated with the TACACS+ server.
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Examples

The following sample output is from the show users command:

Router# show users

Line User Host (s Idle Location

* 0 con O aaapbx?2 idle 00:00:00 aaacon2 10
8 vty 0O broker_def idle 00:00:08 192.168.1.8
Interface User Mode Idle Peer Address
Vi2 broker_default VDP 00:00:01 192.168.1.8 <
Se0:22 aaapbx?2 Sync PPP 00:00:23

The following sample output is from the show interfaces virtual-access command:

Router# show interfaces virtual-access 2 configuration
Virtual-Access2 is a Virtual Profile (sub)interface

Derived configuration: 150 bytes
|
interface Virtual-Access2

ip unnumbered Serial0:23

no ip route-cache

timeout absolute 3 0

! The above line shows that the per-user session timeout has been applied.

ppp authentication chap
ppp timeout idle 180000
! The above line shows that the absolute timeout has been applied.

Examples for AAA Double Authentication Secured by Absolute

Timeout

This section includes the following examples:
e RADIUS User Profile: Example, page 5
e TACACS+ User Profile: Example, page 6

RADIUS User Profile: Example

The following sample output shows that a RADIUS user profile has been applied and that AAA double

authentication has been secured by an absolute timeout:

aaapbx2 Password = "cisco",
Service-Type = Framed,
Framed-Protocol = PPP,

Session-Timeout = 180,

Idle-Timeout = 180000,

cisco-avpailr = "ip:inacl#l=permit tcp any any eq telnet"

cisco-avpalr = "ip:inacl#2=permit icmp any any"
broker_default Password = "cisco",

Service-Type = Administrative,

cisco-avpair = "shell:autocmd=access-profile",

Session-Timeout = 360,
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cisco-avpalr = "ip:inacl#l=permit tcp any any"

cisco-avpailr = "ip:inacl#2=permit icmp any any"
broker_merge Password = "cisco",

Service-Type = Administrative,

cisco-avpair = "shell:autocmd=access-profile merge",

Session-Timeout = 360,

cisco-avpailr = "ip:inacl#l=permit tcp any any"

cisco-avpalr = "ip:inacl#2=permit icmp any any"

cisco-avpair = "ip:route#3=10.4.0.0 255.0.0.0"

cisco-avpair = "ip:route#4=10.5.0.0 255.0.0.0"

cisco-avpair = "ip:route#5=10.6.0.0 255.0.0.0"
broker_replace Password = "cisco",

Service-Type = Administrative,

cisco-avpair = "shell:autocmd=access-profile replace",

Session-Timeout = 360,

cisco-avpailr = "ip:inacl#l=permit tcp any any"

cisco-avpalr = "ip:inacl#2=permit icmp any any"

cisco-avpair = "ip:route#3=10.4.0.0 255.0.0.0"

cisco-avpair = "ip:route#4=10.5.0.0 255.0.0.0"

cisco-avpair = "ip:route#5=10.6.0.0 255.0.0.0"

TACACS+ User Profile: Example

The following sample output shows that a TACACS+ user profile has been applied and that AAA double
authentication has been secured by an absolute timeout.

Remote Host

The following allows the remote host to be authenticated by the local host during first-stage
authentication and provides the remote host authorization profile.
user = aaapbx?2

chap = cleartext Cisco

pap = cleartext cisco
login = cleartext cisco

service = ppp protocol = lcp
idletime = 3000
timeout = 3

service = ppp protocol = ip
inacl#l="permit tcp any any eq telnet"

service = ppp protocol = ipx

access-profile Command Without Any Arguments

Using the access-profile command without any arguments causes the removal of any access lists that are
found in the old configuration (both per-user and per-interface) and ensures that the new profile contains
only access-list definitions.

user = broker_default
login = cleartext Cisco
chap = cleartext "cisco"

service = exec

autocmd = "access-profile"
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This is the autocommand
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that executes when broker_default logs in.

timeout = 6
service = ppp protocol = lcp
timeout = 6
service = ppp protocol = ip

Put access lists,
Read the software specifications for details.

needed here.
this blank, the
installed prior

inacl#l="permit
inacl#2="permit

service =
needed here.

this blank, the
installed prior

ppp protocol =
Put access lists,
Read the software specifications for details.

static routes, and other requirements that are
If you leave
(not even the ones that were

to the creation of this user profile)!

user will have no access lists

tcp any any"
icmp host 10.0.0.0 any"

ipx
static routes, and other requirements that are

If you leave
(not even the ones that were

to the creation of this user profile)!

user will have no access lists

access-profile Command with merge Keyword

With the “merge” option, all old access lists are removed (as before), but then almost any AV pair is

allowed to be uploaded and installed. This merge will allow for the uploading of any custom static routes,
Service Advertisement Protocol (SAP) filters, and other requirements that the user may need in his or

her profile. This merge must be used with care because it leaves everything open in terms of conflicting
configurations.

user =

chap =

login =
cleartext
service = exec

autocmd =

broker_merge
cleartext Cisco

"cisco"

"access-profile merge"

This is the autocommand that executes when broker_merge logs in.

timeout = 6

service =
timeout = 6

service =

needed here.
this blank, the
installed prior

route#1="10.4.0
route#2="10.5.0
route#3="10.6.0
inacl#5="permit
inacl#6="permit

service =
needed here.

this blank, the
installed prior

ppp protocol =

ppp protocol =
Put access lists,
Read the software specifications for details.

ppp protocol =
Put access lists,
Read the software specifications for details.

lcp

ip
static routes, and other requirements that are
If you
user will have no access lists (not even the ones

to the creation of this user profile)!

leave
that were

.0 255.0.0.0"
.0 255.0.0.0"
.0 255.0.0.0"
tcp any any"
icmp host 10.60.0.0 any"
ipx
static routes, and other requirements that are
If you
user will have no access lists (not even the ones
to the creation of this user profile)!

leave
that were
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Note

Note

access-profile Command with the replace Keyword

If you use the access-profile command with the replace keyword, the command works as it does
currently; that is, any old configuration is removed and any new configuration is installed.

When the access-profile command is configured, the new configuration is checked for address pools and
address attribute-value (AV) pairs. Because addresses cannot be renegotiated at this point, the command
will fail to work when it encounters such an address AV pair.

user = broker_replace

login = cleartext Cisco
chap = cleartext "cisco"

service = exec

autocmd = "access-profile replace"
! This is the autocommand that executes when broker_replace logs in.
timeout = 6

service = ppp protocol = lcp
timeout = 6

service = ppp protocol = ip

! Put access lists, static routes, and other requirements that are

needed here. Read the software specifications for details. If you leave
this blank, the user will have no access lists (not even the ones that were
installed prior to the creation of this user profile)!

route#1="10.7.0.0 255.0.0.0"
route#2="10.8.0.0 255.0.0.0"
route#3="10.9.0.0 255.0.0.0"
inacl#4="permit tcp any any"

service = ppp protocol = ipx

Put access lists, static routes, and other requirements that are

needed here. Read the software specifications for details. If you leave
this blank, the user will have no access lists (not even the ones that were
installed prior to the creation of this user profile)!

Timeout configuration in a TACACS+ user profile is a little different from the configuration in a
RADIUS user profile. In a RADIUS profile, only one “Session-Timeout” is configured, along with the
autocommand access-profile. The timeout will be applied to the EXEC session and to the PPP session.
In TACACS+, however, the timeout must be configured under the service types “exec” and “ppp” (LCP)
to apply a timeout to the EXEC session and to the PPP session. If the timeout is configured only under
the service type “ppp,’ the timeout value is not available while doing an EXEC authorization—and the
timeout will not be applied to the EXEC session.

Additional References

The following sections provide references related to AAA Double Authentication Secured by Absolute
Timeout.
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Related Documents

Additional References W

Related Topic

Document Title

Configuring AAA

“Authentication, Authorization, and Accounting” section of the
Cisco 10S Security Configuration Guide, Release 12.4

Enabling AAA Double Authentication

“Configuring Authentication” chapter of the “Authentication,
Authorization, and Accounting” section of the Cisco 10S Security
Configuration Guide, Release 12.4

Configuring RADIUS

“Configuring RADIUS” chapter of the “Security Server Protocols”
section of the Cisco 10S Security Configuration Guide, Release 12.4

Configuring TACACS+

“Configuring TACACS+” chapter of the “Security Server Protocols”
section of the Cisco 10S Security Configuration Guide, Release 12.4

Security Commands

Cisco 10S Security Command Reference, Release 12.4

Standards

Standards Title

None —

MIBs

MIBs MIBs Link

None To locate and download MIBs for selected platforms, Cisco I0S

releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs

Title

None



http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_book09186a008043360a.html
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_book09186a008043360a.html
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_book09186a008043360a.html
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_book09186a008043360a.html
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_book09186a008043360a.html
http://www.cisco.com/en/US/products/ps6441/products_command_reference_book09186a0080497056.html 
http://www.cisco.com/go/mibs
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Feature Information for AAA Double Authentication Secured

by Absolute Timeout

Table 1 lists the release history for this feature. Not all commands may be available in your Cisco I0S
software release. For release information about a specific command, see the command reference

documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 1 Feature Information for AAA Double Authentication Secured by Absolute Timeout

Feature Name Releases Feature Information

AAA Double Authentication Secured by 12.3(7)T The AAA Double Authentication Secured by Absolute
Absolute Timeout 12.2(28)SB Timeout feature allows you to secure the double

authentication mechanism by protecting it with a per-user
session timeout. This feature optimizes the connection to
the network by service providers to only connections that
are authorized, and it increases the security of the overall
access to the network by ensuring that no unwanted sessions
are connected.



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/go/cfn

| AAA Double Authentication Secured by Absolute Timeout

Feature Information for AAA Double Authentication Secured by Absolute Timeout

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and

figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2004-2008 Cisco Systems, Inc. All rights reserved.
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Contents

Login Password Retry Lockout

The Login Password Retry Lockout feature allows system administrators to lock out a local
authentication, authorization, and accounting (AAA) user account after a configured number of
unsuccessful attempts by the user to log in.

Feature History for Login Password Retry Lockout

Release Modification

12.3(14)T This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

e Prerequisites for Login Password Retry Lockout, page 1

e Restrictions for Login Password Retry Lockout, page 2

e Information About Login Password Retry Lockout, page 2

¢ How to Configure Login Password Retry Lockout, page 2

e Configuration Examples for Login Password Retry Lockout, page 6
e Additional References, page 7

e Command Reference, page 8

e Glossary, page 9

Prerequisites for Login Password Retry Lockout

I
CISCO.

¢ You must be running a Cisco IOS image that contains the AAA component.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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Restrictions for Login Password Retry Lockout

e Authorized users can lock themselves out because there is no distinction between an attacker who
is guessing passwords and an authorized user who is entering the password incorrectly multiple
times.

e A denial of service (DoS) attack is possible, that is, an authorized user could be locked out by an
attacker if the username of the authorized user is known to the attacker.

Information About Login Password Retry Lockout

To configure the Login Password Retry Lockout feature, you should understand the following concept:

e Locking Out a Local AAA User Account, page 2

Locking Out a Local AAA User Account

The Login Password Retry Lockout feature allows system administrators to lock out a local AAA user
account after a configured number of unsuccessful attempts by the user to log in using the username that
corresponds to the AAA user account. A locked-out user cannot successfully log in again until the user
account is unlocked by the administrator.

A system message is generated when a user is either locked by the system or unlocked by the system
administrator. The following is an example of such a system message:
$AAA-5-USER_LOCKED: User userl locked out on authentication failure.

The system administrator cannot be locked out.

Note  The system administrator is a special user who has been configured using the maximum privilege level
(root privilege—Ilevel 15). A user who has been configured using a lesser privilege level can change the
privilege level using the enable command. If the user can change to the root privilege (level 15), that
user is able to act as a system administrator.

This feature is applicable to any login authentication method, such as ASCII, Challenge Handshake
Authentication Protocol (CHAP), and Password Authentication Protocol (PAP).

Note  No messages are displayed to users after authentication failures that are due to the locked status (that is,
there is no distinction between a normal authentication failure and an authentication failure due to the
locked status of the user.

How to Configure Login Password Retry Lockout

This section contains the following procedures:
e Configuring Login Password Retry Lockout, page 3
e Unlocking a Locked-Out User, page 4
¢ C(Clearing the Unsuccessful Attempts of a User, page 5




| Login Password Retry Lockout

How to Configure Login Password Retry Lockout

e Monitoring and Maintaining Login Password Retry Lockout, page 5

Configuring Login Password Retry Lockout

To configure Login Password Retry Lockout, perform the following steps.

SUMMARY STEPS

1. enable

configure terminal

username name [privilege level] password encryption-type password
aaa new-model

aaa local authentication attempts max-fail number-of-unsuccessful-attempts

U

aaa authentication login default method
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

username name [privilege Ievel] password
encryption-type password

Example:
Router (config)# username userl privilege 15
password 0 cisco

Establishes a username-based authentication system.

aaa new-model

Example:
Router (config)# aaa new-model

Enables the AAA access control model.

aaa local authentication attempts max-fail
number-of-unsuccessful-attempts

Example:
Router (config)# aaa local authentication
attempts max-fail 3

Specifies the maximum number of unsuccessful attempts
before a user is locked out.

aaa authentication login default method

Example:
Router (config)# aaa authentication login
default local

Method list for login, specifying to authenticate using the
local AAA user database.

Unlocking a Locked-Out User

To unlock the locked-out user, perform the following steps.

~

Note  This task can be performed only by users having root privilege (level 15).

SUMMARY STEPS

1. enable

2. clear aaa local user lockout {username username | all}
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DETAILED STEPS

Step 1

Step 2

How to Configure Login Password Retry Lockout

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

clear aaa local user lockout {username username
| al1}

Example:
Router# clear aaa local user lockout username
userl

Unlocks a locked-out user.

Clearing the Unsuccessful Attempts of a User

To clear the unsuccessful attempts of a user that have already been logged, perform the following steps.

SUMMARY STEPS

1. enable

2. clear aaa local user fail-attempts {username username | all}

DETAILED STEPS

Step 1

Step 2

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

clear aaa local user fail-attempts {username
username | all}

Example:
Router# clear aaa local user fail-attempts
username userl

Clears the unsuccessful attempts of the user.

e This command is useful for cases in which the user
configuration was changed and the unsuccessful
attempts that are already logged must be cleared.

Monitoring and Maintaining Login Password Retry Lockout

To monitor and maintain the Login Password Retry Lockout configuration, perform the following steps.

SUMMARY STEPS

1. enable

2. show aaa local user locked
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DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2  show aaa local user locked Displays a list of the locked-out users.
Example:

Router# show aaa local user locked

Configuration Examples for Login Password Retry Lockout

This section provides the following configuration examples:
e Login Password Retry Lockout: Example, page 6

e show aaa local user lockout Command: Example, page 7

Login Password Retry Lockout: Example

The following show running-config command output illustrates that the maximum number of failed
user attempts has been set for 2:

Router # show running-config
Building configuration...

Current configuration : 1214 bytes

|

version 12.3

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname LAC-2

!

boot-start-marker

boot-end-marker

|

1

username sysadmin

username sysad privilege 15 password 0 cisco
username userl password 0 cisco

aaa new-model

aaa local authentication attempts max-fail 2
|

1

aaa authentication login default local
aaa dnis map enable

aaa session-id common
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show aaa local user lockout Command: Example

The following output shows that userl1 is locked out:

Router# show aaa local user lockout

Local-user Lock time
userl 04:28:49 UTC Sat Jun 19 2004

Additional References

The following sections provide references related to Login Password Retry Lockout.
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Related Documents

Related Topic Document Title

Cisco IOS security commands Cisco 10S Security Command Reference, Release 12.3T

Standards

Standards Title

No new or modified standards are supported by this —
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms, Cisco 10S
feature, and support for existing MIBs has not been releases, and feature sets, use Cisco MIB Locator found at the
modified by this feature. following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title

No new or modified RFCs are supported by this —
feature, and support for existing RFCs has not been
modified by this feature.

Technical Assistance

Description Link

Technical Assistance Center (TAC) home page, http://www.cisco.com/public/support/tac/home.shtml
containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, and tools. Registered
Cisco.com users can log in from this page to access
even more content.

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
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about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

e aaa local authentication attempts max-fail
e clear aaa local user fail-attempts

e clear aaa local user lockout

¢ Local AAA method—Method by which it is possible to configure a local user database on a router
and to have AAA provision authentication or authorization of users from this database.

e Local AAA user—User who is authenticated using the Local AAA method.

Refer to Internetworking Terms and Acronyms for terms not included in this glossary.
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MSCHAP Version 2

First Published: January 23, 2003
Last Updated: April 17, 2006

The MSCHAP Version 2 feature (introduced in Cisco IOS Release 12.2(2)XB5) allows Cisco routers to
utilize Microsoft Challenge Handshake Authentication Protocol Version 2 (MSCHAP V2)
authentication for PPP connections between a computer using a Microsoft Windows operating system
and a network access server (NAS).

For Cisco I0S Release 12.4(6)T, MSCHAP V2 now supports a new feature: AAA Support for
MSCHAPvV2 Password Aging. Prior to Cisco IOS Release 12.4(6)T, when Password Authentication
Protocol (PAP)-based clients sent username and password values to the authentication, authorization,
and accounting (AAA) subsystem, AAA generated an authentication request to the RADIUS server. If
the password expired, the RADIUS server replied with an authentication failure message. The reason for
the authentication failure was not passed back to AAA subsystem; thus, users were denied access
because of authentication failure but were not informed why they were denied access.

The Password Aging feature, available in Cisco IOS Release 12.4(6)T, notifies crypto-based clients that
the password has expired and provides a generic way for the user to change the password. The Password
Aging feature supports only crypto-based clients.

Finding Feature Information in This Module

Your Cisco 10S software release may not support all of the features documented in this module. To reach
links to specific feature documentation in this module and to see a list of the releases in which each feature is
supported, use the “Feature Information for MSCHAP Version 2” section on page 11.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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This document includes the following sections:

Prerequisites for MSCHAP Version 2, page 2
Restrictions for MSCHAP Version 2, page 2
Information About MSCHAP Version 2, page 3
How to Configure MSCHAP Version 2, page 3
Configuration Examples, page 6

Additional References, page 8

Command Reference, page 11

Feature Information for MSCHAP Version 2, page 11

Prerequisites for MSCHAP Version 2

Configure an interface type and enter interface configuration mode by using the interface command.
Configure the interface for PPP encapsulation by using the encapsulation command.
Be sure that the client operating system supports all MSCHAP V2 capabilities.

For Cisco I0S Release 12.4(6)T, the Password Aging feature only supports RADIUS authentication
for crypto-based clients.

To ensure that the MSCHAP Version 2 features correctly interpret the authentication failure
attributes sent by the RADIUS server, you must configure the ppp max-bad-auth command and set
the number of authentication retries at two or more.

In order for the MSCHAP Version 2 feature to support the ability to change a password, the
authentication failure attribute, which is sent by the RADIUS server, must be correctly interpreted
as described in “Configuring MSCHAP V2 Authentication” section on page 3.

In addition, the radius server vsa send authentication command must be configured, allowing the
RADIUS client to send a vendor-specific attribute to the RADIUS server. The Change Password
feature is supported only for RADIUS authentication.

The Microsoft Windows 2000, Microsoft Windows XP, and Microsoft Windows NT operating
systems have a known caveat that prevents the Change Password feature from working. You must
download a patch from Microsoft at the following URL:

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q326770

For more information on completing these tasks, see the section “PPP Configuration” in the

Cisco 10S Dial Technologies Configuration Guide, Release 12.2. The RADIUS server must be
configured for authentication. Refer to vendor-specific documentation for information on configuring
RADIUS authentication on the RADIUS server.

Restrictions for MSCHAP Version 2

MSCHAP V2 authentication is not compatible with MSCHAP V1 authentication.

The change password option is supported only for RADIUS authentication and is not available for
local authentication.
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Information About MSCHAP Version 2

MSCHAP V2 authentication is the default authentication method used by the Microsoft Windows 2000
operating system. Cisco routers that support this authentication method enable Microsoft Windows 2000
operating system users to establish remote PPP sessions without configuring an authentication method
on the client.

MSCHAP V2 authentication introduced an additional feature not available with MSCHAP V1 or
standard CHAP authentication: the Change Password feature. This features allows the client to change
the account password if the RADIUS server reports that the password has expired.

Note MSCHAP V2 authentication is an updated version of MSCHAP that is similar to but incompatible with
MSCHAP Version 1 (V1). MSCHAP V2 introduces mutual authentication between peers and a Change
Password feature.

How to Configure MSCHAP Version 2

See the following sections for configuration tasks for the MSCHAP Version 2 feature.
e “Configuring MSCHAP V2 Authentication” section on page 3 (required)
e “Verifying MSCHAP V2 Configuration” section on page 5 (optional)
e “Configuring Password Aging for Crypto-Based Clients” section on page 5 (optional)

Configuring MSCHAP V2 Authentication

To configure the NAS to accept MSCHAP V2 authentication for local or RADIUS authentication and to
allow proper interpretation of authentication failure attributes and vendor-specific RADIUS attributes
for RADIUS authentication, use the following commands beginning in global configuration mode.

SUMMARY STEPS

1. enable

configure terminal

radius-server vsa send authentication
interface type number

ppp max-bad-auth number

ppp authentication ms-chap-v2

N o o 2w D

end
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Command Purpose
enable Enables privileged EXEC mode.

¢ Enter your password if prompted.
Example:

Router> enable

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

radius-server vsa send authentication

Example:
Router (config)# radius-server vsa send
authentication

Configures the NAS to recognize and use vendor-specific
attributes.

interface type number

Example:
Router (config)# interface FastEthernet 0/1

Configures an interface type and enters interface
configuration mode.

ppp max-bad-auth number

Example:
Router (config-if)# ppp max-bad-auth 2

Configures a point-to-point interface to reset immediately
after an authentication failure or within a specified number of
authentication retries.

e The default value for the number argument is O seconds
(immediately).

e The range is between 0 and 255.

)

Note  The number argument must be set to a value of at
least 2 for authentication failure attributes to be
interpreted by the NAS.

ppp authentication ms-chap-v2

Example:
Router (config-if)# ppp authentication
ms-chap-v2

Enables MSCHAP V2 authentication on a NAS.

end

Example:
Router (config-if)# end

Returns to privileged EXEC mode.
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Verifying MSCHAP V2 Configuration

To verify that the MSCHAP Version 2 feature is configured properly, perform the following steps.

SUMMARY STEPS
1. show running-config interface type number
2. debug ppp negotiation
3. debug ppp authentication
DETAILED STEPS
Command or Action Purpose
Step1  show running-config interface type number Verifies the configuration of MSCHAP V2 as the
authentication method for the specified interface.
Example:
Router# show running-config interface Asynch65
Step2  debug ppp negotiation Verifies successful MSCHAP V2 negotiation.
Example:
Router# debug ppp negotiation
Step3  debug ppp authentication Verifies successful MSCHAP V2 authentication.
Example:

Router# debug ppp authentication

Configuring Password Aging for Crypto-Based Clients

The AAA security services facilitate a variety of login authentication methods. Use the aaa
authentication login command to enable AAA authentication no matter which of the supported login
authentication methods you decide to use. With the aaa authentication login command, you create one
or more lists of authentication methods that are tried at login. These lists are applied using the login
authentication line configuration command.

After the RADIUS server requests a new password, AAA queries the crypto client, which in turn prompts
the user to enter a new password.

To configure login authentication and password aging for crypto-based clients, use the following
commands beginning in global configuration mode.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaa authentication login {default | [ist-name} passwd-expiry methodl [method?...]
5. crypto map map-name client authentication list listz-name

| .“
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Step 1

Step 2

Step 3

Step 4

Step 5

Command Purpose
enable Enables privileged EXEC mode.

e Enter your password if prompted.
Example:

Router> enable

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa new-model

Example:
Router (config)# aaa new-model

Enables AAA globally.

aaa authentication login {default | Iist-name}
passwd-expiry methodl [method2...]

Example:
Router (config)# aaa authentication login userauthen
passwd-expiry group radius

Enables password aging for crypto-based clients on a
local authentication list.

crypto map map-name client authentication list
list-name

Example:
Router (config)# crypto map clientmap client
authentication list userauthen

Configures user authentication (a list of
authentication methods) on an existing crypto map.

Configuration Examples

This section provides the following configuration examples:

Configuring Local Authentication: Example

e “Configuring Local Authentication: Example” section on page 6

e “Configuring RADIUS Authentication: Example” section on page 7

e “Configuring Password Aging with Crypto Authentication: Example” section on page 7

The following example configures PPP on an asynchronous interface and enables MSCHAP V2

authentication locally:

interface Asyncé65
ip address 10.0.0.2 255.0.0.0
encapsulation ppp
async mode dedicated
no peer default ip address
ppp max-bad-auth 3
ppp authentication ms-chap-v2
username client password secret
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Configuring RADIUS Authentication: Example

The following example configures PPP on an asynchronous interface and enables MSCHAP V2

authentication via RADIUS:

interface Asyncé65

ip address 10.0.0.2 255.0.0.0

encapsulation ppp

async mode dedicated

no peer default ip address

ppp max-bad-auth 3

ppp authentication ms-chap-v2

exit
aaa authentication ppp default group radius
radius-server host 10.0.0.2 255.0.0.0
radius-server key secret
radius-server vsa send authentication

Configuring Password Aging with Crypto Authentication: Example

The following example configures password aging by using AAA with a crypto-based client:

aaa authentication login userauthen passwd-expiry group radius
|

aaa session-id common

!

crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

|

crypto isakmp client configuration group 3000client

key ciscol23

dns 10.1.1.10

wins 10.1.1.20

domain cisco.com

pool ippool

acl 153

!
crypto ipsec transform-set myset esp-3des esp-sha-hmac

|
crypto dynamic-map dynmap 10

set transform-set myset

|
crypto map clientmap client authentication list userauthen
|
radius-server host 10.140.15.203 auth-port 1645 acct-port 1646
radius-server domain-stripping prefix-delimiter $
radius-server key ciscol23
radius-server vsa send authentication
radius-server vsa send authentication 3gpp2

|

end
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Additional References

The following sections provide references related to the MSCHAP Version 2 feature.
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Additional References

Related Topic

Document Title

Configuring PPP interfaces

The section “PPP Configuration” in the Cisco I0S Dial
Technologies Configuration Guide, Release 12.2.

Descriptions of the tasks and commands necessary to
configure and maintain Cisco networking devices

Cisco 10S Dial Technologies Command Reference, Release 12.2

Lists of IOS Security Commands

Cisco 10S Security Command Reference, Release 12.2

Configuring PPP authentication using AAA

The section “Configuring PPP Authentication Using AAA” in the
chapter “Configuring Authentication” in the Cisco I10S Security
Configuration Guide, Release 12.2

Configuring RADIUS Authentication

The chapter “Configuring RADIUS” in the Cisco I0S Security
Configuration Guide, Release 12.2

Standards

Standard Title

No new or modified standards are supported by this —
feature.

MIBs

MIB MIBs Link

No new or modified MIBs are supported by this
feature.

To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

RFC 1661 Point-to-Point Protocol (PPP)

RFC 2548 Microsoft Vendor-specific RADIUS Attributes
RFC 2759 Microsoft PPP CHAP Extensions, Version 2
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Technical Assistance

Description Link

The Cisco Technical Support & Documentation http://www.cisco.com/techsupport
website contains thousands of pages of searchable
technical content, including links to products,
technologies, solutions, technical tips, and tools.
Registered Cisco.com users can log in from this page to
access even more content.
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Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco 10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

e aaa authentication login

e ppp authentication ms-chap-v2

Feature Information for MSCHAP Version 2

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Cisco IOS software images are specific to a Cisco IOS software release, a feature set, and a platform.
Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Note  Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 1 Feature Information for MSCHAP Version 2
Feature Name Releases Feature Information
MSCHAP Version 2 12.2(2)XB5 |The MSCHAP Version 2 feature (introduced in Cisco I0S

12.2(13)T Release 12.2(2)XB5) allows Cisco routers to utilize
12.4(6)T Microsoft Challenge Handshake Authentication Protocol
Version 2 (MSCHAP V2) authentication for PPP
connections between a computer using a Microsoft

Windows operating system and a network access server
(NAS).

In 12.2(2)XB5, this feature was introduced.

In 12.2(13)T, this feature was integrated into Cisco 10S
Release 12.2(13)T.

In 12.4(6)T, this feature was updated to include the
crypto-based Password Aging feature.
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The RADIUS EAP Support feature allows users to apply to the client authentication methods that may
not be supported by the network access server; this is done via the Extensible Authentication Protocol
(EAP). Before this feature was introduced, support for various authentication methods for PPP
connections required custom vendor-specific work and changes to the client and NAS.

History for the RADIUS EAP Support Feature

Release Modification

12.2(2)XB5 This feature was introduced on the Cisco 2650, Cisco 3640, Cisco 3660,
Cisco AS5300, and Cisco AS400 platforms.

12.2(13)T This feature was integrated into Cisco IOS Release 12.2(13)T.

12.2(28)SB This feature was integrated into Cisco IOS Release 12.2(28)SB.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

e Feature Overview, page 2

e Prerequisites, page 3

e Configuration Tasks, page 3

e Configuration Examples, page 4

¢ Additional References, page 6
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e Command Reference, page 8

e Glossary, page 9

Feature Overview

EAP is an authentication protocol for PPP that supports multiple authentication mechanisms that are
negotiated during the authentication phase (instead of the link control protocol [LCP] phase). EAP
allows a third-party authentication server to interact with a PPP implementation through a generic
interface.

How EAP Works

By default, EAP runs in proxy mode. This means that EAP allows the entire authentication process to
be negotiated by the NAS to a back-end server that may reside on or be accessed via a RADIUS server.
After EAP is negotiated between the client and the NAS during LCP exchange, all further authentication
messages are transparently transmitted between the client and the back-end server. The NAS is no longer
directly involved in the authentication process; that is, the NAS works as a proxy, sending EAP messages
between the remote peers.

Note  EAP can also run in a local mode; the session is authenticated using the Message Digest 5 (MDS5)
algorithm and obeys the same authentication rules as Challenge Handshake Authentication Protocol
(CHAP). To disable proxy mode and authenticate locally, you must use the ppp eap local command.

Newly Supported Attributes

The RADIUS EAP Support feature introduces support for the following RADIUS attributes:

Number IETF Attribute Description

79 EAP-Message Encapsulates one fragment of an EAP message, which
includes the PPP type, request-id, length, and EAP-type
fields.

80 Message Authenticator |Ensures source integrity of the message; all messages that

are received with invalid checksums are silently discarded
by either end. This attribute contains an HMAC-MDS5
checksum of the entire RADIUS request or response
message and uses the RADIUS server secret as the key.

Benefits

The RADIUS EAP Support feature makes it possible to apply to the client various authentication
methods within PPP (including proprietary authentication) that are not supported by the NAS. Thus,
customers can use standard support mechanisms for authentication schemes, such as token cards and
public key, to strengthen end-user and device authenticated access to their networks.
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Prerequisites

Restrictions

When EAP is running in proxy mode, there may be a significant increase in the authentication time
because every packet from the peer must be sent to the RADIUS server and every EAP packet from the
RADIUS server must be sent back to the client. Although this extra processing will cause delays, you
can increase the default authentication timeout value by using the ppp timeout authentication
command.

Prerequisites

Before enabling EAP RADIUS on the client, you must perform the following tasks:
e Configure an interface type and enter interface configuration mode by using the interface command.
¢ Configure the interface for PPP encapsulation by using the encapsulation command.

For more information on completing these tasks, refer to the chapter “Configuring Media-Independent
PPP and Multilink PPP” in the Cisco IOS Dial Technologies Configuration Guide, Release 12.4.

Configuration Tasks

See the following sections for configuration tasks for the RADIUS EAP Support feature. Each task in
the list is identified as either required or optional.

e Configuring EAP, page 3 (required)
e Verifying EAP, page 4 (optional)

Configuring EAP

To configure EAP on an interface configured for PPP encapsulation, use the following commands in
interface configuration mode:

Command Purpose

Router (config-if)# ppp authentication eap Enables EAP as the authentication protocol.

Router (config-if)# ppp eap identity string (Optional) Specifies the EAP identity when requested by the
peer.

Router (config-if)# ppp eap password [number] string |(Optional) Sets the EAP password for peer authentication.

Note This command should only be configured on the client.

Router (config-if)# ppp eap local (Optional) Authenticates locally instead of using a RADIUS
back-end server, which is the default.

Note  This command should only be configured on the NAS.
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Command Purpose

Router (config-if)# ppp eap wait (Optional) Waits for the caller to authenticate itself first. By
default, the client always authenticates itself before the caller
does.

Note  This command should only be configured on the NAS.

Router (config-if)# ppp eap refuse [callin] (Optional) Refuses to authenticate using EAP. If the callin
keyword is enabled, only incoming calls will not be
authenticated.

Note  This command should only be configured on the NAS.

Verifying EAP

To verify EAP configurations on your client or NAS, use at least one of the following commands in
privileged EXEC configuration mode:

Command Purpose

Router# show users Displays information about the active lines on the router.

Router# show interfaces Displays statistics for all interfaces configured on the router or
aCCess Server.

Router# show running-config Ensures that your configurations appear as part of the running
configuration.

Configuration Examples

This section provides the following configuration examples:
e EAP Local Configuration on Client Example, page 4
e EAP Proxy Configuration for NAS Example, page 5

EAP Local Configuration on Client Example

The following example is a sample configuration for a client configured for EAP:

interface Ethernet0/0

ip address 10.1.1.202 255.255.255.0
no ip mroute-cache

half-duplex

|

interface BRIO/O0

ip address 192.168.101.100 255.255.255.0
encapsulation ppp

no ip mroute-cache

dialer map ip 192.168.101.101 56167
dialer-group 1

isdn switch-type basic-5ess

ppp eap identity user

ppp eap password 7 141B1309
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|
ip default-gateway 10.1.1.1
ip classless
ip route 192.168.101.101 255.255.255.255 BRIO/0
no ip http server
|

dialer-list 1 protocol ip permit

EAP Proxy Configuration for NAS Example

Configuration Examples

The following example is a sample configuration for a NAS configured to use EAP proxy:

aaa authentication login default group radius

aaa authentication login NOAUTH none

aaa authentication ppp default if-needed group radius
aaa session-id common

enable secret 5 $1$x5D0S$cfTL/D8Be.34PgTbdGdgl/

|

username dtw5 password 0 lab

username user password 0 lab

ip subnet-zero
no ip domain-lookup
ip host lab24-boot 172.19.192.254
ip host 1b 172.19.192.254
|
isdn switch-type primary-5ess
|
controller T1 3
framing esf
linecode b8zs
pri-group timeslots 1-24
|
interface Ethernet0
ip address 10.1.1.108 255.255.255.0
no ip route-cache
no ip mroute-cache
|
interface Serial3:23
ip address 192.168.101.101 255.255.255.0
encapsulation ppp
dialer map ip 192.168.101.100 60213
dialer-group 1
isdn switch-type primary-5ess
isdn T321 0
ppp authentication eap
ppp eap password 7 011F0706
|
1
ip default-gateway 10.0.190.1
ip classless
ip route 192.168.101.0 255.255.255.0 Serial3:23
no ip http server
|
dialer-list 1 protocol ip permit
|

radius-server host 10.1.1.201 auth-port 1645 acct-port 1646 key lab

radius-server retransmit 3
call rsvp-sync

!

mgcp profile default

|




RADIUS EAP Support |

MW Additional References

|
line con 0

exec-timeout 0 0

logging synchronous

login authentication NOAUTH
line 1 48

line aux 0

ine vty 0 4

lpassword lab

Additional References

The following sections provide references related to RADIUS EAP Support.
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Related Documents

Additional References

Related Topic

Document Title

Configuring PPP Authentication Using AAA

“Configuring Authentication” chapter in the Cisco I0S Security
Configuration Guide, Release 12.4

Configuring RADIUS

Cisco 10S Security Configuration Guide, Release 12.4

PPP Configuration

Cisco I10S Dial Technologies Configuration Guide, Release 12.4

Dial Technologies commands

Cisco 10S Dial Technologies Command Reference, Release 12.4T

Security Commands

Cisco 10S Security Command Reference, Release 12.4T

Standards

Standard Title

None —

MIBs

MIB MIBs Link

None To locate and download MIBs for selected platforms, Cisco I0S

releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

RFC 2284 PPP Extensible Authentication Protocol (EAP)
RFC 1938 A One-Time Password System

RFC 2869 RADIUS Extensions

Technical Assistance

Description Link

The Cisco Technical Support & Documentation
website contains thousands of pages of searchable
technical content, including links to products,
technologies, solutions, technical tips, and tools.
Registered Cisco.com users can log in from this page to
access even more content.

http://www.cisco.com/techsupport



http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0080087df1.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0080087df1.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0080087df1.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0080087df1.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0080393bf3.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0080393bf3.html
http://www.cisco.com/en/US/products/ps6441/products_command_reference_book09186a0080497a1c.html 
http://www.cisco.com/en/US/products/ps6441/products_command_reference_book09186a0080497056.html 
http://www.cisco.com/go/mibs
http://www.cisco.com/public/support/tac/home.shtml
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Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

e ppp authentication
e ppp eap identity

e ppp eap local

e ppp eap password
e ppp eap refuse

* ppp eap wait



http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://tools.cisco.com/Support/CLILookup
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Glossary

Note

Glossary H

attribute—A RADIUS Internet Engineering Task Force (IETF) attribute is one of the original set of 255
standard attributes that are used to communicate authentication, authorization, and accounting (AAA)
information between a client and a server. Because IETF attributes are standard, the attribute data is
predefined and well known; thus all clients and servers that exchange AAA information via IETF
attributes must agree on attribute data such as the exact meaning of the attributes and the general bounds
of the values for each attribute.

CHAP—Challenge Handshake Authentication Protocol. Security feature that is supported on lines using
PPP encapsulation and prevents unauthorized access. CHAP does not itself prevent unauthorized access;
it merely identifies the remote end. The router or access server then determines whether that user is
allowed access.

EAP—Extensible Authentication Protocol. A PPP authentication protocol that supports multiple
authentication mechanisms that are negotiated during the authentication phase (instead of the Link
Control Protocol [LCP] phase). EAP allows a third-party authentication server to interact with the PPP
implementation through a generic interface.

LCP—link control protocol. Protocol that establishes, configures, and tests data-link connections for
use by PPP.

MDS5 (HMAC variant)—Message Digest 5. A hash algorithm used to authenticate packet data. HMAC
is a key hashing for message authentication.

NAS—network access server. A device providing local network access to users across a remote access
network such as the public switched telephone network (PSTN).

PAP—Password Authentication Protocol. Authentication protocol that allows PPP peers to authenticate
one another. The remote router attempting to connect to the local router is required to send an

authentication request. Unlike CHAP, PAP passes the password and host name or username in the clear
(unencrypted). PAP does not itself prevent unauthorized access; it merely identifies the remote end. The
router or access server then determines if that user is allowed access. PAP is supported only on PPP lines.

PPP—Point-to-Point Protocol. A protocol that encapsulates network layer protocol information over
point-to-point links. PPP is defined in RFC 1661.

RADIUS—Remote Authentication Dial-In User Service. Database for authenticating modem and ISDN
connections and for tracking connection time.

See Internetworking Terms and Acronyms for terms not included in this glossary.
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The RADIUS Packet of Disconnect feature is used to terminate a connected voice call.

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the “Feature Information for RADIUS Packet of Disconnect” section on page 9.

Use Cisco Feature Navigator to find information about platform support and Cisco I10S, Catalyst OS,
and Cisco I0S XE software image support. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Prerequisites for RADIUS Packet of Disconnect

e Configure AAA as described in Cisco I0S Security Configuration Guide, Release 12.4T.
e Use Cisco IOS Release 12.2(11)T or later.

RADIUS Packet of Disconnect Platform Support

The following platforms are supported for the RADIUS Packet of Disconnect feature:
e Cisco 3600 series
e Cisco AS5300
e Cisco AS5350
e Cisco AS5400
e Cisco AS5800
e Cisco AS5850

Restrictions for RADIUS Packet of Disconnect

Proper matching identification information must be communicated by the following:
e Billing server and gateway configuration
e Gateway’s original accounting start request

e Server’s POD request

Information About RADIUS Packet of Disconnect

The Packet of Disconnect (POD) is a RADIUS access_request packet and is intended to be used in
situations where the authenticating agent server wants to disconnect the user after the session has been
accepted by the RADIUS access_accept packet.

When the POD is Needed

The POD may be needed in at least two situations:

e Detection of fraudulent use, which cannot be performed before accepting the call. A price structure
so complex that the maximum session duration cannot be estimated before accepting the call. This
may be the case when certain types of discounts are applied or when multiple users use the same
subscription simultaneously.

e To prevent unauthorized servers from disconnecting users, the authorizing agent that issues the POD
packet must include three parameters in its packet of disconnect request. For a call to be
disconnected, all parameters must match their expected values at the gateway. If the parameters do
not match, the gateway discards the packet of disconnect packet and sends a NACK (negative
acknowledgement message) to the agent.



http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12_4t_book.html
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POD Parameters

The POD has the following parameters:

e An h323-conf-id vendor-specific attribute (VSA) with the same content as received from the
gateway for this call.

e An h323-call-origin VSA with the same content as received from the gateway for the leg of interest.
e A 16-byte MD5 hash value that is carried in the authentication field of the POD request.

¢ Cisco allocated POD code 50 as the new code value for the Voice POD Request in Cisco IOS Release
12.2(27)SB and 12.4(15)T. This change was made because RFC 3576 Dynamic Authorization
Extensions to RADIUS recently extended RADIUS standards to officially support both a Disconnect
Message (DM) and Change-of-Authorization (CoA), which is supported through the POD.

RFC 3576 specifies the following POD codes:
— 40 - Disconnect-Request
— 41 - Disconnect-ACK
— 42 - Disconnect-NAK
— 43 - CoA-Request
- 44 - CoA-ACK
- 45 - CoA-NAK

How to Configure the RADIUS Packet of Disconnect

Use the following section to configure the RADIUS Packet of Disconnect feature.
e Configuring the RADIUS POD

Configuring the RADIUS POD

Use the following tasks to configure the RADIUS POD:

SUMMARY STEPS

1. enable
2. configure terminal

3. aaa pod server [port port-number] [auth-type {any | all | session-key}] server-key
[encryption-type] string
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DETAILED STEPS

Command or Action

Purpose

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step3 Router (config)# aaa pod server [port
port-number] [auth-type {any | all |
session-key}] server-key [encryption-typel
string

Example:
Router (config)# aaa pod server server-key
xyzl123

Enables inbound user sessions to be disconnected when
specific session attributes are presented.

port port-number—(Optional) The network access server
User Datagram Protocol (UDP) port to use for POD
requests. Default value is 1700.

auth-type—(Optional) The type of

authorization required for disconnecting sessions.
any—Session that matches all of the attributes sent in the
POD packet is disconnected. The POD packet may contain
one or more of four key attributes (user-name,
framed-IP-address, session-ID, and

session-key).

all—Only a session that matches all four key attributes is
disconnected. All is the default.

session-key—Session with a matching session-key attribute
is disconnected. All other attributes are ignored.
server-key—Configures the shared-secret text string.
encryption-type—(Optional) Single-digit number that defines
whether the text immediately following is encrypted, and, if
so, what type of encryption is used. Defined encryption types
are 0, which means that the text immediately following is not
encrypted, and 7, which means that the text is encrypted using
an encryption algorithm defined by Cisco.

string—The shared-secret text string that is shared between
the network access server and the client workstation. This
shared-secret string must be the same on both systems.
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Command or Action Purpose
Step4  Router# exit Exits global configuration mode.
Step5 Router# show running-configuration Verifies that the gateway is configured correctly in

Example:

Router# show running-configuration

]

aaa authentication login h323 group radius

aaa authorization exec h323 group radius

aaa accounting update newinfo

aaa accounting connection h323 start-stop group
radius

aaa pod server server-key cisco

aaa session-id common
|

priveleged EXEC mode.

Troubleshooting Tips

Use the following tips to troubleshoot POD issues:

e Ensure that the POD port is configured correctly in both the gateway (using aaa pod server
command) and the radius server. Both should be the same.

¢ Ensure that the shared-secret key configured in the gateway (using aaa pod server command) and

in the AAA server are the same.

e Turn on debug aaa pod command to see what's going on. This will let you know if the gateway
receives the POD packet from the server and if so, it will display any errors encountered.

The following example shows output from a successful POD request, when using the show debug

command.

Router# debug aaa pod

AAA POD packet processing debugging is on

Router# show debug
General OS:

AAA POD packet processing debugging is on

Router#

Apr 25 17:15:59
Apr 25 17:15:59.
Apr 25 17:15:59
Apr 25 17:15:59
Apr 25 17:15:59.
Apr 25 17:15:59
Apr 25 17:15:59.
Apr 25 17:15:59.
Apr 25 17:15:59
00000000 993FB1F4 n_bytes=35

.318:POD:172.19.139.206 request gueued
318:voice_pod_request:
.318:voip_populate_pod_attr_list:
.318:voip_pod_get_guid:

318:voip_pod_get_vsa_attr_val:
.318:voip_pod_get_vsa_attr_val:attr_len=50
318:voip_pod_get_vsa_attr_val:attr=h323-conf-id
318:voip_pod_get_vsa_attr_val:attr_len=50 value_len=35
.318:voip_pod_get_guid:conf-id=FFA7785F F7F607BB

Apr 25 17:15:59.318:voip_pod_get_guid:GUID = FFA7785F F7F607BB 00000000

993FB1F4

Apr 25 17:15:59.
Apr 25 17:15:59
Apr 25 17:15:59.
Apr 25 17:15:59.
Apr 25 17:15:59
Apr 25 17:15:59
Apr 25 17:15:59.

318:voip_populate_pod_attr_list:
.318:voip_pod_get_vsa_attr_val:
318:voip_pod_get_vsa_attr_val:attr_len=23
318:voip_pod_get_vsa_attr_val:attr=h323-originate
.318:voip_pod_get_vsa_attr_val:attr_len=23 value_len=6
.318:voip_get_call_direction:
318:voip_get_call_direction:returning answer
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Apr
Apr
Apr
Apr

25
25
25
25

17:
17:
17:
17:

15:
15:
15:
15:

59.318:
59.318:
59.322:
59.322:

voip_eval_pod_attr:
cc_api_trigger_disconnect:

POD:Sending ACK to 172.19.139.206/1700
voip_pod_clean:
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Additional References

The following sections provide references related to the <<Feature Name>> feature.

Related Documents

Related Topic Document Title

AAA Cisco 10S Security Configuration Guide, Release 12.4T

Security commands Cisco I10S Security Command Reference, Release 12.4T

CLI Configuration Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.4T

Configuring AAA for voice gateways Configuring AAA for Cisco Voice Gateways, Release 12.4T

Standards

Standard Title

No new or modified standards are supported by this —
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIB MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms, Cisco I0S
feature, and support for existing MIBs has not been releases, and feature sets, use Cisco MIB Locator found at the
modified by this feature. following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title
RFC 2865 Remote Authentication Dial-in User Service
RFC 3576 Dynamic Authorization Extensions to RADIUS



http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_4t/cf_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/voice/aaa/configuration/guide/12_4t/va_12_4t_book.html
http://www.cisco.com/go/mibs
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, use the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or the Cisco I0S Master Command List, All Releases, at
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html.

e aaa pod server

e debug aaa pod



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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Feature Information for RADIUS Packet of Disconnect

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 1 Feature Information for RADIUS Packet of Disconnect

Feature Name Releases Feature Information

RADIUS Packet of Disconnect 12.2(2)XB The RADIUS Packet of Disconnect feature is used to
12.1(2)XH terminate a connected voice call.
;(21531({1 })T In Cisco IOS Release12.2(2)XB, this feature was
- €lease lintroduced on the Cisco 3600, Cisco 5350, and Cisco 5400.

12.2(27)SB In Cisco IOS Release 12.1(2)XH and 12.1(3)T, this feature
12.4(15)T was introduced on the Cisco 5300 and Cisco 5800.

In Cisco IOS Release 12.2(11)T, this feature was introduced
on the Cisco 5400, Cisco 5850

In Cisco IOS XE Release 2.1, this feature was introduced on
the on Cisco ASR 1000 Series Routers.

In Cisco IOS Release 12.2(27)SB and 12.4(15)T, Cisco
allocated POD code 50 as the new code value for the voice
POD request

The following commands were introduced or modified: aaa
pod server and debug aaa pod
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Glossary

AAA—authentication, authorization, and accounting.
NACK-—negative acknowledgement message.

POD—packet of disconnect. An access_reject packet sent from a RADIUS server to the gateway in order
to disconnect a call which has been connected already. After validation of the packet, the gateway
disconnects the user. The packet contains the information to disconnect the call.

POD server—a Cisco gateway configured to accept and process POD requests from a RADIUS
authentication/authorization agent.

RADIUS—Remote Authentication Dial-In User Service. An authentication and accounting system used
by many Internet service providers.

UDP—User Datagram Protocol. Connectionless transport layer protocol in the TCP/IP protocol stack.
UDP is a simple protocol that exchanges datagrams without acknowledgments or guaranteed delivery,
requiring that error processing and retransmission be handled by other protocols. UDP is defined in
RFC 768.

VoIP—voice over IP. The ability to carry normal telephony-style voice over an IP-based Internet with
POTS-like functionality, reliability, and voice quality. VoIP is a blanket term that generally refers to the
Cisco standards-based (for example, H.323) approach to IP voice traffic.

VSA—vendor-specific attribute.

CCDE, CCENT, Cisco Eos, Cisco HealthPresence, the Cisco logo, Cisco Lumin, Cisco Nexus, Cisco StadiumVision, Cisco TelePresence,
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CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo,
Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive,
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Feature History

Release Modification

Cisco IOS For information about feature support in Cisco IOS software, use Cisco
Feature Navigator.

Cisco I0S XE This feature was introduced on Cisco ASR 1000 Series Routers.

Release 2.1

AAA authorization enables you to limit the services available to a user. When AAA authorization is
enabled, the network access server uses information retrieved from the user’s profile, which is located
either in the local user database or on the security server, to configure the user’s session. Once this is
done, the user will be granted access to a requested service only if the information in the user profile
allows it.

For a complete description of the authorization commands used in this chapter, refer to the chapter
“Authorization Commands” in the Cisco 10S Security Command Reference. To locate documentation of
other commands that appear in this chapter, use the command reference master index or search online.

To identify the hardware platform or software image information associated with a feature, use the
Feature Navigator on Cisco.com to search for information about the feature or refer to the software
release notes for a specific release. For more information, see the chapter “Identifying Supported
Platforms” section in the “Using Cisco IOS Software.”

In This Chapter

I
CISCO.

This chapter contains the following sections:
e Named Method Lists for Authorization
e AAA Authorization Methods
e Method Lists and Server Groups
e AAA Authorization Types
e AAA Authorization Prerequisites
¢ AAA Authorization Configuration Task List

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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B Named Method Lists for Authorization

e Authorization Attribute-Value Pairs

e Authorization Configuration Examples

Named Method Lists for Authorization

Note

Method lists for authorization define the ways that authorization will be performed and the sequence in
which these methods will be performed. A method list is simply a named list describing the authorization
methods to be queried (such as RADIUS or TACACS+), in sequence. Method lists enable you to
designate one or more security protocols to be used for authorization, thus ensuring a backup system in
case the initial method fails. Cisco IOS software uses the first method listed to authorize users for
specific network services; if that method fails to respond, the Cisco IOS software selects the next method
listed in the method list. This process continues until there is successful communication with a listed
authorization method, or all methods defined are exhausted.

The Cisco I0S software attempts authorization with the next listed method only when there is no
response from the previous method. If authorization fails at any point in this cycle—meaning that the
security server or local username database responds by denying the user services—the authorization
process stops and no other authorization methods are attempted.

Method lists are specific to the authorization type requested:

e Auth-proxy—Applies specific security policies on a per-user basis. For detailed information on the
authentication proxy feature, refer to the chapter “Configuring Authentication Proxy” in the “Traffic
Filtering and Firewalls” part of this book.

e Commands—Applies to the EXEC mode commands a user issues. Command authorization
attempts authorization for all EXEC mode commands, including global configuration commands,
associated with a specific privilege level.

¢ EXEC—Applies to the attributes associated with a user EXEC terminal session.
¢ Network—Applies to network connections. This can include a PPP, SLIP, or ARAP connection.
e Reverse Access—Applies to reverse Telnet sessions.

When you create a named method list, you are defining a particular list of authorization methods for the
indicated authorization type.

Once defined, method lists must be applied to specific lines or interfaces before any of the defined
methods will be performed. The only exception is the default method list (which is named “default”). If
the aaa authorization command for a particular authorization type is issued without a named method
list specified, the default method list is automatically applied to all interfaces or lines except those that
have a named method list explicitly defined. (A defined method list overrides the default method list.) If
no default method list is defined, local authorization takes place by default.

AAA Authorization Methods

AAA supports five different methods of authorization:

e TACACS+—The network access server exchanges authorization information with the TACACS+
security daemon. TACACS+ authorization defines specific rights for users by associating
attribute-value pairs, which are stored in a database on the TACACS+ security server, with the
appropriate user.
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If-Authenticated—The user is allowed to access the requested function provided the user has been
authenticated successfully.

None—The network access server does not request authorization information; authorization is not
performed over this line/interface.

Local—The router or access server consults its local database, as defined by the username
command, for example, to authorize specific rights for users. Only a limited set of functions can be
controlled via the local database.

RADIUS—The network access server requests authorization information from the RADIUS
security server. RADIUS authorization defines specific rights for users by associating attributes,
which are stored in a database on the RADIUS server, with the appropriate user.

Method Lists and Server Groups

A server group is a way to group existing RADIUS or TACACS+ server hosts for use in method lists.
Figure 5 shows a typical AAA network configuration that includes four security servers: R1 and R2 are
RADIUS servers, and T1 and T2 are TACACS+ servers. R1 and R2 make up the group of RADIUS
servers. T1 and T2 make up the group of TACACS+ servers.

Typical AAA Network Configuration

Figure 5
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Using server groups, you can specify a subset of the configured server hosts and use them for a particular
service. For example, server groups allow you to define R1 and R2 as separate server groups, and T1 and
T2 as separate server groups. This means you can specify either R1 and T1 in the method list or R2 and
T2 in the method list, which provides more flexibility in the way that you assign RADIUS and TACACS+
resources.

Server groups also can include multiple host entries for the same server, as long as each entry has a
unique identifier. The combination of an IP address and a UDP port number creates a unique identifier,
allowing different ports to be individually defined as RADIUS hosts providing a specific AAA service.
In other words, this unique identifier enables RADIUS requests to be sent to different UDP ports on a
server at the same IP address. If two different host entries on the same RADIUS server are configured
for the same service—for example, authorization—the second host entry configured acts as fail-over

"



Configuring Authorization |

Bl AAA Authorization Types

backup to the first one. Using this example, if the first host entry fails to provide accounting services,
the network access server will try the second host entry configured on the same device for accounting
services. (The RADIUS host entries will be tried in the order they are configured.)

For more information about configuring server groups and about configuring server groups based on
DNIS numbers, refer to the chapter “Configuring RADIUS” or the chapter “Configuring TACACS+”

AAA Authorization Types

Cisco I0OS software supports five different types of authorization:

Auth-proxy—Applies specific security policies on a per-user basis. For detailed information on the
authentication proxy feature, refer to the “Configuring Authentication Proxy” chapter in the “Traffic
Filtering and Firewalls” section of this book.

Commands—Applies to the EXEC mode commands a user issues. Command authorization
attempts authorization for all EXEC mode commands, including global configuration commands,
associated with a specific privilege level.

EXEC—Applies to the attributes associated with a user EXEC terminal session.
Network—Applies to network connections. This can include a PPP, SLIP, or ARAP connection.
Reverse Access—Applies to reverse Telnet sessions.

Configuration—Applies to downloading configurations from the AAA server.

IP Mobile—Applies to authorization for IP mobile services.

AAA Authorization Prerequisites

Before configuring authorization using named method lists, you must first perform the following tasks:

Enable AAA on your network access server. For more information about enabling AAA on your
Cisco router or access server, refer to the “AAA Overview” chapter.

Configure AAA authentication. Authorization generally takes place after authentication and relies
on authentication to work properly. For more information about AAA authentication, refer to the
“Configuring Authentication” chapter.

Define the characteristics of your RADIUS or TACACS+ security server if you are issuing RADIUS
or TACACS+ authorization. For more information about configuring your Cisco network access
server to communicate with your RADIUS security server, refer to the chapter “Configuring
RADIUS”. For more information about configuring your Cisco network access server to
communicate with your TACACS+ security server, refer to the chapter “Configuring TACACS+”.

Define the rights associated with specific users by using the username command if you are issuing
local authorization. For more information about the username command, refer to the Cisco I0S
Security Command Reference.

AAA Authorization Configuration Task List

This section describes the following configuration tasks:

Configuring AAA Authorization Using Named Method Lists

e
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e Disabling Authorization for Global Configuration Commands

e Configuring Authorization for Reverse Telnet

For authorization configuration examples using the commands in this chapter, refer to the section
“Authorization Configuration Examples™ at the end of the this chapter.

Configuring AAA Authorization Using Named Method Lists

To configure AAA authorization using named method lists, use the following commands beginning in

global configuration mode:

Command Purpose
Step1 Router(config)# aaa authorization {auth-proxy | Creates an authorization method list for a particular
network | exec | commands level | reverse-access | authorization type and enable authorization.
configuration | ipmobile} {default | list-name}
[methodl [method2...]]
Step2 Router(config)# line [aux | comsole | tty | vtyl] Enters the line configuration mode for the lines to
line-number [ending-line-number] which you want to apply the authorization method
list.
or
. . . . Alternately, enters the interface configuration mode
Router(config)# interface interface-type interface-number ey . g
. for the interfaces to which you want to apply the
authorization method list.
Step3  Router(config-line)# authorization {arap | commands |Applies the authorization list to a line or set of lines.
level | exec | reverse-access} {default | ) o )
list-name} Alternately, applies the authorization list to an
interface or set of interfaces.
or
Router (config-line)# ppp authorization {default |
list-name}
This section includes the following sections:
e Authorization Types
e Authorization Methods
Authorization Types

Named authorization method lists are specific to the indicated type of authorization.

To create a method list to enable authorization that applies specific security policies on a per-user basis,
use the auth-proxy keyword. For detailed information on the authentication proxy feature, refer to the
chapter “Configuring Authentication Proxy” in the “Traffic Filtering and Firewalls” part of this book.

To create a method list to enable authorization for all network-related service requests (including SLIP,
PPP, PPP NCPs, and ARAP), use the network keyword.

To create a method list to enable authorization to determine if a user is allowed to run an EXEC shell,

use the exec keyword.

To create a method list to enable authorization for specific, individual EXEC commands associated with
a specific privilege level, use the commands keyword. (This allows you to authorize all commands
associated with a specified command level from O to 15.)

"



Configuring Authorization |

I AAA Authorization Configuration Task List

To create a method list to enable authorization for reverse Telnet functions, use the reverse-access
keyword.

For information about the types of authorization supported by the Cisco IOS software, refer to the “AAA
Authorization Types” section of this chapter.
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Authorization Methods

Note

To have the network access server request authorization information via a TACACS+ security server, use
the aaa authorization command with the group tacacs+ method keyword. For more specific
information about configuring authorization using a TACACS+ security server, refer to the chapter
“Configuring TACACS+.” For an example of how to enable a TACACS+ server to authorize the use of
network services, including PPP and ARA, see the section “TACACS+ Authorization Examples™ at the
end of this chapter.

To allow users to have access to the functions they request as long as they have been authenticated, use
the aaa authorization command with the if-authenticated merhod keyword. If you select this method,
all requested functions are automatically granted to authenticated users.

There may be times when you do not want to run authorization from a particular interface or line. To
stop authorization activities on designated lines or interfaces, use the none method keyword. If you
select this method, authorization is disabled for all actions.

To select local authorization, which means that the router or access server consults its local user database
to determine the functions a user is permitted to use, use the aaa authorization command with the local
method keyword. The functions associated with local authorization are defined by using the username
global configuration command. For a list of permitted functions, refer to the chapter “Configuring
Authentication.”

To have the network access server request authorization via a RADIUS security server, use the radius
method keyword. For more specific information about configuring authorization using a RADIUS
security server, refer to the chapter “Configuring RADIUS.”

To have the network access server request authorization via a RADIUS security server, use the

aaa authorization command with the group radius method keyword. For more specific information
about configuring authorization using a RADIUS security server, refer to the chapter “Configuring
RADIUS”. For an example of how to enable a RADIUS server to authorize services, see the “RADIUS
Authorization Example” section at the end of this chapter.

Authorization method lists for SLIP follow whatever is configured for PPP on the relevant interface. If
no lists are defined and applied to a particular interface (or no PPP settings are configured), the default
setting for authorization applies.

Disabling Authorization for Global Configuration Commands

The aaa authorization command with the keyword commands attempts authorization for all EXEC
mode commands, including global configuration commands, associated with a specific privilege level.
Because there are configuration commands that are identical to some EXEC-level commands, there can
be some confusion in the authorization process. Using no aaa authorization config-commands stops
the network access server from attempting configuration command authorization.

To disable AAA authorization for all global configuration commands, use the following command in
global configuration mode:

Command

Purpose

Router (config)# no aaa authorization config-commands |Disables authorization for all global configuration

commands.

"mxam
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Configuring Authorization for Reverse Telnet

Telnet is a standard terminal emulation protocol used for remote terminal connection. Normally, you log
in to a network access server (typically through a dialup connection) and then use Telnet to access other
network devices from that network access server. There are times, however, when it is necessary to
establish a reverse Telnet session. In reverse Telnet sessions, the Telnet connection is established in the
opposite direction—from inside a network to a network access server on the network periphery to gain
access to modems or other devices connected to that network access server. Reverse Telnet is used to
provide users with dialout capability by allowing them to Telnet to modem ports attached to a network
access server.

It is important to control access to ports accessible through reverse Telnet. Failure to do so could, for
example, allow unauthorized users free access to modems where they can trap and divert incoming calls
or make outgoing calls to unauthorized destinations.

Authentication during reverse Telnet is performed through the standard AAA login procedure for Telnet.
Typically the user has to provide a username and password to establish either a Telnet or reverse Telnet
session. Reverse Telnet authorization provides an additional (optional) level of security by requiring
authorization in addition to authentication. When enabled, reverse Telnet authorization can use RADIUS
or TACACSH+ to authorize whether or not this user is allowed reverse Telnet access to specific
asynchronous ports, after the user successfully authenticates through the standard Telnet login
procedure.

Reverse Telnet authorization offers the following benefits:

¢ An additional level of protection by ensuring that users engaged in reverse Telnet activities are
indeed authorized to access a specific asynchronous port using reverse Telnet.

e An alternative method (other than access lists) to manage reverse Telnet authorization.

To configure a network access server to request authorization information from a TACACS+ or RADIUS
server before allowing a user to establish a reverse Telnet session, use the following command in global
configuration mode:

Command

Purpose

Router (config)# aaa authorization reverse-access |Configures the network access server to request authorization

methodl

- information before allowing a user to establish a reverse Telnet
session.

This feature enables the network access server to request reverse Telnet authorization information from
the security server, whether RADIUS or TACACS+. You must configure the specific reverse Telnet
privileges for the user on the security server itself.

Authorization Attribute-Value Pairs

RADIUS and TACACS+ authorization both define specific rights for users by processing attributes,
which are stored in a database on the security server. For both RADIUS and TACACS+, attributes are
defined on the security server, associated with the user, and sent to the network access server where they
are applied to the user’s connection.

For a list of supported RADIUS attributes, refer to the appendix “RADIUS Attributes”. For a list of
supported TACACS+ AV pairs, refer to the appendix “TACACS+ Attribute-Value Pairs.”
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Authorization Configuration Examples

The following sections provide authorization configuration examples:
e Named Method List Configuration Example
e TACACS+ Authorization Examples
e RADIUS Authorization Example

e Reverse Telnet Authorization Examples

Named Method List Configuration Example

The following example shows how to configure a Cisco AS5300 (enabled for AAA and communication
with a RADIUS security server) for AAA services to be provided by the RADIUS server. If the RADIUS
server fails to respond, then the local database will be queried for authentication and authorization
information, and accounting services will be handled by a TACACS+ server.

aaa new-model

aaa authentication login admins local

aaa authentication ppp dialins group radius local

aaa authorization network scoobee group radius local
aaa accounting network charley start-stop group radius

username root password ALongPassword

radius-server host alcatraz
radius-server key myRaDiUSpassWoRd

interface group-async 1
group-range 1 16

encapsulation ppp

ppp authentication chap dialins
ppp authorization scoobee

ppp accounting charley

line 1 16

autoselect ppp

autoselect during-login
login authentication admins
modem dialin

The lines in this sample RADIUS AAA configuration are defined as follows:
e The aaa new-model command enables AAA network security services.

e The aaa authentication login admins local command defines a method list, admins, for login
authentication.

e The aaa authentication ppp dialins group radius local command defines the authentication
method list “dialins,” which specifies that RADIUS authentication then (if the RADIUS server does
not respond) local authentication will be used on serial lines using PPP.

e The aaa authorization network scoobee group radius local command defines the network
authorization method list named scoobee, which specifies that RADIUS authorization will be used
on serial lines using PPP. If the RADIUS server fails to respond, then local network authorization
will be performed.

| .“
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e The aaa accounting network charley start-stop group radius command defines the network
accounting method list named charley, which specifies that RADIUS accounting services (in this
case, start and stop records for specific events) will be used on serial lines using PPP.

e The username command defines the username and password to be used for the PPP Password
Authentication Protocol (PAP) caller identification.

e The radius-server host command defines the name of the RADIUS server host.

¢ The radius-server key command defines the shared secret text string between the network access
server and the RADIUS server host.

¢ The interface group-async command selects and defines an asynchronous interface group.
e The group-range command defines the member asynchronous interfaces in the interface group.

¢ The encapsulation ppp command sets PPP as the encapsulation method used on the specified
interfaces.

e The ppp authentication chap dialins command selects Challenge Handshake Authentication
Protocol (CHAP) as the method of PPP authentication and applies the “dialins” method list to the
specified interfaces.

e The ppp authorization scoobee command applies the scoobee network authorization method list to
the specified interfaces.

e The ppp accounting charley command applies the charley network accounting method list to the
specified interfaces.

¢ The line command switches the configuration mode from global configuration to line configuration
and identifies the specific lines being configured.

¢ The autoselect ppp command configures the Cisco I0S software to allow a PPP session to start up
automatically on these selected lines.

e The autoselect during-login command is used to display the username and password prompt
without pressing the Return key. After the user logs in, the autoselect function (in this case, PPP)
begins.

e The login authentication admins command applies the admins method list for login authentication.

e The modem dialin command configures modems attached to the selected lines to only accept
incoming calls.

TACACS+ Authorization Examples

The following examples show how to use a TACACS+ server to authorize the use of network services,
including PPP and ARA. If the TACACS+ server is not available or an error occurs during the
authorization process, the fallback method (none) is to grant all authorization requests:

aaa authorization network default group tacacs+ none

The following example shows how to allow network authorization using TACACS+:

aaa authorization network default group tacacs+

The following example shows how to provide the same authorization, but it also creates address pools
called “mci” and “att”:

aaa authorization network default group tacacs+
ip address-pool local

ip local-pool mci 172.16.0.1 172.16.0.255

ip local-pool att 172.17.0.1 172.17.0.255




| Configuring Authorization

Authorization Configuration Examples W

These address pools can then be selected by the TACACS daemon. A sample configuration of the
daemon follows:

user = mci_customerl {
login = cleartext “some password”
service = ppp protocol = ip {

addr-pool=mci

user = att_customerl {
login = cleartext “some other password”
service = ppp protocol = ip {
addr-pool=att

RADIUS Authorization Example

The following example shows how to configure the router to authorize using RADIUS:

aaa new-model

aaa authorization exec default group radius if-authenticated
aaa authorization network default group radius

radius-server host ip

radius-server key

The lines in this sample RADIUS authorization configuration are defined as follows:

e The aaa authorization exec default group radius if-authenticated command configures the
network access server to contact the RADIUS server to determine if users are permitted to start an
EXEC shell when they log in. If an error occurs when the network access server contacts the
RADIUS server, the fallback method is to permit the CLI to start, provided the user has been
properly authenticated.

The RADIUS information returned may be used to specify an autocommand or a connection access
list be applied to this connection.

¢ The aaa authorization network default group radius command configures network authorization
via RADIUS. This can be used to govern address assignment, the application of access lists, and
various other per-user quantities.

~

Note  Because no fallback method is specified in this example, authorization will fail if, for any reason, there
is no response from the RADIUS server.

Reverse Telnet Authorization Examples

The following examples show how to cause the network access server to request authorization
information from a TACACS+ security server before allowing a user to establish a reverse Telnet session:

aaa new-model

aaa authentication login default group tacacs+

aaa authorization reverse-access default group tacacs+
|

tacacs-server host 172.31.255.0

tacacs-server timeout 90

tacacs-server key goaway
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Note

Note

The lines in this sample TACACS+ reverse Telnet authorization configuration are defined as follows:
e The aaa new-model command enables AAA.

¢ The aaa authentication login default group tacacs+ command specifies TACACS+ as the default
method for user authentication during login.

¢ The aaa authorization reverse-access default group tacacs+ command specifies TACACS+ as the
method for user authorization when trying to establish a reverse Telnet session.

e The tacacs-server host command identifies the TACACS+ server.

e The tacacs-server timeout command sets the interval of time that the network access server waits
for the TACACS+ server to reply.

e The tacacs-server key command defines the encryption key used for all TACACS+ communications
between the network access server and the TACACS+ daemon.

The following example shows how to configure a generic TACACS+ server to grant a user, pat, reverse
Telnet access to port tty2 on the network access server named “maple” and to port tty5 on the network
access server named “oak”:

user = pat
login = cleartext lab
service = raccess {
port#l = maple/tty2
port#2 = oak/tty5

In this example, “maple” and “oak” are the configured host names of network access servers, not DNS
names or alias.

The following example shows how to configure the TACACS+ server (CiscoSecure) to grant a user
named pat reverse Telnet access:

user = pat

profile_id = 90
profile_cycle = 1

member = Tacacs_Users
service=shell {

default cmd=permit

}

service=raccess {

allow “c2511e0” “ttyl” “.*”
refuse “.*7 v xrow kv
password = clear “goaway”

CiscoSecure only supports reverse Telnet using the command line interface in versions 2.1(x) through
version 2.2(1).

An empty “service=raccess {}” clause permits a user to have unconditional access to network access
server ports for reverse Telnet. If no “service=raccess” clause exists, the user is denied access to any port
for reverse Telnet.

For more information about configuring TACACS+, refer to the chapter “Configuring TACACS+.” For
more information about configuring CiscoSecure, refer to the CiscoSecure Access Control Server User
Guide, version 2.1(2) or greater.

The following example shows how to cause the network access server to request authorization from a
RADIUS security server before allowing a user to establish a reverse Telnet session:

aaa new-model
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aaa authentication login default group radius

aaa authorization reverse-access default group radius
!

radius-server host 172.31.255.0

radius-server key go away

auth-port 1645 acct-port 1646

The lines in this sample RADIUS reverse Telnet authorization configuration are defined as follows:
e The aaa new-model command enables AAA.

¢ The aaa authentication login default group radius command specifies RADIUS as the default
method for user authentication during login.

¢ The aaa authorization reverse-access default group radius command specifies RADIUS as the
method for user authorization when trying to establish a reverse Telnet session.

e The radius-server host command identifies the RADIUS server.

e The radius-server key command defines the encryption key used for all RADIUS communications
between the network access server and the RADIUS daemon.

The following example shows how to send a request to the RADIUS server to grant a user named “pat”
reverse Telnet access at port tty2 on the network access server named “maple”:

Username = “pat”

Password = “goaway”

User-Service-Type = Shell-User
cisco-avpailr = “raccess:port#l=maple/tty2”

The syntax "raccess:port=any/any" permits a user to have unconditional access to network access server
ports for reverse Telnet. If no "raccess:port={nasname}/{tty number}" clause exists in the user profile,
the user is denied access to reverse Telnet on all ports.

For more information about configuring RADIUS, refer to the chapter “Configuring RADIUS.”
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Configuring Accounting

The AAA accounting feature allows the services that users are accessing and the amount of network
resources that users are consuming to be tracked. When AAA accounting is enabled, the network access
server reports user activity to the TACACS+ or RADIUS security server (depending on which security
method is implemented) in the form of accounting records. Each accounting record contains accounting
attribute-value (AV) pairs and is stored on the security server. This data can then be analyzed for network
management, client billing, and auditing.

Finding Feature Information
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Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the “Feature Information for Configuring Accounting” section on page 28.

Use Cisco Feature Navigator to find information about platform support and Cisco I0S, Catalyst OS,
and Cisco I0S XE software image support. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Prerequisites for Configuring Accounting

The following tasks must be performed before configuring accounting using named method lists:

e Enable AAA on the network access server. For more information about enabling AAA on a Cisco
router or access server, see the chapter “AAA Overview” in the in the Cisco I0S Security
Configuration Guide.

¢ Define the characteristics of the RADIUS or TACACS+ security server if RADIUS or TACACS+
authorization is issued. For more information about configuring the Cisco network access server to
communicate with the RADIUS security server, see the chapter “Configuring RADIUS.” For more
information about configuring the Cisco network access server to communicate with the TACACS+
security server, see the chapter “Configuring TACACS+.”

Restrictions for Configuring Accounting

The AAA Accounting feature has the following restrictions:
e Accounting information can be sent simultaneously to a maximum of four AAA servers.

¢ SSG Restriction—For SSG systems, the aaa accounting network broadcast command broadcasts
only start-stop accounting records. If interim accounting records are configured using the
ssg accounting interval command, the interim accounting records are sent only to the configured
default RADIUS server.

Information About Configuring Accounting

The following sections discuss how Accounting feature:
e Named Method Lists for Accounting, page 2
e AAA Accounting Types, page 5
e AAA Accounting Enhancements, page 14

Named Method Lists for Accounting

Like authentication and authorization method lists, method lists for accounting define the way
accounting is performed and the sequence in which these methods are performed.

Named accounting method lists allow particular security protocol to be designated and used on specific
lines or interfaces for accounting services. The only exception is the default method list (which, by
coincidence, is named “default”). The default method list is automatically applied to all interfaces except
those that have a named method list explicitly defined. A defined method list overrides the default
method list.

A method list is simply a named list describing the accounting methods to be queried (such as RADIUS
or TACACS+), in sequence. Method lists allow one or more security protocols to be designated and used
for accounting, thus ensuring a backup system for accounting in case the initial method fails. Cisco IOS
software uses the first method listed to support accounting; if that method fails to respond, the Cisco 10S
software selects the next accounting method listed in the method list. This process continues until there
is successful communication with a listed accounting method, or all methods defined are exhausted.
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The Cisco I0S software attempts accounting with the next listed accounting method only when there is
no response from the previous method. If accounting fails at any point in this cycle—meaning that the
security server responds by denying the user access—the accounting process stops and no other
accounting methods are attempted.

Accounting method lists are specific to the type of accounting being requested. AAA supports six
different types of accounting:

¢ Network—Provides information for all PPP, SLIP, or ARAP sessions, including packet and byte
counts.

e EXEC—Provides information about user EXEC terminal sessions of the network access server.

¢ Commands—Provides information about the EXEC mode commands that a user issues. Command
accounting generates accounting records for all EXEC mode commands, including global
configuration commands, associated with a specific privilege level.

¢ Connection—Provides information about all outbound connections made from the network access
server, such as Telnet, local-area transport (LAT), TN3270, packet assembler/disassembler (PAD),
and rlogin.

¢ System—Provides information about system-level events.

¢ Resource—Provides “start” and “stop” records for calls that have passed user authentication, and
provides “stop” records for calls that fail to authenticate.

System accounting does not use named accounting lists; only the default list for system accounting can
be defined.

Once again, when a named method list is created, a particular list of accounting methods for the indicated
accounting type are defined.

Accounting method lists must be applied to specific lines or interfaces before any of the defined methods
are performed. The only exception is the default method list (which is named “default”). If the aaa
accounting command for a particular accounting type is issued without a named method list specified,
the default method list is automatically applied to all interfaces or lines except those that have a named
method list explicitly defined. (A defined method list overrides the default method list.) If no default
method list is defined, then no accounting takes place.

This section includes the following subsections:
e Method Lists and Server Groups, page 4
e AAA Accounting Methods, page 5
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Method Lists and Server Groups

l_ Configuring Accounting

A server group is a way to group existing RADIUS or TACACS+ server hosts for use in method lists.
Figure 1 shows a typical AAA network configuration that includes four security servers: R1 and R2 are
RADIUS servers, and T1 and T2 are TACACS+ servers. R1 and R2 comprise the group of RADIUS
servers. T1 and T2 comprise the group of TACACS+ servers.

Figure 1 Typical AAA Network Configuration
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In Cisco I0S software, RADIUS and TACACS+ server configurations are global. A subset of the
configured server hosts can be specified using server groups. These server groups can be used for a
particular service. For example, server groups allow R1 and R2 to be defined as separate server groups
(SG1 and SG2), and T1 and T2 as separate server groups (SG3 and SG4). This means either R1 and T1
(SG1 and SG3) can be specified in the method list or R2 and T2 (SG2 and SG4) in the method list, which
provides more flexibility in the way that RADIUS and TACACS+ resources are assigned.

Server groups also can include multiple host entries for the same server, as long as each entry has a
unique identifier. The combination of an IP address and a UDP port number creates a unique identifier,
allowing different ports to be individually defined as RADIUS hosts providing a specific AAA service.
In other words, this unique identifier enables RADIUS requests to be sent to different UDP ports on a
server at the same IP address. If two different host entries on the same RADIUS server are configured
for the same service—for example, accounting—the second host entry configured acts as failover backup
to the first one. Using this example, if the first host entry fails to provide accounting services, the
network access server tries the second host entry configured on the same device for accounting services.
(The RADIUS host entries are tried in the order in which they are configured.)

For more information about configuring server groups and about configuring server groups based on
DNIS numbers, see “Configuring RADIUS” or “Configuring TACACS+” in the Cisco IOS Security
Configuration Guide.
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AAA Accounting Methods

Cisco IOS supports the following two methods for accounting:

TACACS+—The network access server reports user activity to the TACACS+ security server in the
form of accounting records. Each accounting record contains accounting attribute-value (AV) pairs
and is stored on the security server.

RADIUS—The network access server reports user activity to the RADIUS security server in the
form of accounting records. Each accounting record contains accounting attribute-value (AV) pairs
and is stored on the security server.

AAA Accounting Types

AAA supports six different accounting types:

Network Accounting

Network Accounting
Connection Accounting
EXEC Accounting
System Accounting
Command Accounting

Resource Accounting

Network accounting provides information for all PPP, SLIP, or ARAP sessions, including packet and
byte counts.

The following example shows the information contained in a RADIUS network accounting record for a
PPP user who comes in through an EXEC session:

Wed Jun 27 04:44:45 2001

Wed Jun

NAS-IP-Address =
NAS-Port = 5
User-Name =

“172.16.25.15”"

“usernamel”

Client-Port-DNIS = “4327528”"
Caller-ID = “562”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “0000000D”

Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

27 04:45:00 2001
NAS-IP-Address =
NAS-Port = 5

“172.16.25.15"

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"
Caller-ID = “562”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"
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Framed-Protocol = PPP

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"
Wed Jun 27 04:47:46 2001

NAS-IP-Address = “172.16.25.15”"

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528”"

Caller-ID = “562”

Acct-Status-Type = Stop

Acct-Authentic = RADIUS
Service-Type = Framed

Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"
Framed-Protocol = PPP
Acct-Input-Octets = 3075
Acct-Output-Octets = 167
Acct-Input-Packets = 39
Acct-Output-Packets = 9
Acct-Session-Time = 171
Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"
Wed Jun 27 04:48:45 2001
NAS-IP-Address = “172.16.25.15"
NAS-Port = 5
User-Name = “usernamel”
Client-Port-DNIS = “4327528”"
Caller-ID = “408”
Acct-Status-Type = Stop

Acct-Authentic = RADIUS

Service-Type = Exe
Acct-Session-Id =

c-User
*0000000D"

Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

The following example shows the information contained in a TACACS+ network accounting record for
a PPP user who first started an EXEC session:

Wed Jun 27 04:00:35 2001 172.16.25.15
starttask_id=28 service=shell

Wed Jun 27 04:00:46 2001 172.16.25.15
addr=10.1.1.1

usernamel ttyd 562/4327528

usernamel ttyd 562/4327528 starttask_id=30

service=ppp

Wed Jun 27 04:00:49 2001 172.16.25.15 usernamel tty4d 408/4327528 update
task_id=30 addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1
Wed Jun 27 04:01:31 2001 172.16.25.15 usernamel tty4 562/4327528

stoptask_1d=30 addr=10.1.1.1 service=ppp
bytes_in=2844 bytes_out=1682 paks_in=36
Wed Jun 27 04:01:32 2001 172.16.25.15
stoptask_1id=28 service=shell

protocol=ip addr=10.1.1.1
paks_out=24 elapsed_time=51

usernamel ttyd 562/4327528
elapsed_time=57

The precise format of accounting packets records may vary depending on the security server daemon.

The following example shows the information contained in a RADIUS network accounting record for a
PPP user who comes in through autoselect:

Wed Jun 27 04:30:52 2001

Configuring Accounting
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NAS-IP-Address = “172.16.25.15”"
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:36:49 2001

NAS-IP-Address = “172.16.25.15"
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Framed

Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Framed-IP-Address = “10.1.1.1"

Acct-Input-Octets = 8630
Acct-Output-Octets = 5722
Acct-Input-Packets = 94
Acct-Output-Packets = 64
Acct-Session-Time = 357
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

The following example shows the information contained in a TACACS+ network accounting record for
a PPP user who comes in through autoselect:

Wed Jun 27 04:02:19 2001 172.16.25.15 usernamel Async5 562/4327528

starttask_id=35 service=ppp

Wed Jun 27 04:02:25 2001 172.16.25.15 usernamel Async5 562/4327528 update
task_id=35 service=ppp protocol=ip addr=10.1.1.2

Wed Jun 27 04:05:03 2001 172.16.25.15 usernamel Async5 562/4327528
stoptask_1id=35 service=ppp protocol=ip addr=10.1.1.2 bytes_in=3366
bytes_out=2149 paks_in=42 paks_out=28 elapsed_time=164

Connection Accounting

Connection accounting provides information about all outbound connections made from the network
access server, such as Telnet, local-area transport (LAT), TN3270, packet assembler/disassembler
(PAD), and rlogin.

The following example shows the information contained in a RADIUS connection accounting record for
an outbound Telnet connection:

Wed Jun 27 04:28:00 2001

NAS-IP-Address = “172.16.25.15”"
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"

Caller-ID = “5622329477"
Acct-Status-Type = Start

Configuring Accounting
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Acct-Authentic = RADIUS
Service-Type = Login

Acct-Session-Id = “00000008"

Login-Service = Telnet

Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:28:39 2001

NAS-IP-Address = “172.16.25.15”"
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login

Acct-Session-Id = “00000008”

Login-Service = Telnet

Login-IP-Host = “10.68.202.158"
Acct-Input-Octets = 10774

Acct-Output-Octets = 112
Acct-Input-Packets = 91
Acct-Output-Packets = 99
Acct-Session-Time = 39
Acct-Delay-Time = 0
User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"

The following example shows the information contained in a TACACS+ connection accounting record

for an outbound Telnet connection:

Wed Jun 27 03:47:43 2001

cmd=telnet usernamel-sun
Wed Jun 27 03:48:38 2001

elapsed_time=55

172.16.25.15
start task_id=10 service=connection

172.16.25.15
stop task_id=10 service=connection
cmd=telnet usernamel-sun bytes_in=4467

tty3 5622329430/4327528

protocol=telnet addr=10.68.202.158

tty3 5622329430/4327528

protocol=telnet addr=10.68.202.158
bytes_out=96

paks_in=61 paks_out=72

The following example shows the information contained in a RADIUS connection accounting record for

an outbound rlogin connection:

Wed Jun 27 04:29:48 2001

NAS-IP-Address = “172.16.25.15”"
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"

Caller-ID = “5622329477"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Login

Acct-Session-Id = “0000000A”
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:30:09 2001

NAS-IP-Address = “172.16.25.15”

NAS-Port = 2
User-Name = “usernamel”
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Client-Port-DNIS = “4327528”"
Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login
Acct-Session-Id = “0000000A"
Rlogin
*10.68.202.158"
18686

86

90

68

Login-Service =
Login-IP-Host =
Acct-Input-Octets =
Acct-Output-Octets =
Acct-Input-Packets =
Acct-Output-Packets =
Acct-Session-Time = 22
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

The following example shows the information contained in a TACACS+ connection accounting record
for an outbound rlogin connection:

Wed Jun 27 03:48:46 2001
task_id=12

cmd=rlogin usernamel-sun
Wed Jun 27 03:51:37 2001

172.16.25.15
service=connection

usernamel tty3 5622329430/4327528

start protocol=rlogin addr=10.68.202.158

/user usernamel

172.16.25.15 usernamel tty3 5622329430/4327528

stop task_id=12 service=connection protocol=rlogin addr=10.68.202.158
cmd=rlogin usernamel-sun /user usernamel bytes_in=659926 bytes_out=138 paks_in=2378
paks_

out=1251 elapsed_time=171

The following example shows the information contained in a TACACS+ connection accounting record
for an outbound LAT connection:

Wed Jun 27 03:53:06 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task_id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX

Wed Jun 27 03:54:15 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX bytes_in=0 bytes_out=0 paks_in=0 paks_out=0 elapsed_time=6

EXEC accounting provides information about user EXEC terminal sessions (user shells) on the network
access server, including username, date, start and stop times, the access server IP address, and (for dial-in
users) the telephone number the call originated from.

The following example shows the information contained in a RADIUS EXEC accounting record for a
dial-in user:

Wed Jun 27 04:26:23 2001
NAS-IP-Address =
NAS-Port = 1

“172.16.25.15"

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"
Caller-ID = “5622329483"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”

Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"
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Wed Jun 27 04:27:25 2001

NAS-IP-Address = “172.16.25.15”"
NAS-Port = 1

User-Name = “usernamel”
Client-Port-DNIS = “4327528”"

Caller-ID = “5622329483"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “00000006”

Acct-Session-Time

Acct-Delay-Time

User-Id = “usernamel”
“172.16.25.15”"

NAS-Identifier =

The following example shows the information contained in a TACACS+ EXEC accounting record for a

dial-in user:

Wed Jun 27 03:46:21 2001

start task_id=2
Wed Jun 27 04:08:55 2001
stop task_id=2

service=shell

172.16.25.15 usernamel

service=shell

172.16.25.15 usernamel

elapsed_time=1354

tty3

tty3

5622329430/4327528

5622329430/4327528

The following example shows the information contained in a RADIUS EXEC accounting record for a

Telnet user:

Wed Jun 27 04:48:32 2001
NAS-IP-Address =
NAS-Port = 26

User-Name = “usernamel”

“172.16.25.15"

Caller-ID = “10.68.202.158”"

Acct-Status-Type

Acct-Authentic =

Service-Type = Exec-User
Acct-Session-Id =

Acct-Delay-Time

User-Id = “usernamel”
“172.16.25.15”"

NAS-Identifier =

Wed Jun 27 04:48:46 2001
NAS-IP-Address =
NAS-Port = 26

User-Name = “usernamel”

*00000010"

“172.16.25.15”"

Caller-ID = “10.68.202.158"

Acct-Status-Type

Acct-Authentic =

Service-Type = Exec-User
“00000010"

Acct-Session-Id

Acct-Session-Time

Acct-Delay-Time

User-Id = “usernamel”
“172.16.25.15”"

NAS-Identifier =

The following example shows the information contained in a TACACS+ EXEC accounting record for a

Telnet user:

Wed Jun 27 04:06:53 2001
starttask_id=41
Wed Jun 27 04:07:02 2001
stoptask_id=41

service=shell

172.16.25.15 usernamel

service=shell

172.16.25.15 usernamel
elapsed_time=9

tty26

tty26

10.68.202.158

10.68.202.158
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System Accounting

Note

System accounting provides information about all system-level events (for example, when the system
reboots or when accounting is turned on or off).

The following accounting record shows a typical TACACS+ system accounting record server indicating
that AAA accounting has been turned off:

Wed Jun 27 03:55:32 2001 172.16.25.15 unknown unknown unknown start task_id=25
service=system event=sys_acct reason=reconfigure

The precise format of accounting packets records may vary depending on the TACACS+ daemon.

The following accounting record shows a TACACS+ system accounting record indicating that AAA
accounting has been turned on:

Wed Jun 27 03:55:22 2001 172.16.25.15 unknown unknown unknown stop task_id=23
service=system event=sys_acct reason=reconfigure

Additional tasks for measuring system resources are covered in the Cisco IOS software configuration
guides. For example, IP accounting tasks are described in the chapter“Configuring IP Services” in the
Cisco 10S Application Services Configuration Guide.

Command Accounting

Note

Command accounting provides information about the EXEC shell commands for a specified privilege
level that are being executed on a network access server. Each command accounting record includes a
list of the commands executed for that privilege level, as well as the date and time each command was
executed, and the user who executed it.

The following example shows the information contained in a TACACS+ command accounting record for
privilege level 1:

Wed Jun 27 03:46:47 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=3 service=shell priv-1lvl=1 cmd=show version <cr>

Wed Jun 27 03:46:58 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=4 service=shell priv-1lvl=1 cmd=show interfaces Ethernet 0
<cr>

Wed Jun 27 03:47:03 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=5 service=shell priv-1lvl=1 cmd=show ip route <cr>

The following example shows the information contained in a TACACS+ command accounting record for
privilege level 15:

Wed Jun 27 03:47:17 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=6 service=shell priv-1vl=15 cmd=configure terminal <cr>
Wed Jun 27 03:47:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_id=7 service=shell priv-1vl=15 cmd=interface Serial 0 <cr>
Wed Jun 27 03:47:29 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task_1id=8 service=shell priv-1vl=15 cmd=ip address 10.1.1.1
255.255.255.0 <cr>

The Cisco Systems implementation of RADIUS does not support command accounting.
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Resource Accounting

The Cisco implementation of AAA accounting provides “start” and “stop” record support for calls that
have passed user authentication. The additional feature of generating “stop” records for calls that fail to
authenticate as part of user authentication is also supported. Such records are necessary for users
employing accounting records to manage and monitor their networks.

This section includes the following subsections:
e AAA Resource Failure Stop Accounting, page 12
e AAA Resource Accounting for Start-Stop Records, page 14

AAA Resource Failure Stop Accounting

Before AAA resource failure stop accounting, there was no method of providing accounting records for
calls that failed to reach the user authentication stage of a call setup sequence. Such records are
necessary for users employing accounting records to manage and monitor their networks and their
wholesale customers.

This functionality generates a “stop” accounting record for any calls that do not reach user
authentication; “stop” records are generated from the moment of call setup. All calls that pass user
authentication behave as they did before; that is, no additional accounting records are seen.

Figure 2 illustrates a call setup sequence with normal call flow (no disconnect) and without AAA
resource failure stop accounting enabled.

Figure 2 Modem Dial-In Call Setup Sequence With Normal Flow and Without Resource Failure
Stop Accounting Enabled

Call Modem Service "Start" "Stop"
setup allocation setup record record

L | !
T ! 1

Call Modem User Call
authentication training authentication disconnect

35771

Figure 3 illustrates a call setup sequence with normal call flow (no disconnect) and with AAA resource
failure stop accounting enabled.
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Figure 3 Modem Dial-In Call Setup Sequence With Normal Flow and With Resource Failure
Stop Accounting Enabled
User
accounting
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accounting

Figure 4 illustrates a call setup sequence with call disconnect occurring before user authentication and
with AAA resource failure stop accounting enabled.

Figure 4 Modem Dial-In Call Setup Sequence With Call Disconnect Occurring Before User
Authentication and With Resource Failure Stop Accounting Enabled
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Call Modem Call S
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Figure 11 illustrates a call setup sequence with call disconnect occurring before user authentication and
without AAA resource failure stop accounting enabled.

Figure 5 Modem Dial-In Call Setup Sequence With Call Disconnect Occurring Before User
Authentication and Without Resource Failure Stop Accounting Enabled
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AAA Resource Accounting for Start-Stop Records

AAA resource accounting for start-stop records supports the ability to send a “start” record at each call
setup, followed by a corresponding “stop” record at the call disconnect. This functionality can be used
to manage and monitor wholesale customers from one source of data reporting, such as accounting
records.

With this feature, a call setup and call disconnect “start-stop” accounting record tracks the progress of
the resource connection to the device. A separate user authentication “start-stop” accounting record
tracks the user management progress. These two sets of accounting records are interlinked by using a
unique session ID for the call.

Figure 6 illustrates a call setup sequence with AAA resource start-stop accounting enabled.

Figure 6 Modem Dial-In Call Setup Sequence With Resource Start-Stop Accounting Enabled
Call "Start" Modem Service "Start" "Stop"
setup record allocation setup  record record

Call Modem User Call "Stop"
authentication training authentication disconnect record

35773

AAA Accounting Enhancements

The section includes the following enhancements:
¢ AAA Broadcast Accounting, page 14
e AAA Session MIB, page 14

AAA Broadcast Accounting

AAA broadcast accounting allows accounting information to be sent to multiple AAA servers at the
same time; that is, accounting information can be broadcast to one or more AAA servers simultaneously.
This functionality allows service providers to send accounting information to their own private AAA
servers and to the AAA servers of their end customers. It also provides redundant billing information for
voice applications.

Broadcasting is allowed among groups of RADIUS or TACACS+ servers, and each server group can
define its backup servers for failover independently of other groups.

Thus, service providers and their end customers can use different protocols (RADIUS or TACACS+) for
the accounting server. Service providers and their end customers can also specify their backup servers
independently. As for voice applications, redundant accounting information can be managed
independently through a separate group with its own failover sequence.

AAA Session MIB

l_ Configuring Accounting

The AAA session MIB feature allows customers to monitor and terminate their authenticated client
connections using Simple Network Management Protocol (SNMP). The data of the client is presented
so that it correlates directly to the AAA accounting information reported by either the RADIUS or the
TACACS+ server. AAA session MIB provides the following information:
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e Statistics for each AAA function (when used in conjunction with the show radius statistics
command)

e Status of servers providing AAA functions
e Identities of external AAA servers

¢ Real-time information (such as idle times), providing additional criteria for use by SNMP networks
for assessing whether or not to terminate an active call

This command is supported only on Cisco AS5300 and Cisco AS5800 universal access server platforms.

Table 1 shows the SNMP user-end data objects that can be used to monitor and terminate authenticated
client connections with the AAA session MIB feature.

Table 1 SNMP End-User Data Objects

Sessionld The session identification used by the AAA accounting protocol (same value as
reported by RADIUS attribute 44 (Acct-Session-1D)).

Userld The user login ID or zero-length string if a login is unavailable.

IpAddr The IP address of the session or 0.0.0.0 if an IP address is not applicable or unavailable.

IdleTime The elapsed time in seconds that the session has been idle.

Disconnect |The session termination object used to disconnect the given client.

Callld The entry index corresponding to this accounting session that the Call Tracker record
stored.

Table 2 describes the AAA summary information provided by the AAA session MIB feature using
SNMP on a per-system basis.

Table 2 SNMP AAA Session Summary

ActiveTableEntries Number of sessions currently active.

ActiveTableHighWaterMark |Maximum number of sessions present at once since last system
reinstallation.

TotalSessions Total number of sessions since last system reinstallation.

DisconnectedSessions Total number of sessions that have been disconnected using since last

system reinstallation.

Configuring Accounting g
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How to Configure AAA Accounting

This section describes the following configuration tasks involved in configuring AAA Accounting:
e Configuring AAA Accounting Using Named Method Lists
e Suppressing Generation of Accounting Records for Null Username Sessions
e Generating Interim Accounting Records
¢ Generating Accounting Records for Failed Login or Session
¢ Specifying Accounting NETWORK-Stop Records Before EXEC-Stop Records
e Configuring AAA Resource Failure Stop Accounting
e Configuring AAA Resource Accounting for Start-Stop Records
e Configuring AAA Broadcast Accounting
e Configuring AAA Resource Failure Stop Accounting
e Configuring AAA Session MIB
e Establishing a Session with a Router if the AAA Server is Unreachable
¢ Monitoring Accounting

e Troubleshooting Accounting

Configuring AAA Accounting Using Named Method Lists

To configure AAA accounting using named method lists, use the following commands beginning in
global configuration mode:

Command Purpose

Step1  Router(config)# aaa accounting {system | network | Creates an accounting method list and enables
exec | connection | commands level} {default | accounting. The argument list-name is a character
list-name} {start-stop | stop-only | none} [methodl . .

string used to name the created list.

[method2...]]

Step2 Router(config)# line [aux | comsole | tty | vty] Enters the line configuration mode for the lines to
line-number [ending-line-number] which the accounting method list is applied.
or or

Enters the interface configuration mode for the

Router (config)# interface interface-type interfaces to which the accounting method list is
interface-number

applied.
Step3  Router(config-line)# accounting {arap | commands Applies the accounting method list to a line or set of
level | connection | exec} {default | list-name} lines.
or or

Router (config-if)# ppp accounting {default | Applies the accounting method list to an interface or
list-name} set of interfaces.

~

Note  System accounting does not use named method lists. For system accounting, define only the default
method list.

Configuring Accounting
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This section includes the following sections:
e Accounting Types, page 17
e Accounting Record Types, page 17
e Accounting Methods, page 17

Accounting Types

Named accounting method lists are specific to the indicated type of accounting.

¢ network—To create a method list to enable authorization for all network-related service requests
(including SLIP, PPP, PPP NCPs, and ARA protocols), use the network keyword. For example, to
create a method list that provides accounting information for ARAP (network) sessions, use the
arap keyword.

e exec—To create a method list that provides accounting records about user EXEC terminal sessions
on the network access server, including username, date, start and stop times, use the exec keyword.

e commands—To create a method list that provides accounting information about specific, individual
EXEC commands associated with a specific privilege level, use the commands keyword.

e connection—To create a method list that provides accounting information about all outbound
connections made from the network access server, use the connection keyword.

¢ resource—Creates a method list to provide accounting records for calls that have passed user
authentication or calls that failed to be authenticated.

~

Note  System accounting does not support named method lists.

Accounting Record Types

For minimal accounting, use the stop-only keyword, which instructs the specified method (RADIUS or
TACACS+) to send a stop record accounting notice at the end of the requested user process. For more
accounting information, use the start-stop keyword to send a start accounting notice at the beginning of
the requested event and a stop accounting notice at the end of the event. To stop all accounting activities
on this line or interface, use the none keyword.

Accounting Methods

Table 3 lists the supported accounting methods.

Table 3 AAA Accounting Methods

Keyword Description

group radius Uses the list of all RADIUS servers for accounting.
group tacacs+ Uses the list of all TACACS+ servers for accounting.

group group-name Uses a subset of RADIUS or TACACS+ servers for accounting as defined by
the server group group-name.

Configuring Accounting
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The method argument refers to the actual method the authentication algorithm tries. Additional methods
of authentication are used only if the previous method returns an error, not if it fails. To specify that the
authentication should succeed even if all other methods return an error, specify additional methods in
the command. For example, to create a method list named acct_tacl that specifies RADIUS as the
backup method of authentication in the event that TACACS+ authentication returns an error, enter the
following command:

aaa accounting network acct_tacl stop-only group tacacs+ group radius
To create a default list that is used when a named list is not specified in the aaa accounting command,

use the default keyword followed by the methods that are wanted to be used in default situations. The
default method list is automatically applied to all interfaces.

For example, to specify RADIUS as the default method for user authentication during login, enter the
following command:

aaa accounting network default stop-only group radius

AAA accounting supports the following methods:

e group tacacs—To have the network access server send accounting information to a TACACS+
security server, use the group tacacs+ method keyword.

e group radius—To have the network access server send accounting information to a RADIUS
security server, use the group radius method keyword.

Note Accounting method lists for SLIP follow whatever is configured for PPP on the relevant interface. If no
lists are defined and applied to a particular interface (or no PPP settings are configured), the default
setting for accounting applies.

e group group-name—To specify a subset of RADIUS or TACACS+ servers to use as the accounting
method, use the aaa accounting command with the group group-name method. To specify and
define the group name and the members of the group, use the aaa group server command. For
example, use the aaa group server command to first define the members of group loginrad:
aaa group server radius loginrad

server 172.16.2.3

server 172.16.2 17
server 172.16.2.32

This command specifies RADIUS servers 172.16.2.3, 172.16.2.17, and 172.16.2.32 as members of
the group loginrad.

To specify group loginrad as the method of network accounting when no other method list has been
defined, enter the following command:

aaa accounting network default start-stop group loginrad

Before a group name can be used as the accounting method, communication with the RADIUS or
TACACS+ security server must be enabled.

Configuring Accounting
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Suppressing Generation of Accounting Records for Null Username Sessions

When AAA accounting is activated, the Cisco IOS software issues accounting records for all users on
the system, including users whose username string, because of protocol translation, is NULL. An
example of this is users who come in on lines where the aaa authentication login method-list none
command is applied. To prevent accounting records from being generated for sessions that do not have
usernames associated with them, use the following command in global configuration mode:

Command Purpose

Router (config)# aaa accounting suppress Prevents accounting records from being generated for users
null-username whose username string is NULL.

Generating Interim Accounting Records

To enable periodic interim accounting records to be sent to the accounting server, use the following
command in global configuration mode:

Command Purpose

Router (config)# aaa accounting update {[newinfo] | Enables periodic interim accounting records to be sent to the
[pericdic] number} accounting server.

When the aaa accounting update command is activated, the Cisco IOS software issues interim
accounting records for all users on the system. If the keyword newinfo is used, interim accounting
records are sent to the accounting server every time there is new accounting information to report. An
example of this would be when IPCP completes IP address negotiation with the remote peer. The interim
accounting record includes the negotiated IP address used by the remote peer.

When used with the keyword periodic, interim accounting records are sent periodically as defined by
the argument number. The interim accounting record contains all of the accounting information recorded
for that user up to the time the interim accounting record is sent.

A

Caution  Using the aaa accounting update periodic command can cause heavy congestion when many users are
logged in to the network.

Generating Accounting Records for Failed Login or Session

When AAA accounting is activated, the Cisco IOS software does not generate accounting records for
system users who fail login authentication, or who succeed in login authentication but fail PPP
negotiation for some reason.

To specify that accounting stop records be generated for users who fail to authenticate at login or during
session negotiation, use the following command in global configuration mode:

Command Purpose

Router (config)# aaa accounting send stop-record | Generates “stop” records for users who fail to authenticate at
authentication failure login or during session negotiation using PPP.

Configuring Accounting
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Specifying Accounting NETWORK-Stop Records Before EXEC-Stop Records

For PPP users who start EXEC terminal sessions, it can be specified that NETWORK records be
generated before EXEC-stop records. In some cases, such as billing customers for specific services, is
can be desirable to keep network start and stop records together, essentially “nesting” them within the
framework of the EXEC start and stop messages. For example, a user dialing in using PPP can create the
following records: EXEC-start, NETWORK-start, EXEC-stop, NETWORK-stop. By nesting the
accounting records, NETWORK-stop records follow NETWORK-start messages: EXEC-start,
NETWORK-start, NETWORK-stop, EXEC-stop.

To nest accounting records for user sessions, use the following command in global configuration mode:

Command Purpose

Router (config)# aaa accounting nested Nests network accounting records.

Configuring AAA Resource Failure Stop Accounting

To enable resource failure stop accounting, use the following command in global configuration:

Command Purpose

Router (config)# aaa accounting resource Generates a “stop” record for any calls that do not reach user
method-1list stop-failure group server-group authentication

Note Before configuring this feature, the tasks described in the
section “Prerequisites for Configuring Accounting” must
be performed, and SNMP must be enabled on the network
access server. For more information about enabling
SNMP on a Cisco router or access server, see the chapter
“Configuring SNMP Support” in the Cisco I0S
Network Managament Configuration Guide.

Configuring Accounting
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Configuring AAA Resource Accounting for Start-Stop Records

To enable full resource accounting for start-stop records, use the following command in global
configuration mode:

Command Purpose

Router (config)# aaa accounting resource Supports the ability to send a “start” record at each call setup.

method-list start-stop group server-group followed with a corresponding “stop” record at the call
disconnect.

Note Before configuring this feature, the tasks described in the
section “Prerequisites for Configuring Accounting” must
be performed, and SNMP must be enabled on the network
access server. For more information about enabling
SNMP on a Cisco router or access server, see the chapter
“Configuring SNMP Support” in the Cisco I0S
Network Managament Configuration Guide.

Configuring AAA Broadcast Accounting

To configure AAA broadcast accounting, use the aaa accounting command in global configuration
mode. This command has been modified to allow the broadcast keyword.

Command Purpose

Router (config)# aaa accounting {system | network | exec | Enables sending accounting records to multiple
connection | commands level} {default | list-name} {start-stop AAA servers. Simultaneously sends accounting

-onl hod1 hodz2. .. . . ;
| stop-only | none) [broadcast] methodl [method J records to the first server in each group. If the first
server is unavailable, failover occurs using the
backup servers defined within that group.

Configuring Per-DNIS AAA Broadcast Accounting

To configure AAA broadcast accounting per Dialed Number Identification Service (DNIS), use the
aaa dnis map accounting network command in global configuration mode. This command has been
modified to allow the broadcast keyword and multiple server groups.

Command Purpose
Router (config)# aaa dnis map dnis-number accounting network Allows per-DNIS accounting configuration, This
[start-stop | stop-only | none] [broadcast] methodl

command has precedence over the global aaa

[method2. . .] .
accounting command.

Enables sending accounting records to multiple
AAA servers. Simultaneously sends accounting
records to the first server in each group. If the first
server is unavailable, failover occurs using the
backup servers defined within that group.

Configuring Accounting g


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_snmp_sup.html

Configuring Accounting |

Il How to Configure AAA Accounting

Configuring AAA Session MIB

The following tasks must be performed before configuring the AAA session MIB feature:

¢ Configure SNMP. For information on SNMP, see the chapter “Configuring SNMP Support” in the
Cisco 10S Network Managament Configuration Guide.

e Configure AAA.
¢ Define the RADIUS or TACACS+ server characteristics.
~

Note  Overusing SNMP can affect the overall system performance; therefore, normal network management
performance must be considered when this feature is used.

To configure AAA session MIB, use the following command in global configuration mode

Command Purpose

Step1  Router(config)# aaa session-mib disconnect Monitors and terminates authenticated client
connections using SNMP.

To terminate the call, the disconnect keyword must
be used.

Establishing a Session with a Router if the AAA Server is Unreachable

To establish a console or telnet session with a router if the AAA server is unreachable, use the following
command in Global Configuration mode:

Command Purpose
Router (config)# no aaa accounting system The aaa accounting system guarantee-first command
guarantee-first guarantees system accounting as the first record, which is the

default condition.

In some situations, users may be prevented from starting a session
on the console or terminal connection until after the system
reloads, which can take more than three minutes. To resolve this
problem, the no aaa accounting system guarantee-first
command can be used.

~

Note  Entering the no aaa accounting system guarantee-first command is not the only condition by which
the console or telnet session can be started. For example, if the Privileged EXEC session is being
authenticated by TACACS and the TACACS server is not reachable, then the session cannot start.

l_ Configuring Accounting
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Monitoring Accounting

No specific show command exists for either RADIUS or TACACS+ accounting. To obtain accounting
records displaying information about users currently logged in, use the following command in privileged
EXEC mode:

Command Purpose

Router# show accounting Allows display of the active accountable events on the network
and helps collect information in the event of a data loss on the
accounting server.

Troubleshooting Accounting

To troubleshoot accounting information, use the following command in privileged EXEC mode:

Command Purpose

Router# debug aaa accounting Displays information on accountable events as they occur.

Accounting Attribute-Value Pairs

The network access server monitors the accounting functions defined in either TACACS+ attribute-value
(AV) pairs or RADIUS attributes, depending on which security method is implemented.

Configuration Examples for AAA Accounting

This section contains the following examples:
e Configuring Named Method List: Example
e Configuring AAA Resource Accounting: Example
e Configuring AAA Broadcast Accounting: Example
e Configuring Per-DNIS AAA Broadcast Accounting: Example
e AAA Session MIB: Example

Configuring Accounting
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Configuring Named Method List: Example

The following example shows how to configure a Cisco AS5200 (enabled for AAA and communication
with a RADIUS security server) in order for AAA services to be provided by the RADIUS server. If the
RADIUS server fails to respond, then the local database is queried for authentication and authorization
information, and accounting services are handled by a TACACS+ server.

aaa new-model

aaa authentication login admins local

aaa authentication ppp dialins group radius local

aaa authorization network bluel group radius local

aaa accounting network redl start-stop group radius group tacacs+

username root password ALongPassword

tacacs-server host 172.31.255.0
tacacs-server key goaway

radius-server host 172.16.2.7
radius-server key myRaDiUSpassWoRd

interface group-async 1
group-range 1 16

encapsulation ppp

ppp authentication chap dialins
ppp authorization bluel

ppp accounting redl

line 1 16

autoselect ppp

autoselect during-login
login authentication admins
modem dialin

The lines in this sample RADIUS AAA configuration are defined as follows:
e The aaa new-model command enables AAA network security services.

¢ The aaa authentication login admins local command defines a method list, “admins”, for login
authentication.

e The aaa authentication ppp dialins group radius local command defines the authentication
method list “dialins”, which specifies that first RADIUS authentication and then (if the RADIUS
server does not respond) local authentication is used on serial lines using PPP.

e The aaa authorization network bluel group radius local command defines the network
authorization method list named “bluel”, which specifies that RADIUS authorization is used on
serial lines using PPP. If the RADIUS server fails to respond, then local network authorization is
performed.

e The aaa accounting network red1 start-stop group radius group tacacs+ command defines the
network accounting method list named red1, which specifies that RADIUS accounting services (in
this case, start and stop records for specific events) are used on serial lines using PPP. If the RADIUS
server fails to respond, accounting services are handled by a TACACS+ server.

e The username command defines the username and password to be used for the PPP Password
Authentication Protocol (PAP) caller identification.

e The tacacs-server host command defines the name of the TACACS+ server host.

e The tacacs-server key command defines the shared secret text string between the network access
server and the TACACS+ server host.

Configuring Accounting
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e The radius-server host command defines the name of the RADIUS server host.

e The radius-server key command defines the shared secret text string between the network access
server and the RADIUS server host.

e The interface group-async command selects and defines an asynchronous interface group.

e The group-range command defines the member asynchronous interfaces in the interface group.

¢ The encapsulation ppp command sets PPP as the encapsulation method used on the specified

interfaces.

e The ppp authentication chap dialins command selects Challenge Handshake Authentication
Protocol (CHAP) as the method of PPP authentication and applies the “dialins” method list to the

specified interfaces.

e The ppp authorization bluel command applies the bluel network authorization method list to the

specified interfaces.

e The ppp accounting red1 command applies the red1 network accounting method list to the

specified interfaces.

e The line command switches the configuration mode from global configuration to line configuration
and identifies the specific lines being configured.

¢ The autoselect ppp command configures the Cisco IOS software to allow a PPP session to start up
automatically on these selected lines.

¢ The autoselect during-login command is used to display the username and password prompt
without pressing the Return key. After the user logs in, the autoselect function (in this case, PPP)

begins.

¢ The login authentication admins command applies the admins method list for login authentication.

e The modem dialin command configures modems attached to the selected lines to only accept

incoming calls.

The show accounting command yields the following output for the preceding configuration:

Active Accounted actions on ttyl, User username2 Priv 1
Task ID 5, Network Accounting record, 00:00:52 Elapsed
task_id=5 service=ppp protocol=ip address=10.0.0.98

Table 4 describes the fields contained in the preceding output.

Table 4 show accounting Field Descriptions

Field

Description

Active Accounted actions on

Terminal line or interface name user with which the user logged in.

User User’s ID.

Priv User’s privilege level.

Task ID Unique identifier for each accounting session.
Accounting Record Type of accounting session.

Elapsed Length of time (hh:mm:ss) for this session type.

attribute=value

AV pairs associated with this accounting session.

Configuring Accounting g
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Configuring AAA Resource Accounting: Example

The following example shows how to configure the resource failure stop accounting and resource
accounting for start-stop records functions:

'Enable AAA on your network access server.

aaa new-model

!Enable authentication at login and list the AOL string name to use for login
authentication.

aaa authentication login AOL group radius local

|Enable authentication for ppp and list the default method to use for PPP authentication.
aaa authentication ppp default group radius local

'Enable authorization for all exec sessions and list the AOL string name to use for
authorization.

aaa authorization exec AOL group radius if-authenticated

lEnable authorization for all network-related service requests and list the default method
to use for all network-related authorizations.

aaa authorization network default group radius if-authenticated

IEnable accounting for all exec sessions and list the default method to use for all
start-stop accounting services.

aaa accounting exec default start-stop group radius

lEnable accounting for all network-related service requests and list the default method to
use for all start-stop accounting services.

aaa accounting network default start-stop group radius

1Enable failure stop accounting.

aaa accounting resource default stop-failure group radius

Enable resource accounting for start-stop records.

aaa accounting resource default start-stop group radius

Configuring AAA Broadcast Accounting: Example

The following example shows how to turn on broadcast accounting using the global aaa accounting
command:
aaa group server radius 1isp

server 10.0.0.1
server 10.0.0.2

aaa group server tacacs+ 1isp_customer
server 172.0.0.1

aaa accounting network default start-stop broadcast group isp group isp_customer

radius-server host 10.0.0.1
radius-server host 10.0.0.2
radius-server key keyl

tacacs-server host 172.0.0.1 key key2

The broadcast keyword causes “start” and “stop” accounting records for network connections to be sent
simultaneously to server 10.0.0.1 in the group isp and to server 172.0.0.1 in the group isp_customer. If
server 10.0.0.1 is unavailable, failover to server 10.0.0.2 occurs. If server 172.0.0.1 is unavailable, no
failover occurs because backup servers are not configured for the group isp_customer.

Configuring Accounting
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Configuring Per-DNIS AAA Broadcast Accounting: Example

The following example shows how to turn on per DNIS broadcast accounting using the global aaa dnis
map accounting network command:

aaa group server radius isp
server 10.0.0.1
server 10.0.0.2

aaa group server tacacs+ 1isp_customer
server 172.0.0.1

aaa dnis map enable
aaa dnis map 7777 accounting network start-stop broadcast group isp group isp_customer

radius-server host 10.0.0.1
radius-server host 10.0.0.2
radius-server key key_ 1

tacacs-server host 172.0.0.1 key key_2

The broadcast keyword causes “start” and “stop” accounting records for network connection calls
having DNIS number 7777 to be sent simultaneously to server 10.0.0.1 in the group isp and to server
172.0.0.1 in the group isp_customer. If server 10.0.0.1 is unavailable, failover to server 10.0.0.2 occurs.
If server 172.0.0.1 is unavailable, no failover occurs because backup servers are not configured for the
group isp_customer.

AAA Session MIB: Example

The following example shows how to set up the AAA session MIB feature to disconnect authenticated
client connections for PPP users:

aaa new-model

aaa authentication ppp default group radius

aaa authorization network default group radius

aaa accounting network default start-stop group radius
aaa session-mib disconnect

Configuring Accounting
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Feature Information for Configuring Accounting

Note

Table 5 lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in Cisco IOS Releases 12.2(1) or 12.0(3)S or a later release
appear in the table.

Not all commands may be available in the Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 5 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 5 Feature Information for Configuring Accounting

Feature Name

Releases Feature Information

Cisco IOS For information about feature support in Cisco IOS
software, use Cisco Feature Navigator.

Connection Accounting CiscoIOS XE |This feature was introduced on Cisco ASR 1000

Release 2.1 Series Routers.

AAA Session MIB

CiscoIOS XE |This feature was introduced on Cisco ASR 1000
Release 2.1 Series Routers.

AAA Broadcast Accounting CiscoIOS XE |This feature was introduced on Cisco ASR 1000

Release 2.2 Series Routers.
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Feature History

Release Modification

Cisco IOS For information about feature support in Cisco IOS software, use Cisco
Feature Navigator.

Cisco I0S XE This feature was introduced on Cisco ASR 1000 Series Routers.

Release 2.1

This chapter describes the Remote Authentication Dial-In User Service (RADIUS) security system,
defines its operation, and identifies appropriate and inappropriate network environments for using
RADIUS technology. The “RADIUS Configuration Task List” section describes how to configure
RADIUS with the authentication, authorization, and accounting (AAA) command set.

For a complete description of the RADIUS commands used in this chapter, refer to the chapter “RADIUS
Commands” in the Cisco IOS Security Command Reference. To locate documentation of other
commands that appear in this chapter, use the command reference master index or search online.

To identify the hardware platform or software image information associated with a feature, use the
Feature Navigator on Cisco.com to search for information about the feature or refer to the software
release notes for a specific release. For more information, see the “Identifying Supported Platforms”
section in the “Using Cisco IOS Software” chapter.
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About RADIUS

RADIUS is a distributed client/server system that secures networks against unauthorized access. In the
Cisco implementation, RADIUS clients run on Cisco routers and send authentication requests to a
central RADIUS server that contains all user authentication and network service access information.

RADIUS is a fully open protocol, distributed in source code format, that can be modified to work with
any security system currently available on the market.

Cisco supports RADIUS under its AAA security paradigm. RADIUS can be used with other AAA
security protocols, such as TACACS+, Kerberos, and local username lookup. RADIUS is supported on
all Cisco platforms, but some RADIUS-supported features run only on specified platforms.

RADIUS has been implemented in a variety of network environments that require high levels of security
while maintaining network access for remote users.

Use RADIUS in the following network environments that require access security:

e Networks with multiple-vendor access servers, each supporting RADIUS. For example, access
servers from several vendors use a single RADIUS server-based security database. In an IP-based
network with multiple vendors’ access servers, dial-in users are authenticated through a RADIUS
server that has been customized to work with the Kerberos security system.

e Turnkey network security environments in which applications support the RADIUS protocol, such
as in an access environment that uses a “smart card” access control system. In one case, RADIUS
has been used with Enigma’s security cards to validate users and grant access to network resources.

e Networks already using RADIUS. You can add a Cisco router with RADIUS to the network. This
might be the first step when you make a transition to a Terminal Access Controller Access Control
System Plus (TACACS+) server.

e Networks in which a user must only access a single service. Using RADIUS, you can control user
access to a single host, to a single utility such as Telnet, or to a single protocol such as Point-to-Point
Protocol (PPP). For example, when a user logs in, RADIUS identifies this user as having
authorization to run PPP using IP address 10.2.3.4 and the defined access list is started.

e Networks that require resource accounting. You can use RADIUS accounting independent of
RADIUS authentication or authorization. The RADIUS accounting functions allow data to be sent
at the start and end of services, indicating the amount of resources (such as time, packets, bytes, and
so on) used during the session. An Internet service provider (ISP) might use a freeware-based
version of RADIUS access control and accounting software to meet special security and billing
needs.

e Networks that wish to support preauthentication. Using the RADIUS server in your network, you
can configure AAA preauthentication and set up the preauthentication profiles. Preauthentication
enables service providers to better manage ports using their existing RADIUS solutions, and to
efficiently manage the use of shared resources to offer differing service-level agreements.

RADIUS is not suitable in the following network security situations:
e Multiprotocol access environments. RADIUS does not support the following protocols:
— AppleTalk Remote Access (ARA)
— NetBIOS Frame Control Protocol (NBFCP)
- NetWare Asynchronous Services Interface (NASI)
— X.25 PAD connections
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Router-to-router situations. RADIUS does not provide two-way authentication. RADIUS can be

used to authenticate from one router to a non-Cisco router if the non-Cisco router requires RADIUS
authentication.

e Networks using a variety of services. RADIUS generally binds a user to one service model.

RADIUS Operation

When a user attempts to log in and authenticate to an access server using RADIUS, the following steps
occur:

1. The user is prompted for and enters a username and password.

2. The username and encrypted password are sent over the network to the RADIUS server.
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3. The user receives one of the following responses from the RADIUS server:
a. ACCEPT—The user is authenticated.

b. REJECT—The user is not authenticated and is prompted to reenter the username and password,
or access is denied.

c. CHALLENGE—A challenge is issued by the RADIUS server. The challenge collects additional
data from the user.

d. CHANGE PASSWORD—A request is issued by the RADIUS server, asking the user to select
a new password.

The ACCEPT or REJECT response is bundled with additional data that is used for EXEC or network
authorization. You must first complete RADIUS authentication before using RADIUS authorization.
The additional data included with the ACCEPT or REJECT packets consists of the following:

e Services that the user can access, including Telnet, rlogin, or local-area transport (LAT) connections,
and PPP, Serial Line Internet Protocol (SLIP), or EXEC services.

¢ Connection parameters, including the host or client IP address, access list, and user timeouts.

RADIUS Configuration Task List

To configure RADIUS on your Cisco router or access server, you must perform the following tasks:

e Use the aaa new-model global configuration command to enable AAA. AAA must be configured if
you plan to use RADIUS. For more information about using the aaa new-model command, refer to
the “AAA Overview” chapter.

e Use the aaa authentication global configuration command to define method lists for RADIUS
authentication. For more information about using the aaa authentication command, refer to the
“Configuring Authentication” chapter.

e Use line and interface commands to enable the defined method lists to be used. For more
information, refer to the “Configuring Authentication” chapter.

The following configuration tasks are optional:

¢ You may use the aaa group server command to group selected RADIUS hosts for specific services.
For more information about using the aaa group server command, refer to the “Configuring AAA
Server Groups” section in this chapter.

¢ You may use the aaa dnis map command to select RADIUS server groups based on DNIS number.
To use this command, you must define RADIUS server groups using the aaa group server
command. For more information about using the aaa dnis map command, refer to the section
“Configuring AAA Server Group Selection Based on DNIS” in this chapter.

¢ You may use the aaa authorization global command to authorize specific user functions. For more
information about using the aaa authorization command, refer to the chapter “Configuring
Authorization.”

¢ You may use the aaa accounting command to enable accounting for RADIUS connections. For
more information about using the aaa accounting command, refer to the chapter “Configuring
Accounting.”

¢ You may use the dialer aaa interface configuration command to create remote site profiles that
contain outgoing call attributes on the AAA server. For more information about using the dialer aaa
command, refer to the section “Configuring Suffix and Password in RADIUS Access Requests” in
this chapter.
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This section describes how to set up RADIUS for authentication, authorization, and accounting on your
network, and includes the following sections:

Configuring Router to RADIUS Server Communication (Required)

Configuring Router to Use Vendor-Specific RADIUS Attributes (Optional)
Configuring Router for Vendor-Proprietary RADIUS Server Communication (Optional)
Configuring Router to Query RADIUS Server for Static Routes and IP Addresses (Optional)
Configuring Router to Expand Network Access Server Port Information (Optional)
Configuring AAA Server Groups (Optional)

Configuring AAA Server Groups with Deadtime (Optional)

Configuring AAA DNIS Authentication

Configuring AAA Server Group Selection Based on DNIS (Optional)

Configuring AAA Preauthentication

Configuring a Guard Timer

Specifying RADIUS Authentication

Specifying RADIUS Authorization (Optional)

Specifying RADIUS Accounting (Optional)

Configuring RADIUS Login-IP-Host (Optional)

Configuring RADIUS Prompt (Optional)

Configuring Suffix and Password in RADIUS Access Requests (Optional)

For RADIUS configuration examples using the commands in this chapter, refer to the section “RADIUS
Configuration Examples” at the end of this chapter.

Configuring Router to RADIUS Server Communication

The RADIUS host is normally a multiuser system running RADIUS server software from Cisco
(CiscoSecure ACS), Livingston, Merit, Microsoft, or another software provider. Configuring router to
RADIUS server communication can have several components:

Host name or IP address
Authentication destination port
Accounting destination port
Timeout period
Retransmission value

Key string

RADIUS security servers are identified on the basis of their host name or IP address, host name and
specific UDP port numbers, or IP address and specific UDP port numbers. The combination of the IP
address and UDP port number creates a unique identifier, allowing different ports to be individually
defined as RADIUS hosts providing a specific AAA service. In other words, this unique identifier
enables RADIUS requests to be sent to multiple UDP ports on a server at the same IP address. If two
different host entries on the same RADIUS server are configured for the same service—for example,
accounting—the second host entry configured acts as fail-over backup to the first one. Using this

"
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Note

example, if the first host entry fails to provide accounting services, the network access server will try the
second host entry configured on the same device for accounting services. (The RADIUS host entries will
be tried in the order they are configured.)

A RADIUS server and a Cisco router use a shared secret text string to encrypt passwords and exchange
responses.To configure RADIUS to use the AAA security commands, you must specify the host running
the RADIUS server daemon and a secret text (key) string that it shares with the router.

The timeout, retransmission, and encryption key values are configurable globally for all RADIUS
servers, on a per-server basis, or in some combination of global and per-server settings. To apply these
settings globally to all RADIUS servers communicating with the router, use the three unique global
commands: radius-server timeout, radius-server retransmit, and radius-server key. To apply these
values on a specific RADIUS server, use the radius-server host command.

You can configure both global and per-server timeout, retransmission, and key value commands
simultaneously on the same Cisco network access server. If both global and per-server functions are
configured on a router, the per-server timer, retransmission, and key value commands override global
timer, retransmission, and key value commands.

To configure per-server RADIUS server communication, use the following command in global
configuration mode:

Command

Purpose

Router (config) # radius-server host {hostname | Specifies the IP address or host name of the remote RADIUS

ip-address}
port-number]
retries]

ip address}]

[auth-port port-number] [acct-port server host and assign authentication and accounting destination
[timeout seconds] [retransmit

[key string] [alias {hostname |

port numbers. Use the auth-port port-number option to configure
a specific UDP port on this RADIUS server to be used solely for
authentication. Use the acct-port port-number option to
configure a specific UDP port on this RADIUS server to be used
solely for accounting. Use the alias keyword to configure up to
eight multiple IP addresses for use when referring to RADIUS
Sservers.

To configure the network access server to recognize more than
one host entry associated with a single IP address, simply repeat
this command as many times as necessary, making sure that each
UDP port number is different. Set the timeout, retransmit, and
encryption key values to use with the specific RADIUS host.

If no timeout is set, the global value is used; otherwise, enter a
value in the range 1 to 1000. If no retransmit value is set, the
global value is used; otherwise enter a value in the range 1 to
1000. If no key string is specified, the global value is used.

Note  The key is a text string that must match the encryption key
used on the RADIUS server. Always configure the key as
the last item in the radius-server host command syntax
because the leading spaces are ignored, but spaces within
and at the end of the key are used. If you use spaces in
your key, do not enclose the key in quotation marks unless
the quotation marks themselves are part of the key.
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To configure global communication settings between the router and a RADIUS server, use the following
radius-server commands in global configuration mode:

Command Purpose
Step1  Router(config)# radius-server key {0 string [ 7 Specifies the shared secret text string used between
string | string} the router and a RADIUS server. Use the 0 /ine option

to configure an unencrypted shared secret. Use the
7 line option to configure an encrypted shared secret.

Step2  Router(config)# radius-server retransmit retries Specifies how many times the router transmits each
RADIUS request to the server before giving up (the
default is 3).

Step3  Router(config)# radius-server timeout seconds Specifies for how many seconds a router waits for a
reply to a RADIUS request before retransmitting the
request.

Step4  Router(config)# radius-server deadtime minutes Specifies for how many minutes a RADIUS server

that is not responding to authentication requests is
passed over by requests for RADIUS authentication.

Configuring Router to Use Vendor-Specific RADIUS Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific information between the network access server and the RADIUS server by using the
vendor-specific attribute (attribute 26). Vendor-specific attributes (VSAs) allow vendors to support their
own extended attributes not suitable for general use. The Cisco RADIUS implementation supports one
vendor-specific option using the format recommended in the specification. Cisco’s vendor-ID is 9, and
the supported option has vendor-type 1, which is named “cisco-avpair.” The value is a string of the
following format:

protocol : attribute sep value *

“Protocol” is a value of the Cisco “protocol” attribute for a particular type of authorization; protocols
that can be used include IP, IPX, VPDN, VOIP, SHELL, RSVP, SIP, AIRNET, OUTBOUND. “Attribute”
and “value” are an appropriate attribute-value (AV) pair defined in the Cisco TACACS+ specification,
and “sep” is “=" for mandatory attributes and “*” for optional attributes. This allows the full set of
features available for TACACS+ authorization to also be used for RADIUS.

For example, the following AV pair causes Cisco’s “multiple named ip address pools” feature to be
activated during IP authorization (during PPP’s IPCP address assignment):

cisco-avpair= "ip:addr-pool=first™

If you insert an “*”, the AV pair “ip:addr-pool=first” becomes optional. Note that any AV pair can be
made optional.

cisco-avpair= "ip:addr-pool*first™

The following example shows how to cause a user logging in from a network access server to have
immediate access to EXEC commands:

cisco-avpair= “shell:priv-1lvl=15"

Other vendors have their own unique vendor-IDs, options, and associated VSAs. For more information

about vendor-IDs and VSAs, refer to RFC 2138, Remote Authentication Dial-In User Service
(RADIUS).

| '-
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To configure the network access server to recognize and use VSAs, use the following command in global
configuration mode:

Command Purpose
Router (config) # radius-server vsa send Enables the network access server to recognize and use VSAs as
laccounting | authentication] defined by RADIUS IETF attribute 26.

For a complete list of RADIUS attributes or more information about vendor-specific attribute 26, refer
to the appendix “RADIUS Attributes.”

Configuring Router for Vendor-Proprietary RADIUS Server Communication

Step 1

Step 2

Although an Internet Engineering Task Force (IETF) draft standard for RADIUS specifies a method for
communicating vendor-proprietary information between the network access server and the RADIUS
server, some vendors have extended the RADIUS attribute set in a unique way. Cisco I0S software
supports a subset of vendor-proprietary RADIUS attributes.

As mentioned earlier, to configure RADIUS (whether vendor-proprietary or IETF draft-compliant), you
must specify the host running the RADIUS server daemon and the secret text string it shares with the
Cisco device. You specify the RADIUS host and secret text string by using the radius-server commands.
To identify that the RADIUS server is using a vendor-proprietary implementation of RADIUS, use the
radius-server host non-standard command. Vendor-proprietary attributes will not be supported unless
you use the radius-server host non-standard command.

To specify a vendor-proprietary RADIUS server host and a shared secret text string, use the following
commands in global configuration mode:

Command

Purpose

Router (config) # radius-server host Specifies the IP address or host name of the remote

{hostname | ip-address} non-standard

RADIUS server host and identifies that it is using a
vendor-proprietary implementation of RADIUS.

Router (config) # radius-server key (0 string | Specifies the shared secret text string used between
7 string | string} the router and the vendor-proprietary RADIUS

server. The router and the RADIUS server use this
text string to encrypt passwords and exchange
responses.

Configuring Router to Query RADIUS Server for Static Routes and IP Addresses

Some vendor-proprietary implementations of RADIUS let the user define static routes and IP pool
definitions on the RADIUS server instead of on each individual network access server in the network.
Each network access server then queries the RADIUS server for static route and IP pool information.

To have the Cisco router or access server query the RADIUS server for static routes and IP pool
definitions when the device first starts up, use the following command in global configuration mode:
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Command

Purpose

Router (config)# radius-server configure-nas Tells the Cisco router or access server to query the RADIUS

server for the static routes and IP pool definitions used throughout
its domain.

S

Note

Because the radius-server configure-nas command is performed when the Cisco router starts up, it will
not take effect until you issue a copy system:running config nvram:startup-config command.

Configuring Router to Expand Network Access Server Port Information

There are some situations when PPP or login authentication occurs on an interface different from the
interface on which the call itself comes in. For example, in a V.120 ISDN call, login or PPP
authentication occurs on a virtual asynchronous interface “ttt” but the call itself occurs on one of the
channels of the ISDN interface.

The radius-server attribute nas-port extended command configures RADIUS to expand the size of the
NAS-Port attribute (RADIUS IETF attribute 5) field to 32 bits. The upper 16 bits of the NAS-Port
attribute display the type and number of the controlling interface; the lower 16 bits indicate the interface
undergoing authentication.

To display expanded interface information in the NAS-Port attribute field, use the following command
in global configuration mode:

Command

Purpose

Router (config) # radius-server attribute nas-port |Expands the size of the NAS-Port attribute from 16 to 32 bits to

format

display extended interface information.

~

Note

This command replaces the radius-server extended-portnames command and the radius-server
attribute nas-port extended command.

On platforms with multiple interfaces (ports) per slot, the Cisco RADIUS implementation will not
provide a unique NAS-Port attribute that permits distinguishing between the interfaces. For example, if
a dual PRI interface is in slot 1, calls on both Serial1/0:1 and Seriall/1:1 will appear as

NAS-Port = 20101.

Once again, this is because of the 16-bit field size limitation associated with RADIUS IETF NAS-Port
attribute. In this case, the solution is to replace the NAS-Port attribute with a vendor-specific attribute
(RADIUS IETF attribute 26). Cisco's vendor-ID is 9, and the Cisco-NAS-Port attribute is subtype 2.
Vendor-specific attributes (VSAs) can be turned on by entering the radius-server vsa send command.
The port information in this attribute is provided and configured using the aaa nas port extended
command.

To replace the NAS-Port attribute with RADIUS IETF attribute 26 and to display extended field
information, use the following commands in global configuration mode:

"=
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Step 1

Step 2

Command Purpose
Router (config)# radius-server vsa send Enables the network access server to recognize and
laccounting | authentication] use vendor-specific attributes as defined by RADIUS

IETF attribute 26.

Router (config)# aaa nas port extended

Expands the size of the VSA NAS-Port field from 16
to 32 bits to display extended interface information.

The standard NAS-Port attribute (RADIUS IETF attribute 5) will continue to be sent. If you do not want
this information to be sent, you can suppress it by using the no radius-server attribute nas-port
command. When this command is configured, the standard NAS-Port attribute will no longer be sent.

For a complete list of RADIUS attributes, refer to the appendix “RADIUS Attributes.”

For information about configuring RADIUS port identification for PPP, see the Cisco I0S Wide-Area
Networking Configuration Guide.

Configuring AAA Server Groups

Step 1

Configuring the router to use AAA server groups provides a way to group existing server hosts. This
allows you to select a subset of the configured server hosts and use them for a particular service. A server
group is used in conjunction with a global server-host list. The server group lists the IP addresses of the
selected server hosts.

Server groups also can include multiple host entries for the same server, as long as each entry has a
unique identifier. The combination of an IP address and a UDP port number creates a unique identifier,
allowing different ports to be individually defined as RADIUS hosts providing a specific AAA service.
In other words, this unique identifier enables RADIUS requests to be sent to different UDP ports on a
server at the same IP address. If two different host entries on the same RADIUS server are configured
for the same service—for example, accounting—the second host entry configured acts as failover backup
to the first one. Using this example, if the first host entry fails to provide accounting services, the
network access server will try the second host entry configured on the same device for accounting
services. (The RADIUS host entries will be tried in the order in which they are configured.)

To define a server host with a server group name, enter the following commands in global configuration
mode. The listed server must exist in global configuration mode:

Command Purpose
Router (config)# radius-server host Specifies and defines the IP address of the server host
(hostname | ip-address} lauth-port port-number] before configuring the AAA server-group. Refer to

[acct-port port-number] [timeout seconds]
[retransmit retries] [key string] [alias {hostname |
ip address}]

the section “Configuring Router to RADIUS Server
Communication” of this chapter for more information
on the radius-server host command.
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Command Purpose

Step2 Router(config-if)# aaa group server Defines the AAA server group with a group name. All
{radius | tacacs+} group-name members of a group must be the same type; that is,

RADIUS or TACACS+. This command puts the

router in server group subconfiguration mode.

Step3  Router(config-sg)# server ip-address Associates a particular RADIUS server with the
lauth-port port-number] [acct-port port-number] defined server group. Each security server is
identified by its IP address and UDP port number.

Repeat this step for each RADIUS server in the AAA
server group.

Note Each server in the group must be defined
previously using the radius-server host
command.

Configuring AAA Server Groups with Deadtime

After you have configured a server host with a server name, you can use the deadtime command to
configure each server per server group. Configuring deadtime within a server group allows you to direct
AAA traffic to separate groups of servers that have different operational characteristics.

Configuring deadtime is no longer limited to a global configuration. A separate timer has been attached
to each server host in every server group. Therefore, when a server is found to be unresponsive after
numerous retransmissions and timeouts, the server is assumed to be dead. The timers attached to each
server host in all server groups are triggered. In essence, the timers are checked and subsequent requests
to a server (once it is assumed to be dead) are directed to alternate timers, if configured. When the
network access server receives a reply from the server, it checks and stops all configured timers (if
running) for that server in all server groups.

If the timer has expired, only the server to which the timer is attached is assumed to be alive. This
becomes the only server that can be tried for later AAA requests using the server groups to which the
timer belongs.

Note  Since one server has different timers and may have different deadtime values configured in the server
groups, the same server may in the future have different states (dead and alive) at the same time.

Note  To change the state of a server, you must start and stop all configured timers in all server groups.

The size of the server group will be slightly increased because of the addition of new timers and the
deadtime attribute. The overall impact of the structure depends on the number and size of the server
groups and how the servers are shared among server groups in a specific configuration.

To configure deadtime within a server group, use the following commands beginning in global
configuration mode:
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Step 1
Step 2

Step 3

Command Purpose

Router (config)# aaa group server radius groupl Defines a RADIUS type server group.

Router (config-sg)# deadtime I Configures and defines deadtime value in minutes.

Note Local server group deadtime will override

the global configuration. If omitted from
the local server group configuration, the
value will be inherited from the master
list.

Router (config-sg) # exit Exits server group configuration mode.

Configuring AAA DNIS Authentication

Step 1
Step 2
Step 3

Step 4

DNIS preauthentication enables preauthentication at call setup based on the number dialed. The DNIS
number is sent directly to the security server when a call is received. If authenticated by AAA, the call
is accepted.

To configure DNIS authentication, perform the following tasks in global configuration mode:

Command Purpose

Router# config term Enters global configuration mode.

Router (config) # aaa preauth Enters AAA preauthentication mode.

Router (config-preauth)# group {radius | tacacs+ (Optional) Selects the security server to

server-group} use for AAA preauthentication requests.
The default is RADIUS.

Router (config-preauth) # dnis [password string] Enables preauthentication using DNIS
and optionally specifies a password to
use in Access-Request packets.

Configuring AAA Server Group Selection Based on DNIS

Cisco IOS software allows you to assign a Dialed Number Identification Service (DNIS) number to a
particular AAA server group so that the server group can process authentication, authorization, and
accounting requests for users dialing in to the network using that particular DNIS. Any phone line (a
regular home phone or a commercial T1/PRI line) can be associated with several phone numbers. The
DNIS number identifies the number that was called to reach you.

For example, suppose you want to share the same phone number with several customers, but you want
to know which customer is calling before you pick up the phone. You can customize how you answer the
phone because DNIS allows you to know which customer is calling when you answer.

Cisco routers with either ISDN or internal modems can receive the DNIS number. This functionality
allows users to assign different RADIUS server groups for different customers (that is, different
RADIUS servers for different DNIS numbers). Additionally, using server groups you can specify the
same server group for AAA services or a separate server group for each AAA service.
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Cisco IOS software provides the flexibility to implement authentication and accounting services in
several ways:

Globally—AAA services are defined using global configuration access list commands and applied
in general to all interfaces on a specific network access server.

Per Interface—AAA services are defined using interface configuration commands and applied
specifically to the interface being configured on a specific network access server.

DNIS mapping—You can use DNIS to specify an AAA server to supply AAA services.

Because each of these AAA configuration methods can be configured simultaneously, Cisco has
established an order of precedence to determine which server or groups of servers provide AAA services.
The order of precedence is as follows:

Per DNIS—If you configure the network access server to use DNIS to identify/determine which
server group provides AAA services, then this method takes precedence over any additional AAA
selection method.

Per interface—If you configure the network access server per interface to use access lists to
determine how a server provides AAA services, this method takes precedence over any global
configuration AAA access lists.

Globally—If you configure the network access server by using global AAA access lists to determine
how the security server provides AAA services, this method has the least precedence.

Note  Prior to configuring AAA Server Group Selection Based on DNIS, you must configure the list of
RADIUS server hosts and configure the AAA server groups. See the sections “Configuring Router to
RADIUS Server Communication” and “Configuring AAA Server Groups” of this chapter.

To configure the router to select a particular AAA server group based on the DNIS of the server group,
configure DNIS mapping. To map a server group with a group name with DNIS number, use the
following commands in global configuration mode:

Command Purpose

Router (config)# aaa dnis map enable Enables DNIS mapping.

Router (config)# aaa dnis map dnis-number Maps a DNIS number to a defined AAA server group;

authentication ppp group server-group-name the servers in this server group are being used for
authentication.

Router (config)# aaa dnis map dnis-number Maps a DNIS number to a defined AAA server group;

authorization network group server-group-name

the servers in this server group are being used for
authorization.

Router (config)# aaa dnis map dnis-number accounting Maps a DNIS number to a defined AAA server group;

network [none | start-stop | stop-only] group
server-group-name

the servers in this server group are being used for
accounting.
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Configuring AAA Preauthentication

Configuring AAA preauthentication with ISDN PRI or channel-associated signalling (CAS) allows
service providers to better manage ports using their existing RADIUS solutions and efficiently manage
the use of shared resources to offer differing service-level agreements. With ISDN PRI or CAS,
information about an incoming call is available to the network access server (NAS) before the call is
connected. The available call information includes the following:

e The Dialed Number Identification Service (DNIS) number, also referred to as the called number
e The Calling Line Identification (CLID) number, also referred to as the calling number
e The call type, also referred to as the bearer capability

This feature allows a Cisco NAS to decide—on the basis of the DNIS number, the CLID number, or the
call type—whether to connect an incoming call. (With ISDN PRI, it enables user authentication and
authorization before a call is answered. With CAS, the call must be answered; however, the call can be
dropped if preauthentication fails.)

When an incoming call arrives from the public network switch, but before it is connected, AAA
preauthentication enables the NAS to send the DNIS number, CLID number, and call type to a RADIUS
server for authorization. If the server authorizes the call, then the NAS accepts the call. If the server does
not authorize the call, then the NAS sends a disconnect message to the public network switch to reject
the call.

In the event that the RADIUS server application becomes unavailable or is slow to respond, a guard timer
can be set in the NAS. When the timer expires, the NAS uses a configurable parameter to accept or reject
the incoming call that has no authorization.

This feature supports the use of attribute 44 by the RADIUS server application and the use of RADIUS
attributes that are configured in the RADIUS preauthentication profiles to specify preauthentication
behavior. They may also be used, for instance, to specify whether subsequent authentication should
occur and, if so, what authentication method should be used.

The following restrictions apply to AAA preauthentication with ISDN PRI and CAS:
e Attribute 44 is available for CAS calls only when preauthentication or resource pooling is enabled.
e MMP is not available with ISDN PRI.

e AAA preauthentication is available only on the Cisco AS5300, Cisco AS5400, and Cisco AS5800
platforms.

Note  Prior to configuring AAA preauthentication, you must enable the aaa new-model command and make
sure the supporting preauthentication application is running on a RADIUS server in your network.
To configure AAA preauthentication, use the following commands beginning in global configuration
mode:
Command Purpose
Step1  Router(config)# aaa preauth Enters AAA preauthentication configuration
mode.
Step2  Router(config-preauth)# group server-group Specifies the AAA RADIUS server group to use
for preauthentication.
Step3  Router(config-preauth)# clid [if-avail | required] Preauthenticates calls on the basis of the CLID
[accept-stop] [password string] number.

.
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Command

Purpose

Router (config-preauth) # ctype [if-avail | required]
[accept-stop]

[password string]

Preauthenticates calls on the basis of the call type.

Router (config-preauth)# dnis [if-avail | required]
[accept-stop]

[password string]

Preauthenticates calls on the basis of the DNIS
number.

Router (config-preauth)# dnis bypass {dnis-group-name}

Specifies a group of DNIS numbers that will be
bypassed for preauthentication.

To configure DNIS preauthentication, use the following commands beginning in global configuration
mode:

Command

Purpose

Router (config)# aaa preauth

Enters AAA preauthentication mode.

Router (config-preauth)# group {radius | tacacs+
server-group}

(Optional) Selects the security server to use for
AAA preauthentication requests. The default is
RADIUS.

Router (config-preauth)# dnis [password string]

Enables preauthentication using DNIS and
optionally specifies a password to use in
Access-Request packets.

In addition to configuring preauthentication on your Cisco router, you must set up the preauthentication
profiles on the RADIUS server. For information on setting up the preauthentication profiles, see the
following sections:

Setting Up the RADIUS Profile for DNIS or CLID Preauthentication
Setting Up the RADIUS Profile for Call Type Preauthentication

Setting Up the RADIUS Profile for Preauthentication Enhancements for Callback
Setting Up the RADIUS Profile for a Remote Host Name Used for Large-Scale Dial-Out
Setting Up the RADIUS Profile for Modem Management

Setting Up the RADIUS Profile for Subsequent Authentication

Setting Up the RADIUS Profile for Subsequent Authentication Type
Setting Up the RADIUS Profile to Include the Username

Setting Up the RADIUS Profile for Two-Way Authentication
Setting Up the RADIUS Profile to Support Authorization

Setting Up the RADIUS Profile for DNIS or CLID Preauthentication

To set up the RADIUS preauthentication profile, use the DNIS or CLID number as the username, and use
the password defined in the dnis or clid command as the password.
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The preauthentication profile must have “outbound” as the service type because the password is

predefined on the NAS. Setting up the preauthentication profile in this manner prevents users from trying
to log in to the NAS with the username of the DNIS number, CLID number, or call type and an obvious
password. The “outbound” service type is also included in the access-request packet sent to the RADIUS

SErver.

Setting Up the RADIUS Profile for Call Type Preauthentication

Note

To set up the RADIUS preauthentication profile, use the call type string as the username, and use the
password defined in the ctype command as the password. The following table shows the call type strings

that may be used in the preauthentication profile:

Call Type String ISDN Bearer Capabilities
digital Unrestricted digital, restricted digital.
speech Speech, 3.1 kHz audio, 7 kHz audio.

Note  This is the only call type available for CAS.

v.110 Anything with V.110 user information layer.

v.120 Anything with V.120 user information layer.

The preauthentication profile must have “outbound” as the service type because the password is
predefined on the NAS. Setting up the preauthentication profile in this manner prevents users from trying
to log in to the NAS with the username of the DNIS number, CLID number, or call type and an obvious
password. The “outbound” service type is also included in the access-request packet sent to the RADIUS
server and should be a check-in item if the RADIUS server supports check-in items.

Setting Up the RADIUS Profile for Preauthentication Enhancements for Callback

Note

Callback allows remote network users such as telecommuters to dial in to the NAS without being
charged. When callback is required, the NAS hangs up the current call and dials the caller back. When
the NAS performs the callback, only information for the outgoing connection is applied. The rest of the
attributes from the preauthentication access-accept message are discarded.

The destination IP address is not required to be returned from the RADIUS server.

The following example shows a RADIUS profile configuration with a callback number of 555-1111 and
the service type set to outbound. The cisco-avpair = “preauth:send-name=<string>" uses the string
“andy” and the cisco-avpair = “preauth:send-secret=<string>"" uses the password “cisco.”

5551111 password = “cisco”, Service-Type = Outbound
Service-Type = Callback-Framed
Framed-Protocol = PPP,

Dialback-No = “5551212"
Class = “ISPl12”
cisco-avpair = “preauth:send-name=andy”
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cisco-avpailr = “preauth:send-secret=cisco”

Setting Up the RADIUS Profile for a Remote Host Name Used for Large-Scale Dial-Out

The following example adds to the previous example by protecting against accidentally calling a valid
telephone number but accessing the wrong router by providing the name of the remote, for use in
large-scale dial-out:

5551111 password = "cisco", Service-Type = Outbound
Service-Type = Callback-Framed
Framed-Protocol = PPP,

Dialback-No = "5551212"

Class = "ISP12"

cisco-avpair "preauth:send-name=andy"
"preauth:send-secret=cisco"
"preauth:remote-name=Router2"

cisco-avpailr

cisco-avpair

Setting Up the RADIUS Profile for Modem Management

When DNIS, CLID, or call type preauthentication is used, the affirmative response from the RADIUS
server may include a modem string for modem management in the NAS through vendor-specific attribute
(VSA) 26. The modem management VSA has the following syntax:

cisco-avpair = “preauth:modem-service=modem min-speed <x> max-speed <y>
modulation <z> error-correction <a> compression <b>"

The modem management string within the VSA may contain the following:

Command Argument

min-speed <300 to 56000>, any

max-speed <300 to 56000>, any

modulation K56Flex, v22bis, v32bis, v34, v90, any

error-correction lapm, mnp4

compression mnp3, v42bis

When the modem management string is received from the RADIUS server in the form of a VSA, the
information is passed to the Cisco IOS software and applied on a per-call basis. Modem ISDN channel
aggregation (MICA) modems provide a control channel through which messages can be sent during the
call setup time. Hence, this modem management feature is supported only with MICA modems and
newer technologies. This feature is not supported with Microcom modems.

For more information on modem management, refer to the “Modem Configuration and Management”
chapter of the Cisco I0S Dial Technologies Configuration Guide, Release 12.2.

Setting Up the RADIUS Profile for Subsequent Authentication

If preauthentication passes, you may use vendor-proprietary RADIUS attribute 201 (Require-Auth) in
the preauthentication profile to determine whether subsequent authentication is to be performed. If
attribute 201, returned in the access-accept message, has a value of 0, then subsequent authentication
will not be performed. If attribute 201 has a value of 1, then subsequent authentication will be performed
as usual.

"=
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Note

Attribute 201 has the following syntax:

cisco-avpair = “preauth:auth-required=<n>"

where <n> has the same value range as attribute 201 (that is, 0 or 1).

If attribute 201 is missing in the preauthentication profile, then a value of 1 is assumed, and subsequent
authentication is performed.

To perform subsequent authentication, you must set up a regular user profile in addition to a
preauthentication profile.

Setting Up the RADIUS Profile for Subsequent Authentication Type

Note

If you have specified subsequent authentication in the preauthentication profile, you must also specify
the authentication types to be used for subsequent authentication. To specify the authentication types
allowed in subsequent authentication, use the following VSA:

cisco-avpair = “preauth:auth-type=<string>"

where <string> can be one of the following:

String Description

chap Requires username and password of CHAP for PPP authentication.
ms-chap Requires username and password of MS-CHAP for PPP authentication.
pap Requires username and password of PAP for PPP authentication.

To specify that multiple authentication types are allowed, you can configure more than one instance of
this VSA in the preauthentication profile. The sequence of the authentication type VSAs in the
preauthentication profile is significant because it specifies the order of authentication types to be used
in the PPP negotiation.

This VSA is a per-user attribute and replaces the authentication type list in the ppp authentication
interface command.

You should use this VSA only if subsequent authentication is required because it specifies the
authentication type for subsequent authentication.

Setting Up the RADIUS Profile to Include the Username

If only preauthentication is used to authenticate a call, the NAS could be missing a username when it
brings up the call. RADIUS may provide a username for the NAS to use through RADIUS attribute 1
(User-Name) or through a VSA returned in the access-accept packet. The VSA for specifying the
username has the following syntax:

cisco-avpailr = “preauth:username=<string>"
If no username is specified, the DNIS number, CLID number, or call type is used, depending on the last

preauthentication command that has been configured (for example, if clid was the last preauthentication
command configured, the CLID number will be used as the username).
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If subsequent authentication is used to authenticate a call, there might be two usernames: one provided
by RADIUS and one provided by the user. In this case, the username provided by the user overrides the
one contained in the RADIUS preauthentication profile; the username provided by the user is used for
both authentication and accounting.

Setting Up the RADIUS Profile for Two-Way Authentication

Note

~

Note

In the case of two-way authentication, the calling networking device will need to authenticate the NAS.
The Password Authentication Protocol (PAP) username and password or Challenge Handshake
Authentication Protocol (CHAP) username and password need not be configured locally on the NAS.
Instead, username and password can be included in the access-accept messages for preauthentication.

The ppp authentication command must be configured with the radius method.

To apply for PAP, do not configure the ppp pap sent-name password command on the interface. The
vendor-specific attributes (VSAs) “preauth:send-name” and “preauth:send-secret” will be used as the
PAP username and PAP password for outbound authentication.

For CHAP, “preauth:send-name” will be used not only for outbound authentication, but also for inbound
authentication. For a CHAP inbound case, the NAS will use the name defined in “preauth:send-name”
in the challenge packet to the caller networking device. For a CHAP outbound case, both
“preauth:send-name” and “preauth:send-secret” will be used in the response packet.

The following example shows a configuration that specifies two-way authentication:

5551111 password = "cisco", Service-Type = Outbound
Service-Type = Framed-User
cisco-avpair = "preauth:auth-required=1"
cisco-avpair = "preauth:auth-type=pap"
cisco-avpair = "preauth:send-name=andy"
cisco-avpair = "preauth:send-secret=cisco"
class = "<some class>"

Two-way authentication does not work when resource pooling is enabled.

Setting Up the RADIUS Profile to Support Authorization

If only preauthentication is configured, then subsequent authentication will be bypassed. Note that
because the username and password are not available, authorization will also be bypassed. However, you
may include authorization attributes in the preauthentication profile to apply per-user attributes and
avoid having to return subsequently to RADIUS for authorization. To initiate the authorization process,
you must also configure the aaa authorization network command on the NAS.

You may configure authorization attributes in the preauthentication profile with one exception: the
service-type attribute (attribute 6). The service-type attribute must be converted to a VSA in the
preauthentication profile. This VSA has the following syntax:

cisco-avpair = “preauth:service-type=<n>"

where <n> is one of the standard RFC 2138 values for attribute 6. For a list of possible Service-Type
values, refer to the appendix RADIUS Attributes.
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Note  If subsequent authentication is required, the authorization attributes in the preauthentication profile will
not be applied.

Configuring a Guard Timer

Because response times for preauthentication and authentication requests can vary, the guard timer
allows you to control the handling of calls. The guard timer starts when the DNIS is sent to the RADIUS
server. If the NAS does not receive a response from AAA before the guard timer expires, it accepts or
rejects the calls on the basis of the configuration of the timer.

To set a guard timer to accept or reject a call in the event that the RADIUS server fails to respond to an
authentication or preauthentication request, use one of the following commands in interface
configuration mode:

Command Purpose
Router (config-if)# isdn guard-timer milliseconds Sets an ISDN guard timer to accept or reject a call in the
lon-expiry (accept | reject}] event that the RADIUS server fails to respond to a

preauthentication request.

Router (control-config)# call guard-timer milliseconds |Setsa CAS guard timer to accept or reject a call in the event
[on-expiry {accept | reject}] that the RADIUS server fails to respond to a
preauthentication request.

Specifying RADIUS Authentication

After you have identified the RADIUS server and defined the RADIUS authentication key, you must
define method lists for RADIUS authentication. Because RADIUS authentication is facilitated through
AAA, you must enter the aaa authentication command, specifying RADIUS as the authentication
method. For more information, refer to the chapter “Configuring Authentication.”

Specifying RADIUS Authorization

AAA authorization lets you set parameters that restrict a user’s access to the network. Authorization
using RADIUS provides one method for remote access control, including one-time authorization or
authorization for each service, per-user account list and profile, user group support, and support of IP,
IPX, ARA, and Telnet. Because RADIUS authorization is facilitated through AAA, you must issue the
aaa authorization command, specifying RADIUS as the authorization method. For more information,
refer to the chapter “Configuring Authorization.”

Specifying RADIUS Accounting

The AAA accounting feature enables you to track the services users are accessing as well as the amount
of network resources they are consuming. Because RADIUS accounting is facilitated through AAA, you
must issue the aaa accounting command, specifying RADIUS as the accounting method. For more
information, refer to the chapter “Configuring Accounting.”
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Configuring RADIUS Login-IP-Host

To enable the network access server to attempt more than one login host when trying to connect a dial
in user, you can enter as many as three Login-IP-Host entries in the user’s profile on the RADIUS server.
The following example shows that three Login-IP-Host instances have been configured for the user
joeuser, and that TCP-Clear will be used for the connection:

joeuser Password = Xyz
Service-Type = Login,
Login-Service = TCP-Clear,
Login-IP-Host = 10.0.0.0,
Login-IP-Host = 10.2.2.2,
Login-IP-Host = 10.255.255.255,
Login-TCP-Port = 23

The order in which the hosts are entered is the order in which they are attempted. Use the
ip tcp synwait-time command to set the number of seconds that the network access server waits before
trying to connect to the next host on the list; the default is 30 seconds.

Your RADIUS server might permit more than three Login-IP-Host entries; however, the network access
server supports only three hosts in access-accept packets.

Configuring RADIUS Prompt

Note

To control whether user responses to access-challenge packets are echoed to the screen, you can
configure the Prompt attribute in the user profile on the RADIUS server. This attribute is included only
in access-challenge packets. The following example shows the Prompt attribute set to No-Echo, which
prevents the user's responses from echoing:

joeuser Password = Xyz
Service-Type = Login,
Login-Service = Telnet,

Prompt = No-Echo,
Login-IP-Host = 172.31.255.255

To allow user responses to echo, set the attribute to Echo. If the Prompt attribute is not included in the
user profile, responses are echoed by default.

This attribute overrides the behavior of the radius-server challenge-noecho command configured on
the access server. For example, if the access server is configured to suppress echoing, but the individual
user profile allows echoing, then the user responses are echoed.

To use the Prompt attribute, your RADIUS server must be configured to support access-challenge
packets.

Configuring Suffix and Password in RADIUS Access Requests

Large-scale dial-out eliminates the need to configure dialer maps on every NAS for every destination.
Instead, you can create remote site profiles that contain outgoing call attributes on the AAA server. The
profile is downloaded by the NAS when packet traffic requires a call to be placed to a remote site.

You can configure the username in the access-request message to RADIUS. The default suffix of the
username, “-out,” is appended to the username. The format for composing the username attribute is IP
address plus configured suffix.

"
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To provide username configuration capability for large-scale dial-out, the dialer aaa command is
implemented with the new suffix and password keywords.

Command

Purpose

Router (config)# aaa new-model

Enables the AAA access control model.

Router (config)# aaa route download min

Enables the download static route feature and sets the
amount of time between downloads.

Router (config)# aaa authorization configuration
default

Downloads static route configuration information
from the AAA server using TACACS+ or RADIUS.

Router (config)# interface dialer 1

Defines a dialer rotary group.

Router (config-if)# dialer aaa

Allows a dialer to access the AAA server for dialing
information.

Router (config-if)# dialer aaa suffix suffix password
password

Allows a dialer to access the AAA server for dialing
information and specifies a suffix and nondefault
password for authentication.

Monitoring and Maintaining RADIUS

To monitor and maintain RADIUS, use the following commands in privileged EXEC mode:

Command

Purpose

Router# debug radius

Displays information associated with RADIUS.

Router# show radius statistics

Displays the RADIUS statistics for accounting and
authentication packets.

RADIUS Attributes

The network access server monitors the RADIUS authorization and accounting functions defined by
RADIUS attributes in each user-profile. For a list of supported RADIUS attributes, refer to the appendix

“RADIUS Attributes.”

This section includes the following sections:
e Vendor-Proprietary RADIUS Attributes
e RADIUS Tunnel Attributes

Vendor-Proprietary RADIUS Attributes

An Internet Engineering Task Force (IETF) draft standard for RADIUS specifies a method for
communicating vendor-proprietary information between the network access server and the RADIUS
server. Some vendors, nevertheless, have extended the RADIUS attribute set in a unique way. Cisco IOS
software supports a subset of vendor-proprietary RADIUS attributes. For a list of supported
vendor-proprietary RADIUS attributes, refer to the appendix “RADIUS Attributes.”
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RADIUS Tunnel Attributes

RADIUS is a security server authentication, authorization, and accounting (AAA) protocol originally
developed by Livingston, Inc. RADIUS uses attribute value (AV) pairs to communicate information
between the security server and the network access server. RFC 2138 and RFC 2139 describe the basic
functionality of RADIUS and the original set of Internet Engineering Task Force (IETF)-standard AV
pairs used to send AAA information. Two draft IETF standards, “RADIUS Attributes for Tunnel
Protocol Support” and “RADIUS Accounting Modifications for Tunnel Protocol Support,” extend the
IETF-defined set of AV pairs to include attributes specific to virtual private networks (VPNs); these
attributes are used to carry the tunneling information between the RADIUS server and the

tunnel initiator. RFC 2865 and RFC 2868 extend the IETF-defined set of AV pairs to include attributes
specific to compulsory tunneling in VPNs by allowing the user to specify authentication names for the
network access server and the RADIUS server.

Cisco routers and access servers now support new RADIUS IETF-standard VPDN tunnel attributes.
These new RADIUS IETF-standard attributes are listed in the “RADIUS Attributes” appendix. Refer to
the following three configuration examples later in this chapter:

e RADIUS User Profile with RADIUS Tunneling Attributes Example
e L2TP Access Concentrator Examples
e L2TP Network Server Examples

For more information about L2F, L2TP, VPN, or VPDN, refer to the Cisco I0OS Dial Technologies
Configuration Guide, Release 12.2.

RADIUS Configuration Examples

The following sections provide RADIUS configuration examples:
e RADIUS Authentication and Authorization Example
e RADIUS Authentication, Authorization, and Accounting Example
e Vendor-Proprietary RADIUS Configuration Example
e RADIUS Server with Server-Specific Values Example
e Multiple RADIUS Servers with Global and Server-Specific Values Example
e Multiple RADIUS Server Entries for the Same Server IP Address Example
e RADIUS Server Group Examples
e Multiple RADIUS Server Entries Using AAA Server Groups Example
e AAA Server Group Selection Based on DNIS Example
e AAA Preauthentication Examples
e RADIUS User Profile with RADIUS Tunneling Attributes Example
e Guard Timer Examples
e L2TP Access Concentrator Examples

e L2TP Network Server Examples
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RADIUS Authentication and Authorization Example

The following example shows how to configure the router to authenticate and authorize using RADIUS:

aaa authentication login use-radius group radius local
aaa authentication ppp user-radius if-needed group radius
aaa authorization exec default group radius

aaa authorization network default group radius

The lines in this sample RADIUS authentication and authorization configuration are defined as follows:

e The aaa authentication login use-radius group radius local command configures the router to use
RADIUS for authentication at the login prompt. If RADIUS returns an error, the user is
authenticated using the local database. In this example, use-radius is the name of the method list,
which specifies RADIUS and then local authentication.

e The aaa authentication ppp user-radius if-needed group radius command configures the
Cisco IOS software to use RADIUS authentication for lines using PPP with CHAP or PAP if the user
has not already been authorized. If the EXEC facility has authenticated the user, RADIUS
authentication is not performed. In this example, user-radius is the name of the method list defining
RADIUS as the if-needed authentication method.

e The aaa authorization exec default group radius command sets the RADIUS information that is
used for EXEC authorization, autocommands, and access lists.

e The aaa authorization network default group radius command sets RADIUS for network
authorization, address assignment, and access lists.

RADIUS Authentication, Authorization, and Accounting Example

The following example shows a general configuration using RADIUS with the AAA command set:

radius-server host 123.45.1.2
radius-server key myRaDiUSpassWoRd
username root password ALongPassword
aaa authentication ppp dialins group radius local
aaa authorization network default group radius local
aaa accounting network default start-stop group radius
aaa authentication login admins local
aaa authorization exec default local

line 1 16

autoselect ppp

autoselect during-login

login authentication admins

modem ri-is-cd

interface group-async 1

encaps ppp

ppp authentication pap dialins

The lines in this example RADIUS authentication, authorization, and accounting configuration are
defined as follows:
e The radius-server host command defines the IP address of the RADIUS server host.

e The radius-server key command defines the shared secret text string between the network access
server and the RADIUS server host.

e The aaa authentication ppp dialins group radius local command defines the authentication
method list “dialins,” which specifies that RADIUS authentication and then (if the RADIUS server
does not respond) local authentication will be used on serial lines using PPP.
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e The ppp authentication pap dialins command applies the “dialins” method list to the lines
specified.

e The aaa authorization network default group radius local command is used to assign an address
and other network parameters to the RADIUS user.

e The aaa accounting network default start-stop group radius command tracks PPP usage.

e The aaa authentication login admins local command defines another method list, “admins,” for
login authentication.

¢ The login authentication admins command applies the “admins” method list for login
authentication.

Vendor-Proprietary RADIUS Configuration Example

The following example shows a general configuration using vendor-proprietary RADIUS with the AAA
command set:

radius-server host alcatraz non-standard
radius-server key myRaDiUSpassWoRd

radius-server configure-nas

username root password ALongPassword

aaa authentication ppp dialins group radius local
aaa authorization network default group radius local
aaa accounting network default start-stop group radius
aaa authentication login admins local

aaa authorization exec default local

line 1 16

autoselect ppp

autoselect during-login

login authentication admins

modem ri-is-cd

interface group-async 1

encaps ppp
ppp authentication pap dialins

The lines in this example RADIUS authentication, authorization, and accounting configuration are
defined as follows:

e The radius-server host non-standard command defines the name of the RADIUS server host and
identifies that this RADIUS host uses a vendor-proprietary version of RADIUS.

¢ The radius-server key command defines the shared secret text string between the network access
server and the RADIUS server host.

¢ The radius-server configure-nas command defines that the Cisco router or access server will query
the RADIUS server for static routes and IP pool definitions when the device first starts up.

e The aaa authentication ppp dialins group radius local command defines the authentication
method list “dialins,” which specifies that RADIUS authentication, and then (if the RADIUS server
does not respond) local authentication will be used on serial lines using PPP.

e The ppp authentication pap dialins command applies the “dialins” method list to the lines
specified.

e The aaa authorization network default group radius local command is used to assign an address
and other network parameters to the RADIUS user.

¢ The aaa accounting network default start-stop group radius command tracks PPP usage.

g 2 |
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e The aaa authentication login admins local command defines another method list, “admins,” for
login authentication.

e The login authentication admins command applies the “admins” method list for login
authentication.

RADIUS Server with Server-Specific Values Example

The following example shows how to configure server-specific timeout, retransmit, and key values for
the RADIUS server with IP address 172.31.39.46:

radius-server host 172.31.39.46 timeout 6 retransmit 5 key radl23

Multiple RADIUS Servers with Global and Server-Specific Values Example

The following example shows how to configure two RADIUS servers with specific timeout, retransmit,
and key values. In this example, the aaa new-model command enables AAA services on the router,
while specific AAA commands define the AAA services. The radius-server retransmit command
changes the global retransmission value to 4 for all RADIUS servers. The radius-server host command
configures specific timeout, retransmission, and key values for the RADIUS server hosts with IP
addresses 172.16.1.1 and 172.29.39.46.

! Enable AAA services on the router and define those services.

aaa new-model

aaa authentication login default group radius

aaa authentication login console-login none

aaa authentication ppp default group radius

aaa authorization network default group radius

aaa accounting exec default start-stop group radius

aaa accounting network default start-stop group radius

enable password tryitl

|

! Change the global retransmission value for all RADIUS servers.
radius-server retransmit 4

|

! Configure per-server specific timeout, retransmission, and key values.
! Change the default auth-port and acct-port values.

radius-server host 172.16.1.1 auth-port 1612 acct-port 1616 timeout 3 retransmit 3 key
radkey

|

! Configure per-server specific timeout and key values. This server uses the global
! retransmission value.

radius-server host 172.29.39.46 timeout 6 key radl23

Multiple RADIUS Server Entries for the Same Server IP Address Example

The following example shows how to configure the network access server to recognize several RADIUS
host entries with the same IP address. Two different host entries on the same RADIUS server are
configured for the same services—authentication and accounting. The second host entry configured acts
as fail-over backup to the first one. (The RADIUS host entries will be tried in the order they are
configured.)

! This command enables AAA.

aaa new-model

! The next command configures default RADIUS parameters.
aaa authentication ppp default group radius
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! The next set of commands configures multiple host entries for the same IP address.
radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
radius-server host 172.20.0.1 auth-port 2000 acct-port 2000

RADIUS Server Group Examples

The following example shows how to create server group radgroupl with three different RADIUS server
members, each using the default authentication port (1645) and accounting port (1646):

aaa group server radius radgroupl
server 172.16.1.11
server 172.17.1.21
server 172.18.1.31

The following example shows how to create server group radgroup2 with three RADIUS server
members, each with the same IP address but with unique authentication and accounting ports:

aaa group server radius radgroup2
server 172.16.1.1 auth-port 1000 acct-port 1001
server 172.16.1.1 auth-port 2000 acct-port 2001
server 172.16.1.1 auth-port 3000 acct-port 3001

Multiple RADIUS Server Entries Using AAA Server Groups Example

Note

The following example shows how to configure the network access server to recognize two different
RADIUS server groups. One of these groups, groupl, has two different host entries on the same
RADIUS server configured for the same services. The second host entry configured acts as failover
backup to the first one. Each group is individually configured for deadtime; deadtime for group 1 is one
minute, and deadtime for group 2 is two minutes.

In cases where both global commands and server commands are used, the server command will take
precedence over the global command.

! This command enables AAA.
aaa new-model

! The next command configures default RADIUS parameters.
aaa authentication ppp default group groupl

! The following commands define the groupl RADIUS server group and associate servers
! with it and configures a deadtime of one minute.
aaa group server radius groupl

server 1.1.1.1 auth-port 1645 acct-port 1646

server 2.2.2.2 auth-port 2000 acct-port 2001

deadtime 1

! The following commands define the group2 RADIUS server group and associate servers
! with it and configures a deadtime of two minutes.
aaa group server radius group2

server 2.2.2.2 auth-port 2000 acct-port 2001

server 3.3.3.3 auth-port 1645 acct-port 1646

deadtime 2

! The following set of commands configures the RADIUS attributes for each host entry
! associated with one of the defined server groups.

radius-server host 1.1.1.1 auth-port 1645 acct-port 1646

radius-server host 2.2.2.2 auth-port 2000 acct-port 2001

radius-server host 3.3.3.3 auth-port 1645 acct-port 1646
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AAA Server Group Selection Based on DNIS Example

The following example shows how to select RADIUS server groups based on DNIS to provide specific
AAA services:

! This command enables AAA.

aaa new-model

|

! The following set of commands configures the RADIUS attributes for each server
! that will be associated with one of the defined server groups.

radius-server host 172.16.0.1 auth-port 1645 acct-port 1646 key ciscol

radius-server host 172.17.0.1 auth-port 1645 acct-port 1646 key cisco2
radius-server host 172.18.0.1 auth-port 1645 acct-port 1646 key cisco3
radius-server host 172.19.0.1 auth-port 1645 acct-port 1646 key cisco4d
radius-server host 172.20.0.1 auth-port 1645 acct-port 1646 key cisco5

! The following commands define the sgl RADIUS server group and associate servers
! with it.
aaa group server radius sgl
server 172.16.0.1
server 172.17.0.1
! The following commands define the sg2 RADIUS server group and associate a server
! with it.
aaa group server radius sg2
server 172.18.0.1
! The following commands define the sg3 RADIUS server group and associate a server
I with it.
aaa group server radius sg3
server 172.19.0.1
! The following commands define the default-group RADIUS server group and associate
! a server with it.
aaa group server radius default-group
server 172.20.0.1
|
! The next set of commands configures default-group RADIUS server group parameters.
aaa authentication ppp default group default-group

aaa accounting network default start-stop group default-group
|
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! The next set of commands enables DNIS mapping and maps DNIS numbers to the defined
RADIUS server groups. In this configuration, all PPP connection requests using
DNIS 7777 are sent to the sgl server group. The accounting records for these
connections (specifically, start-stop records) are handled by the sg2 server group.
Calls with a DNIS of 8888 use server group sg3 for authentication and server group
default-group for accounting. Calls with a DNIS of 9999 use server group
default-group for authentication and server group sg3 for accounting records

! (stop records only). All other calls with DNIS other than the ones defined use the
! server group default-group for both authentication and stop-start accounting records.
aaa dnis map enable

aaa dnis map 7777 authentication ppp group sgl

aaa dnis map 7777 accounting network start-stop group sg2

aaa dnis map 8888 authentication ppp group sg3

aaa dnis map 9999 accounting network stop-only group sg3

AAA Preauthentication Examples

The following example shows a simple configuration that specifies that the DNIS number be used for
preauthentication:

aaa preauth
group radius
dnis required

The following example shows a configuration that specifies that both the DNIS number and the CLID
number be used for preauthentication. DNIS preauthentication will be performed first, followed by
CLID preauthentication.

aaa preauth
group radius
dnis required
clid required

The following example specifies that preauthentication be performed on all DNIS numbers except the
two DNIS numbers specified in the DNIS group called “hawaii”:

aaa preauth

group radius

dnis required

dnis bypass hawaii

dialer dnis group hawaii
number 12345
number 12346

The following example shows a sample AAA configuration with DNIS preauthentication:

aaa new-model

aaa authentication login CONSOLE none

aaa authentication login RADIUS_LIST group radius

aaa authentication login TAC_PLUS group tacacs+ enable

aaa authentication login V.120 none

aaa authentication enable default enable group tacacs+

aaa authentication ppp RADIUS_LIST if-needed group radius

aaa authorization exec RADIUS_LIST group radius if-authenticated
aaa authorization exec V.120 none

aaa authorization network default group radius if-authenticated
aaa authorization network RADIUS_LIST if-authenticated group radius
aaa authorization network V.120 group radius if-authenticated
aaa accounting suppress null-username

aaa accounting exec default start-stop group radius

aaa accounting commands 0 default start-stop group radius
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aaa
aaa
aaa
aaa

accounting network default start-stop group radius

accounting connection default start-stop group radius

accounting system default start-stop group radius
preauth

dnis password Cisco-DNIS

aaa
I

nas port extended

radius-server configure-nas

radius-server
radius-server

radius-server retransmit 2
radius-server deadtime 1
radius-server attribute nas-port format c

radius-server unique-ident 18
radius-server key MyKey

S

host 10.0.0.0 auth-port 1645 acct-port 1646 non-standard
host 10.255.255.255 auth-port 1645 acct-port 1646 non-standard

Note  To configure preauthentication, you must also set up preauthentication profiles on the RADIUS server.

RADIUS User Profile with RADIUS Tunneling Attributes Example

The following example shows a RADIUS user profile (Merit Daemon format) that includes RADIUS
tunneling attributes. This entry supports two tunnels, one for L2F and the other for L2TP. The tag entries

with :1 support L2F tunnels, and the tag entries with :2 support L2TP tunnels.

cisco.com Password = "cisco", Service-Type = Outbound
Service-Type = Outbound,
Tunnel-Type = :1:L2F,
Tunnel-Medium-Type = :1:IP,
Tunnel-Client-Endpoint = :1:"10.0.0.2",
Tunnel-Server-Endpoint = :1:"10.0.0.3",
Tunnel-Client-Auth-Id = :1:"12f-cli-auth-id",
Tunnel-Server-Auth-Id = :1:"12f-svr-auth-id",
Tunnel-Assignment-Id = :1:"12f-assignment-id",
Cisco-Avpair = "vpdn:nas-password=12f-cli-pass",
Cisco-Avpair = "vpdn:gw-password=12f-svr-pass",
Tunnel-Preference = :1:1,
Tunnel-Type = :2:L2TP,
Tunnel-Medium-Type = :2:1IP,
Tunnel-Client-Endpoint = :2:"10.0.0.2",
Tunnel-Server-Endpoint = :2:"10.0.0.3",
Tunnel-Client-Auth-Id = :2:"12tp-cli-auth-id",
Tunnel-Server-Auth-Id = :2:"12tp-svr-auth-id",
Tunnel-Assignment-Id = :2:"l12tp-assignment-id",
Cisco-Avpair = "vpdn:1l2tp-tunnel-password=12tp-tnl-pass",
Tunnel-Preference = :2:2

Guard Timer Examples

The following example shows an ISDN guard timer that is set at 8000 milliseconds. A call will be
rejected if the RADIUS server has not responded to a preauthentication request when the timer expires.

interface seriall/0/0:23
isdn guard-timer 8000 on-expiry reject

aaa preauth
group radius
dnis required




| Configuring RADIUS

RADIUS Configuration Examples W

The following example shows a CAS guard timer that is set at 20,000 milliseconds. A call will be
accepted if the RADIUS server has not responded to a preauthentication request when the timer expires.
controller T1 0O

framing esf

clock source line primary

linecode b8zs

dsO-group 0 timeslots 1-24 type e&m-fgb dtmf dnis

cas-custom 0

call guard-timer 20000 on-expiry accept

aaa preauth
group radius
dnis required

L2TP Access Concentrator Examples

The following example shows a basic L2TP configuration for the L2TP access concentrator (LAC) for
the topology shown in Figure 12. The local name is not defined, so the host name used is the local name.
Because the L2TP tunnel password is not defined, the username password is used. In this example,
VPDN is configured locally on the LAC and does not take advantage of the new RADIUS

tunnel attributes.

Figure 12 Topology for Configuration Examples
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! Enable AAA globally.
aaa new-model
! Enable AAA authentication for PPP and list the default method to use for PPP
! authentication.
aaa authentication ppp default local
! Define the username as “DJ.”
username DJ password 7 030C5E070A00781B
! Enable VPDN.
vpdn enable
! Define VPDN group number 1.
vpdn-group 1
! Allow the LAC to respond to dialin requests using L2TP from IP address 172.21.9.13
! domain “cisco.com.”
request dialin
protocol 12tp
domain cisco.com
initiate-ip to 172.21.9.13
local name nas-1

The following example shows how to configure the LAC if RADIUS tunnel attributes are supported. In
this example, there is no local VPDN configuration on the LAC; the LAC, instead, is configured to query
the remote RADIUS security server.

! Enable global AAA securities services.
aaa new-model

"
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! Enable AAA authentication for PPP and list RADIUS as the default method to use
! for PPP authentication.

aaa authentication ppp default group radius local

! Enable AAA (network) authorization and list RADIUS as the default method to use for
! authorization.

aaa authorization network default group radius

! Define the username as “DJ.”

username DJ password 7 030C5E070A00781B

! Enable VPDN.

vpdn enable

! Configure the LAC to interface with the remote RADIUS security server.

radius host 171.69.1.1 auth-port 1645 acct-port 1646

radius-server key cisco

L2TP Network Server Examples

The following example shows a basic L2TP configuration with corresponding comments on the L2TP
network server (LNS) for the topology shown in Figure 12:

! Enable AAA globally.
aaa new-model
! Enable AAA authentication for PPP and list the default method to use for PPP
! authentication.
aaa authentication ppp default local
! Define the username as “partner.”
username partner password 7 030C5E070A00781B
! Create virtual-template 1 and assign all values for virtual access interfaces.
interface Virtual-Templatel
! Borrow the IP address from interface ethernet 1.
ip unnumbered Ethernet0
! Disable multicast fast switching.
no ip mroute-cache
! Use CHAP to authenticate PPP.
ppp authentication chap
! Enable VPDN.
vpdn enable
! Create vpdn-group number 1.
vpdn-group 1
! Accept all dialin 12tp tunnels from virtual-template 1 from remote peer DJ.
accept dialin 12tp virtual-template 1 remote DJ
protocol any
virtual-template 1
terminate-from hostname nasl
local name hgwl

The following example shows how to configure the LNS with a basic L2F and L2TP configuration using
RADIUS tunneling attributes:

aaa new-model

aaa authentication login default none

aaa authentication login console none

aaa authentication ppp default local group radius
aaa authorization network default group radius if-authenticated
|

username 12f-cli-auth-id password 0 12f-cli-pass
username l2f-svr-auth-id password 0 12f-svr-pass
username l2tp-svr-auth-id password 0 1l2tp-tnl-pass
|

vpdn enable

vpdn search-order domain

|

vpdn-group 1
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accept-dialin

protocol 12f

virtual-template 1

terminate-from hostname 12f-cli-auth-id
local name 12f-svr-auth-id

|

vpdn-group 2

accept-dialin

protocol 12tp

virtual-template 2

terminate-from hostname 12tp-cli-auth-id
local name 12tp-svr-auth-id

|

interface Ethernetl/0

ip address 10.0.0.3 255.255.255.0

no ip route-cache

no ip mroute-cache

|

interface Virtual-Templatel

ip unnumbered Ethernetl/0

ppp authentication pap

|

interface Virtual-Template?2

ip unnumbered Ethernetl/0

ppp authentication pap

|

radius-server host 1.1.1.1 auth-port 1645 acct-port 1646
radius-server key <deleted>

|
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Prerequisites for AAA Dead-Server Detection

* You must have access to a RADIUS server.
® You should be familiar with configuring a RADIUS server.
*  You should be familiar with configuring authentication, authorization, and accounting (AAA).

e Before a server can be marked as dead, you must first configure the radius-server deadtime
command. If this command is not configured, even if the criteria are met for the server to be marked
as dead, the server state will be the “up” state.

Restrictions for AAA Dead-Server Detection

e Original transmissions are not counted in the number of consecutive timeouts that must occur on the
router before the server is marked as dead—only the number of retransmissions are counted.

Information About AAA Dead-Server Detection

To configure the AAA Dead-Server Detection feature, you should understand the following concept:

e Criteria for Marking a RADIUS Server As Dead, page 2

Criteria for Marking a RADIUS Server As Dead

The AAA Dead-Server Detection feature allows you to determine the criteria that are used to mark a
RADIUS server as dead. That is, you can configure the minimum amount of time, in seconds, that must
elapse from the time that the router last received a valid packet from the RADIUS server to the time the
server is marked as dead. If a packet has not been received since the router booted, and there is a timeout,
the time criterion will be treated as though it has been met.

In addition, you can configure the number of consecutive timeouts that must occur on the router before
the RADIUS server is marked as dead. If the server performs both authentication and accounting, both
types of packets are included in the number. Improperly constructed packets are counted as though they
are timeouts. Only retransmissions are counted, not the initial transmission. (Each timeout causes one
retransmission to be sent.)

Note Both the time criterion and the tries criterion must be met for the server to be marked as dead.

The RADIUS dead-server detection configuration will result in the prompt detection of RADIUS servers
that have stopped responding. This configuration will also result in the avoidance of servers being
improperly marked as dead when they are “swamped” (responding slowly) and the avoidance of the state
of servers being rapidly changed from dead to live to dead again. This prompt detection of
nonresponding RADIUS servers and the avoidance of swamped and dead-to-live-to-dead-again servers
will result in less deadtime and quicker packet processing.
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How to Configure AAA Dead-Server Detection

This section contains the following procedures:
e Configuring AAA Dead-Server Detection, page 3 (required)
e Verifying AAA Dead-Server Detection, page 4 (optional)

Configuring AAA Dead-Server Detection

To configure AAA Dead-Server Detection, perform the following steps.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. radius-server deadtime minutes
5. radius-server dead-criteria [time seconds] [tries number-of-tries]
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DETAILED STEPS

Command or Action

Purpose

Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 aaa new-model Enables the AAA access control model.
Example:
Router (config)# aaa new-model
Step4  radius-server deadtime minutes Improves RADIUS response times when some servers
might be unavailable and causes the unavailable servers to
be skipped immediately.
Example: PP y
Router (config)# radius-server deadtime 5
Step5 radius-server dead-criteria [time seconds] Forces one or both of the criteria—used to mark a RADIUS
[tries number-of-tries] servr as dead—to be the indicated constant.
Example:
Router (config)# radius-server dead-criteria
time 5 tries 4
Troubleshooting Tips

Verifying AAA Dead-Server Detection

After you have configured AAA Dead-Server Detection, you should verify your configuration using the
show running-config command. This verification is especially important if you have used the no form
of the radius-server dead-criteria command. The output of the show running-config command must
show the same values in the “Dead Criteria Details” field that you configured using the radius-server

dead-criteria command.

To verify your AAA Dead-Server Detection configuration, perform the following steps. The show and
debug commands may be used in any order.

SUMMARY STEPS

1. enable

2. debug aaa dead-criteria transactions
3. show aaa dead-criteria

4. show aaa servers
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Step 1

Step 2

Step 3

Step 4

Configuration Examples for AAA Dead-Server Detection

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

debug aaa dead-criteria transactions

Example:
Router# debug aaa dead-criteria transactions

Displays AAA dead-criteria transaction values.

show aaa dead-criteria

Example:
Router# show aaa dead-criteria

Displays dead-criteria information for a AAA server.

show aaa servers [private | public]

Example:
Router# show aaa server private

Displays the status and number of packets that are sent to
and received from all public and private authentication,
authorization, and accounting (AAA) RADIUS servers.

e The private keyword optionally displays the AAA
servers only.

e The public keyword optionally displays the AAA
servers only.

Configuration Examples for AAA Dead-Server Detection

This section provides the following configuration examples:

e Configuring AAA Dead-Server Detection: Example, page 5

e debug aaa dead-criteria transactions Command: Example, page 6

e show aaa dead-criteria Command: Example, page 6

Configuring AAA Dead-Server Detection: Example

The following example shows that the router will be considered dead after 5 seconds and four tries:

Router (config)# aaa new-model

Router (config)# radius-server deadtime 5
Router (config)# radius-server dead-criteria time 5 tries 4
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debug aaa dead-criteria transactions Command: Example

The following output example shows dead-criteria transaction information for a particular server group:

Router# debug aaa dead-criteria transactions
AAA Transaction debugs debugging is on

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Retransmit Tries: 22, Current Max Tries: 22
*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Dead Detect Interval: 25s, Current Max
Interval: 25s

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Estimated Outstanding Transactions: 6, Current Max
Transactions: 6

show aaa dead-criteria Command: Example

The following output example shows that dead-server-detection information has been requested for a
RADIUS server at the IP address 172.19.192.80:

Router# show aaa dead-criteria radius 172.19.192.80 radius

RADIUS Server Dead Critieria:

Server Details:
Address : 172.19.192.80
Auth Port : 1645
Acct Port : 1646

Server Group : radius

Dead Criteria Details:
Configured Retransmits : 62
Configured Timeout : 27
Estimated Outstanding Transactions: 5
Dead Detect Time : 25s
Computed Retransmit Tries: 22
Statistics Gathered Since Last Successful Transaction

Max Computed Outstanding Transactions: 5
Max Computed Dead Detect Time: 25s

Max Computed Retransmits : 22

Additional References

The following sections provide references related to the AAA Dead-Server Detection feature.
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Related Topic

Document Title

Configuring RADIUS

“Configuring RADIUS ” chapter of Cisco I0S Security
Configuration Guide

Configuring AAA

“Authentication, Authorization, and Accounting (AAA)” section of
Cisco 10S Security Configuration Guide

Security commands

Cisco 10S Security Commands, Release 12.3 T

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been
modified by this feature.

To locate and download MIBs for selected platforms, Cisco [0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs

Title

No new or modified RFCs are supported by this
feature, and support for existing RFCs has not been
modified by this feature.



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfrad.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm#1000714
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference_book09186a00801a7f8b.html
http://www.cisco.com/go/mibs
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

e debug aaa dead-criteria transactions

¢ radius-server dead-criteria

¢ show aaa dead-criteria

e show aaa servers
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http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://tools.cisco.com/Support/CLILookup
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Feature Information for AAA Dead-Server Detection

Note

Table 15 lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in Cisco IOS Releases 12.2(1) or 12.0(3)S or a later release
appear in the table.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 15 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 15 Feature Information for AAA Dead-Server Detection
Feature Name Releases Feature Information
AAA Dead-Server Detection 12.3(6) This feature was introduced.
12.3(7)T This feature was integrated into Cisco IOS Release
12.3(7)T.
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ACL Default Direction

First Published: October 15, 2001
Last Updated: February 23, 2007

The ACL Default Direction feature allows you to change the filter direction (where filter direction is not
specified) to inbound packets only; that is, you can configure your server to filter packets that are coming

toward the network.

History for the ACL Default Direction Feature

Release Modification

12.2(H)T This feature was introduced.

12.2(28)SB This feature was integrated into Cisco IOS Release 12.2(28)SB.
12.2(31)SB3 This feature was integrated into Cisco IOS Release 12.2(31)SB3.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.

Contents

e Prerequisites for ACL Default Direction, page 2

e Information About ACL Default Direction, page 2

e How to Configure ACL Default Direction, page 2

e Configuration Examples for ACL Default Direction, page 4
e Additional References, page 5

¢ Command Reference, page 7
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Prerequisites for ACL Default Direction

Before you can change the default direction of filters from RADIUS, you must perform the following
tasks:

e Configure your network access server (NAS) for authentication, authorization, and accounting
(AAA) and to accept incoming calls.

For more information, refer to the AAA chapters of the Cisco I0S Security Configuration Guide,
Release 12.4 and the Cisco 10S Dial Technologies Configuration Guide, Release 12.4.

¢ Create a filter on your NAS.

For more information, refer to the section “Configuring IP Services” section of the chapter IP
Addressing and Services of the Cisco IOS IP Addressing Services Configuration Guide, Release
12.4.

e Add a filter definition for a RADIUS user; for example, Filter-1d = “myfilter”.

Information About ACL Default Direction

Before changing the default direction of filters for your access control lists (ACLs) from RADIUS, you
should understand the following concepts:

e The radius-server attribute 11 direction default Command, page 2

e Benefits of ACL Default Direction, page 2

The radius-server attribute 11 direction default Command

The radius-server attribute 11 direction default command allows you to change the default direction
of filters for your ACLs via RADIUS. (RADIUS attribute 11 (Filter-Id) indicates the name of the filter
list for the user.) Enabling this command allows you to change the filter direction to inbound—which
stops traffic from entering a router, and reduces resource consumption—rather than keeping the
outbound default direction, where filtering occurs only as the traffic is about to leave the network.

Benefits of ACL Default Direction

The ACL Default Direction feature allows you to change the default direction, which is outbound, of
filters for your ACLs to inbound via the radius-server attribute 11 direction default command.

How to Configure ACL Default Direction

This section contains the following procedures:
e Configuring the ACL Default Direction from RADIUS via Attribute 11 (Filter-1d), page 3 (required)
e Verifying the ACL Default Direction from RADIUS via Attribute 11 (Filter-Id), page 3 (optional)



http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hdia_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiad_c/ch05/1chipadr.htm
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_chapter09186a0080445147.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiad_c/ch05/1chipadr.htm

| ACL Default Direction

How to Configure ACL Default Direction 1l

Configuring the ACL Default Direction from RADIUS via Attribute 11 (Filter-Id)

To configure the default direction of filters from RADIUS via attribute 11, perform the following steps.

SUMMARY STEPS
1. enable
2. configure terminal
3. radius-server attribute 11 direction default [inbound | outbound]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:

Router# configure terminal

Step3  radius-server attribute 11 direction default Specifies the default direction of filters from RADIUS to
[inbound | outbound] inbound or outbound.

Example:

Router (config)# radius-server attribute 11
direction default inbound

Verifying the ACL Default Direction from RADIUS via Attribute 11 (Filter-Id)

To verify the default direction of filters from RADIUS and to verify that RADIUS attribute 11 is being
sent in access accept requests, perform the following steps.

SUMMARY STEPS

1. enable
2. more system:running-config

3. debug radius
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DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 more system:running-config Displays the contents of the current running configuration
file.
Example:

Router# more system:running-config

Step3  debug radius Displays information associated with RADIUS. The output
of this command shows whether attribute 11 is being sent in

access accept requests.
Example: ptreq

Router# debug radius

Configuration Examples for ACL Default Direction

This section provides the following configuration examples:
e Default Direction of Filters via RADIUS Attribute 11 (Filter-Id): Example, page 4
e RADIUS User Profile with Filter-Id: Example, page 4

Default Direction of Filters via RADIUS Attribute 11 (Filter-ld): Example

The following example shows how to configure RADIUS attribute 11 to change the default direction of
filters. In this example, the filtering is applied to inbound packets only.

radius-server attribute 11 direction default inbound

RADIUS User Profile with Filter-1d: Example

The following is an example of a RADIUS user profile (Merit Daemon format) that includes RADIUS
attribute 11 (Filter-1d):

client Password = "passwordl"
Service-Type = Framed,
Framed-Protocol = PPP,
Filter-Id = "myfilter.out"

The RADIUS user profile shown in this example produces the following reply from the NAS:

RADIUS: Send to unknown id 79 10.51.13.4:1645, Access-Request, len 85
RADIUS: authenticator 84 D3 B5 7D C2 5B 70 AD - 1E 5C 56 E8 3A 91 DO 6E
RADIUS: User-Name [11] 8 "client"

RADIUS: CHAP-Password [31] 19 *

RADIUS: NAS-Port [5] 6 20030

RADIUS: NAS-Port-Type [61] 6 ISDN [2]
RADIUS: Called-Station-Id [30] 6 "4321"

RADIUS: Calling-Station-Id [31] 6 "1234"

RADIUS: Service-Type [61] 6 Framed [2]
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RADIUS: NAS-IP-Address [4] 6 10.1.73.74

RADIUS: Received from id 79 10.51.13.4:1645, Access-Accept, len 46
RADIUS: authenticator 9C 6C 66 E2 F1 42 D6 4B - C1 7D D4 5E 9D 09 BB Al

RADIUS: Service-Type [6] 6 Framed [2]
RADIUS: Framed-Protocol [7] 6 PPP [1]
RADIUS: Filter-Id [11] 14

RADIUS: 6D 79 66 69 6C 74 65 72 2E 6F 75 74 [myfilter.out]

Additional References

The following sections provide references related to the ACL Default Direction feature.
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Related Documents

Related Topic Document Title

Cisco IOS Dial Technologies configuration Cisco I10S Dial Technologies Configuration Guide, Release 12.4
Cisco IOS security configuration Cisco 10S Security Configuration Guide, Release 12.4

Cisco IOS security commands e Cisco 10S Security Command Reference, Release 12.4T

e Cisco 10S Security Command Reference, Release 12.2SB
e Cisco 10S Security Command Reference, Release 12.2 SR

Configuring IP services “Configuring IP Services” section of the chapter “IP Addressing and
Services” of the Cisco I0S IP Addressing Services Configuration
Guide, Release 12.4.

Standards

Standard Title

No new or modified standards are supported by this —
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIB MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms, Cisco I0S
feature, and support for existing MIBs has not been releases, and feature sets, use Cisco MIB Locator found at the
modified by this feature. following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title
RFC 2865 Remote Authentication Dial-In User Service (RADIUS)



http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hdia_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tsec_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sb/cr/sbsec_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sr/cr/srsec_r/index.htm
http://www.cisco.com/en/US/products/ps6350/products_configuration_guide_chapter09186a0080445147.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiad_c/ch05/1chipadr.htm
http://www.cisco.com/go/mibs
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online |http://www.cisco.com/techsupport

resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies. Access to most tools
on the Cisco Support website requires a Cisco.com user
ID and password. If you have a valid service contract
but do not have a user ID or password, you can register

on Cisco.com.

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

¢ radius-server attribute 11 direction default

CCVP, the Cisco logo, and the Cisco Square Bridge logo are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is a
service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networking Academy,
Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath are
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0708R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2007 Cisco Systems, Inc. All rights reserved.
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Attribute Screening for Access Requests

First Published: November 19, 2003
Last Updated: December 17, 2007

The Attribute Screening for Access Requests feature allows you to configure your network access server
(NAS) to filter attributes in outbound Access Requests to the RADIUS server for purposes of
authentication or authorization.

Finding Feature Information in This Module

Your Cisco [0S software release may not support all of the features documented in this module. For the
latest feature information and caveats, see the release notes for your Cisco I0S software release. To reach
links to specific feature documentation in this module and to see a list of the releases in which each
feature is supported, use the “Feature Information for Attribute Screening for Access Requests” section on
page 9.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.

e Prerequisites for Attribute Screening for Access Requests, page 2

e Restrictions for Attribute Screening for Access Requests, page 2

e Information About Attribute Screening for Access Requests, page 2

e How to Configure Attribute Screening for Access Requests, page 2

e Configuration Examples for Attribute Filtering for Access Requests, page 6
e Additional References, page 7

¢ Command Reference, page 8

e Feature Information for Attribute Screening for Access Requests, page 9

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA
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Prerequisites for Attribute Screening for Access Requests

* You must be familiar with configuring attribute lists.

Restrictions for Attribute Screening for Access Requests

e Attributes 1 (Username), 2 (User-Password), and 3 (Chap-Password) cannot be filtered.

Information About Attribute Screening for Access Requests

To configure the Attribute Screening for Access Requests feature, you should understand the following
concept:

e Configuring an NAS to Filter Attributes in Outbound Access Requests, page 2

Configuring an NAS to Filter Attributes in Outbound Access Requests

The Attribute Screening for Access Requests feature allows you to configure your NAS to filter
attributes in outbound Access Requests to the RADIUS server for purposes of authentication or
authorization. The filters can be configured on the NAS, or they can be downloaded via downloadable
vendor-specific attributes (VSAs) from the authentication, authorization, and accounting (AAA) server.

The following are some examples of the downloadable VSAs:

Cisco:Cisco-Avpair="ppp-authen-type=chap”
Cisco:Cisco-Avpair="ppp-authen-list=group 1”
Cisco:Cisco-Avpair="ppp-author-list=group 1”
Cisco:Cisco-Avpair="vpdn:tunnel-id=B53"”
Cisco:Cisco-Avpair="vpdn:ip-addresses=10.0.58.35"

Note  You must be aware of which attributes you want to filter. Filtering certain key attributes can result in
authentication failure (for example, attribute 60 should not be filtered).

How to Configure Attribute Screening for Access Requests

This section contains the following procedures:
e Configuring Attribute Screening for Access Requests, page 3
e Configuring a Router to Support Downloadable Filters, page 4
e Monitoring and Maintaining Attribute Filtering for Access Requests, page 5
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Configuring Attribute Screening for Access Requests

To configure the attribute screening for access requests, perform the following steps.

SUMMARY STEPS
1. enable
2. configure terminal
3. radius-server attribute list /istname
4, attribute valuel [value2 [value3...]]
5. aaa group server radius group-name
6. authorization [request | reply] [accept | reject] listname
or
accounting [request | reply] [accept | reject] listname
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 radius-server attribute list listname Defines an attribute list.
Example:
Router (config)# radius-server attribute list
attrlist
Stepd  attribute valuel [value2[value3...]l Adds attributes to an accept or reject list.
Example:

Router (config)# attribute 6-10, 12

Step5 aaa group server radius group-name Applies the attribute list to the AAA server group and enters
server-group configuration mode.

Example:
Router (config)# aaa group server radius radl

Attribute Screening for Access Requests
| "=
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Step 6

Command or Action

Purpose

authorization [request | reply] [accept |
reject] listname

or
accounting [request | reply] [accept | reject]
listname

Example:
Router (config-sg-radius)# authorization
request accept attrlist

Example:
Router (config-sg-radius)# accounting request
accept attrlist

Filters attributes in outbound Access Requests to the
RADIUS server for purposes of authentication or
authorization.

e The request keyword defines filters for outgoing
authorization Access Requests.

e The reply keyword defines filters for incoming
authorization Accept and Reject packets and for
outgoing accounting requests.

Configuring a Router to Support Downloadable Filters

To configure your router to support downloadable filters, perform the following steps.

SUMMARY STEPS

1. enable
configure terminal

aaa authorization template

DETAILED STEPS

I U S

aaa authorization network default group radius
radius-server attribute list /ist-name

attribute valuel [value2 [value3...]]

Step 1

Step 2

Step 3

e

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa authorization template

Example:
Router (config)# aaa authorization template

Enables usage of a local or remote customer template on the
basis of Virtual Private Network (VPN) routing and
forwarding (VRF).
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Command or Action Purpose

Step4  aaa authorization network default group radius |Sets parameters that restrict user access to a network.

Example:
Router (config)# aaa authorization network
default group radius

Step5 radius-server attribute list list-name Defines an accept or reject list name.
Example:
Router (config)# radius-server attribute list
attlist

Step6 attribute valuel [value2 [value3...]] Adds attributes to an accept or reject list.
Example:

Router (config)# attribute 10-14, 24

Troubleshooting Tips

If attribute filtering is not working, ensure that the attribute list is properly defined.

Monitoring and Maintaining Attribute Filtering for Access Requests

To monitor and maintain attribute filtering, you can use the debug radius command.

SUMMARY STEPS
1. enable
2. debug radius
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:

Router> enable

Step2  debug radius Displays information associated with RADIUS, including
filtering information.

Example:
Router# debug radius

Attribute Screening for Access Requests
| "
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Configuration Examples for Attribute Filtering for
Access Requests

This section provides the following configuration examples:
e Attribute Filtering for Access Requests: Example, page 6
e Attribute Filtering User Profile: Example, page 6

¢ debug radius Command: Example, page 7

Attribute Filtering for Access Requests: Example

The following example shows that the attributes 30-31 that are defined in “all-attr” will be rejected in
all outbound Access Request messages:

aaa group server radius ras
server 172.19.192.238 auth-port 1745 acct-port 1746

authorization request reject all-attr
|

radius-server attribute list all-attr

attribute 30-31
I

Attribute Filtering User Profile: Example

The following is a sample user profile after attribute filtering has been configured for Access Requests:

cisco.com Password = "cisco"
Service-Type = Framed,
Framed-Protocol = PPP,

Cisco:Cisco-Avpair = :1:"rad-serv=172.19.192.87 key radl23",
Cisco:Cisco-Avpair = :1:"rad-serv-filter=authorization request reject rangel",
Cisco:Cisco-Avpair = :1:"rad-serv-filter=accounting request reject rangel",
Cisco:Cisco-Avpair = "ppp-authen-type=chap"

Cisco:Cisco-Avpair = "ppp-authen-list=group 1",

Cisco:Cisco-Avpair = "ppp-author-list=group 1",

Cisco:Cisco-Avpair = "ppp-acct-list=start-stop group 1",

Cisco:Cisco-Avpair = "vpdn:tunnel-id=B53",

Cisco:Cisco-Avpair = "vpdn:tunnel-type=12tp",

Cisco:Cisco-Avpair = "vpdn:ip-addresses=10.0.58.35",

Cisco:Cisco-Avpair = "vpdn:1l2tp-tunnel-password=cisco"

user2@cisco.com
Service-Type = Outbound,

Cisco:Cisco-Avpair = "vpdn:tunnel-id=B53",
Cisco:Cisco-Avpair = "vpdn:tunnel-type=12tp",
Cisco:Cisco-Avpair = "vpdn:ip-addresses=10.0.58.35",
Cisco:Cisco-Avpair = "vpdn:1l2tp-tunnel-password=cisco"
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When a session for user2 @cisco.com “comes up” at the Layer 2 Tunneling Protocol (L2TP) Network
Server (LNS)—as is shown above—because the aaa authorization template command has been
configured, a RADIUS request is sent to the server for Cisco.com. The server then sends an Access
Accept message if authentication is successful, along with the VSAs that are configured as part of the
Cisco.com profile. If filters are configured as part of the Cisco.com profile, these filters will be parsed
and applied to the RADIUS requests for user2 @cisco.com.

In the above profile example, filter rangel has been applied to the authorization and accounting requests.

debug radius Command: Example

If the attribute you are trying to filter is rejected, you will see an debug radius output statement similar
to the following:

RADIUS: attribute 31 rejected
If you try to filter an attribute that cannot be filtered, you will see an output statement similar to the
following:

RADIUS: attribute 1 cannot be rejected

Additional References

The following sections provide references related to Attribute Filtering for Access Requests.

Related Documents

Related Topic

Document Title

Configuring RADIUS

“Configuring RADIUS” chapter of the Cisco IOS Security
Configuration Guide

Security commands

Cisco 10S Security Command Reference

RADIUS attribute lists RADIUS Attribute Screening
Standards

Standards Title

None —

Attribute Screening for Access Requests


http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_radius.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_rad_attr_scrng.html
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MiBs

MIBs

MIBs Link

None

To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title
None —
Technical Assistance

Description Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

e authorization (server-group)



http://www.cisco.com/go/mibs
http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://tools.cisco.com/Support/CLILookup
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Feature Information for Attribute Screening for Access Requests

Note

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 1 Feature Information for Attribute Screening for Access Requests

Feature Name Releases Feature Information

Attribute Screening for Access Requests 12.3(3)B The Attribute Screening for Access Requests feature allows
12.3(7)T a network access server (NAS) to be configured to filter

12.2(28)SB attributes in outbound Access Requests to the RADIUS
12.2(33)SRC |server for purposes of authentication or authorization.
Cisco I0S XE

In 12.3(3)B, this feature was introduced.
Release 2.1

This feature was integrated into Cisco IOS Release 12.3(7)T

This feature was integrated into Cisco IOS Release
12.2(28)SB.

This feature was integrated into Cisco IOS Release
12.2(33)SRC.

In Cisco IOS XE Release 2.1, this feature was introduced on
Cisco ASR 1000 Series Routers.

The following commands were introduced or modified by
this feature: authorization (server-group).

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and
Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco,
the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient,
10S, iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet
Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0711R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2003-2004, 20062007 Cisco Systems, Inc. All rights reserved.

Attribute Screening for Access Requests


http://www.cisco.com/go/cfn

Attribute Screening for Access Requests |

B Feature Information for Attribute Screening for Access Requests




Enable Multilink PPP via RADIUS
for Preauthentication User

Feature History

Release Modification
12.2(11)T This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

This feature module describes the Enable Multilink PPP via RADIUS for Preauthentication User feature
in Cisco IOS Release 12.2(11)T. It includes the following sections:

e Feature Overview, page 1

e Supported Platforms, page 3

¢ Supported Standards, MIBs, and RFCs, page 4
e Prerequisites, page 4

e Configuration Tasks, page 4

e Configuration Examples, page 5

¢ Command Reference, page 6

e Glossary, page 7

Feature Overview

I
CISCO.

The Enable Multilink PPP via RADIUS for Preauthentication User feature allows you to selectively
enable and disable Multilink PPP (MLP) negotiation for different users via RADIUS vendor-specific
attribute (VSA) preauth:ppp-multilink=1.
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You can enable MLP by configuring the ppp multilink command on an interface, but then this command
enables MLP negotiation for all connections and users on that interface; that is, you cannot selectively
enable or disable MLP negotiation for specific connections and users on an interface.

Note  To enable this feature, the ppp multilink command should not be configured on the interface; this
command will disable MLP by default. If the ppp multilink command is already configured on the
interface, the attribute “preauth:ppp-multilink=1"" will not override this command.

How MLP via RADIUS Works

Because MLP parameters are negotiated at the time of link control protocol (LCP) negotiation, RADIUS
VSA preauth:ppp-multilink=1 should only be a part of preauthentication user authorization. You should
add this VSA to the preauthentication profile of the user to enable MLP. Thus, MLP will be enabled only
for preauthentication users whose profiles contain this VSA; MLP will be disabled for all other users. If
the MLP VSA is received during PPP user authorization (as opposed to preauthentication user
authorization), it will be too late to negotiate MLP, and MLP will not be enabled.

When this VSA is received during preauthentication user authorization, MLP negotiation for the user is
enabled. MLP is enabled when the VSA value is 1. All attribute values other than 1 are ignored.

Roles of the L2TP Access Server and L2TP Network Server

With this feature, you do not need to configure MLP on the interface of the L2TP access server (LAC);
during preauthentication user authorization, the LAC will selectively choose to enable MLP for
preauthentication users who receive preauth:ppp-multilink=1. On the L2TP network server (LNS), you
can control the maximum number of links allowed in the multilink bundle by sending RADIUS VSA
multilink:max-links=n during PPP user authorization.

New Vendor-Specific Attributes

This feature introduces the following new VSAs:
¢ (Cisco-AVpair = preauth:ppp-multilink=1
Turns on MLP on the interface and is applied to the preauthentication profile.
e (Cisco-AVpair = multilink:max-links=n

Restricts the maximum number of links that a user can have in a multilink bundle and is used with
the service=ppp attribute. The range of “n” is from 1 to 255.

e (Cisco-AVpair = multilink:min-links=1
Sets the minimum number of links for MLP. The range of “n” is from 0 to 255.
¢ (Cisco-AVpair = multilink:load-threshold=n

Sets the load threshold for the caller for which additional links are added or deleted from the
multilink bundle. If the load exceeds the specified value, links are added; if the load drops below the
specified value, links are deleted. This attribute is used with the service=ppp attribute. The range of
“n” is from 1 to 255.
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Note

Benefits

Supported Platforms

RADIUS VSAs multilink:max-links, multilink:min-links, and multilink:load-threshold serve the same
purpose as TACACS+ per-user attributes, max-links, min-links, and load-threshold respectively.

Selective Multilink PPP Configuration

MLP negotiation can be selectively enabled and disabled for different users by applying RADIUS VSA
preauth:ppp-multilink=1 to the preauthentication profile.

Related Documents

e “RADIUS Attributes” appendix in the Cisco I0S Security Configuration Guide, Release 12.2

e “TACACS+ Attribute-Value Pairs” appendix in the Cisco I0S Security Configuration Guide,
Release 12.2

e “Configuring RADIUS” chapter in the Cisco I0S Security Configuration Guide, Release 12.2
e “PPP Configuration” chapter in the Cisco IOS Dial Technologies Configuration Guide, Release 12.2
e Cisco 10S Dial Technologies Command Reference, Release 12.2

Supported Platforms

e Cisco AS5300 series
e (Cisco AS5350 series
e Cisco AS5400 series
e Cisco AS5800 series
e Cisco AS5850 series

Determining Platform Support Through Feature Navigator

Cisco IOS software is packaged in feature sets that support specific platforms. To get updated
information regarding platform support for this feature, access Feature Navigator. Feature Navigator
dynamically updates the list of supported platforms as new platform support is added for the feature.

Feature Navigator is a web-based tool that enables you to quickly determine which Cisco I0S software
images support a specific set of features and which features are supported in a specific Cisco IOS image.

To access Feature Navigator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions at http://www.cisco.com/register.

Feature Navigator is updated regularly when major Cisco IOS software releases and technology releases
occur. For the most current information, go to the Feature Navigator home page at the following URL:

http://www.cisco.com/go/fn

"
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Supported Standards, MIBs, and RFCs

Standards

None

MIBs
None

To obtain lists of supported MIBs by platform and Cisco IOS release, and to download MIB modules,
go to the Cisco MIB website on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

RFCs
No new or modified RFCs are supported by this feature.

Prerequisites

Before enabling MLP via RADIUS VSA preauth:ppp-multilink=1, you should perform the following
tasks:

¢ Enable the network access server (NAS) to recognize and use VSAs as defined by RADIUS IETF
attribute 26 by using the radius-server vsa send command.

For more information about using VSAs, refer to the section “Configuring Router to Use
Vendor-Specific RADIUS Attributes” of the chapter “Configuring RADIUS” in the Cisco 10S
Security Configuration Guide, Release 12.2.

¢ Enable preauthentication.

For information about configuring preauthentication, refer to the section “Configuring AAA
Preauthentication” of the chapter “Configuring RADIUS” in the Cisco IOS Security Configuration
Guide, Release 12.2.

Configuration Tasks

None

Verifying MLP Negotiation via RADIUS in Preauthentication

To display bundle information for the MLP bundles, use the show ppp multilink EXEC command.

Router# show ppp multilink

Virtual-Accessl, bundle name is mlpuser

Bundle up for 00:00:15
Dialer interface is Serial0:23
0 lost fragments, 0 reordered, 0 unassigned
0 discarded, 0 lost received, 1/255 load
0x0 received sequence, 0x0 sent sequence
Member links: 1 (max 7, min 1)

Serial0:22, since 00:00:15, no frags rcvd
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Configuration Examples

Table 15 describes the significant fields shown when MLP is enabled.

Table 15 show ppp multilink Field Descriptions

Field Description

Virtual-Access1 Multilink bundle virtual interface.
Bundle Configured name of the multilink bundle.

Dialer Interface is Serial0:23 |Name of the interface that dials the calls.
1/255 load Load on the link in the range 1/255 to 255/255. (255/255 is a 100% load.)

Member links: 1 Number of child interfaces.

Configuration Examples

This section provides dialin VPDN configurations using Cisco VSA ppp-multilink examples:
e LAC for MLP Configuration Example
e LAC RADIUS Profile for Preauthentication Example
e LNS for MLP Configuration Example
e LNS RADIUS Profile Example

LAC for MLP Configuration Example

The following example is a sample configuration that can be used to configure a LAC for MLP via
RADIUS:

! Enable preauthentication
aaa preauth

group radius

dnis required

!Enable VPDN

vpdn enable

|

vpdn-group 1
request-dialin
protocol 12tp
dnis 56118
initiate-to ip 10.0.1.22
local name lac-router

! Don't need to configure multilink on the interface
! Multilink will be enabled by “ppp-multilink” attribute
interface Serial0:23

ip address 15.0.1.7 255.0.0.0

encapsulation ppp

dialer-group 1

isdn switch-type primary-5ess

isdn calling-number 56118

peer default ip address pool pooll

no cdp enable

ppp authentication chap
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LAC RADIUS Profile for Preauthentication Example

The following example shows a LAC RADIUS profile for a preauthentication user who has applied the
preauth:ppp-multilink=1 VSA:

56118 Password = “cisco”
Service-Type = Outbound,
Framed-Protocol = PPP,
Framed-MTU = 1500,

Cisco-Avpair = "preauth:auth-required=1",
Cisco-Avpair = "preauth:auth-type=chap",
Cisco-Avpair = "preauth:username=dnis:56118",
Cisco-Avpair = "preauth:ppp-multilink=1"

LNS for MLP Configuration Example

The following example is a sample configuration that can be used to configure a LNS to limit the number
of links in a MLP bundle:

! Enable VPDN
vpdn enable

|
vpdn-group 1

accept-dialin

protocol any

virtual-template 1

terminate-from hostname lac-router
local name lns-router

|

! Configure multilink on interface
interface Virtual-Template 1

ip unnumbered Ethernet 0/0

ppp authentication chap

ppp multilink

LNS RADIUS Profile Example

The following example shows a LNS RADIUS profile for specifying the maximum number of links in a
multilink bundle. The following multilink VSAs should be specified during PPP user authorization.
mascot password = "cisco"

Service-Type = Framed,
Framed-Protocol = PPP,

Cisco-Avpair = "multilink:max-links=7"
Cisco-Avpair = "multilink:min-links=1"
Cisco-Avpair = "multilink:load-threshold=128"

Command Reference

This feature uses no new or modified commands. For information about all Cisco IOS commands, go to
the Command Lookup Tool at http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master
Commands List.
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AAA—authentication, authorization, and accounting. Suite of network security services that provide the
primary framework through which access control can be set up on your Cisco router or access server.

attribute—RADIUS Internet Engineering Task Force (IETF) attributes are the original set of 255
standard attributes that are used to communicate AAA information between a client and a server.
Because IETF attributes are standard, the attribute data is predefined and well known; thus all clients
and servers that exchange AAA information via IETF attributes must agree on attribute data such as the
exact meaning of the attributes and the general bounds of the values for each attribute.

L2F—Layer 2 Forwarding. Protocol that supports the creation of secure virtual private dial-up networks
over the Internet.

L2TP—Layer 2 Tunnel Protocol. A Layer 2 tunneling protocol that enables an ISP or other access
service to create a virtual tunnel to link customer remote sites or remote users with corporate home
networks. In particular, a network access server (NAS) at the ISP point of presence (POP) exchanges
PPP messages with the remote users and communicates by L2F or L2TP requests and responses with the
customer tunnel server to set up tunnels.

LAC—L2TP access concentrator. A network access server (NAS) to which the client directly connects
and through which PPP frames are tunneled to the L2TP network server (LNS). The LAC need only
implement the media over which L2TP is to operate to pass traffic to one or more LNSs. The LAC may
tunnel any protocol carried within PPP. The LAC initiates incoming calls and receives outgoing calls. A
LAC is analogous to an L2F network access server.

LNS—L2TP network server. A termination point for L2TP tunnels, and an access point where PPP
frames are processed and passed to higher-layer protocols. An LNS can operate on any platform that
terminates PPP. The LNS handles the server side of the L2TP protocol. L2TP relies only on the single
medium over which L2TP tunnels arrive. The LNS initiates outgoing calls and receives incoming calls.
An LNS is analogous to a home gateway in L2F technology.

MLP—Multilink PPP. MLP allows packets to be fragmented and the fragments to be sent at the same
time over multiple point-to-point links to the same remote address. The multiple links come up in
response to a defined dialer load threshold. The load can be calculated on inbound traffic, outbound
traffic, or on either, as needed for the traffic between the specific sites. MLP provides bandwidth on
demand and reduces transmission latency across WAN links.

MLP is designed to work over synchronous and asynchronous serial and BRI and PRI types of single or
multiple interfaces that have been configured to support both dial-on-demand rotary groups and PPP
encapsulation.

RADIUS—Remote Authentication Dial-In User Service. RADIUS is a distributed client/server system
that secures networks against unauthorized access. In the Cisco implementation, RADIUS clients run on
Cisco routers and send authentication requests to a central RADIUS server that contains all user
authentication and network service access information.

VSA—Vendor-Specific Attribute. VSAs derived from one IETF attribute—vendor-specific (attribute
26). Attribute 26 allows a vendor to create and implement an additional 255 attributes. That is, a vendor
can create an attribute that does not match the data of any IETF attribute and encapsulate it behind
attribute 26: essentially, Vendor-Specific = “protocol:attribute=value.”
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Enhanced Test Command

First Published: August 9, 2001
Last Updated: December 17, 2007

The Enhanced Test Command feature allows a named user profile to be created with calling line ID
(CLID) or dialed number identification service (DNIS) attribute values. The CLID or DNIS attribute
values can be associated with the RADIUS record that is sent with the user profile so that the RADIUS
server can access CLID or DNIS attribute information for all incoming calls.

Finding Feature Information in This Module

Your Cisco [0S software release may not support all of the features documented in this module. For the
latest feature information and caveats, see the release notes for your Cisco I0S software release. To reach
links to specific feature documentation in this module and to see a list of the releases in which each
feature is supported, use the “Feature Information for Enhanced Test Command” section on page 6.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.

e Restrictions for the Enhanced Test Command, page 2

e How to Configure the Enhanced Test Command, page 2

e Configuration Example for Enhanced Test Command, page 3
e Additional References, page 4

¢ Command Reference, page 5

e Feature Information for Enhanced Test Command, page 6

¢ Glossary, page 7
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Restrictions for the Enhanced Test Command

The test aaa group command does not work with TACACS+.

How to Configure the Enhanced Test Command

The following sections describe how to configure the Enhanced Test Command feature:
e Configuring a User Profile and Associating it with the RADIUS Record

e Verifying the Enhanced Test Command Configuration

Configuring a User Profile and Associating it with the RADIUS Record

This section describes how to create a named user profile with CLID or DNIS attribute values and
associate it with the RADIUS record.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa user profile profile-name
4. aaa attribute {dnis | clid} attribute-value
5. exit
6. test aaa group {group-name | radius} username password new-code [profile profile-name]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 aaa user profile profile-name Creates a user pr()fi]e_
Example:
Router (config)# aaa user profile profilenamel
Step4  aaa attribute {dnis | clid} Adds DNIS or CLID attribute values to the user profile and

enters AAA-user configuration mode.

Example:
Router# configure terminal

-' |
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Configuration Example for Enhanced Test Command

Command or Action Purpose

Step5  exit Exit Global Configuration mode.

Step6 Router# test aaa group {group-name | radius) Associates a DNIS or CLID named user profile with the
username password new-code [profile record sent to the RADIUS server.

profile-name]

Note The profile-name must match the profile-name
specified in the aaa user profile command.

Example:

Router# test aaa group radius secret new-code

profile profilenamel

Verifying the Enhanced Test Command Configuration

To verify the Enhanced Test Command configuration, use the following commands in privileged EXEC

mode:
Command Purpose
Router# debug radius Displays information associated with RADIUS.
Router# more system:running-config Displays the contents of the current running

configuration file. (Note that the more
system:running-config command has replaced
the show running-config command.)

Configuration Example for Enhanced Test Command

This section provides the following configuration example:

e User Profile Associated With a test aaa group command Example

User Profile Associated With a test aaa group command Example

The following example shows how to configure the dnis = dnisvalue user profile “prfl1” and associate it
with a test aaa group command. In this example, the debug radius command has been enabled and the
output follows the configuration.

aaa user profile prfll

aaa attribute dnis

aaa attribute dnis dnisvalue
no aaa attribute clid
Attribute not found.

aaa attribute clid clidvalue
no aaa attribute clid

exit

|

! Associate the dnis user profile with the test aaa group command.

test aaa group radius userl pass new-code profile profll
|

|
1
! debug radius output, which shows that the dnis value has been passed to the radius
|

server.

| .“
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*Dec 31 16:35:48: RADIUS: Sending packet for Unique id = 0
*Dec 31 16:35:48: RADIUS: Initial Transmit unknown id 8 172.22.71.21:1645,
Access-Request, len 68
*Dec 31 16:35:48: RADIUS: code=Access-Request 1d=08 1len=0068
authenticator=1E CA 13 F2 E2 81 57 4C - 02 EA AF 9D 30 D9 97 90

T=User-Password[2] L=12 v=*

T=User-Name[1] L=07 V="test"
T=Called-Station-Id[30] L=0B V="dnisvalue"

T=Service-Typel[6] L=06 V=Login [1]
T=NAS-IP-Address[4] L=06 v=10.0.1.81

*Dec 31 16:35:48: RADIUS: Received from id 8 172.22.71.21:1645, Access-Accept, len 38
*Dec 31 16:35:48: RADIUS: code=Access-Accept i1d=08 1len=0038

Additional References

The following sections provide references related to Enhanced Test Command.

Related Documents

Related Topic Document Title

Security Commands Cisco 10S Security Command Reference

Standards

Standard Title

None —

MiBs

MIB MIBs Link

None To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

None —
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Technical Assistance

Command Reference

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco 10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, use the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

e aaa attribute
e aaa user profile

* test aaa group



http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for Enhanced Test Command

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 1 Feature Information for Enhanced Test Command
Feature Name Releases Feature Information
Enhanced Test Command 12.2(H)T The Enhanced Test Command feature allows a named user

12.2(28)SB profile to be created with calling line ID (CLID) or Dialed
12.2(33)SRC  |Number Identification Service (DNIS) attribute values. The
Cisco IOS XE |CLID or DNIS attribute values can be associated with the
Release 2.1 RADIUS record that is sent with the user profile so that the
RADIUS server can access CLID or DNIS attribute
information for all incoming calls.

This feature was introduced in Cisco IOS Release 12.2(4)T.

This feature was integrated into Cisco IOS Release
12.2(28)SB.

This feature was integrated into Cisco IOS Release
12.2(33)SRC.

In Cisco IOS XE Release 2.1, this feature was introduced on
Cisco ASR 1000 Series Routers.

The following commands were introduced or modified by
this feature: aaa attribute, aaa user profile, test aaa group
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attribute—RADIUS Internet Engineering Task Force (IETF) attributes are the original set of 255
standard attributes that are used to communicate AAA information between a client and a server.
Because IETF attributes are standard, the attribute data is predefined and well known; thus all clients
and servers who exchange AAA information via IETF attributes must agree on attribute data such as the
exact meaning of the attributes and the general bounds of the values for each attribute.

CLID—-calling line ID. CLID provides the number from which a call originates.

DNIS—dialed number identification service. DNIS provides the number that is dialed.
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Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco,
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Framed-Route in RADIUS Accounting

First Published: November 3, 2003
Last Updated: December 17, 2007

The Framed-Route in RADIUS Accounting feature provides for the presence of Framed-Route
(RADIUS attribute 22) information in RADIUS Accounting-Request accounting records. The
Framed-Route information is returned to the RADIUS server in the Accounting-Request packets. The
Framed-Route information can be used to verify that a per-user route or routes have been applied for a
particular static IP customer on the network access server (NAS).

Finding Feature Information in This Module

Your Cisco [0S software release may not support all of the features documented in this module. For the
latest feature information and caveats, see the release notes for your Cisco I0S software release. To reach
links to specific feature documentation in this module and to see a list of the releases in which each
feature is supported, use the “Feature Information for Framed-Route in RADIUS Accounting” section on
page 7.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.
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Prerequisites for Framed-Route in RADIUS
Accounting

Be familiar with configuring authentication, authorization, and accounting (AAA), RADIUS servers,
and RADIUS attribute screening.

Information About Framed-Route in RADIUS
Accounting

This section includes the following concepts:
e Framed-Route, Attribute 22, page 2
e Framed-Route in RADIUS Accounting Packets, page 2

Framed-Route, Attribute 22

Framed-Route, attribute 22 as defined in Internet Engineering Task Force (IETF) standard RFC 2865,
provides for routing information to be configured for the user on the NAS. The Framed-Route attribute
information is usually sent from the RADIUS server to the NAS in Access-Accept packets. The attribute
can appear multiple times.

Framed-Route in RADIUS Accounting Packets

Note

The Framed-Route attribute information in RADIUS accounting packets shows per-user routes that have
been applied for a particular static IP customer on the NAS. The Framed-Route attribute information is
currently sent in Access-Accept packets. Effective with Cisco IOS Release 12.3(4)T, the Framed-Route
attribute information is also sent in Accounting-Request packets if it was provided in the Access-Accept
packets and was applied successfully. Zero or more instances of the Framed-Route attribute may be
present in the Accounting-Request packets.

If there is more than one Framed-Route attribute in an Access-Accept packet, there can also be more
than one Framed-Route attribute in the Accounting-Request packet.

The Framed-Route information is returned in Stop and Interim accounting records and in Start
accounting records when accounting Delay-Start is configured.

No configuration is required to have the Frame-Route attribute information returned in the RADIUS
accounting packets.
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How to Monitor Framed-Route in RADIUS
Accounting

Use the debug radius command to monitor whether Framed-Route (attribute 22) information is being
sent in RADIUS Accounting-Request packets.

Examples

This section provides the following example:

e debug radius Command Output: Example, page 3

debug radius Command Output: Example

In the following example, the debug radius command is used to verify that Framed-Route (attribute 22)
information is being sent in the Accounting-Request packets (see the line 00:06:23: RADIUS:
Framed-Route [22] 26 "10.80.0.1 255.255.255.255 10.60.0.1 100").

Router# debug radius

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

00
00
00
00
00
00
00
00

:06:
:06:
:06:
:06:
:06:
:06:
:06:
:06:

25:
25:
25:
25:
25:
25:
25:
25:

RADIUS: Send to unknown id 0 10.1.0.2:1645, Access-Request, len 126
RADIUS: authenticator 40 28 A8 BC 76 D4 AA 88 - 5A E9 C5 55 0E 50 84 37
RADIUS: Framed-Protocol [7] 6 PPP [1]
RADIUS: User-Name [1] 14 "nari@trwlOO1"
RADIUS: CHAP-Password [31] 19 =
RADIUS: NAS-Port [5] 6 1
RADIUS: Vendor, Cisco [26] 33
RADIUS: Cisco AVpair [1] 27 "interface=Virtual-Accessl"
RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: Service-Type [6] 6 Framed [2]
RADIUS: NAS-IP-Address [4] 6 12.1.0.1
RADIUS: Acct-Session-Id [44] 10 "00000002"
RADIUS: Received from id 0 10.1.0.2:1645, Access-Accept, len 103
RADIUS: authenticator 5D 2D 9F 25 11 15 45 B2 - 54 BB 7F EB CE 79 20 3B
RADIUS: Vendor, Cisco [26] 33
RADIUS: Cisco AVpair [11 27 "interface=Virtual-Accessl"
RADIUS: Service-Type [6] 6 Framed [2]
RADIUS: Framed-Protocol [7] 6 PPP [1]
RADIUS: Framed-IP-Netmask [9] 6 255.255.255.255
RADIUS: Framed-IP-Address [8] 6 10.60.0.1

: RADIUS: Framed-Route [22] 26 "10.80.0.1 255.255.255.255 10.60.0.1 100"
RADIUS: Received from id 2

$LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state

AAA/AUTHOR: Processing PerUser AV route
Vil AAA/PERUSER/ROUTE: route string: IP route 10.80.0.1 255.255.255.255
100

RADIUS/ENCODE (00000002) : Unsupported AAA attribute timezone

RADIUS (00000002) : sending

RADIUS: Send to unknown id 1 10.1.0.2:1646, Accounting-Request, len 278
RADIUS: authenticator EO CC 99 EB 49 18 B9 78 - 4A 09 60 OF 4E 92 24 C6
RADIUS: Acct-Session-Id [44] 10 "00000002"

RADIUS: Tunnel-Server-Endpoi[67] 12 00:"10.1.1.1"

RADIUS: Tunnel-Client-Endpoi[66] 12 00:"10.1.1.2"

RADIUS: Tunnel-Assignment-Id[82] 15 00:"from_isdnlO1l"

"
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00:06:25: RADIUS: Tunnel-Type [64] 6 00:L2TP [3]
00:06:25: RADIUS: Acct-Tunnel-Connecti[68] 12 "2056100083"

00:06:25: RADIUS: Tunnel-Client-Auth-I[90] 10 00:"isdnl01"

00:06:25: RADIUS: Tunnel-Server-Auth-I[91] 6 00:"1ns"

00:06:25: RADIUS: Framed-Protocol [7] 6 PPP [1]
00:06:25: RADIUS: Framed-Route [22] 39 "10.80.0.1 255.255.255.25510.60.0.1 100"

00:06:25: RADIUS: Framed-IP-Address [8] 6 10.60.0.1

00:06:25: RADIUS: Vendor, Cisco [26] 35

00:06:25: RADIUS: Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"
00:06:25: RADIUS: Authentic [45] 6 RADIUS [1]
00:06:25: RADIUS: User-Name [1] 14 "usernamel@example.com"
00:06:25: RADIUS: Acct-Status-Type [40] 6 Start [1]
00:06:25: RADIUS: NAS-Port [5] 6 1

00:06:25: RADIUS: Vendor, Cisco [26] 33

00:06:25: RADIUS: Cisco AVpair [1] 27 m"interface=Virtual-Accessl"
00:06:25: RADIUS: NAS-Port-Type [61] 6 Virtual [5]
00:06:25: RADIUS: Service-Type [6] 6 Framed [2]
00:06:25: RADIUS: NAS-IP-Address [41] 6 10.1.0.1

00:06:25: RADIUS: Acct-Delay-Time [41] 6 0




| Framed-Route in RADIUS Accounting

Additional References W

Additional References

The following sections provide references related to the Framed-Route in RADIUS Accounting feature.

Related Documents

Related Topic Document Title

RADIUS Cisco 10S Security Configuration Guide, Release 12.2. Refer to
“RADIUS Attributes” in the Appendixes.

Standards

Standard Title

No new or modified standards are supported by this —
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIB MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms, Cisco I0S
feature, and support for existing MIBs has not been releases, and feature sets, use Cisco MIB Locator found at the
modified by this feature. following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

RFC 2865 Remote Authentication Dial In User Service (RADIUS)

RFC 3575 IANA Considerations for RADIUS (Remote Authentication Dial In
User Service)



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/index.htm
http://www.cisco.com/go/mibs
http://www.ietf.org/rfc/rfc2865.txt
http://rfc.net/rfc3575.html
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

No commands are introduced or modified in the feature in this module. For information about
commands, see the Cisco I10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://tools.cisco.com/Support/CLILookup
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Feature Information for Framed-Route in RADIUS
Accounting

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco 10S
software release train also support that feature.

Table 1 Feature Information for Framed-Route in RADIUS Accounting
Feature Name Releases Feature Information
Framed-Route in RADIUS Accounting 12.3(4)T The Framed-Route in RADIUS Accounting feature

12.2(28)SB provides for the presence of Framed-Route (RADIUS
12.2(33)SRC |attribute 22) information in RADIUS Accounting-Request
accounting records.

This feature was introduced in Cisco I0S Release 12.3(4)T.

This feature was integrated into Cisco IOS Release
12.2(28)SB.

This feature was integrated into Cisco IOS Release
12.2(33)SRC.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and
Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco,
the Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient,
108, iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet
Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0711R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2003, 2006, 2007 Cisco Systems, Inc. All rights reserved.
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Offload Server Accounting Enhancement

First Published: 12.2(4)T
Last Updated: December 31, 2007

The Offload Server Accounting Enhancement feature allows users to maintain authentication and
accounting information between their network access servers (NASs) and the offload server.

History for the Offload Server Accounting Enhancement Feature

Release Modification

12.2(H)T This feature was introduced.

12.2(28)SB This feature was integrated into Cisco IOS Release 12.2(28)SB.
12.2(33)SRC This feature was integrated into Cisco IOS Release 12.2(33)SRC.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

For the latest feature information and caveats, see the release notes for your Cisco IOS software release.

e Feature Overview, page 2

e Prerequisites, page 2

e Configuration Tasks, page 3

e Configuration Examples, page 4
e Additional References, page 5

¢ Command Reference, page 6

e Glossary, page 6
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Feature Overview

Benefits

Note

The Offload Server Accounting Enhancement feature allows users to configure their network access
servers (NAS) to synchronize authentication and accounting information—NAS-IP-Address (attribute 4)
and Class (attribute 25)—with the offload server.

An offload server interacts with a NAS via Virtual Private Network (VPN) to perform required
Point-to-Point Protocol (PPP) negotiation for calls. The NAS performs call preauthentication, whereas
the offload server performs user authentication. T his feature allows the authentication and accounting
data of the NAS to synchronize with the offload server as follows:

¢ During preauthentication, the NAS generates a unique session-id, adding the Acct-Session-Id
(attribute 44) before the existing session-id (NAS-IP-Address), and retrieves a Class attribute. The
new session-id is sent in preauthentication requests and resource accounting requests; the Class
attribute is sent in resource accounting requests.

Unique session-ids are needed when multiple NASs are being processed by one offload server.

e The NAS-IP-Address, the Acct-Session-Id, and the Class attribute are transmitted to the offload
server via Layer 2 Forwarding (L2F) options.

e The offload server will include the new, unique session-id in user access requests and user session
accounting requests. The Class attribute that was passed from the NAS will be included in the user
access request, but a new Class attribute will be received in the user access reply; this new Class
attribute should be included in user session accounting requests.

The Offload Server Accounting Enhancement feature allows users to maintain authentication and
accounting information between their NAS and offload server.

Although NASs can already synchronize information with an offload server, this feature extends the
functionality to include a unique session-id, adding the Acct-Session-Id (attribute 44) before the existing
session-id (NAS-IP-Address), and Class (attribute 25) information collected by the NASs.

Prerequisites

Before configuring the Offload Server Accounting Enhancement feature, you must perform the
following tasks:

e Enable AAA. (For more information, refer to chapter “Configuring Authentication” of the
Cisco 10S Security Configuration Guide)

e Enable VPN. (For more information, refer to the chapter “Configuring Virtual Private Networks” of
the Cisco 10S Dial Technologies Configuration Guide)
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See the following sections for configuration tasks for the Offload Server Accounting Enhancement
feature. Each task in the list is identified as either required or optional.

e Configuring Unique Session IDs, page 3(required)

e Configuring Offload Server to Synchronize with NAS Clients, page 3(required)

e Verifying Offload Server Accounting, page 4(optional)

Configuring Unique Session IDs

To maintain unique session IDs among NASs, use the following global configuration command. When
multiple NASs are being processed by one offload server, this feature must be enabled by all NASs and
by the offload server to ensure a common and unique session-id.

Command

Purpose

Router (config)# radius-server attribute 44 extend-with-addr

Adds the accounting IP address in front of the
existing AAA session ID.

Note  The unique session-id is different from
other NAS session-ids because it adds the
Acct-Session-Id (attribute 44) before the
existing session-id (NAS-IP-Address).

Configuring Offload Server to Synchronize with NAS Clients

To configure the offload server to synchronize accounting session information with the NAS clients, use

the following global configuration command:

Command

Purpose

Router (config)# radius-server attribute 44 sync-with-client

Configures the offload server to synchronize
accounting session information with the NAS clients.
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Verifying Offload Server Accounting

To verify whether the NAS has synchronized authentication and accounting data with the offload server,
use the following commands in privileged EXEC mode:

Command Purpose

Router# more system:running-config Displays the contents of the current running configuration file.
(Note that the more system:running-config command has
replaced the show running-config command.)

Router (config)# debug radius Displays information associated with RADIUS. The output of this
command shows whether attribute 44 is being sent in access
requests. The output, however, does not show the entire value for
attribute 44. To view the entire value for attribute 44, refer to your
RADIUS server log.

Configuration Examples

This section provides the following configuration examples:
e Unique Session ID Configuration Example, page 4

e Offload Server Synchronization with NAS Clients Example, page 4

Unique Session ID Configuration Example

The following example shows how to configure unique session IDs among NASs:

aaa new-model

aaa authentication ppp default group radius
radius-server host 10.100.1.34

radius-server attribute 44 include-in-access-req
radius-server attribute 44 extend-with-addr

Offload Server Synchronization with NAS Clients Example

The following example shows how to configure the offload server to synchronize accounting session
information with NAS clients:

radius-server attribute 44 sync-with-client




| Offload Server Accounting Enhancement

Additional References W

Additional References

The following sections provide references related to Offload Server Accounting Enhancement.

Related Documents’

Related Topic Document Title

Configuring Virtual Private Networks “Configuring Virtual Private Networks” chapter in the Cisco I0S
Dial Technologies Configuration Guide

Security Configuration Guide Cisco 10S Security Configuration Guide

Standards

Standard Title

None —

MiBs

MIB MIBs Link

None To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs

RFCs

RFC Title

None —
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Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website

http://www.cisco.com/techsupport

requires a Cisco.com user ID and password

Command Reference

Glossary

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

¢ radius-server attribute 44 extend-with-addr

e radius-server attribute 44 sync-with-client

AAA—authentication, authorization, and accounting. Suite of network security services that provide the
primary framework through which access control can be set up on your Cisco router or access server.

Acct-Session-ID (attribute 44)—A unique accounting identifier that makes it easy to match start and
stop records in a log file. Acct-Session ID numbers restart at 1 each time the router is power-cycled or
the software is reloaded.

Class (attribute 25)—An accounting attribute. Arbitrary value that the network access server includes
in all accounting packets for this user if the attribute is supplied by the RADIUS server.

L2F—Layer 2 Forwarding. A Layer 2 tunneling protocol that enables an ISP or other access service to
create a virtual tunnel to link customer remote sites or remote users with corporate home networks. In
particular, a network access server (NAS) at the ISP point of presence (POP) exchanges PPP messages
with the remote users and communicates by L2F or L2TP requests and responses with the customer
tunnel server to set up tunnels.

NAS—network access server. A Cisco platform (or collection of platforms, such as an AccessPath
system) that interfaces between the packet world (for example, the Internet) and the circuit world (for
example, the public switched telephone network).

NAS-IP Address (attribute 4)—Specifies the IP address of the network access server that is requesting
authentication. The default value is 0.0.0.0/0.



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://tools.cisco.com/Support/CLILookup
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PPP—Point-to-Point Protocol. Successor to SLIP that provides router-to-router and host-to-network
connections over synchronous and asynchronous circuits. Whereas SLIP was designed to work with IP,
PPP was designed to work with several network layer protocols, such as IP, IPX, and ARA. PPP also has
built-in security mechanisms, such as CHAP and PAP. PPP relies on two protocols: LCP and NCP.

RADIUS—Remote Authentication Dial-In User Service. RADIUS is a distributed client/server system
that secures networks against unauthorized access. In the Cisco implementation, RADIUS clients run on
Cisco routers and send authentication requests to a central RADIUS server that contains all user
authentication and network service access information.

VPN—A system that permits dial-in networks to exist remotely to home networks, while giving the
appearance of being directly connected. VPNs use L2TP and L2F to terminate the Layer 2 and higher
parts of the network connection at the LNS instead of the LAC.

See Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.
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Per VRF AAA

First Published: June 4, 2001
Last Updated: November 17, 2008

The Per VRF AAA feature allows authentication, authorization, and accounting (AAA) on the basis of
Virtual Private Network (VPN) routing and forwarding (VRF) instances.

For Cisco IOS Release 12.2(15)T or later releases, a customer template can be used, which may be
stored either locally or remotely, and AAA services can be performed on the information that is stored
in the customer template. This feature has also been referred to as the Dynamic Per VRF AAA feature.

Finding Feature Information

Contents

I
CISCO.

Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the “Feature Information for Per VRF AAA” section on page 30.

Use Cisco Feature Navigator to find information about platform support and Cisco I10S, Catalyst OS,
and Cisco I0S XE software image support. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

e Prerequisites for Per VRF AAA, page 2

e Restrictions for Per VRF AAA, page 2

e Information About Per VRF AAA, page 2

¢ How to Configure Per VRF AAA, page 6

e Configuration Examples for Per VRF AAA, page 18
¢ Additional References, page 28

e Command Reference, page 29
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e Glossary, page 31

Prerequisites for Per VRF AAA

Before configuring the Per VRF AAA feature, you must enable AAA. (For information on completing
this task, refer to the AAA chapters of the Cisco I0S Security Configuration Guide.

Restrictions for Per VRF AAA

e This feature is supported only for RADIUS servers.

e Operational parameters should be defined once per VRF rather than set per server group, because
all functionality must be consistent between the network access server (NAS) and the AAA servers.

¢ The ability to configure a customer template either locally or remotely is available only for
Cisco I0S Release 12.2(15)T and later releases.

Information About Per VRF AAA

When you use the Per VRF AAA feature, AAA services can be based on VRF instances. This feature
permits the Provider Edge (PE) or Virtual Home Gateway (VHG) to communicate directly with the
customer’s RADIUS server, which is associated with the customer’s Virtual Private Network (VPN),
without having to go through a RADIUS proxy. Thus, ISPs can scale their VPN offerings more
efficiently because they no longer have to use RADIUS proxies and ISPs can also provide their
customers with additional flexibility.

e How Per VRF AAA Works, page 2

e Benefits, page 3

e AAA Accounting Records, page 3

e New Vendor-Specific Attributes, page 3

How Per VRF AAA Works

To support AAA on a per customer basis, some AAA features must be made VRF aware. That is, ISPs
must be able to define operational parameters—such as AAA server groups, method lists, system
accounting, and protocol-specific parameters—and bind those parameters to a particular VRF instance.
Defining and binding the operational parameters can be accomplished using one or more of the following
methods:

e Virtual private dialup network (VPDN) virtual template or dialer interfaces that are configured for
a specific customer

e Locally defined customer templates—Per VPN with customer definitions. The customer template is
stored locally on the VHG. This method can be used to associate a remote user with a specific VPN
based on the domain name or dialed number identification service (DNIS) and provide the
VPN-specific configuration for virtual access interface and all operational parameters for the
customer AAA server.
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Benefits

Note

Information About Per VRFAAA

e Remotely defined customer templates—Per VPN with customer definitions that are stored on the
service provider AAA server in a RADIUS profile. This method is used to associate a remote user
with a specific VPN based on the domain name or DNIS and provide the VPN-specific configuration
for the virtual access interface and all operational parameters for the AAA server of the customer.

The ability to configure locally or remotely defined customer templates is available only with Cisco I0S
Release 12.2(15)T and later releases.

Configuration Support

ISPs can partition AAA services on a per VRF basis. Thus, ISPs can allow their customers to control
some of their own AAA services.

Server Group List Extension

The list of servers in server groups is extended to include the definitions of private servers in addition to
references to the hosts in the global configuration, allowing access to both customer servers and global
service provider servers simultaneously.

AAA Accounting Records

The Cisco implementation of AAA accounting provides “start” and “stop” record support for calls that
have passed user authentication. Start and stop records are necessary for users employing accounting
records to manage and monitor their networks.

New Vendor-Specific Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific information between the network access server and the RADIUS server by using the
vendor-specific attribute (VSA) attribute 26. Attribute 26 encapsulates VSAs, thereby, allowing vendors
to support their own extended attributes otherwise not suitable for general use.

The Cisco RADIUS implementation supports one vendor-specific option using the format recommended
in the specification. Cisco’s vendor-ID is 9, and the supported option has vendor-type 1, which is named
“cisco-avpair.” The value is a string of the following format:

protocol : attribute sep value *

“Protocol” is a value of the Cisco “protocol” attribute for a particular type of authorization. “Attribute”
and “value” are an appropriate attribute-value (AV) pair defined in the Cisco TACACS+ specification,

and “sep” is “=" for mandatory attributes and “*” for optional attributes. This format allows the full set
of features available for TACACS+ authorization to be used also for RADIUS.

Table 1 summarizes the VSAs that are now supported with Per VRF AAA.
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Table 1

VSAs supported with Per VRF AAA

VSA Name

Value Type

Description

Note Each VSA must have the prefix “template:” before the VSA name, unless a different prefix is

explicitly stated.

account-delay

string

This VSA must be “on.” The functionality of this VSA is
equal to the aaa accounting delay-start command for
the customer template.

account-send-stop

string

This VSA must be “on.” The functionality of this VSA is
equal to the aaa accounting send stop-record
authentication command with the failure keyword.

account-send-success-remote

string

This VSA must be “on.” The functionality of this VSA is
equal to the aaa accounting send stop-record
authentication command with the success keyword.

attr-44

string

This VSA must be “access-req.” The functionality of this
VSA is equal to the radius-server attribute 44
include-in-access-req command.

ip-addr

string

This VSA specifies the IP address, followed by the mask
that the router uses to indicate its own IP address and
mask in negotiation with the client; for example,
ip-addr=1.2.3.4 255.255.255.255

ip-unnumbered

string

This VSA specifies the name of an interface on the
router. The functionality of this VSA is equal to the

ip unnumbered command, which specifies an interface
name such as “Loopback 0.”

ip-vrf

string

This VSA specifies which VRF will be used for the
packets of the end user. This VRF name should match the
name that is used on the router via the ip vrf forwarding
command.

peer-ip-pool

string

This VSA specifies the name of an IP address pool from
which an address will be allocated for the peer. This pool
should be configured using the ip local pool command or
should be automatically downloadable via RADIUS.

ppp-acct-list

string

This VSA defines the accounting method list that is to be
used for PPP sessions.

The VSA syntax is as follows: “ppp-acct-list=[start-stop
| stop-only | none] group X [group Y] [broadcast].” It is
equal to the aaa accounting network mylist command
functionality.

The user must specify at least one of the following
options: start-stop, stop-only, or none. If either start-stop
or stop-only is specified, the user must specify at least
one, but not more than four, group arguments. Each
group name must consist of integers. The servers in the
group should have already been identified in the
access-accept via the VSA “rad-serv.” After each group
has been specified, the user can specify the broadcast
option
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VSA Name Value Type |Description

ppp-authen-list string This VSA defines which authentication method list is to
be used for PPP sessions and, if more than one method is
specified, in what order the methods should be used.

The VSA syntax is as follows: “ppp-authen-list=[groupX
| local | local-case | none | if-needed],” which is equal to
the aaa authentication ppp mylist command
functionality.

The user must specify at least one, but no more than four,
authentication methods. If a server group is specified, the
group name must be an integer. The servers in the group
should have already been identified in the access-accept
via the VSA “rad-serv.”

ppp-authen-type string This VSA allows the end user to specify at least one of
the following authentication types: pap, chap, eap,
ms-chap, ms-chap-v2, any, or a combination of the
available types that is separated by spaces.

The end user will be permitted to log in using only the
methods that are specified in this VSA.

PPP will attempt these authentication methods in the
order presented in the attribute.

ppp-author-list string This VSA defines the authorization method list that is to
be used for PPP sessions. It indicates which methods will
be used and in what order.

The VSA syntax is as follows:
“ppp-author-list=[groupX] [local] [if-authenticated]
[none],” which is equal to the aaa authorization
network mylist command functionality.

The user must specify at least one, but no more than four,
authorization methods. If a server group is specified, the
group name must be an integer. The servers in the group
should have already been identified in the access-accept
via the VSA “rad-serv.”

Note The RADIUS VSAs—rad-serv, rad-server-filter, rad-serv-source-if, and rad-serv-vrf—must
have the prefix “aaa:” before the VSA name.

rad-serv string This VSA indicates the IP address, key, timeout, and
retransmit number of a server, as well as the group of the
server.

The VSA syntax is as follows: “rad-serv=a.b.c.d [key
SomeKey] [auth-port X] [acct-port Y] [retransmit V]
[timeout W].” Other than the IP address, all parameters
are optional and can be issued in any order. If the optional
parameters are not specified, their default values will be
used.

The key cannot contain any spaces; for “retransmit V,”
“V” can range from 1-100; for “timeout W,” the “W” can
range from 1-1000.

| .“
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VSA Name Value Type |Description

rad-serv-filter string The VSA syntax is as follows:
“rad-serv-filter=authorization | accounting-request |
reply-accept | reject-filtername.” The filtername must be
defined via the radius-server attribute list filtername
command.

rad-serv-source-if string This VSA specifies the name of the interface that is used
for transmitting RADIUS packets. The specified
interface must match the interface configured on the
router.

rad-serv-vrf string This VSA specifies the name of the VRF that is used for
transmitting RADIUS packets. The VRF name should
match the name that was specified via the ip vrf
forwarding command.

How to Configure Per VRF AAA

The following sections contain procedures for possible deployment scenarios for using the Per VRF
AAA feature.

e Configuring Per VRF AAA, page 7 (required)

e Configuring Per VRF AAA Using Local Customer Templates, page 12 (optional)

e Configuring Per VRF AAA Using Remote Customer Templates, page 15 (optional)
e Verifying VRF Routing Configurations, page 17 (optional)

e Troubleshooting Per VRF AAA Configurations, page 18 (optional)
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Configuring Per VRF AAA

This section contains the following procedures.
e Configuring AAA, page 7
e Configuring Server Groups, page 7
¢ Configuring Authentication, Authorization, and Accounting for Per VRF AAA, page 8
e Configuring RADIUS-Specific Commands for Per VRF AAA, page 10
¢ Configuring Interface-Specific Commands for Per VRF AAA, page 11

Configuring AAA
To enable AAA you need to complete the following steps.
SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  aaa new-model Enables AAA globally.
Example:

Router (config)# aaa new-model

Configuring Server Groups

To configure server groups you need to complete the following steps.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaa group server radius groupname
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5. server-private ip-address [auth-port port-number | acct-port port-number] [non-standard]
[timeout seconds] [retransmit retries] [Kkey string]

6. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa new-model

Example:
Router (config)# aaa new-model

Enables AAA globally.

aaa group server radius groupname

Example:
Router (config)# aaa group server radius
v2.44.com

Groups different RADIUS server hosts into distinct lists and
distinct methods. Enters server-group configuration mode.

server-private ip-address [auth-port
port-number | acct-port port-number]
[non-standard] [timeout seconds] [retransmit
retries] [key string]

Example:
Router (config-sg-radius)# server-private
10.10.130.2 auth-port 1600 key ww

Configures the IP address of the private RADIUS server for
the group server.

Note If private server parameters are not specified, global
configurations will be used. If global configurations
are not specified, default values will be used.

exit

Example:
Router (config-sg-radius)# exit

Exits from server-group configuration mode; returns to
global configuration mode.

Configuring Authentication, Authorization, and Accounting for Per VRF AAA

To configure authentication, authorization, and accounting for Per VRF AAA, you need to complete the

following steps.

SUMMARY STEPS

1. enable
2. configure terminal

3. aaa new-model
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4. aaa authentication ppp {default | [ist-name} methodl [method?2...]

5. aaa authorization {network | exec | commands /evel | reverse-access | configuration} {default |

list-name} methodl [method?...]

6. aaa accounting system default [vrf vrf-name] {start-stop | stop-only | none} [broadcast] group

groupname

1. aaa accounting delay-start [vrf vrf-name]

8. aaa accounting send stop-record authentication {failure | success {remote-server}} [vrf

vrf-name)

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa new-model

Example:
Router (config)# aaa new-model

Enables AAA globally.

aaa authentication ppp {default | list-name}
methodl [method2...]

Example:
Router (config)# aaa authentication ppp
method_list_v2.44.com group v2.44.com

Specifies one or more AAA authentication methods for use
on serial interfaces that are running PPP.

aaa authorization {network | exec | commands
level | reverse-access | configuration}
{default | list-name} methodl [method2...]

Example:
Router (config)# aaa authorization network
method_list_v2.44.com group v2.44.com

Sets parameters that restrict user access to a network.

aaa accounting system default [vrf vrf-name]
{start-stop | stop-only | none} [broadcast]
group groupname

Example:
Router (config)# aaa accounting system default
vrf v2.44.com start-stop group v2.44.com

Enables AAA accounting of requested services for billing
or security purposes when you use RADIUS.
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Command or Action Purpose
aaa accounting delay-start [vrf vrf-name] Displays generation of the start accounting records until the
user IP address is established.
Example:
Router (config) # aaa acounting delay-start vrf
v2.44.com
aaa accounting send stop-record authentication (}enenuesaccounﬁngstoprecord&
{failure | success {remote-server}} [vrf . . .
vrf-name] When using the failure keyword a “stop” record will be sent
for calls that are rejected during authentication.
. 13 k2l 3
Example: When using the success keyword a “stop” record will be

Router (config)# aaa accounting send stop-record

sent for calls that meet one of the following criteria:

thentication fail £ v2.44. .
authentication faiiure vt v com e Calls that are authenticated by a remote AAA server

when the call is terminated.

e Calls that are not authenticated by a remote AAA server
and the start record has been sent.

e (Calls that are successfully established and then
terminated with the “stop-only” aaa accounting
configuration.

Note The success and remote-server keywords are
available in Cisco IOS Release 12.4(2)T and later

releases.

Configuring RADIUS-Specific Commands for Per VRF AAA

To configure RADIUS-specific commands for Per VRF AAA you need to complete the following steps.

SUMMARY STEPS
1. enable
2. configure terminal
3. ip radius source-interface subinterface-name [vrf vrf-name]
4. radius-server attribute 44 include-in-access-req [vrf vrf-name]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

“. |
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Command or Action

Purpose

Step 3 ip radius source-interface subinterface-name
[vrf vrf-name]

Example:
Router (config)# ip radius source-interface
loopback55

Forces RADIUS to use the IP address of a specified
interface for all outgoing RADIUS packets and enables the
specification on a per-VRF basis.

Slep4 radius-server attribute 44
include-in-access-req [vrf vrf-name]

Example:
Router (config)# radius-server attribute 44
include-in-access-req vrf v2.44.com

Sends RADIUS attribute 44 in access request packets
before user authentication and enables the specification on
a per-VRF basis.

Configuring Interface-Specific Commands for Per VRF AAA

To configure interface-specific commands for Per VRF AAA, you need to complete the following steps.

SUMMARY STEPS

1. enable

configure terminal

ip vrf forwarding vrf-name

ppp authorization list-name

ppp accounting default

® N o g & W N

exit

DETAILED STEPS

interface type number [name-tag]

ppp authentication {protocoll [protocol2...]} listname

Command or Action

Purpose

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Slep3 interface type number [name-tag]

Example:
Router (config)# interface loopbackll

Configures an interface type and enters interface
configuration mode.
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Step 4

Step 5

Step 6

Step 7

Step 8

Command or Action

Purpose

ip vrf forwarding vrf-name

Example:
Router (config-if)# ip vrf forwarding v2.44.com

Associates a VRF with an interface.

ppp authentication {protocoll [protocol2...]}
listname

Example:
Router (config-if)# ppp authentication chap
callin V2_44_com

Enables Challenge Handshake Authentication Protocol
(CHAP) or Password Authentication Protocol (PAP) or both
and specifies the order in which CHAP and PAP
authentication are selected on the interface.

ppp authorization list-name

Example:
Router (config-if)# ppp authorization V2_44_com

Enables AAA authorization on the selected interface.

ppp accounting default

Example:
Router (config-if)# ppp accounting default

Enables AAA accounting services on the selected interface.

exit

Example:
Router (config)# exit

Exits interface configuration mode.

Configuring Per VRF AAA Using Local Customer Templates

This section contains the following procedures:

e Configuring AAA, page 12

e Configuring Server Groups, page 12

¢ Configuring Authentication, Authorization, and Accounting for Per VRF AAA, page 12

e Configuring Authorization for Per VRF AAA with Local Customer Templates, page 13

e Configuring Local Customer Templates, page 13

Configuring AAA

Perform the tasks as outlined in the “Configuring Per VRF AAA” section on page 7.

Configuring Server Groups

Perform the tasks as outlined in the “Configuring Server Groups” section on page 7.

Configuring Authentication, Authorization, and Accounting for Per VRF AAA

N

Perform the tasks as outlined in the “Configuring Authentication, Authorization, and Accounting for Per

VRF AAA” section on page 8.
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Configuring Authorization for Per VRF AAA with Local Customer Templates

To configure authorization for Per VRF AAA with local templates, you need to complete the following

steps.
SUMMARY STEPS
1. enable
2. configure terminal
3. aaa authorization template
4. aaa authorization network default local
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3 aaa authorization template Enables the use of local or remote templates.
Example:
Router (config)# aaa authorization template
Step4  aaa authorization network default local Specifies local as the default method for authorization.
Example:

Router (config)# aaa authorization network
default local

Configuring Local Customer Templates

To configure local customer templates, you need to complete the following steps.

SUMMARY STEPS

1. enable

configure terminal

vpdn search-order domain

template name [default | exit | multilink | no | peer | ppp]

peer default ip address pool pool-name

I U S

ppp authentication {protocoll [protocol?2...]} [if-needed] [list-name | default] [callin] [one-time]

| .“
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1. ppp authorization [default | /ist-name]

8. aaa accounting {auth-proxy | system | network | exec | connection | commands level} {default |
list-name} [vrf vrf-name] {start-stop | stop-only | none} [broadcast] group groupname

9. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

.

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

vpdn search-order domain

Example:
Router (config)# vpdn search-order domain

Looks up the profiles based on domain.

template name [default | exit | multilink | no
| peer | ppp]

Example:
Router (config)# template v2.44.com

Creates a customer profile template and assigns a unique
name that relates to the customer that will be receiving it.

Enters template configuration mode.

~

Note

Steps 5, 6, and 7 are optional. Enter multilink,
peer, and ppp keywords appropriate to customer
application requirements.

peer default ip address pool pool-name

Example:
Router (config-template)# peer default ip
address pool v2_44_com_pool

(Optional) Specifies that the customer profile to which this
template is attached will use a local IP address pool with the
specified name.

ppp authentication {protocoll
[if-needed]
[one-time]

[protocol2...]}
[Iist-name | default] [callin]

Example:
Router (config-template)# ppp authentication
chap

(Optional) Sets the PPP link authentication method.

ppp authorization [default | list-name]

Example:
Router (config-template)# ppp authorization
v2_44_com

(Optional) Sets the PPP link authorization method.
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Command or Action

Purpose

aaa accounting {auth-proxy | system | network |
exec | connection | commands level} {default |
list-name} [vrf vrf-name] {start-stop |

stop-only | none} [broadcast] group groupname

Example:
Router (config-template)# aaa accounting
v2_44_com

(Optional) Enables AAA operational parameters for the
specified customer profile.

exit

Example:
Router (config-template) # exit

Exits from template configuration mode; returns to global
configuration mode.

Configuring Per VRF AAA Using Remote Customer Templates

This section contains the following procedures:

e Configuring AAA, page 15

e Configuring Server Groups, page 15

e Configuring Authentication for Per VRF AAA with Remote Customer Profiles, page 15

e Configuring Authorization for Per VRF AAA with Remote Customer Profiles, page 16
e Configuring the RADIUS Profile on the SP RADIUS Server, page 17

Configuring AAA

Perform the tasks as outlined in the “Configuring Per VRF AAA” section on page 7.

Configuring Server Groups

Perform the tasks as outlined in the “Configuring Server Groups” section on page 12.

Configuring Authentication for Per VRF AAA with Remote Customer Profiles

To configure authentication for Per VRF AAA with remote customer profiles, you need to perform the

following steps.

SUMMARY STEPS

1. enable

configure terminal

s W DN

list-name} [[methodl [method?2...]

aaa authentication ppp {default | list-name} methodl [method?...]

aaa authorization {network | exec | commands level | reverse-access | configuration} {default |

"=
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa authentication ppp {default | list-name}
methodl [method2...]

Example:
Router (config)# ppp authentication ppp default
group radius

Specifies one or more authentication, authorization, and
accounting (AAA) authentication methods for use on serial
interfaces that are running PPP.

aaa authorization {network | exec | commands
level | reverse-access | configuration}
{default | list-name} [[methodl [method2...]

Example:
Router (config)# aaa authorization network
default group sp

Sets parameters that restrict user access to a network.

Configuring Authorization for Per VRF AAA with Remote Customer Profiles

To configuring authorization for Per VRF AAA with remote customer profiles, you need to perform the

following step.

SUMMARY STEPS

1. enable

2. configure terminal

3. aaa authorization template
4.

list-name} [[methodl [method?2...]

aaa authorization {network | exec | commands level | reverse-access | configuration} {default |
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Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa authorization template

Example:
Router (config)# aaa authorization template

Enables use of local or remote templates.

aaa authorization {network | exec | commands
level | reverse-access | configuration}
{default | list-name} [[methodl [method2...]

Example:
Router (config)# aaa authorization network
default sp

Specifies the server group that is named as the default
method for authorization.

Configuring the RADIUS Profile on the SP RADIUS Server

Configure the RADIUS profile on the Service Provider (SP) RADIUS server. See the “Per VRF AAA
Using a Remote RADIUS Customer Template: Example” section on page 20 for an example of how to

update the RADIUS profile.

Verifying VRF Routing Configurations

To verify VRF routing configurations, you need to complete the following steps:

SUMMARY STEPS

1. enable
2. configure terminal

3. show ip route vrf vrf-name
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DETAILED STEPS

Step 1

Step 2

Step 3

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

show ip route vrf vrf-name

Example:
Router (config)# show ip route vrf northvrf

Displays the IP routing table associated with a VRF.

Troubleshooting Per VRF AAA Configurations

To troubleshoot the Per VRF AAA feature, use at least one of the following commands in EXEC mode:

Command

Purpose

Router#

debug aaa accounting

Displays information on accountable events as they
occur.

Router# debug aaa authentication Displays information on AAA authentication.

Router# debug aaa authorization Displays information on AAA authorization.

Router# debug ppp negotiation Displays information on traffic and exchanges in an
internetwork implementing PPP.

Router# debug radius Displays information associated with RADIUS.

Router# debug vpdn event Displays Layer 2 Transport Protocol (L2TP) errors and
events that are a part of normal tunnel establishment or
shutdown for VPNs.

Router# debug vpdn error Displays debug traces for VPN.

Configuration Examples for Per VRF AAA

This section provides the following configuration examples:

e Per VRF Configuration: Examples, page 19

e Customer Template: Examples, page 20

e AAA Accounting Stop Records: Examples, page 22
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Per VRF Configuration: Examples

This section provides the following configuration examples:
e Per VRF AAA: Example, page 19
e Per VRF AAA Using a Locally Defined Customer Template: Example, page 19
e Per VRF AAA Using a Remote RADIUS Customer Template: Example, page 20

Per VRF AAA: Example

The following example shows how to configure the Per VRF AAA feature using a AAA server group
with associated private servers:

aaa new-model

aaa authentication ppp method_list_vl.55.com group v1.55.com

aaa authorization network method_list_vl.55.com group v1.55.com

aaa accounting network method_list_vl.55.com start-stop group vl1.55.com
aaa accounting system default vrf v1.55.com start-stop group vl1.55.com
aaa accounting delay-start vrf v1.55.com

aaa accounting send stop-record authentication failure vrf v1.55.com

aaa group server radius vl.55.com
server-private 10.10.132.4 auth-port 1645 acct-port 1646 key ww
ip vrf forwarding vl1.55.com

ip radius source-interface loopback55
radius-server attribute 44 include-in-access-req vrf vl1.55.com

Per VRF AAA Using a Locally Defined Customer Template: Example

The following example shows how to configure the Per VRF AAA feature using a locally defined
customer template with a AAA server group that has associated private servers:

aaa new-model

aaa authentication ppp method_list_vl.55.com group v1.55.com

aaa authorization network method_list_wvl.55.com group vl1.55.com

aaa authorization network default local

aaa authorization template

aaa accounting network method_list_vl.55.com start-stop group vl1.55.com
aaa accounting system default vrf vl1.55.com start-stop group vl.55.com

aaa group server radius V1_55_com
server-private 10.10.132.4 auth-port 1645 acct-port 1646 key ww
ip vrf forwarding V1.55.com

template V1.55.com
peer default ip address pool V1_55_com_pool
ppp authentication chap callin V1_55_com
ppp authorization V1_55_com
ppp accounting V1_55_com
aaa accounting delay-start
aaa accounting send stop-record authentication failure
radius-server attribute 44 include-in-access-req
ip vrf forwarding v1.55.com
ip radius source-interface Loopback55
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Per VRF AAA Using a Remote RADIUS Customer Template: Example

The following examples shows how to configure the Per VRF AAA feature using a remotely defined
customer template on the SP RADIUS server with a AAA server group that has associated private
servers:

aaa new-model

aaa authentication ppp default group radius

aaa authorization template
aaa authorization network default group sp

aaa group server radius sp
server 10.3.3.3

radius-server host 10.3.3.3 auth-port 1645 acct-port 1646 key sp_key

The following RADIUS server profile is configured on the SP RADIUS server:

cisco-avpailr = "aaa:rad-serv#1=10.10.132.4 key ww"
cisco-avpair = "aaa:rad-serv-vrf#l=V1.55.com"
cisco-avpalr = "aaa:rad-serv-source-if#l=Loopback 55"
cisco-avpair = "template:ppp-authen-list=group 1"
cisco-avpair = "template:ppp-author-list=group 1"
cisco-avpair = "template:ppp-acct-list= start-stop group 1"
cisco-avpair = "template:account-delay=on"
cisco-avpair = "template:account-send-stop=on"
cisco-avpair = "template:rad-attrd4d=access-req"
cisco-avpair = "template:peer-ip-pool=V1.55-pool"
cisco-avpair = "template:ip-vrf=vV1.55.com"
cisco-avpair = "template:ip-unnumbered=Loopback 55"
framed-protocol = ppp

service-type = framed

Customer Template: Examples

This section provides the following configuration examples:

e Locally Configured Customer Template with RADIUS Attribute Screening and Broadcast
Accounting: Example, page 20

e Remotely Configured Customer Template with RADIUS Attribute Screening and Broadcast
Accounting: Example, page 21

Locally Configured Customer Template with RADIUS Attribute Screening and Broadcast
Accounting: Example

The following example shows how to create a locally configured template for a single customer,
configuring additional features including RADIUS attribute screening and broadcast accounting:

aaa authentication ppp default local group radius

aaa authentication ppp V1_55_com group V1_55_com

aaa authorization template

aaa authorization network default local group radius

aaa authorization network V1_55_com group V1_55_com

aaa accounting network V1_55_com start-stop broadcast group V1_55_com group SP_AAA_ server

aaa group server radius SP_AAA_server
server 10.10.100.7 auth-port 1645 acct-port 1646
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aaa group server radius V1_55_com

server-private 10.10.132.4 auth-port 1645 acct-port 1646
authorization accept min-author

accounting accept usage-only

ip vrf forwarding V1.55.com

ip vrf V1.55.com

rd 1:55

route-target export 1:55
route-target import 1:55

template V1.55.com

peer default ip address pool V1.55-pool

ppp authentication chap callin V1_55_com

ppp authorization V1_55_com

ppp accounting V1_55_com

aaa accounting delay-start

aaa accounting send stop-record authentication failure
radius-server attribute 44 include-in-access-req

vpdn-group V1.55
accept-dialin
protocol 12tp
virtual-template 13
terminate-from hostname lac-1b-V1.55
source-ip 10.10.104.12
lcp renegotiation always
12tp tunnel password 7 060506324F41

interface Virtual-Templatel3

ip vrf forwarding V1.55.com

ip unnumbered Loopback55

ppp authentication chap callin
ppp multilink

ip local pool V1.55-pool 10.1.55.10 10.1.55.19 group V1.55-group

ip radius source-interface Loopback0
ip radius source-interface Loopback55 vrf V1.55.com

radius-server attribute list min-author
attribute 6-7,22,27-28,242
radius-server attribute list usage-only
attribute 1,40,42-43,46

radius-server host 10.10.100.7 auth-port 1645 acct-port 1646 key ww
radius-server host 10.10.132.4 auth-port 1645 acct-port 1646 key ww

Remotely Configured Customer Template with RADIUS Attribute Screening and Broadcast
Accounting: Example

The following example shows how to create a remotely configured template for a single customer,
configuring additional features including RADIUS attribute screening and broadcast accounting:
aaa authentication ppp default local group radius

aaa authorization template
aaa authorization network default local group radius

ip vrf v1.55.com
rd 1:55
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route-target export 1:55
route-target import 1:55

vpdn-group V1.55
accept-dialin
protocol 12tp
virtual-template 13
terminate-from hostname lac-1b-V1.55
source-ip 10.10.104.12
lcp renegotiation always
12tp tunnel password 7 060506324F41

interface Virtual-Templatel3

no ip address

ppp authentication chap callin
ppp multilink

ip local pool V1.55-pool 10.1.55.10 10.1.55.19 group V1.55-group
radius-server attribute list min-author
attribute 6-7,22,27-28,242

radius-server attribute list usage-only
attribute 1,40,42-43,46

The customer template is stored as a RADIUS server profile for v1.55.com.

cisco-avpailr = "aaa:rad-serv#1=10.10.132.4 key ww"

cisco-avpair = "aaa:rad-serv-vrf#l=v1.55.com"

cisco-avpair = "aaa:rad-serv-source-if#l=Loopback 55"

cisco-avpair = "aaa:rad-serv#2=10.10.100.7 key ww"

cisco-avpair = "aaa:rad-serv-source-if#2=Loopback 0"

cisco-avpair = "template:ppp-authen-list=group 1"

cisco-avpair = "template:ppp-author-list=group 1"

cisco-avpalr = "template:ppp-acct-list= start-stop group 1 group 2 broadcast"
cisco-avpair = "template:account-delay=on"

cisco-avpalr = "template:account-send-stop=on"

cisco-avpair = "template:rad-attrdd=access-req"

cisco-avpailr = "aaa:rad-serv-filter#l=authorization accept min-author"
cisco-avpailr = "aaa:rad-serv-filter#l=accounting accept usage-only"
cisco-avpair = "template:peer-ip-pool=V1.55-pool"

cisco-avpair = "template:ip-vrf=vV1.55.com"

cisco-avpair = "template:ip-unnumbered=Loopback 55"

framed-protocol = ppp

service-type = framed

AAA Accounting Stop Records: Examples

Note

The following AAA accounting stop record examples show how to configure the aaa accounting send
stop-record authentication command to control the generation of “stop” records when the
aaa accounting command is issued with the start-stop or stop-only keyword.

The success and remote-server keywords are available in Cisco IOS Release 12.4(2)T and later
releases.
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This section provides the following configuration examples:

¢ AAA Accounting Stop Record and Successful Call: Example, page 23

e AAA Accounting Stop Record and Rejected Call: Example, page 25

AAA Accounting Stop Record and Successful Call: Example

The following example shows “start” and “stop” records being sent for a successful call when the
aaa accounting send stop-record authentication command is issued with the failure keyword.

Router# show running config | include aaa

aaa
aaa
aaa
aaa
aaa

*Jul

new-model
authentication ppp default group radius
authorization network default local

accounting send stop-record authentication failure
accounting network default start-stop group radius

AAA/BIND(00000018): Bind i/f Virtual-Template2
pppl4d AAA/AUTHOR/LCP: Authorization succeeds trivially

AAA/AUTHOR

(0x

18): Pick method list 'default’

AAA/BIND(00000019): Bind i/f
5192 L2TP: O SCCRQ
5192 L2TP: O SCCRQ, flg TLS, ver 2, len 141, tnl O,

7 03:28:31.543:
*Jul 7 03:28:31.547:
*Jul 7 03:28:33.555:
*Jul 7 03:28:33.555:
*Jul 7 03:28:33.555: Tnl
*Jul 7 03:28:33.555: Tnl
ns 0, nr 0
Cc8 02 00 8D 00 00
00 00 00 01 80 08
00 06 11 30 80 10
6E 6E 65 6C 00 19
53 79 73 74 65 6D
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.563: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
81 13 03 F6 A8 E4
*Jul 7 03:28:33.567: Tnl
*Jul 7 03:28:33.567: Tnl
4D 52 91 DC 1A 43
*Jul 7 03:28:33.571: Tnl
*Jul 7 03:28:33.571: Tnl
5192, ns 0, nr 1
contiguous pak, size 157

00
00
00
00
73

5192

00
00
00
00

5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
5192
1D DD 25 18 25 6E 67 8C 7C 39

5192 L2TP: Parse AVP 13, len 22, flag 0x8000 (M)
5192 L2TP: Chlng Resp

B3 31 B4 F5 B8 E1 88 22 4F 41

5192 L2TP: No missing AVPs in SCCRP

5192 L2TP: I SCCRP, flg TLS, ver 2, len 157, tnl

00
00
00
00

L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:
L2TP:

00 00 00 80 08 00 00
02 01 00 00 08 00 0O
07 4C 41 43 2D 74 75
08 43 69 73 63 6F 20

Parse AVP 0, len 8, flag 0x8000 (M)
Parse SCCRP

Parse AVP 2, len 8, flag 0x8000 (M)
Protocol Ver 256

Parse AVP 3, len 10, flag 0x8000 (M)
Framing Cap 0x0

Parse AVP 4, len 10, flag 0x8000 (M)
Bearer Cap 0x0

Parse AVP 6, len 8, flag 0x0
Firmware Ver 0x1120

Parse AVP 7, len 16, flag 0x8000 (M)
Hostname LNS-tunnel

Parse AVP 8, len 25, flag 0x0
Vendor Name Cisco Systems, Inc.

Parse AVP 9, len 8, flag 0x8000 (M)
Assigned Tunnel ID 6897

Parse AVP 10, len 8, flag 0x8000 (M)
Rx Window Size 20050

Parse AVP 11, len 22, flag 0x8000 (M)
Chlng
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Cc8 02 00 9D 14 48 00 00 00 00 00 01 80 08 00 0O

00 00 00 02 80 08 00 00 00 02 01 00 80 0A 00 0O

00 03 00 00 00 00 80 OA 00 00 00 04 00 00 00 0O

00 08 00 00 00 06 11 20 80 10 00 00 00 07 4C 4E

53 2D 74 75 6E 6E 65 6C ...
*Jul 7 03:28:33.571: Tnl 5192 L2TP: I SCCRP from LNS-tunnel
*Jul 7 03:28:33.571: Tnl 5192 L2TP: O SCCCN to LNS-tunnel tnlid 6897
*Jul 7 03:28:33.571: Tnl 5192 L2TP: O SCCCN, flg TLS, ver 2, len 42, tnl
6897, ns 1, nr 1

c8 02 00 2A 1A F1 00 00 00 01 0O 01 80 08 00 0O

00 00 00 03 80 16 00 00 00 OD 32 24 17 BC 6A 19

Bl 79 F3 F9 A9 D4 67 7D 9A DB
*Jul 7 03:28:33.571: uid:14 Tnl/Sn 5192/11 L2TP: O ICRQ to LNS-tunnel 6897/0
*Jul 7 03:28:33.571: uid:14 Tnl/Sn 5192/11 L2TP: O ICRQ, flg TLS, ver 2, len
63, tnl 6897, 1lsid 11, rsid 0, ns 2, nr 1

c8 02 00 3F 1A F1 00 00 00 02 00 01 80 08 00 0O

00 00 00 OA 80 OA 00 00 00 OF C8 14 B4 03 80 08

00 00 00 OE 00 OB 80 OA 00 00 00 12 00 00 00 0O

00 OF 00 09 00 64 OF 10 09 02 02 00 1B 00 00
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Parse AVP 0, len 8, flag
0x8000 (M)
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Parse ICRP
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Parse AVP 14, len 8, flag
0x8000 (M)
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: Assigned Call ID 5
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: No missing AVPs in ICRP
*Jul 7 03:28:33.575: uid:14 Tnl/Sn 5192/11 L2TP: I ICRP, flg TLS, ver 2, len
28, tnl 5192, 1sid 11, rsid 0, ns 1, nr 3
contiguous pak, size 28

Cc8 02 00 1C 14 48 00 OB 00 01 00 03 80 08 00 00

00 00 00 0B 80 08 00 00 00 OE 00 05
*Jul 7 03:28:33.579: uid:14 Tnl/Sn 5192/11 L2TP: O ICCN to LNS-tunnel 6897/5
*Jul 7 03:28:33.579: uid:14 Tnl/Sn 5192/11 L2TP: O ICCN, flg TLS, ver 2, len
167, tnl 6897, 1lsid 11, rsid 5, ns 3, nr 2

c8 02 00 A7 1A F1 00 05 00 03 00 02 80 08 00 0O

00 00 00 OC 80 OA 00 00 00 18 06 1A 80 00 00 0A

00 00 00 26 06 1A 80 00 80 0A 00 00 00 13 00 00

00 01 00 15 00 00 00 1B 01 04 05 D4 03 05 Cc2 23

05 05 06 OA OB E2 7A ...
*Jul 7 03:28:33.579: RADIUS/ENCODE(00000018) :0rig. component type = PPoOE
*Jul 7 03:28:33.579: RADIUS(00000018): Config NAS IP: 10.0.0.0
*Jul 7 03:28:33.579: RADIUS(00000018): sending
*Jul 7 03:28:33.579: RADIUS/ENCODE: Best Local IP-Address 10.0.1.123 for
Radius-Server 172.19.192.238
*Jul 7 03:28:33.579: RADIUS(00000018): Send Accounting-Request to

172.19.192.238:2196 id 1646/23,

len 176

*Jul 7 03:28:33.579: RADIUS: authenticator 3C 81 D6 C5 2B 6D 21 8E - 19 FF
43 B5 41 86 A8 A5

*Jul 7 03:28:33.579: RADIUS: Acct-Session-Id [44] 10 "00000023"

*Jul 7 03:28:33.579: RADIUS: Framed-Protocol [7] 6

PPP [11]

*Jul 7 03:28:33.579: RADIUS: Tunnel-Medium-Type [65] 6

00:IPv4 [1]

*Jul 7 03:28:33.583: RADIUS: Tunnel-Client-Endpoi[66] 10 "10.0.0.1"

*Jul 7 03:28:33.583: RADIUS: Tunnel-Server-Endpoi[67] 10 "10.0.0.2"

*Jul 7 03:28:33.583: RADIUS: Tunnel-Assignment-Id[82] 5 "lac"

*Jul 7 03:28:33.583: RADIUS: Tunnel-Type [64] 6

00:L2TP [3]

*Jul 7 03:28:33.583: RADIUS: Acct-Tunnel-Connecti[68] 12 "3356800003"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Client-Auth-I[90] 12 "LAC-tunnel"
*Jul 7 03:28:33.583: RADIUS: Tunnel-Server-Auth-I[91] 12 "LNS-tunnel"
*Jul 7 03:28:33.583: RADIUS: User-Name [1] 16 "user@example.com"
*Jul 7 03:28:33.583: RADIUS: Acct-Authentic [45] 6

Local [2]
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*Jul 7 03:28:33.583: RADIUS: Acct-Status-Type [40] 6
Start [11]

*Jul 7 03:28:33.583: RADIUS: NAS-Port-Type [61] 6
Virtual [5]

*Jul 7 03:28:33.583: RADIUS: NAS-Port [5] 6
0

*Jul 7 03:28:33.583: RADIUS: NAS-Port-Id [87] 9 "0/0/0/0"
*Jul 7 03:28:33.583: RADIUS: Service-Type [6] 6
Framed [21]

*Jul 7 03:28:33.583: RADIUS: NAS-IP-Address [4] 6
10.0.1.123

*Jul 7 03:28:33.583: RADIUS: Acct-Delay-Time [41] 6
0

*Jul 7 03:28:33.683: RADIUS: Received from id 1646/23 172.19.192.238:2196,
Accounting-response, len 20

*Jul 7 03:28:33.683: RADIUS: authenticator 1C E9 53 42 A2 8A 58 9A - C3 CC
1D 79 9F A4 6F 3A

AAA Accounting Stop Record and Rejected Call: Example

The following example shows the “stop” record being sent for a rejected call during authentication when
the aaa accounting send stop-record authentication command is issued with the success keyword.

Router# show running config | include aaa

aaa new-model

aaa authentication ppp default group radius

aaa authorization network default local

aaa accounting send stop-record authentication success remote-server
aaa accounting network default start-stop group radius

Router#

*Jul 7 03:39:40.199: AAA/BIND(00000026): Bind i/f Virtual-Template2

*Jul 7 03:39:40.199: ppp2l AAA/AUTHOR/LCP: Authorization succeeds trivially
*Jul 7 03:39:42.199: RADIUS/ENCODE(00000026) :0Orig. component type = PPoOE
*Jul 7 03:39:42.199: RADIUS: AAA Unsupported [156]1 7

*Jul 7 03:39:42.199: RADIUS: 30 2F 30 2F

30 [0/0/0]

*Jul 7 03:39:42.199: RADIUS(00000026): Config NAS IP: 10.0.0.0

*Jul 7 03:39:42.199: RADIUS/ENCODE(00000026): acct_session_id: 55

*Jul 7 03:39:42.199: RADIUS(00000026): sending

*Jul 7 03:39:42.199: RADIUS/ENCODE: Best Local IP-Address 10.0.1.123 for
Radius-Server 172.19.192.238

*Jul 7 03:39:42.199: RADIUS(00000026): Send Access-Request to
172.19.192.238:2195 id 1645/14, len 94

*Jul 7 03:39:42.199: RADIUS: authenticator A6 D1 6B A4 76 9D 52 CF - 33 5D
16 BE AC 7E 5F A6

*Jul 7 03:39:42.199: RADIUS: Framed-Protocol [7] 6

PPP [1]

*Jul 7 03:39:42.199: RADIUS: User-Name [1] 16 ‘"user@example.com"
*Jul 7 03:39:42.199: RADIUS: CHAP-Password [31] 19 =

*Jul 7 03:39:42.199: RADIUS: NAS-Port-Type [61] 6

Virtual [5]

*Jul 7 03:39:42.199: RADIUS: NAS-Port [5] 6

0

*Jul 7 03:39:42.199: RADIUS: NAS-Port-Id [871 9 "0/0/0/0"
*Jul 7 03:39:42.199: RADIUS: Service-Type [6] 6

Framed [2]
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*Jul 7 03:39:42.199: RADIUS:
10.0.1.123

*Jul 7 03:39:42.271: RADIUS:
Access-Accept, len 194

*Jul 7 03:39:42.271: RADIUS:
23 63 81 DE 6F D7

*Jul 7 03:39:42.271: RADIUS:

PPP [1]
*Jul 7 03:39:42.275: RADIUS:
Framed [2]

*Jul 7 03:39:42.275: RADIUS:
*Jul 7 03:39:42.275: RADIUS:
id=lac"

*Jul 7 03:39:42.275: RADIUS:
*Jul 7 03:39:42.275: RADIUS:
type=12tp"

*Jul 7 03:39:42.275: RADIUS:
*Jul 7 03:39:42.275: RADIUS:
password=cisco"

*Jul 7 03:39:42.275: RADIUS:
*Jul 7 03:39:42.275: RADIUS:
password=cisco"

*Jul 7 03:39:42.275: RADIUS:
*Jul 7 03:39:42.275: RADIUS:
addresses=10.0.0.2"

*Jul 7 03:39:42.275: RADIUS:
Framed [21]
*Jul 7 03:39:42.275: RADIUS:
PPP [11]
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
0, ns

O N N9 9 999999993949

, nr O
Cc8 02 00 86 00 00 0O
00 00 00 01 80 08 00
00 06 11 30 80 09 00
00 00 08 43 69 73 63
2C 20 49 6E 63 2E 80

*Jul 7 03:39:49.279: Tnl 21407 L2TP: O StopCCN

03:39:42.275: RADIUS(00000026) :
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.275: ppp2l PPP/AAA: Check Attr:
03:39:42.279: AAA/BIND(00000027) :
03:39:42.279: Tnl 21407 L2TP: O SCCRQ
03:39:42.279: Tnl 21407 L2TP: O SCCRQ,

NAS-IP-Address

[4] 6

Received from id 1645/14 172.19.192.238:2195,

authenticator 30 AD FF 8E 59 0C E4 6C - BA 11

Framed-Protocol

Service-Type

Vendor, Cisco
Cisco AVpair

Vendor, Cisco
Cisco AVpair

Vendor, Cisco
Cisco AVpair

Vendor, Cisco
Cisco AVpair

Vendor, Cisco
Cisco AVpair

Service-Type

Framed-Protocol

00 00 00 00 00 80
00 00 02 01 00 00
00 00 07 6C 61 63
6F 20 53 79 73 74

[7] 6
[6] 6
[26] 26

[1] 20 "vpdn:tunnel-

[26] 29
[1] 23  "vpdn:tunnel-

[26] 30
[1] 24 "vpdn:gw-

[26] 31
[1] 25 ‘"vpdn:nas-

[26] 34
[1] 28 "vpdn:ip-

[7] 6

Received from id 1645/14

Framed-Protocol
service-type
tunnel-id
tunnel-type
gw-password
nas-password
ip-addresses
service-type
Framed-Protocol

Bind i/f

flg TLS, ver 2, len 134, tnl

08 00 00
08 00 00
00 19 00
65 6D 73

*Jul 7 03:39:49.279: Tnl 21407 L2TP: O StopCCN, flg TLS, ver 2, len 66, tnl

0, ns 1, nr 0
Cc8 02 00 42 00 00 00
00 00 00 04 80 1E 00
6F 20 6D 61 6E 79 20
74 73 00 08 00 09 00

53 9F
*Jul 7
*Jul 7 03:39:49.279: RADIUS(00000026) :
*Jul 7

03:39:49.279: RADIUS(00000026) :

00 00 01 00 00 80
00 00 01 00 02 00

08 00 00
06 54 6F

72 65 74 72 61 6E 73 6D 69

69 00 01 80 08 00

00 00 09

03:39:49.279: RADIUS/ENCODE (00000026) :0rig. component type = PPoOE
Config NAS IP: 10.0.0.0
sending

*Jul 7 03:39:49.279: RADIUS/ENCODE: Best Local IP-Address 10.0.1.123 for

Radius-Server 172.19.192.238

*Jul 7 03:39:49.279: RADIUS(00000026) :

172.19.192.238:2196 id 1646/32, len 179
authenticator 0A 85 2F FO 65 6F 25 E1 - 97 54

*Jul 7 03:39:49.279: RADIUS:

Send Accounting-Request to
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CC BF EA F7 62 89

*Jul 7 03:39:49.279:
*Jul 7 03:39:49.279:

PPP

*Jul 7 03:39:49.279:

00:IPv4

*Jul 7 03:39:49.279:
*Jul 7 03:39:49.279:
*Jul 7 03:39:49.283:

00:L2TP

*Jul 7 03:39:49.283:
7 03:39:49.283:
*Jul 7 03:39:49.283:
7 03:39:49.283:

*Jul

*Jul
RADIUS

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

0

*Jul 7 03:39:49.283:

error

*Jul 7 03:39:49.283:

Stop

*Jul 7 03:39:49.283:

Virtual
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0
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RADIUS:

[1]
RADIUS:

[1]
RADIUS:
RADIUS:
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[31]
RADIUS:
RADIUS:
RADIUS:
RADIUS:

[1]
RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:
[91]
RADIUS:
(2]
RADIUS:
[5]
RADIUS:

RADIUS:
RADIUS:

[2]
RADIUS:

RADIUS:
RADIUS:

len 20
RADIUS:

Acct-Session-Id [44]
Framed-Protocol [7]

Tunnel-Medium-Type [65]
Tunnel-Client-Endpoi[66]
Tunnel-Server-Endpoi [67]

Tunnel-Type [64]

Acct-Tunnel-Connecti[68]
Tunnel-Client-Auth-I[90]

User-Name [1]
Acct-Authentic [45]
Acct-Session-Time [46]

Acct-Input-Octets [42]

Acct-Output-Octets [43]

Acct-Input-Packets [47]

Acct-Output-Packets [48]

Acct-Terminate-Cause[49]

Acct-Status-Type [40]
NAS-Port-Type [61]
NAS-Port [51]
NAS-Port-Id [87]
Service-Type [6]
NAS-IP-Address [4]
Acct-Delay-Time [41]
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"00000037"

"10.0.0.1"
"10.0.0.2"

W
n lac n
"user@example.com"

nas-

"0/0/0/0"

Received from id 1646/32 172.19.192.238:2196,

authenticator C8 C4 61 AF 4D 9F 78 07 - 94 2B
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Additional References

The following sections provide references related to Per VRF AAA.

Related Documents

Related Topic

Document Title

AAA: Configuring Server Groups

Cisco 10S Security Configuration Guide, Release 12.4

RADIUS Attribute Screening

RADIUS Debug Enhancements

Broadcast Accounting

AAA Broadcast Accounting, Release 12.1(1)T

Cisco IOS Security Commands

Cisco 10S Security Command Reference, Release 12.4

Cisco IOS Switching Services Commands

Cisco Switching Services Command Reference, Release 12.2

Configuring Multiprotocol Label Switching

“Configuring Multiprotocol Label Switching” chapter in the
Cisco 10S Switching Services Configuration Guide, Release 12.2

Configuring Virtual Templates section

“Virtual Templates, Profiles, and Networks” chapter in the

Cisco I10S Dial Technologies Configuration Guide, Release 12.2

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been

modified by this feature.

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been

modified by this feature.

To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs

Title

No new or modified RFCs are supported by this

feature.

T


http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12_4_book.html
http://www.cisco.com/en/US/docs/ios/12_1t/12_1t1/feature/guide/dt_aaaba.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/12_2/switch/command/reference/fswtch_r.html
http://www.cisco.com/en/US/docs/ios/12_2/switch/configuration/guide/fswtch_c.html
http://www.cisco.com/en/US/docs/ios/12_2/switch/configuration/guide/fswtch_c.html
http://www.cisco.com/go/mibs
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Technical Assistance

Command Reference

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco 10S Security Command Reference at
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html.

For information about all Cisco IOS commands, use the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or the Cisco I0S Master Command List, All Releases, at
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html.

e aaa accounting

e aaa accounting delay-start

e aaa accounting send stop-record authentication

e aaa authorization template

e ip radius source-interface

e ip vrf forwarding (server-group)

e radius-server attribute 44 include-in-access-req

¢ radius-server domain-stripping

¢ server-private (RADIUS)



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://tools.cisco.com/Support/CLILookup
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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Feature Information for Per VRF AAA

Table 2 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco I0S, and Cisco IOS XE, software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 2 lists only the Cisco IOS software release that introduced support for a given feature in a given

Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 2 Feature Information for Per VRF AAA

Feature Name Releases Feature Information

Per VRF AAA 12.2(1)DX The Per VRF AAA feature allows authentication, authorization, and
12.2(2)DD accounting (AAA) on the basis of Virtual Private Network (VPN)
12.2(4)B routing and forwarding (VRF) instances. For Cisco I0S
12.2(13)T Release 12.2(15)T or later releases, you can use a customer template,
12.2(15)T which may be stored either locally or remotely, and AAA services
12.42)T can be performed on the information that is stored in the customer
12.2(28)SB template.
12.2(33)SR

12.2(33)SXI
12.2(33)SXH4
XE 2.1

In 12.2(1)DX, this feature was introduced on the Cisco 7200 series
and the Cisco 7401 ASR.

In 12.2(2)DD, the ip vrf forwarding (server-group) and
radius-server domain-stripping commands were added.

In 12.2(15)T, the aaa authorization template command was added

In 12.4(2)T, the aaa accounting send stop-record authentication
command was updated with additional support for AAA accounting
stop records.

In 12.2(33)SRC, dynamic configuration of AAA was introduced.
In Cisco IOS Release 12.2(33)SXI, this feature was introduced.
In Cisco IOS Release 12.2(33)SXH4, this feature was introduced.

The following commands were introduced or modified: aaa
accounting, aaa accounting delay-start, ip radius
source-interface, radius-server attribute 44
include-in-access-req, server-private (RADIUS).

In Cisco IOS XE Release 2.1, this feature was introduced on Cisco
ASR 1000 Series Routers.
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Glossary

Glossary H

AAA—authentication, authorization, and accounting. A framework of security services that provide the
method for identifying users (authentication), for remote access control (authorization), and for
collecting and sending security server information used for billing, auditing, and reporting (accounting).

L2TP—Layer 2 Tunnel Protocol. A Layer 2 tunneling protocol that enables an ISP or other access
service to create a virtual tunnel to link customer remote sites or remote users with corporate home
networks. In particular, a network access server (NAS) at the ISP point of presence (POP) exchanges
PPP messages with the remote users and communicates by L2F or L2TP requests and responses with the
customer tunnel server to set up tunnels.

PE—Provider Edge. Networking devices that are located on the edge of a service provider network.

RADIUS—Remote Authentication Dial-In User Service. RADIUS is a distributed client/server system
that secures networks against unauthorized access. In the Cisco implementation, RADIUS clients run on
Cisco routers and send authentication requests to a central RADIUS server that contains all user
authentication and network service access information.

VPN—Virtual Private Network. A system that permits dial-in networks to exist remotely to home
networks, while giving the appearance of being directly connected. VPNs use L2TP and L2F to terminate
the Layer 2 and higher parts of the network connection at the LNS instead of the LAC.

VRF—Virtual Route Forwarding. Initially, a router has only one global default routing/forwarding table.
VRFs can be viewed as multiple disjoined routing/forwarding tables, where the routes of a user have no
correlation with the routes of another user.

CCDE, CCENT, Cisco Eos, Cisco Lumin, Cisco Nexus, Cisco StadiumVision, Cisco TelePresence, Cisco WebEXx, the Cisco logo, DCE, and
Welcome to the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn and Cisco Store are service marks; and Access
Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the

Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink,
Internet Quotient, IOS, iPhone, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime
Sound, MGX, Networkers, Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet,
Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks
of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0809R)
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figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.
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RFC-2867 RADIUS Tunnel Accounting

The RFC-2867 RADIUS Tunnel Accounting introduces six new RADIUS accounting types that are used
with the RADIUS accounting attribute Acct-Status-Type (attribute 40), which indicates whether an
accounting request marks the beginning of user service (start) or the end (stop).

This feature also introduces two new virtual private virtual private dialup network (VPDN) commands
that help users better troubleshoot VPDN session events.

History for RFC-2867 RADIUS Tunnel Accounting

Release Modification

12.2(15)B This feature was introduced on the Cisco 6400 series, Cisco 7200 series,
and the Cisco 7400 series routers.

12.3(H)T This feature was integrated into Cisco IOS Release 12.3(4)T.

Cisco IOS XE This feature was introduced on Cisco ASR 1000 Series Routers.

Release 2.1

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

e Restrictions for RFC-2867 RADIUS Tunnel Accounting, page 2

e Information About RFC-2867 RADIUS Tunnel Accounting, page 2
e How to Configure RADIUS Tunnel Accounting, page 6

e Configuration Examples for RADIUS Tunnel Accounting, page 8

e Additional References, page 11

¢ Command Reference, page 12
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Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/fn

RFC-2867 RADIUS Tunnel Accounting |

B Restrictions for RFC-2867 RADIUS Tunnel Accounting

Restrictions for RFC-2867 RADIUS Tunnel Accounting

RADIUS tunnel accounting works only with L2TP tunnel support.

Information About RFC-2867 RADIUS Tunnel Accounting

To use RADIUS tunnel attributes and commands, you should understand the following concepts:
e Benefits of RFC-2867 RADIUS Tunnel Accounting, page 2
e RADIUS Attributes Support for RADIUS Tunnel Accounting, page 2

Benefits of RFC-2867 RADIUS Tunnel Accounting

Without RADIUS tunnel accounting support, VPDN with network accounting, which allows users to
determine tunnel-link status changes, did not report all possible attributes to the accounting record file.
Now that all possible attributes can be displayed, users can better verify accounting records with their
Internet Service Providers (ISPs).

RADIUS Attributes Support for RADIUS Tunnel Accounting

Table 1 outlines the new RADIUS accounting types that are designed to support the provision of
compulsory tunneling in dialup networks; that is, these attribute types allow you to better track tunnel
status changes.

Note  The accounting types are divided into two separate tunnel types so users can decide if they want tunnel
type, tunnel-link type, or both types of accounting.
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Information About RFC-2867 RADIUS Tunnel Accounting 1l

Table 1 RADIUS Accounting Types for the Acct-Status-Type Attribute
Type-Name Number Description Additional Attributes’
Tunnel-Start 9 Marks the beginning of a tunnel setup | ® User-Name (1)—from client

with another node. ¢ NAS-IP-Address (4)—from AAA

e Acct-Delay-Time (41)—from AAA

e Event-Timestamp (55)—from AAA

e Tunnel-Type (64)—from client

e Tunnel-Medium-Type (65)—from client

e Tunnel-Client-Endpoint (66)—from client
e Tunnel-Server-Endpoint (67)—from client

e Acct-Tunnel-Connection (68)—from client

Tunnel-Stop 10 Marks the end of a tunnel connection | ® User-Name (1)—from client

to or from another node. o NAS-IP-Address (4)—from AAA

e Acct-Delay-Time (41)—from AAA

e Acct-Input-Octets (42)—from AAA

e Acct-Output-Octets (43)—from AAA

e Acct-Session-Id (44)—from AAA

e Acct-Session-Time (46)—from AAA

e Acct-Input-Packets (47)—from AAA

e Acct-Output-Packets (48)—from AAA

e Acct-Terminate-Cause (49)—from AAA

e Acct-Multi-Session-Id (51)—from AAA

e Event-Timestamp (55)—from AAA

e Tunnel-Type (64)—from client

e Tunnel-Medium-Type (65)—from client

e Tunnel-Client-Endpoint (66)—from client
e Tunnel-Server-Endpoint (67)—from client

e Acct-Tunnel-Connection (68)—from client

e Acct-Tunnel-Packets-Lost (86)—from client
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Table 1 RADIUS Accounting Types for the Acct-Status-Type Attribute (continued)
Type-Name Number |Description Additional Attributes'
Tunnel-Reject 11 Marks the rejection of a tunnel setup | ® User-Name (1)—from client

with another node. ¢ NAS-IP-Address (4)—from AAA

e Acct-Delay-Time (41)—from AAA

¢ Acct-Terminate-Cause (49)—from client

e Event-Timestamp (55)—from AAA

e Tunnel-Type (64)—from client

e Tunnel-Medium-Type (65)—from client

e Tunnel-Client-Endpoint (66)—from client
e Tunnel-Server-Endpoint (67)—from client

e Acct-Tunnel-Connection (68)—from client

Tunnel-Link-Start 12 Marks the creation of a tunnel link. e User-Name (1)—from client
Only some tunnel types (Layer 2 e NAS-IP-Address (4)—from AAA
Transport Protocol [L2TP]) support
the multiple links per tunnel; this * NAS-Port (5)—from AAA
value should be included only in ¢ Acct-Delay-Time (41)—from AAA

accounting packets for tunnel types

that support multiple links per tunnel. | * Event-Timestamp (55)—from AAA

e Tunnel-Type (64)—from client
¢ Tunnel-Medium-Type (65)—from client
e Tunnel-Client-Endpoint (66)—from client

e Tunnel-Server-Endpoint (67)—from client

e Acct-Tunnel-Connection (68)—from client
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Table 1

Information About RFC-2867 RADIUS Tunnel Accounting 1l

RADIUS Accounting Types for the Acct-Status-Type Attribute (continued)

Type-Name

Number

Description

Additional Attributes’

Tunnel-Link-Stop

13

Marks the end of a tunnel link. Only
some tunnel types (L2TP) support the
multiple links per tunnel; this value
should be included only in
accounting packets for tunnel types

that support multiple links per tunnel.

User-Name (1)—from client
NAS-IP-Address (4)—from AAA
NAS-Port (5)—from AAA
Acct-Delay-Time (41)—from AAA
Acct-Input-Octets (42)—from AAA
Acct-Output-Octets (43)—from AAA
Acct-Session-Id (44)—from AAA
Acct-Session-Time (46)—from AAA
Acct-Input-Packets (47)—from AAA
Acct-Output-Packets (48)—from AAA
Acct-Terminate-Cause (49)—from AAA
Acct-Multi-Session-Id (51)—from AAA
Event-Timestamp (55)—from AAA
NAS-Port-Type (61)—from AAA
Tunnel-Type (64)—from client
Tunnel-Medium-Type (65)—from client
Tunnel-Client-Endpoint (66)—from client
Tunnel-Server-Endpoint (67)—from client
Acct-Tunnel-Connection (68)—from client

Acct-Tunnel-Packets-Lost (86)—from client

Tunnel-Link-Reject

Marks the rejection of a tunnel setup
for a new link in an existing tunnel.
Only some tunnel types (L2TP)
support the multiple links per tunnel;
this value should be included only in
accounting packets for tunnel types

that support multiple links per tunnel.

User-Name (1)—from client
NAS-IP-Address (4)—from AAA
Acct-Delay-Time (41)—from AAA
Acct-Terminate-Cause (49)—from AAA
Event-Timestamp (55)—from AAA
Tunnel-Type (64)—from client
Tunnel-Medium-Type (65)—from client
Tunnel-Client-Endpoint (66)—from client
Tunnel-Server-Endpoint (67)—from client

Acct-Tunnel-Connection (68)—from client

1. If the specified tunnel type is used, these attributes should also be included in the accounting request packet.
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How to Configure RADIUS Tunnel Accounting

This section contains the following procedures
e Enabling Tunnel Type Accounting Records, page 6
e Verifying RADIUS Tunnel Accounting, page 8

Enabling Tunnel Type Accounting Records

Use this task to configure your LAC to send tunnel and tunnel-link accounting records to be sent to the
RADIUS server.

VPDN Tunnel Events

Two new command line interfaces (CLIs)—vpdn session accounting network (tunnel-link-type records)
and vpdn tunnel accounting network (tunnel-type records)—are supported to help identify the following
events:

e A VPDN tunnel is brought up or destroyed
e A request to create a VPDN tunnel is rejected
e A user session within a VPDN tunnel is brought up or brought down

e A user session create request is rejected

Note  The first two events are tunnel-type accounting records: authentication, authorization, and accounting
(AAA) sends Tunnel-Start, Tunnel-Stop, or Tunnel-Reject accounting records to the RADIUS server.
The next two events are tunnel-link-type accounting records: AAA sends Tunnel-Link-Start,
Tunnel-Link-Stop, or Tunnel-Link-Reject accounting records to the RADIUS server.

SUMMARY STEPS

1. enable
2. configure terminal

3. aaa accounting network {default | list-name} {start-stop | stop-only | wait-start | none}
group groupname

4. vpdn enable
5. vpdn tunnel accounting network list-name

6. vpdn session accounting network list-name
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DETAILED STEPS

How to Configure RADIUS Tunnel Accounting 1l

Command or Action

Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 Router (config) # aaa accounting network
{default | list-name} {start-stop | stop-only
| wait-start | none} group groupname

Enables network accounting.

e default—If the default network accounting method-list
is configured and no additional accounting
configurations are enabled on the interface, network
accounting is enabled by default.

If either the vpdn session accounting network
command or the vpdn tunnel accounting network
command is linked to the default method-list, all tunnel
and tunnel-link accounting records are enabled for
those sessions.

e list-name—The list-name defined in the aaa
accounting command must be the same as the
list-name defined in the VPDN command; otherwise,
accounting will not occur.

Slep4 Router (config)# vpdn enable

Enables virtual private dialup networking on the router and
informs the router to look for tunnel definitions in a local
database and on a remote authorization server (if
applicable).

Slep5 Router (config)# vpdn tunnel accounting network
list-name

Enables Tunnel-Start, Tunnel-Stop, and Tunnel-Reject
accounting records.

e [ist-name—The list-name must match the list-name
defined in the aaa accounting command; otherwise,
network accounting will not occur.

Step 6 Router (config)# vpdn session accounting network
list-name

Enables Tunnel-Link-Start, Tunnel-Link-Stop, and
Tunnel-Link-Reject accounting records.

e [ist-name—The list-name must match the list-name
defined in the aaa accounting command; otherwise,
network accounting will not occur.

What To Do Next

After you have enabled RADIUS tunnel accounting, you can verify your configuration via the following
optional task “Verifying RADIUS Tunnel Accounting.”

"mxam
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Verifying RADIUS Tunnel Accounting

Use either one or both of the following optional steps to verify your RADIUS tunnel accounting

configuration.
SUMMARY STEPS
1. enable
2. show accounting
3. show vpdn [session | tunnel]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:

Router> enable

Step2 Router# show accounting Displays the active accountable events on the network and
helps collect information in the event of a data loss on the
accounting server.

Step3  Router# show vpdn [session] [tunnel] Displays information about active L2TP tunnel and
message identifiers in a VPDN.

e session—Displays a summary of the status of all active
tunnels.

e tunnel—Displays information about all active L2TP
tunnels in summary-style format.

Configuration Examples for RADIUS Tunnel Accounting

This section provides the following configuration examples:
¢ Configuring RADIUS Tunnel Accounting on LAC: Example, page 8
e Configuring RADIUS Tunnel Accounting on LNS: Example, page 10

Configuring RADIUS Tunnel Accounting on LAC: Example

The following example shows how to configure your L2TP access concentrator (LAC) to send tunnel
and tunnel-link accounting records to the RADIUS server:

aaa new-model

|

!

aaa authentication ppp default group radius

aaa authorization network default local

aaa accounting network ml start-stop group radius
aaa accounting network m2 stop-only group radius
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aaa session-id common
enable secret 5 $1$IDJjHS$iL7puCjalRM1yOM.JAeuf/
enable password lab
|
username ISP_LAC password 0 tunnelpass
|
!
resource-pool disable
|
!
ip subnet-zero
ip cef
no ip domain-lookup
ip host dirt 171.69.1.129
|
vpdn enable
vpdn tunnel accounting network ml
vpdn session accounting network ml
vpdn search-order domain dnis
|
vpdn-group 1
request-dialin
protocol 12tp
domain cisco.com
initiate-to ip 10.1.26.71
local name ISP_LAC
|
isdn switch-type primary-5ess
|
!
fax interface-type fax-mail
mta receive maximum-recipients 0
|
controller T1 7/4
framing esf
linecode b8zs
pri-group timeslots 1-24
|
|
!
interface FastEthernet0/0
ip address 10.1.27.74 255.255.255.0
no ip mroute-cache
duplex half
speed auto
no cdp enable
|
interface FastEthernet0/1
no ip address
no ip mroute-cache
shutdown
duplex auto
speed auto
no cdp enable
|
interface Serial7/4:23
ip address 60.0.0.2 255.255.255.0
encapsulation ppp
dialer string 2000
dialer-group 1
isdn switch-type primary-5ess
ppp authentication chap
|

interface Group-AsyncO
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no ip address

shutdown

group-range 1/00 3/107
|

ip default-gateway 10.1.27.254

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.27.254
no ip http server

ip pim bidir-enable

I

1

dialer-list 1 protocol ip permit

no cdp run

|

1

radius-server host 172.19.192.26 auth-port 1645 acct-port 1646 key radl23
radius-server retransmit 3

call rsvp-sync
|

Configuring RADIUS Tunnel Accounting on LNS: Example

The following example shows how to configure your L2TP network server (LNS) to send tunnel and
tunnel-link accounting records to the RADIUS server:

aaa new-model
|
!
aaa accounting network ml start-stop group radius
aaa accounting network m2 stop-only group radius
aaa session-id common
enable secret 5 $1Sftf.SwE6Q5Yv6hmQiwL9pizPCgl
|
username ENT_LNS password 0 tunnelpass
username userl@cisco.com password 0 lab
username user2@cisco.com password 0 lab
spe 1/0 1/7
firmware location system:/ucode/mica_port_firmware
spe 2/0 2/9
firmware location system:/ucode/mica_port_firmware
|
!
resource-pool disable
clock timezone est 2
!
ip subnet-zero
no ip domain-lookup
ip host CALLGEN-SECURITY-V2 64.24.80.28 3.47.0.0
ip host dirt 171.69.1.129
|
vpdn enable
vpdn tunnel accounting network ml
vpdn session accounting network ml
|
vpdn-group 1
accept-dialin
protocol 12tp
virtual-template 1
terminate-from hostname ISP_LAC
local name ENT_LNS
|

isdn switch-type primary-5ess
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Additional

fax interface-type modem

mta receive maximum-recipients 0

interface Loopback0
ip address 70.0.0.101 255.255.255.0

interface Loopbackl
ip address 80.0.0.101 255.255.255.0

interface Ethernet0

ip address 10.1.26.71 255.255.255.0
no ip mroute-cache

no cdp enable

interface Virtual-Templatel
ip unnumbered Loopback0

peer default ip address pool vpdn-pooll
ppp authentication chap

interface Virtual-Template?2
ip unnumbered Loopbackl
peer default ip address pool vpdn-pool2
ppp authentication chap
|

interface FastEthernet0
no ip address

no ip mroute-cache
shutdown

duplex auto

speed auto

no cdp enable

1
ip
ip
ip
ip
ip
ip
no
ip

