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h225 address

To configure the sourceAddress and destinationAddress of H.225 message in the H.323 adjacency, use
the h225 address command in the H.323 adjacency configuration mode. To return to the default value,
use the no form of this command.

h225 address {block | usage {e164 | h323id}}

no h225 address {block | usage}

Syntax Description  block Specifies that the sourceAddress and destinationAddress in a H.225
message are not passed through.

usage Specifies the interpretation of the H.225 sourceAddress and
destinationAddress fields in an adjacency when Q.931 callingPartyNumber
or calledPartyNumber is not present.

el64 Specifies the e164 format for the addresses. All the other formats are
ignored.
h323id If the field begins with a numeric prefix, such as [0123456789%*,] of 6 or

greater characters, it is used as either the calling party number or the called
party number, and the rest of the ID is ignored.

Command Default By default, the sourceAddress and destinationAddress in a H.225 message are not blocked.
The H.225 sourceAddress and destinationAddress fields are interpreted in the H.323-ID format.

Command Modes Adjacency H.323 configuration (config-sbc-sbe-adj-h323)

Command History Release Modification

Cisco IOS XE Release 3.3S This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Usage Guidelines To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

Examples The following example shows how to configure the SBC to block the sourceAddress and
destinationAddress fields in H.225 messages received on the adjacency by using the h225 address block
command in the H.323 adjacency configuration mode:

Router# configure terminal

Router (config) # sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency h323 h323ToIsp42
Router (config-sbc-sbe-adj-h323)# h225 address block
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The following example shows how to configure the H.225 sourceAddress and destinationAddress fields
so that they are interpreted in the e164 format:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# h323

Router (config-sbc-sbe-h323)# h225 address usage el64

Related Commands = Command Description

h225 timeout Configures the H.225 timeout interval.
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h225 address (session horder controller)

To configure the sourceAddress and destinationAddress of H.225 message in the H.323 adjacency, use
the h225 address command in the H.323 adjacency configuration mode. To return to the default value,
use the no form of this command.

h225 address {block | usage {e164 | h323id}}

no h225 address {block | usage}

Syntax Description  block Specifies that the sourceAddress and destinationAddress in a H.225
message are not passed through.

usage Specifies the interpretation of the H.225 sourceAddress and
destinationAddress fields in an adjacency when Q.931 callingPartyNumber
or calledPartyNumber is not present.

el64 Specifies the e164 format for the addresses. All the other formats are
ignored.
h323id If the field begins with a numeric prefix, such as [0123456789%*,] of 6 or

greater characters, it is used as either the calling party number or the called
party number, and the rest of the ID is ignored.

Command Default By default, the sourceAddress and destinationAddress in a H.225 message are not blocked.
The H.225 sourceAddress and destinationAddress fields are interpreted in the H.323-ID format.

Command Modes Adjacency H.323 configuration (config-sbc-sbe-adj-h323)

Command History Release Modification

Cisco IOS XE Release 3.3S This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Usage Guidelines To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

Examples The following example shows how to configure the SBC to block the sourceAddress and
destinationAddress fields in H.225 messages received on the adjacency by using the h225 address block
command in the H.323 adjacency configuration mode:

Router# configure terminal

Router (config) # sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency h323 h323ToIsp42
Router (config-sbc-sbe-adj-h323)# h225 address block
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The following example shows how to configure the H.225 sourceAddress and destinationAddress fields
so that they are interpreted in the e164 format:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# h323

Router (config-sbc-sbe-h323)# h225 address usage el64

Related Commands = Command Description

h225 timeout Configures the H.225 timeout interval.
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h225 timeout

To configure the H.225 timeout interval, use the h225 timeout command in the appropriate configuration
mode. To return to the default value, use the no form of this command.

h225 timeout {setup | proceeding | establishment} value

no h225 timeout {setup | proceeding | establishment} value

Syntax Description

Command Default

Command Modes

setup Specifies the setup state. Default value for this state is 4 seconds.
proceeding Specifies the proceeding state. Default value for this state is 10 seconds.
establishment Specifies the establishment state. Default value for this state is 180 seconds.
value Specifies the timeout period in seconds. For setup and proceeding timeout

periods, valid values are from 1 to 30. For establishment timeout, valid
values are from 30 to 300.

No default behavior or values are available.

Adjacency H.323 configuration (config-sbc-sbe-adj-h323)
H.323 configuration (config-sbc-sbe-h323)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

The following example shows how the h225 timeout command configures an H.225 timeout interval in
adjacency H.323 configuration mode:

Router# configure terminal

Router (config) # sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency h323 h323ToIsp42

Router (config-sbc-sbe-adj-h323)# h225 timeout setup 30

Router (config-sbc-sbe-adj-h323)# h225 timeout proceeding 30
Router (config-sbc-sbe-adj-h323)# h225 timeout establishment 30
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The following example shows how the h225 timeout command configures an H.225 timeout interval in
H.323 configuration mode:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# h323

Router (config-sbc-sbe-h323)# h225 timeout setup 30

Router (config-sbc-sbe-h323)# h225 timeout proceeding 30
Router (config-sbc-sbe-h323)# h225 timeout establishment 30
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h245-address-pass

To specify when an H.245 address is passed to the caller when the caller does not support tunneling, use
the h245-address-pass command in the adjacency H.323 configuration mode. The no form of this
command shows default behavior, where H.323 supplies the H.245 address on a Q.931 call proceeding,
and all subsequent messages to the caller until the H.245 connection is opened.

h245-address-pass wait-connect

no h245-address-pass wait-connect

Syntax Description

Defaults

Command Modes

wait-connect Pass H.245 address to caller until call is connected. H.323 supplies only the
H.245 address on the Q.931 connect

Default value is the no form of the command.

Adjacency H.323 configuration (config-sbc-sbe-adj-h323)

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Cisco IOS XE Release 2.5 Updated the command for the wait-connect option.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

The following example shows how to configure the H.323 adjacency to allow delay passing the H.245
address to caller:

Router# configure terminal

Router (config) # sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency h323 2651XM-5

Router (config-sbc-sbe-adj-h323)# h245-address-pass wait-connect
Router (config-sbc-sbe-adj-h323)# exit

Command Description
h245-tunnel disable Disables H.245 tunneling on a per-adjacency
basis.
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h245-tunnel disable

To disable H.245 tunneling on a per-adjacency basis, use the h245-tunnel disable command in
adjacency H.323 configuration mode. To enable tunneling, use the no form of this command.

h245-tunnel disable

no h245-tunnel disable

Syntax Description  This command has no arguments or keywords.

Command Default No default behavior or values are available.

Command Modes Adjacency H.323 configuration (config-sbc-sbe-adj-h323)

Command History Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Usage Guidelines To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

Examples The following example shows how the h245-tunnel disable command disables H.245 tunneling on an
H.323 adjacency named H323Tolsp42:

Router# configure terminal

Router (config) # sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency h323 H323ToIsp42
Router (config-sbc-sbe-adj-h323)# h245-tunnel disable
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h248-profile-version

To configure the vDBE H.248 profile version to interoperate with media gateway controller (SBE), use
the h248-profile-version command in the vDBE H.248 profile configuration mode.To return to the
default value, use the no form of this command.

h248-profile-version {profile-version}

no h248-profile-version

Syntax Description

Defaults

Command Modes

profile-version Version number of the H.248 profile. The values are from 1 to 3. The value
of 3 stands for gatecontrol. The value of 1 stands for etsi-bgf.

Default value is 3.

vDBE H.248 profile configuration (config-sbc-dbe-vdbe-h248-profile)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

To use this command, you must be in a user group associated with a task group that includes the proper
task IDs. To use this command, you must be in the correct configuration mode and submode. The
“Examples” section shows the hierarchy of modes and submodes required to run the command.

Use the h248-profile-version command after you have defined the name of the profile using the
h248-profile command.

The following example shows how to configure the vDBE H.248 profile version to interoperate with the
media gateway controller (SBE):

Router# configure terminal

Router (config-sbc)# sbc mysbc dbe

Router (config-sbc-dbe) # vdbe

Router (config-sbc-dbe-vdbe) # h248-profile etsi-bgf

Router (config-sbc-dbe-vdbe-h248-profile)# h248-profile-version 1

Related Commands

Command Description

h248-profile Configures the vDBE H.248 profile name to interoperate with the media
gateway controller (SBE).
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Command Description

show sbc dbe Displays the information on the specified profile, including transport,
h248-profile H.248 version, and active packages.

vdbe Enters Virtual Data Border Element (VDBE) configuration mode.
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h248-profile

To configure a Virtual Data Border Element (VDBE) H.248 profile name to interoperate with the data
border element (DBE), use the h248-profile command in the vDBE configuration mode. To return to the
default value, use the no form of this command.

h248-profile {etsi-bgf | gate-ctrl} version version-number

no h248-profile

Syntax Description

Command Default

Command Modes

etsi-bgf Configures the Ia profile for ETSI_BGF.

gate-ctrl Configures the Cisco profile for SBC_GateControl.

version Configures the profile version.

version-number The profile’s version number. The default version number for etsi-bgf is 2

and gate-ctrl is 3.

Default value is gatecontrol.

VDBE configuration (config-sbc-dbe-vdbe)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Cisco IOS XE Release 3.1S The version keyword and the version-number argument were added to
configure the profile version.

To use this command, you must be in a user group that is associated with a task group that includes the
proper task IDs. To use this command, you must also be in the correct configuration mode and submode.
The Examples section that follows shows the hierarchy of the modes and submodes required to run the
command.

After the DBE is configured to use the H.248 profile name, the applicable profile name is advertised with
the Service Change messages.

The following example shows how to configure the vDBE H.248 Ia profile to interoperate with the DBE:

Router# configure terminal

Router (config-sbc)# sbc mysbc dbe

Router (config-sbc-dbe) # vdbe

Router (config-sbc-dbe-vdbe) # h248-profile etsi-bgf version 2
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Related Commands = Command Description

h248-version Defines the version of an H.248 protocol that the DBE uses when
it forms associations with an H.248 controller.

bandwidth-fields mandatory Sets the bandwidth description of SDP as mandatory.

vdbe Enters VDBE configuration mode.
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h248-version (session border controller)

To define the version of an H.248 protocol that the data border element (DBE) uses when it forms
associations with an H.248 controller, use the h248-version command in VDBE configuration mode. To
leave the default as version 2 of the H.248 protocol, use the no form of this command.

h248-version version-number

no h248-version version-number

Syntax Description

Defaults

Command Modes

version-number Specifies the version number. The DBE can accept H.248.1 version 2 or
version 3. The default is H.248.1 version 2.

H.248.1 version 2 is used.

VDBE configuration mode (config-sbc-dbe-vdbe)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 2.1 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers for distributed SBC.

This command configures the DBE to support H.248.1v3, thus allowing the DBE to interoperate with an
SBE or media gateway controller (MGC) which requires H.248.1 version 3. The DBE can accept H.248.1
version 2 or version 3.

The DBE rejects attempts to negotiate with the MGC to a lower version once the DBE is configured to
support version 3.

The following example creates a DBE service on an SBC called “mySbc” and configures the DBE to use
version 3 of the H.248.1 protocol, for a distributed SBC:

Router (config) # sbc mySbc dbe

Router (config-sbc-dbe) # vdbe

Router (config-sbc-dbe-vdbe) # h248-version 3
Router (config-sbc-dbe-vdbe) # end

Related Commands

Command Description

h248-napt-package Defines which H.248 package, either IP NAT Traversal package (ipnapt) or
NAT Traversal package (ntr), the DBE uses for signaling Network Address
Translation (NAT) features.
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h248 allow-all-mg

To configure the H.248 signaling stack to allow connections from all Media Gateways, use the h248
allow-all-mg command in the SBE configuration mode. Use the no form of this command to deconfigure
the H.248 signaling stack from allowing connections from all media gateways.

h248 allow-all-mg

no h-248 allow-all-mg

Syntax Description  This command has no arguments or keywords.

Defaults Default is the no form of this command
Command Modes SBE configuration (config-sbc-sbe)
Command History Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Usage Guidelines To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

Examples The following command configures the H.248 signaling stack to allow any Media Gateway to connect
to the SBE:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc)# sbe

Router (config-sbc-sbe)# h248 allow-all-mg
Router (config-sbc-sbe) #
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h323 (session border controller)

Syntax Description

Command Default

Command Modes

To enter the H.323 configuration mode, use the h323 command in SBE configuration mode.

h323

This command has no arguments or keywords.

No default behavior or values are available.

SBE configuration (config-sbc-sbe)

Command History

Usage Guidelines

Examples

Related Commands

Release Modification

Cisco IOS XE Release 2.4  This command was not supported in Cisco IOS XE Release 2.4 on the
Cisco ASR 1000 Series Aggregation Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

The following example shows how to enter the H.323 configuration mode:

Router# configure terminal
Router (config)# sbc mySbc
Router (config-sbc) # sbe
Router (config-sbc-sbe)# h323
Router (config-sbc-sbe-h323)#

Command Description

hunting-trigger Configures failure return codes to trigger hunting.

ras retry Configures an H.323 Registration, Admission, and Status (RAS) retry count
for an RAS transaction type.

ras rrq Configures the registration request (RRQ).

ras timeout Configures an H.323 RAS timeout interval.

adjacency timeout Configures the adjacency retry timeout interval.
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header-editor

To set a specified header editor for inbound and outbound signaling on the signaling border element
(SBE) session initiation protocol (SIP) adjacency, use the header-editor command in the Adjacency SIP
configuration mode. To remove a header editor, use the no form of this command.

header-editor {inbound | outbound} {editor-name | default}

no header-editor {inbound | outbound} {editor-name | default}

Syntax Description  inbound Sets the inbound SIP header editor.
outbound Sets the outbound SIP header editor.
editor-name Name of the header editor to be set for inbound or outbound signaling on
the adjacency.
default Sets the header editor to the default settings.
Command Default No default behavior or values are available.

Command Modes Adjacency SIP configuration (config-sbc-sbe-adj-sip)

Command History Release Modification
Cisco IOS XE Release This command was introduced on the Cisco ASR 1000 Series Aggregation
3.35 Services Routers.

Usage Guidelines To use this command, you must be in the correct configuration mode. The Examples section shows the

hierarchy of the modes required to run the command.

Examples The following example shows how the header-editor command sets header editors for inbound and
outbound signaling on the SIPP SBE SIP adjacency:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency sip SIPP

Router (config-sbc-sbe-adj-sip)# header-editor inbound editorl
Router (config-sbc-sbe-adj-sip)# header-editor outbound default
Router (config-sbc-sbe-adj-sip) #

Related Commands = Command Description

sip header-editor Configures a header editor.
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header-editor (method)

To add a header editor to act on a method, use the header-editor command in the signaling border
element (SBE) SIP method element configuration mode. To remove a header editor, use the no form of
this command.

header-editor editor-name

no header-editor

Syntax Description

Command Default

Command Modes

editor-name Name of the header editor. It can be upto 30 characters.

No default behavior or values are available.

SBE SIP Method Element configuration (config-sbc-sbe-mep-mth-ele)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release This command was introduced on the Cisco ASR 1000 Series Aggregation
3.35 Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of the modes required to run the command.

The following example shows how the header-editor command adds a header editor to act on a method:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency sip SIPP

Router (config-sbc-sbe-adj-sip)# sip method-editor MethodEditorl
Router (config-sbc-sbe-mep-mth) # method Method2

Router (config-sbc-sbe-mep-mth-ele) # header-editor HeaderEditorl

Command Description

sip header-editor Configures a header editor.

sip method-editor Configures a method editor.
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header-name

To configure various headers, use the header-name command in the adjacency SIP configuration mode.
To deconfigure the headers, use the no form of this command.

header-name {contact {add [tls-param] | contact-param {passthrough | strip}} | expires
suppress | from {passthrough} | p-asserted-id {assert | header-value {word}} | record-route
{passthrough} | route {destination-address {word} | port port number} | supported
{header-value {timer {insert}}} | to {passthrough} |
via {passthrough {inbound | outbound}}}

no header-name {contact {add [tls-param] | contact-param {passthrough | strip}} | expires
suppress | from {passthrough} | p-asserted-id {assert | header-value {word} } | record-route
{passthrough} | route {destination-address {word} | port port number} | supported
{header-value {timer {insert}}} | to {passthrough} |
via {passthrough {inbound | outbound}}}

Syntax Description

contact Configures settings affecting the Contact: header in non-REGISTER requests.
add Adds a specific parameter to the header.
tls-param Specifies a ‘transport=tls’ parameter to SBC-originated Contact and

Record-Route headers when using Transport Layer Security (TLS).

This is only relevant for a trusted-encrypted or untrusted-encrypted adjacency.

contact-param

Configures settings affecting the contact header parameters.

passthrough

Passthrough header parameters from contact headers. This is the default value.

strip

Specifies strip header parameters from contact headers.

expires suppress

Specifies whether to include Expires header in the outgoing INVITE requests.

from

Configures settings affecting the From: header in non-REGISTER requests.

passthrough

Passthrough header in non-REGISTER requests.

p-asserted-id

Configures settings affecting the P-Asserted-Identity: header.

assert

Determines whether the SBC must assert a registered subscriber's identity on
any outbound signal from this adjacency, by converting a P-Preferred-Identity
header to a P-Asserted-Identity header on an outbound INVITE request or an
OOD request. This field can be used to override the inherit profile.

header-value

Specifies the value of the P-Asserted-Identity header on the outgoing SIP
message, for the messages received on this adjacency.

word

Specifies the header value.

record-route

Specifies type of SIP header to configure.

passthrough

Passthrough header in non-REGISTER requests.

route

Configures settings affecting the Route: header.

destination-address

Configures the route header destination, which is either the IP address or the
domain name.

word

Specifies the IP address or the domain name.

port

Configures the route header port.

port-number

Specifies the port of the route header port.

supported

Configures settings affecting the Supported: header.
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header-value Configures settings affecting the Supported header-value:header.
timer Configures settings affecting the Supported timer: header.
insert Inserts a Supported: timer header.
to Configures settings affecting the To: header in non-REGISTER requests.
passthrough Passthrough header in non-REGISTER requests.
via Configures settings affecting the Via: header.
passthrough Allows the Via header passthrough.
inbound Allows the Inbound Via Header passthrough.
outbound Allows the Outbound Via Header passthrough.
Defaults No default behavior or values are available.

Command Modes Adjacency SIP configuration (config-sbc-sbe-adj-sip)

Command History Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Cisco IOS XE Release 2.6 The keyword expires suppress was added.

Cisco IOS XE Release 3.2 This command was modified. The contact-param keyword was added.
Cisco IOS XE Release 3.6 This command was modified. The Via keyword was added.

Usage Guidelines This command is used in configuring Aggregate Registration.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

Examples The following example shows how the header-name command is used to configure the passthrough
header for non-REGISTER requests:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency sip SipToIsp42

Router (config-sbe-adj-sip) # header-name from passthrough
Router (config-sbe-adj-sip) # header-name to passthrough

The following example shows how the header-name command is used to suppress the expires
header in the outgoing INVITE messages:

Router# configure terminal

Router (config) # sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency sip mySIP

Router (config-sbe-adj-sip) # header-name expires suppress
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Related Commands = Command Description
request-line Requests the SBC to rewrite the Request-URI to a different user and
request-uri rewrite hostname before sending a request to a registered subscriber.
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header-name p-asserted-id

To specify the value for the P-Asserted-Identity on the outgoing SIP message, use the header-name
p-asserted-id command in SBC SBE Adjacency SIP mode. Use the no form of this command to remove
the P-Asserted-Identity.

header-name p-asserted-id [ header-value [header-value] | assert ]

no header-name p-asserted-id [ header-value [header-value] | assert ]

Syntax Description

Command Default

Command Modes

header-value A value for the P-Asserted-Identity header as defined by RFC 3325.
assert Enable the P-Asserted-Identity on the outgoing SIP messages.

No default behavior or values are available.

SBC SBE Adjacency SIP (config-sbc-sbe-adj-sip)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Release 2.6 This command was introduced on the Cisco ASR 1000 Series Aggregation
Services Routers.

The header is added to all requests and responses except ACK, CANCEL, INFO, PRACK, REGISTER
and UPDATE.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

Examples The following example shows how to specify the header value for the P-Asserted-Identity for adjacency
CORE. In the following example, sip:1234 @cisco.com is specified as the header-value:
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# sbc test
Router (config-sbc) # sbe
Router (config-sbc-sbe)# adjacency sip CORE
Router (config-sbc-sbe-adj-sip)# header-name p-asserted-id header-value sip:1234@cisco.com
Router (config-sbc-sbe-adj-sip) # header-name p-asserted-id assert
Router (config-sbc-sbe-adj-sip) # exit
Router (config-sbc-sbe) # exit
Router (config-sbc) # exit
Router (config) # exit
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The following show command output provides details of the above configuration:

Router# show sbc test sbe adjacencies CORE detail

SBC Service "test"

Adjacency CORE (SIP)
Status:
Signaling address:
Signaling-peer:
Force next hop:
Account:
Group:
In header profile:
Out header profile:
In method profile:
Out method profile:
In body profile:
Out body profile:
In UA option prof:
Out UA option prof:
In proxy opt prof:
Out proxy opt prof:
Priority set name:
Local-id:
Rewrite REGISTER:

Detached
44.33.107.8:default
:5060 (Default)

No

None
Default
Default
Default
Default
None
None
Default
Default
Default
Default
None
None
Off

Register contact username: Rewrite

Target address:

NAT Status:
Reg-min-expiry:
Fast-register:
Fast-register-int:
Register aggregate:
Registration Required:
Register Out Interval:
Parse username params:
Supported timer insert:
Suppress Expires:

None

Auto Detect
3000 seconds
Enabled

30 seconds
Disabled
Enabled

0 seconds
Disabled
Disabled
Disabled

p-asserted-id header-value: sip:1234@cisco.com

p-assert-id assert:
Authenticated mode:
Authenticated realm:
Auth. nonce life time:
IMS visited NetID:
Inherit profile:
Force next hop:

Home network Id:
UnEncrypt key data:
SIPI passthrough:
Passthrough headers:
Media passthrough:
Incoming 100rel strip:
Incoming 100rel supp:
Out 100rel supp add:
Out 100rel reqg add:
Parse TGID parms:
IP-FQDN inbound:
IP-FQDN outbound:
FQDN-IP inbound:
FQDN-IP outbound:
Outbound Flood Rate:
Hunting Triggers:

Enabled
None

None

300 seconds
None
Default

No

None

None

None
Global Triggers

Add transport=tls param: Disabled

Redirect mode:
Security:

Pass-through
Untrusted-Unencrypted

TLS mutual authentication: No
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Ping: Disabled
Ping Interval: 32 seconds
Ping Life Time: 32 seconds
Ping Peer Fail Count: 3

Ping Trap sending: Enabled
Ping Peer Status: Not Tested
Rewrite Request-uri: Disabled
Registration Monitor: Disabled
DTMF SIP NOTIFY Relay: Enabled

DTMF SIP NOTIFY Interval: 2000
DTMF SIP default duration: 200

DTMF Preferred Method: SIP NOTIFY

Realm : None

Statistics setting: Summary
Router#
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header-name supported header-value timer insert

Syntax Description

Command Default

Command Modes

To insert a “Supported:timer” header, use the header-name supported header-value timer insert
command in SBC SBE Adjacency SIP mode. Use the no form of this command to disable inserting the
header.

header-name supported header-value timer insert

no header-name supported header-value timer insert

This command has no arguments or keywords.

No default behavior or values are available.

SBC SBE Adjacency SIP (config-sbc-sbe-adj-sip)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 2.6 This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

The following example shows how to configure the SIP adjacency CORE to insert a supported timer
header:

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # sbc test

Router (config-sbc) # sbe

Router (config-sbc-sbe) # adjacency sip CORE

Router (config-sbc-sbe-adj-sip) # header-name supported header-value timer insert
Router (config-sbc-sbe-adj-sip) # exit
Router (config-sbc-sbe) # exit
Router (config-sbc) # exit
Router (config) # exit

The following show command output provides details on the above configuration. Note the value of the
supported timer insert field:

Router# show sbc test sbe adjacencies CORE detail
SBC Service "test"
Adjacency CORE (SIP)

Status: Detached

Signaling address: 44.33.107.8:default
Signaling-peer: :5060 (Default)
Force next hop: No
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Account:

Group:

In header profile:
Out header profile:
In method profile:
Out method profile:
In body profile:
Out body profile:
In UA option prof:
Out UA option prof:
In proxy opt prof:
Out proxy opt prof:
Priority set name:
Local-id:

Rewrite REGISTER:

None
Default
Default
Default
Default
None
None
Default
Default
Default
Default
None
None
Off

Register contact username: Rewrite

Target address:

NAT Status:
Reg-min-expiry:
Fast-register:
Fast-register-int:
Register aggregate:
Registration Required:
Register Out Interval:
Parse username params:

None

Auto Detect
3000 seconds
Enabled

30 seconds
Disabled
Enabled

0 seconds
Disabled

Supported timer insert:Enabled

Suppress Expires:

Disabled

p-asserted-id header-value: sip:1234@cisco.com

p-assert-id assert:
Authenticated mode:
Authenticated realm:
Auth. nonce life time:
IMS visited NetID:
Inherit profile:
Force next hop:

Home network Id:
UnEncrypt key data:
SIPI passthrough:
Passthrough headers:
Media passthrough:
Incoming 100rel strip:
Incoming 100rel supp:
Out 100rel supp add:
Out 100rel reqg add:
Parse TGID parms:
IP-FQDN inbound:
IP-FQDN outbound:
FQDN-IP inbound:
FQDN-IP outbound:
Outbound Flood Rate:
Hunting Triggers:

Add transport=tls param:

Redirect mode:
Security:

Enabled
None

None

300 seconds
None
Default

No

None

None

None

Global Triggers
Disabled
Pass-through
Untrusted-Unencrypted

TLS mutual authentication: No

Ping:

Ping Interval:

Ping Life Time:

Ping Peer Fail Count:
Ping Trap sending:
Ping Peer Status:
Rewrite Request-uri:
Registration Monitor:
DTMF SIP NOTIFY Relay:

Disabled

32 seconds

32 seconds

3

Enabled

Not Tested

Disabled

Disabled
Enabled

header-name supported header-value timer insert W
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DTMF SIP NOTIFY Interval: 2000
DTMF SIP default duration: 200

DTMF Preferred Method: SIP NOTIFY
Realm : None
Statistics setting: Summary
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header-name via passthrough

To configure the session border controller (SBC) to allow the Via headers on inbound requests or
outbound requests for a specified adjacency to pass through, use the header-name via passthrough
command in the adjacency SIP configuration mode. To disable passthrough of Via headers on inbound
requests or outbound requests, use the no form of this command.

header-name via passthrough {inbound | outbound}

no header-name via passthrough {inbound | outbound}

Syntax Description

Command Default

Command Modes

inbound Specifies that the Via headers on inbound requests for a specified adjacency
must be allowed to pass through.

outbound Specifies that the Via headers on outbound requests for a specified adjacency
must be allowed to pass through.

The SBC removes the existing Via headers and adds its own Via header.

Adjacency SIP configuration (config-sbc-sbe-adj-sip)

Command History

Usage Guidelines

Examples

Release Modification

3.6S This command was introduced on the Cisco ASR 1000 Series Aggregation
Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

The following example shows how to use the header-name via passthrough command to allow the Via
headers on inbound requests and outbound requests for a specified adjacency to pass through:

Router# configure terminal

Router (config) # sbc mysbc

Router (config-sbc) # sbe

Router (config-sbc-sbe) # adjacency sip adjl

Router (config-sbc-sbe-adj-sip)# header-name via passthrough inbound
Router (config-sbc-sbe-adj-sip) # header-name via passthrough outbound

| November 2011
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Related Commands = Command Description
header-name Configures the contact header and passthrough header in non-REGISTER
requests.
header-name Specifies the value for the P-Asserted-Identity header on outgoing SIP
p-asserted-id messages.
header-name Inserts the Supported:timer header in SIP messages.
supported
header-value timer
insert
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header-prio header-name

To configure the priority of a header that is used to derive a source, destination, or diverted-by address,
use the header-prio header-name command in the appropriate SIP header address configuration mode.
To remove the priority from a header, use the no form of this command.

header-prio priority-level header-name header-name [request-uri]

no header-prio priority-level header-name header-name [request-uri]

Syntax Description

Defaults

Command Modes

priority-level Specifies the priority number to assign to the header. Priority levels are
1 to 10.

header-name Name of the existing header, that is used to derive the source,
destination, or diverted-by address, to which the priority-level is
assigned.

request-uri (Optional) Specifies that the Request URI is to be used for extraction of

the destination address. (Available only in destination address mode.)

No default behavior or values are available.

SIP header destination address configuration (config-sbc-sbe-sip-hdr-dst)
SIP header source address configuration (config-sbc-sbe-sip-hdr-src)
SIP header diverted-by address configuration (config-sbc-sbe-sip-hdr-div)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Release 3.1S This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section that follows
shows the hierarchy of modes required to run the command.

This command can be used multiple times to set the priorities of multiple headers.

Examples The following example shows how to configure the priority of a header that uses the Request URI to
derive a destination address:
Router# configure terminal
Router (config)# sbc MySBC
Router (config-sbc) # sbe
Router (config-sbc-sbe)# sip header-profile HP1
Router (config-sbc-sbe-sip-hdr) dst-address
Router (config-sbc-sbe-sip-hdr-dst)# header-prio 1 header-name request-uri
Router (config-sbc-sbe-sip-hdr-dst) #
The following example shows how to configure a list of headers to derive a destination address:
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ASR-1002# configure terminal

ASR-1002 (config) # sbc mySBC

ASR-1002 (config-sbc) # sbe

ASR-1002 (config-sbc-sbe) # sip header-profile Hprofl

ASR-1002 (config-sbc-sbe-sip-hdr) # dst-address

ASR-1002 (config-sbc-sbe-sip-hdr-dst) # header-prio 1 header-name P-Called-ID
ASR-1002 (config-sbc-sbe-sip-hdr-dst) # header-prio 2 header-name To

ASR-1002 (config-sbc-sbe-sip-hdr-dst) # header-prio 2 header-name Request-uri

ASR-1002(config-sbc-sbe-sip-hdr-dst)# end

The following example shows how to configure a list of headers to derive a source address:

ASR-1002# configure terminal

ASR-1002 (config)# sbc mySBC

ASR-1002 (config-sbc) # sbe

ASR-1002 (config-sbc-sbe) # sip header-profile Hprofl
ASR-1002 (config-sbc-sbe-sip-hdr) # src-address

ASR-1002 (config-sbc-sbe-sip-hdr-src) #
ASR-1002 (config-sbc-sbe-sip-hdr-src) #

header-prio 1 header-name Remote-Party-ID
header-prio 2 header-name P-Preferred-Identity
header-prio 2 header-name From

(
(
(
ASR-1002 (config-sbc-sbe-sip-hdr-src) #
(
(
(

ASR-1002 (config-sbc-sbe-sip-hdr-src)# end

ASR-1002#

The following example shows how to configure a list of headers to derive a source address of a diverted
call:

ASR-1002# configure terminal

ASR-1002 (config) # sbc mySBC

ASR-1002 (config-sbc)# sbe

ASR-1002 (config-sbc-sbe) # sip header-profile Hprofl

ASR-1002 (config-sbc-sbe-sip-hdr)# div-address

ASR-1002 (config-sbc-sbe-sip-hdr-div) # header-prio 1 header-name Diversion
ASR-1002 (config-sbc-sbe-sip-hdr-div) # end

ASR-1002#

The following is an example of the show command output after the header list for destination address,
source address, and diversion address is configured on an SBC:

ASR-1002#show sbc mine sbe sip header-profile Hprofl

Header profile "Hprofl"
Description:
Type: Whitelist

dst-address: (inbound only)
header-prio 1 header-name P-Called-ID
header-prio 2 header-name To
header-prio 3 header-name Request-uri
src-address: (inbound only)
header-prio 1 header-name Remote-Party-ID
header-prio 2 header-name P-Preferred-Identity
header-prio 3 header-name From
div-address (inbound only)
header-prio 1 Diversion
store-rules:
No store-rule entries found.
request-line:
No request-line entries found.
headers:
test
entry 1
description:
action add-first-header value
condition is-request eq true
Not in use with any adjacencies
Not in use with any method-profile

"cisco"
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header-prio header-name

Related Commands

Command

Description

activate (enum)

Activates ENUM client.

dial-plan-suffix

Configures the dial plan suffix used for the ENUM query.

div-address

Enters the diverted-by address mode to set the priority of the header or
headers from which to derive a diverted-by address (inbound only).

dst-address

Enters the destination address mode to set the priority of the header or
headers from which to derive a called party address (inbound only).

entry (enum)

Configures the ENUM client entry name and enter the ENUM entry
configuration mode.

enum

Configures the ENUM client ID number and enter the ENUM configuration
mode.

header-prio
header-name

Configures the priority of a header that is used to derive a source,
destination, or diverted-by address.

max-recursive-depth

Configures the maximum number of recursive ENUM look-ups for
non-terminal Resource Records (RR).

max-responses

Configures the maximum number of ENUM records returned to the routing
module.

req-timeout

Configures the ENUM request timeout period.

src-address

Enters the source address mode to set the priority of the header or headers
from which to derive a calling party address (inbound only).

server ipv4

Configures the IPv4 address of a DNS server for ENUM client and
optionally associate the DNS server to a VRFE.

show sbc sbe
call-policy-set

Displays configuration and status information about call policy sets.

show sbc sbe enum

Displays the configuration information about an ENUM client.

show sbc sbe enum
entry

Displays the contents of an ENUM client entry.
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header-prio header-name (editor)

To configure the priority of a header that is used to derive a source, destination, or diverted-by address,
use the header-prio header-name command in the appropriate session initiation protocol (SIP) Header
Address configuration mode. To remove the priority from a header, use the no form of this command.

header-prio priority-level header-name header-name [request-uri]

no header-prio priority-level

Syntax Description  priority-level Priority number to be assigned to the header. Priority levels are 1 to 10.

header-name Name of the existing header that is used to derive the source, destination,
or diverted-by address to which the priority-level is assigned.

request-uri (Optional) Specifies that the Request URI is to be used for the extraction
of the destination address. (Available only in Destination address mode.)

Command Default No default behavior or values are available.

Command Modes SIP header destination address configuration (config-sbc-sbe-sip-hdr-dst)
SIP header source address configuration (config-sbc-sbe-sip-hdr-src)
SIP header diverted-by address configuration (config-sbc-sbe-sip-hdr-div)

Command History Release Modification

Cisco IOS XE Release 3.3S This command was introduced on the Cisco ASR 1000 Series
Aggregation Services Routers.

Usage Guidelines To use this command, you must be in the correct configuration mode. The Examples section that follows
shows the hierarchy of the modes required to run the command.

This command can be used multiple times to set the priorities of multiple headers.

Examples The following example shows how to configure the priority of a header that uses the Request URI to
derive a destination address:

Router# configure terminal

Router (config)# sbc MySBC

Router (config-sbc) # sbe

Router (config-sbc-sbe)# sip header-editor HP1

Router (config-sbc-sbe-mep-hdr) dst-address

Router (config-sbc-sbe-mep-hdr-dst) # header-prio 1 header-name request-uri
Router (config-sbc-sbe-mep-hdr-dst) #
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The following example shows how to configure a list of headers to derive a destination address:

Router# configure terminal

Router (config)# sbc mySBC

Router (config-sbc) # sbe

Router (config-sbc-sbe)# sip header-editor Hprofl

Router (config-sbc-sbe-mep-hdr) # dst-address

Router (config-sbc-sbe-mep-hdr-dst) # header-prio 1 header-name P-Called-ID
Router (config-sbc-sbe-mep-hdr-dst) # header-prio 2 header-name To

Router (config-sbc-sbe-mep-hdr-dst) # header-prio 2 header-name Request-uri

Router(config-sbc-sbe-mep-hdr-dst)# end

The following example shows how to configure a list of headers to derive a source address:

Router# configure terminal

Router (config)# sbc mySBC

Router (config-sbc) # sbe

Router (config-sbc-sbe)# sip header-editor Hprofl

Router (config-sbc-sbe-mep-hdr) # src-address

Router (config-sbc-sbe-mep-hdr-src)# header-prio 1 header-name Remote-Party-ID
Router (config-sbc-sbe-mep-hdr-src)# header-prio 2 header-name P-Preferred-Identity
Router (config-sbc-sbe-mep-hdr-src)# header-prio 2 header-name From

Router (config-sbc-sbe-mep-hdr-src)# end

Router#

The following example shows how to configure a list of headers to derive the source address of a diverted
call:

Router# configure terminal

Router (config)# sbc mySBC

Router (config-sbc) # sbe

Router (config-sbc-sbe)# sip header-editor Hprofl

Router (config-sbc-sbe-mep-hdr) # div-address

Router (config-sbc-sbe-mep-hdr-div) # header-prio 1 header-name Diversion
Router (config-sbc-sbe-mep-hdr-div) # end

Router#

Related Commands  Command Description
div-address Enables entry into the Diverted-by address mode to set the priority of the
header or headers from which to derive a diverted-by address (inbound only).
dst-address Enables entry into the Destination address mode to set the priority of the
header or headers from which to derive a called party address (inbound
only).
src-address Enables entry into the Source address mode to set the priority of the header

or headers from which to derive a calling party address (inbound only).

sip header-editor Configures a header editor.
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header-profile

To set a specified header profile for inbound and outbound signaling on a specified SBE SIP adjacency,
use the header-profile command in adjacency sip configuration mode.

header-profile {inbound | outbound} profile-name

Syntax Description

Defaults

Command Modes

inbound | outbound Sets the inbound and outbound SIP header profiles.

profile-name Specifies the name of the header profile to be set for inbound or outbound
signaling on a specified adjacency. If you enter the name default, the
default header profile is set for inbound or outbound signaling.

No default behavior or values are available.

Adjacency sip configuration (config-sbc-sbe-adj-sip)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 2.4 This command was introduced on the Cisco ASR 1000 Series Aggregation
Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of modes required to run the command.

The following example shows how the header-profile command sets header profiles for inbound and
outbound signaling on an SBE SIP adjacency test:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# adjacency sip test

Router (config-sbc-sbe-adj-sip) # header-profile inbound profilel
Router (config-sbc-sbe-adj-sip)# header-profile outbound profile2
Router (config-sbc-sbe-adj-sip) #
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header (editor)

To add a header to a SIP message editor, use the header command in the SIP Header Editor configuration
mode. To remove a header, use the no form of this command.

header header-name [entry entry-number]

no header header-name [entry entry-number]

Syntax Description

Command Default

Command Modes

header-name Name of the header to be added to the header editor. Valid names are 1 to
32 characters in length (inclusive) and case-sensitive.

entry Specifies the filtered entry number. By default, it is 1.

entry-number Entry number that can range from 1 to 99.

By default, the entry number is 1.

SIP Header Editor configuration (config-sbc-sbe-mep-hdr)

Command History

Usage Guidelines

Examples

Release Modification
Cisco IOS XE Release This command was introduced on the Cisco ASR 1000 Series
3.3S Aggregation Services Routers.

To use this command, you must be in the correct configuration mode. The Examples section shows the
hierarchy of the modes required to run the command.

The following example shows how the header command adds a header, test, to the Myeditor header
editor:

Router# configure terminal

Router (config)# sbc mySbc

Router (config-sbc) # sbe

Router (config-sbc-sbe)# sip header-editor Myeditor
Router (config-sbc-sbe-sip-hdr)# header test

Related Commands

Command Description

blacklist Configures a SIP header or method blacklist ed