Finding Cisco 10S Security Configuration Documentation for
Cisco 10S Release 12.4T

The Cisco 10S Security Configuration Guide has been divided into four smaller configuration guides.
The titles of the new security configuration guides and a high-level list of the technologies documented

in each book are listed below.

At www.cisco.com/en/US/products/ps6441/products_installation_and_configuration_guides_list.html,

you will find all the configuration guides for Cisco IOS Release 12.4T, including the following new

books:

e Cisco 10S Security: Securing the Data Plane

Access Control Lists (ACLs)

Firewalls: Context-Based Access Control (CBAC) and Zone-Based Firewall
Cisco IOS Intrusion Prevention System (IPS)

Flexible Packet Matching

Unicast Reverse Path Forwarding (uRPF)

Threat Information Distribution Protocol (TIDP) and TMS

e Cisco 10S Security: Securing the Control Plane

Control Plane Policing

Neighborhood Router Authentication

e Cisco I0S Security: Securing User Services

AAA (includes 802.1x authentication and Network Admission Control [NAC])

Security Server Protocols (RADIUS and TACACS+)

Secure Shell (SSH)

Secure Access for Networking Devices (includes Autosecure and Role-Based CLI access)

Lawful Intercept

e Cisco 10S Security: Secure Connectivity

Internet Key Exchange (IKE) for IPsec VPNs
IPsec Data Plane features

IPsec Management features

Public Key Infrastructure (PKI)

Dynamic Multipoint VPN (DMVPN)

Easy VPN

Cisco Group Encrypted Transport VPN (GETVPN)
SSL VPN



http://www.cisco.com/en/US/products/ps6441/products_installation_and_configuration_guides_list.html
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