id W

To configure the object identifier, use the id command in expression object configuration mode. To
disable the configuration, use the no form of this command.

id object-oid

no id object-id

Syntax Description

Command Default

Command Modes

object-oid Object identifier of an object. The default is 0.0.

By default, the object identifier for an object is not configured.

Expression object configuration mode (config-expression-object)

Command History

Release Modification
12.420)T This command was introduced.
12.2(33)SRE This command was integrated into Cisco IOS Release 12.2(33)SRE.

Examples The following example shows how to set the object identifier to 2.2 in expression object configuration
mode:
Router (config)# snmp mib expression owner ownerl name expressionA
Router (config-expression)# object 3
Router (config-expression-object)# id 2.2
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idle-timeout (WSMA)

To set a time for the Web Services Management Agent (WSMA) profile to keep the session alive in the
absence of any data traffic, use the idle-timeout command in the WSMA listener configuration mode.
To disable the idle-timeout, use the no form of this command.

idle-timeout minutes

no idle-timeout

Syntax Description  minutes Defines the time taken by the WSMA profile to disconnect the session if
there is no network traffic. Valid values are from 1 to 2147483647. The
default is infinite.

Command Default The idle-timeout value is set to infinite.
Command Modes WSMA listener configuration (config-wsma-listen)
Command History Release Modification
12.4024)T This command was introduced.
Usage Guidelines Use this command from the WSMA listener configuration mode. To enter this mode, enter the wsma

profile listener command in global configuration mode.

Examples The following example shows how to set the idle-timeout value for a WSMA profile:

Router (config)# wsma profile listener profl
Router (config-wsma-listen)# idle-timeout 345

Related Commands = Command Description
acl Enables access control lists for restricting addresses that can connect to a
WSMA profile.
encap Configures an encapsulation for WSMA profiles.
max-message Sets the maximum size limit for incoming messages.
stealth Disables WSMA from sending SOAP faults.
transport Defines a transport configuration for a WSMA profile.

wsma profile listener  Configures and enables a WSMA listener profile.
wsse Enables the WSSE for a WSMA profile.
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if-mgr delete

To delete the unused interface identification numbers (ifIndex) from the system interface, use the if-mgr
delete command in privileged EXEC mode.

if-mgr delete {ifindex-pool initial-ifindex number-of-ifindexes | interfaceType interface-name}

Syntax Description ifindex-pool Specifies the ifIndex pool to delete.
initial-ifindex Initial ifIndex value in the ifIndex pool. The range is from 1 to 3200.
number-of-ifindexes The number of ifIndexes to be deleted. The range is from 1 to 3200.
interfaceType Specifies the type of interface to which the ifIndex value is assigned.
interface-name Name of the interface to which the ifIndex is assigned.

Command Default The ifIndexes assigned for the specified system interface are deleted.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2 SXH This command was introduced.
Usage Guidelines The ifIndex is a unique identification value associated with a physical or logical interface.

While specifying the ifIndex to be deleted, also provide the interface description (ifDescr) and the
ifindex value assigned to that interface.

Examples The following example shows how to delete the pool of unused ifIndexes:

Router# if-mgr delete ifindex-pool 2 5

Related Commands ~ Command Description

show snmp mib ifmib  Displays all SNMP ifIndex identification numbers for all system interfaces.
ifindex
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instance (MIB)

To configure the MIB object instances to be used in a bulk statistics schema, use the instance command
in Bulk Statistics Schema configuration mode. To remove a Simple Network Management Protocol
(SNMP) bulk statistics object list, use the no form of this command.

instance {exact | wild} {interface interface-id [sub-if] | oid oid}

no instance

Syntax Description  exact

Indicates that the specified instance (interface, controller, or object identifier
[OID]), when appended to the object list, is the complete OID to be used in
this schema.

wild

Indicates that all instances that fall within the specified interface, controller,
or OID range should be included in this schema.

interface

Specifies a specific interface or group of interfaces for the schema.

interface-id

Interface name and number for a specific interface or group of interfaces.

sub-if (Optional) Specifies that the object instances should be polled for all
subinterfaces of the specified interface or controller in addition to the object
instances for the main interface.
oid Indicates that an OID is specified.
oid Object ID that, when appended to the object list, specifies the complete (or
wildcarded) OID for the objects to be monitored.
Command Default By default, MIB object instances to be used in bulk statistics schema are not configured.
Command Modes Bulk Statistics Schema configuration (config-bulk-sc)
Command History Release Modification
12.024)S This command was introduced.
12.32)T This command was integrated into Cisco IOS Release 12.3(2)T.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

12.2(33)SB

This command was integrated into Cisco IOS Release 12.2(33)SB.

Cisco IOS XE
Release 2.1

This command was integrated into Cisco IOS Release XE 2.1.
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Usage Guidelines

Examples

instance (MIB)

The instance command specifies the instance information for objects in the schema being configured.
The specific instances of MIB objects for which data should be collected are determined by appending
the value of the instance command to the objects specified in the associated object list. In other words,

the schema object-list when combined with the schema instance specifies a complete MIB object
identifier.

The instance exact command indicates that the specified instance, when appended to the object list, is

the complete OID.

The instance wild command indicates that all subindices of the specified OID belong to this schema. In

other words, the wild keyword allows you to specify a partial, wildcarded instance.

Instead of specifying an OID, you can specify a specific interface. The interface interface-id keyword
and argument allow you to specify an interface name and number (for example, FastEthernet 0) instead

of specifying the ifIndex OID for the interface.

The optional sub-if keyword, when added after specifying an interface or controller, includes the
ifIndexes for all subinterfaces of the interface you specified.

Only one instance command can be configured per schema.

The following example shows how to configure the router to collect bulk statistics for the ifInOctets

object (from the IF-MIB) for Fast Ethernet interface 3/0. In this example, 3 is the ifIndex instance for

Fast Ethernet interface 3/0. The instance (3) when combined with the object list (ifIndex;
1.3.6.1.2.1.2.2.1.1) translates to the OID 1.3.6.1.2.1.2.2.1.1.3.

Router# configure terminal

Router (config)# snmp mib bulkstat object-list EO0InOctets

! The following command specifies the object 1.3.6.1.2.1.2.2.1.1.3 (ifIndex)
Router (config-bulk-objects)# add ifIndex

Router (config-bulk-objects) # exit

Router (config)# snmp mib bulkstat schema EO

Router (config-bulk-sc)# object-list EOInOctets

! The following command is equivalent to “instance exact oid 3”.

Router (config-bulk-sc)# instance exact interface FastEthernet 3/0

Router (config-bulk-sc)# exit

Router (config)# snmp mib bulkstat transfer bulkstatl

Router (config-bulk-tr)# schema EO

Router (config-bulk-tr)# url primary ftp://user:password@host/ftp/user/bulkstatl
Router (config-bulk-tr)# url secondary tftp://user@host/tftp/user/bulkstatl
Router (config-bulk-tr)# format schemaASCII

Router (config-bulk-tr)# transfer-interval 30

Router (config-bulk-tr)# retry 5

Router (config-bulk-tr)# enable

Router (config-bulk-tr)# exit

Router (config)# do copy running-config startup-config

Related Commands

Command Description

object-list Configures the bulk statistics object list to be used in the bulk
statistics schema.

snmp mib bulkstat schema Names an SNMP bulk statistics schema and enters Bulk Statistics
Schema configuration mode.

[ october 2009
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instance (resource group)

To add request/response units (RUs) to a specified resource group, use the instance command in
resource group configuration mode. To disable this function, use the no form of this command.

instance instance-name

no instance instance-name

Syntax Description instance-name Name of the RU you want to add to the resource group (for example, http,
snmp).

Command Default Disabled

Command Modes Resource group configuration
Command History Release Modification

12.3(14)T This command was introduced.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.
Usage Guidelines Before adding RUs to a resource group, you must create a resource group using the user group

resource-group-name type resource-user-type command in ERM configuration mode.

For example, you have a resource group named lowPrioUsers with a type of iosprocess. You have
low-priority RUs or tasks such as HTTP and Simple Network Management Protocol (SNMP), and you
want to set a threshold for all the low-priority RUs as a group. You must add the RUs to the resource
group using the instance instance-name command and then apply a resource policy.

If the resource policy you applied sets a minor rising threshold value of 10 percent for the resource
group, when the accumulated usage of both HTTP and SNMP RUs crosses 10 percent a notification is
sent to the RUs in the resource group lowPrioUsers. For example, if HTTP usage is 4 percent and SNMP
usage is 7 percent, a notification is sent to the resource group.

Examples The following example shows how to add an HTTP RU to a resource group named lowPrioUsers:

Router (config-erm) # user group lowPrioUsers type iosprocess
Router (config-res-group)# instance http

Related Commands  Command Description
policy (resource group) Applies a policy to all the RUs in the resource group.
user (ERM) Creates a resource group.
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Instance range

To specify the range of instances to collect for a given data group, use the instance range command in
global configuration mode. To delete a previously configured instance range, use the no form of this

command.
instance range start oid end oid

no instance range start oid end oid

Syntax Description  start Indicates the beginning of the range.
oid The object ID to be monitored for the specific range.
end Indicates the end of the range.

Command Default No instance range is configured.

Command Modes Global configuration (config)

Command History Release Modification
12.2(33)SRC This command was introduced.
12.2(33)SB This command was integrated into Cisco IOS Release 12.2(33)SB.
Cisco IOS XE This command was integrated into Cisco IOS Release XE 2.1.
Release 2.1

Usage Guidelines When used in conjunction with the snmp mib bulkstat schema command, the instance range command

can be used to configure a range of instances on which to collect data.

Examples The following example shows the collection of data for all instances starting with instance 1 and ending
with instance 2:

snmp mib bulkstat object-list ifmib
add i1fInOctets
add ifoOutOctets
exit

!

snmp mib bulkstat schema IFMIB
object-list ifmib

poll-interval 1

instance range start 1 end 2

exit

!

snmp mib bulkstat transfer bulkstatl
schema IFMIB

url primary tftp://202.153.144.25/pcn/bulkstatl
format schemaASCIT
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transfer-interval 5
retry 5
buffer-size 1024
retain 30

enable
end
Related Commands ~ Command Description
instance Specifies the instance that, when appended to the object list, gives the
OID of the object instance to be monitored in the bulk statistics
schema.

snmp mib bulkstat schema Names a bulk statistics schema and enters Bulk Statistics Schema
configuration mode.
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Instance repetition

To configure data collection to begin at a particular instance of a MIB object and to repeat for a given
number of instances, use the instance repetition command in global configuration mode. To delete a
previously configured repetition of instances, use the no form of this command.

instance repetition oid-instance max repeat-number

no instance repetition

Syntax Description  oid-instance Object ID of the instance to be monitored.
max repeat-number Specifies the number of times the instance should repeat.

Command Default No instance repetition is configured.

Command Modes Global configuration (config)

Command History Release Modification
12.2(33)SRC This command was introduced.
12.2(33)SB This command was integrated into Cisco IOS Release 12.2(33)SB.
12.4(20)T This command was integrated into Cisco IOS Release 12.4(20)T.
Cisco IOS XE This command was integrated into Cisco IOS Release XE 2.1.
Release 2.1

Usage Guidelines When used in conjunction with the snmp mib bulkstat schema command, the instance repetition
command can be used to configure data collection to repeat for a certain number of instances of a MIB
object.

Examples The following example shows how to start data collection at the first instance and repeat for four

instances of the indicated MIB object:

snmp mib bulkstat object-list ifmib
add i1fOutOctets

add i1ifInOctets
snmp mib bulkstat schema IFMIB
object-list ifmib

poll-interval 1

instance repetition 1 max 4

snmp mib bulkstat transfer bulkstatl
schema IFMIB

transfer-interval 5

retain 30

retry 5

buffer-size 1024

enable
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Related Commands = Command Description
instance Specifies the instance that, when appended to the object list, gives the
OID of the object instance to be monitored in the bulk statistics
schema.

snmp mib bulkstat schema Names a bulk statistics schema and enters Bulk Statistics Schema
configuration mode.
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Ip address dynamic

Syntax Description

Command Default

Command Modes

To discover a customer premises equipment (CPE) router’s IP address dynamically based on an
aggregator router’s IP address, use the ip address dynamic command in Frame Relay DLCI interface
configuration mode. To disable this request, use the no form of this command.

ip address dynamic

no ip address dynamic

This command has no arguments or keywords.

No IP address discovery request is made.

Frame Relay DLCI interface configuration

Command History

Usage Guidelines

Note

Release Modification
12.3(2)XF This command was introduced.
12.3(8)T This command was integrated into Cisco IOS Release 12.3(8)T.

When you enter the ip address dynamic command, the CPE router sends an Inverse Address Resolution
Protocol (ARP) request to the aggregator router asking for the IP address of its interface. The aggregator
router replies with its own subinterface’s IP address. The CPE router then calculates a valid IP address
and a suitable netmask for its subinterface based on the data received from the aggregator router. The
aggregator router is polled at regular intervals. If the IP address on the aggregator router’s interface
changes, the CPE router’s IP address will adjust as necessary.

You can check the assigned IP address by entering the show interface command and specifying the
subinterface being configured.

The ip address dynamic command is only applicable for Frame Relay point-to-point subinterfaces.

Examples The following example shows how to configure serial interface 1 to run Frame Relay. Its subinterface is
then configured to discover the IP address using the ip address dynamic command.
interface Serial 1
encapsulation frame
interface serial 1.1 point-to-point
frame-relay interface-dlci 100
ip address dynamic
Cisco 10S Network Management Command Reference
[ october 2009 .m



M ip address dynamic

Related Commands = Command Description
frame-relay Assigns a data link connection identifier (DLCI) to a specified Frame Relay
interface-dlci subinterface on the router or access server, and enters Frame Relay DLCI

interface configuration mode.
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Ip director access-group local
~

Note Effective with Cisco I0S Release 12.4(24)T, the ip director access-group local command is not
available in Cisco IOS software.

To configure the DistributedDirector to process only Domain Name System (DNS) queries for
hostnames that are configured directly through command-line interface (CLI) commands or text (TXT)
resource records, use the ip director access-group local command in global configuration mode. To turn
off this configuration, use the no form of this command.

ip director access-group local

no ip director access-group local

Syntax Description  This command has no arguments or keywords.

Command Default All DNS queries are processed by the director code.

Command Modes Global configuration

Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines If the primary director agent is considered the official name server for the entire domain, the ip director
access-group local command should be used to allow the DistributedDirector to directly handle only the
configured hostnames.

Examples The following example shows how to configure the DistributedDirector to process only DNS queries for
hostnames that are configured directly through CLI commands or TXT resource records:

Router (config)# ip director access-group local
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ip director cache refresh

~

Note

Syntax Description

Command Default

Command Modes

Effective with Cisco IOS Release 12.4(24)T, the ip director cache refresh command is not available in
Cisco IOS software.

To enable the DistributedDirector Cache Auto Refresh function, use the ip director cache refresh
command in global configuration mode. To disable automatic background refresh, use the no form of
this command.

ip director cache refresh

no ip director cache refresh

This command has no keywords or arguments.

Automatic background refresh is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(8)T This command was introduced.
12.4024)T This command was removed.

The sorting cache on DistributedDirector must be enabled before you can use the ip director cache
refresh command. To enable the sorting cache, use the ip director cache command.

Once automatic background refresh for the DistributedDirector cache is enabled, the cache will actively
and continuously update every expired entry by processing a fake Domain Name System (DNS) request.
The cache accumulates and updates answers to all past DNS queries received since cache auto refresh
was initiated. Any repeat DNS request is always serviced directly from the cache.

The following example enables automatic background refresh for the DistributedDirector cache:

Router (config)# ip director cache
Router (config)# ip director cache refresh

Router# show running-config

ip host myhost 172.2.2.10 172.2.2.20 172.2.2.30

ip director cache refresh
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Ip director cache size
~

m Effective with Cisco IOS Release 12.4(24)T, the ip director cache size command is not available in
Cisco IOS software.

To configure the variable size of the DistributedDirector cache, use the ip director cache size command
in global configuration mode. To remove this command from the configuration file and restore the
system to its default condition with respect to this command, use the no form of this command.

ip director cache size entries

no ip director cache size entries

Syntax Description entries An integer in the range from 1 to 4294967295 that specifies the maximum
number of cache entries.

Command Default Maximum number of cache entries: 2000
Command Modes Global configuration
Command History Release Modification
12.2(8)T This command was introduced.
12.4(24)T This command was removed.
Usage Guidelines Use the ip director cache size command to configure the maximum number of cache entries that the

DistributedDirector system will retain in its cache. This cache size is the maximum number of cache
entries that are displayed when the user enters the show ip director cache command.

Examples The following example configures the maximum number of cache entries:

Router (config)# ip director cache size 1500
Cache size shrinked to 1500

Router# show ip director cache

Director cache is on

Cache current size = 0 maximum size = 1500
Cache time for sort cache entries: 60 secs
Director sort cache hits = 0
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Related Commands = Command Description
ip director cache Enables the sorting cache on DistributedDirector.

ip director cache time Configures how long the DistributedDirector system will retain per-client
sorting information.
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Ip director cache time

~

Note

Effective with Cisco IOS Release 12.4(24)T, the ip director cache time command is not available in
Cisco IOS software.

To configure how long the DistributedDirector system will retain per-client sorting information, use the
ip director cache time command in global configuration mode. To remove this command from the
configuration file and restore the system to its default condition with respect to this command, use the
no form of this command.

ip director cache time seconds

no ip director cache time seconds

Syntax Description

Command Default

Command Modes

seconds An integer in the range from 1 to 2147483 that specifies, in seconds, the
amount of time the per-client sorting information is retained. The default is
60 seconds.

The default is 60 seconds.

Global configuration

Command History

Usage Guidelines

Release Modification
12.2(8)T This command was introduced.
12.4(24)T This command was removed.

Use the ip director cache time command to specify how long the DistributedDirector system will retain
per-client sorting in its cache. This cache time is the maximum amount of cache time displayed when
the user enters the show ip director cache command.

Examples The following example configures how long the DistributedDirector system will retain per-client sorting
information:
Router (config)# ip director cache time 100
Router# show ip director cache
Director cache is on
Cache current size = 0 maximum size = 2000
Cache time for sort cache entries: 100 secs
Director sort cache hits = 0
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Related Commands = Command Description

ip director cache Enables the sorting cache on DistributedDirector.

ip director cache size = Configures the variable size of the DistributedDirector cache.
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ip director default priorities

~

Note

Effective with Cisco IOS Release 12.4(24)T, the ip director default priorities command is not available
in Cisco IOS software.

To set a default priority for a specific metric on the DistributedDirector, use the ip director default
priorities command in global configuration mode. To remove a default priority for a metric, use the no
form of this command.

ip director default priorities [drp-int number] [drp-ext number] [drp-ser number]
[random number] [admin number] [drp-rtt number] [portion number] [availability number]
[route-map number] [boomerang number]

no ip director default priorities [drp-int number] [drp-ext number] [drp-ser number]
[random number] [admin number] [drp-rtt number] [portion number] [availability number]
[route-map number] [boomerang number]

Syntax Description

Command Default

Command Modes

drp-int (Optional) DRP internal metric.

number (Optional) Numeric value of a priority level for a given metric. Range is
from 1 to 100.

drp-ext (Optional) DRP external metric.

drp-ser (Optional) DRP server metric.

random (Optional) Random metric.

admin (Optional) Administrative metric.

drp-rtt (Optional) DRP round-trip time metric.

portion (Optional) Portion metric.

availability (Optional) Availability metric.

route-map (Optional) Route-map metric.

boomerang (Optional) Boomerang metric.

No default priorities are specified.

Global configuration

Command History

Release Modification

12.2(4)T This command was introduced.
12.2(8)T The boomerang metric was added.
12.4(24)T This command was removed.

[ october 2009
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Usage Guidelines Not all of the metrics need to be specified, but at least one must be specified. If the boomerang metric is
specified for a given host name, then all metrics of lower priority (that is, having a higher priority
number) than boomerang are always ignored.

The default priorities specified will take effect if no priorities are specified in the ip director host
priority command or in the corresponding Domain Name System (DNS) text record for the host.

To set the default priority for several metrics, enter the metric keywords and values to be configured on
the same line as the ip director default priorities command.

Examples In the following example, the boomerang metric is selected as the default priority:

Router (config)# ip director default priorities boomerang 1

Router# show running-config

ip host booml 172.2.2.10 172.2

.2.20 172.2.2.30

ip director server 172.2.2.20 drp-association 172.4.4.2
ip director server 172.2.2.30 drp-association 172.4.4.3
ip director server 172.2.2.10 drp-association 172.4.4.1

ip director host booml
no ip director cache
ip dns primary booml soa booml

booml@com

ip director host booml priority boomerang 1
no ip director drp synchronized

Related Commands Command

Description

ip director access-list

Defines an access list for DistributedDirector that specifies which
subdomain names and host names should be sorted.

ip director cache

Enables the sorting cache on DistributedDirector.

ip director default priorities

Sets a default priority for a specific metric on DistributedDirector.

ip director default weights

Configures default weight metrics for DistributedDirector.

ip director host priority

Configures the order in which DistributedDirector considers metrics
when picking a server.

ip director host weights

Sets host-specific weights for the metrics that DistributedDirector
uses to determine the best server within a specific host name.

ip director server admin-pref

Configures a per-service administrative preference value.

ip director server portion

Sets the portion value for a specific server.

ip director server preference

Specifies DistributedDirector preference of one server over others
or takes a server out of service.

show ip director default
priority

Verifies the default configurations of DistributedDirector metrics.

show ip director default
weights

Shows DistributedDirector default weights.

show ip director servers

Displays DistributedDirector server preference information.
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ip director default weights

~

Note

Effective with Cisco I0S Release 12.4(24)T, the ip director default weights command is not available

in Cisco IOS software.

To configure default weight metrics for DistributedDirector, use the ip director default weights
command in global configuration mode. To set the defaults to zero, use the no form of this command.

ip director default weights {[drp-int number] [drp-ext number] [drp-ser number)
[drp-rtt number] [random number] [admin number] [portion number] [availability
avail-number] [route-map number]}

no ip director default weights {[drp-int number] [drp-ext number] [drp-ser number]
[drp-rtt number] [random number] [admin number] [portion number] [availability
avail-number] [route-map number]}

Syntax Description

Command Default

drp-int

(Optional) Sends a Director Response Protocol (DRP) request to all DRP
server agents, asking them for the distance from themselves to the edge of their
Border Gateway Protocol (BGP) autonomous system in the direction of the
client originating the Domain Name System (DNS) query.

drp-ext

(Optional) Sends a DRP request to all DRP server agents, asking them for the
BGP distance between them and the client originating the DNS query.

drp-ser

(Optional) Sends a DRP request to all DRP server agents, asking them for the
IGP route metric between them and the distributed servers that they support.

drp-rtt

(Optional) Sends a DRP request to all DRP server agents, asking them for the
round-trip time between the DRP agent and the client originating the DNS

query.

random

(Optional) Selects a random number for each distributed server and defines the
“best” server as the one with the smallest random number assignment.

admin

(Optional) Specifies a simple preference of one server over another. If this
administrative metric has been explicitly set to zero, the Director will not
consider the server, so the server is taken out of service.

portion

(Optional) Assigns a load “portion” to each server such that servers with a
higher portion value will receive a larger percentage of connections at any one
time.

availability

(Optional) Specifies the load information for the DistributedDirector. The
default value is 65535.

avail-number

(Optional) Integer in the range of 1 to 65535, inclusive.

route-map

(Optional) Specifies whether a server should be offered to a client.

number

(Optional) Integer in the range of 1 to 100, inclusive.

No default weights are specified.
The availability default value is 65535.
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Command Modes

Global configuration

Command History

Usage Guidelines

Release Modification

11.1(18)IA This command was introduced.

12.1(9)T The availability and route-map metrics were added.

12.2(4)T The command name was changed slightly: default weights replaced
default-weights.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.424)T This command was removed.

Not all the metrics need to be configured; however, at least one metric must be configured when this
command is used.

Default weights are used for all host names sorted by the DistributedDirector. To override default
weights for a certain host, specify host-specific weights in the private DNS server configuration.

When the associated metric is referenced in the sorting decision, it will always be multiplied by the
appropriate metric weight. In this way, you can specify that some metrics be weighted more than others.
You may determine the weights that you want to use through experimentation. The weights given do not
need to total 100.

The distance specified with the drp-int keyword can be used with the DRP external metric (drp-ext) to
help determine the distance between the router and the client originating the DNS query.

If the client and the DRP server agent are in the same autonomous system, this metric returns the Interior
Gateway Protocol (IGP) cost metric between the client and the DRP server agent.

The distance learned through the drp-ext keyword represents the number of BGP hops between the
autonomous system of the DRP server agent and the autonomous system of the client originating the
DNS query. Because this is BGP information, the DRP server agents need to have access to full Internet
BGP information for this metric to be useful.

The distance learned through the drp-ser keyword can be used with the DRP internal metric (drp-int)
to get a finer distance calculation between the distributed servers and the edge of the BGP autonomous
system in the direction of the client originating the DistributedDirector query.

If a true BGP border router is used as a DRP server agent, the DRP server metric will return the IGP
route metric between the distributed server and the BGP border router (autonomous system edge).
Because DRP server metrics should not change frequently, DistributedDirector issues DRP server
queries (and caches the results) every 10 minutes.

Using the random keyword alone results in random redirection of clients to the distributed servers.
Because this metric requires no routing table information, it does not trigger DRP requests to the DRP
server agents.

The new availability metric allows the DistributedDirector to attempt to create a TCP connection to each
distributed server on a configured port over a configurable time interval.
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Examples

ip director default weights

The following command shows how to configure default weights for the internal and external metrics:

Router (config)# ip director default weights drp-int 10 drp-ext 90

Related Commands

Command

Description

debug ip director parse

Shows debugging information for DistributedDirector parsing of
TXT information.

debug ip director sort

Shows debugging information for DistributedDirector IP address
sorting.

ip director access-list

Defines an access list for the DistributedDirector that specifies
which subdomain names and host names should be sorted.

ip director cache

Enables the sorting cache on the DistributedDirector.

ip director default priorities

Sets default priorities for a specific metric on the
DistributedDirector.

ip director drp rttprobe

Sets the protocol used by DRP agents for RTT probing in
DistributedDirector.

ip director host priority

Configures the order in which the DistributedDirector considers
metrics when selecting a server.

ip director host weights

Sets host-specific weights for the metrics that the
DistributedDirector uses to determine the best server within a
specific host name.

ip director server admin-pref

Configures a per-service administrative preference value.

ip director server portion

Sets the portion value for a specific server.

ip director server preference

Specifies DistributedDirector preference of one server over
others or takes a server out of service.

show ip director default priority

Verifies the default configurations of DistributedDirector metrics.

show ip director default weights

Shows the DistributedDirector default weights.

show ip director servers

Displays the DistributedDirector server preference information.
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~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director dfp command is not available in Cisco I0S
software.

To configure the DistributedDirector Dynamic Feedback Protocol (DFP) agent with which the
DistributedDirector should communicate, use the ip director dfp command in global configuration
mode. To turn off the DFP agent, use the no form of this command.

ip director dfp ip-address [port] [retry number] [attempts seconds] [timeout seconds]

no ip director dfp ip-address [port] [retry number] [attempts seconds] [timeout seconds]

Syntax Description ip-address IP address.

port (Optional) Port number to which the distributed servers are configured. The
default value is 8080.

retry number (Optional) Specifies the number of times a connection will be attempted. The
default value is 5.

attempts seconds (Optional) Specifies the delay, in seconds, between each connection attempt.
The default value is 10000.

timeout seconds (Optional) Specifies the maximum amount of time, in seconds, for which DFP

information is assumed valid. The default value is 10000.

Command Default The port default value is 8080.
The retry default value is 5.
The attempts default value is 10000.
The timeout default value is 10000.

Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.258X This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.
12.4024)T This command was removed.
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Usage Guidelines A connection is attempted a specified number of times with a delay of a specified number of seconds
between each attempt. When a connection is established, the DFP protocol runs. If a time interval update
has not occurred for this DFP session, the connection breaks and is reestablished as previously described.

Examples The following example shows how to configure the DistributedDirector to communicate with a specified
DFP agent:

ip director dfp 10.0.0.1 retry 3 attempts 60 timeout 6000

Cisco 10S Network Management Command Reference
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director dfp security command is not available in
Cisco IOS software.

To configure a security key for use when connecting to the Dynamic Feedback Protocol (DFP) client
named, use the ip director dfp security command in global configuration mode. To turn off the security
key, use the no form of this command.

ip director dfp security ip-address mdS string [timeout]

no ip director dfp security ip-address mdS string [timeout]

Syntax Description ip-address IP address for the service.
mdS Message Digest 5 (MDS5) security data authentication.
string Security key.
timeout (Optional) Amount of time, in seconds, during which DistributedDirector will
continue to accept a previously defined security key. The default value is O
seconds.
Command Default The default timeout value is 0 seconds.
Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.258X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4024)T This command was removed.

Usage Guidelines The ip director dfp security command should be entered before configuring the ip director dfp
command, resulting in a connection being made, but it can be entered independently of making a
connection.

DFP allows servers to take themselves Out-of-Service and place themselves back In-Service. This
function could result in a security risk because a network that is hacked could be shut down even though
all the servers are still performing. An optional security vector is included in DFP to allow each message
to be verified. The security vector is used to describe the security algorithm being used and to provide
the data for that algorithm. The security vector itself is also extensible in that it specifies which security
algorithm is being used. This specification allows different levels of security from MDS5 to Data
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Examples

ip director dfp security

Encryption Standard (DES) to be used without overhauling the protocol and disrupting an installed base
of equipment. If a receiving unit is configured for the specified security type, all DFP packets must
contain that security vector or they are ignored. If a receiving unit is not configured for any security type,
the security vector does not have to be present, and if it is present, it is ignored while the rest of the
message is processed normally.

The following example shows how to configure the security key hello:

ip director dfp security 10.0.0.1 md5 hello 60

Related Commands

Command Purpose

ip director dfp Configures the DistributedDirector DFP agent with which the
DistributedDirector should communicate.
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director drp retries command is not available in
Cisco IOS software.

To configure the maximum number of Director Response Protocol (DRP) query retries for the
DistributedDirector, use the ip director drp retries command in global configuration mode. To restore
the default, use the no form of this command.

ip director drp retries attempts

no ip director drp retries attempts

Syntax Description attempts Integer in the range of 0 to 1000 that specifies the number of retry attempts.
The default is 2.

Command Default No retries are attempted.

Command Modes Global configuration

Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines When a DistributedDirector is slow in determining if a DRP agent is not responding, the ip director drp
retries command can be used to limit the number of retry attempts to each DRP agent so that the
DistributedDirector can respond faster to clients.

Examples The following example shows how to configure one DRP query retry for a DistributedDirector:

Router (config)# ip director drp retries 1
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Ip director drp rttprobe

~

Note

Effective with Cisco IOS Release 12.4(24)T, the ip director drp rttprobe command is not available in
Cisco IOS software.

To set the protocol used by Director Response Protocol (DRP) agents for round-trip time (RTT) probing
in DistributedDirector, use the ip director drp rttprobe command in global configuration mode. To
disable the use of a protocol, use the no form of the command.

ip director drp rttprobe [tcp | icmp]

no ip director drp rttprobe [tcp | icmp]

Syntax Description

Command Default

Command Modes

tep (Optional) Transmission Control Protocol. This is the default.

icmp (Optional) Internet Control Message Protocol.

TCP is the default protocol.

Global configuration

Command History

Usage Guidelines

Release Modification
12.2(4)T This command was introduced.
12.424)T This command was removed.

Both protocols can be activated, in which case DistributedDirector will instruct DRP agents to return the
RTT collected from either the TCP or Internet Control Message Protocol (ICMP) protocol, whichever
becomes available first. At any time, at least one of the protocols must be active.

To use only one protocol, enable the protocol you want to use, and then disable the protocol that was
already configured.

Router (config)# ip director drp rttprobe icmp
Router (config)# no ip director drp rttprobe tcp

Examples The following example shows that ICMP is configured for use by DRP agents for RTT probing:
Router (config)# ip director drp rttprobe icmp
Cisco 10S Network Management Command Reference
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Related Commands = Command Description

ip director access-list Defines an access list for the DistributedDirector that specifies
which subdomain names and host names should be sorted.

ip director cache Enables the sorting cache on the DistributedDirector.

ip director default priorities Sets default priorities for a specific metric on the
DistributedDirector.

ip director default weights Configures default weight metrics for the DistributedDirector.

ip director host priority Configures the order in which the DistributedDirector considers
metrics when selecting a server.

ip director host weights Sets host-specific weights for the metrics that the
DistributedDirector uses to determine the best server within a
specific host name.

ip director server admin-pref Configures a per-service administrative preference value.

ip director server portion Sets the portion value for a specific server.

ip director server preference Specifies DistributedDirector preference of one server over others or
takes a server out of service.

show ip director default Verifies the default configurations of DistributedDirector metrics.
priority

show ip director default Shows the DistributedDirector default weights.

weights

show ip director servers Displays the DistributedDirector server preference information.
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Ip director drp synchronized
~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director drp synchronized command is not
available in Cisco IOS software.

To activate clock synchronization between DistributedDirector and Director Response Protocol (DRP),
use the ip director drp synchronized command in global configuration mode. To deactivate
synchronization between the clocks in DistributedDirector and the DRPs, use the no form of this
command.

ip director drp synchronized

no ip director drp synchronized

Syntax Description  This command has no arguments or keywords.

Command Default Clock synchronization is deactivated.
Command Modes Global configuration
Command History Release Modification
12.2(8)T This command was introduced.
12.424)T This command was removed.
Usage Guidelines This command is used in conjunction with boomerang racing.

When the ip dir drp synchronized command is configured, DistributedDirector specifies an absolute
time at which the DRP agent should respond to the DNS client.

When no ip director drp synchronized is configured (which is the default), DistributedDirector
specifies a relative time (based on the delay measured between DistributedDirector and the DRP agent)
at which the DRP agent should respond to the Domain Name Service (DNS) client.

Examples In the following example, DistributedDirector and DRP clock synchronization are activated:

Router (config)# ip director drp synchronized
Router (config)# show running-config

ip host booml 172.2.2.10 172.2.2.20 172.2.2.30

ip director server 172.2.2.20 drp-association 172.4.4.2
ip director server 172.2.2.30 drp-association 172.4.4.3
ip director server 172.2.2.10 drp-association 172.4.4.1
ip director host booml

ip director drp synchronized
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~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director drp timeout command is not available in
Cisco IOS software.

To configure a DistributedDirector with a Director Response Protocol (DRP) query timeout period, use
the ip director drp timeout command in global configuration mode. To reset each DRP query timeout
to the default value, use the no form of this command.

ip director drp timeout seconds

no ip director drp timeout seconds

Syntax Description seconds Integer in the range of 1 to 3600 that specifies the time, in seconds, of the
DRP query timeout.

Command Default When this command is not issued, the lookup query timeout default is 1 second and the measure query
timeout default is 4 seconds.

Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.
12.4(24)T This command was removed.
Usage Guidelines When a DistributedDirector is not detecting that a DRP agent is unresponsive, the ip director drp

timeout command can be used to shorten the timeout period so that the DistributedDirector can respond
to its clients faster.

S

Note  If the time interval for a DRP query is too short, there is a risk that the DistributedDirector can
miss a response from a DRP agent. The time set for a measure query timeout period should be
longer than for a lookup query timeout period.
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Examples The following example shows how to configure a disconnection time interval of 3 seconds for all DFP
queries:

Router (config)# ip director drp timeout 3

Related Commands = Command Description

ip director drp timeout Configures the maximum amount of time that a DistributedDirector waits
lookup to resend a DRP lookup query.

ip director drp timeout Configures the maximum amount of time that a DistributedDirector waits
measure to resend a DRP measure query.
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Ip director drp timeout lookup
~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director drp timeout lookup command is not
available in Cisco IOS software.

To configure the maximum amount of time that a DistributedDirector waits to resend a Director
Response Protocol (DRP) lookup query, use the ip director drp timeout lookup command in global
configuration mode. To restore the DRP lookup default, use the no form of this command.

ip director drp timeout lookup seconds

no ip director drp timeout lookup seconds

Syntax Description seconds Integer in the range of 1 to 3600 that specifies the number of seconds a
DistributedDirector waits before resending a DRP lookup query. The default
is 1.
Command Default DRP lookup queries are resent every 1 second.
Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(24)T This command was removed.
Usage Guidelines A DRP agent looks in existing internal tables and immediately answers the lookup query.
Examples The following example shows how to configure a DistributedDirector to wait 3 seconds before resending

a DRP lookup query:

Router (config)# ip director drp timeout lookup 3

Cisco 10S Network Management Command Reference
m. October 2009 |



ip director drp timeout lookup

Related Commands = Command Description
ip director drp timeout Configures a DistributedDirector to set a disconnection time interval for all
DRP queries.

ip director drp timeout Configures the maximum amount of time that a DistributedDirector waits
measure to resend a DRP measure query.
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Ip director drp timeout measure
~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director drp timeout measure command is not
available in Cisco IOS software.

To configure the maximum amount of time that a DistributedDirector waits to resend a Director
Response Protocol (DRP) measure query, use the ip director drp timeout measure command in global
configuration mode. To restore the default, use the no form of this command.

ip director drp timeout measure seconds

no ip director drp timeout measure seconds

Syntax Description seconds Integer in the range of 1 to 3600 that specifies the number of seconds a

DistributedDirector waits before resending a DRP measure query. The
default is 4.

Command Default DRP measure queries are resent every 4 seconds

Command Modes Global configuration

Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines A timeout measure query allows a DRP agent to return extended external information. When extended
external information is returned, delays can result.

)
Note  The measure query timeout period should be longer than the lookup query timeout period. If the

time interval for the measure query timeout is too short, the DistributedDirector can miss
responses from the DRP agent.

Examples The following example shows how to configure a DistributedDirector to wait 2 seconds before resending
a DRP measure query:

Router (config)# ip director drp timeout measure 2
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Related Commands = Command Description
ip director drp timeout Configures a DistributedDirector to set a disconnection time interval for all
DRP queries.

ip director drp timeout Configures the maximum amount of time that a DistributedDirector waits
lookup to resend a DRP lookup query.
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Note

Effective with Cisco I0S Release 12.4(24)T, the ip director host active-close command is not available

in Cisco IOS software.

To direct a DistributedDirector to close a TCP connection using the standard TCP close procedure, use
the ip director host active-close command in global configuration mode. To restore this command to its
default, use the no form of this command.

ip director host [hostname] [query-type] active-close

no ip director host [hostname] [query-type] active-close

Syntax Description

Command Default

Command Modes

hostname (Optional) Name of the host that maps to one or more IP addresses. Do not use
an IP address.
query-type (Optional) Type of query. Two values are valid:

a indicates that the configuration is used for processing Domain Name
System (DNS) address queries for the specified hostname. This is the
default

mx indicates that the configuration is used for processing Mail eXchange
(MX) queries for the specified hostname.

TCP connections are reset.

Global configuration

Command History

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines

DistributedDirector resets TCP connections when it performs connection tests because a standard TCP
close can consume excessive memory resources. The ip director host active-close command overrides
this behavior, resulting in a standard TCP close rather than a TCP reset.
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Examples The following example shows how to set the connection test interval to 5 minutes for the distributed

servers on port 80, for host www.xyz.com. The TCP connection is specified as closed using the standard
TCP close procedure.

Router (config)# ip director host www.xyz.com connect 80 5
Router (config)# ip director host www.xyz.com active-close

Related Commands = Command Description
ip director host Enables DistributedDirector to verify that a server is available.
connect
ip director server Configures a per-service TCP connection interval.

connect-interval
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m Effective with Cisco IOS Release 12.4(24)T, the ip director host connect command is not available in
Cisco IOS software.

To enable a DistributedDirector to verify that a server is available, use the ip director host connect
command in global configuration mode. To turn off connection parameters, use the no form of this
command.

ip director host hostname [query-type] connect port [minutes | interval seconds]

no ip director host hostname [query-type] connect

Syntax Description hostname Name of the host that maps to one or more IP addresses. Do not use an IP
address.
query-type (Optional) Type of query. Two values are valid:

¢ a indicates that the configuration is used for processing Domain Name
System (DNS) address queries for the specified hostname. This is the
default.

¢ mx indicates that the configuration is used for processing Mail eXchange
(MX) queries for the specified hostname.

port Integer in the range of 1 to 65535 that specifies the port to which the distributed
servers are connected.

minutes (Optional) Integer in the range of 10 to 65535 that specifies the time, in
minutes, between availability checks.

interval (Optional) Configures a connection-time interval in seconds instead of
minutes.

seconds (Optional) Integer in the range of 10 to 65535 that specifies the time, in

seconds, between availability checks.

Command Default No connection parameter is set.
Command Modes Global configuration
Command History Release Modification
11.1(DIA This command was introduced.
11.1(25)IA The query-type argument with a and mx keywords was added to Cisco IOS
Release 11.2(25)IA.
11.1(28)IA The Enhanced Server Verification with Multiple Port Connect Tests function-

ality was added to Cisco IOS Release 11.1(28)IA.
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Release Modification

12.09)T The query-type argument with a and mx keywords was integrated into Cisco
I0S Release 12.0(5)T.

12.1(5)T The Enhanced Server Verification with Multiple Port Connect Tests function-
ality was integrated into Cisco IOS Release 12.1(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.424)T This command was removed.

Usage Guidelines The DistributedDirector redirects clients only to servers that are responsive.

When you enter several ip director host connect commands for the same hostname but with different
port numbers, the DistributedDirector verifies that all the ports are accessible. The DistributedDirector
considers the server accessible only if all the ports are accessible.

Examples The following example shows how to set the time to 5 minutes for the distributed servers on port 80 and
on port 90. The distributed servers are considered accessible only if both port 80 and port 90 are
accessible.

Router (config)# ip director host www.xyz.com connect 80 5
Router (config)# ip director host www.xyz.com connect 90 5
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director host logging command is not available in
Cisco IOS software.

To configure a DistributedDirector to log events to syslog, use the ip director host logging command in
global configuration mode. To turn off logging, use the no form of this command.

ip director host hostname [query-type] logging

no ip director host hostname [query-type] logging

Syntax Description hostname Name of the host that maps to one or more IP addresses. Do not use an IP
address.
query-type (Optional) Type of query. Two values are valid:

¢ a indicates that the configuration is used for processing Domain Name
System (DNS) address queries for the specified hostname. This is the
default.

¢ mx indicates that the configuration is used for processing Mail eXchange
(MX) queries for the specified hostname.

Command Default Logging is disabled.

Command Modes Global configuration
Command History Release Modification
11.1(28)IA This command was introduced.
12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.25X This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.
12.424)T This command was removed.

Usage Guidelines The Event Recording with Syslog feature provides the capability to examine DNS traffic and the way in
which servers are chosen. The server state is logged by default, providing a useful log of when servers
are up or down. Additionally, the server selection process may be logged. In both cases, the logging
priority level is informational.
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Examples

Note

ip director host logging ||

A

Caution  Extensive syslog output is generated when a server selection is logged. This feature should
not be used when a heavy request load is expected.

Before a DistributedDirector is configured to log events about DNS address queries on a specific
resource record, the following command must be typed on the command line:

Router (config)# logging 172.21.34.2
Router (config)# logging trap informational

The IP address specified in this section is the IP address of the log server in which the
syslog messages are recorded.

The following examples show how to configure a DistributedDirector to log events about DNS address
queries on a resource record for hostname www.xyz.com, DNS address queries on a resource record
for hostname alias.xyz.com, and DNS requests on MX hostname mail.xyz.com:

Router (config)# ip director host www.xyz.com logging
Router (config)# ip director host alias.xyz.com a logging
Router (config)# ip director host mail.xyz.com mx logging

Related Commands

Command Description

logging Logs messages to a syslog server host,
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director host multiple command is not available in
Cisco IOS software.

To configure the number of resource records that a DistributedDirector returns for each Domain Name
System (DNS) response, use the ip director host multiple command in global configuration mode. To
configure a DistributedDirector to return only the best resource record for each DNS response, use the
no form of this command.

ip director host hostname [query-type] multiple integer

no ip director host hostname [query-type] multiple

Syntax Description hostname Name of the host that maps to one or more IP addresses. Do not use an IP
address.
query-type (Optional) Type of query. Two values are valid:

¢ a indicates that the configuration is used for processing DNS address
queries for the specified hostname. This is the default.

¢ mx indicates that the configuration is used for processing Mail eXchange
(MX) queries for the specified hostname.

integer Integer in the range of 1 to 65535 that indicates the number of servers returned.
Command Default Only the best resource record for each DNS response is returned.
Command Modes Global configuration
Command History Release Modification

11.1(28)IA This command was introduced.

12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.424)T This command was removed.

Usage Guidelines Configuring a DistributedDirector to return a large volume of records may reduce the benefit of using a
DistributedDirector to select the best server.
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Examples The following examples show how to configure a DistributedDirector to return the three best servers for
a DNS resource record on hostname www.xyz.com, the two best servers for a DNS resource record on
hostname alias.xyz.com, and the two best servers for MX resource mail.xyz.com:

Router (config)# ip director host www.xyz.com multiple 3

Router (config)# ip director host alias.xyz.com a multiple 2
Router (config)# ip director host mail.xyz.com mx multiple 2
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Ip director host priority

~

Note

Command Default

Effective with Cisco IOS Release 12.4(24)T, the ip director host priority command is not available in
Cisco IOS software.

To configure the order in which the DistributedDirector considers metrics when picking a server, use the
ip director host priority command in global configuration mode. To turn off metric priorities, use the
no form of this command.

ip director host host-name priority {[drp-int number] [drp-ext number] [drp-ser number]
[drp-rtt number] [random number] [admin number] [portion number] [availability
avail-number] [route-map number]}

no ip director host host-name priority {[drp-int number] [drp-ext number] [drp-ser number)
[drp-rtt number] [random number] [admin number] [portion number] [availability
avail-number] [route-map number]}

host-name Name of the host that maps to one or more IP addresses. The host-name
argument is not an IP address.

drp-int (Optional) Sends a Director Response Protocol (DRP) request to all DRP
server agents, asking them for the distance from themselves to the edge of their
Border Gateway Protocol (BGP) autonomous system in the direction of the
client originating the Domain Name System (DNS) query.

drp-ext (Optional) Sends a DRP request to all DRP server agents, asking them for the
BGP distance between them and the client originating the DNS query.

drp-ser (Optional) Sends a DRP request to all DRP server agents, asking them for the
IGP route metric between them and the distributed servers that they support.

drp-rtt (Optional) Sends a DRP request to all DRP server agents, asking them for the
round-trip time between the DRP agent and the client originating the DNS
query.

random (Optional) Selects a random number for each distributed server and defines the

“best” server as the one with the smallest random number assignment.

admin (Optional) Specifies a simple preference of one server over another. If this
administrative metric has been explicitly set to zero, the Director will not
consider the server, so the server is taken out of service.

portion (Optional) Assigns a load “portion” to each server such that servers with a
higher portion value will receive a larger percentage of connections at any one
time.

availability (Optional) Specifies the load information for the DistributedDirector. The
default value is 65535.

avail-number (Optional) Integer in the range of 1 to 65535, inclusive.

route-map (Optional) Specifies whether a server should be offered to a client.

number (Optional) Integer in the range of 1 to 100, inclusive.

The availability default value is 65535.

Cisco 10S Network Management Command Reference
m. October 2009 |



Command Modes

ip director host priority

Global configuration

Command History

Usage Guidelines

Release Modification
11.1(18)IA This command was introduced.
12.1(5)T This command was integrated into Cisco IOS Release 12.1 T.
The availability and route-map metrics were added.
12.2(8)T The boomerang metric was added.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.4024)T This command was removed.

Not all of the metrics need to be specified, but at least one must be specified. If the boomerang metric is
specified at a given priority level, then all other metrics of lower priority (that is, having a higher priority
number) for that host name are ignored. If the boomerang metric is being considered, then it is the final
step in determining the best server.

The distance specified with the drp-int keyword can be used with the DRP external metric (drp-ext) to
help determine the distance between the router and the client originating the DNS query.

If the client and the DRP server agent are in the same autonomous system, this metric returns the Interior
Gateway Protocol (IGP) cost metric between the client and the DRP server agent.

The distance learned through the drp-ext keyword represents the number of BGP hops between the
autonomous system of the DRP server agent and the autonomous system of the client originating the
DNS query. Because this is BGP information, the DRP server agents need to have access to full Internet
BGP information for this metric to be useful.

The distance learned through the drp-ser keyword can be used with the DRP internal metric (drp-int)
to get a finer distance calculation between the distributed servers and the edge of the BGP autonomous
system in the direction of the client originating the DistributedDirector query.

If a true BGP border router is used as a DRP server agent, the DRP server metric will return the IGP
route metric between the distributed server and the BGP border router (autonomous system edge).
Because DRP server metrics should not change frequently, DistributedDirector issues DRP server
queries (and caches the results) every 10 minutes.

Using the random keyword alone results in random redirection of clients to the distributed servers.
Because this metric requires no routing table information, it does not trigger DRP requests to the DRP
server agents.

The availability keyword allows the DistributedDirector to attempt to create a TCP connection to each
distributed server on a configured port over a configurable time interval.

If multiple servers end up with the same metric value, the next metric is considered to determine the
“best” server. If multiple metrics have the same priority value, the metrics are added to obtain a
composite metric. For example, if two metrics have the same priority value, they are first multiplied by
their weight values (if specified) and then added together to form the composite metric.

If you do not specify weights for a group of distributed servers, there are no default weights for the
Director, and if you have specified priority values, the weight values are set to 1.
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Any metrics that have a nonzero weight and that are assigned no priority value are set to a priority value
of 101. They are considered after all other metrics that have priority values. As a result, if no priority
values are specified for any metric, metrics are treated additively to form one composite metric.

If you do not use priority and multiple servers have the same metric value, the server whose last IP
address was looked at will be returned as the “best” server. If you want to return a random IP address in
the case of a tie, use metric priority with the random metric as the last criterion.

To turn off all priorities on all metrics associated with the defined host name, use the no ip director host
priority command. You can turn off the priority for a specific metric or metrics using the no ip director
host host-name priority [drp-int number] [drp-ext number] [drp-ser number] [drp-rtt number]
[random number] [admin number] [portion number] [availability number] [route-map number]
command.

Examples The following example sets the external metric as the first priority and the administrative metric as the
second priority:

Router (config)# ip director host www.xyz.com priority drp-ext 1 admin 2

The following example specifies the per-host priority of the metric, with a host named boom1, where the
DRP internal metric is specified with a priority number of 1 and boomerang is specified with a priority
number of 2:

Router (config)# ip director host BOOM1l priority drp-int 1 boomerang 2
Router (config)# do show running-config

ip host BOOM1 172.2.2.10 172.2.2.20 172.2.2.30

ip director host BOOM1

no ip director cache

ip dns primary booml soa booml booml@com

ip director host booml priority drp-int 1 boomerang 2

Related Commands = Command Description
ip director default priorities  Sets a default priority for a specific metric on DistributedDirector.
ip director default weights Configures default weight metrics for DistributedDirector.
ip director host connect Enables the DistributedDirector to verify that a server is available.
ip director host weights Sets host-specific weights for the metrics that DistributedDirector

uses to determine the best server within a specific host name.

show ip director default Verifies the default configurations of DistributedDirector metrics.
priority
show ip director default Shows DistributedDirector default weights.
weights
show ip director hosts Displays DistributedDirector host information.
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Ip director host tolerance

~

Note

Effective with Cisco IOS Release 12.4(24)T, the ip director host tolerance command is not available
in Cisco IOS software.

To associate a tolerance for a specified load range with a specified priority level, use the ip director host
tolerance command in global configuration mode. To turn off tolerance, use the no form of this
command.

ip director host hostname tolerance priority-level percentage

no ip director host hostname tolerance priority-level percentage

Syntax Description

Command Default

Command Modes

hostname Domain Name Server (DNS) name.

priority-level Integer in the range of 0 to 65535 that sets the order of importance that a
DistributedDirector uses when it selects the best server for a hostname.

percentage Percentage of tolerance. The range is 1 to 100.

No tolerance level is specified.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4(24)T This command was removed.

If two or more remote servers have metrics at the same priority level and the levels are within a specified
load range of each other, consider them to be at the same level. In this case, a DistributedDirector uses
the next highest priority level to select the best server.

The following example shows how to configure a DistributedDirector to be directed to the closest server
farm (measured using the round-trip time metric) if the loads on the server farms are within 20 percent
of each other.

Router (config)# ip director host www.xyz.com priority availability 1 drp-rtt 2

Router (config)# ip director host www.xyz.com port 80
Router (config)# ip director host www.xyz.com tolerance 1 20
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Note

Effective with Cisco IOS Release 12.4(24)T, the ip director host verify-url command is not available
in Cisco IOS software.

To configure a DistributedDirector to search for a URL string at a specific time interval, use the ip
director host verify-url command in global configuration mode. To turn off this URL search, use the
no form of this command.

ip director host hostname verify-url url connection-interval seconds

no ip director host hostname verify-url url connection-interval seconds

Syntax Description

Command Default

Command Modes

hostname Domain Name Server (DNS) name.

url URL for verification.

connection-interval Specifies that a search is performed at a specific time interval.

seconds Integer in the range of 10 to 32767 that specifies the time, in seconds, between
searches.

No URL search is specified.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.258X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.424)T This command was removed.

If a URL is found and an HTTP reply code is received, the DistributedDirector marks all servers
associated with the hostname as being up. If an error code is received, the DistributedDirector marks all
servers associated with the hostname as being down. Servers that are in a down state cannot be selected.

If verification URLs have been configured for both a hostname and a specific server, the status returned
from the connection on behalf of the specific server overrides the configuration because the status is
considered more specific than a single hostname. The same URL may be specified for verifying multiple
pairs, in which case the smallest configured availability checks will be used for all pairs and one
connection will be made to verify all pairs.
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ip director host verify-url

Using the ip director host verify-url command in conjunction with the ip director host connect
command causes a DistributedDirector to simultaneously run one instance of each keepalive process.
Using these two commands together may cause IP address availability to flap if the ip director host
connect probe succeeds and the ip director host verify-url probe fails or vice versa. Running both of
these probes for the same domain is not recommended.

The following example shows how to configure a DistributedDirector to search for the URL string
http://www.xyz.com/index.html every 120 seconds:

Router (config)# ip director host www.xyz.com port-service 80

Router (config)# ip director host www.xyz.com verify-url http://www.xyz.com/index.html
connection-interval 120

Related Commands

Command Description
ip director host Enables a DistributedDirector to verify that a server is available.
connect
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Ip director host weights
~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director host weights command is not available in
Cisco IOS software.

To set host-specific weights for the metrics that the DistributedDirector uses to determine the best server
within a specific host name, use the ip director host weights command in global configuration mode.
To turn off weights for a host, use the no form of this command.

ip director host host-name weights {[drp-int number] [drp-ext number] [drp-ser number)
[drp-rtt number] [random number] [admin number] [portion number] [availability
avail-number] [route-map number]}

no ip director host host-name weights {[drp-int number] [drp-ext number] [drp-ser number]
[drp-rtt number] [random number] [admin number] [portion number] [availability
avail-number] [route-map number]}

Syntax Description host-name Name of the host that maps to one or more IP addresses. The host-name
argument is not an IP address.

drp-int (Optional) Sends a Director Response Protocol (DRP) request to all DRP
server agents, asking them for the distance from themselves to the edge of their
Border Gateway Protocol (BGP) autonomous system in the direction of the
client originating the Domain Name System (DNS) query.

drp-ext (Optional) Sends a DRP request to all DRP server agents, asking them for the
BGP distance between them and the client originating the DNS query.

drp-ser (Optional) Sends a DRP request to all DRP server agents, asking them for the
IGP route metric between them and the distributed servers that they support.

drp-rtt (Optional) Sends a DRP request to all DRP server agents, asking them for the
round-trip time between the DRP agent and the client originating the DNS
query.

random (Optional) Selects a random number for each distributed server and defines the

“best” server as the one with the smallest random number assignment.

admin (Optional) Specifies a simple preference of one server over another. If this
administrative metric has been explicitly set to zero, the Director will not
consider the server, so the server is taken out of service.

portion (Optional) Assigns a load “portion” to each server such that servers with a
higher portion value will receive a larger percentage of connections at any one
time.

availability (Optional) Specifies the load information for the DistributedDirector. The
default value is 65535.

avail-number (Optional) Integer in the range of 1 to 65535, inclusive.

route-map (Optional) Specifies whether a server should be offered to a client.

number (Optional) Integer in the range of 1 to 100, inclusive.
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Note  No host weights are set. If the ip director default-weights command is configured, the configured
weights are the default.

Command Default The availability default value is 65535.

Command Modes Global configuration
Command History Release Modification
11.1(25)IA This command was introduced.
12.03)T This command was integrated into Cisco IOS Release 12.0(3)T.
12.1(5)T The availability and route-map metrics were added.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.258X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4024)T This command was removed.

Usage Guidelines Use host-specific weights when you want to use different metric weights for different virtual host names
(for example, www.xyz.com and ftp.xyz.com).

The distance specified with the drp-int keyword can be used with the DRP external metric (drp-ext) to
help determine the distance between the router and the client originating the DNS query.

If the client and the DRP server agent are in the same autonomous system, this metric returns the Interior
Gateway Protocol (IGP) cost metric between the client and the DRP server agent.

The distance learned through the drp-ext keyword represents the number of BGP hops between the
autonomous system of the DRP server agent and the autonomous system of the client originating the
DNS query. Because this is BGP information, the DRP server agents need to have access to full Internet
BGP information for this metric to be useful.

The distance learned through the drp-ser keyword can be used with the DRP internal metric (drp-int)
to get a finer distance calculation between the distributed servers and the edge of the BGP autonomous
system in the direction of the client originating the DistributedDirector query.

If a true BGP border router is used as a DRP server agent, the DRP server metric will return the IGP
route metric between the distributed server and the BGP border router (autonomous system edge).
Because DRP server metrics should not change frequently, DistributedDirector issues DRP server
queries (and caches the results) every 10 minutes.

Using the random keyword alone results in random redirection of clients to the distributed servers.
Because this metric requires no routing table information, it does not trigger DRP requests to the DRP
server agents.

The new availability metric allows the DistributedDirector to attempt to create a TCP connection to each
distributed server on a configured port over a configurable time interval.
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If desired, host-specific weights can instead be configured on the DistributedDirector default DNS
server.

For example, you could configure host-specific weights with the following DNS TXT record:

hostname in txt "ciscoDD: weights {[drp-int number] [drp-ext number] [drp-ser number]
[random number] [admin number]}"

To use the default weights for all metrics associated with this host name, use the no ip director host
weights command. To use the default weights for a specific metric or metrics, use the no ip director
host host-name weights [drp-int number] [drp-ext number] [drp-ser number] [drp-rtt number]
[random number] [admin number] [portion number] [availability number] [route-map number]
command.

Examples The following example shows how to set the DRP internal metric to 4:

Router (config)# ip director host www.xyz.com weights drp-int 4

Related Commands =~ Command Description

ip director Configures default weight metrics for the DistributedDirector.
default-weights

show ip director dfp Displays information about the current status of the DistributedDirector
connections with a particular DFP agent.
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director server availability command is not
available in Cisco IOS software.

To configure a default availability value for all ports on a server, use the ip director server availability
command in global configuration mode. To restore the default, use the no form of this command.

ip director server ip-address availability {availability-value | dfp [availability-value]}

no ip director server ip-address availability {availability-value | dfp [availability-value]}

Syntax Description ip-address IP address of the IP director server.

availability-value Integer in the range from 0 to 65535 that specifies the availability value as it
would be represented on the DistributedDirector system.

(Optional) When used with the dfp keyword, the availability value is for the
LocalDirector system.

dfp Specifies that Dynamic Feedback Protocol is configured.

Command Default The availability default value is 65535.

Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines There are two methods for specifying a default availability value. These two methods exist because the
LocalDirector and the DistributedDirector deal with values in two different ways. All metrics for the
DistributedDirector are arranged such that lower is better; however the LocalDirector load information
is calculated such that higher is better. Thus, the DistributedDirector translates the metric value upon
receipt from the LocalDirector by subtracting the availability from the maximum possible value of
65535.
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Examples To configure a default availability to be used if there is no other valid availability information, the
following configuration would suffice. The following example shows how to specify the LocalDirector
load and DistributedDirector availability, respectively:

Router (config)# ip director server 10.0.0.1 availability dfp 1
Router (config)# ip director server 10.0.0.1 availability 65534

To make the availability clear and to allow for specifying numbers in both schemes easily, there are two
methods of specifying availability information. If the servers are running multiple serves, it may be
necessary to configure the default availability value on a per-port basis by using the ip director server
port availability command.

Router (config)# ip director server 10.0.0.1 port availability dfp 65535
Router (config)# ip director server 10.0.0.20 port availability dfp 65535

Related Commands = Command Description

ip director server port Configures a default availability value for a specific port on a server.
availability
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director server port availability command is not
available in Cisco IOS software.

To configure a default availability value for a specific port on a server, use the ip director server port
availability command in global configuration mode. To restore the default, use the no form of this
command.

ip director server ip-address port availability {availability-value | dfp [availability-value]}

no ip director server ip-address port availability {availability-value | dfp [availability-value]}

Syntax Description ip-address IP address of the IP director server.

availability-value Integer in the range from 0 to 65535 that specifies the availability value as it
would be represented on the DistributedDirector system.

(Optional) When used with the dfp keyword, the availability value is for the
LocalDirector system.

dfp Specifies that Dynamic Feedback Protocol is configured.

Command Default The availability default value is 65535.

Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines Two methods are available for specifying a default availability value because the LocalDirector and the
DistributedDirector process these values differently. All metrics for the DistributedDirector are arranged
such that a lower value is better. The LocalDirector load information is calculated such that a higher
value is better. As a result, the DistributedDirector translates the metric value upon receipt from the
LocalDirector by subtracting the availability from the maximum possible value of availability value.
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Examples The following examples show how to make the availability clear and how to specify numbers in both
methods.

If the servers are running multiple serves, it may be necessary to configure the default availability value
on a per-port basis by using the ip director server port availability command.
Router (config)# ip director server 10.0.0.1 port availability dfp 65535

Router (config)# ip director server 10.0.0.20 port availability dfp 65535

The following example shows how to configure the LocalDirector load and DistributedDirector
availability, respectively, when there is no other valid availability information.

Router (config)# ip director server 10.0.0.1 availability dfp 1
Router (config)# ip director server 10.0.0.1 availability 65534

Related Commands = Command Description
ip director server Configures a default availability value for all ports on a server.
availability
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~

Note

Effective with Cisco IOS Release 12.4(24)T, the ip director server reinstatement command is not
available in Cisco IOS software.

To configure a DistributedDirector to automatically detect when a server is running and mark it as
available, use the ip director server reinstatement command in global configuration mode. To restore
the default, use the no form of this command.

ip director server ip-address reinstatement

no ip director server ip-address reinstatement

Syntax Description

Command Default

Command Modes

ip-address IP address of the server.

Automatic server reinstatement is enabled.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(5)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4(24)T This command was removed.

If a DistributedDirector detects that a server is unavailable and the DistributedDirector has enabled that
server to be restored to its previous effective state, the ip director server reinstatement command must
be issued to bring the server up again.

When a DistributedDirector detects that a server is unavailable, it stops attempting to create a TCP
connection to that server. The exception is when the DistributedDirector was configured by a user to
continue connection attempts.

Examples The following example shows how to configure a DistributedDirector to automatically detect if server
10.0.0.1 is running. If server 10.0.0.1 is not running, traffic is redirected to server 10.0.0.2.
Router (config)# ip director server 10.0.0.1 reinstatement
Router (config)# ip director server 10.0.0.2 reinstatement
Cisco 10S Network Management Command Reference
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Ip director server route-map
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Note Effective with Cisco IOS Release 12.4(24)T, the ip director server route-map command is not available
in Cisco IOS software.

To configure a DistributedDirector to use the source autonomous systems identifier as a server-selection
criterion, use the ip director server route-map command in global configuration mode. To restore the
default, use the no form of this command.

ip director server ip-address route-map map-name

no ip director server ip-address route-map map-name

Syntax Description ip-address IP address of the server.
map-name Name of the route map.
Command Default Use of the autonomous systems identifier as a selection criterion is disabled.
Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.424)T This command was removed.

Usage Guidelines Each autonomous system that makes up the Internet has a numeric identifier that routing protocols use.
The ip director server route-map command provides a way for a DistributedDirector to use the source
autonomous system (the autonomous system in which the client resides) identifier as a server-selection
criterion.

The route-map mechanism is normally used in Cisco IOS software to map or associate routes from one
routing protocol to another. For example, a route learned via Open Shortest Path First (OSPF) could be
passed or mapped to Routing Information Protocol (RIP). The ip director server route-map command
uses the existing route-map infrastructure to access routing data.

For the route-map mechanism to run correctly, the ip host, ip dns primary, and ip director host
commands must be configured before issuing the ip director server route-map command.
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ip director server route-map

The following example shows how to configure a DistributedDirector to have all clients using
autonomous system 200 use server 10.0.0.2 and all other clients use server 10.0.0.1:

Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #

ip
ip
ip
ip
ip
ip
ip

host www.xyz.com 10.0.0.1 10.0.0.2

dns primary www.Xyz.com soa ns.xyz.com blank.com
director host www.xyz.com priority route-map 1
director server 10.0.0.1 route-map block200
director server 10.0.0.2 route-map allow200
as-path access-list 100 permit 200

as-path access-list 101 deny 200

route-map allow 200 permit 1
match as-path 100

route-map block200 permit 1
match as-path 101

Related Commands

Command

Description

ip director host

Defines the virtual hostname to be used for the distributed servers.

ip dns primary

Identifies the DistributedDirector as the primary DNS name server for a
domain and as the statement-of-authority record source.

ip host

Defines a static hostname-to-address mapping in the host cache.
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Note Effective with Cisco I0S Release 12.4(24)T, the ip director server verify-url command is not available
in Cisco IOS software.

To configure a DistributedDirector to search for a URL string with a specified server and at a specific
time interval, use the ip director server verify-url command in global configuration mode. To turn off
this URL search, use the no form of this command.

ip director server ip-address port verify-url string connection-interval seconds

no ip director server ip-address port verify-url string connection-interval seconds

Syntax Description ip-address IP address of the server.
port Port number to be associated with the host.
string Full URL or pathname.

connection-interval Specifies a time between availability checks.

seconds Time, in seconds, between availability checks.

Command Default No URL search is specified.

Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4(24)T This command was removed.

Usage Guidelines If a URL is found and an HTTP reply code is received, the DistributedDirector marks all servers
associated with the hostname as being up. If an error code is received, the DistributedDirector marks all
servers associated with the hostname as being down. Servers that are in a down state cannot be selected.

If verification URLs have been configured for both a hostname and a specific server, the status returned
from the connection on behalf of the specific server overrides the configuration because the status is
considered more specific than a single hostname. The same URL may be specified for verifying multiple
pairs, in which case the smallest configured availability checks are used for all pairs and one connection
is made to verify all pairs.
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Examples The following example shows how to configure a DistributedDirector to search the server with IP
address 10.0.0.1, port 80, for the URL string http://www.xyz.com/index.html every 120 seconds:

Router (config)# ip director server 10.0.0.1 80 verify-url http://www.xyz.com/index.html
connection-interval 120
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Ip director server weights
~

Note Effective with Cisco IOS Release 12.4(24)T, the ip director server weights command is not available
in Cisco IOS software.

To configure a “per-service per-metric” weight, use the ip director server weights command in global
configuration mode. To turn off a metric weight configuration, use the no form of this command.

ip director server ip-address port weights metric-name metric-weight

no ip director server ip-address port weights metric-name metric-weight

Syntax Description ip-address IP address of the server.
port Port number to be associated with the host.
metric-name Name of the metric used.
metric-weight Weight of the metric used.
Command Default No per-service-per-metric weight is configured.
Command Modes Global configuration
Command History Release Modification
12.1(5)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.258X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.4024)T This command was removed.

Usage Guidelines When the metric name is referenced with respect to this server and port, the value of the metric is
multiplied by the metric weight.

Examples The following example shows how to configure a DistributedDirector to check port 80 for an availability
metric of 3.

Router (config)# ip director server 10.0.0.1 80 weights availability 3

Cisco 10S Network Management Command Reference
m. October 2009 |



	id
	idle-timeout (WSMA)
	if-mgr delete
	instance (MIB)
	instance (resource group)
	instance range
	instance repetition
	ip address dynamic
	ip director access-group local
	ip director cache refresh
	ip director cache size
	ip director cache time
	ip director default priorities
	ip director default weights
	ip director dfp
	ip director dfp security
	ip director drp retries
	ip director drp rttprobe
	ip director drp synchronized
	ip director drp timeout
	ip director drp timeout lookup
	ip director drp timeout measure
	ip director host active-close
	ip director host connect
	ip director host logging
	ip director host multiple
	ip director host priority
	ip director host tolerance
	ip director host verify-url
	ip director host weights
	ip director server availability
	ip director server port availability
	ip director server reinstatement
	ip director server route-map
	ip director server verify-url
	ip director server weights


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


