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Intelligent Services Gateway (ISG) is a Cisco IOS software feature set that provides a structured
framework in which edge devices can deliver flexible and scalable services to subscribers. The ISG
RADIUS proxy feature enables ISG to serve as a proxy between a client device that uses RADIUS
authentication and an authentication, authorization, and accounting (AAA) server. When configured as
a RADIUS proxy, ISG is able to “sniff” (look at) the RADIUS packet flows and, on successful
authentication, it can transparently create a corresponding ISG session. This document describes how to
configure ISG as a RADIUS proxy.
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Prerequisites for ISG RADIUS Proxy

The Cisco IOS image must support AAA and ISG.

Restrictions for ISG RADIUS Proxy

Wireless Internet service provider roaming (WISPr) attributes are not supported.

Information About ISG RADIUS Proxy

Before you configure ISG to serve as a RADIUS proxy, you should understand the following concepts:
e Overview of ISG RADIUS Proxy, page 2
e ISG RADIUS Proxy Handling of Accounting Packets, page 3
e RADIUS Client Subnet Definition, page 3
¢ ISG RADIUS Proxy Support for Mobile Wireless Environments, page 3
e Benefits of ISG RADIUS Proxy, page 4

Overview of ISG RADIUS Proxy

Public wireless LANs (PWLANSs) and wireless mesh networks can contain hundreds of access points,
each of which must send RADIUS authentication requests to a AAA server. The ISG RADIUS proxy
functionality allows the access points to send authentication requests to ISG, rather than directly to the
AAA server. ISG relays the requests to the AAA server. The AAA server sends a response to ISG, which
then relays the response to the appropriate access point.

When serving as a RADIUS proxy, ISG can pull user-specific data from the RADIUS flows that occur
during subscriber authentication and authorization, and transparently create a corresponding IP session
upon successful authentication. This functionality provides an automatic login facility with respect to

ISG for subscribers that are authenticated by devices that are closer to the network edge.

When configured as a RADIUS proxy, ISG proxies all RADIUS requests generated by a client device
and all RADIUS responses generated by the corresponding AAA server, as described in RFC 2865, RFC
2866, and RFC 2869.

ISG RADIUS proxy functionality is independent of the type of client device and supports standard
authentication (that is, a single Access-Request/Response exchange) using both Password
Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP),
Access-Challenge packets, and Extensible Authentication Protocol (EAP) mechanisms.

In cases where authentication and accounting requests originate from separate RADIUS client devices,
ISG associates all requests with the appropriate session through the use of correlation rules. For
example, in a centralized PWLAN deployment, authentication requests originate from the wireless LAN
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(WLAN) access point, and accounting requests are generated by the Access Zone Router (AZR). The
association of the disparate RADIUS flows with the underlying session is performed automatically when
the Calling-Station-ID (Attribute 31) is sufficient to make the association reliable.

Following a successful authentication, authorization data collected from the RADIUS response is
applied to the corresponding ISG session.

Sessions that were created using ISG RADIUS proxy operation are generally terminated by receipt of
an Accounting-Stop packet.

ISG RADIUS Proxy Handling of Accounting Packets

By default, ISG RADIUS proxy responds locally to accounting packets it receives. The accounting
method-list command can be used to configure ISG to forward RADIUS proxy client accounting
packets to a specified server. Forwarding of accounting packets can be configured globally for all
RADIUS proxy clients or on a per-client basis.

RADIUS Client Subnet Definition

If ISG is acting as a proxy for more than one client device, all of which reside on the same subnet, the
clients may be configured using a subnet definition rather than a discrete IP address for each device. This
configuration method results in the sharing of a single configuration by all the client devices.

ISG RADIUS Proxy Support for Mobile Wireless Environments

ISG RADIUS proxy uses mobile wireless-specific processes to provide support for Gateway General
Packet Radio Servie (GPRS) Support Node (GGSN) environments. The following sections describe ISG
RADIUS proxy attribute support and processing:

e Attribute Processing and RADIUS Request Correlation, page 3
e 3GPP Attribute Support, page 4

Attribute Processing and RADIUS Request Correlation

When authentication and accounting requests originate from separate RADIUS client devices, ISG uses
correlation rules to associate all the requests with the appropriate session. The association of the
disparate RADIUS flows with the underlying session is performed automatically when the
Calling-Station-ID (Attribute 31) is sufficient to make the association reliable.

In mobile wireless environments attribute processing and the correlation of RADIUS requests with a
session are implemented differently than in a PWLAN environment. For example, in a PWLAN
environment the Attribute 31 is a MAC address, and in a GGSN environment Attribute 31 is a Mobile
Station Integrated Services Digital Network (MSISDN), which is a plain number or alphanumeric string.
In addition, in a GGSN environment the correlation of RADIUS requests can be performed using
attributes other than Attribute 31.

ISG RADIUS proxy supports mobile wireless environments by allowing you to specify whether the
RADIUS-proxy client uses a MAC or MSISDN format for Attribute 31. The format is specified using
the calling-station-id format command. In addition, you can use the session-identifier command to
configure ISG RADIUS proxy to use other attributes (apart from Attribute 31) to perform RADIUS
request correlation.

| .“
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3GPP Attribute Support

In GGSN environments ISG RADIUS proxy must understand and parse the Third Generation
Partnership Project (3GPP) attributes described in Table 1. These attributes form part of the accounting

requests.

Table 1 3GPP Attributes Supported by ISG RADIUS Proxy

Attribute Description Vendor ID/type

3GPP-IMSI The International Mobile Subscriber Identity 10415/1
(IMSI) for the user.

3GPP-Charging-Id The charging ID for this Packet Data Protocol 10415/2

(PDP) context (this together with the GGSN
address constitutes a unique identifier for PDP
context).

3GPP-SGSN-Address | The Serving GPRS Support Node (SGSN) address |10415/6

that is used by the GPRS Tunneling Protocol
(GTP) control plane for handling of control
messages. It may be used to identify the Public
Line Mobile Network (PLMN) to which the user
is attached.

Benefits of ISG RADIUS Proxy

Use of ISG RADIUS proxy has the following benefits:

Allows the complete set of ISG functionality to be applied to EAP subscriber sessions.

Allows an ISG device to be introduced into a network with minimum disruption to the existing
network access server (NAS) and AAA servers.

Simplifies RADIUS server configuration because only the ISG, not every access point, must be
configured as a client.

How to Configure ISG as a RADIUS Proxy

This section contains the following procedures:

Initiating ISG RADIUS Proxy IP Sessions, page 5 (required)

Configuring ISG RADIUS Proxy Global Parameters, page 6 (required)
Configuring ISG RADIUS Proxy Client-Specific Parameters, page 8 (optional)
Defining an ISG Policy for RADIUS Proxy Events, page 10 (required)
Verifying ISG RADIUS Proxy Configuration, page 11 (optional)

Clearing ISG RADIUS Proxy Sessions, page 12 (optional)
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Perform this task to configure ISG to initiate an IP session upon receipt of a RADIUS proxy message

from a RADIUS client.

SUMMARY STEPS

1. enable
configure terminal

interface type number

initiator radius-proxy

S e B W DN

end

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

ip subscriber {interface | 12-connected | routed}

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

interface type number

Example:
Router (config)# interface fastethernet 1/0/0

Specifies an interface for configuration and enters interface
configuration mode.

ip subscriber {interface | l2-connected |
routed}

Example:
Router (config-if)# ip subscriber routed

Enables ISG IP subscriber support on an interface, specifies
the access method that IP subscribers will use to connect to
ISG on an interface and enters subscriber configuration
mode.

initiator radius-proxy

Example:
Router (config-subscriber)# initiator
radius-proxy

Configures ISG to initiate IP sessions upon receipt of any
RADIUS packet.

end

Example:
Router (config-subscriber)# end

Exits the current configuration mode and returns to
privileged EXEC mode.
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Configuring ISG RADIUS Proxy Global Parameters

Perform this task to configure ISG RADIUS proxy parameters that are applied by default to all RADIUS
proxy clients. Client-specific parameters can also be configured and take precedence over this global
configuration. To specify a client-specific configuration, see the Configuring ISG RADIUS Proxy
Client-Specific Parameters, page 8.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaa server radius proxy
5. session-identifier {attribute number | vsa vendor id type number}
6. calling-station-id format {mac-address | msisdn}
7. accounting method-list {method-list-name | default}
8. accounting port port-number
9. authentication port port-number
10. key [0 | 7] word
11. timer {ip-address | request} seconds
12. end

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:

Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2 configure terminal Enters global configuration mode.

Example:

Router# configure terminal

Step3 aaa new-model

Example:

Router (config)# aaa new-model

Enables the AAA access control model.

Step4 aaa server radius proxy Enters ISG RADIUS proxy server configuration mode.

Example:

Router (config)# aaa server radius proxy
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Command or Action Purpose
Step5 session-identifier {attribute number | vsa (Optional) Correlates the RADIUS server requests of a
vendor id type number} session and identifies the session in the RADIUS proxy
module.
Example:
Router (config-locsvr-proxy-radius) #
session-identifier attribute 1
Step6 calling-station-id format {mac-address Specifies the calling-station-id format.
msisdn}
Example:
Router (config-locsvr-proxy-radius) #
calling-station-id format msisdn
Step7  accounting method-list {method-list-name Specifies the server to which accounting packets from
default) RADIUS clients are forwarded.
Note By default, ISG RADIUS proxy handles accounting
Example: packets locally.
Router (config-locsvr-proxy-radius) # accounting
method-1list fwdacct
Step8  accounting port port-number Specifies the port on which the ISG listens for accounting
packets from RADIUS clients.
Example: e The default port is 1646.
Router (config-locsvr-proxy-radius) # accounting
port 2222
Step9 authentication port port-number Specifies the port on which the ISG listens for
authentication packets from RADIUS clients.
Example: e The default port is 1645.
Router (config-locsvr-proxy-radius) #
authentication port 1111
Step10 key [0 | 7] word Configures the encryption key to be shared between ISG
and RADIUS clients.
Example: e ( specifies that an unencrypted key will follow.
Rout fig-1 - -radius)# k a - . .
outer(config-locsyr-proxy-radius)# key radpro e 7 specifies a hidden key will follow.
Step11 timer {ip-address | request} seconds Specifies the amount of time ISG waits for the specified
event before terminating the session.
Example: * ip-address—Specifies the amount of time ISG waits
Router (config-locsvr-proxy-radius)# timer for an IP address to be assigned to the session.
ip-address 5 . . .
e request—Specifies the amount of time ISG waits to
receive an Access-Request from a client device.
Step12 end Exits the current configuration mode and returns to

Example:
Router (config-locsvr-proxy-radius)# end

privileged EXEC mode.
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Configuring ISG RADIUS Proxy Client-Specific Parameters

Perform this task to configure client-specific parameters for the ISG RADIUS proxy. This configuration
applies to the specified client or subnet only. The client-specific configuration takes precedence over the
global ISG RADIUS proxy configuration.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaa server radius proxy
5. client {name | ip-address} [subnet-mask [vrf vrf-id]]
6. session-identifier {attribute number | vsa vendor id type number}
1. calling-station-id format {mac-address | msisdn}
8. accounting method-list {method-list-name | default}
9. accounting port port-number
10. authentication port port-number
11. key [0 | 7] word
12. timer {ip-address | request} seconds
13. end
DETAILED STEPS
Command or Action Purpose

Step1  enable

Example:

Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2  configure terminal Enters global configuration mode.

Example:

Router# configure terminal

Step3 aaa new-model

Example:

Router (config) # aaa new-model

Enables the AAA access control model.

Step4 aaa server radius proxy Enters ISG RADIUS proxy server configuration mode.

Example:

Router (config)# aaa server radius proxy

.
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

How to Configure ISG as a RADIUS Proxy I

Command or Action

Purpose

client {name | ip-address} [subnet-mask [vrf
vrf-id]]

Example:
Router (config-locsvr-proxy-radius) # client
172.16.54.45 vrf myvrftable

Specifies a RADIUS proxy client for which client-specific
parameters can be configured, and enters RADIUS client
configuration mode.

session-identifier {attribute number | vsa
vendor id type number}

Example:
Router (config-locsvr-radius-client) #
session-identifier vsa vendor 5335 type 123

(Optional) Correlates the RADIUS requests of a session and
identifies the session in the RADIUS proxy module.

calling-station-id format {mac-address |
msisdn}

Example:
Router (config-locsvr-radius-client) #
calling-station-id format msisdn

Specifies the calling-station-id format.

accounting method-list {method-list-name
default}

Example:
Router (config-locsvr-radius-client)# accounting
method-1list fwdacct

Specifies the server to which accounting packets from
RADIUS clients are forwarded.

accounting port port-number

Example:
Router (config-locsvr-radius-client)# accounting
port 2222

Specifies the port on which the ISG listens for accounting
packets from RADIUS clients.

e The default port is 1646.

authentication port port-number

Example:
Router (config-locsvr-radius-client) #
authentication port 1111

Specifies the port on which the ISG listens for
authentication packets from RADIUS clients.

e The default port is 1645.

key [0 | 7] word

Example:
Router (config-locsvr-radius-client)# key radpro

Configures the encryption key to be shared between ISG
and RADIUS clients.

e ( specifies that an unencrypted key will follow.

e 7 specifies a hidden key will follow.
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Command or Action

Purpose

Step12 timer {ip-address | request} seconds

Example:
Router (config-locsvr-radius-client)# timer
ip-address 5

Specifies the amount of time ISG waits for the specified
event before terminating the session.

e ip-address—Specifies the amount of time ISG waits
for an IP address to be assigned to the session.

¢ request—Specifies the amount of time ISG waits to
receive an Access-Request from a client device.

Step13 end

Example:
Router (config-locsvr-radius-client)# end

Exits the current configuration mode and returns to
privileged EXEC mode.

Defining an ISG Policy for RADIUS Proxy Events

Perform this task to configure a policy that is applied at session start and causes ISG to proxy RADIUS

packets to a specified server.

SUMMARY STEPS

1. enable
configure terminal

aaa new-model

O N & e B w BN

end

DETAILED STEPS

aaa authorization radius-proxy {default | list-name} methodl [method2 [method3...]]
policy-map type control policy-map-name
class type control {control-class-name | always} event session-start

action-number proxy [aaa list {default | list-name}

Command or Action

Purpose

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step3 aaa new-model

Example:
Router (config)# aaa new-model

Enables the AAA access control model.

o N
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Step 5

Step 6

Step 7

Step 8
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Command or Action

Purpose

aaa authorization radius-proxy {default |
list-name} methodl [method2 [method3...]]

Example:
Router (config)# aaa authorization radius-proxy
RP group radius

Configures AAA authorization methods for ISG RADIUS
proxy subscribers.

¢ A method may be either of the following:

— group group-name—1Uses a subset of RADIUS
servers for authorization as defined by the server
group group-name command.

— group radius—Uses the list of all RADIUS
servers for authorization as defined by the aaa
group server radius command.

policy-map type control policy-map-name

Example:
Router (config)# policy-map type control
proxyrule

Creates or modifies a control policy map, which defines an
ISG control policy and enters control policy-map
configuration mode.

class type control {control-class-name |
always} event session-start

Example:
Router (config-control-policymap)# class type
control always event session-start

Specifies a control class for which actions may be
configured and enters control policy-map class
configuration mode.

action-number proxy [aaa list {default |
list-name}

Example:
Router (config-control-policymap-class-control) #
1 proxy aaa list RP

Sends RADIUS packets to the specified server.

e Use this command to configure ISG to forward
RADIUS proxy packets to the server specified by the
aaa authorization radius-proxy command in Step 4.

end

Example:
Router (config-control-policymap-class-contro) #
end

Exits the current configuration mode and returns to
privileged EXEC mode.

Verifying ISG RADIUS Proxy Configuration

Use one or more of the following commands to verify ISG RADIUS proxy configuration. The commands

may be entered in any order.

SUMMARY STEPS

1. show radius-proxy client ip-address [vrf vrf-name]

2. show radius-proxy session {id id-number | ip ip-address}

3. show subscriber session [identifier {authen-status {authenticated | unauthenticated} |
authenticated-domain domain-name | authenticated-username username | dnis dnis | media type
| nas-port identifier | protocol type | source-ip-address ip-address subnet-mask | timer timer-name
| tunnel-name name | unauthenticated-domain domain-name | unauthenticated-username
username} | uid session-identifier | username username] [detailed]

"o
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DETAILED STEPS

Step 1

Step 2

Step 3

Command or Action

Purpose

show radius-proxy client ip-address [vrf
vrf-1id]

Example:
Router# show radius-proxy client 10.10.10.10

Displays RADIUS proxy configuration information and a
summary of sessions for an ISG RADIUS proxy client.

show radius-proxy session {id id-number | ip
ip-address}

Example:
Router# show radius-proxy session ip
10.10.10.10

Displays information about an ISG RADIUS proxy session.

Note  The ID can be found in the output of the show
radius-proxy client command.

show subscriber session [identifier
{authen-status {authenticated |
unauthenticated} | authenticated-domain
domain-name | authenticated-username username |
dnis dnis | media type | nas-port identifier |
protocol type | source-ip-address ip-address
subnet-mask | timer timer-name | tunnel-name
name | unauthenticated-domain domain-name |
unauthenticated-username username} | uid
session-identifier| username username]
[detailed]

Example:
Router# show subscriber session detailed

Displays information about subscriber sessions on an ISG
device.

Clearing ISG RADIUS Proxy Sessions

Perform this task to clear ISG RADIUS proxy sessions.

SUMMARY STEPS

1. enable

2. clear radius-proxy client ip-address

3. clear radius-proxy session {id id-number | ip ip-address}
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Command or Action

Purpose

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

SlepZ clear radius-proxy client ip-address

Example:
Router# clear radius-proxy client 10.10.10.10

Clears all ISG RADIUS proxy sessions that are associated
with the specified client device.

Step3 clear radius-proxy session {id id-number | ip
ip-address}

Example:
Router# clear radius-proxy session ip
10.10.10.10

Clears a specific ISG RADIUS proxy session.

Note  The ID can be found in the output of the show
radius-proxy client command.

Configuration Examples for ISG RADIUS Proxy

This section contains the following examples:
¢ ISG RADIUS Proxy Configuration: Example, page 13
e ISG RADIUS Proxy and Layer 4 Redirect: Example, page 14

ISG RADIUS Proxy Configuration: Example

The following example configures ISG to serve as a RADIUS proxy and to send RADIUS packets to the
method list called RP. FastEthernet interface 0/0 is configured to initiate IP sessions upon receipt of

RADIUS packets.

aaa new-model
|

aaa group server radius EAP

server 10.2.36.253 auth-port 1812 acct-port 1813

aaa authorization radius-proxy RP group EAP
aaa accounting network FWDACCT start-stop group EAP
aaa accounting network FLOWACCT start-stop group EAP

|

aaa server radius proxy
session-identifier attribute 1
calling-station-id format msisdn
authentication port 1111
accounting port 2222

key radpro

message-authenticator ignore

! The method list "FWDACCT" was configured by the aaa accounting network FWDACCT

! start-stop group EAP command above.

g s |
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accounting method-list FWDACCT

client 10.45.45.2

timer request 5

|

client 10.45.45.3

key aashica#@!$%&/

timer ip-address 120

|

1

! This control policy references the method list called "RP" that was configured using the
aaa authorization radius-proxy command above.

policy-map type control PROXYRULE

class type control always event session-start

1 proxy aaa list RP

|

|

1

bba-group pppoe global

|

1

interface FastEthernet 2/1/0

ip address 10.45.45.1 255.255.255.0

ip subscriber routed

initiator radius-proxy

no ip route-cache cef

no ip route-cache

no cdp enable

|

! The control policy "PROXYRULE" is applied to the interface.
service-policy type control PROXYRULE

|

1

radius-server host 10.2.36.253 auth-port 1812 acct-port 1813 key cisco
radius-server host 10.76.86.83 auth-port 1665 acct-port 1666 key radl23
radius-server vsa send accounting

radius-server vsa send authentication

aaa new-model

!

!

aaa group server radius EAP

server 10.2.36.253 auth-port 1812 acct-port 1813

ISG RADIUS Proxy and Layer 4 Redirect: Example

The following example shows an ISG policy configured for both ISG RADIUS proxy and Layer 4
redirection:

aaa authorization network default local
|
redirect server-group REDIRECT
server ip 10.255.255.28 port 23
|
class-map type traffic match-any trafficl
match access-group input 101
|
policy-map type service servicel
class type traffic trafficl
redirect list 101 to group REDIRECT
|

policy-map type control PROXYRULE
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class type control always event session-start
1 proxy aaa list RP
2 service-policy type service name servicel

access-list 101 permit tcp host 10.45.45.2 any

Additional References W

The following example shows corresponding sample output from the show subscriber session

command:

Router# show subscriber session username 12345675@cisco

Unique Session ID: 66

Identifier: aash

SIP subscriber access type(s): IP

Current SIP options: Reqg Fwding/Req Fwded
Session Up-time: 00:00:40, Last Changed: 00:00:00

Policy information:
Authentication status: authen
Active services associated with session:
name "servicel", applied before account logon
Rules, actions and conditions executed:
subscriber rule-map PROXYRULE
condition always event session-start
1 proxy aaa list RP
2 service-policy type service name servicel

Session inbound features:

Feature: Layer 4 Redirect ------ >>> L4 redirect is applied to the session at session start

Rule table is empty
Traffic classes:
Traffic class session ID: 67
ACL Name: 101, Packets = 0, Bytes =0

Unmatched Packets (dropped) = 0, Re-classified packets (redirected)

Configuration sources associated with this session:
Service: servicel, Active Time = 00:00:40
Interface: FastEthernet0/1, Active Time = 00:00:40

Additional References

The following sections provide references related to ISG RADIUS proxy.

Related Documents

Related Topic

Document Title

ISG commands

Cisco 10S Intelligent Services Gateway Command Reference

ISG design and deployment e Cisco ISG Design and Deployment Guide: ATM Aggregation

Aggregation

e Cisco ISG Design and Deployment Guide: Gigabit Ethernet

RADIUS attributes

RADIUS Attributes Overview and RADIUS IETF Attributes

Vendor-specific attributes

Attribute Values

Vendor-Specific Attributes (VSA) and RADIUS Disconnect-Cause

"=


http://www.cisco.com/en/US/docs/ios/isg/command/reference/isg_book.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sb/cg/isg_lib/dep_atm.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sb/cg/isg_lib/dep_atm.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sb/cg/isg_lib/dep_atm.htm
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_vsa_rad_discnct.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_rad_ov_ietf_attr.html
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Standards

Standard Title

None —

MIBs

MIB MIBs Link

None To locate and download MIBs for selected platforms, Cisco I0S

releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

RFC 2865 Remote Authentication Dial In User Service (RADIUS)
RFC 2866 RADIUS Accounting

RFC 2869 RADIUS Extensions

Technical Assistance

Description Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/cisco/web/support/index.html
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Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.
Table 2 Feature Information for ISG RADIUS Proxy

Feature Name

Releases

Feature Information

ISG:AAA Wireless
Enhancements

12.2(33)SRE

This feature enhances ISG RADIUS proxy to provide additional support for mobile
wireless environments. It includes changes to RADIUS attribute 31 processing.

The following sections provide information about this feature:
e Information About ISG RADIUS Proxy, page 2
e How to Configure ISG as a RADIUS Proxy, page 4

The following commands were introduced by this feature: session-identifier,
calling-station-id format.

ISG:Authentication:R
ADIUS Proxy WiMax
Enhancements

12.2(33)SRE
12.2(33)XNE

This feature enhances ISG RADIUS proxy to provide additional support for WiMax
broadband environments.

The following sections provide information about this feature:
e Information About ISG RADIUS Proxy, page 2
e How to Configure ISG as a RADIUS Proxy, page 4

In Cisco IOS Release 12.2(33)XNE, support was added for the Cisco 10000 series
routers.
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Table 2 Feature Information for ISG RADIUS Proxy

Feature Name Releases Feature Information

ISG:Policy Control: 12.2(31)SB2 | This feature enables ISG to serve as a proxy between a client device that uses
RADIUS Proxy 12.2(33)SRC |RADIUS authentication and an AAA server. This functionality enables ISG to be

Enhancements for ISG |12.2(33)SRE

deployed in PWLAN and wireless mesh networks where authentication requests for
mobile subscribers must be sent to specific RADIUS servers.

The following sections provide information about this feature:
e Information About ISG RADIUS Proxy, page 2
e How to Configure ISG as a RADIUS Proxy, page 3

The following commands were introduced or modified by this feature: aaa
authorization radius-proxy, aaa server radius proxy, accounting method-list,
accounting port, authentication port, clear radius-proxy client, clear
radius-proxy session, client (ISG RADIUS proxy), debug radius-proxy, initiator
radius-proxy, key (ISG RADIUS proxy), message-authenticator ignore, proxy
(ISG RADIUS proxy), show radius-proxy client, show radius-proxy session, timer
(ISG RADIUS proxy).

In Cisco IOS Release 12.2(33)SRC, support was added for the Cisco 7600 router.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and

coincidental.

© 2006-2009 Cisco Systems, Inc. All rights reserved.



http://www.cisco.com/go/trademarks

	Configuring ISG as a RADIUS Proxy
	Finding Feature Information
	Contents
	Prerequisites for ISG RADIUS Proxy
	Restrictions for ISG RADIUS Proxy
	Information About ISG RADIUS Proxy
	Overview of ISG RADIUS Proxy
	ISG RADIUS Proxy Handling of Accounting Packets
	RADIUS Client Subnet Definition
	ISG RADIUS Proxy Support for Mobile Wireless Environments
	Attribute Processing and RADIUS Request Correlation
	3GPP Attribute Support

	Benefits of ISG RADIUS Proxy

	How to Configure ISG as a RADIUS Proxy
	Initiating ISG RADIUS Proxy IP Sessions
	Configuring ISG RADIUS Proxy Global Parameters
	Configuring ISG RADIUS Proxy Client-Specific Parameters
	Defining an ISG Policy for RADIUS Proxy Events
	Verifying ISG RADIUS Proxy Configuration
	Clearing ISG RADIUS Proxy Sessions

	Configuration Examples for ISG RADIUS Proxy
	ISG RADIUS Proxy Configuration: Example
	ISG RADIUS Proxy and Layer 4 Redirect: Example

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Feature Information for ISG RADIUS Proxy



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


