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showipv6rip W

show Ipv6 rip

To display information about current IPv6 Routing Information Protocol (RIP) processes, use the show
ipv6 rip command in user EXEC or privileged EXEC mode.

show ipv6 rip [name] [database | next-hops]

Syntax Description name (Optional) Name of the RIP process. If the name is not entered, details of all
configured RIP processes will be displayed.
database (Optional) Details of the entries in the specified RIP IPv6 routing table are
displayed.
next-hops (Optional) Details of the specified RIP IPv6 processes next hop addresses are

displayed. If no RIP process name is specified, the next hop addresses for all RIP
IPv6 processes will be displayed.

Command Default Information about all current IPv6 RIP processes is displayed.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.2(2)T This command was introduced.
12.021)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco IOS Release 12.2(22)S, and the
name argument and the database and next-hops keywords were added.
12.2(13)T The modifications to add the name argument and the database and
next-hops keywords were added.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Cisco 10S XE This command was introduced on Cisco ASR 1000 Series Routers.
Release 2.1
Examples The following is sample output from the show ipv6é rip command:

Router# show ipvé rip

RIP process "one", port 521, multicast-group FF02::9, pid 55
Administrative distance is 25. Maximum paths is 4
Updates every 30 seconds, expire after 180
Holddown lasts 0 seconds, garbage collect after 120

Cisco 10S IPv6 Command Reference




Cisco 10S IPv6 Command Reference |

show ipv6 rip

Split horizon is on; poison reverse is off

Default routes

Periodic updates 8883,

Interfaces:
Ethernet?2
Redistribution:
RIP process "two",
Administrative

Updates every 30 seconds,

Holddown lasts

port 521,

are not generated
trigger updates 2

multicast-group FF02::9, pid 61
distance is 120. Maximum paths is 4
expire after 180

0 seconds, garbage collect after 120

Split horizon is on; poison reverse is off

Default routes

Periodic updates 8883,

Interfaces:
None
Redistribution:

are not generated
trigger updates 0

Table 258 describes the significant fields shown in the display.

Table 258 show ipvé rip Field Descriptions

Field Description

RIP process The name of the RIP process.

port The port that the RIP process is using.

multicast-group

The IPv6 multicast group of which the RIP process is a member.

pid The process identification number (pid) assigned to the RIP process.

Administrative Used to rank the preference of sources of routing information. Connected

distance routes have an administrative distance of 1 and are preferred over the same
route learned by a protocol with a larger administrative distance value.

Updates The value (in seconds) of the update timer.

expire The interval (in seconds) in which updates expire.

Holddown The value (in seconds) of the hold-down timer.

garbage collect

The value (in seconds) of the garbage-collect timer.

Split horizon

The split horizon state is either on or off.

poison reverse

The poison reverse state is either on or off.

Default routes

The origination of a default route into RIP. Default routes are either generated
or not generated.

Periodic updates

The number of RIP update packets sent on an update timer.

trigger updates

The number of RIP update packets sent as triggered updates.

To display information about a specified IPv6 RIP process database, enter the show ipv6 rip command
with the name argument and the database keyword. In the following output for the IPv6 RIP process
named one, timer information is displayed, and route 3004::/64 has a route tag set:

Router# show ipvé rip one database

RIP process "one",
2001:72D:1000::/64,
Ethernet2/FE80:
2001:72D:2000::/64,
Ethernet2/FE80:
2001:72D:3000::/64,

local RIB

metric 2

:202:7DFF:FE1A:9472, expires in 168 secs

metric 2, installed
:202:7DFF:FE1A:9472, expires in 168 secs
metric 2, installed
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showipv6rip W

Ethernet2/FE80::202:7DFF:FE1A:9472, expires in 168 secs
Ethernetl/FE80::203:7EBC:FE23:1000, expires in 120 secs
2001:72D:4000::/64, metric 16, expired, [advertise 119/hold 0]

Ethernet2/FE80::202:7DFF:FE1A:9472
3004::/64, metric 2 tag 2A, installed
Ethernet2/FE80::202:7DFF:FE1A:9472, expires in 168 secs

Table 259 describes the significant fields shown in the display.

Table 259 show ipvé rip database Field Descriptions

Field Description

RIP process The name of the RIP process.
2001:72D:1000::/64 The IPv6 route prefix.

metric Metric for the route.

installed Route is installed in the IPv6 routing table.

Ethernet2/FE80::202:7D |Interface and LL next hop through which the IPv6 route was learned.
FF:FE1A:9472

expires in The interval (in seconds) before the route expires.

advertise For an expired route, the value (in seconds) during which the route will be
advertised as expired.

hold The value (in seconds) of the hold-down timer.

tag Route tag.

To display information about the next-hops for a specified IPv6 RIP process, enter the show ipv6 rip
command with the name argument and the next-hops keyword:

Router# show ipvé rip one next-hops

RIP process "one", Next Hops
FE80::210:7BFF:FEC2:ACCF/Ethernet4/2 [l routes]
FE80::210:7BFF:FEC2:B286/Ethernet4/2 [2 routes]

Table 260 describes the significant fields shown in the display.

Table 260 show ipvé rip next-hops Field Descriptions

Field Description

RIP process The name of the RIP process.

FE80::210:7BFF:FEC2: |The next hop address and interface through which it was learned. Next hops
ACCF/Ethernet4/2 are either the addresses of IPv6 RIP neighbors from which we have learned

routes, or explicit next hops received in IPv6 RIP advertisements.

Note  An IPv6 RIP neighbor may choose to advertise all its routes with
an explicit next hop. In this case the address of the neighbor would
not appear in the next hop display.

[1 routes] The number of routes in the IPv6 RIP routing table using the specified next
hop.

Cisco 10S IPv6 Command Reference



Cisco 10S IPv6 Command Reference |

M show ipv6 route

show ipv6 route

To display the current contents of the IPv6 routing table, use the show ipv6 route command in user
EXEC or privileged EXEC mode.

show ipv6 route [ipv6-address | ipv6-prefix/prefix-length [longer-prefixes] | [protocol] [updated
[boot-up] [day month] [time]] | interface interface-type interface-number | nsf | table table-id

| watch]

Syntax Description ipv6-address

(Optional) Displays routing information for a specific IPv6 address.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal format using 16-bit values between
colons.

ipv6-prefix

(Optional) Displays routing information for a specific IPv6 network.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal format using 16-bit values between
colons.

Iprefix-length

(Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefix
(the network portion of the address). A slash mark must precede the decimal
value.

longer-prefixes

(Optional) Displays output for longer prefix entries.

protocol (Optional) Displays routes for the specified routing protocol using any of
these keywords:
bgp, isis, eigrp, ospf, or rip
or displays routes for the specified type of route using any of these
keywords:
connected, local, mobile, or static.

updated (Optional) Displays routes with time stamps.

boot-up (Optional) Displays routing information since the boot up.

day month (Optional) Displays routes since the day and month specified.

time (Optional) Displays routes since the time specified. The time is specified in

hh:mm format.

interface interface-type

(Optional) Interface type. For more information about supported interface
types, use the question mark (?) online help function.

interface-number

(Optional) Interface number. For more information about the numbering
syntax for supported interface types, use the question mark (?) online help
function.

nsf

(Optional) Displays routes in the nonstop forwarding state.

table table-id

(Optional) Displays IPv6 Routing Information Base (RIB) table
information for the specified table ID. The table must be in a hexadecimal
format. Range for table ID is O to 0-OxFFFFFFFF.

watch

(Optional) Displays information on route watchers.
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show ipv6 route

Command Default All TPv6 routing information for all active routing tables is displayed.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History Release Modification

12.2(2)T This command was introduced.

12.2(8)T This command was modified. The isis protocol keyword was added to the
command syntax, and the I1 - ISIS L1, 12 - ISIS L2, and IA - ISIS interarea
fields were added to the command output.

12.021)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S, the timer
information was removed, and an indicator was added to display IPv6 MPLS
virtual interfaces.

12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T, the timer
information was removed, and an indicator was added to display IPv6 MPLS
virtual interfaces.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S. The
longer-prefixes keyword was added.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.

Usage Guidelines

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

Cisco IOS XE
Release 2.1

This command was introduced on Cisco ASR 1000 series routers.

12.424)T

This command was modified in a release earlier than
Cisco IOS Release 12.4(24)T. The table, nsf, watch, and updated keywords
and day, month, table-id, and time arguments were added.

The show ipv6 route command provides output similar to the show ip route command, except that the
information is IPv6-specific.

When the ipv6-address or ipv6-prefix/prefix-length argument is specified, a longest match lookup is
performed from the routing table and only route information for that address or network is displayed.
When a routing protocol is specified, only routes for that protocol are displayed. When the connected,
local, mobile, or static keyword is specified, only that type of route is displayed. When the
interface-type interface-number arguments are specified, only the specified interface-specific routes are

displayed.

Examples show ipv6 route Command with No Keyword Specified Example
The following is sample output from the show ipv6 route command when entered without an IPv6
address or prefix specified:
Router# show ipvé route
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[ July 201 IPv6-2019



Cisco 10S IPv6 Command Reference |

M show ipv6 route

IPv6 Routing Table - 9 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - IIS interarea

B 3000::/64 [20/0]

via FE80::A8BB:CCFF:FE02:8B00, Serial6/0

L 4000::2/128 [0/0]

via ::, Ethernetl/0
C 4000::/64 [0/0]
via ::, Ethernetl/O0
LC 4001::1/128 [0/0]
via ::, LoopbackO0
L 5000::2/128 [0/0]
via ::, Serial6/0
C 5000::/64 [0/0]
via ::, Serial6/0

S 5432::/48 [1/0]
via 4000::1, Null
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

Table 261 describes the significant fields shown in the display.

Table 261 show ipv6 route Field Descriptions
Field Description
Codes: Indicates the protocol that derived the route. Values are as follows:

e (C—Connected

e [—Ilocal

e S—Static

e R—RIP derived

e B—BGP derived

e T1—ISIS L1—Integrated IS-IS Level 1 derived
e [2—ISIS L2—Integrated IS-IS Level 2 derived

e TA—ISIS interarea—Integrated IS-IS interarea derived

2001:0DB8:DDDD::/32

Indicates the IPv6 prefix of the remote network.

[200/0]

The first number in the brackets is the administrative distance of the
information source; the second number is the metric for the route.

via ::FFFF:192.168.99.70

Specifies the address of the next router to the remote network.

IPv6-mpls

Specifies the interface through which the next router to the specified
network can be reached.

Note In this example output, the interface is the IPv6 Multiprotocol
Label Switching (MPLS) virtual interface used in the 6PE
feature where IPv6 traffic is sent across an IPv4 MPLS
backbone from one IPv6 provider edge router to another.
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show ipv6 route

show ipv6 route Command with Address or Prefix Specified Example

When the ipv6-address or ipv6-prefix/prefix-length argument is specified, only route information for that
address or network is displayed. The following is sample output from the show ipv6 route command
when entered with the IPv6 prefix 2001:200::/35:

Router# show ipvé route 2001:200::/35

IPv6 Routing Table - 261 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea

B 2001:200::/35 [20/3]
via FE80::60:5C59:9E00:16, Tunnell

show ipv6 route Command with Protocol Specified Example

When you specify a protocol, only routes for that particular routing protocol are shown. The following
is sample output from the show ipv6 route command when entered with the bgp keyword:

Router# show ipvé route bgp

IPv6 Routing Table - 9 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
B 3000::/64 [20/0]
via FE80::A8BB:CCFF:FE02:8B00, Serial6/0

show ipv6 route Command for Local Routes Example

The following is sample output from the show ipv6é route command when entered with the local router
address:

Router# show ipvé route local

IPv6 Routing Table - 9 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea

L 4000::2/128 [0/0]

via ::, Ethernetl/O0
LC 4001::1/128 [0/0]
via ::, Loopback0
L 5000::2/128 [0/0]
via ::, Serial6/0
L FE80::/10 [0/0]
via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

show ipv6 route Command for 6PE Multipath Example’

The following is sample output from the show ipv6 route command when used with the 6PE multipath
feature enabled:

Router# show ipvé route

IPv6 Routing Table - default - 19 entries

Codes:C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2

B 4004::/64 [200/0]

[ July 201
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M show ipv6 route

via ::FFFF:172.11.11.1
via ::FFFF:172.30.30.1

Related Commands = Command Description
ipv6 route Establishes a static IPv6 route.
show ipv6 interface Displays IPv6 interface information.
show ipvé6 route Displays the current contents of the IPv6 routing table in summary format.
summary
show ipv6 tunnel Displays IPv6 tunnel information.
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show ipv6 route shortcut [l

show ipvb6 route shortcut

To display the IPv6 routes that contain shortcuts, use the show ipv6 route shortcut command in
privileged EXEC mode.

show ipv6 route shortcut

Syntax Description  This command has no arguments or keywords.

Command Default IPv6 information about shortcuts for all active routing tables is displayed.

Command Modes Privileged EXEC (#)

Command History Release Modification

15.1(2)S This command was introduced.
Usage Guidelines The show ipv6 route shortcut command displays only the routes that have overriding shortcut paths.
Examples The following is sample output from the show ipv6 route shortcut command:

Router# show ipvé route shortcut

IPv6 Routing Table - default - 7 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, HA - Home Agent, MR - Mobile Router, R - RIP
H - NHRP, I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
IS - ISIS summary, D - EIGRP, EX - EIGRP external, NM - NEMO
ND - Neighbor Discovery, 1 - LISP
O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1l - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
S 7000:1::/64 [1/0]
via 4000:1:1::1, Ethernetl/1l [Shortcut]
via 5000:1:1::1, Ethernetl/1l [Shortcut]
via Ethernetl/1l, directly connected
S 8000:1:1::/64 [1/0]
via 6000:1:1::1, Ethernet0/1 [Shortcut]
via Ethernet0/0, directly connected

Table 261 describes the significant fields shown in the display.
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M show ipv6 route shortcut

Table 262 show ipvé6 route shortcut Field Descriptions
Field Description
Codes: Indicates the protocol that derived the route. Values are as follows:

e C—Connected

e [—Ilocal

e S—Static

e R—RIP derived

e B—BGP derived

e [1—ISIS L1—Integrated IS-IS Level 1 derived

e [2—ISIS L2—Integrated IS-IS Level 2 derived

e TA—ISIS interarea—Integrated IS-IS interarea derived
S 7000:1::/64 [1/0] Indicates paths that may be shortcut paths.

via 4000:1:1::1, Ethernetl/1 |Indicates a path that may be a shortcut path.

via 5000:1:1::1, Ethernetl/l |Indicates a path that may be a shortcut path.

[Shortcut]
via Ethernet1/1, directly Shows routes connected to the router directly.
connected
Related Commands =~ Command Description
ipv6 route Establishes a static IPv6 route.
show ipv6 interface Displays IPv6 interface information.
show ipv6 route Displays the current contents of the IPv6 routing table in summary format.
summary
show ipv6 tunnel Displays IPv6 tunnel information.
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show ipv6 route summary

show ipv6 route summary

To display the current contents of the IPv6 routing table in summary format, use the show ipv6 route
summary command in user EXEC or privileged EXEC mode.

Syntax Description

show ipv6 route summary

This command has no arguments or keywords.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.2(2)T This command was introduced.
12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

Examples The following is sample output from the show ipv6 route summary command:

Router# show ipvé route summary

IPv6 Routing Table Summary - 257 entries

37 local, 35 connected, 25 static, 0 RIP, 160 BGP

Number of prefixes:
/16: 1, /24: 46, /28: 10, /32: 5, /35: 25, /40: 1, /48: 63, /64: 19
/96: 15, /112: 1, /126: 31, /127: 4, /128: 36

Table 263 describes the significant fields shown in the display.

Table 263 show ipv6 route summary Field Descriptions

Field Description

entries Number of entries in the IPv6 routing table.

Route source Number of routes that are present in the routing table for each route source,
which can be local routes, connected routes, static routes, a routing protocol,
prefix and address or name, and longer prefixes and address or name.
Routing protocols can include RIP, IS-IS, OSPF, and BGP.

Other route sources can be connected, local, static, or a specific interface.

Number of prefixes: Number of routing table entries for given prefix length.
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M show ipv6 route summary

Related Commands = Command Description

show ipv6 route Displays the current contents of the IPv6 routing table.
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show ipv6 route vif

show ipv6 route vrf

To display the IPv6 routing table associated with a Virtual Private Network (VPN) routing and
forwarding (VRF) instance, use the show ipv6 route vrf command in user EXEC or privileged EXEC
mode.

show ipv6 route vrf {vrf-name | vrf-number}

Syntax Description vrf-name Name assigned to the VRF.
vrf-number Hexadecimal number assigned to the VRF.
Command Modes User EXEC
Privileged EXEC
Command History Release Modification
12.2(33)SRB This command was introduced.
12.2(33)SRB1 This command was integrated into Cisco IOS Release 12.2(33)SRBI.
12.2(33)SB This command was integrated into Cisco IOS Release 12.2(33)SB.

Usage Guidelines

12.2(33)SXI This command was integrated into Cisco IOS Release 12.2(33)SXI.

The show ipv6 route vrf command displays specified information from the IPv6 routing table of a VRF.

Examples The following is sample output regarding an IPv6 routing table associated with a VRF named ciscol:
Router# show ipvé route vrf ciscol
IPv6 Routing Table ciscol - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
C 2001:8::/64 [0/0]
via ::, FastEthernet0/0
L 2001:8::3/128 [0/0]
via ::, FastEthernet0/0
B 2002:8::/64 [200/0]
via ::FFFF:192.168.1.4,
B 2010::/64 [20/1]
via 2001:8::1,
C 2012::/64 [0/0]
via ::, Loopbackl
L 2012::1/128 [0/0]
via ::, Loopbackl
Table 264 describes the significant fields shown in the display.
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Table 264 show ipv6 route vrf Field Descriptions
Field Description
2001:8::/64 [0/0] Network number.

via ::, FastEthernetO/0 |Indicates how the route was derived.
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show ipv6 routers

show Ipv6 routers

To display IPv6 router advertisement information received from onlink routers, use the show ipv6
routers command in user EXEC or privileged EXEC mode.

show ipv6 routers [interface-type interface-number] [conflicts]

Syntax Description interface-type (Optional) Specifies the interface type.
interface-number (Optional) Specifies the interface number.
conflicts (Optional) Displays router advertisements that differ from the

advertisements configured for a specified interface.

Command Default When an interface is not specified, onlink router advertisement information is displayed for all interface
types. (The term onlink refers to a locally reachable address on the link.)

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.2(2)T This command was introduced.
12.021)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.4(2)T Command output was updated to show the state of the default router
preference (DRP) preference value as advertised by other routers.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Usage Guidelines Routers advertising parameters that differ from the advertisement parameters configured for the

interface on which the advertisements are received are marked as conflicting.

Examples The following is sample output from the show ipv6 routers command when entered without an IPv6
interface type and number:

Router# show ipvé routers
Router FE80::83B3:60A4 on Tunnel5, last update 3 min
Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0

Reachable time 0 msec, Retransmit time 0 msec
Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig
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M show ipv6 routers

Valid lifetime -1, preferred lifetime -1
Router FE80::290:27FF:FE8C:B709 on Tunnel57, last update 0 min
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
The following sample output shows a single neighboring router that is advertising a high default router

preference and is indicating that it is functioning as a Mobile IPv6 home agent on this link.

Router# show ipvé routers

Router FE80::100 on Ethernet0/0, last update 0 min
Hops 64, Lifetime 50 sec, AddrFlag=0, OtherFlag=0, MTU=1500
HomeAgentFlag=1, Preference=High
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2001::100/64 onlink autoconfig
Valid lifetime 2592000, preferred lifetime 604800

Table 265 describes the significant fields shown in the previous two displays.

Table 265 show ipvé routers Field Descriptions

Field Description

Hops The configured hop limit value for the router advertisement.

Lifetime The configured Router Lifetime value for the router advertisement. A value of 0

indicates that the router is not a default router. A value other than O indicates
that the router is a default router.

AddrFlag If the value is 0, the router advertisement received from the router indicates that
addresses are not configured using the stateful autoconfiguration mechanism.
If the value is 1, the addresses are configured using this mechanism.

OtherFlag If the value is 0, the router advertisement received from the router indicates that
information other than addresses is not obtained using the stateful
autoconfiguration mechanism. If the value is 1, other information is obtained
using this mechanism. (The value of OtherFlag can be 1 only if the value of
AddrFlag is 1.)

MTU The maximum transmission unit (MTU).

HomeAgentFlag=1 |The value can be either O or 1. A value of 1 indicates that the router from which
the RouterAdvertisement was received is functioning as a Mobile IPv6 home
agent on this link, and a value of 0 indicates it is not functioning as a Mobile
IPv6 home agent on this link.

Preference=High The default router preference. The value can be high, medium, or low.

Retransmit time The configured RetransTimer value. The time value to be used on this link for
neighbor solicitation transmissions, which are used in address resolution and
neighbor unreachability detection. A value of 0 means the time value is not
specified by the advertising router.

Prefix A prefix advertised by the router. Also indicates if onlink or autoconfig bits
were set in the router advertisement message.

Valid lifetime The length of time (in seconds) relative to the time the advertisement is sent that
the prefix is valid for the purpose of onlink determination. A value of —1 (all
ones, Oxffffffff) represents infinity.

preferred lifetime The length of time (in seconds) relative to the time the advertisements is sent
that addresses generated from the prefix via address autoconfiguration remain
valid. A value of —1 (all ones, Oxffffffff) represents infinity.
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show ipv6 routers

When the interface-type and interface-number arguments are specified, router advertisement details
about that specific interface are displayed. The following is sample output from the show ipv6 routers
command when entered with an interface type and number:

Router# show ipvé routers tunnel 5

Router FE80::83B3:60A4 on Tunnel5, last update 5 min
Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig

Valid lifetime -1, preferred lifetime -1

Entering the conflicts keyword with the show ipv6 routers command displays information for routers
that are advertising parameters different from the parameters configured for the interface on which the
advertisements are being received, as the following sample output shows:

Router# show ipvé routers conflicts

Router FE80::203:FDFF:FE34:7039 on Ethernetl, last update 1 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
Router FE80::201:42FF:FECA:A5C on Ethernetl, last update 0 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2001::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
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M show ipv6 rpf

show ipvb6 rpf

To check Reverse Path Forwarding (RPF) information for a given unicast host address and prefix, use
the show ipv6 rpf command in user EXEC or privileged EXEC mode.

show ipv6 rpf [vrf vrf-name] ipv6-prefix

Syntax Description vrf vrf-name (Optional) Specifies a virtual routing and forwarding (VRF) configuration.

ipv6-prefix Summary prefix designated for a range of IPv6 prefixes.

The ipv6-prefix argument must be in the form documented in RFC 2373
where the address is specified in hexadecimal using 16-bit values between

colons.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.0(26)S This command was introduced.
12.3(4)T This command was integrated into Cisco IOS Release 12.3(4)T.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Cisco 10S XE This command was introduced on Cisco ASR 1000 Series Routers.
Release 2.1
15.1(4)M The vrf vrf-name keyword and argument were added.

Usage Guidelines The show ipv6 rpf command displays how IPv6 multicast routing performs RPF. Because the router can

find RPF information from multiple routing tables (for example, unicast Routing Information Base
[RIB], multiprotocol Border Gateway Protocol [BGP] routing table, or static mroutes), the show ipvé
rpf command displays the source from which the information is retrieved.

Examples The following example displays RPF information for the unicast host with the IPv6 address of
2001::1:1:2:
Router# show ipvé rpf 2001::1:1:2

RPF information for 2001::1:1:2
RPF interface:Ethernet3/2
RPF neighbor:FE80::40:1:3
RPF route/mask:20::/64
RPF type:Unicast
RPF recursion count:0
Metric preference:110
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Metric:30

showipvrpf W

Table 266 describes the significant fields shown in the display.

Table 266 show ipv6 rpf Field Descriptions

Field Description

RPF information for Source address that this information concerns.

2001::1:1:2

RPF For the given source, the interface from which the router expects to get
interface:Ethernet3/2 packets.

RPF For the given source, the neighbor from which the router expects to get

neighbor:FE80::40:1:3

packets.

RPF route/mask:20::/64

Route number and mask that matched against this source.

RPF type:Unicast

Routing table from which this route was obtained, either unicast,
multiprotocol BGP, or static mroutes.

RPF recursion count

Indicates the number of times the route is recursively resolved.

Metric preference:110

The preference value used for selecting the unicast routing metric to the
Route Processor (RP) announced by the designated forwarder (DF).

Metric:30

Unicast routing metric to the RP announced by the DF.
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M show ipv6 snooping capture-policy

show ipv6 snooping capture-policy

To display message capture policies, use the show ipv6 snooping capture-policy command in user
EXEC or privileged EXEC mode.

show ipv6 snooping capture-policy [interface type number]

Syntax Description interface type number  (Optional) Displays first-hop message types on the specified interface type
and number.

Command Modes User EXEC
Privileged EXEC (#)

Command History Release Modification

12.2(50)SY This command was introduced.
Usage Guidelines The show ipv6 snooping capture-policy command displays IPv6 first-hop message capture policies.
Examples The following example shows show ipv6 snooping capture-policy command output on the Ethernet 0/0

interface, on which the IPv6 Neighbor Discovery Protocol (NDP) inspection and Router Advertisement
(RA) Guard features are configured:

Router# show ipvé snooping capture-policy

Hardware policy registered on Et0/0
Protocol Protocol value Message Value Action Feature

ICMP 58 RS 85 punt RA Guard

punt ND Inspection
ICMP 58 RA 86 drop RA guard

punt ND Inspection
ICMP 58 NS 87 punt ND Inspection
ICMP 58 NA 88 punt ND Inspection
ICMP 58 REDIR 89 drop RA Guard

punt ND Inspection

Table 267 describes the significant fields shown in the display.

Table 267 show ipv6 snooping capture-policy Field Descriptions

Field Description

Hardware policy registered on A hardware policy contains a programmatic access list (ACL), with
Fa4/11 a list of access control entries (ACEs).

Protocol The protocol whose packets are being inspected.

Message The type of message being inspected.
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show ipv6 snooping capture-policy W

Table 267 show ipv6 snooping capture-policy Field Descriptions (continued)

Field Description
Action Action to be taken on the packet.
Feature

The inspection feature for this information.
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M show ipv6 snooping counters

show Ipv6 snooping counters

To display information about the packets counted by the interface counter, use the show ipv6 snooping
counters command in user EXEC or privileged EXEC mode.

show ipv6 snooping counters [interface type number]

Syntax Description interface type number  (Optional) Displays first hop packets that match the specified interface type
and number.

Command Modes User EXEC
Privileged EXEC (#)

Command History Release Modification
12.2(50)SY This command was introduced.
Usage Guidelines The show ipv6 snooping counters command shows packets handled by the switcher that are being

counted in interface counters. The switcher counts packets captured per interface and records whether
the packet was received, sent, or dropped. If a packet is dropped, the reason for the drop and the feature
that caused the drop are both also provided.

Examples The following examples shows information about packets counted on interface FastEthernet4/12:

Router# show ipvé snooping counters interface Fa4/12

Received messages on Fad/12:

Protocol Protocol message
ICMPv6 RS RA NS NA REDIR CPS CPA
0 4256 0 0 0 0 0

Bridged messages from Fa4/12:

Protocol Protocol message
ICMPv6 RS RA NS NA REDIR CPS CPA
0 4240 0 0 0 0 0

Dropped messages on Fad/12:
Feature/Message RS RA NS NA REDIR CPS CPA
RA guard 0 16 0 0 0 0 0

Dropped reasons on Fad/12:
RA guard 16 RA drop - reason:RA/REDIR received on un-authorized port

Table 267 describes the significant fields shown in the display.
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show ipv6 snooping counters

Table 268 show ipv6 snooping counters Field Descriptions

Field

Description

Received messages on Fa4/12:

The messages received on an interface.

Protocol

The protocol for which messages are being counted.

Protocol message

The type of protocol messages being counted.

Bridged messages from Fa4/12:

Bridged messages from the interface.

Dropped messages an Fa4/12:

The messages dropped on the interface.

Feature/message

The feature that caused the drop, and the type and number of
messages dropped.

RA drop - reason:RA/REDIR
received on un-authorized port

The reason these messages were dropped.
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M show ipv6 snooping features

show ipv6 snooping features

To display information about about snooping features configured on the router, use the show ipv6
snooping features command in user EXEC or privileged EXEC mode.

show ipv6 snooping features

Syntax Description  This command has no arguments or keywords.

Command Modes User EXEC
Privileged EXEC (#)

Command History Release Modification
12.2(50)SY This command was introduced.
Usage Guidelines The show ipv6 snooping features command shows the first hop features that are configured on the
router.
Examples The following example shows that both IPv6 ND inspection and IPv6 RA Guard are configured on the
router:

Router# show ipvé snooping features
Feature name priority state
RA guard 100 READY
NDP inspection 20 READY

Table 267 describes the significant fields shown in the display.

Table 269 show ipv6 snooping features Field Descriptions

Field Description

Feature name The names of the IPv6 global policy features configured on the
router.

Priority The priority of the specified feature.

State The state of the specified feature.
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show ipv6 snooping policies

show ipv6 snooping policies

To display information about the configured policies and the interfaces to which they are attached, use
the show ipv6 snooping policies command in user EXEC or privileged EXEC mode.

show ipv6 snooping policies [interface type number]

Syntax Description

interface type number  (Optional) Displays policies that match the specified interface type and

number.
Command Modes User EXEC
Privileged EXEC (#)
Command History Release Modification
12.2(50)SY This command was introduced.

Usage Guidelines

Examples

The show ipv6 snooping policies command displaying all policies that are configured, and lists the
interfaces to which they are attached.

The following examples shows information about all policies configured:

Router# show ipvé snooping policies

NDP inspection policies configured:

Policy Interface Vlan
trusted Et0/0 all

Et1/0 all
untrusted Et2/0 all

RA guard policies configured:

Policy Interface Vlan
host Et0/0 all

Etl/0 all
router Et2/0 all

Table 267 describes the significant fields shown in the display..
Table 270 show ipvé first-hop policies Field Descriptions

Field Description

NDP inspection policies Description of the policies configured for a specific feature.
configured:

Policy Whether the policy is trusted or untrusted.

Interface The interface to which a policy is attached.
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M show ipv6 spd

show ipv6 spd

Syntax Description

Command Modes

To display the IPv6 Selective Packet Discard (SPD) configuration, use the show ipv6 spd command in
privileged EXEC mode.

show ipv6 spd

This command has no arguments or keywords.

Privileged EXEC (#)

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SXH This command was introduced.

12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.
Cisco IOS XE This command was integrated into Cisco IOS XE Release 2.6.
Release 2.6

15.13)T This command was integrated into Cisco IOS Release 15.1(3)T.

Use the show ipv6 spd command to display the SPD configuration, which may provide useful
troubleshooting information.

The following is sample output from the show ipv6 spd command:

Router# show ipvé spd
Current mode: normal
Queue max threshold: 74, Headroom: 100, Extended Headroom: 10

IPv6 packet queue: 0

Table 267 describes the significant fields shown in the display.

Table 271 show ipv6 spd Field Description

Field Description
Current mode: normal The current SPD state or mode.
Queue max threshold: 74 The process input queue maximum.
Related Commands =~ Command Description
ipv6 spd queue Configures the maximum number of packets in the SPD process input queue.

max-threshold
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show ipv6 static

show Ipvb static

To display the current contents of the IPv6 routing table, use the show ipv6 static command in user
EXEC or privileged EXEC mode.

show ipv6 static [ipv6-address | ipv6-prefix/prefix-length] [interface type number | recursive]

[detail]
Syntax Description ipv6-address (Optional) Provides routing information for a specific IPv6 address.
This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.
ipv6-prefix (Optional) Provides routing information for a specific IPv6 network.
This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.
Iprefix-length (Optional) The length of the IPv6 prefix. A decimal value that indicates how
many of the high-order contiguous bits of the address comprise the prefix
(the network portion of the address). A slash mark must precede the decimal
value.
interface (Optional) Name of an interface.
type (Optional, but required if the interface keyword is used) Interface type. For
a list of supported interface types, use the question mark (?) online help
function.
number (Optional, but required if the interface keyword is used) Interface number.
For specific numbering syntax for supported interface types, use the
question mark (?) online help function.
recursive (Optional) Allows the display of recursive static routes only.
detail (Optional) Specifies the following additional information:
e For valid recursive routes, the output path set and maximum resolution
depth.
e For invalid recursive routes, the reason why the route is not valid.
e For invalid direct or fully specified routes, the reason why the route is
not valid.
Command Default All IPv6 routing information for all active routing tables is displayed.
Command Modes User EXEC
Privileged EXEC
Command History Release Modification
12.3(4)T This command was introduced.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
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M show ipv6 static

Usage Guidelines

Examples

Release Modification

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Cisco I0S XE This command was modified. It was integrated into Cisco IOS XE
Release 2.1.0 Release 2.1.0.

15.12)T This command was modified. Support for IPv6 was added to Cisco I0S

Release 15.1(2)T.

The show ipv6 static command provides output similar to the show ip route command, except that it is
IPv6-specific.

When the ipv6-address or ipv6-prefix/prefix-length argument is specified, a longest match lookup is
performed from the routing table and only route information for that address or network is displayed.
Only the information matching the criteria specified in the command syntax is displayed. For example,

when the type number arguments are specified, only the specified interface-specific routes are displayed.

show ipv6 static Command with No Options Specified in the Command Syntax Example

When no options specified in the command, those routes installed in the IPv6 Routing Information Base
(RIB) are marked with an asterisk, as shown in the following example:

Router# show ipvé static

IPv6 Static routes
Code: * - installed in RIB
* 3000::/16, interface Ethernetl/0, distance 1
* 4000::/16, via nexthop 2001:1::1, distance 1
5000::/16, interface Ethernet3/0, distance 1
* 5555::/16, via nexthop 4000::1, distance 1
5555::/16, via nexthop 9999::1, distance 1
* 5555::/16, interface Ethernet2/0, distance 1
* 6000::/16, via nexthop 2007::1, interface Ethernetl/0, distance 1

Table 272 describes the significant fields shown in the display.

Table 272 show ipvé6 static Field Descriptions

Field Description

via nexthop Specifies the address of the next router in the path to the remote
network.

distance 1 Indicates the administrative distance to the specified route.

show ipv6 static Command with the IPv6 Address and Prefix Example

When the ipv6-address or ipvo-prefix/prefix-length argument is specified, only information about static
routes for that address or network is displayed. The following is sample output from the show ipvé route
command when entered with the IPv6 prefix 2001:200::/35:

Router# show ipvé static 2001:200::/35
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show ipv6 static

IPv6 Static routes

Code: * - installed in RIB

* 2001:200::/35, via nexthop 4000::1, distance 1
2001:200::/35, via nexthop 9999::1, distance 1

* 2001:200::/35, interface Ethernet2/0, distance 1

show ipv6 static interface Command Example

When an interface is supplied, only those static routes with the specified interface as the outgoing
interface are displayed. The interface keyword may be used with or without the IPv6 address and prefix
specified in the command statement.

Router# show ipvé static interface ethernet 3/0

IPv6 Static routes
Code: * - installed in RIB
5000::/16, interface Ethernet3/0, distance 1

show ipv6 static recursive Command Example
When the recursive keyword is specified, only recursive static routes are displayed:

Router# show ipvé static recursive

IPv6 Static routes

Code: * - installed in RIB

* 4000::/16, via nexthop 2001:1::1, distance 1

* 5555::/16, via nexthop 4000::1, distance 1
5555::/16, via nexthop 9999::1, distance 1

show ipv6 static detail Command Example

When the detail keyword is specified, the following additional information is displayed:
e For valid recursive routes, the output path set and maximum resolution depth.
e For invalid recursive routes, the reason why the route is not valid.

e For invalid direct or fully specified routes, the reason why the route is not valid.

Router# show ipvé static detail

IPv6 Static routes
Code: * - installed in RIB
* 3000::/16, interface Ethernetl/0, distance 1
* 4000::/16, via nexthop 2001:1::1, distance 1
Resolves to 1 paths (max depth 1)
via Ethernetl/0
5000::/16, interface Ethernet3/0, distance 1
Interface is down
* 5555::/16, via nexthop 4000::1, distance 1
Resolves to 1 paths (max depth 2)
via Ethernetl/0
5555::/16, via nexthop 9999::1, distance 1
Route does not fully resolve
* 5555::/16, interface Ethernet2/0, distance 1
* 6000::/16, via nexthop 2007::1, interface Ethernetl/0, distance 1

Related Commands

Command Description
ipv6 route Establishes a static IPv6 route.
show ip route Displays the current state of the routing table.
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M show ipv6 static

Command Description

show ipv6 interface Displays IPv6 interface information.

show ipv6 route Displays the current contents of the I[Pv6 routing table in summary format.
summary

show ipv6 tunnel Displays IPv6 tunnel information.
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show ipvb traffic

To display statistics about IPv6 traffic, use the show ipvé traffic command in user EXEC or privileged

EXEC mode.

show ipv6 traffic

show ipv6 traffic [interface [interface type number]]

Syntax Description

interface

(Optional) All interfaces. IPv6 forwarding statistics for all interfaces
on which IPv6 forwarding statistics are being kept will be displayed.

interface type number

(Optional) Specified interface. Interface statistics that have occurred
since the statistics were last cleared on the specific interface are

displayed.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.2(2)T This command was introduced.
12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S, and output

fields were added.

12.2(13)T The modification to add output fields was integrated into this release.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.

Usage Guidelines

Examples

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

12.2(33)SRC The interface argument and interface keyword were added.
12.2(33)SB This command was integrated into Cisco IOS Release 12.2(33)SB.
Cisco IOS XE This command was introduced on Cisco ASR 1000 Series Routers.
Release 2.1

The show ipv6 traffic command provides output similar to the show ip traffic command, except that it

is IPv6-specific.

The following is sample output from the show ipv6 traffic command:

Router# show ipvé traffic

IPv6 statistics:
Rcvd: 0 total,

0 local destination

0 source-routed, 0 truncated
0 format errors, 0 hop count exceeded
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show ipv6 traffic

0 bad header, 0 unknown option, 0 bad source
0 unknown protocol, 0 not a router

0 fragments, 0 total reassembled

0 reassembly timeouts, 0 reassembly failures
0 unicast RPF drop, 0 suppressed RPF drop
0
0
0
0

Sent: generated, 0 forwarded
fragmented into 0 fragments, 0 failed
encapsulation failed, 0 no route, 0 too big
Mcast: received, 0 sent

ICMP statistics:

Rcvd: 0 input, 0 checksum errors, 0 too short
0 unknown info type, 0 unknown error type
unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
parameter: 0 error, 0 header, 0 option
0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply
0 group query, 0 group report, 0 group reduce
0 router solicit, 0 router advert, 0 redirects

The following is sample output for the show ipv6 interface command without IPv6 CEF running:

Router# show ipvé interface ethernet 0/1/1

Ethernet0/1/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::203:FDFF:FE49:9
Description: sat-2900a £0/12
Global unicast address(es):
7::7, subnet is 7::/32
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF00:7
FF02::1:FF49:9
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
Input features: RPF
Unicast RPF access-list MINI
Process Switching:
0 verification drops
0 suppressed verification drops
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds

The following is sample output for the show ipv6 interface command with IPv6 CEF running:

Router# show ipvé interface ethernet 0/1/1

Ethernet0/1/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::203:FDFF:FE49:9
Description: sat-2900a £0/12
Global unicast address(es):
7::7, subnet is 7::/32
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF00:7
FF02::1:FF49:9
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
Input features: RPF
Unicast RPF access-list MINI
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show ipv6 traffic

Process Switching:
0 verification drops
0 suppressed verification drops
CEF Switching:
0 verification drops
0 suppressed verification drops
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses.

Table 273 describes the significant fields shown in the display.

Table 273 show ipvé traffic Field Descriptions

Field Description

source-routed Number of source-routed packets.

truncated Number of truncated packets.

format errors Errors that can result from checks performed on header fields, the version

number, and packet length.

not a router Message sent when IPv6 unicast routing is not enabled.

0 unicast RPF drop, |Number of unicast and suppressed reverse path forwarding (RPF) drops.
0 suppressed RPF
drop

failed Number of failed fragment transmissions.

encapsulation failed |Failure that can result from an unresolved address or try-and-queue packet.

no route Counted when the software discards a datagram it did not know how to route.

unreach Unreachable messages received are as follows:
e routing—Indicates no route to the destination.

e admin—Indicates that communication with the destination is
administratively prohibited.

¢ neighbor—Indicates that the destination is beyond the scope of the source
address. For example, the source may be a local site or the destination may
not have a route back to the source.

e address—Indicates that the address is unreachable.

e port—Indicates that the port is unreachable.

Unicast RPF Unicast RPF access-list in use.
access-list MINI

Process Switching | Displays process RPF counts, such as verification and suppressed verification
drops.

CEF Switching Displays CEF switching counts, such as verification drops and suppressed
verification drops.
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M show ipv6 tunnel

show ipv6 tunnel

To display IPv6 tunnel information, use the show ipv6 tunnel command in user EXEC or privileged

Syntax Description

EXEC mode.

show ipv6 tunnel

This command has no arguments or keywords.

Command Modes User EXEC
Privileged EXEC

Command History Release Modification
12.2(2)T This command was introduced.
12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.

Usage Guidelines

Examples

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

For each tunnel running IPv6, use the show ipv6 tunnel command to display the tunnel unit number, the
name of the dynamic routing protocol used by the tunnel, the time of last input, the number of packets
in the last input, and the description string as set by the description command.

The following is sample output from the show ipv6 tunnel command:

Router# show ipv6é tunnel

Tun Route LastInp

0 RIPng

1 - 00:
2 -

3 - 00:
4 -

5 - 00:
6 -

7 - 00:
8 -

9 —
10 -
11 - 00:
12 -
13 -
14 - 00

never
00:13
never
00:21
never
00:00
never
00:18
never
never
never
00:03
1d02h
never

:00:08

Packets
0

55495

0

14755

0

15840

0

16008

312190
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15
16
17
18
19
20
21

00:

00:

never
never
never
00:05
never
00:01
never

show ipv6 tunnel

0
0
0
1034954
0
1171114
0

Table 274 describes the significant fields shown in the display.

Table 274 show ipvé6 tunnel Field Descriptions

Field Description

Tun Tunnel number.

Route Indicates whether IPv6 RIP is enabled (RIPng) on this tunnel interface or is not
enabled (-).

Last Inp Time of last input into the tunnel.

Packets Number of packets in this tunnel.

Description Description of the tunnel as entered in interface configuration mode.

(not shown in

sample output)
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show ipv6 virtual-reassembly

To display Virtual Fragment Reassembly (VFR) configuration and statistical information on a specific
interface, use the show ipv6 virtual-reassembly command in privileged EXEC mode.

show ipv6 virtual-reassembly interface interface-type

Syntax Description

Command Modes

interface interface-type Specifies the interface for which information is requested.

Privileged EXEC

Command History

Usage Guidelines

Examples

Related Commands

Release Modification
12.3(7)T This command was introduced.
Cisco IOS XE This command was integrated into Cisco IOS XE Release 3.4S.

Release 3.4S

This command shows the configuration and statistical information of VFR on the given interface.

The following example shows a typical display produced by this command:

Router# show ipvé virtual-reassembly

All enabled IPv6 interfaces...

GigabitEthernet0/0/0:
IPv6 Virtual Fragment Reassembly (IPV6VFR) is ENABLED [in]
IPv6 configured concurrent reassemblies (max-reassemblies): 64
IPv6 configured fragments per reassembly (max-fragments): 16
IPv6 configured reassembly timeout (timeout): 3 seconds
IPv6 configured drop fragments: OFF

IPv6 current reassembly count:0

IPv6 current fragment count:0

IPv6 total reassembly count:20

IPv6 total reassembly timeout count:0

The display is self-explanatory; it corresponds to the values used when you entered the ipv6
virtual-reassembly command.

Command Description

ipv6 virtual-reassembly  Enables VFR on an interface.
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show ipvb6 virtual-reassembly features

To display Virtual Fragment Reassembly (VFR) information on all interfaces or on a specified interface,
use the show ipv6 virtual-reassembly features command in privileged EXEC mode.

show ipv6 virtual-reassembly features [interface interface-type]

Syntax Description interface interface-type (Optional) Specifies the interface for which information is requested.

Command Modes Privileged EXEC

Command History Release Modification
12.3(7)T This command was introduced.
Cisco IOS XE This command was integrated into Cisco IOS XE Release 3.4S.

Release 3.4S

Usage Guidelines This command shows the configuration and statistical information of VFR on a specified interface or on
all interfaces. Use the optional interface interface-type keyword and argument to specify an interface.
If you enter the show ipv6 virtual-reassembly features command without the keyword and argument,
information about all interfaces is displayed.

Examples The following example displays information about all interfaces:

Router# show ipvé virtual-reassembly features

GigabitEthernet0/0/0:
IPV6 Virtual Fragment Reassembly (IPV6 VFR) Current Status is ENABLED [in]
Features to use if IPV6 VFR is Enabled:CLI

GigabitEthernet0/0/0:
IPV6 Virtual Fragment Reassembly (IPV6 VFR) Current Status is ENABLED [out]
Features to use if IPV6 VFR is Enabled:CLI

The display is self-explanatory; it corresponds to the values used when you entered the ipv6
virtual-reassembly command.

Related Commands ~ Command Description

ipv6 virtual-reassembly  Enables VFR on an interface.

show ipvé Displays VFR configuration and statistical information.
virtual-reassembly
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show isis database

To display the Intermediate System-to-Intermediate System (IS-IS) link-state database, use the show isis
database command in user EXEC or privileged EXEC mode.

show isis [process-tag] database [level-1 | 11] [level-2 | 12][detail] [Ispid]

Syntax Description  process-tag

(Optional) A unique name among all International Organization for
Standardization (ISO) router processes including IP and
Connectionless Network Service (CLNS) router processes for a given
router. If a process tag is specified, output is limited to the specified
routing process. When null is specified for the process tag, output is
displayed only for the router process that has no tag specified. If a
process tag is not specified, output is displayed for all processes.

level-1

(Optional) Displays the IS-IS link-state database for Level 1.11 is the
abbreviation for the level-1 keyword

level-2

(Optional) Displays the IS-IS link-state database for Level 2. 12 is the
abbreviation for the level-2 keyword.

detail

(Optional) Displays the contents of each link-state packet (LSP).
Otherwise, a summary display is provided.

Ispid

(Optional) Displays the link-state protocol data unit (PDU) identifier.
Displays the contents of a single LSP by its ID number.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History Release Modification
10.0 This command was introduced.
12.2(15)T Support was added for IPv6.
12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.
12.0(26)S This command was integrated into Cisco IOS Release 12.0(26)S.
12.0(29)S The process-tag argument was added.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Cisco IOS XE This command was introduced on Cisco ASR 1000 Series Routers.
Release 2.4

Usage Guidelines The order of the optional argument and keywords is not important when this command is entered. For

example, the following are both valid command specifications and provide the same output: show isis
database detail 12 and show isis database 12 detail.
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Examples The following is sample output from the show isis database command:

Router# show isis database

IS-IS Level-1 Link State Database

LSPID LSP Seqg Num LSP Checksum LSP Holdtime ATT/P/OL
0000.0C00.0C35.00-00 0x0000000C 0x5696 792 0/0/0
0000.0C00.40AF.00-00* 0x00000009 0x8452 1077 1/0/0
0000.0C00.62E6.00-00 0x0000000A 0x38E7 383 0/0/0
0000.0C00.62E6.03-00 0x00000006 0x82BC 384 0/0/0
0800.2B16.24EA.00-00 0x00001D9F 0x8864 1188 1/0/0
0800.2B16.24EA.01-00 0x00001E36 0x0935 1198 1/0/0

IS-IS Level-2 Link State Database

LSPID LSP Seqg Num LSP Checksum LSP Holdtime ATT/P/OL
0000.0C00.0C35.03-00 0x00000005 0x04cC8 792 0/0/0
0000.0C00.3E51.00-00 0x00000007 0xAF96 758 0/0/0
0000.0C00.40AF.00-00* 0x0000000A 0x3AA9 1077 0/0/0

The following is sample output from the show isis database command using the process-tag argument
to display information about a VPN routing and forwarding instance (VRF)-aware IS-IS instance
tagFirst:

Router# show isis tagFirst database level-2

Tag tagFirst:
IS-IS Level-2 Link State Database:

LSPID LSP Seqg Num LSP Checksum LSP Holdtime ATT/P/OL
igp-01.00-00 0x0000000A 0x5E73 914 0/0/0
igp-01.03-00 0x00000001 0x8E41 894 0/0/0
igp-01.04-00 0x00000001 0x8747 894 0/0/0
igp-03.00-00 * 0x00000005 0x55AD 727 0/0/0
igp-03.02-00 * 0x00000001 0x3B97 727 0/0/0
igp-02.00-0 0x00000004 0xC1FB 993 0/0/0
igp-02.01-00 0x00000001 0x448D 814 0/0/0
igp-04.00-00 0x00000004 0x76D0 892 0/0/0

Table 275 describes the significant fields shown in the display.

Table 275 show isis database Field Descriptions

Field Description

Tag tagFirst Tag name that identifies an IS-IS instance.

LSPID The LSP identifier. The first six octets form the system ID of the router

that originated the LSP.

The next octet is the pseudonode ID. When this byte is nonzero, the LSP
describes links from the system. When it is zero, the LSP is a so-called
nonpseudonode LSP. This mechanism is similar to a router link-state
advertisement (LSA) in the Open Shortest Path First (OSPF) protocol.
The LSP will describe the state of the originating router.

For each LAN, the designated router for that LAN will create and flood a
pseudonode LSP, describing all systems attached to that LAN.

The last octet is the LSP number. If there is more data than can fit in a
single LSP, the LSP will be divided into multiple LSP fragments. Each
fragment will have a different LSP number. An asterisk (*) indicates that
the LSP was originated by the system on which this command is issued.
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Table 275

show isis database Field Descriptions (continued)

Field

Description

LSP Seq Num

Sequence number for the LSP that allows other systems to determine if
they have received the latest information from the source.

LSP Checksum

Checksum of the entire LSP packet.

LSP Holdtime

Amount of time the LSP remains valid (in seconds). An LSP hold time of
zero indicates that this LSP was purged and is being removed from the
link-state database (LSDB) of all routers. The value indicates how long
the purged LSP will stay in the LSDB before being completely removed.

ATT

The Attach bit. This bit indicates that the router is also a Level 2 router,
and it can reach other areas. Level 1-only routers and Level 1-2 routers
that have lost connection to other Level 2 routers will use the Attach bit
to find the closest Level 2 router. They will point a default route to the
closest Level 2 router.

The P bit. Detects if the intermediate systems is area partition
repair-capable. Cisco and other vendors do not support area partition
repair.

OL

The Overload bit. Determines if the IS is congested. If the Overload bit is
set, other routers will not use this system as a transit router when
calculating routers. Only packets for destinations directly connected to
the overloaded router will be sent to this router.

The following is sample output from the show isis database detail command:

Router# show isis database detail

IS-IS Level-1 Link State Database

LSPID

0000.0C00.0C35.00-00

Area Address:
Area Address:
Metric: 10
Metric: O
0000.0C00.40AF.
Area Address:

LSP Seqg Num LSP Checksum LSP Holdtime ATT/P/OL
0x0000000C 0x5696 325 0/0/0

47.0004.004D.0001
39.0001

IS 0000.0C00.62E6.03
ES 0000.0C00.0C35

00-00* 0x00000009 0x8452 608 1/0/0

47.0004.004D.0001

Topology: IPv4 (0x0) IPve (0x2)
NLPID: 0xCC O0x8E
IP Address: 172.16.21.49

Metric: 10
Metric: 10
Metric: O
IPv6 Address:
Metric: 10
Metric: 5
Metric: 10
Metric: 10

IS 0800.2B16.24EA.01
IS 0000.0C00.62E6.03
ES 0000.0C00.40AF
2001:0DB8::/32
IPv6 (MT-IPv6) 2001:0DB8::/64
IS-Extended cisco.03
IS-Extended ciscol.03
IS (MT-IPv6) cisco.03

As the output shows, in addition to the information displayed with the show isis database command, the
show isis database detail command displays the contents of each LSP.

Cisco 10S IPv6 Command Reference
IPv6-2054

July 2011



| Cisco 10S IPv6 Command Reference

show isis database

Table 276 describes the significant fields shown in the display.

Table 276 show isis database detail Field Descriptions
Field Description
Area Address Reachable area addresses from the router. For Level 1 LSPs, these are the

area addresses configured manually on the originating router. For Level 2
LSPs, these are all the area addresses for the area to which this router

belongs.

Metric IS-IS metric for the cost of the adjacency between the originating router
and the advertised neighbor, or the metric of the cost to get from the
advertising router to the advertised destination (which can be an IP
address, an end system [ES], or a CLNS prefix).

Topology States the topology supported (for example, IPv4, IPv6).

IPv6 Address The IPv6 address.

MT-1Pv6 Advertised using multitopology Type, Length, and Value objects (TLVs).

The following is additional sample output from the show isis database detail command. This LSP is a
Level 2 LSP. The area address 39.0001 is the address of the area in which the router resides.

Router# show isis database 12 detail

IS-IS Level-2 Link State Database

LSPID

0000.0C00.1111.
Area Address:
NLPID:
IP Address:
Metric: 10
Metric: 10
Metric: 10

LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
00-00* 0x00000006 0x4DB3 1194 0/0/0
39.0001
0x81 0xCC
172.16.64.17
IS 0000.0C00.1111.09
IS 0000.0Cc00.1111.08
IP 172.16.65.0 255.255.255.0

[ July 201
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show isis ipv6 rib

To display the IPv6 local Routing Information Base (RIB), use the show isis ipv6 rib command in user
EXEC or privileged EXEC mode.

show isis ipv6 rib [ipv6-prefix]

no show isis ipv6 rib [ipv6-prefix]

Syntax Description

ipv6-prefix (Optional) IPv6 address prefix.

This argument must be in the form documented in RFC 2373 where the
address is specified in hexadecimal using 16-bit values between colons.

Command Modes User EXEC
Privileged EXEC

Command History Release Maodification
12.3(4)T This command was introduced.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Cisco 10S XE This command was introduced on Cisco ASR 1000 Series Routers.
Release 2.6

Usage Guidelines

Examples

When the optional ipv6-prefix argument is not used, the complete Intermediate System-to-Intermediate
System (IS-IS) IPv6 RIB is displayed. When an optional IPv6 prefix is supplied, only the entry matching
that prefix is displayed.

Only the optimal paths will be installed in the master IPv6 RIB as IS-IS routes.

The following is sample output from the show isis ipv6 rib command. An asterisk (¥) indicates prefixes
that have been installed in the master IPv6 RIB as IS-IS routes. Following each prefix is a list of all paths
in order of preference, with optimal paths listed first and suboptimal paths listed after optimal paths.

Router# show isis ipvé rib

IS-IS IPv6 process "", local RIB
88:1::/64
via FE80::210:7BFF:FEC2:ACC9/Ethernet2/0, type L2 metric 20 LSP [3/7]
via FE80::210:7BFF:FEC2:ACCC/Ethernet2/1, type L2 metric 20 LSP [3/7]
* 1357:1::/64
via FE80::202:7DFF:FE1A:9471/Ethernet2/1, type L2 metric 10 LSP [4/9]
* 2001:45A::/64
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via
via
via
via

FE80:
FE80:
FE8O0:
FE80:

:210:7BFF:FEC2
:210:7BFF:FEC2
:210:7BFF:FEC2
:210:7BFF:FEC2

show isis ipv6rib

:ACC9/Ethernet2/0, type L1 metric 20 LSP [C/6]
:ACCC/Ethernet2/1, type L1 metric 20 LSP [C/6]
:ACC9/Ethernet2/0, type L2 metric 20 LSP [3/7]
:ACCC/Ethernet2/1, type L2 metric 20 LSP [3/7]

Table 277 describes the significant fields shown in the display.

Table 277

show isis ipvé rib Field Descriptions

Field

Description

%

Prefixes that have been installed in the master IPv6
RIB as IS-IS routes.

type

Type of path:
e Ll—Levell
o [2—TLevel2
e JA—Inter-area

e Sum—Summary

LSP [3/7]

Link-state packet (LSP). The numbers following
LSP indicate the LSP index and LSP version,
respectively.

[ July 201
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show isis spf-log

To display how often and why the router has run a full shortest path first (SPF) calculation, use the show
isis spf-log command in privileged EXEC mode.

show isis [area-tag] [ipv6 | *] spf-log [topology {ipv6 | ropology-name | *}]

Syntax Description area-tag (Optional) Required for multiarea Intermediate
System-to-Intermediate System (IS-IS) configuration. Optional for
conventional IS-IS configuration.

Meaningful name for a routing process. This name must be unique
among all IP or Connectionless Network Service (CLNS) router
processes for a given router. If an area tag is not specified, a null tag
is assumed and the process is referenced with a null tag. If an area tag
is specified, output is limited to the specified area.

ipvé (Optional) Displays the IS-IS multitopology for IPv6 SPF log.

* (Optional) Displays the SPF logs of all address families.

topology (Optional) Specifies the Multiple Transport Stream Receiver (MTR)
topology.

topology-name (Optional) The IS-IS multitopology SPF log for the specified

topology name.

Command Modes Privileged EXEC (#)

Command History Release Modification
10.0 This command was introduced.
12.2(15)T Support was added for IPv6.
12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S.
12.0(26)S This command was integrated into Cisco IOS Release 12.0(26)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
Cisco IOS XE This command was introduced on Cisco ASR 1000 Series Aggregation
Release 2.4 Services Routers.

Examples The following is sample output from the show isis spf-log command with the optional ipv6 keyword:

Router# show isis ipvé6é spf-log

IPv6 Level 1 SPF log

When Duration Nodes Count Last trigger LSP Triggers
00:15:46 3124 40 1 milles.00-00 TLVCODE
00:15:24 3216 41 5 milles.00-00 TLVCODE NEWLSP
00:15:19 3096 41 1 deurze.00-00 TLVCODE
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show isis spf-log W

00:14:54 3004 41 2 milles.00-00 ATTACHFLAG LSPHEADER
00:14:49 3384 41 1 milles.00-01 TLVCODE

00:14:23 2932 41 3 milles.00-00 TLVCODE

00:05:18 3140 41 1 PERIODIC

00:03:54 3144 41 1 milles.01-00 TLVCODE

00:03:49 2908 41 1 milles.01-00 TLVCODE

00:03:28 3148 41 3 bakel.00-00 TLVCODE TLVCONTENT
00:03:15 3054 41 1 milles.00-00 TLVCODE

00:02:53 2958 41 1 mortel.00-00 TLVCODE

00:02:48 3632 41 2 milles.00-00 NEWADJ TLVCODE
00:02:23 2988 41 1 milles.00-01 TLVCODE

00:02:18 3016 41 1 gemert.00-00 TLVCODE

00:02:14 2932 41 1 bakel.00-00 TLVCONTENT
00:02:09 2988 41 2 bakel.00-00 TLVCONTENT
00:01:54 3228 41 1 milles.00-00 TLVCODE

00:01:38 3120 41 3 rips.03-00 TLVCONTENT

Table 278 describes the significant fields shown in the display.

Table 278 show isis spf-log Field Descriptions
Field Description
When How long ago (in hours: minutes: seconds) a full SPF calculation occurred. The

last 20 occurrences are logged.

Duration Number of milliseconds required to complete this SPF run. Elapsed time is wall
clock time, not CPU time.

Nodes Number of routers and pseudonodes (LANs) that make up the topology
calculated in this SPF run.

Count Number of events that triggered this SPF run. When there is a topology change,
often multiple link-state packets (LSPs) are received in a short time. A router
waits 5 seconds before running a full SPF run, so it can include all new
information. This count denotes the number of events (such as receiving new
LSPs) that occurred while the router was waiting its 5 seconds before running
full SPF.

Last trigger LSP Whenever a full SPF calculation is triggered by the arrival of a new LSP, the
router stores the LSP ID. The LSP ID can provide a clue as to the source of
routing instability in an area. If multiple LSPs are causing an SPF run, only the
LSP ID of the last received LSP is remembered.

Triggers A list of all reasons that triggered a full SPF calculation. For a list of possible
triggers, see Table 279.

Table 279 lists possible triggers of a full SPF calculation.

Table 279 Possible Triggers of Full SPF Calculation

Trigger Description

ADMINDIST Another administrative distance was configured for the IS-IS process on this
router.

AREASET Set of learned area addresses in this area changed.

ATTACHFLAG This router is now attached to the Level 2 backbone or it has just lost contact to
the Level 2 backbone.
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Table 279 Possible Triggers of Full SPF Calculation (continued)

Trigger Description

BACKUPOVFL An IP prefix disappeared. The router knows there is another way to reach that
prefix but has not stored that backup route. The only way to find the alternative
route is through a full SPF run.

DBCHANGED A clear isis * command was issued on this router.

IPBACKUP An IP route disappeared, which was not learned via IS-IS, but via another
protocol with better administrative distance. IS-IS will run a full SPF to install
an IS-IS route for the disappeared IP prefix.

IPQUERY A clear ip route command was issued on this router.

LSPEXPIRED Some LSP in the link-state database (LSDB) has expired.

LSPHEADER ATT/P/OL bits or is-type in an LSP header changed.

NEWADIJ This router has created a new adjacency to another router.

NEWAREA A new area (via network entity title [NET]) was configured on this router.

NEWLEVEL A new level (via is-type) was configured on this router.

NEWLSP A new router or pseudonode appeared in the topology.

NEWMETRIC A new metric was configured on an interface of this router.

NEWSYSID A new system ID (via NET) was configured on this router.

PERIODIC Typically, every 15 minutes a router runs a periodic full SPF calculation.

RTCLEARED A clear clIns route command was issued on this router.

TLVCODE TLV code mismatch, indicating that different type length values (TLVs) are
included in the newest version of an LSP.

TLVCONTENT TLV contents changed. This normally indicates that an adjacency somewhere in

the area has come up or gone down. The “Last trigger LSP” column indicates
where the instability may have occurred.
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show isis topology

To display a list of all connected routers in all areas, use the show isis topology command in user EXEC
or privileged EXEC mode.

show isis topology ||

show isis [process-tag] [ipv6 | *] topology [hostname] [level-1 | level-2 | 11 | 12]

Syntax Description

Command Modes

process-tag

(Optional) A unique name among all International Organization for
Standardization (ISO) router processes including IP and Connectionless
Network Service (CLNS) router processes for a given router. If a process tag
is specified, output is limited to the specified routing process. When null is
specified for the process tag, output is displayed only for the router process
that has no tag specified. If a process tag is not specified, output is displayed
for all processes.

ipvé (Optional) Displays Intermediate System-to-Intermediate System (IS-IS)
IPv6 topology.

* (Optional) Displays the topology of all address families.

hostname (Optional) Hostname or the Network Service Access Point (NSAP) address of
the router.

level-1 (Optional) Specifies paths to all level one routers in the area.

level-2 (Optional) Specifies paths to all level two routers in the domain.

11 (Optional) Abbreviation for the level-1 keyword.

12 (Optional) Abbreviation for the level-2 keyword.

Privileged EXEC (#)
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Command History 0S Release

Modification

12.0(26)S

This command was integrated into Cisco IOS Release 12.0(26)S.

12.0(29)S

This command was modified. The process-tag argument was added.

S Release

Modification

12.2(18)S

This command was integrated into Cisco IOS Release 12.2(18)S.

SB Release

Modification

12.2(28)SB

This command was integrated into Cisco IOS Release 12.2(28)SB.

SG Release

Modification

12.2(25)SG

This command was integrated into Cisco IOS Release 12.2(25)SG.

SX Release

Modification

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

Mainline and T Release

Modification

12.0(5)T This command was introduced.
12.2(15)T This command was modified. Support was added for IPv6.
XE Release Modification
Cisco IOS XE This command was introduced on Cisco ASR 1000 Series Routers.
Release 2.4
Usage Guidelines Use the show isis topology command to verify the presence and connectivity between all routers in all
IS-IS areas.
If you are running Cisco IOS Release 12.2(33)SRB or a later release, use the show isis topology (MTR)
command.
Examples The following is sample output from the show isis topology command using the optional ipv6 keyword.

The command shown is used in a dual CLNS-IP network:

Router# show isis ipv6é topology

Tag L2BB:

IS-IS IPv6 paths to level-1 routers

System Id

0000.0000.0005
0000.0000.0009
0000.0000.0017
0000.0000.0053
0000.0000.0068

IS-IS paths to
System Id
0000.0000.0005
0000.0000.0009
0000.0000.0017
0000.0000.0053
0000.0000.0068
Tag A3253-01:
IS-IS paths to
System Id
0000.0000.0003
0000.0000.0005

Metric
10
20
30
20

level-2
Metric
10
20
30
20

level-1
Metric
10

Next-Hop Interface SNPA
0000.0000.0009 Tub29 *Tunnel*
0000.0000.0009 Tub29 *Tunnel*
0000.0000.0009 Tu529 *Tunnel*
0000.0000.0009 Tub29 *Tunnel*
routers

Next-Hop Interface SNPA
0000.0000.0009 Tu529 *Tunnel*
0000.0000.0009 Tub29 *Tunnel*
0000.0000.0009 Tub29 *Tunnel*
0000.0000.0009 Tu529 *Tunnel*
routers

Next-Hop Interface SNPA
0000.0000.0003 Et1 0000.0c03.6944

Cisco 10S IPv6 Command Reference
IPv6-2062

July 2011



| Cisco 10S IPv6 Command Reference

0000.0000.0053

Tag A3253-02:
IS-IS paths to
System Id
0000.0000.0002
0000.0000.0005
0000.0000.0053

10

show isis topology ||

0000.0000.0053 Etl 0060.3e58.ccdb

level-1 routers

Metric Next-Hop Interface SNPA
10 0000.0000.0002 Et2 0000.0c03.6bc5
10 0000.0000.0053 Et2 0060.3e58.ccde

Table 280 describes the significant fields shown in the display.

Table 280 show isis topology Field Descriptions

Field Description

Tag Identifies the routing process.

System Id Six-byte value that identifies a system in an area.

Metric IS-IS metric for the cost of the adjacency between the originating router and the
advertised neighbor, or the metric of the cost to get from the advertising router
to the advertised destination (which can be an IP address, an end system [ES], or
a CLNS prefix).

Next-Hop The address of the next hop router.

Interface Interface from which the system was learned.

SNPA Subnetwork point of attachment. This is the data-link address.

Related Commands =~ Command Description

show clns es-neighbors  Lists the ES neighbors that this router knows.

show clns is-neighbors Displays IS-IS related information for IS-IS router adjacencies.

show clns neighbors Displays the ES, IS, and M-ISIS neighbors.

show clns neighbor areas Displays information about IS-IS neighbors and the areas to which they

belong.

show clns route

Displays one or all of the destinations to which the router knows how to
route CLNS packets.
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show key chain

To display authentication key information, use the show key chain command in EXEC mode.

show key chain [name-of-chain]

Syntax Description

name-of-chain

(Optional) Name of the key chain to display, as named in the key chain
command.

Defaults

Information about all key chains is displayed.

Command Modes EXEC

Command History Release Modification
11.1 This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set,

platform, and platform hardware.

Examples

Router# show key chain

Key-chain trees:

The following is sample output from the show key chain command:

key 1 -- text “chestnut”
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text “birch”
accept lifetime (00:00:00 Dec 5 1995) - (23:59:59 Dec 5 1995)
send lifetime (06:00:00 Dec 5 1995) - (18:00:00 Dec 5 1995)
Related Commands  Command Description

accept-lifetime

Sets the time period during which the authentication key on a key
chain is received as valid.

key

Identifies an authentication key on a key chain.

key chain

Enables authentication for routing protocols.

key-string (authentication)

Specifies the authentication string for a key.

send-lifetime

Sets the time period during which an authentication key on a key chain
is valid to be sent.
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show [2tp session

To display information about Layer 2 Tunneling Protocol (L2TP) sessions, use the show 12tp session
command in privileged EXEC mode.

show 12tp session

show 12tp session [all | packets [ipv6] | sequence | state | [brief | circuit | interworking]
[hostname]] [ip-addr ip-addr [vcid vcid] | tannel {id local-tunnel-id local-session-id |
remote-name remote-tunnel-name local-tunnel-name} | username username | veid veid|]

Syntax Description

Command Modes

all (Optional) Displays information for all active sessions.

packets (Optional) Displays information about packet or byte counts for sessions.
ipv6 (Optional) (Optional) Displays IPv6 packet and byte-count statistics.
sequence (Optional) Displays sequence information for sessions.

state (Optional) Displays state information for sessions.

brief (Optional) Displays brief session information.

circuit (Optional) Displays the Layer 2 circuit information.

interworking (Optional) Displays interworking information.

hostname (Optional) Displays output using L2TP control channel hostnames rather

than IP addresses

ip-addr ip-addr

(Optional) Specifies the peer IP address associated with the session.

veid veid (Optional) Specifies the Virtual Circuit ID (VCID) associated with the
session. The range is from 1 to 4294967295.
tunnel (Optional) Displays the sessions in a tunnel.

id local-tunnel-id
local-session-id

Specifies the session by tunnel ID and session ID. The range for the local
tunnel ID and local session ID is from 1 to 4294967295.

remote-name
remote-tunnel-name
local-tunnel-name

Specifies the remote names for the remote and local L2TP tunnels.

username username

(Optional) Specifies the username associated with the session.

Privileged EXEC (#)

Command History

Usage Guidelines

Release

Modification

12.4(1D)T

This command was introduced.

12.2(33)SRC

This command was integrated into Cisco IOS Release 12.2(33)SRC.

Cisco IOS XE

This command was integrated into Cisco IOS XE Release 2.1.

Release 2.1
Cisco IOS XE The ipv6 keyword was added. The show 12tp session command with the all
Release 2.6 keyword was modified to display IPv6 counter information.

To use the show 12tp session command, you must configure the following commands:
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M show I2tp session

e The vpdn enable command in global configuration mode

e The vpdn-group command in global configuration mode

e The request-dialin command in VPDN group configuration mode

e The protocol command in request dial-in VPDN subgroup configuration mode
¢ The domain command in request dial-in VPDN subgroup configuration mode
¢ The initiate-to command in VPDN group configuration mode

e The local name command in VPDN group configuration mode

e The 12tp tunnel password command in VPDN group configuration mode

e The 12tp attribute clid mask-method command in VPDN group configuration mode

Examples The following is sample output from the show 12tp session command:

Router# show 1l2tp session packets

L2TP Session Information Total tunnels 1 sessions 2

LocID RemID TunID Pkts-In Pkts-Out Bytes-In Bytes-Out
18390 313101640 4059745793 0 0 0 0
25216 4222832574 4059745793 15746 100000 1889520 12000000
Related Commands =~ Command Description
domain Specifies the DNS domain to which a group belongs and enters the ISAKMP

(isakmp-group)

group configuration mode.

initiate-to

Specifies an IP address used for Layer 2 tunneling.

local name

Specifies a local hostname that the tunnel uses to identify itself.

12tp attribute clid
mask-method

Configures a NAS to suppress L2TP calling station IDs for sessions
associated with a VPDN group or VPDN template and enters a VPDN group
or VPDN template configuration mode.

12tp tunnel password

Sets the password the router uses to authenticate L2TP tunnels.

protocol (L2TP)

Specifies the signaling protocol to be used to manage the pseudowires
created from a pseudowire class for a Layer 2 session and to cause control
plane configuration settings to be taken from a specified L2TP class.

request-dialin

Creates a request dial-in VPDN subgroup that configures a NAS to request
the establishment of a dial-in tunnel to a tunnel server, and enters request
dial-in VPDN subgroup configuration mode.

vpdn enable

Enables VPDN on the router and informs the router to look for tunnel
definitions in a local database and on a remote authorization server (home
gateway), if one is present.

vpdn-group

Creates a VPDN group and enters VPDN group configuration mode.

Cisco 10S IPv6 Command Reference
IPv6-2066

July 2011



| Cisco 10S IPv6 Command Reference

show [2tp tunnel

To display details about Layer 2 Tunneling Protocol (L2TP) tunnels, use the show 12tp tunnel command
in privileged EXEC mode.

show 12tp tunnel W

show 12tp tunnel [all | packets [ipv6] | state | summary | transport] [id local-tunnel-id |
local-name local-tunnel-name remote-tunnel-name | remote-name remote-tunnel-name
local-tunnel-name]

Syntax Description

Command Modes

all (Optional) Displays information about all active tunnels.
packets (Optional) Displays information about packet or byte counts.
ipv6 (Optional) Displays IPv6 packet and byte-count statistics.
state (Optional) Displays the state of the tunnel.

summary (Optional) Displays a summary of the tunnel information.
transport (Optional) Displays tunnel transport information.

id local-tunnel-id

(Optional) Specifies the local tunnel ID of the L2TP tunnel. The range is
from 1 to 4294967295.

local-name
local-tunnel-name
remote-tunnel-name

(Optional) Specifies the local names for the local and remote L2TP tunnels.

remote-name
remote-tunnel-name
local-tunnel-name

(Optional) Specifies the remote names for the remote and local L2TP
tunnels.

Privileged EXEC (#)

Command History

Usage Guidelines

Release

Modification

124(1D)T

This command was introduced.

12.2(33)SRC

This command was integrated into Cisco IOS Release 12.2(33)SRC.

Cisco I0S XE

This command was integrated into Cisco IOS XE Release 2.1.

Release 2.1
Cisco IOS XE The ipv6 keyword was added. The show 12tp tunnel command with the all
Release 2.6 keyword was modified to display IPv6 counter information.

To use the show 12tp tunnel command, you must configure the following commands:

e The vpdn enable command in global configuration mode

e The vpdn-group command in global configuration mode

e The request-dialin command in VPDN group configuration mode

e The protocol command in request dial-in VPDN subgroup configuration mode

¢ The domain command in request dial-in VPDN subgroup configuration mode
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M show I2tp tunnel

Examples

e The initiate-to command in VPDN group configuration mode

¢ The local name command in VPDN group configuration mode

e The 12tp tunnel password command in VPDN group configuration mode

e The 12tp attribute clid mask-method command in VPDN group configuration mode

Depending on the keywords or arguments entered, the show 12tp tunnel command displays information
such as packet or byte count, state, transport, local or remote names, and summary information for L2TP
tunnels.

The following is sample output from the show 12tp tunnel command:

Router# show 12tp tunnel all

L2TP Tunnel Information Total tunnels 1 sessions 1 Tunnel id 746420372 is up, remote id is
2843347489, 1 active sessions

Remotely initiated tunnel

Tunnel state is established, time since change 00:30:16 Tunnel transport is IP (115)
Remote tunnel name is 7604-AA1705

Internet Address 12.27.17.86, port O

Local tunnel name is 7606-AA1801

Internet Address 12.27.18.86, port 0

L2TP class for tunnel is 12tp_default_class
Counters, taking last clear into account:

598 packets sent, 39 received

74053 bytes sent, 15756 received

Last clearing of counters never

Counters, ignoring last clear:

598 packets sent, 39 received

74053 bytes sent, 15756 received

Control Ns 3, Nr 35

Local RWS 1024 (default), Remote RWS 1024
Control channel Congestion Control is disabled
Tunnel PMTU checking disabled

Retransmission time 1, max 1 seconds

Unsent queuesize 0, max 0

Resend queuesize 0, max 1

Total resends 0, ZLB ACKs sent 33

Total out-of-order dropped pkts 0

Total out-of-order reorder pkts 0

Total peer authentication failures 0

Current no session pak queue check 0 of 5
Retransmit time distribution: 0 0 0 0 0 0 0 0 O
Control message authentication is disabled

Related Commands

Command Description

domain Specifies the DNS domain to which a group belongs and enters the [SAKMP
(isakmp-group) group configuration mode.

initiate-to Specifies an IP address used for Layer 2 tunneling.

local name Specifies a local hostname that the tunnel uses to identify itself.

12tp attribute clid Configures a NAS to suppress L2TP calling station IDs for sessions
mask-method associated with a VPDN group or VPDN template and enters a VPDN group

or VPDN template configuration mode.

12tp tunnel password  Sets the password the router uses to authenticate L2TP tunnels.

Cisco 10S IPv6 Command Reference
IPv6-2068 July 2011



| Cisco 10S IPv6 Command Reference

show 12tp tunnel W

Command

Description

protocol (L2TP)

Specifies the signaling protocol to be used to manage the pseudowires
created from a pseudowire class for a Layer 2 session and to cause control
plane configuration settings to be taken from a specified L2TP class.

request-dialin

Creates a request dial-in VPDN subgroup that configures a NAS to request
the establishment of a dial-in tunnel to a tunnel server, and enters request
dial-in VPDN subgroup configuration mode.

vpdn enable

Enables VPDN on the router and informs the router to look for tunnel
definitions in a local database and on a remote authorization server (home
gateway), if one is present.

vpdn-group

Creates a VPDN group and enters VPDN group configuration mode.
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show 12tun session

To display the current state of Layer 2 sessions and protocol information about Layer 2 Tunnel Protocol
(L2TP) control channels, use the show 12tun session command in privileged EXEC mode.

Syntax Descriptions

Command Modes

show 12tun session [12tp | pptp] [all [filter] | brief [filter] [hostname] | circuit [filter] [hostname]
| interworking [filter] [hostname] | packets [ipv6] [filter] | sequence [filter] | state [filter]]

12tp (Optional) Displays information about L2TP.

pptp (Optional) Displays information about Point-to-Point Tunneling Protocol.

all (Optional) Displays information about all current L2TP sessions on the
router.

filter (Optional) One of the filter parameters defined in Table 281.

brief (Optional) Displays information about all current L2TP sessions, including
the peer ID address and circuit status of the L2TP sessions.

hostname (Optional) Specifies that the peer hostname will be displayed in the output.

circuit (Optional) Displays information about all current L2TP sessions, including
circuit status (up or down).

interworking (Optional) Displays information about Layer 2 Virtual Private Network
(L2VPN) interworking.

packets (Optional) Displays information about the packet counters (in and out)
associated with current L2TP sessions.

ipv6 (Optional) Displays IPv6 packet and byte-count statistics.

sequence (Optional) Displays sequencing information about each L2TP session,
including the number of out-of-order and returned packets.

state (Optional) Displays information about all current L2TP sessions and their

protocol state, including remote Virtual Connection Identifiers (VCIDs).

Privileged EXEC (#)

Command History

Release Modification

12.0(23)S This command was introduced.

12.3(2)T This command was integrated into Cisco IOS Release 12.3(2)T.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
12.031)S The hostname keyword was added.

12.2(27)SBC

This command was integrated into Cisco IOS Release 12.2(27)SBC.

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

124(11)T This command was integrated into Cisco IOS Release 12.4(11)T.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
12.422)T This command was modified.The pptp and tunnel keywords were added.

Cisco IOS XE Release
2.6

The ipv6 keyword was added. The show 12tun session command with the
all and 12tp all keywords was modified to display IPv6 counter information.
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Usage Guidelines

Examples

show I2tun session

Use the show 12tun session command to display information about current L2TP sessions on the router.

Table 281 defines the filter parameters available to refine the output of the show 12tun session command.

Table 281

Filter Parameters for the show I2tun session Command

Syntax

Description

ip-addr ip-address [veid number)

Filters the output to display information about only those L2TP
sessions associated with the IP address of the peer router. The
32-bit VCID shared between the peer router and the local router
at each end of the control channel can be optionally specified.

e ip-address—IP address of the peer router.

e number—VCID number.

veid number

Filters the output to display information about only those L2TP
sessions associated with the VCID shared between the peer
router and the local router at each end of the control channel.

e number—VCID number.

username username

Filters the output to display information for only those sessions
associated with the specified username.

e username—Username.

tunnel {id local-tunnel
local-session | remote-name
remote-tunnel local-tunnel-name}

Displays the sessions in a tunnel.

¢ id—Tunnel ID for established tunnels.

local-tunnel—Local tunnel ID.

e Jocal-session—Local session ID.

¢ remote-name—Remote tunel name.
e remote-tunnel—Remote tunnel name.

e Jocal-tunnel—Local tunnel name.

The following example shows how to display detailed information about all current L2TP sessions:

Router# show 1l2tun session all

Session Information Total tunnels 0 sessions 1

Session id 42438 is down, tunnel
Remote session id is 0, remote
Session Layer 2 circuit, type is
Session vcid is 123456789
Circuit state is DOWN
Local circuit state is DOWN
Remote circuit state is DOWN
Call serial number is 1463700128
Remote tunnel name is PELl
Internet address is 10.1.1.1
Local tunnel name is PEl
Internet address is 10.1.1.2
IP protocol 115
Session is L2TP signalled
Session state is idle,

0 Packets sent, 0 received

id n/a
tunnel id n/a
Ethernet, name is FastEthernet4d/1/1

time since change 00:00:26
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B show 12tun session

0 Bytes sent, 0 received

Last clearing of "show vpdn" counters never

Receive packets dropped:

out-of-order: 0
total: 0
Send packets dropped:
exceeded session MTU: 0
total: 0
DF bit off, ToS reflect disabled, ToS value 0, TTL value 255

No session cookie information available
UDP checksums are disabled

L2-L2 switching enabled

No FS cached header information available
Sequencing is off

Unique ID is 1

The following example shows how to display information only about the L2TP session set up on a peer
router with an IP address of 192.0.2.0 and a VCID of 300:

Router# show l2tun session all ip-addr 192.0.2.0 vcid 300

L2TP Session
Session id 32518 is up, tunnel id n/a
Call serial number is 2074900020
Remote tunnel name is tunl
Internet address is 192.0.2.0
Session is L2TP signalled
Session state is established,
9932 Packets sent,
1171954 Bytes sent,
Session vcid is 300
Session Layer 2 circuit,
Circuit state is UP
Remote session id is 18819,
Set DF bit to 0
Session cookie information:
local cookie, size 4 bytes,
remote cookie, size 4 bytes,
SSS switching enabled
Sequencing is on
Ns 9932, Nr 10001,

time since change 03:06:39
9932 received

1171918 received

type is Ethernet Vlan, name is FastEthernet0/1/0.3:3
remote tunnel id n/a

value CF DC 5B F3

value FE 33 56 C4

0 out of order packets discarded

Table 282 describes the significant fields shown in the displays.

Table 282 show I2tun session Field Descriptions

Field Description

Total tunnels

Total number of L2TP tunnels established on the router.

sessions Number of L2TP sessions established on the router.
Session id Session ID for established sessions.

is Session state.

tunnel id Tunnel ID for established tunnels.

Remote session id

Session ID for the remote session.

tunnel id

Tunnel ID for the remote tunnel.

Session Layer 2
circuit, type is, name
is

Type and name of the interface used for the Layer 2 circuit.
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Table 282

show I2tun session

show [I2tun session Field Descriptions (continued)

Field

Description

Session vcid is

VCID of the session.

Circuit state is

State of the Layer 2 circuit.

Local circuit state is

State of the local circuit.

Remote circuit state is

State of the remote circuit.

Call serial number is

Call serial number.

Remote tunnel name
is

Name of the remote tunnel.

Internet address is

IP address of the remote tunnel.

Local tunnel name is

Name of the local tunnel.

Internet address is

IP address of the local tunnel.

IP protocol

The IP protocol used.

Session is

Signaling type for the session.

Session state is

Session state for the session.

time since change

Time since the session state last changed, in the format hh:mm:ss.

Packets sent, received

Number of packets sent and received since the session was established.

Bytes sent, received

Number of bytes sent and received since the session was established.

Last clearing of “show
vpdn” counters

Time elapsed since the last clearing of the counters displayed with the show
vpdn command. Time will be displayed in one of the following formats:

e hh:mm:ss—Hours, minutes, and seconds.
e dd:hh—Days and hours.

e WwDd—Weeks and days, where W is the number of weeks and D is the
number of days.

e YyWw—Years and weeks, where Y is the number of years and W is the
number of weeks.

e never—The timer has not been started.

Receive packets
dropped:

Number of received packets that were dropped since the session was
established.

e out-of-order—Total number of received packets that were dropped
because they were out of order.

e total—Total number of received packets that were dropped.

Send packets dropped:

Number of sent packets that were dropped since the session was established.

e exceeded session MTU—Total number of sent packets that were dropped
because the session maximum transmission unit (MTU) was exceeded.

e total—Total number of sent packets that were dropped.

DF bit

Status of the Don’t Fragment (DF) bit option. The DF bit can be on or off.

ToS reflect

Status of the type of service (ToS) reflect option. ToS reflection can be
enabled or disabled.

ToS value

Value of the ToS byte in the L2TP header.
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show I2tun session

Table 282 show [I2tun session Field Descriptions (continued)
Field Description
TTL value Value of the time-to-live (TTL) byte in the L2TP header.

local cookie

Size (in bytes) and value of the local cookie.

remote cookie

Size (in bytes) and value of the remote cookie.

UDP checksums are

Status of the User Datagram Protocol (UDP) checksum configuration.

switching

Status of switching.

No FS cached header
information available

Fast Switching (FS) cached header information. If an FS header is configured,
the encapsulation size and hexadecimal contents of the FS header will be
displayed. The FS header is valid only for IP virtual private dialup network
(VPDN) traffic from a tunnel server to a network access server (NAS).

Sequencing is

Status of sequencing. Sequencing can be on or off.

Ns

Sequence number for sending.

Nr

Sequence number for receiving.

Unique ID is

Global user ID correlator.

The following example shows how to display information about the circuit status of L2TP sessions on a

router:

Router# show 1l2tun session circuit

Session Information Total tunnels 3 sessions 3

LocID TunID
32517 n/a
32519 n/a
32518 n/a

Peer-address Type Stat Username, Intf/

Vcid, Circuit

172.16.184.142 VLAN UP 100, Fa0/1/0.1:1
172.16.184.142 VLAN UP 200, Fa0/1/0.2:2
172.16.184.142 VLAN UP 300, Fa0/1/0.3:3

The following example shows how to display information about the circuit status of L2TP sessions and
the hostnames of remote peers:

Router# show 1l2tun session circuit hostname

Session Information Total tunnels 3 sessions 3

LocID TunID
32517 n/a
32519 n/a
32518 n/a

Peer-hostname Type Stat Username, Intf/
Vcid, Circuit

<unknown> VLAN UP 100, Fa0/1/0.1:1
router32 VLAN UP 200, Fa0/1/0.2:2
access3 VLAN UP 300, Fa0/1/0.3:3

Table 283 describes the significant fields shown in the displays.

Table 283 show I2tun session circuit Field Descriptions
Field Description

LocID Local session ID.

TunID Tunnel ID.

Peer-address

IP address of the peer.

Peer-hostname

Hostname of the peer.
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show 12tun session

Table 283 show I2tun session circuit Field Descriptions (continued)
Field Description
Type Session type.

Stat

Session status.

Username, Intf/Vcid,
Circuit

Username, interface name/VCID, and circuit number of the session.

Related Commands

Command

Description

show 12tun

Displays general information about Layer 2 tunnels and sessions.

show 12tun tunnel

Displays the current state of Layer 2 tunnels and information about
configured tunnels.
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show mls cef ipv6

show mls cef ipvb

To display the hardware IPv6-switching table entries, use the show mls cef ipv6 command in privileged

EXEC mode.

show mls cef ipv6 [vrf vrf-name] [ip-address/mask] [accounting per-prefix] [module number]

show mls cef ipv6 exact-route src-addr [L4-src-port] dst-addr [L4-dst-port]

show mls cef ipv6 multicast tcam [v6mcast-address] [detail] [internal]

Syntax Description

Command Modes

vrf (Optional) IPv6 Virtual Private Network (VPN) routing and forwarding (VRF)
instance.
vrf-name (Optional) VRF name.

ip-addressimask

(Optional) Entry IPv6 address and prefix mask. Valid values for the mask argument
are from O through 128.

accounting
per-prefix

(Optional) Displays per-prefix accounting statistics.

module number

(Optional) Displays the entries for a specific module.

exact-route

Provides the exact route of [Pv6-switching table entries.

src-addr Source IP address.

L4-src-port (Optional) Layer 4-source port number; valid values are from 0 to 65535.
dst-addr Destination IP address.

L4-dst-port (Optional) Layer 4-destination port number; valid values are from 0 to 65535.

multicast tcam

Displays IPv6-multicast entries.

vbémcast-address

(Optional) IPv6-multicast address.

detail

(Optional) Displays detailed hardware information.

internal

(Optional) Displays internal hardware information.

Privileged EXEC (#)

Command History

Usage Guidelines

Release

Modification

12.2(17a)SX

This command was introduced on the Supervisor Engine 720.

12.2(17b)SXA

The output was changed to display multicast protocol information in the Forwarding
Information Base (FIB) driver.

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRB1

This command was integrated into Cisco IOS Release 12.2(33)SRB1.

This command is
Engine 2.

not supported on Cisco 7600 series routers that are configured with a Supervisor
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Examples

show mis cefipve

You can enter this command on the supervisor engine and Multilayer Switching (MLS)-hardware
Layer 3-switching module consoles only. Enter the remote login command to enter a session into the
supervisor engine and distributed forwarding card (DFC)-equipped module to enter the commands.

When entering the ip-address/mask argument, use this format, X:X:X:X::X/mask, where valid values for
mask are from 0 to 128.

Up to 64 IPv6 prefixes are supported.

You must enter the L4-src-port and L4-dst-port arguments when the load-sharing mode is set to full, for
example, when Layer 4 ports are included in the load-sharing hashing algorithm.

This example shows how to display the hardware IPv6-switching table entries:

Router# show mls cef ipvé

Codes :M-MPLS encap,

Index Prefix Adjacency

524384 BEEF
524386 5200
524388 2929
524390 6363

524392 3FFE:

524394 2002
524396 2002

524422 2002
524424 2002

524426 6363:
524428 3FFE:

524448 FEEOQ
524480 FE80
524512 FFO0O0
524544 ::/0

:6::6/128 punt
::6/128 punt
::6/128 punt

+ - Push label

::30/128 Fal/48 , 0000.0001.0002

:6/128 punt

6::/64 drop

:/64 punt

:/64 punt
:2929:6:2::/64 punt
:2929:6:1::/64 punt
: /64 punt
1B00:1:1::/64 Tu4d
::/11 punt

::/10 punt

::/8 punt

drop

’

1B00:1:1:0:5EFE:1B00:1/128 punt
:2929:6:2::6/128 punt

:2929:6:1::6/128 punt

524398 6363:
524416 BEEF:
524418 5200:
524420 2929:

V6 auto-tunnel

This example shows how to display the IPv6 entries for a specific IPv6 address and mask:

Router# show mls cef ipv6é 2001:4747::/64

Codes:R - Recirculation,

M-MPLS encap, + - Push label
Index Prefix Out i/f Out Label
160 2001:4747::/64 punt

I-IP encap

This example shows how to display all the IPv6-FIB entries that have per-prefix statistics available:

Router# show mls cef ipv6é accounting per-prefix

(I) BEEF:2:

A - Active,

:/64: 0 packets, 0 bytes

I - Inactive

This example shows how to display detailed hardware information:

Router# show mls cef ipvé detail

Codes: M - mask entry,
D - FIB Don't short-cut,

V - value entry,
m - mod-num

Format: IPv6_DA - (C | xtag vpn uvo prefix)
M(128 ): F | 1 FF 1 FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF: FFFF

A - adjacency index, P - FIB Priority
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M show mis cef ipv6

V(128 ): C | 1 0 1 2001:4747::1253 (A:12 ,P:1,D:0,m:0 )
M(160 ): F | 1 FF 1 FFFF:FFFF:FFFF:FFFF::
V(160 ): C | 1 0 1 2001:4747:: (A:11 ,P:1,D:0,m:0 )
M(224 ): F | 1 FF 1 FFEO::
V(224 ): C | 1 0 1 FEEO:: (A:11 ,P:1,D:0,m:0 )
M(256 ): F | 1 FF 1 FFCO::
V(256 ): C | 1 01 FE80:: (A:12 ,P:1,D:0,m:0 )
M(352 ): F | 1 FF 1 FFO00::
V(352 ): C | 1 0 1 FFOO:: (A:12 ,P:1,D:0,m:0 )
M(480 ): F | 1 FF 1 ::
V(480 ): C | 1 0 1 :: (A:14 ,P:1,D:0,m:0
Related Commands = Command Description
mls ipv6 acl compress address Turns on the compression of [Pv6 addresses.
unicast
remote login Accesses the Cisco 7600 series router console or a specific module.
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show mis netflow ipvé W

show mls netflow ipv6

To d
com

isplay information about the hardware NetFlow IPv6 configuration, use the show mls netflow ipvé
mand in privileged EXEC mode.

show mls netflow ipv6 any
show mls netflow ipv6 count [module number]

show mls netflow ipv6 destination ipv6-address[/ipv6-prefix] [count [module number] | detail |
dynamic | flow {icmp | tcp | udp} | module number | nowrap | qos |
source ipv6-address[/ipv6-prefix] | sw-installed [non-static | static]]

show mls netflow ipv6 detail [module number | nowrap [module number]]

show mls netflow ipv6 dynamic [count [module number]] [detail] [module number] [nowrap
[module number]] [qos [module number]] [nowrap [module number]]

show mls netflow ipv6 flow {icmp | tcp | udp} [count [module number] | destination
ipv6-address[/ipv6-prefix] | detail | dynamic | flow {icmp | tcp | udp} | module number |
nowrap | qos | source ipv6-address[/ipv6-prefix] | sw-installed [non-static | static]]

show mls netflow ipv6 [module number]
show mls netflow ipv6 qos [module number | nowrap [module number]]

show mls netflow ipv6 source ipv6-address[/ipv6-prefix] [count [module number] | detail |
dynamic | flow {icmp | tcp | udp} | module number | nowrap | qos | sw-installed [non-static

| static]]
Syntax Description any Displays the NetFlow-aging information.
count Displays the total number of Multilayer Switching (MLS) NetFlow IPv6
entries.
module number (Optional) Displays the entries that are downloaded on the specified

module; see the “Usage Guidelines” section for valid values.

destination ipv6-address Displays the entries for a specific destination IPv6 address.

lipv6-prefix (Optional) IPv6 prefix; valid values are from 0 to 128.

detail Specifies a detailed output.

dynamic Displays the hardware-created dynamic entries.

flow {icmp | tcp | udp}  Specifies the flow type.

nowrap Turns off text wrapping.

qos Displays information about quality of service (QoS) statistics.

source ipv6-address (Optional) Displays the entries for a specific source IPv6 address.

sw-installed (Optional) Displays the routing NetFlow entries.

non-static (Optional) Displays information about the software-installed static IPv6
entries.

static (Optional) Displays information about the software-installed nonstatic

IPv6 entries.
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M show mis netflow ipvé

Command Modes

Privileged EXEC (#)

Command History Release

Modification

12.2(17a)SX

This command was introduced on the Supervisor Engine 720.

12.2(17d)SXB

Support for this command on the Supervisor Engine 2 was extended to
Release 12.2(17d)SXB.

12.2(18)SXE

This command was changed to add the show mls netflow ipv6 qos [module

number] [nowrap] keywords and argument on the Supervisor Engine 720 only.

Examples

12.2(18)SXF

This command was changed as follows:

e Removed support for the any keyword.

e Added the /ipv6-prefix argument.

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

This example shows how to display information about the hardware NetFlow configuration:

Router# show mls netflow ipvé

Displaying Netflow entries in Supervisor Earl

DstIP SrcIP
Prot:SrcPort:DstPort Src i/f :AdjPtr

Pkts Bytes Age LastSeen Attributes

50::2 47::2

tcp :16 :32 v147 : 0x0

23758 1425480 4 23:48:36 L3 (IPv6) - Dynamic
50::2 47::3

tcp :16 :32 v147 : 0x0

23758 1425480 4 23:48:36 L3 (IPv6) - Dynamic
50::2 47::4

tcp :16 :32 v147 : 0x0

23758 1425480 4 23:48:36 L3 (IPv6) - Dynamic
50::2 47::5

tcp :16 :32 v147 : 0x0

23758 1425480 4 23:48:36 L3 (IPv6) - Dynamic
50::2 47::6

tcp :16 :32 v147 : 0x0

23758 1425480 4 23:48:36 L3 (IPv6) - Dynamic

This example shows how to display IPv6 microflow policing information:

Router# show mls netflow ipvé

qgos

Displaying Netflow entries in Supervisor Earl

DstIP SrcIP

Prot:SrcPort:DstPort Src i/f :AdjPtr Pkts Bytes
LastSeen QoS PoliceCount Threshold Leak Drop Bucket
101::3 100::2

icmp:0 :0 -- 0x0 0 0
22:22:09 0x0 0 0 0 NO
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101::2
icmp:0 :0 --
22:22:09 0x0 0

100::2
0x0 0 0
0 NO O

show mis netflow ipvé W

This example shows how to display IPv6 microflow policing information for a specific module:

Router# show mls netflow ipv6é gos module 7

Displaying Netflow entries in module 7

DstIP

Prot:SrcPort:DstPort Src i/f
LastSeen QoS PoliceCount
101::2

icmp:0 :0 --
22:22:56 0x0 0

101::3

icmp:0 :0 --
22:22:56 0x0 0

SrcIP
:AdjPtr Pkts Bytes
Threshold Leak Drop Bucket
100::2
0x0 0 0
0 NO O
100::2
0x0 0 0
0 NO O

This example shows the output display when you turn off text wrapping:

Router# show mls netflow ipv6é gos nowrap

Displaying Netflow entries in Supervisor Earl

SrcIP
:AdjPtr Pkts Bytes
Drop Bucket
100::2
0 22:22:19
100::2
0 22:22:19

DstIP

Prot:SrcPort:DstPort Src i/f
QoS PoliceCount Threshold
101::3

:0 - 0x0

0 0 NO O
101::2

:0 - 0x0

0 0 NO O

0x0

0x0

LastSeen
icmp:0
0
icmp:0
0

This example shows the output display when you turn off text wrapping for a specific module:

Router# show mls netflow ipv6é gos nowrap module 7

Displaying Netflow entries in module 7

DstIP SrcIP
Prot:SrcPort:DstPort Src i/f :AdjPtr Pkts Bytes LastSeen
QoS PoliceCount Threshold Leak Drop Bucket
101::3 100::2 icmp:0
:0 - 0x0 0 0 22:22:38 0x0 0
0 0 NO O
101::2 100::2 icmp:0
:0 -- 0x0 0 0 22:22:38 0x0 0
0 0 NO O
Related Commands = Command Description

clear mls netflow

Clears the MLS NetFlow-shortcut entries.
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B show monitor event-trace cef ipv6

show monitor event-trace cef ipv6

To display event trace messages for Cisco Express Forwarding IPv6 events, use the show monitor
event-trace cef ipv6 command in privileged EXEC mode.

show monitor event-trace cef ipv6 {ipv6-address {all [detail] | back {minutes | hours:minutes}
[detail] | clock hours:minutes [day month] [detail] | from-boot seconds [detail] | latest
[detail]} | all [detail] | back {minutes | hours:minutes} [detail] | clock hours:minutes [day
month] [detail] | from-boot seconds [detail] | latest [detail] | parameters}

Syntax Description

Command Modes

ipv6-address

Specifies an IPv6 address. This address must be specified in hexadecimals
using 16-bit values between colons, as specified in RFC 2373.

all Displays all event trace messages currently in memory for Cisco Express
Forwarding IPv6 events.

detail (Optional) Displays detailed trace information for Cisco Express Forwarding
IPv6 events.

back Specifies how far back from the current time you want to view messages. For
example, you can gather messages from the last 30 minutes.

minutes Time argument (mmm) in minutes.

hours:minutes Time argument (hh:mm) in hours and minutes. You must enter the colon (:)
in the argument.

clock Displays event trace messages starting from a specific clock time in hours
and minutes format (hh:mm).

day month (Optional) The day of the month from 1 to 31 and the name of the month of
the year.

from-boot Displays event trace messages starting after booting (uptime).
To display the uptime, in seconds, enter the show monitor event-trace cef
from-boot ? command.

seconds (Optional) Displays event trace messages starting from a specified number
of seconds after booting (uptime). Range: 0 to 3279.

latest Displays only the event trace messages generated since the last show
monitor event-trace cef ipv6 command was entered.

parameters Displays parameters configured for the trace.

Privileged EXEC (#)

Command History

Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB and

implemented on the Cisco 10000 series routers.

12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SXH

This command was integrated into Cisco IOS Release 12.2(33)SXH.

12.4(20)T

This command was integrated into Cisco IOS Release 12.4(20)T.
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show monitor event-trace cef ipv6

Usage Guidelines Use the show monitor event-trace cef ipv6 command to display trace message information for
Cisco Express Forwarding IPv6 events.

The trace function is not locked while information is displayed to the console. This means that new trace
messages can accumulate in memory. If entries accumulate faster than they can be displayed, some
messages can be lost. If this happens, the show monitor event-trace cef ipv6 command generates a
message indicating that some messages might be lost; however, messages continue to be displayed on
the console. If the number of lost messages is excessive, the show monitor event-trace cef ipvé
command stops displaying messages.

Examples The following is a sample of the show monitor event-trace cef ipv6 all command:

Router# show monitor event-trace cef ipv6é all

*Aug 22 20:14:59.075: [Default] *::*/* Allocated FIB table
[OK]

*Aug 22 20:14:59.075: [Default] *::*/*'00 Add source Default table
[OK]

*Aug 22 20:14:59.075: [Default] ::/0'00 FIB add src DRH (ins)
[OK]

*Aug 22 20:14:59.075: [Default] *::*/*'00 New FIB table
[OK]

Table 284 describes the significant fields shown in the display.

Table 284 show monitor event-trace cef ipv6 all Field Descriptions

Field Description

*Aug 22 20:14:59.075: Time stamp that indicates the month, day, and time when the
event was captured.

[Default] *::%/* Identifies the default VRF.

Allocated FIB table [OK] Provides the event detail and indicates if the event happened. In
this instance, a FIB table was allocated.

The following is sample output from the show monitor event-trace cef ipv6 parameters command:
Router# show monitor event-trace cef ipv6 parameters
Trace has 1000 entries

Stacktrace is disabled by default
Matching all events

Table 285 describes the significant fields shown in the display.

Table 285 show monitor event-trace cef ipv6 parameters Field Descriptions

Field Description

Trace has 1000 entries The size of the event logging buffer is 1000 entries.
Stacktrace is disabled by default Stack trace at tracepoints is disabled.

Matching all events Event tracing for all events is matched.

Related Commands
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B show monitor event-trace cef ipv6

Command Description

monitor event-trace cef (EXEC) Monitors and controls the event trace function for Cisco
Express Forwarding.

monitor event-trace cef (global) Configures event tracing for Cisco Express Forwarding.

monitor event-trace cef ipv4 Configures event tracing for Cisco Express Forwarding IPv4
(global) events.

monitor event-trace cef ipv6 Configures event tracing for Cisco Express Forwarding IPv6
(global) events.

show monitor event-trace cef Displays event trace messages for Cisco Express Forwarding.
show monitor event-trace cef Displays event trace messages for Cisco Express Forwarding
events events.

show monitor event-trace cef Displays event trace messages for Cisco Express Forwarding
interface interface events.

show monitor event-trace cef Displays event trace messages for Cisco Express Forwarding IPv4
ipv4 events.
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show monitor event-trace vpn-mapper M

show monitor event-trace vpn-mapper

To display event trace messages for IPv6 virtual private networks (VPNs), use the show monitor
event-trace vpn-mapper command in privileged EXEC mode.

show monitor event-trace vpn-mapper {latest | all}

Syntax Description latest Displays only the event trace messages since the last show monitor
event-trace command was entered.
all Displays all event trace messages currently in memory for the specified
component.
Command Modes Privileged EXEC
Command History Release Modification
12.2(33)SRB1 This command was introduced.

Usage Guidelines

Examples

12.2(33)SXI

This command was integrated into Cisco IOS Release 12.2(33)SXI.

Use the show monitor event-trace command to display trace message information about IPv6 VPNs.

The following example allows event trace messages for [IPv6 VPN to be displayed:

Router# show monitor event-trace vpn-mapper
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M show mpls forwarding-table

show mpls forwarding-table

To display the contents of the Multiprotocol Label Switching (MPLS) Label Forwarding Information
Base (LFIB), use the show mpls forwarding-table command in user EXEC or privileged EXEC mode.

show mpls forwarding-table [network {mask | length} | interface interface | labels label [- label]
| lcatm atm atm-interface-number | next-hop address | Isp-tunnel [tunnel-id]] [vrf vrf-name]
[detail slot slot-number)

Syntax Description

Command Modes

network (Optional) Destination network number.
mask IP address of the destination mask whose entry is to be shown.
length Number of bits in the mask of the destination.

interface interface

(Optional) Displays entries with the outgoing interface specified.

labels label - label

(Optional) Displays entries with the local labels specified.

Icatm atm
atm-interface-number

Displays ATM entries with the specified Label Controlled Asynchronous
Transfer Mode (LCATM).

next-hop address

(Optional) Displays only entries with the specified neighbor as the next hop.

Isp-tunnel (Optional) Displays only entries with the specified label switched path
(LSP) tunnel, or with all LSP tunnel entries.
tunnel-id (Optional) Specifies the LSP tunnel for which to display entries.

vrf vif-name

(Optional) Displays entries with the specified VPN routing and forwarding
(VRF) instance.

detail

(Optional) Displays information in long form (includes length of
encapsulation, length of MAC string, maximum transmission unit [MTU],
and all labels).

slot slot-number

(Optional) Specifies the slot number, which is always 0.

User EXEC (>)
Privileged EXEC (#)

Command History Release Modification

11.1CT This command was introduced.

12.13)T This command was integrated into Cisco IOS Release 12.1(3)T. The command was
updated with MPLS terminology and command syntax.

12.2(8)T This command was integrated into Cisco IOS Release 12.2(8)T. The command was
modified to accommodate use of the MPLS experimental (EXP) level as a selection
criterion for packet forwarding. The output display was modified to include a
bundle adjacency field and exp (vcd) values when the optional detail keyword is
specified.

12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S. The IPv6 MPLS
aggregate label and prefix information was added to the display.

12.2(14)S This command was integrated into Cisco I0S Release 12.2(14)S.
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show mpls forwarding-table

Release Modification

12.0(27)S This command was integrated into Cisco IOS Release 12.0(27)S. The command
output was modified to include explicit-null label information.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S. The output was

changed in the following ways:
e The term “tag” was replaced with the term “label.”

e The term “untagged” was replaced with the term “no label.”
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB and
implemented on the Cisco 10000 series routers.

12.2(33)SRA This command was integrated into Cisco I0S Release 12.2(33)SRA. This
command was modified to remove the Isp-tunnel keyword.

12.2(33)SXH This command was modified. The command output shows the status of local labels in
holddown for the Cisco IOS Software Modularity: MPLS Layer 3 VPNs feature. The
status indicator showing that traffic is forwarded through an LSP tunnel is moved to the
local label and the Isp-tunnel keyword was removed.

Cisco IOS XE  This command was integrated into Cisco IOS XE Release 3.1S.
Release 3.1S

15.1(1)S This command was integrated into Cisco IOS Release 15.1(1)S. The output was
modified to display the pseudowire identifier when the interface keyword is used.

Examples The following is sample output from the show mpls forwarding-table command:

Router# show mpls forwarding-table
Local Outgoing Prefix Bytes label Outgoing Next Hop
Label Label or VC or Tunnel Id switched interface
26 No Label 10.253.0.0/16 0 Et4/0/0 10.27.32.4
28 1/33 10.15.0.0/16 0 AT0/0.1 point2point
29 Pop Label 10.91.0.0/16 0 Hs5/0 point2point

1/36 10.91.0.0/16 0 AT0/0.1 point2point
30 32 10.250.0.97/32 0 Et4/0/2 10.92.0.7

32 10.250.0.97/32 0 Hs5/0 point2point
34 26 10.77.0.0/24 0 Et4/0/2 10.92.0.7

26 10.77.0.0/24 0 Hs5/0 point2point
35 No Label[T] 10.100.100.101/32 0 Tu301 point2point
36 Pop Label 10.1.0.0/16 0 Hs5/0 point2point

1/37 10.1.0.0/16 0 AT0/0.1 point2point
[T] Forwarding through a TSP tunnel.

View additional labeling info with the 'detail' option
The following is sample output from the show mpls forwarding-table command when the IPv6
Provider Edge Router over MPLS feature is configured to allow IPv6 traffic to be transported across an
IPv4 MPLS backbone. The labels are aggregated because there are several prefixes for one local label,
and the prefix column contains “IPv6” instead of a target prefix.
Router# show mpls forwarding-table
Local Outgoing Prefix Bytes label Outgoing Next Hop
Label Label or VC or Tunnel Id switched interface
16 Aggregate IPv6 0
17 Aggregate IPv6 0
18 Aggregate IPv6 0
19 Pop Label 192.168.99.64/30 0 Se0/0 point2point
Cisco 10S IPv6 Command Reference
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show mpls forwarding-table

20 Pop Label 192.168.99.70/32 0 Se0/0 point2point
21 Pop Label 192.168.99.200/32 0 Se0/0 point2point
22 Aggregate IPV6 5424
23 Aggregate IPv6 3576
24 Aggregate IPv6 2600

The following is sample output from the show mpls forwarding-table command when you specify the
detail keyword. If the MPLS EXP level is used as a selection criterion for packet forwarding, a bundle
adjacency exp (vcd) field is included in the display. This field includes the EXP value and the
corresponding virtual circuit descriptor (VCD) in parentheses. The line in the output that reads “No
output feature configured” indicates that the MPLS egress NetFlow accounting feature is not enabled on
the outgoing interface for this prefix.

Router# show mpls forwarding-table detail

Local Outgoing Prefix Bytes label Outgoing Next Hop
label label or VC or Tunnel Id switched interface
16 Pop label 10.0.0.6/32 0 AT1/0.1 point2point

Bundle adjacency exp (vcd)
0(1) 1(1) 2(1) 3(1) 4(1) 5(1) 6(1) 7(1)
MAC/Encaps=12/12, MTU=4474, label Stack{}
00010000AAAA030000008847
No output feature configured

17 18 10.0.0.9/32 0 AT1/0.1 point2point
Bundle adjacency exp (vcd)
0(1) 1(1) 2(1) 3(1) 4(1) 5(1) 6(1) 7(1)
MAC/Encaps=12/16, MTU=4470, label Stack{18}
00010000AAAA030000008847 00012000
No output feature configured

18 19 10.0.0.10/32 0 AT1/0.1 point2point
Bundle adjacency exp (vcd)
0(1) 1(1) 2(1) 3(1) 4(1) 5(1) 6(1) 7(1)
MAC/Encaps=12/16, MTU=4470, label Stack{19}
00010000AAAA030000008847 00013000
No output feature configured

19 17 10.0.0.0/8 0 AT1/0.1 point2point
Bundle adjacency exp (vcd)
0(1) 1(1) 2(1) 3(1) 4(1) 5(1) 6(1) 7(1)
MAC/Encaps=12/16, MTU=4470, label Stack{1l7}
00010000AAAA030000008847 00011000
No output feature configured

20 20 10.0.0.0/8 0 AT1/0.1 point2point
Bundle adjacency exp (vcd)
0(1) 1(1) 2(1) 3(1) 4(1) 5(1) 6(1) 7(1)
MAC/Encaps=12/16, MTU=4470, label Stack{20}
00010000AAAA030000008847 00014000
No output feature configured

21 Pop label 10.0.0.0/24 0 AT1/0.1 point2point
Bundle adjacency exp (vcd)
0(1) 1(1) 2(1) 3(1) 4(1) 5(1) 6(1) 7(1)
MAC/Encaps=12/12, MTU=4474, label Stack({}
00010000AAAA030000008847
No output feature configured

22 Pop label 10.0.0.4/32 0 Et2/3 10.0.0.4
MAC/Encaps=14/14, MTU=1504, label Stack({}
000427AD10430005DDFE043B8847
No output feature configured
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show mpls forwarding-table

The following is sample output from the show mpls forwarding-table command when you use the
detail keyword. In this example, the MPLS egress NetFlow accounting feature is enabled on the first
three prefixes, as indicated by the line in the output that reads “Feature Quick flag set.”

Router# show mpls forwarding-table detail

Local Outgoing Prefix Bytes label Outgoing Next Hop
label label or VC or Tunnel Id switched interface
16 Aggregate 10.0.0.0/8[V] 0

MAC/Encaps=0/0, MTU=0, label Stack{}
VPN route: vpnl
Feature Quick flag set
Per-packet load-sharing, slots: 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
17 No label 10.0.0.0/8[V] 0 Et0/0/2 10.0.0.1
MAC/Encaps=0/0, MTU=1500, label Stack{}
VPN route: vpnl
Feature Quick flag set
Per-packet load-sharing, slots: 0 1 2 3 45 6 7 8 9 10 11 12 13 14 15
18 No label 10.42.42.42/32[V] 4185 Et0/0/2 10.0.0.1
MAC/Encaps=0/0, MTU=1500, label Stack{}
VPN route: vpnl
Feature Quick flag set
Per-packet load-sharing, slots: 01 2 3 4 5 6 7 8 9 10 11 12 13 14 15
19 2/33 10.41.41.41/32 0 AT1/0/0.1 point2point
MAC/Encaps=4/8, MTU=4470, label Stack{2/33(vcd=2)}
00028847 00002000
No output feature configured

Cisco 10000 Series Examples

The following is sample output from the show mpls forwarding-table command for Cisco 10000 series
routers:

Router# show mpls forwarding-table

Local Outgoing Prefix Bytes Label Outgoing Next Hop

Label Label or VC or Tunnel Id Switched interface

16 Pop Label 10.0.0.0/8 0 Fal/0/0 10.0.0.2
Pop Label 10.0.0.0/8 0 Fal/l/0 10.0.0.2

17 Aggregate 10.0.0.0/8[V] 570 vpn2

21 Pop Label 10.11.11.11/32 0 Fal/0/0 10.0.0.2

22 Pop Label 10.12.12.12/32 0 Fal/l/0 10.0.0.2

23 No Label 10.3.0.0/16[V] 0 Fad/1/0 10.0.0.2

The following is sample output from the show mpls forwarding-table command when you specify the
detail keyword for Cisco 10000 series routers:

Router# show mpls forwarding-table detail

Local Outgoing Prefix Bytes Label Outgoing Next Hop
Label Label or VC or Tunnel Id Switched interface
16 Pop Label 10.0.0.0/8 0 Fal/0/0 10.0.0.2

MAC/Encaps=14/14, MRU=1500, Label Stack{}
000B45C93889000B45C930218847
No output feature configured
Pop Label 10.0.0.0/8 0 Fal/1l/0 10.0.0.2
MAC/Encaps=14/14, MRU=1500, Label Stack{}
000B45C92881000B45C930288847
No output feature configured
17 Aggregate 10.0.0.0/8[V] 570 vpn2
MAC/Encaps=0/0, MRU=0, Label Stack{}
VPN route: vpn2
No output feature configured
21 Pop Label 10.11.11.11/32 0 Fal/0/0 10.0.0.2
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M show mpls forwarding-table

MAC/Encaps=14/14, MRU=1500, Label Stack{}
000B45C93889000B45C930218847
No output feature configured

Table 286 describes the significant fields shown in the displays.

Table 286 show mpls forwarding-table Field Descriptions
Field Description
Local label Label assigned by this router.
Outgoing Label or VC Label assigned by the next hop or the virtual path identifier
Note  This field is not supported on EF\}IIPI)/Vlftua.I cl;?nnellldentlfler }EVfCIl)l use.:d tf) get to next hop.
the Cisco 10000 series e entries in this column are the following:
routers. ¢ [T]—Forwarding is through an LSP tunnel.

e No Label—There is no label for the destination from the
next hop or label switching is not enabled on the outgoing
interface.

e Pop Label—The next hop advertised an implicit NULL
label for the destination and the router removed the top
label.

e Aggregate—There are several prefixes for one local label.
This entry is used when IPv6 is configured on edge routers
to transport IPv6 traffic over an IPv4 MPLS network.

Prefix or Tunnel Id Address or tunnel to which packets with this label are sent.

Note If IPv6 is configured on edge routers to transport IPv6
traffic over an IPv4 MPLS network, “IPv6” is
displayed here.

e [V]—The corresponding prefix is in a VRF.

Bytes label switched Number of bytes switched with this incoming label. This
includes the outgoing label and Layer 2 header.

Outgoing interface Interface through which packets with this label are sent.

Next Hop IP address of the neighbor that assigned the outgoing label.

Bundle adjacency exp(vcd) Bundle adjacency information. Includes the MPLS EXP value
and the corresponding VCD.

MAC/Encaps Length in bytes of the Layer 2 header and length in bytes of the
packet encapsulation, including the Layer 2 header and label
header.

MTU MTU of the labeled packet.

label Stack All the outgoing labels. If the outgoing interface is

transmission convergence (TC)-ATM, the VCD is also shown.

Note TC-ATM is not supported on Cisco 10000 series

routers.
00010000AAAA030000008847 The actual encapsulation in hexadecimal form. A space is
00013000 shown between Layer 2 and the label header.
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Explicit-Null Label Example

The following is sample output, including the explicit-null label = 0 (commented in bold), for the
show mpls forwarding-table command on a CSC-PE router:

Router# show mpls forwarding-table

Local Outgoing Prefix Bytes label Outgoing Next Hop
label 1label or VC or Tunnel Id switched interface
17 Pop label 10.10.0.0/32 0 Et2/0 10.10.0.1
18 Pop label 10.10.10.0/24 0 Et2/0 10.10.0.1
19 Aggregate 10.10.20.0/24[v] O
20 Pop label 10.10.200.1/32[V] O Et2/1 10.10.10.1
21 Aggregate 10.10.1.1/32[V] 0
22 0 192.168.101.101/32[V] \
0 Et2/1 192.168.101.101
23 0 192.168.101.100/32[V] \
0 Et2/1 192.168.101.100
25 0 192.168.102.125/32[V] O Et2/1 192.168.102.125 !outlabel
value 0

Table 287 describes the significant fields shown in the display.

Table 287 show mpls forwarding-table Field Descriptions
Field Description
Local label Label assigned by this router.

Outgoing label or VC Label assigned by the next hop or VPI/VCI used to get to the next hop. The
entries in this column are the following:

¢ [T]—Forwarding is through an LSP tunnel.

e No label—There is no label for the destination from the next hop or
that label switching is not enabled on the outgoing interface.

e Pop label—The next hop advertised an implicit NULL label for the
destination and that this router popped the top label.

o Aggregate—There are several prefixes for one local label. This entry
is used when IPv6 is configured on edge routers to transport IPv6
traffic over an IPv4 MPLS network.

e (0—The explicit null label value = 0.

Prefix or Tunnel Id Address or tunnel to which packets with this label are sent.

Note If IPv6 is configured on edge routers to transport IPv6 traffic over
an IPv4 MPLS network, IPv6 is displayed here.

e [V]—Means that the corresponding prefix is in a VRF.

Bytes label switched Number of bytes switched with this incoming label. This includes the
outgoing label and Layer 2 header.

Outgoing interface Interface through which packets with this label are sent.

Next Hop IP address of the neighbor that assigned the outgoing label.
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show mpls forwarding-table

Cisco 10S Software Modularity: MPLS Layer 3 VPNs Example
The following is sample output from the show mpls forwarding-table command:

Router# show mpls forwarding-table

Local
Label
16
17

18
19
20
21
22
23
24
25
26
27

[T]

[H]

Table 288 describes the Local Label fields relating to the Cisco I0S Software Modularity: MPLS Layer
3 VPNs feature.

[H]

[T]
[HT]
[H]

[HT]
[HT]
[H]

[HT]

Outgoing

Label

Pop Label

No
No
No

Pop Label

Label
Label
Label

Label
Label
Label
Label
Label
Label
Label
Label

Label

Label

Prefix

or Tunnel Id

IPv4 VRF[V]
10.1.1.0/24
10.1.1.0/24
10.1.1.0/24
10.0.0.3/32
10.0.0.0/8
10.0.0.0/8
10.0.0.0/8
10.0.0.0/8
10.0.0.1/32
10.0.0.1/32
10.1.14.0/24
10.1.14.0/24
172.1.1.0/24([V]
10.0.0.1/32[V]
10.0.0.0/8[V]
10.0.0.3/32[V]
10.0.0.1/32[V]

Forwarding through a

View additional labelling info with the
Local label is being held down temporarily.

Bytes Label
Switched
62951000

0

O O O O O O OO W oo oo o oo

TSP tunnel.

'detail’

Outgoing Next Hop
interface
aggregate/vl

AT1/0/0.1 point2point
P0O3/1/0 point2point
Tul point2point

Tul point2point
AT1/0/0.1 point2point
PO3/1/0 point2point
AT1/0/0.1 point2point
P0O3/1/0 point2point
AT1/0/0.1 point2point
PO3/1/0 point2point
AT1/0/0.1 point2point
PO3/1/0 point2point
Tul point2point

Tul point2point
AT1/1/0.1 point2point
Tul point2point
AT1/1/0.1 point2point

option
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Table 288 show mpls forwarding-table Field Descriptions
Field Description
Local Label Label assigned by this router.

e [H]—Local labels are in holddown, which means that the application that
requested the labels no longer needs them and stops advertising them to its
labeling peers.

The label’s forwarding-table entry is deleted after a short,
application-specific time.

If any application starts advertising a held-down label to its labeling peers,
the label could come out of holddown.

~

Note [H] is not shown if labels are held down globally.

A label enters global holddown after a stateful switchover or a restart
of certain processes in a Cisco IOS modularity environment.

e [T]—The label is forwarded through an LSP tunnel.

~

Note  Although [T] is still a property of the outgoing interface, it is shown
in the Local Label column.

e [HT]—Both conditions apply.

L2VPN Inter-AS Option B: Example

The following is sample output from the show mpls forwarding-table interface command. In this
example, the pseudowire identifier (that is, 4096) is displayed in the Prefix or Tunel Id column. The show
mpls 12transport ve detail command can be used to obtain more information about the specific
pseudowire displayed.

Router# show mpls forwarding-table

Local Outgoing Prefix Bytes Label Outgoing Next Hop
Label Label or Tunnel Id Switched interface
1011 No Label 12ckt (4096) 0 none point2point

Table 289 describes the fields shown in the display.

Table 289 show mpls forwarding-table interface Field Descriptions

Field Description

Local Label Label assigned by this router.

Outgoing Label Label assigned by the next hop or virtual path identifier
(VPI)/virtual channel identifier (VCI) used to get to the next
hop.

Prefix or Tunnel Id Address or tunnel to which packets with this label are going.

Bytes Label Switched Number of bytes switched with this incoming label. This
includes the outgoing label and Layer 2 header.
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M show mpls forwarding-table

Table 289 show mpls forwarding-table interface Field Descriptions (continued)

Field Description

Outgoing interface Interface through which packets with this label are sent.

Next Hop IP address of the neighbor that assigned the outgoing label.
Related Commands Command Description

neighbor send-label Enables a BGP router to send MPLS labels with BGP routes to a neighboring

BGP router.
neighbor send-label Enables a BGP router to send MPLS labels with explicit-null information for
explicit-null a CSC-CE router and BGP routes to a neighboring CSC-PE router.

show mpls 12transport Displays information about AToM VCs and static pseudowires that have
ve detail been enabled to route Layer 2 packets on a router.
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show ntp associations

To display the status of Network Time Protocol (NTP) associations, use the show ntp associations
command in user EXEC or privileged EXEC mode.

show ntp associations [detail]

Syntax Description

Command Modes

detail (Optional) Displays detailed information about each NTP association.

User EXEC (>)
Privileged EXEC (#)

Command History

Release Modification

10.0 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.420)T Support for IPv6 was added.

Cisco IOS XE
Release 3.2S

This command was integrated into Cisco IOS XE Release 3.28S.

Examples Detailed descriptions of the information displayed by this command can be found in the NTP
specification (RFC 1305).