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Using the CLI

To use one of these output modifiers, type the command followed by the pipe symbol (I), the modifier,
and the regular expression that you want to search for or filter. A regular expression is a case-sensitive
alphanumeric pattern. It can be a single character or number, a phrase, or a more complex string.

The following example illustrates how to filter output of the show interface command to display only

lines that inclu

Router# show

FastEthernetO
Seriald/0
Seriald/1
Seriald/2
Seriald/3

is
is
is
is

de the expression “protocol.”

interface | include protocol

/0 is up, line protocol is up

up, line protocol is up

up, line protocol is up

administratively down, line protocol is down

administratively down,

Understanding CLI Error Messages

line protocol is down

You may encounter some error messages while using the CLI. Table 5 shows the common CLI error

messages.

Table 5 Co

mmon CLI Error Messages

Error Message

How to Get Help

% Ambiguous command: You did not enter enough Reenter the command followed by a
“show con” characters for the command to |space and a question mark (?). The
be recognized. keywords that you are allowed to
enter for the command appear.
% Incomplete command. You did not enter all the Reenter the command followed by a

keywords or values required
by the command.

space and a question mark (?). The
keywords that you are allowed to
enter for the command appear.

% Invalid input detected at “*”

marker.

You entered the command in-
correctly. The caret (*) marks
the point of the error.

Enter a question mark (?) to display

all the commands that are available in
this command mode. The keywords

that you are allowed to enter for the

command appear.

For more system error messages, see the following documents:

e (isco I10S

Release 12.2SR System Message Guide

e C(Cisco 10S System Messages, Volume I of 2 (Cisco IOS Release 12.4)
e C(Cisco 10S System Messages, Volume 2 of 2 (Cisco IOS Release 12.4)
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Saving Changes to a Configuration

To save changes that you made to the configuration of a device, you must issue the copy running-config
startup-config command or the copy system:running-config nvram:startup-config command. When
you issue these commands, the configuration changes that you made are saved to the startup
configuration and saved when the software reloads or power to the device is turned off or interrupted.
The following example shows the syntax of the copy running-config startup-config command:

Router# copy running-config startup-config
Destination filename [startup-config]?

You press Enter to accept the startup-config filename (the default), or type a new filename and then press
Enter to accept that name. The following output is displayed indicating that the configuration was saved:

Building configuration...
[OK]
Router#

On most platforms, the configuration is saved to NVRAM. On platforms with a Class A flash file system,
the configuration is saved to the location specified by the CONFIG_FILE environment variable. The
CONFIG_FILE variable defaults to NVRAM.

Additional Information

e “Using the Cisco IOS Command-Line Interface” section of the Cisco IOS Configuration
Fundamentals Configuration Guide:

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
or

“Using Cisco 10S XE Software” chapter of the Cisco ASR 1000 Series Aggregation Services Routers
Software Configuration Guide:

http://www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Using_CLI.html
e Cisco Product Support Resources
http://www.cisco.com/web/psa/products/index.html
e Support area on Cisco.com (also search for documentation by task or product)
http://www.cisco.com/en/US/support/index.html

¢ Software Download Center (downloads; tools; licensing, registration, advisory, and general
information) (requires Cisco.com User ID and password)

http://www.cisco.com/kobayashi/sw-center/

e Error Message Decoder, a tool to help you research and resolve error messages for
Cisco IOS software

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

e Command Lookup Tool, a tool to help you find detailed descriptions of Cisco IOS commands
(requires Cisco.com user ID and password)

http://tools.cisco.com/Support/CLILookup



http://www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Using_CLI.html
http://www.cisco.com/web/psa/products/index.html
http://www.cisco.com/en/US/support/index.html
http://www.cisco.com/kobayashi/sw-center/
http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi
http://tools.cisco.com/Support/CLILookup
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
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e Output Interpreter, a troubleshooting tool that analyzes command output of supported
show commands

https://www.cisco.com/pcgi-bin/Support/OutputInterpreter/home.pl
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Command Purpose

Router# debug ip mobile standby Displays debug messages for Mobile IP
redundancy activities.

Router# show ip mobile globals Displays the global home address if configured.

For each Mobile IP standby group, displays the
home agent address supported.

Router# show ip mobile binding [home-agent address | summary] Displays mobility bindings with specific home
agent address.

Mobile IP Configuration Examples

This section provides the following Mobile IP configuration examples:
¢ Home Agent Configuration Example
e Home Agent Using AAA Server Example
e Foreign Agent Configuration Example
e Mobile IP HA Redundancy Configuration Examples
- HA Redundancy for Physical Networks Example
— HA Redundancy for a Virtual Network Using One Physical Network Example
— HA Redundancy for a Virtual Network Using Multiple Physical Networks Example
— HA Redundancy for Multiple Virtual Networks Using One Physical Network Example
— HA Redundancy for Multiple Virtual Networks Using Multiple Physical Networks Example

Home Agent Configuration Example

In the following example, the home agent has five mobile hosts on interface Ethernetl (network 11.0.0.0)
and ten on virtual network 10.0.0.0. There are two mobile node groups. Each mobile host has one
security association. The home agent has an access list to disable roaming capability by mobile host
11.0.0.5. The 11.0.0.0 group has a lifetime of 1 hour (3600 seconds). The 10.0.0.0 group cannot roam in
areas where the network is 13.0.0.0.

router mobile

|

! Define which hosts are permitted to roam

ip mobile home-agent broadcast roam-access 1

1

! Define a virtual network

ip mobile virtual-network 10.0.0.0 255.0.0.0

I

! Define which hosts are on the virtual network, and the care-of access list
ip mobile host 10.0.0.1 10.0.0.10 virtual-network 10.0.0.0 255.0.0.0 care-of-access 2
|

! Define which hosts are on Ethernet 1, with lifetime of one hour

ip mobile host 11.0.0.1 11.0.0.5 interface Ethernetl lifetime 3600

|

! The next ten lines specify security associations for mobile hosts

! on virtual network 10.0.0.0
|
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ip mobile
ip mobile
ip mobile
ip mobile
ip mobile
ip mobile
ip mobile
ip mobile
ip mobile
ip mobile

secure
secure
secure
secure
secure
secure
secure
secure
secure
secure

host
host
host
host
host
host
host
host
host
host

! The next five lines
! on Ethernetl

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

O O O O O O O O O o

O O O O O O O O O o

1
2
3
4
5
.6 spi
7
8
9
1

spi
spi
spi
spi
spi

spi
spi
spi

0 spi 100 key hex 63738393132333435330313233343536

100
200
300
100
200
300
100
200
300

key
key
key
key
key
key
key
key
key

hex
hex
hex
hex
hex
hex
hex
hex
hex

Mobile IP Configuration Examples

12345678123456781234567812345678
87654321876543218765432187654321
31323334353637383930313233343536
45678332353637383930313233343536
33343536313233343536373839303132
73839303313233343536313233343536
83930313233343536313233343536373
43536373839313233330313233343536
23334353631323334353637383930313

specify security associations for mobile hosts

ip mobile secure host 11.0.0.1 spi 100 key hex 73839303313233343536313233343536
ip mobile secure host 11.0.0.2 spi 200 key hex 83930313233343536313233343536373
ip mobile secure host 11.0.0.3 spi 300 key hex 43536373839313233330313233343536
ip mobile secure host 11.0.0.4 spi 100 key hex 23334353631323334353637383930313
ip mobile secure host 11.0.0.5 spi 200 key hex 63738393132333435330313233343536

! Deny access for this host
access-list 1 deny 11.0.0.5

|

! Deny access to anyone on network 13.0.0.0 trying to register

access-list 2 deny 13.0.0.0

Home Agent Using AAA Server Example

In the following AAA server configuration, the home agent can use a AAA server for storing security
associations. Mobile IP has been authorized using a RADIUS server to retrieve the security association
information, which is used by the home agent to authenticate registrations. This format can be imported
into a CiscoSecure server.

user = 20.0.0.1 {
service = mobileip {
set spi#0 = “spi 100 key hex 12345678123456781234567812345678"
}
}
user = 20.0.0.2 {
service = mobileip {
set spi#0 = “spi 100 key hex 12345678123456781234567812345678"
}
}
user = 20.0.0.3 {
service = mobileip {
set spi#0 = “spi 100 key hex 12345678123456781234567812345678"

In the example above, the user is the mobile node’s IP address. The syntax for the security association
is spi#fnum = "'string", where string is the rest of the ip mobile secure {host | visitor | home-agent |
foreign-agent} key hex string command.

The following example shows how the home agent is configured to use the AAA server:

aaa new-model
aaa authorization ipmobile radius
|

ip mobile home-agent
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ip mobile virtual-network 20.0.0.0 255.0.0.0

ip mobile host 20.0.0.1 20.0.0.3 virtual-network 20.0.0.0 255.0.0.0 aaa load-sa
!

radius-server host 1.2.3.4

radius-server key cisco

Foreign Agent Configuration Example

In the following example, the foreign agent is providing service on Ethernetl interface, advertising
care-of address 68.0.0.31 and a lifetime of 1 hour:

interface Ethernet0
ip address 68.0.0.31 255.0.0.0
interface Ethernetl
ip address 67.0.0.31 255.0.0.0
ip irdp
ip irdp maxadvertinterval 10
ip irdp minadvertinterval 7
ip mobile foreign-service
ip mobile registration-lifetime 3600
|
router mobile
|

ip mobile foreign-agent care-of EthernetO

Mobile IP HA Redundancy Configuration Examples

Table 7 summarizes the Mobile IP HA redundancy configuration required to support mobile nodes on
physical and virtual home networks. Refer to this table for clarification as you read the examples in this
section.

Table 7 Mobile IP HA Redundancy Configuration Overview

Mobile Node Home Physical
Network Connections [Home Agent Address Configuration

Mobile Nodes with Home Agents on Different Subnets

Physical network Single HSRP group address ip mobile home-agent standby
hsrp-group-name

Virtual network Single ip mobile home-agent address address |ip mobile home-agent standby

In this configuration, address is the hsrp-group-name virtual-network

HSRP group address.

Virtual network Multiple ip mobile home-agent address address |ip mobile home-agent standby
hsrp-group-namel virtual-network

In this configuration, address is the
loopback interface address. ip mobile home-agent standby
hsrp-group-name?2 virtual-network

Repeat this command for each HSRP
group associated with the physical
connection.
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HA Redundancy for Multiple Virtual Networks Using Multiple Physical Networks Example

This section presents two configuration examples:
e The mobile node and home agent are on different subnets.
e The mobile node and home agent are on the same subnet.

Figure 33 shows an example network topology for this configuration type.

Figure 33 Topology Showing HA Redundancy on Virtual Networks Using Multiple Physical
Networks
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Mobile Node and Home Agent on Different Subnets

HA1 and HA2 share responsibility in providing home agent service for mobile nodes on virtual networks
20.0.0.0, 30.0.0.0, and 40.0.0.0. Both home agents are configured with a global home agent address of
10.0.0.10, which is the address of their loopback interface. This configuration allows home agents to
receive registration requests and packets destined to 10.0.0.10.

The loopback address is used as the global HA address instead of the HSRP group addresses 1.0.0.10
and 2.0.0.10 to allow the HAs to continue serving the virtual networks even if either physical network
goes down.

Mobile nodes are configured with home agent address 10.0.0.10. When registrations come in, either
home agent processes them (depending on routing protocols) and updates the peer home agent. The
home agent that receives the registration finds the first HSRP group that is mapped to 10.0.0.10 with a
peer in the group and sends the update out that interface. If there is a network problem (for example, the
home agent network adapter fails or cable disconnects), HSRP notices the absence of the peer. The home
agent does not use that HSRP group and finds another HSRP group to use.

| .“
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~

Note

All routers must have identical loopback interface addresses, which will be used as the global HA
address. However, do not use this address as the router ID for routing protocols.

When the peer home agent receives the registration update, both home agents tunnel the packets to the
mobile nodes.

HA1 Configuration

interface ethernet0

ip address 1.0.0.1 255.0.0.0
standby ip 1.0.0.10

standby name SanJoseHANetl

interface ethernetl

ip address 2.0.0.1 255.0.0.0
standby ip 2.0.0.10

standby name SanJoseHANet2

interface loopback0
ip address 10.0.0.10 255.255.255.255

!Specifies global HA address=loopback address to be used by all mobile nodes

ip mobile home-agent address 10.0.0.10

ip mobile virtual-network 20.0.0.0 255.0.0.0

ip mobile virtual-network 30.0.0.0 255.0.0.0

ip mobile virtual-network 40.0.0.0 255.0.0.0

Used to map to the HSRP group SanJoseHANetl

ip mobile home-agent standby SanJoseHANetl virtual-network

Used to map to the HSRP group SanJoseHANet2

ip mobile home-agent standby SanJdJoseHANet2 virtual-network

ip mobile secure home-agent 1.0.0.2 spi 100 key hex 00112233445566778899001122334455
ip mobile secure home-agent 2.0.0.2 spi 100 key hex 00112233445566778899001122334455

HA2 Configuration

interface ethernet0

ip address 1.0.0.2 255.0.0.0
standby ip 1.0.0.10

standby name SanJoseHANetl

interface ethernetl

ip address 2.0.0.2 255.0.0.0
standby ip 2.0.0.10

standby name SanJoseHANet2

interface loopback0
ip address 10.0.0.10 255.255.255.255

!Specifies global HA address=loopback address to be used by all mobile nodes

ip mobile home-agent address 10.0.0.10

ip mobile virtual-network 20.0.0.0 255.0.0.0

ip mobile virtual-network 30.0.0.0 255.0.0.0

ip mobile virtual-network 40.0.0.0 255.0.0.0

Used to map to the HSRP group SanJoseHANetl

ip mobile home-agent standby SanJoseHANetl virtual-network

Used to map to the HSRP group SanJoseHANet2

ip mobile home-agent standby SanJoseHANet2 virtual-network

ip mobile secure home-agent 1.0.0.1 spi 100 key hex 00112233445566778899001122334455
ip mobile secure home-agent 2.0.0.1 spi 100 key hex 00112233445566778899001122334455
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Mobile Node and Home Agent on Same Subnet

For each virtual network, a loopback address is configured on the HA to be on the same subnet as the
virtual network. It is only necessary to configure one loopback interface and assign different IP addresses
to the loopback interface for each virtual network, that is, using the ip address ip-address mask
[secondary] interface configuration command. A mobile node on a particular virtual network uses the
HA IP address =loopback address configured for that virtual network. When a standby HA comes up, it
also uses this HA IP address to retrieve mobility bindings for mobile nodes on a particular virtual
network.

HA1 Configuration

interface e0

ip address 1.0.0.1 255.0.0.0
standby ip 1.0.0.10

standby name SanJoseHANetl

interface ethernetl

ip address 2.0.0.1 255.0.0.0
standby ip 2.0.0.10

standby name SanJoseHANet2

! loopback to receive registration from MN on each virtual-network
interface loopback0

ip address 20.0.0.1 255.255.255.255

ip address 30.0.0.1 255.255.255.255 secondary

ip address 40.0.0.1 255.255.255.255 secondary

ip mobile home-agent

! address used by Standby HA for redundancy (update and download) for

! each virtual-network

ip mobile virtual-network 20.0.0.0 255.0.0.0 address 20.0.0.1

ip mobile virtual-network 30.0.0.0 255.0.0.0 address 30.0.0.1

ip mobile virtual-network 40.0.0.0 255.0.0.0 address 40.0.0.1

used to map to the HSRP groups SandJoseHANetl and SanJoseHANet2

ip mobile home-agent standby SanJoseHANetl virtual-network

ip mobile home-agent standby SanJoseHANet2 virtual-network

ip mobile secure home-agent 1.0.0.2 spi 100 key hex 00112233445566778899001122334455
ip mobile secure home-agent 2.0.0.2 spi 100 key hex 00112233445566778899001122334455

HA2 Configuration

interface ethernet0

ip address 1.0.0.2 255.0.0.0
standby ip 1.0.0.10

standby name SanJoseHA

interface ethernetl

ip address 2.0.0.2 255.0.0.0
standby ip 2.0.0.10

standby name SanJoseHANet2

! loopback to receive registration from MN on each virtual-network
interface loopback0

ip address 20.0.0.1 255.255.255.255

ip address 30.0.0.1 255.255.255.255 secondary

ip address 40.0.0.1 255.255.255.255 secondary

ip mobile home-agent

! address used by Standby HA for redundancy (update and download) for
! each virtual-network

ip mobile virtual-network 20.0.0.0 255.0.0.0 address 20.0.0.1
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ip mobile virtual-network 30.0.0.0 255.0.0.0 address 30.0.0.1

ip mobile virtual-network 40.0.0.0 255.0.0.0 address 40.0.0.1

! used to map to the HSRP groups SanJoseHANetl and SanJoseHANet2

ip mobile home-agent standby SanJoseHANetl virtual-network

ip mobile home-agent standby SanJoseHANet2 virtual-network

ip mobile secure home-agent 1.0.0.1 spi 100 key hex 00112233445566778899001122334455
ip mobile secure home-agent 2.0.0.1 spi 100 key hex 00112233445566778899001122334455
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Mobile IP MIB Support for SNMP

This document describes the Mobile IP MIB Support for SNMP feature in Cisco IOS Release 12.2(2)T.
It includes the following sections:

¢ Feature Overview

e Supported Platforms

e Supported Standards, MIBs, and RFCs

e Prerequisites

e Configuration Tasks

¢ Monitoring and Maintaining Mobile IP MIBs
¢ Configuration Examples

e Command Reference

e Glossary

Feature Overview

I
CISCO.

The Mobile IP MIB Support for SNMP feature adds a MIB module that expands network monitoring and
management capabilities of foreign agent (FA) and home agent (HA) Mobile IP entities. Mobile IP
management using Simple Network Management Protocol (SNMP) is defined in two MIBs: the
RFC2006-MIB and the CISCO-MOBILE-IP-MIB.

The RFC2006-MIB is a MIB module that uses the definitions defined in RFC 2006, The Definitions of
Managed Objects for IP Mobility Support Using SMIv2. Beginning in Cisco IOS Release 12.2(1)T,
RFC 2006 Set operations and an SNMP notification (trap) are supported. Set operations, performed from
a network management system (NMS), allow you to use the RFC2006-MIB objects for starting and
stopping the Mobile IP service, modifying and deleting security associations, modifying advertisement
parameters, and configuring 'care-of addresses' for FAs. An SNMP notification for security violations
can also be enabled on supported routing devices using the Cisco IOS software (see the “Configuration
Tasks” section for details).

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA
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Benefits

Restrictions

The CISCO-MOBILE-IP-MIB is a Cisco enterprise-specific extension to the RFC2006-MIB. The
CISCO-MOBILE-IP-MIB allows you to monitor the total number of HA mobility bindings and the total
number of FA visitor bindings using an NMS. These bindings are defined in the
CISCO-MOBILE-IP-MIB as cmiHaRegTotalMobilityBindings and cmiFaRegTotalVisitors, respectively.

The RFC2006-MIB defines a notification for Mobile IP entities (HA or FA) that can be sent to an NMS
if there is a security violation. This notification can be used to identify the source of intrusions.

The RFC2006-MIB also defines a table (mipSecViolationTable) to log the security violations in the
Mobile IP entities. This log can be retrieved from an NMS (using Get operations) and can be used to
analyze the security violation instances in the system.

The CISCO-MOBILE-IP-MIB allows you to monitor the total number of HA mobility bindings.
Customers can now obtain a snapshot of the current load in their HAs, which is important for gauging
load at any time in the network and tracking usage for capacity planning.

The following restrictions exist for using Set operations on the following objects and tables in the
RFC2006 MIB:

¢ mipEnable object—This object can be used to start and stop the Mobile IP service on the router.
There are no issues with the Set support for this object.

e faRegistrationRequired object—This object controls whether the mobile node (MN) should register
with the FA. The Cisco implementation of Mobile IP allows configuring this parameter at an
interface level through the command line interface. However, this object is not defined at the
interface level in the MIB. Therefore, Set support is not enabled for this object.

¢ mipSecAssocTable—This table allows the configuration of security associations between different
Mobile IP entities (HA, FA, and MN). The index objects for this table are the IP address of the entity
and security parameter index (SPI). To create a security association, the Cisco IOS software needs
to know the correspondence between the IP address of the entity (used as index) and the kind of
entity (FA, HA, or MN). No object in this table provides this information. Therefore, creation of
rows in this table is not supported. The Cisco implementation allows only the modification of
existing security associations. Table 1 shows the fixed values for objects in the mipSecAssocTable.

Table 1 Fixed Security Method for RFC2006-MIB mipSecAssocTable Objects
Object Fixed Security Method Value
mipSecAlgorithmType MD5

mipSecAlgorithmMod prefixSuffix

mipSecReplayMethod timestamps

When the mipSecKey object value is set with a Set operation, the value will be interpreted as an
ASCII key if it contains printable ASCII values. Otherwise, the key will be interpreted as a hex
string.
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Because there is no rowStatus object in this table, deletion of rows in this table is achieved by setting
the mipSecKey object to some special value. Existing security associations can be removed by
setting the mipSecKey object to all zeros.

maAdvConfigTable—This table allows modification of advertisement parameters of all
advertisement interfaces in the mobility agent. Even though this table has a rowStatus object, row
creation and destroy is not possible because creating a new row implies that an HA or FA service
should be started on the interface corresponding to the new row. But no object in this table specifies
the service (HA or FA) to be started. Therefore, there should already be one row corresponding to
each interface on which the FA or HA service is enabled.

When the maAdvResponseSolicitationOnly object has a TRUE value, the maAdvMaxInterval,
maAdvMinlnterval, and maAdvMaxAdvLifetime objects of this table are not instantiated.

If the interface corresponding to a row is not up, the row will move to the notReady state.

faCOATable—This table allows configuration of care-of addresses on an FA. This table has two
objects: the rowStatus object and the index of the table. Row creation is not supported through
createAndWait rowStatus because this table has only one object that can be set (rowStatus). The
notInService state for rows in this table is not supported.

If the interface corresponding to the care-of address (configured by a row of this table) is not up,
then the status of the row will be notReady. Creating a new row that corresponds to an interface that
is not up is not possible.

Related Features and Technologies

SNMP
Mobile IP

Related Documents

This feature adds support for RFC 2006 Set operations and security violation traps. For specifications,
see RFC 2006, The Definitions of Managed Objects for IP Mobility Support Using SMIv2.

For information on configuring SNMP using Cisco I0S software, refer to the following documents:

The “Configuring SNMP Support” chapter of the Cisco I0S Configuration Fundamentals
Configuration Guide, Release 12.2

The “SNMP Commands” chapter of the Cisco I0S Configuration Fundamentals Command
Reference, Release 12.2

For information on using SNMP MIB features, refer to the appropriate documentation for your network
management system.

For information on configuring Mobile IP using Cisco IOS software, refer to the following documents:

The “Configuring Mobile IP” chapter of the Cisco IOS IP Configuration Guide, Release 12.2

The “Mobile IP Commands” chapter of the Cisco IOS IP Command Reference, Volume I of 3:
Addressing and Services, Release 12.2
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Supported Platforms

Mobile IP support for SNMP functionality is available only in software images that support Mobile IP
and SNMP. Supported platforms include the following:

e (Catalyst 5000 family Route Switch Module (RSM)

e (Catalyst 6000 family Multilayer Switch Feature Card (MSFC)

e Cisco 2600 series

e Cisco 3600 series

¢ Cisco 4000 series

e Cisco 7000 family (Cisco 7100 series, 7200 series, and 7500 series)
e Cisco uBR7200 series

Platform Support Through Feature Navigator

Cisco IOS software is packaged in feature sets that support specific platforms. To get updated
information regarding platform support for this feature, access Feature Navigator. Feature Navigator
dynamically updates the list of supported platforms as new platform support is added for the feature.

Feature Navigator is a web-based tool that enables you to quickly determine which Cisco I0S software
images support a specific set of features and which features are supported in a specific Cisco IOS image.

To access Feature Navigator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, e-mail the Contact Database Administration group at cdbadmin@cisco.com. If you
want to establish an account on Cisco.com, go to http://www.cisco.com/register and follow the directions
to establish an account.

Feature Navigator is updated when major Cisco IOS software releases and technology releases occur. As
of May 2001, Feature Navigator supports M, T, E, S, and ST releases. You can access Feature Navigator
at the following URL:

http://www.cisco.com/go/fn

Supported Standards, MIBs, and RFCs

Standards

No new or modified standards are supported by this feature.

MIBs
e RFC2006-MIB

e CISCO-MOBILE-IP-MIB

To obtain lists of supported MIBs by platform and Cisco IOS release, and to download MIB modules,
go to the Cisco MIB website on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml.

RFCs
e RFC 2006, The Definitions of Managed Objects for IP Mobility Support Using SMIv2

e RFC 2002, IP Mobility Support
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Prerequisites

Prerequisites

The tasks in this document assume that you have configured SNMP and Mobile IP on your devices.
Because this feature allows modification and deletion of security associations in the mipAssocTable
through SNMP Set operations, use of SNMPv3 is strongly recommended.

Configuration Tasks

See the following sections for configuration tasks for the Mobile IP MIB Support for SNMP feature.
Each task in the list is identified as either required or optional:

¢ Configuring the Router to Send Mobile IP MIB Notifications (required)
e Verifying Mobile IP MIB Configuration (optional)

Configuring the Router to Send Mobile IP MIB Notifications

To configure the router to send Mobile IP traps or informs to a host, use the following commands in
global configuration mode:

Command Purpose

Router (config)# snmp-server enable traps ipmobile Enables the sending of Mobile IP notifications (traps and
informs) for use with SNMP.

Router (config) # snmp-server host host-addr [traps | Specifies the recipient (host) for Mobile IP traps or

informs] [version {1 | 2¢ | 3 [auth | noauth | priv]}] informs.

community-string [udp-port port] ipmobile

Note that Mobile IP notifications need not be enabled on a system to process simple Set or Get SNMP
requests.

Verifying Mobile IP MIB Configuration

Use the more system:running-config or the show running-config command to verify that the desired
snmp-server commands are in your configuration file.

Monitoring and Maintaining Mobile IP MIBs

The Mobile IP MIB Support for SNMP feature is designed to provide information to network
management applications (typically graphical-user-interface programs running on an external NMS).
Mobile IP MIB objects can be read by the NMS using SNMP Set, Get, Get-next, and Get-bulk
operations. Traps or informs can also be sent to the NMS by enabling the “ipmobile” notification type
as described in the “Configuration Tasks” section.
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Configuration Examples

In the following example, Mobile IP security violation notifications are sent to the host
myhost.cisco.com as informs. The community string is defined as privatel.

snmp-server enable traps ipmobile
snmp-server host myhost.cisco.com informs version 3 auth privatel

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S IP Mobility Command Reference at
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco IOS Master Commands List.

New Command
e snmp-server enable traps ipmobile

Modified Command

e snmp-server host

Glossary

care-of address—An address used temporarily by a mobile node as a tunnel exit-point when the mobile
node is connected to a foreign link.

foreign agent—A router on a visited network of a mobile node that provides routing services to the
mobile node while registered. The foreign agent detunnels and delivers datagrams to the mobile node
that were tunneled by the home agent of the mobile node. For datagrams sent by a mobile node, the
foreign agent may serve as a default router for registered mobile nodes.

home agent—A router on the home network of a mobile node that tunnels packets to the mobile node
while it is away from home. It keeps current location information for registered mobile nodes called a
mobility binding.

inform—An SNMP trap message that includes a delivery confirmation request. See “trap.”

MIB—Management Information Base. Database of network management information that is used and
maintained by a network management protocol such as SNMP. The value of a MIB object can be changed
or retrieved using SNMP commands, usually through a Network Management System (NMS). MIB
objects are organized in a tree structure that includes public (standard) and private (proprietary)
branches.

mobile node—A host or router that changes its point of attachment from one network or subnet to
another. A mobile node may change its location without changing its IP address; it may continue to
communicate with other Internet nodes at any location using its home IP address, assuming link-layer
connectivity to a point of attachment is available.

NMS—network management system. An application or suite of applications designed to monitor
networks using SNMP. CiscoView is one example of an NMS.



http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html
http://tools.cisco.com/Support/CLILookup
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Availability of Cisco 10S Software Images

Platform support for particular Cisco IOS software releases is dependent on the availability of the
software images for those platforms. Software images for some platforms may be deferred, delayed, or
changed without prior notice. For updated information about platform support and availability of
software images for each Cisco IOS software release, refer to the online release notes or, if supported,
Cisco Feature Navigator.

Contents

e Restrictions for Mobile IP—NAT Detect, page 2
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Restrictions for Mobile IP—NAT Detect

This feature is supported for mobile nodes using a collocated care-of address only. Mobile nodes using
a foreign agent care-of address behind a NAT gateway cannot be detected by the home agent.

How to Configure Mobile IP—NAT Detect

This section contains the following procedures:
e Configuring NAT Detect, page 2 (required)
e Verifying the NAT Detect Configuration, page 3 (optional)

Configuring NAT Detect

To configure NAT detect on the home agent, use the following commands:

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. router mobile
4. exit
5. ip mobile home-agent [address ip-address] [broadcast] [care-of-access access-list] [lifetime

number] [nat-detect] [replay seconds] [reverse-tunnel-off] [roam-access access-list]
[suppress-unreachable]
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

How to Configure Mobile IP—NAT Detect

Command or Action

Purpose

enable

Example:
Router> enable

Enables higher privilege levels, such as privileged EXEC
mode.

e Enter your password if prompted.

configure {terminal | memory | network}

Example:
Router# configure terminal

Enters global configuration mode.

router mobile

Example:
Router (config)# router mobile

Enables Mobile IP on the router.

exit

Example:
Router (config-router)# exit

Returns to global configuration mode.

ip mobile home-agent [address

ip-address] [broadcast] [care-of-access
access-1ist] [lifetime number] [nat-detect]
[replay seconds] [reverse-tunnel-off]
[roam-access access-list]
[suppress-unreachable]

Example:
Router (config)# ip mobile home-agent nat-detect

Enables home agent services and NAT detect.

Verifying the NAT Detect Configuration

To verify that the Mobile IP—NAT Detect feature is working, perform the following steps:

SUMMARY STEPS

1. show ip mobile globals
2. show ip mobile binding

3. show ip mobile traffic
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DETAILED STEPS

Command or Action

Purpose

Step1  show ip

mobile globals

Displays global information for mobile agents.

Example:
Router# show ip mobile globals
Step2  show ip mobile binding Displays the mobility binding table.
Example:
Router# show ip mobile binding
Step3  show ip mobile traffic Displays protocol counters.

Example:

Router#

show ip mobile traffic

e This command will show the number of successful
registration requests using NAT detect.

Configuration Examples for Mobile IP—NAT Detect

This section provides the following configuration example:

e Home Agent with NAT Detect Example, page 4

Home Agent with NAT Detect Example

In the following example, the home agent can detect registration requests from a mobile node behind a
NAT-enabled router. The mobile node will use the NAT inside address as the collocated care-of address
used in its registration requests.

Home Agent
ip routing
!
interface ethernetl
ip address 1.0.0.1 255.0.0.0
!
interface ethernet?2
ip address 2.0.0.1 255.0.0.0
!
router mobile
|
router ospf 100
redistribute mobile subnets metric 1500
network 1.0.0.0 0.255.255.255 area 0
network 2.0.0.0 0.255.255.255 area 0
|
ip mobile home-agent lifetime 65535 nat-detect replay 255
ip mobile virtual-network 65.0.0.0 255.0.0.0
ip mobile host 65.1.1.1 65.1.1.10 virtual-network 65.0.0.0 255.0.0.0

ip mobile secure host 65.1.1.1 65.1.1.10 spi 100 key hex 12345678123456781234567812345678
!
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Router Configured with NAT

ip routing
|
interface ethernet2
ip address 2.0.0.2 255.0.0.0
ip nat outside
|
interface e4
ip address 4.0.0.1 255.0.0.0
ip nat outside
!
! Outside address 2.0.0.101 used for any packet coming from inside 4.0.0.101
1 4.0.0.101 is the collocated care-of address used by MN to register
ip nat inside source static 4.0.0.101 2.0.0.101
router mobile
|
router ospf 100
network 2.0.0.0 0.255.255.255 area 0

network 4.0.0.0 0.255.255.255 area 0
!

Additional References

For additional information related to the Mobile IP—NAT Detect feature, refer to the following sections:
e Related Documents, page 5
e Standards, page 6
e MIBs, page 6
e RFCs, page 6

e Technical Assistance, page 7

Related Documents

Related Topic

Document Title

Mobile IP configuration tasks “Configuring Mobile IP” chapter in the Cisco 10S IP Configuration

Guide, Release 12.2.

Mobile IP commands

“Mobile IP Commands” chapter in the Cisco I0S IP Command
Reference, Volume 1 of 3: Addressing and Services, Release 12.2

NAT configuration tasks “Configuring IP Addressing” chapter in the Cisco 10S IP

Configuration Guide, Release 12.2

NAT commands

“IP Addressing Commands” chapter in the Cisco 10S IP Command
Reference, Volume 1 of 3: Addressing and Services, Release 12.2
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Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been
modified by this feature.

To obtain lists of supported MIBs by platform and Cisco I0OS
release, and to download MIB modules, go to the Cisco MIB website
on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL.:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com

by following the directions found at this URL:

http://www.cisco.com/register

RFCs

RFCs

Title

No new or modified RFCs are supported by this
feature, and support for existing RFCs has not been
modified by this feature.
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http://www.cisco.com/register
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Technical Assistance

Description

Link

Technical Assistance Center (TAC) home page, http://www.cisco.com/public/support/tac/home.shtml

containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, tools, and lots more.
Registered Cisco.com users can log in from this page to
access even more content.

Command Reference

Glossary

Note

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S IP Mobility Command Reference at
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

¢ ip mobile home-agent
e show ip mobile binding
e show ip mobile globals

e show ip mobile traffic

care-of address—The termination point of the tunnel to a mobile node or mobile router. This can be a
collocated care-of address, by which the mobile node or mobile router acquires a local address and
detunnels its own packets, or a foreign agent care-of address, by which a foreign agent detunnels packets
and forwards them to the mobile node or mobile router.

Refer to the Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the
Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a

partnership relationship between Cisco and any other company. (0710R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.
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Cisco Feature Navigator is updated regularly when major Cisco IOS software releases and technology
releases occur. For the most current information, go to the Cisco Feature Navigator home page at the
following URL:

http://www.cisco.com/go/fn

Availability of Cisco 10S Software Images

Platform support for particular Cisco IOS software releases is dependent on the availability of the
software images for those platforms. Software images for some platforms may be deferred, delayed, or
changed without prior notice. For updated information about platform support and availability of
software images for each Cisco IOS software release, refer to the online release notes or, if supported,
Cisco Feature Navigator.
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¢ How to Configure Generic NAI Support and Home Address Allocation, page 4
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¢ Command Reference, page 16

e Glossary, page 16

Information About Generic NAI Support and Home Address
Allocation

To following sections describe concepts related to generic NAI support and home address allocation:
e NAI Overview, page 2
e Home Address Allocation, page 3
¢ Benefits of Generic NAI Support and Home Address Allocation, page 4

NAI Overview

Authentication, Authorization, and Accounting (AAA) servers are used within the Internet to provide
authentication and authorization services for dial-up computers. AAA servers identify clients using the
NAI The NAI is a character string in the format of an e-mail address as either user or user @ realm but
it need not be a valid e-mail address or a fully qualified domain name. The NAI can be used either in a
specific or generic form. The specific form, which must contain the user portion and may contain the
@realm portion, identifies a single user. The generic form allows all users in a given realm or without a
realm to be configured on a single command line. Each user still needs a unique security association, but
these associations can be stored on a AAA server.

The original purpose of the NAI was to support roaming between dialup ISPs. With the NAI, each ISP
need not have all the accounts for all of its roaming partners in a single RADIUS database. RADIUS
servers can proxy requests to remote servers for each realm.



http://www.cisco.com/go/fn

| Mobile IP—Generic NAI Support and Home Address Allocation

Information About Generic NAI Support and Home Address Allocation Il

These services are also valuable for mobile nodes using Mobile IP when the nodes are attempting to
connect to foreign domains with AAA servers. The Mobile IP—Generic NAI Support and Home Address
Allocation feature introduces a method for the mobile node to identify itself by including the NATI along
with the Mobile IP registration request.

RFC 2794, Mobile IP Network Access ldentifier Extension for IPv4, defines a mobile node NAI
extension of type 131 to the Mobile IP registration messages. This extension must appear in the
registration request before the mobile-home authentication extension (MHAE) and mobile-foreign
authentication extension (MFAE). The home agent authenticates the mobile node and allocates an IP
address. For static IP address allocation, the mobility binding is identified in the home agent as a flow
{NALI, IP address} and for dynamic address assignment the mobility binding is identified by the NAI
only.

Home Address Allocation

The home agent allocates a home address to the mobile node based on the NAI received during Mobile
IP registration. The IP addresses can be statically or dynamically allocated to the mobile node. In
addition, multiple static IP addresses can be allocated to the same NAI. The home agent will not permit
simultaneous registrations for different NAIs with the same IP address, whether it is statically or
dynamically allocated.

Static IP Addresses

~

Note

Static IP addresses must be configured on the mobile node. The home agent supports static IP addresses
that might be public IP addresses, or addresses in a private domain.

Use of private addresses for Mobile IP services requires reverse tunneling between the foreign agent and
the home agent.

The mobile user proposes the configured/available address as a nonzero home address in the registration
request message. The home agent can accept this address or return another address in the registration
reply message. The home agent can authorize the IP address by accessing the AAA server or DHCP
server. The AAA server may return the name of a local pool, or a single IP address. On successful Mobile
IP registration, Mobile IP based services are made available to the user.

Dynamic IP Addresses

A mobile node can request a dynamically allocated IP address by proposing an all-zero home address in
the registration request message. The home agent allocates a home address and returns it to the mobile
node in the registration reply message.

A fixed address is a dynamically assigned address that is always the same.

The home address can be allocated from a AAA server, a DHCP server, or configured locally through
the command line interface (CLI). You can also define a local pool for address allocation on a AAA
server or through the CLI.
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Address Allocation for Same NAI with Multiple Static Addresses

The home agent supports multiple Mobile IP registrations for the same NAI with different static
addresses through static address configuration on the command line or by configuring static-ip-address
pool (s) at the AAA server or DHCP server. When the home agent receives a registration request message
from the mobile user, the home agent accesses the AAA for authentication, and possibly for assignment
of an IP address.

A single mobile user can use multiple static IP addresses either on the same IP device or multiple IP
devices, while maintaining only one AAA record and security association. The ISP can then bill the user
based on the NAI, independent of which IP device was used.

How Registrations Are Processed for the Same NAI
When the same NAI is used for registration from two different mobile IP devices, the behavior is as
follows:
e [If static address allocation is used in both cases, they are considered independent cases.
e If dynamic address allocation is used in both cases, the second registration replaces the first.

e If static is used for the first registration, and dynamic for the second, the dynamic address allocation
replaces the static address allocation.

e If dynamic is used for the first registration, and static for the second, they are considered
independent cases.

Additionally, two flows originating from the same mobile node using the same NAI, but two different
home agents, are viewed as independent cases.

Benefits of Generic NAl Support and Home Address Allocation

e Provides a mechanism to identify users based on the NAI
e Supports static and dynamic IP address allocation

e Optimizes the use of IP addresses by reusing them

How to Configure Generic NAI Support and Home Address
Allocation

e Configuring the Home Agent, page 4 (required)

e Configuring AAA in the Mobile IP Environment, page 9 (optional)

¢ Configuring RADIUS in the Mobile IP Environment, page 10 (optional)
e Verifying Generic NAI Support and Home Address Allocation (optional)

Configuring the Home Agent

Perform one of the following tasks in this section, depending on whether you want to configure static IP
addresses or dynamic IP addresses.

-. |
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Static IP Addresses

This section describes how to configure the home agent to allocate static IP addresses.

Local Authorization

A static address can be authorized on a per-mobile node or per-realm basis. Per-mobile node
configurations require a specific NAI in the form of user or user @realm to be defined on the home agent
and allow up to five addresses or a pool per NAI. Per-realm configurations require that a generic NAI be
in the form of @realm and only allows address allocation from a local pool.

AAA Authorization

The number of mobile nodes that can be configured is limited because of NVRAM on the router. So, as
an option, you can also store the authorized addresses or local pool name in a AAA server. Each user
must have either the static-addr-pool attribute or the static-pool-def attribute configured in the AAA
server. Unlike the static address configuration on the command line, the static-addr-pool attribute is not
limited in the number of addresses. See the “Configuration Examples for Generic NAI Support and
Home Address Allocation” section in this document for AAA configuration examples.

Static IP Address Configuration Priority
If the configuration exists locally as well as on the AAA server, the AAA configuration takes precedence
over the local pool of addresses. The priority is given in the following order:
1. AAA addresses

AAA pool name

Local mobile node static addresses

s w N

Local pool

In cases where the static addresses list is retrieved from the AAA server but all the addresses are already
in use by other mobile nodes, the next priority addressing mechanism is used.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. ip local pool {named-address-pool | default} {first-ip-address [last-ip-address]}
4. ip mobile host {lower [upper] | nai string [static-address {addrl [addr2] [addr3] [addr4] [addr5]

| local-pool name}] } {interface name | virtual-network nerwork-address mask} [aaa [load-sa]]
[care-of-access access-list] [lifetime number]

5. ip mobile secure host {lower [upper] | nai string} {inbound-spi spi-in outbound-spi spi-out | spi
spi} key hex string [replay timestamp [number] algorithm {mdS | hmac-mdS5}
mode prefix-suffix]
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DETAILED STEPS

Command or Action

Purpose

Step 1 enable

Example:
Router> enable

Enables higher privilege levels, such as privileged EXEC
mode.

e Enter your password if prompted.

Step 2 configure {terminal | memory | network}

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip local pool {named-address-pool | default}
{first-ip-address [last-ip-address]}

Example:

Router (config)# ip local pool static-user-pool

172.21.58.3 172.21.58.254

(Optional) Configures a local pool of IP addresses.

e An NAI configured in the form of @realm can only be
allocated addresses from a local pool.

Step4 ip mobile host {lower [upper] | nai string

[static-address {addrl [addr2] [addr3] [addr4]

[addr5] | local-pool name}] } {interface name |
virtual-network network-address mask} [aaa

[1oad-sa]] [care-of-access access-list] [lifetime

number]

Example:
Router (config)# ip mobile host nai

joe@staticuser.com local-pool static-user-pool

interface FastEthernet0/0

Example:

Router (config)# ip mobile host nai joe
static-address 172.21.58.3 172.21.58.4
interface FastEthernet0/0

Example:

Router (config)# ip mobile host nai
joe@staticuser.com interface FastEthernet0/0
aaa

Configures the mobile host or mobile node group.

e In the first example, a local pool named static-user-pool
is used for static address allocation.

e In the second example, multiple static addresses are
configured and are associated with the same NAI. This
configuration allows a single user to use multiple static
IP addresses either on the same IP device or multiple IP
devices, while maintaining only one AAA record and
security association. Note that this option can only be
used when the nai string is not a realm.

e In the third example, the mobile host stores its
authorized address in a AAA server. The appropriate
attributes must be configured on the AAA server.

Step5 ip mobile secure host {lower [upper] | nai
string} {inbound-spi spi-in outbound-spi
spi-out | spi spi} key hex string [replay
timestamp [number] algorithm {md5 | hmac-md5}
mode prefix-suffix]

Example:

Router (config)# ip mobile secure host nai
user@staticuser.com spi 100 key hex
123456781234567812345678123245678

Specifies the mobility security associations for the mobile
host. This step is optional only if you specify the aaa
keyword in the ip mobile host command.

N
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Dynamic IP Addresses

This section describes how to configure the home agent to allocate dynamic IP addresses to mobile

nodes.

DHCP
Optionally, Mobile IP uses the existing Cisco IOS DHCP proxy client to allocate dynamic home
addresses by a DHCP server. The NAI is sent in the DHCP client-id option and can be used to provide
dynamic DNS services.

AAA

Dynamic IP addressing from a AAA server allows support for fixed and or per session addressing for
mobile nodes without the task of maintaining addressing at the mobile node or home agent. The AAA
server can return either a specific address, a local pool name, or a DHCP server address.

Dynamic IP Address Configuration Priority
If the configuration exists locally as well as on the AAA server, the AAA configuration takes precedence
over the local pool of addresses. The priority is given in the following order:
1. AAA address

AAA pool

Local mobile node address

Local pool

DHCP pool

L I

Restrictions

e The current implementation does not allow DHCP to be used with virtual networks.

e Local pool allocation cannot be used with the home agent redundancy feature.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. ip local pool {named-address-pool | default} {first-ip-address [last-ip-address]}
4. ip mobile host nai string [address {addr | pool {local name | dhcp-proxy-client [dhcp-server

addr]}] {interface name | virtual-network network-address mask} [aaa [load-sa]] [care-of-access
access-list] [lifetime number]

5. ip mobile secure host {lower [upper] | nai string} {inbound-spi spi-in outbound-spi spi-out | spi
spi} key hex string [replay timestamp [number] algorithm {mdS | hmac-mdS5}
mode prefix-suffix]
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Configuration Examples for Generic NAI Support and Home
Address Allocation

This section provides the following configuration examples:
e Static Home Addressing Using NAI Examples, page 13
¢ Dynamic Home Addressing Using NAI Examples, page 13
e Home Agent Using NAI AAA Server Example, page 13
e AAA and Local Configuration Example, page 14

Static Home Addressing Using NAI Examples

The following example configures a local pool of static addresses to be used in assigning IP addresses
to mobile nodes in the cisco.com domain:

router mobile

!

ip local pool mobilenodes 172.21.58.3 172.21.58.250

ip mobile host nai @cisco.com static-address local-pool mobilenodes
ip mobile secure host nai @cisco.com spi 100 key hex 123456781234567812345678123245678

Dynamic Home Addressing Using NAI Examples

The following is an example of dynamic addressing using a local pool:

router mobile

1

ip local pool my-pool 10.1.2.3 10.1.2.5

ip mobile host nai jane@cisco.com address pool local my-pool virtual-network 10.0.0.0
255.255.255.0

ip mobile secure host nai jane@cisco.com spi 100 key hex 123456781234567812345678123245678

The following is an example of dynamic addressing using a DHCP server specified by the DHCP proxy
client:
router mobile

ip mobile host nai jane@cisco.com address pool dhcp-proxy-client dhcp-server 10.1.2.3
interface FastEthernet 0/0
ip mobile secure host nai jane@cisco.com spi 100 key hex 123456781234567812345678123245678

Home Agent Using NAI AAA Server Example

In the following static configuration, the home agent can use a AAA server to store either the authorized
addresses or local pool name. For the mobile node to request a static address, either the static-addr-pool
attribute or the static-pool-def attribute must be configured on the AAA server.

g s |
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Home Agent
The following example shows how the home agent is configured to use the AAA server:

aaa new-model

aaa authorization ipmobile radius
|

ip local pool mobilenodes 10.0.0.5 10.0.0.10
ip mobile host nai user@staticuser.com interface FastEthernet0/0 aaa
ip mobile host nai @static.com interface FastEthernet0/0 aaa

Radius Attributes

Cisco-AVPair = “mobileip:static-addr-pool=10.0.0.1 10.0.0.2 10.0.0.3”"
Cisco-AVPair = “mobileip:static-pool-def=mobilenodes”

AAA and Local Configuration Example

You can also configure some addressing details on the home agent and some on the AAA server. In the
following example, a set of authorized static addresses for a mobile node are configured on the AAA
server and the dynamic addresses are configured locally on the home agent.

Home Agent

ip mobile host nai @cisco.com address pool local mobilenodes interface ethernet2/1 aaa

Radius Attribute
Cisco-AVPair = “mobileip:static-addr-pool=10.2.0.1 10.2.0.2 10.0.0.3”"

Additional References

For additional information related to generic NAI support and home address assignment, refer to the
following sections:

e Related Documents
e Standards

e MIBs

¢ RFCs

e Technical Assistance

Related Documents

Related Topic Document Title

Mobile IP configuration tasks “Configuring Mobile IP” chapter in the Cisco I10S IP Configuration
Guide, Release 12.2

Mobile IP commands: complete command syntax, “Mobile IP Commands” chapter in the Cisco I0S IP Command

command mode, defaults, usage guidelines, and Reference, Volume 1 of 3: Addressing and Services, Release 12.2

examples

-!-. |
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Additional References W

Related Topic Document Title

AAA configuration tasks Cisco 10S Security Configuration Guide, Release 12.2
AAA commands: complete command syntax, Cisco I0S Security Command Reference, Release 12.2
command mode, defaults, usage guidelines, and

examples

Standards

Standards Title

No new or modified standards are supported by this —
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs' MIBs Link

e CISCO-MOBILE-IP MIB To obtain lists of supported MIBs by platform and Cisco IOS
release, and to download MIB modules, go to the Cisco MIB website
on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

1. Not all supported MIBs are listed.

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL.:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register

RFCs

RFCs' Title

RFC 2486 The Network Access Identifier

RFC 2794 Mobile IP Network Access Ildentifier Extension for IPv4
RFC 3220 IP Mobility Support for IPv4

1. Not all supported RFCs are listed.

| .“
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Technical Assistance

Description

Link

Technical Assistance Center (TAC) home page,
containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, tools, and lots more.
Registered Cisco.com users can log in from this page to
access even more content.

http://www.cisco.com/public/support/tac/home.shtml

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S IP Mobility Command Reference at
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco IOS Master Commands List.

e clear ip mobile binding

e clear ip mobile host-counters

e clear ip mobile secure
e clear ip mobile visitor

¢ ip mobile home-agent

¢ ip mobile home-agent reject-static-address

¢ ip mobile host

e ip mobile secure

e show ip mobile binding
¢ show ip mobile globals

¢ show ip mobile host

e show ip mobile secure

e show ip mobile violation

e show ip mobile visitor

Glossary

home agent—A router on a home network of the mobile node or that tunnels packets to the mobile node
or mobile router while they are away from home. It keeps current location information for registered
mobile nodes called a mobility binding.

flow—In the context of this document, a flow is the set of {NAI, IP Address}. The flow allows a single
NALI to be associated with one or multiple IP addresses, for example, {NAI, ipaddrl}, {NAI, ipaddr2},

and so on.



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html
http://tools.cisco.com/Support/CLILookup
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Note

Glossary H

foreign agent—A router on the visited network of a foreign network that provides routing services to

the mobile node while registered. The foreign agent detunnels and delivers packets to the mobile node
or mobile router that were tunneled by the Home Agent of the mobile node. For packets sent by a mobile
node, the Foreign Agent may serve as a default router for registered mobile nodes.

mobility binding—The association of a home address with a care-of address and the remaining lifetime.

NAI—Network Access Identifier. The user ID submitted by the mobile node during registration to
identify the user for authentication. The NAI may help route the registration request to the right home
agent.

Refer to the Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the
Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
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Configuration Examples for Mobhile IP Home Agent Policy

Routing

The following section provides a configuration example:

e Home Agent Policy Routing Example, page 9

Home Agent Policy Routing Example

Note

In the following example, the route map named moipmap is applied to the Mobile IP tunnel and traffic
is routed, based on the NAI VPN realm configuration, through different connections across the policy
routers:

!

router mobile

1

ip mobile home-agent address 150.150.150.150 lifetime 65535 replay 255

ip mobile vpn-realm company?2.com route-map-sequence 10

ip mobile virtual-network 65.0.0.0 255.0.0.0

ip mobile host nai ulO@company2.com address 65.1.1.10 virtual-network 65.0.0.0 255.0.0.0
ip mobile host nai u9@company?2.com address 65.1.1.9 virtual-network 65.0.0.0 255.0.0.0
ip mobile host nai u2@companyl.com address 65.1.1.2 virtual-network 65.0.0.0 255.0.0.0
ip mobile host nai ul@companyl.com address 65.1.1.1 virtual-network 65.0.0.0 255.0.0.0

ip mobile secure host nai u2@companyl.com spi 100 key hex 12345678123456781234567812345678
ip mobile secure host nai ul@companyl.com spi 100 key hex 45678123451234567812367812345678
ip mobile secure host naili u9@company2.com spi 100 key hex 81234567812345678123456712345678
ip mobile secure host nai ulO@company2.com spi 100 key hex
23456781234567812345678123456781

ip mobile tunnel route-map moipmap

|

access-1list 5 permit 65.1.1.10

!

route-map moipmap permit 10

match ip address 5

set interface Ethernetd/4
1

This configuration example shows mobile hosts configured with static IP addresses. Mobile IP policy
routing can also be used with dynamically assigned IP addresses. For example, hosts from two different
NAI realms can be assigned addresses from the same address pool.

Additional References

For additional information related to Mobile IP home agent policy routing, refer to the following
references:

e Related Documents, page 10
e Standards, page 10

e MIBs, page 10

e RFCs, page 11

e Technical Assistance
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Related Documents

Related Topic

Document Title

Mobile IP configuration tasks

“Configuring Mobile IP” chapter in the Cisco IOS IP Configuration
Guide, Release 12.2

Mobile IP commands: complete command syntax,
command mode, defaults, usage guidelines, and
examples

“Mobile IP Commands” chapter in the Cisco 10S IP Command
Reference, Volume 1 of 3: Addressing and Services, Release 12.2

Policy routing configuration tasks

“Configuring IP Routing Protocol-Independent Features” chapter in
the Cisco 10S IP Configuration Guide, Release 12.2

Policy routing commands: complete command syntax,
command mode, defaults, usage guidelines, and
examples

“IP Routing Protocol-Independent Commands” chapter in the Cisco
10S IP Command Reference, Volume 2 of 3: Routing Protocols,
Release 12.2

Mobile IP commands related to NAI

“Mobile IP—Generic NAI Support and Home Address Allocation”
feature document, Release 12.2(13)T

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been
modified by this feature.

To obtain lists of supported MIBs by platform and Cisco I0OS
release, and to download MIB modules, go to the Cisco MIB website
on Cisco.com at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register
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| Mobile IP Home Agent Policy Routing

RFCs

Command Reference W

RFCs

Title

No new or modified RFCs are supported by this —

feature, and support for existing RFCs has not been
modified by this feature.

Technical Assistance

Description

Link

Technical Assistance Center (TAC) home page, http://www.cisco.com/public/support/tac/home.shtml

containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, tools, and lots more.
Registered Cisco.com users can log in from this page to
access even more content.

Command Reference

Glossary

Note

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S IP Mobility Command Reference at
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

¢ ip mobile tunnel
e ip mobile vpn-realm
e show ip mobile tunnel

¢ show ip mobile vpn-realm

home agent—A router that forwards to mobile node or that tunnels packets to the mobile node or mobile
router while they are away from home. It keeps current location information for registered mobile nodes
called a mobility binding.

NAI—network access identifier. The user ID submitted by the mobile node during registration to
identify the user for authentication. The NAI may help route the registration request to the right Home
Agent.

Refer to the Internetworking Terms and Acronyms for terms not included in this glossary.




Mobile IP Home Agent Policy Routing |

Glossary

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the
Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a

partnership relationship between Cisco and any other company. (0710R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and

coincidental.

© 2007 Cisco Systems, Inc. All rights reserved.




Contents

I
CISCO.

Mobile IP—Home Agent Accounting

In Cisco IOS Mobile IP, the home agent keeps track of the location of the mobile node as it roams away
from its home network and forwards all traffic destined to the mobile node to its new location on the
Internet. The Mobile IP—Home Agent Accounting feature allows the home agent to generate the
following three new accounting messages that are forwarded to the authentication, authorization, and
accounting (AAA) server or the Service Selection Gateway (SSG):

e Accounting Start
e Accounting Update
e Accounting Stop

The SSG can act as the proxy server for the AAA server and acknowledge the accounting messages sent
by the home agent. The accounting records generated by the home agent can be stored on the AAA server
and be used by Internet service providers (ISPs) for billing, capacity planning, and operations.

Feature Specifications for the Mobile IP—Home Agent Accounting Feature

Feature History

Release Modification

12.2(15)T This feature was introduced.

Supported Platforms

For platform supported in Cisco IOS Release 12.2(15)T consult Cisco Feature Navigator.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

e Prerequisites for Mobile [IP—Home Agent Accounting, page 2
e Information About Mobile IP—Home Agent Accounting, page 2

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA
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e How to Configure Mobile [IP—Home Agent Accounting, page 4

e Configuration Examples for Mobile IP—Home Agent Accounting, page 9
e Additional References, page 9

¢ Command Reference, page 11

e Glossary, page 11

Prerequisites for Mobile IP—Home Agent Accounting

Because home agent accounting generates messages for the AAA server, the network should have a
reachable AAA server or SSG.

Information About Mobile IP—Home Agent Accounting

Before you configure Mobile IP—Home Agent Accounting, you should understand the following
concepts:

e Service Selection Gateway, page 2
e Feature Design of Home Agent Accounting, page 2

¢ Benefits of Home Agent Accounting, page 4

Service Selection Gateway

The SSG is a switching solution for service providers that offer intranet, extranet, and Internet
connections to subscribers using broadband access technology such as digital subscriber lines (DSL),
cable modems, or wireless to allow simultaneous access to network services.

The SSG communicates with the AAA management network where RADIUS, Dynamic Host
Configuration Protocol (DHCP), and Simple Network Management Protocol (SNMP) servers reside and
with the ISP network, which may connect to the Internet, corporate networks, and value-added services.

SSG is designed and deployed such that all network traffic passes through it.

Feature Design of Home Agent Accounting

The SSG collects all the statistics information because all network traffic passes through it. However, it
does not have the Mobile IP session information that the home agent maintains. The session information
tracks how long a mobile node session lasts.

Note  This feature was developed for the SSG to act as the proxy server for the AAA. However, this feature
works equally well without the SSG and any standard AAA server can accept home agent accounting
messages.

For each mobile node, the home agent sends this session information to the SSG in the form of messages,
which are described in the following sections. The SSG forwards the messages to the AAA server as
shown in Figure 1.
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Message Types

Information About Mobile IP—Home Agent Accounting

Figure 1 Topology for Home Agent Accounting with SSG and AAA Server
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The following messages are sent from the home agent to the SSG or AAA server:

Accounting Start

The home agent sends an Accounting Start message to the SSG/AAA when a mobile node successfully
registers for the first time. This indicates the start of a new Mobile IP session for a mobile node.

In the case of a redundant home agent, a standby home agent will send an Accounting Start message only
when it becomes active and does not have any bindings. This allows the SSG to maintain host objects
for mobile nodes on the failed home agent.

Accounting Update

The home agent generates an Accounting Update message when the mobile node changes its point of
attachment (POA) in the mobile network. For a Mobile IP session, this corresponds to a successful
re-registration from a mobile node when it changes its care-of address (CoA). The CoA is the current
location of the mobile node on the foreign network.

Accounting Stop

The home agent sends an Accounting Stop message to indicate that the Mobile IP session has ended.
This occurs when the lifetime of the mobile node expires, when the mobile node sends a successful
deregisration request, or when the home agent is unconfigured by a network administrator.

Message Formats

All the messages contain only the following information:

e Network access identifier (NAI). This field is the name of the mobile node. The NAI is a character
string that can be a unique identifier (username @realm) or a group identifier (realm).

e Network access server (NAS) IP. This field is the IP address of the accounting node. The home agent
is the accounting node, so this field contains the home agent address.

e Framed IP address. This field is the IP address of the mobile node. Typically, the home agent will
allocate an IP address to a mobile node after successful registration.

e Point of attachment (POA). This field indicates the POA for the mobile node on the network. For a
Mobile IP session, this is the care-of address of the mobile node.

The message format is shown in Table 1, including the RADIUS attribute number, which is transparent
to the Mobile [IP—Home Agent Accounting feature.
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Table 1 Accounting Record Attributes

RADIUS Attribute

Number Attribute Description

1 NAI/User-Name Mobile node user name.

4 NAS IP Address Accounting node IP address

8 Framed IP Address IP address of the mobile node.

66 Tunnel-Client-Endpoint |This attribute is used to indicate POA/CoA address,

because there is no CoA attribute. This choice of
attribute works because the Mobile IP tunnel
terminates on the CoA/POA and qualifies as
Tunnel-Client-Endpoint.

40, 2 Acct_status_type Indicates the accounting Start/Stop/Update for the
service.

Benefits of Home Agent Accounting

The Mobile [IP—Home Agent Accounting feature allows ISPs to bill consumers based on the usage of
the service. The accounting information is stored on a AAA server database and used by billing software
to charge for service usage for each mobile node. The ISPs can use this accounting information for
billing, capacity planning, and operations.

How to Configure Mobile IP—Home Agent Accounting

This section contains the following procedures:
e Configuring AAA, page 4 (required)
¢ Configuring RADIUS, page 5 (required)
¢ Enabling Home Agent Accounting, page 6 (required)

Configuring AAA

Access control is the way you manage who has user access to the network server and what services the
users are allowed to use. AAA network security services provide the primary framework through which
you set up access control on your router or access server.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaa accounting network {default | list-name} start-stop group group-name
5. aaa accounting update newinfo
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DETAILED STEPS
Command or Action Purpose
Step1  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: e Enter your password if prompted.
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  aaa new-model Enables AAA access control.
Example:
Router (config)# aaa new-model
Step4  aaa accounting network {default | list-name} Enables AAA accounting of requested services for billing

start-stop group group-name orsecurﬁy'purpose&

e This command creates an accounting method list for
Example: network accounting and instructs the home agent to
Router (config)# aaa accounting network mylist send network events for Mobile IP. The method list can
start-stop group radius be of any name or default

e The start-stop keyword indicate that the home agent
will send Start and Stop records to the SSG or AAA
Server.

Step5 aaa accounting update newinfo Enables periodic interim accounting records to be sent to
the accounting server.

Example: ¢ This command instructs the home agent to send an
Router (config)# aaa accounting update newinfo Accounting Update message to the SSG or AAA server
when a mobile node changes its POA and acquires a
new care-of address.

Configuring RADIUS

RADIUS is a method for defining the exchange of AAA information in the network. In the Cisco
implementation, RADIUS clients run on Cisco routers and send authentication requests to a RADIUS
server that contains all user authentication and network server access information.

SUMMARY STEPS
1. enable
2. configure terminal
3. radius-server host {hostname | ip-address} [auth-port port-number] [acct-port port-number]
4. radius-server retransmit retries
5. radius-server key {0 string | 7 string | string}

| .“
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6. radius-server attribute 44 include-in-access-req

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

radius-server host {hostname | ip-address}
[auth-port port-number] [acct-port port-number]

Example:
Router (config)# radius-server host
128.107.162.173 auth-port 1645 acct-port 1646

Specifies a RADIUS server host.

radius-server retransmit retries

Example:
Router (config)# radius-server retransmit 3

Specifies the number of times the Cisco 10S software
searches the list of RADIUS server hosts before giving up.

radius-server key {0 string | 7 string |
string}

Example:
Router (config)# radius-server key cisco

Sets the authentication and encryption key for all RADIUS
communications between the router and the RADIUS
daemon.

radius-server attribute 44
include-in-access-req

Example:
Router (config)# radius-server attribute 44
include-in-access-req

(Optional) Sends RADIUS attribute 44 in access-request
packets.

Enabling Home Agent Accounting

To enable home agent accounting, use the following commands:

SUMMARY STEPS

1. enable

2. configure terminal

3. ip mobile home-agent accounting {default | [ist-name}

4. ip mobile home-agent address address

5. ip mobile host {{ower [upper] | nai string} {interface name}
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6. ip mobile secure {host {lower-address [upper-address] | nai string} spi spi key hex string
algorithm {mdS5S | hmac-md5} mode prefix-suffix

7. show ip mobile globals

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

ip mobile home-agent accounting {default |
list-name}

Example:
Router (config)# ip mobile home-agent accounting
mylist

Enables home agent accounting.

e Applies the method list defined in the aaa accounting
command.

ip mobile home-agent address ip-address

Example:
Router (config)# ip mobile home-agent address
10.3.3.1

Enables and controls home agent services.

ip mobile host {lower [upper]
{interface name}

| nai string}

Example:
Router (config)# ip mobile host 10.3.3.2
10.3.3.5 interface ethernet2/2

Configures the mobile node or mobile host group.

ip mobile secure {host {lower-address
[upper-address] | nai string} spi spi key hex
string algorithm {md5 | hmac-md5}

mode prefix-suffix

Example:

Router (config)# ip mobile secure host 10.3.3.2
spi 1000 key hex
123456781234567812345678123245678 algorithm md5
mode prefix-suffix

Specifies the mobility security associations for the mobile
host.
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Command or Action Purpose
Step7 end Exits to privileged EXEC mode.
Example:

Router (config) # end

Step8 show ip mobile globals Displays global information for mobile agents.

e See the display output in the “Examples”section.

Example: Notice that the HA accounting field shows enabled
Router# show ip mobile globals status.
Examples

The following sample output shows the home agent accounting status:

Router# show ip mobile globals
IP Mobility global information:
Home Agent

Registration lifetime: INFINITE

Broadcast enabled

Replay protection time: 10 secs

Reverse tunnel enabled

ICMP Unreachable enabled

Strip realm disabled

NAT detect disabled

HA Accounting enabled using method list: mylist
Address 10.3.3.1

Foreign Agent is not enabled, no care-of address
Mobility Agent

1 interfaces providing service
Encapsulations supported: IPIP and GRE
Tunnel fast switching enabled

Discovered tunnel MTU aged out after 1:00:00

Troubleshooting Tips
In the event that home agent accounting is not operating correctly, use the following debug commands
in privileged EXEC mode to determine where the problem may exist:
e debug aaa accounting
e debug radius
e debug ip mobile

See the Cisco I0S Debug Command Reference publication for information about these commands.
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Configuration Examples for Mobile IP—Home Agent
Accounting

This section provides the following configuration examples:

e Home Agent Accounting Example, page 9

Home Agent Accounting Example

In the following example, an accounting method list called mylist is created for network accounting. The
accounting method list, mylist, is applied at the home agent, which enables home agent accounting.
1

aaa new-model

|

!

aaa accounting mylist start-stop group radius

aaa accounting update newinfo

|

!

ip mobile home-agent accounting mylist address 10.3.3.1

ip mobile host 10.3.3.2 10.3.3.5 interface Ethernet2/2

ip mobile secure host 10.3.3.2 spi 1000 key hex 123456781234567812345678123245678
algorithm md5 mode prefix-suffix

!

!

radius-server host 128.107.162.173 auth-port 1645 acct-port 1646

radius-server retransmit 3

radius-server key cisco

Additional References

For additional information related to Mobile [IP—Home Agent Accounting feature, refer to the following
references:

e Related Documents, page 9
e Standards, page 10

e MIBs, page 10

e RFCs, page 11

e Technical Assistance, page 11

Related Documents

Related Topic Document Title

Mobile IP configuration tasks “Configuring Mobile IP” chapter in the Cisco 10S IP Configuration
Guide, Release 12.2

Mobile IP commands: complete command syntax, “Mobile IP Commands” chapter in the Cisco IOS IP Command

command mode, defaults, usage guidelines, and Reference, Volume 1 of 3: Addressing and Services, Release 12.2T

examples

| .“
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Related Topic

Document Title

AAA configuration tasks

Cisco 10S Security Configuration Guide, Release 12.2

AAA commands: complete command syntax,
command mode, defaults, usage guidelines, and
examples

Cisco I0S Security Command Reference, Release 12.2T

RADIUS configuration tasks

Cisco I0S Security Configuration Guide, Release 12.2

RADIUS commands: complete command syntax,
command mode, defaults, usage guidelines, and
examples

Cisco 10S Security Command Reference, Release 12.2T

SSG configuration tasks and commands

“Service Selection Gateway” feature document, Release 12.2(8)T

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been
modified by this feature.

To obtain lists of supported MIBs by platform and Cisco I0OS
release, and to download MIB modules, go to the Cisco MIB website
on Cisco.com at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL.:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register



http://tools.cisco.com/ITDIT/MIBS/servlet/index
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
http://www.cisco.com/register
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RFCs

Title

No new or modified RFCs are supported by this —

feature, and support for existing RFCs has not been
modified by this feature.

Technical Assistance

Description

Link

Technical Assistance Center (TAC) home page, http://www.cisco.com/public/support/tac/home.shtml

containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, tools, and lots more.
Registered Cisco.com users can log in from this page to
access even more content.

Command Reference

Glossary

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco I0S IP Mobility Command Reference at
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html. For information
about all Cisco IOS commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco I0S Master Commands List.

¢ ip mobile home-agent accounting

e show ip mobile globals

care-of address—The termination point of the tunnel to a mobile node or mobile router. This can be a
collocated care-of address, by which the mobile node or mobile router acquires a local address and
detunnels its own packets, or a foreign agent care-of address, by which a foreign agent detunnels packets
and forwards them to the mobile node or mobile router. The care-of address is included in the Mobile IP
registration request and is used by the home agent to forward packets to the mobile node in its current
location.

foreign agent—A router on the visited network of a foreign network that provides routing services to

the mobile node while registered. The foreign agent detunnels and delivers packets to the mobile node
or mobile router that were tunneled by the home agent of the mobile node. For packets sent by a mobile
node, the foreign agent may serve as a default router for registered mobile nodes.

home agent—A router on a home network of the mobile node or that tunnels packets to the mobile node
or mobile router while they are away from home. It keeps current location information for registered
mobile nodes called a mobility binding.

"o


http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/en/US/docs/ios/ipmobility/command/reference/imo_book.html
http://tools.cisco.com/Support/CLILookup

Mobile IP—Home Agent Accounting |
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Note

mobile node—A host or router that changes its point of attachment from one network or subnet to
another. A mobile node may change its location without changing its IP address; it may continue to
communicate with other Internet nodes at any location using its home IP address, assuming that
link-layer connectivity to a point of attachment is available.

NAI—Network access identifier. The user ID submitted by the mobile node during registration to
identify the user for authentication. The NAI may help route the registration request to the correct home
agent.

Refer to the Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the
Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a

partnership relationship between Cisco and any other company. (0710R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2007 Cisco Systems, Inc. All rights reserved.
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Keepalive Management

~

Note

The purpose of the keepalive messages is to refresh the active timer on the NAT translation in the
NAT-enabled router. This maintains the NAT translation for use by the HA even when the MN is silent.
This allows data packets from the HA to use the NAT translation created by the registration packet to
traverse the NAT-enabled router and reach the MN even when the MN may not be sending any packets
to the HA to keep the NAT translation active.

The keepalive timer interval is configurable on both the HA and the FA but is controlled by the HA
keepalive interval value sent in the registration reply. When the HA sends a keepalive value in the
registration reply, the MN or FA must use that value as its keepalive timer interval.

The keepalive interval configured on the FA is only used if the HA returns a keepalive interval of zero
in the registration reply.

You cannot configure the HA to send a keepalive interval value of zero the FA or MN.

New Message Extensions

UDP Tunnel Flag

An extension is added to the end of a registration packet and indicates that it is a type, length, value
(TLV) message. RFC 3519 discusses the UDP tunnel request and reply extension and a Mobile IP tunnel
data message that serves to differentiate traffic tunneled to port 434.

The Mobile IP—Support for RFC 3519 NAT Traversal feature adds the following new UDP tunnel
message extensions:

¢ Request—This message extension indicates that the sender is capable of handling UDP tunneling.
Some encapsulation formats are optional.

e Reply—This message extension indicates whether or not the HA will use UDP tunneling. The HA
also sends the keepalive interval in the reply message.

e Mobile IP tunnel data—This message extension is used to differentiate UDP data traffic tunneled to
port 434 from other Mobile IP messages that use a UDP header such as registration requests.

The Mobile IP—Support for RFC 3519 NAT Traversal feature adds a new UDP tunnel flag in the agent
advertisement that indicates the capability of the FA to support NAT traversal. The flag is a bit set in the
advertisement.

How to Configure Mobile IP—Support for RFC 3519 NAT

Traversal

This section contains the following tasks:
e Configuring the Home Agent for NAT Traversal Support, page 5 (required)
e Configuring the Foreign Agent for NAT Traversal Support, page 6 (required)
e Verifying NAT Traversal Support, page 7 (optional)
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Configuring the Home Agent for NAT Traversal Support

This task shows you how to configure the HA for NAT traversal support.

Router (config)# exit

SUMMARY STEPS
1. enable
2. configure terminal
3. ip mobile home-agent nat traversal [keepalive keepalive-time] [forced {accept | reject}]
4. exit
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip mobile home-agent nat traversal [keepalive |Enables UDP tunneling for an HA. The keywords and
keepalive-time] [forced {accept | reject}] argument are as follows:
e keepalive keepalive-time—(Optional) Time, in
Example: seconds, between keepalive messages that are sent
Router (config)# ip mobile home-agent nat between UDP endpoints to refresh NAT translation
traversal keepalive 45 forced accept timers. The range is 0 to 65535. The default is 110.
Note  You cannot configure the HA to send a zero as the
keepalive timer to the FA or MN.
e forced—(Optional) Enables the HA to accept or reject
forced UDP tunneling from the MN regardless of the
NAT-detection outcome.
— accept—Accepts UDP tunneling.
— reject—Rejects UDP tunneling. This is the default.
Note If the forced keyword is not specified, the command
defaults to reject UDP tunneling.
Stepd  exit Exits global configuration mode.
Example:
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Configuring the Foreign Agent for NAT Traversal Support

This task shows you how to configure the FA for NAT traversal support.

SUMMARY STEPS
1. enable
2. configure terminal
3.
4. exit
DETAILED STEPS

ip mobile foreign-agent nat traversal [keepalive keepalive-time] [force]

Command or Action

Purpose

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step3 ip mobile foreign-agent nat traversal
[keepalive keepalive-time] [forcel

Example:
Router (config)# ip mobile foreign-agent nat
traversal keepalive 45 force

Enables UDP tunneling for the FA. The keywords and
argument are as follows:

e keepalive keepalive-time—(Optional) Allows the FA to
use a configured time (in seconds) for keepalive
messages when the HA keepalive time is not
configured. The range is 0 to 65535. The defaultis 110.

Note The Cisco HA will never send a time of zero. If you
have Cisco hardware only, you do not need to
configure the keepalive keyword.

e force—(Optional) Sets the “force” bit in the message
extension. The default is not to force UDP tunneling.

Stepd  exit

Example:
Router (config)# exit

Exits global configuration mode.
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Verifying NAT Traversal Support

To verify that Support for RFC 3519 NAT Traversal is enabled and functioning properly, perform the
following steps.

SUMMARY STEPS
1. show ip mobile globals
2. show ip mobile binding
3. show ip mobile visitor
4. show ip mobile tunnel
5. debug ip mobile
DETAILED STEPS

Step 1 show ip mobile globals
Use this command to verify the FA and HA configurations, for example:

Router# show ip mobile globals
IP Mobility global information:
Home agent

Registration lifetime: 10:00:00 (36000 secs)
Broadcast disabled

Replay protection time: 7 secs
Reverse tunnel enabled

ICMP Unreachable enabled

Strip realm disabled

NAT Traversal disabled

HA Accounting disabled

NAT UDP Tunneling support enabled
UDP Tunnel Keepalive 60

Forced UDP Tunneling enabled
Virtual networks

10.99.101.0/24

Foreign agent is not enabled, no care-of address

0 interfaces providing service

Encapsulations supported: IPIP and GRE

Tunnel fast switching enabled, cef switching enabled
Tunnel path MTU discovery aged out after 10 min

In the example above, NAT UDP tunneling support is enabled on the HA with a keepalive timer set at
60 seconds and forced UDP tunneling enabled.
Step2  show ip mobile binding
Use this command to verify that the HA is configured to detect NAT, for example:
Router# show ip mobile binding nai mn@cisco.com

Mobility Binding List:

mn@cisco.com (Bindings 1):
Home Addr 10.99.101.1
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Care-of Addr 192.168.1.202, Src Addr 209.165.157

Lifetime granted 00:03:00 (180), remaining 00:02:20

Flags sbDmg-T-, Identification BCF5F7FF.92C1006F

TunnelO src 209.165.202.1 dest 209.165.157 reverse-allowed
Routing Options - (D)Direct-to-MN (T)Reverse-tunnel
Service Options:

NAT detect

Step3  show ip mobile visitor
Use this command to verify that the MN is registering with the HA (at the FA), for example:

Router# show ip mobile visitor

Mobile Visitor List:

Total 1

10.99.100.2:
Interface FastEthernet3/0, MAC addr 00ff.£f£80.002b
IP src 10.99.100.2, dest 30.5.3.5, UDP src port 434

HA addr 200.1.1.1, Identification BCE7E391.A09E8720
Lifetime 01:00:00 (3600) Remaining 00:30:09

Tunnell src 200.1.1.5, dest 200.1.1.1, reverse-allowed
Routing Options - (T)Reverse Tunneling

Stepd  show ip mobile tunnel
Use this command to verify that UDP tunneling is established, for example:

Router# show ip mobile tunnel

Mobile Tunnels:
Total mobile ip tunnels 1
TunnelO:
src 10.30.30.1, dest 10.10.10.100
src port 434, dest port 434
encap MIPUDP/IP, mode reverse-allowed, tunnel-users 1
IP MTU 1480 bytes
Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never
outbound interface Ethernet2/3
FA created, fast switching disabled, ICMP unreachable enabled
5 packets input, 600 bytes, 0 drops
7 packets output, 780 bytes

The following output shows that the mobile node-home agent tunnel is still IP-in-IP, but the foreign
agent-home agent tunnel is UDP, for example:

Router# show ip mobile tunnel

Mobile Tunnels:
Total mobile ip tunnels 2
TunnelO:
src 200.1.1.1, dest 10.99.100.2
encap IP/IP, mode reverse-allowed, tunnel-users 1
IP MTU 1460 bytes
Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never
outbound interface Tunnell
HA created, fast switching enabled, ICMP unreachable enabled
11 packets input, 1002 bytes, 0 drops
5 packets output, 600 bytes

Tunnell:

src 200.1.1.1, dest 200.1.1.5

src port 434, dest port 434

encap MIPUDP/IP, mode reverse-allowed, tunnel-users 1
IP MTU 1480 bytes
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Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never
outbound interface GigabitEthernet0/2
HA created, fast switching disabled, ICMP unreachable enabled

11

packets input, 1222 bytes, 0 drops

7 packets output, 916 bytes

In the following example, the MN has UDP tunneling established with the HA, for example:

Router# show ip mobile tunnel

Total mobile ip tunnels 1
TunnelO:

src 10.10.10.100, dest 10.10.10.50

src port 434, dest port 434

encap MIPUDP/IP, mode reverse-allowed, tunnel-users 1

IP MTU 1480 bytes

Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never
outbound interface Ethernet2/1

HA created, fast switching disabled, ICMP unreachable enabled
5 packets input, 600 bytes, 0 drops

5 packets output, 600 bytes

debug ip mobile

Use this command to verify the registration, authentication, and establishment of UDP tunneling of the
MN with the FA (important lines in bold), for example:

Dec
Dec
Dec
Dec

31 12:34:25.707: UDP: rcvd src=10.10.10.10(434),dst=10.30.30.1(434), length=54

31 12:34:25.707: MobileIP: ParseRegExt type MHAE (32) addr 2000FEEC end 2000FF02

31 12:34:25.707: MobileIP: ParseRegExt skipping 20 to next

31 12:34:25.707: MobileIP: FA rcv registration for MN 10.10.10.10 on Ethernet2/2 using

COA 10.30.30.1 HA 10.10.10.100 lifetime 65535 options sbdmg-T-identification
C1BCOD4FBO1ACODS8

Dec
Dec
Dec
Dec

31 12:34:25.707: MobileIP: Ethernet2/2 glean 10.10.10.10 accepted

31 12:34:25.707: MobileIP: Registration request byte count = 74

31 12:34:25.707: MobileIP: FA queued MN 10.10.10.10 in register table

31 12:34:25.707: MobileIP: Visitor registration timer started for MN 10.10.10.10,

lifetime 120

Dec
Dec
Dec
Dec

10.

Dec
Dec
Dec

31 12:34:25.707: MobileIP: Adding UDP Tunnel req extension

31 12:34:25.707: MobileIP: Authentication algorithm MD5 and 16 byte key

31 12:34:25.707: MobileIP: MN 10.10.10.10 FHAE added to HA 10.10.10.100 using SPI 1000
31 12:34:25.707: MobileIP: FA forwarded registration for MN 10.10.10.10 to HA
10.10.100

31 12:34:25.715: UDP: rcvd src=10.10.10.100(434), dst=10.30.30.1(434), length=94

31 12:34:25.715: MobileIP: ParseRegExt type NVSE(134) addr 20010B28 end 20010B6A

31 12:34:25.715: MobileIP: ParseRegExt type MN-config NVSE(14) subtype 1 (MN prefix

length) prefix length (24)

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

31 12:34:25.715: MobileIP: ParseRegExt skipping 12 to next

31 12:34:25.715: MobileIP: ParseRegExt type MHAE (32) addr 20010B36 end 20010B6A

31 12:34:25.715: MobileIP: ParseRegExt skipping 20 to next

31 12:34:25.715: MobileIP: ParseRegExt type UDPTUNREPE (44) addr 20010B4C end 20010B6A
31 12:34:25.715: Parsing UDP Tunnel Reply Extension - length 6

31 12:34:25.715: MobileIP: ParseRegExt skipping 6 to next

31 12:34:25.715: MobileIP: ParseRegExt type FHAE(34) addr 20010B54 end 20010B6A

31 12:34:25.715: MobileIP: ParseRegExt skipping 20 to next

31 12:34:25.715: MobileIP: FA rcv accept (0) reply for MN 10.10.10.10 on Ethernet2/3

using HA 10.10.10.100 lifetime 65535

Dec
Dec
Dec

31 12:34:25.719: MobileIP: Authenticating HA 10.10.10.100 using SPI 1000
31 12:34:25.719: MobileIP: Authentication algorithm MD5 and 16 byte key
31 12:34:25.719: MobileIP: Authenticated HA 10.10.10.100 using SPI 1000 and 16 byte

key

Dec
Dec
Dec

31 12:34:25.719: MobileIP: HA accepts UDP Tunneling
31 12:34:25.719: MobileIP: Update visitor table for MN 10.10.10.10
31 12:34:25.719: MobileIP: Enabling UDP Tunneling

"=
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Enabling Foreign Agent Services (required)
Enabling Mobile Router Services (required)
Enabling Mobile Router Redundancy (optional)
Verifying Home Agent Configuration (optional)
Verifying Foreign Agent Configuration (optional)
Verifying Mobile Router Configuration (optional)
Verifying Mobile Router Redundancy (optional)

Enabling Home Agent Services

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Step 7
Step 8

You can configure a home agent with both dynamically registered and statically configured mobile
networks. However, a statically configured mobile network will always take precedence over dynamic

registrations of the same network.

To enable home agent services on the router, use the following commands beginning in global

configuration mode:

Command

Purpose

Router (config)# router mobile

Enables Mobile IP on the router.

Router (config-router)# exit

Returns to global configuration mode.

Router (config)# ip mobile home-agent [address
ip-address] [broadcast] [care-of-access acl] [lifetime
number] [replay seconds] [reverse-tunnel-off]
[roam-access acl] [suppress-unreachable]

Enables home agent service.

Router (config)# ip mobile virtual-network net mask
[address address]

Defines a virtual network. Specifies that the home
network is a virtual network, which means that the
mobile router is not physically attached to the
home agent. Adds the network to the home agent’s
forwarding table so that routing protocols can
redistribute the subnet.

If not using virtual networks, go to step 8.

Router (config-router)# router protocol

Configures a routing protocol.

Router (config)# redistribute mobile [metric
metric-value] [metric-type type-value]

Enables redistribution of a virtual network into
routing protocols.

Router (config-router)# exit

Returns to global configuration mode.

Router (config)# ip mobile host lower [upper]
{interface name | virtual-network net mask} [lifetime
number]

Configures the mobile router as a mobile host. The
IP address is in the home network.

The interface name option configures a physical
connection from the home agent to the mobile
router.
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Step 9

Step 10

Step 11

Step 12

Step 13
Step 14

Configuration Tasks

Command

Purpose

Router (config)# ip mobile mobile-networks Iower
[upper]

Configures mobile networks for the mobile host
and enters mobile networks configuration mode.
The upper range can be used only with
dynamically registered networks and allows you to
configure multiple mobile routers at once.

The range must match the range configured in the
ip mobile host command.

Router (mobile-networks)# description string

(Optional) Adds a description to a mobile router
configuration.

Router (mobile-networks) # network net mask

(Optional) Configures a network that is attached to
the mobile router as a mobile network. Use this
command to statically configure networks.

Router (mobile-networks) # register

(Optional) Dynamically registers the mobile
networks with the home agent. The home agent
learns about the mobile networks through this
registration process. When the mobile router
registers its mobile networks on the home agent,
the home agent looks up the mobile network
configuration and verifies that the register
command is configured before adding forwarding
entries to the mobile networks.

If the register command is not configured, the
home agent will reject an attempt by the mobile

router to dynamically register its mobile networks.

Router (mobile-networks) # exit

Exits mobile networks configuration mode.

Router (config)# ip mobile secure host address
{inbound-spi spi-in outbound-spi spi-out | spi spi}
key hex string

Sets up mobile host security associations. This is
the security association the mobile router uses
when sending in a registration request. The SPI
and key between the home agent and mobile router
are known. The address is the home IP address of
the mobile router.

Enabling Foreign Agent Services

Step 1
Step 2

There are no changes to the foreign agent configuration with the introduction of dynamic network

support.

To start a foreign agent providing default services, use the following commands beginning in global

configuration mode:

Command

Purpose

Router (config)# router mobile

Enables Mobile IP on the router.

Router (config-router)# exit

Returns to global configuration mode.
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Monitoring and Maintaining the Mobile Router

Command

Purpose

Router# show

ip mobile router Displays configuration information and monitoring statistics

about the mobile router.

Router# show

ip mobile router traffic Displays the counters that the mobile router maintains.

Verifying Mobile Router Redundancy

To verify that mobile router redundancy is configured correctly on the router, use the following
commands in privileged EXEC mode, as needed:

Command

Purpose

Router# show

ip mobile router Displays configuration information and monitoring statistics

about the mobile router.

Router# show

ip mobile router traffic Displays the counters that the mobile router maintains.

Router# show

standby

Displays HSRP information.

Troubleshooting Tips

Adjust the agent advertisement interval value on the foreign agent using the ip irdp
maxadvertinterval seconds interface configuration command. Begin by setting the timer to
10 seconds and adjust as needed.

Before you can ping a subnet on the mobile router, the mobile router must be registered with the
home agent and the mobile network (subnet) must be statically configured or dynamically registered
on the home agent.

Use extended pings for roaming interfaces. The pings from the mobile router need to have the home
address of the mobile router as the source address in the extended ping. Standard pings will have the
source address of the roaming interface as the source address, which is not routeable from the
standpoint of the rest of the network unless the roaming interfaces are statically configured on the
home agent.

Redistribute mobile subnets on the home agent so that return traffic can be sent back to the mobile
router. Most routing protocols require that default metrics be configured for redistribution.

Establish a return route from the foreign agent to the home agent.

Avoid placing any routers behind the mobile router because the mobile router functions as a stub
router.

A statically configured mobile network takes precedence over the same dynamically registered
mobile network.

A mobile network can be configured or registered by only one mobile router at a time.

Monitoring and Maintaining the Mobile Router

To monitor and maintain the mobile router, use the following commands in privileged EXEC mode, as
needed:

"=



Cisco Mobile Networks |

M Configuration Examples

Command Purpose

Router# clear ip mobile router agent Deletes learned agents and the corresponding
care-of address of the foreign agent from the
mobile router agent table.

Router# clear ip mobile router registration Deletes registration entries from the mobile router
registration table.

Router# clear ip mobile router traffic Clears the counters that the mobile router
maintains.
Router# show ip mobile router Displays configuration information and

monitoring statistics about the mobile router.

Router# show ip mobile router agent Displays information about the agents for the
mobile router.

Router# show ip mobile router interface Displays information about the interface that the
mobile router is using for roaming.

Router# show ip mobile router registration Displays the pending and accepted registrations of
the mobile router.

Router# show ip mobile router traffic Displays counters that the mobile router maintains.

Router# debug ip mobile router [detail] Displays debug messages for the mobile router.

Configuration Examples

This section provides the following configuration examples:
e Home Agent Example
e Foreign Agent Example
e Mobile Router Example
¢ Cisco Mobile Network Redundancy Example

In the following examples, a home agent provides service for three mobile routers. Each mobile router
has a satellite link and wireless LAN link when roaming. Each is allocated a network that can be
partitioned further.

The mobile networks on the mobile routers are both statically configured and dynamically registered on
the home agent while the mobile routers roam via foreign agents.

See Figure 3 for an example topology.
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Figure 3 Topology Showing Home Agent Supporting Three Mobile Routers
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Home Agent Example

In the following example, a home agent provides service for three mobile routers. Note that the home
agent will advertise reachability to the virtual networks.

interface Loopback 0

ip address 1.1.1.1 255.255.255.255
router mobile

|

! Virtual network advertised by HA is the home network of the MR

ip mobile virtual-network 10.1.0.0 255.255.0.0

ip mobile host 10.1.0.1 virtual-network 10.1.0.0 255.255.0.0

ip mobile host 10.1.0.2 virtual-network 10.1.0.0 255.255.0.0

ip mobile host 10.1.0.3 10.1.0.10 virtual-network 10.1.0.0 255.255.0.0 aaa load-sa
|

! Associated host address that informs HA that 10.1.0.1 is actually an MR
ip mobile mobile-networks 10.1.0.1

! Static config of MR's mobile networks

description jet

network 172.6.1.0 255.255.255.0

network 172.6.2.0 255.255.255.0

|

! Associated host address that informs HA that 10.1.0.2 is actually an MR
ip mobile mobile-networks 10.1.0.2

! One static mobile network; MR may also dynamically register mobile nets
description ship

network 172.7.1.0 255.255.255.0
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router mobile

!
router rip

version 2
redistribute mobile
network 100.0.0.0
default-metric 1

!

ip classless

ip mobile home-agent

! Maps to HSRP group name

ip mobile home-agent redundancy HA_HSRP2 virtual-network address 100.100.100.1
ip mobile virtual-network 70.70.70.0 255.255.255.0

ip mobile host 70.70.70.70 virtual-network 70.70.70.0 255.255.255.0

ip mobile mobile-networks 70.70.70.70

description san jose jet
! Mobile Networks

network 20.20.20.0 255.255.
network 10.10.10.0 255.255.
ip mobile secure host 70.70.

255.0
255.0
70.70 spi 100 key hex 12345678123456781234567812345678

ip mobile secure home-agent 100.100.100.2 spi 300 key hex 12345678123496781234567812345678

Home Agent 2 (HA2) Configuration

interface Ethernetl/1
ip address 100.100.100.2 255.255.255.0
ip irdp
ip irdp
ip irdp
ip irdp
standby

maxadvertinterval 10
minadvertinterval 7

holdtime 30

ip 100.100.100.1

standby priority 95

standby preempt delay sync 60

! HSRP group name

standby name HA_HSRP2

|

router mobile

!

router rip

version 2

redistribute mobile

network 100.0.0.0

default-metric 1

|

ip classless

ip mobile home-agent

'Maps to HSRP group name

ip mobile home-agent redundancy HA_HSRP2 virtual-network address 100.100.100.1
ip mobile virtual-network 70.70.70.0 255.255.255.0

ip mobile host 70.70.70.70 virtual-network 70.70.70.0 255.255.255.0

ip mobile mobile-networks 70.70.70.70

description san jose jet

!Mobile Networks

network 20.20.20.0 255.255.255.0

network 10.10.10.0 255.255.255.0

ip mobile secure host 70.70.70.70 spi 100 key hex 12345678123456781234567812345678
ip mobile secure home-agent 100.100.100.1 spi 300 key hex 12345978123456781234567812345678

Foreign Agent 1 (FA1) Configuration
interface Ethernet0

ip address 171.69.68.2 255.255.255.0

media-type 10BaseT
!






