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Network Address Translation (NAT) performs translation service on any Transmission Control 
Protocol/User Datagram Protocol (TCP/UDP) traffic that does not carry source and/or destination IP 
addresses in the application data stream. These protocols include HTTP, Trivial File Transfer Protocol 
(TFTP), telnet, archie, finger, Network TimeProtocol (NTP), Network File System (NFS), remote login 
(rlogin), remote shell protocol (rsh), and remote copy protocol (rcp). Specific protocols that do imbed 
IP address information within the payload require support of an Application Level Gateway (ALG). 

The support for IPsec ESP Through NAT feature provides the ability to support multiple concurrent IP 
Security (IPsec) Encapsulating Security Payload (ESP) tunnels or connections through a Cisco IOS NAT 
device configured in Overload or Port Address Translation (PAT) mode. 

Finding Feature Information
Your software release may not support all the features documented in this module. For the latest feature 
information and caveats, see the release notes for your platform and software release. To find information 
about the features documented in this module, and to see a list of the releases in which each feature is 
supported, see the “Feature Information for Using Application Level Gateways with NAT” section on 
page 14.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required.
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Prerequisites for Using Application Level Gateways with NAT
• Before performing the tasks in this module, you should be familiar with the concepts described in 

the “Configuring NAT for IP Address Conservation” module.

• All access lists required for use with the tasks in this module should be configured prior to beginning 
the configuration task. For information about how to configure an access list, see the “IP Access List 
Sequence Numbering” document at the following URL: 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s14/fsacl
seq.htm 

• Before performing the tasks in this module, you should verify that Session Initiation Protocol (SIP) 
and H.323 have not been disabled. SIP and H.323 are enabled by default.

Information About Configuring Application Level Gateways with 
NAT

To configure ALGs with NAT, you should understand the following concept:

• Application Level Gateway, page 2

Application Level Gateway
An application level gateway is an application that translates IP address information inside the payload 
of an applications packet.

How to Configure Application Level Gateways with NAT
This section contains the following procedures:

• Configuring IPsec Through NAT, page 2 

• Enabling Multi Part SDP Support for NAT: Example, page 12

• Deploying NAT Between an IP Phone and Cisco CallManager, page 9

Configuring IPsec Through NAT
This section contains the following tasks related to configuring IPsec through NAT:

• Configuring IPsec ESP Through NAT, page 5 (required)

• Enabling Preserve Port, page 6 (optional)

• Enabling SPI Matching on the NAT Device, page 7 (required)

• Enabling SPI Matching on the Endpoints, page 8 (required)
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• Configuring Multi Part SDP Support for NAT, page 8 (optional)

Benefits of Configuring NAT ALG

• NAT support for SIP adds the ability to deploy Cisco IOS NAT between VoIP solutions based on SIP. 

• Customers can control their IP address scheme and include complete support for H.323 v2 
gatekeeper designs. 

• NAT enables customers to deploy private IP addresses within their network and perform translation 
to public IP addresses when connecting to the Internet or interconnecting with another corporate 
network. 

• Normally ESP entries in the translation table are delayed from being transmitted until a reply is 
received from the destination. With predictable security parameter indexes (SPIs) and SPI Matching, 
the delay can be eliminated since the SPI entries are matched. Some third-party concentrators 
require both the source and incoming ports to use port 500. Use of the preserve-port keyword with 
the ip nat service command preserves the ports rather than changing one, which is required with 
regular NAT.

IP Security 

IP Security (IPsec) is a set of extensions to the IP protocol family in a framework of open standards for 
ensuring secure private communications over the Internet. Based on standards developed by the Internet 
Engineering Task Force (IETF), IPsec ensures confidentiality, integrity, and authenticity of data 
communications across the public network and provides cryptographic security services. 

Secure tunnels between two peers, such as two routers, are provided and decisions are made as to which 
packets are considered sensitive and should be sent through these secure tunnels, and which parameters 
should be used to protect these sensitive packets by specifying characteristics of these tunnels. When the 
IPsec peer receives a sensitive packet, it sets up the appropriate secure tunnel and sends the packet 
through the tunnel to the remote peer. 

IPsec using ESP can pass through a router running NAT without any specific support from it as long as 
Network Address Port Translation (NAPT) or address overloading are not configured. 

There are a number of factors to consider when attempting an IPsec Virtual Private Network (VPN) 
connection that traverses a NAPT device that represents multiple private internal IP addresses as a single 
public external IP address. Such factors include the capabilities of the VPN server and client, the 
capabilities of the NAPT device, and whether more than one simultaneous connection is attempted 
across the NAPT device. 

There are two possible methods for configuring IPsec on a router with NAPT: 

• Encapsulate IPsec in a Layer 4 protocol such as TCP or UDP. In this case, IPsec is sneaking through 
NAT. The NAT device is unaware of the encapsulation. 

• Add IPsec specific support to NAPT. IPsec works with NAT in this case as opposed to sneaking 
through NAT. The NAT Support for IPsec ESP— Phase II feature provides support for Internet Key 
Exchange (IKE) and ESP without encapsulation in tunnel mode through a Cisco IOS router 
configured with NAPT. 

The recommended protocols to use when conducting IPsec sessions that traverse a NAPT device are TCP 
and UDP but not all VPN servers or clients support TCP or UDP. 
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SPI Matching 

Security Parameter Index (SPI) matching is used to establish VPN connections between multiple pairs 
of destinations. NAT entries will immediately be placed in the translation table for endpoints matching 
the configured access list. SPI Matching is available only for endpoints that choose SPIs according to 
the predictive algorithm implemented in Cisco IOS Release 12.2(15)T.

Voice and Multimedia over IP Networks

SIP is a protocol developed by the Internet Engineering Task Force (IETF) Multiparty Multimedia 
Session Control (MMUSIC) Working Group. The Cisco SIP functionality equips Cisco routers to signal 
the setup of voice and multimedia calls over IP networks. SIP provides an alternative to H.323 within 
the Voice over IP (VoIP) internetworking software. 

Session Description Protocol (SDP) is a protocol that describes multimedia sessions. SDP may be used 
in SIP message bodies to describe multimedia sessions used for creating and controlling multimedia 
sessions with two or more participants. 

The NAT Support for SIP feature allows SIP embedded messages passing through a router configured 
with NAT to be translated and encoded back to the packet. An ALG is used with NAT to translate the 
SIP or SDP messages. 

NAT Support of H.323 v2 RAS

Cisco IOS NAT supports all H.225 and H.245 message types, including those sent in the Registration, 
Admission, and Status (RAS) protocol. RAS provides a number of messages that are used by software 
clients and Voice over IP (VoIP) devices to register their location, request assistance in call setup, and 
control bandwidth. The RAS messages are directed toward an H.323 gatekeeper. 

Some RAS messages include IP addressing information in the payload, typically meant to register a user 
with the gatekeeper or learn about another user already registered. If these messages are not known to 
NAT, they cannot be translated to an IP address that will be visible to the public. 

Previously, NAT did not support H.323 v2 RAS messages. With this enhancement, embedded IP 
addresses can be inspected for potential address translation. 

NAT Support for H.323 v3 and v4 in v2 Compatibility Mode

H.323 is an ITU-T specification for transmitting audio, video, and data across a packet network. Four 
versions of the H.323 protocols are currently in use: v1, v2, v3, and v4. The NAT Support for H.323 v3 
and v4 in v2 Compatibility Mode feature enables Cisco NAT routers to support messages coded in H.323 
v3 and v4 when those messages contain fields compatible with H.323 v2. This feature does not add 
support for H.323 capabilities introduced in v3 and v4, such as new message types or new fields that 
require address translation.

NAT H.245 Tunneling Support

NAT H.245 tunneling allows H.245 tunneling in H.323 ALGs. NAT H.245 tunneling provides a 
mechanism for supporting H.245 tunnel message which are needed to create a media channel setup.
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In order for an H.323 call to take place, an H.225 connection on TCP port 1720 needs to be opened. 
When the H.225 connection is opened, the H.245 session is initiated and established. This connection 
can take place on a separate channel from the H.225 or it can be done using H.245 tunneling on the same 
H.225 channel whereby the H.245 messages are embedded in the H.225 messages and sent on the 
previously established H.225 channel.

If the H.245 tunneled message is not understood, the media address or port is going to be left 
untranslated by the Cisco IOS NAT resulting in failure in media traffic. H.245 FastConnect procedures 
will not help because FastConnect is terminated as soon as an H.245 tunneled message is sent. 

Restrictions 

• NAT will translate only embedded IP version 4 addresses. 

Configuring IPsec ESP Through NAT

IPsec ESP Through NAT provides the ability to support multiple concurrent IPsec ESP tunnels or 
connections through a Cisco IOS NAT device configured in Overload or PAT mode.

Perform this task to configure IPsec ESP through NAT.

Note IPsec can be configured for any NAT configuration, not just static NAT configurations.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip nat [inside | outside] source static local-ip global-ip 

4. exit 

5. show ip nat translations 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip nat [inside | outside] source static 
local-ip global-ip 

Example:
Router(config)# ip nat inside source static 
10.10.10.10 172.16.30.30

Enables static NAT.
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Enabling Preserve Port

This task is used for IPsec traffic using port 500 for the source port. Perform this task to enable port 500 
to be preserved for the source port. 

Restrictions

This task is required by certain VPN concentrators. Cisco VPN devices generally do not use this feature. 

SUMMARY STEPS

1. enable

2. configure terminal

3. ip nat service list access-list-number ike preserve-port 

DETAILED STEPS

Step 4 exit

Example:
Router(config)# exit

Returns to privileged EXEC mode.

Step 5 show ip nat translations

Example:
Router# show ip nat translations

(Optional) Displays active NATs.

Command or Action Purpose

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip nat service list access-list-number ike 
preserve-port

Example:
Router(config)# ip nat service list 10 ike 
preserve-port

Specifies IPsec traffic that matches the access list, to 
preserve the port.
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Enabling SPI Matching on the NAT Device

Note SPI Matching is disabled by default.

Security parameter index (SPI) matching is used to establish VPN connections between multiple pairs 
of destinations. NAT entries are immediately placed in the translation table for endpoints matching the 
configured access list. SPI Matching is available only for endpoints that choose SPIs according to the 
predictive algorithm implemented in Cisco IOS Release 12.2(15)T.

The generation of SPIs that are predictable and symmetric is enabled. SPI Matching should be used in 
conjunction with NAT devices when multiple ESP connections across a NAT device are desired.

Prerequisites 

Cisco IOS software must be running on both the source router and the remote gateway enabling parallel 
processing.

Restrictions 

SPI Matching must be configured on the NAT device and both endpoint devices.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip nat service list access-list-number esp spi-match

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip nat service list access-list-number esp 
spi-match

Example:
Router(config)# ip nat service list 10 esp 
spi-match

Specifies an access list to enable SPI matching.

• This example shows how to enter ESP traffic matching 
list 10 into the NAT table, making the assumption that 
both devices are Cisco devices and are configured to 
provide matchable SPIs.
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Enabling SPI Matching on the Endpoints

Perform this task to enable SPI Matching on both endpoints.

Prerequisites 

Cisco IOS software must be running on both the source router and the remote gateway enabling parallel 
processing.

Restrictions 

SPI Matching must be configured on the NAT device and both endpoint devices.

SUMMARY STEPS

1. enable

2. configure terminal

3. crypto ipsec nat-transparency spi-matching

DETAILED STEPS

Enabling Multi Part SDP Support for NAT

The Multi Part SDP Support for NAT feature provides support for multi part SDP in SIP ALG for the 
Advanced NAT portfolio. Multi Part SDP support for NAT is disabled by default.

Perform this task to enable multi part support for NAT.

Restrictions 

• NAT will translate only embedded IP version 4 addresses. 

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 crypto ipsec nat-transparency spi-matching 

Example:
Router(config)# crypto ipsec nat-transparency 
spi-matching

Enables SPI Matching on both endpoints.
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SUMMARY STEPS

1. enable

2. configure terminal

3. ip nat service allow-multipart

4. exit 

5. show ip nat translations 

DETAILED STEPS

Deploying NAT Between an IP Phone and Cisco CallManager
This section describes deploying Cisco’s Skinny Client Control Protocol (SCCP) for a Cisco IP phone 
to Cisco CallManager (CCM) communication. The task in this section deploys NAT between an IP phone 
and CCM.

NAT Support of Skinny Client Control Protocol

Cisco IP phones use the SCCP to connect with and register to CCM. 

To be able to deploy Cisco IOS NAT between the IP phone and CCM in a scalable environment, NAT 
needs to be able to detect the SCCP and understand the information passed within the messages. 
Messages flow back and forth that include IP address and port information used to identify other IP 
phone users with which a call can be placed.

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip nat service allow-multipart

Example:
Router(config)# ip nat service allow-multipart

Enables multi part SDP.

Step 4 exit

Example:
Router(config)# exit

Returns to privileged EXEC mode.

Step 5 show ip nat translations

Example:
Router# show ip nat translations

(Optional) Displays active NATs.



Using Application Level Gateways with NAT
  How to Configure Application Level Gateways with NAT

10
 

The SCCP client to CCM communication typically flows from inside to outside. DNS should be used to 
resolve the CCM IP address connection when the CCM is on the inside (behind the NAT device), or static 
NAT should be configured to reach the CCM in the inside. 

When an IP phone attempts to connect to the CCM and it matches the configured NAT rules, NAT will 
translate the original source IP address and replace it with one from the configured pool. This new 
address will be reflected in the CCM and be visible to other IP phone users. 

NAT Support of SCCP Fragmentation 

Skinny control messages are exchanged over TCP. If either the IP phone or CCM has been configured to 
have TCP maximum segment size (MSS) lower than the skinny control message payload, the skinny 
control message will be segmented across multiple TCP segments. Prior to this feature skinny control 
message exchanges would fail in a TCP segmentation scenario because NAT skinny ALG was not able 
to reassemble the skinny control messages. The NAT SCCP Fragmentation Support feature adds support 
for TCP segments for NAT skinny ALG. A fragmented payload that requires an IP or port translation 
will no longer be dropped.

Skinny control messages can also be IP fragmented but they are supported using Virtual Fragmentation 
Reassembly (VFR).

SUMMARY STEPS

1. enable

2. configure terminal

3. ip nat service skinny tcp port number

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip nat service skinny tcp port number

Example:
Router(config)# ip nat service skinny tcp port 
20002

Configures the skinny protocol on the specified TCP port.
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Configuration Examples for Using Application Level Gateways 
with NAT

This section provides the following configuration examples:

• Configuring IPsec ESP Through NAT: Example, page 11

• Enabling the Preserve Port: Example, page 11

• Enabling SPI Matching: Example, page 11

• Configuring SPI Matching on the Endpoint Routers: Example, page 11

• Enabling Multi Part SDP Support for NAT: Example, page 12

• Deploying NAT Between an IP Phone and Cisco CallManager: Example, page 12

Configuring IPsec ESP Through NAT: Example 
The following example shows NAT configured on the Provider Edge (PE) router with a static route to 
the shared service for the gold and silver Virtual Private Networks (VPNs). NAT is configured as inside 
source static 1- to-1 translations.

ip nat pool outside 192.0.2.1 192.0.2.14 netmask 255.255.255.0
ip nat outside source list 1 pool mypool
access-list 1 permit 192.0.2.3 0.0.0.255
ip nat inside source static 192.0.2.23 192.0.2.22 vrf gold
ip nat inside source static 192.0.2.21 192.0.2.2 vrf silver

Enabling the Preserve Port: Example
The following example shows how to configure TCP port 500 of the third-party concentrator. Access list 
10 is configured: 

ip nat service list 10 ike preserve-port
access-list 10 permit 10.1.1.1

Enabling SPI Matching: Example
The following example shows how to enable SPI Matching. Access list 10 is configured:

ip nat service list 10 esp spi-match
access-list 10 permit 10.1.1.1

Configuring SPI Matching on the Endpoint Routers: Example
The following example show how to enable SPI Matching on the endpoint routers: 

crypto ipsec nat-transparency spi-matching
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Enabling Multi Part SDP Support for NAT: Example 
The following example shows how to enable multi part SDP support for NAT:
ip nat service allow-multipart

Deploying NAT Between an IP Phone and Cisco CallManager: Example 
The following example shows how to configure the 20002 port of the CallManager: 

ip nat service skinny tcp port 20002

Where to Go Next
• To learn about Network Address Translation and configure NAT for IP address conservation, see the 

“Configuring NAT for IP Address Conservation” module.

• To verify monitor, and maintain NAT, see the “Monitoring and Maintaining NAT” module.

• To integrate NAT with MPLS VPNs, see the “Integrating NAT with MPLS VPNs” module. 

• To configure NAT for high availability, see the “Configuring NAT for High Availability” module.

Additional References
The following sections provide references related to using application level gateways with NAT.

Related Documents

Standards

MIBs

Related Topic Document Title

NAT commands: complete command syntax, command 
mode, defaults, usage guidelines, and examples

Cisco IOS IP Addressing Services Command Reference

Standards Title

None

MIBs MIBs Link

None To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs 

http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html 
http://www.cisco.com/go/mibs
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Technical Assistance

Description Link

The Cisco Support website provides extensive online 
resources, including documentation and tools for 
troubleshooting and resolving technical issues with 
Cisco products and technologies.

To receive security and technical information about 
your products, you can subscribe to various services, 
such as the Product Alert Tool (accessed from Field 
Notices), the Cisco Technical Services Newsletter, and 
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website 
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport 

http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for Using Application Level Gateways with 
NAT

Table 1 lists the features in this module and provides links to specific configuration information. Only 
features that were introduced or modified in Cisco IOS Release 12.2(1) or later appear in the table. 

For information on a feature in this technology that is not documented here, see the “Configuring 
Network Address Translation Features Roadmap” or other available documentation for your Cisco IOS 
release.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images 
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

Table 1 Feature Information for Using Application Level Gateways with NAT

Feature Name Releases Feature Configuration Information

The NAT Support for IPsec ESP— Phase II 
feature

12.2(15)T The NAT Support for IPsec ESP— Phase II feature provides 
support for Internet Key Exchange (IKE) and ESP without 
encapsulation in tunnel mode through a Cisco IOS router 
configured with NAPT.

The following sections provide information about this 
feature:

• “Configuring IPsec Through NAT” section on page 2

• “Configuring IPsec ESP Through NAT: Example” 
section on page 11

NAT Support for SIP feature 12.2(8)T NAT Support for SIP adds the ability to deploy Cisco IOS 
NAT between VoIP solutions based on SIP.

The following section provides information about this 
feature:

• “Configuring IPsec Through NAT” section on page 2

NAT Support for H.323 v2 RAS feature 12.2(2)T Cisco IOS NAT supports all H.225 and H.245 message 
types, including those sent in the RAS protocol. 

The following section provides information about this 
feature:

• “NAT Support of H.323 v2 RAS” section on page 4

http://www.cisco.com/go/cfn
http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/guide/iad_natrodmap_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/guide/iad_natrodmap_ps6350_TSD_Products_Configuration_Guide_Chapter.html
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Support for IPsec ESP Through NAT 12.2(13)T IPsec ESP Through NAT provides the ability to support 
multiple concurrent IP Security (IPsec) Encapsulating 
Security Payload (ESP) tunnels or connections through a 
Cisco IOS Network Address Translation (NAT) device 
configured in Overload or Port Address Translation (PAT) 
mode.

The following section provides information about this 
feature:

• “Configuring IPsec ESP Through NAT” section on 
page 5

NAT Support for H.323 v3 and v4 in v2 
Compatibility Mode

12.3(2)T The NAT Support for H.323 v3 and v4 in v2 Compatibility 
Mode feature enables Cisco NAT routers to support 
messages coded in H.323 v3 and v4 when those messages 
contain fields compatible with H.323 v2. This feature does 
not add support for H.323 capabilities introduced in v3 and 
v4, such as new message types or new fields that require 
address translation.

The following section provides information about this 
feature:

• “NAT Support for H.323 v3 and v4 in v2 Compatibility 
Mode” section on page 4

NAT H.245 Tunneling Support 12.3(11)T The NAT H.245 Tunneling Support feature allows H.245 
tunneling in H.323 Application Level Gateways (ALGs).

The following section provides information about this 
feature:

• “NAT H.245 Tunneling Support” section on page 4

NAT SCCP Fragmentation Support 12.4(6)T The NAT SCCP Fragmentation Support feature adds 
support for TCP segments for NAT skinny ALG. A 
fragmented payload that requires an IP or port translation 
will no longer be dropped.

The following section provides information about this 
feature:

• “NAT Support of SCCP Fragmentation” section on 
page 10

Multi Part SDP Support for NAT 15.0(1)M The Multi Part SDP Support for NAT feature adds support 
for multi part SDP in SIP ALG for the Advanced NAT 
Portfolio. This feature is disabled by default. 

The following section provides information about this 
feature:

• “Enabling Multi Part SDP Support for NAT” section on 
page 8

The following commands were modified by this feature: 
debug ip nat, ip nat service.

Table 1 Feature Information for Using Application Level Gateways with NAT

Feature Name Releases Feature Configuration Information



Using Application Level Gateways with NAT
  Feature Information for Using Application Level Gateways with NAT

16
 

CCDE, CCENT, CCSI, Cisco Eos, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Lumin, Cisco Nexus, Cisco Nurse Connect, 
Cisco Pulse, Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, 
Flip for Good, Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network 
are trademarks; Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, 
and Flip Gift Card are service marks; and Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, 
CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco  IOS, Cisco Press, Cisco Systems, 
Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, Continuum, EtherFast, EtherSwitch, Event Center, 
Explorer, Fast Step, Follow Me Browsing, FormShare, GainMaker, GigaDrive, HomeLink, iLYNX, Internet Quotient, IOS, iPhone, iQuick Study, 
IronPort, the IronPort logo, Laser Link, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, 
Networking Academy, Network Registrar, PCNow, PIX, PowerKEY, PowerPanels, PowerTV, PowerTV (Design), PowerVu, Prisma, ProConnect, 
ROSA, ScriptShare, SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, 
and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0908R)

© 2005–2009 Cisco Systems, Inc. All rights reserved.


	Using Application Level Gateways with NAT
	Finding Feature Information
	Contents
	Prerequisites for Using Application Level Gateways with NAT
	Information About Configuring Application Level Gateways with NAT
	Application Level Gateway

	How to Configure Application Level Gateways with NAT
	Configuring IPsec Through NAT
	Benefits of Configuring NAT ALG
	IP Security
	Voice and Multimedia over IP Networks
	NAT Support of H.323 v2 RAS
	NAT Support for H.323 v3 and v4 in v2 Compatibility Mode
	NAT H.245 Tunneling Support
	Restrictions
	Configuring IPsec ESP Through NAT
	Enabling Preserve Port
	Restrictions
	Enabling SPI Matching on the NAT Device
	Prerequisites
	Restrictions
	Enabling SPI Matching on the Endpoints
	Prerequisites
	Restrictions
	Enabling Multi Part SDP Support for NAT
	Restrictions

	Deploying NAT Between an IP Phone and Cisco CallManager
	NAT Support of Skinny Client Control Protocol
	NAT Support of SCCP Fragmentation


	Configuration Examples for Using Application Level Gateways with NAT
	Configuring IPsec ESP Through NAT: Example
	Enabling the Preserve Port: Example
	Enabling SPI Matching: Example
	Configuring SPI Matching on the Endpoint Routers: Example
	Enabling Multi Part SDP Support for NAT: Example
	Deploying NAT Between an IP Phone and Cisco CallManager: Example

	Where to Go Next
	Additional References
	Related Documents
	Standards
	MIBs
	Technical Assistance

	Feature Information for Using Application Level Gateways with NAT



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


