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The Cisco IOS XE command-line interface (CLI) is the primary user interface used for configuring,
monitoring, and maintaining Cisco devices. This user interface allows you to directly and simply execute
Cisco IOS XE commands, whether using a router console or terminal, or using remote access methods.

This chapter describes the basic features of the Cisco IOS XE CLI and how to use them. Topics covered
include an introduction to Cisco IOS XE command modes, navigation and editing features, help features,
and command history features.

Additional user interfaces include Setup mode (used for first-time startup), the Cisco Web Browser, and
user menus configured by a system administrator. For information about Setup mode, see Using Setup
Mode to Configure a Cisco Networking Device and Using Autolnstall to Remotely Configure Cisco
Networking Devices. For information on issuing commands using the Cisco Web Browser, see Using the
Cisco Web Browser User Interface. For information on user menus, see Managing Connections, Menus,
and System Banners.
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Cisco 10S XE CLI Command Modes Overview

To aid in the configuration of Cisco devices, the Cisco IOS XE command-line interface is divided into
different command modes. Each command mode has its own set of commands available for the
configuration, maintenance, and monitoring of router and network operations. The commands available
to you at any given time depend on the mode you are in. Entering a question mark (?) at the system
prompt (router prompt) allows you to obtain a list of commands available for each command mode.

The use of specific commands allows you to navigate from one command mode to another. The standard
order that a user would access the modes is as follows: user EXEC mode; privileged EXEC mode; global
configuration mode; specific configuration modes; configuration submodes; and configuration
subsubmodes.

When you start a session on a router, you generally begin in user EXEC mode, which is one of two access
levels of the EXEC mode. For security purposes, only a limited subset of EXEC commands are available
in user EXEC mode. This level of access is reserved for tasks that do not change the configuration of the
router, such as determining the router status.

In order to have access to all commands, you must enter privileged EXEC mode, which is the second
level of access for the EXEC mode. Normally, you must enter a password to enter privileged EXEC
mode. In privileged EXEC mode, you can enter any EXEC command, because privileged EXEC mode
is a superset of the user EXEC mode commands.

Most EXEC mode commands are one-time commands, such as show or more commands, which show
the current configuration status, and clear commands, which clear counters or interfaces. EXEC mode
commands are not saved across reboots of the router.

From privileged EXEC mode, you can enter global configuration mode. In this mode, you can enter
commands that configure general system characteristics. You also can use global configuration mode to
enter specific configuration modes. Configuration modes, including global configuration mode, allow
you to make changes to the running configuration. If you later save the configuration, these commands
are stored across router reboots.

From global configuration mode you can enter a variety of protocol-specific or feature-specific
configuration modes. The CLI hierarchy requires that you enter these specific configuration modes only
through global configuration mode. As an example, this chapter describes interface configuration mode,
a commonly used configuration mode.

From configuration modes, you can enter configuration submodes. Configuration submodes are used for
the configuration of specific features within the scope of a given configuration mode. As an example,
this chapter describes the subinterface configuration mode, a submode of the interface configuration
mode.

ROM monitor mode is a separate mode used when the router cannot boot properly. If your system (router,
switch, or access server) does not find a valid system image to load when it is booting, the system will
enter ROM monitor mode. ROM monitor (ROMMON) mode can also be accessed by interrupting the
boot sequence during startup.

The following sections contain detailed information on these command modes:
e User EXEC mode, page 3
e Privileged EXEC Mode, page 4
e Global Configuration Mode, page 5
e Interface Configuration Mode, page 6
e Subinterface Configuration Mode, page 7

¢ ROM Monitor Mode, page 8
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Table 1 follows these sections and summarizes the main Cisco IOS XE command modes.

User EXEC mode

Note

Logging in to the router places you in user EXEC command mode (unless the system is configured to
take you immediately to privileged EXEC mode). Typically, login will require a username and a
password. You may try three times to enter a password before the connection attempt is refused.

For information on setting the password, see Configuring Security with Passwords, Privilege Levels and,
Login Usernames for CLI Sessions on Networking Devices.

The EXEC commands available at the user level are a subset of those available at the privileged level.
In general, the user EXEC commands allow you to connect to remote devices, change terminal line
settings on a temporary basis, perform basic tests, and list system information.

To list the available user EXEC commands, use the following command:

Command

Purpose

Router> ?

Lists the user EXEC commands.

Note

The user EXEC mode prompt consists of the hostname of the device followed by an angle bracket (>),
as shown in the following example:

Router>
The default host name is generally Router, unless it has been changed during initial configuration using

the setup EXEC command. You also change the hostname using the hostname global configuration
command.

Examples in Cisco IOS XE documentation assume the use of the default name of “Router.” Different
devices (for example, access servers) may use a different default name. If the routing device (router,
access server, or switch) has been named with the hostname command, that name will appear as the
prompt instead of the default name.

To list the commands available in user EXEC mode, enter a question mark (?) as shown in the following
example:

Router> ?

EXEC commands :
access-profile--Apply user-profile to interface

attach---————--—- attach to system component
clear----------- Reset functions

connect-------—-—- Open a terminal connection
crypto-————————- Encryption related commands.
disable--------- Turn off privileged commands
disconnect------ Disconnect an existing network connection
enable----—-----—- Turn on privileged commands
exit---------—--- Exit from the EXEC

help-----——----- Description of the interactive help system
lat-————-----——-—- Open a lat connection

lock-----====——- Lock the terminal

login----------- Log in as a particular user
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Note

logout-------—---- Exit from the EXEC

mrinfo----------- Request neighbor and version information from a multicast router
mstat------------ Show statistics after multiple multicast traceroutes
mtrace----------- Trace reverse multicast path from destination to source
name-connection--Name an existing network connection
ping-------——---—-- Send echo messages

ppp----—-—----————--- Start IETF Point-to-Point Protocol (PPP)
release---------- Release a resource

renew------------ Renew a resource

resume----------- Resume an active network connection
rlogin----------- Open an rlogin connection

set--——————--————- Set system parameter (not config)

show-------—-———-- Show running system information

slip----————--—--- Start Serial-line IP (SLIP)

ssh---------————- Open a secure shell client connection
systat------—-—--- Display information about terminal lines
tclquit---------- Quit Tool Command Language shell

telnet------———-—-—- Open a telnet connection

terminal--------- Set terminal line parameters

tn3270----------- Open a tn3270 connection

traceroute------- Trace route to destination

tunnel---——————-—- Open a tunnel connection

udptn------------ Open an udptn connection

where-------—---—-- List active connections

xXremote---------- Enter XRemote mode

The list of commands will vary depending on the software feature set and router platform you are using.

You can enter commands in uppercase, lowercase, or mixed case. Only passwords are case sensitive.
However, Cisco IOS XE documentation convention is to always present commands in lowercase.

Privileged EXEC Mode

Because many privileged EXEC mode commands set operating parameters, privileged-level access
should be password protected to prevent unauthorized use. The privileged EXEC command set includes
those commands contained in user EXEC mode. Privileged EXEC mode also provides access to
configuration modes through the configure command, and includes advanced testing commands, such
as debug.

The privileged EXEC mode prompt consists of the hostname of the device followed by a pound sign (#),
as shown in the following example:

Router#

To access privileged EXEC mode, use the following command:

Command

Purpose

Router> enable

Enables privileged EXEC mode.

e Enter your password when prompted.

Note that privileged EXEC mode is sometimes referred to as “enable mode,” because the enable
command is used to enter the mode.
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If a password has been configured on the system, you will be prompted to enter it before being allowed
access to privileged EXEC mode. The password is not displayed on the screen and is case sensitive. If
an enable password has not been set, privileged EXEC mode can be accessed only from the router
console (terminal connected to the console port). The system administrator uses the enable secret or
enable password global configuration command to set the password that restricts access to privileged
mode.

To return to user EXEC mode, use the following command:

Command

Purpose

Router# disable

Exits from privileged EXEC mode to user EXEC mode.

Note

The following example shows the process of accessing privileged EXEC mode:

Router> enable
Password:<letmein>
Router#

Note that the password will not be displayed as you type, but is shown here for illustrational purposes.
To list the commands available in privileged EXEC mode, issue the ? command at the prompt. From
privileged EXEC mode you can access global configuration mode, which is described in the following
section.

Because the privileged EXEC command set contains all of the commands available in user EXEC mode,
some commands can be entered in either mode. In Cisco IOS XE documentation, commands that can be
entered in either user EXEC mode or privileged EXEC mode are referred to as EXEC mode commands.
If user or privileged EXEC mode is not specified in the documentation, assume that you can enter the
referenced commands in either mode.

Global Configuration Mode

The term “global” is used to indicate characteristics or features that affect the system as a whole. Global
configuration mode is used to configure your system globally, or to enter specific configuration modes
to configure specific elements such as interfaces or protocols. Use the configure terminal privileged
EXEC mode command to enter global configuration mode.

To access global configuration mode, use the following command in privileged EXEC mode:

Command Purpose
Router# configure terminal From privileged EXEC mode, enters global configuration
mode.

The following example shows the process of entering global configuration mode from privileged EXEC
mode:

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #
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Note

Note that the system prompt changes to indicate that you are now in global configuration mode. The
prompt for global configuration mode consists of the hostname of the device followed by (config) and
the pound sign (#). To list the commands available in privileged EXEC mode, issue the ? command at
the prompt.

Commands entered in global configuration mode update the running configuration file as soon as they
are entered. In other words, changes to the configuration take effect each time you press the Enter or
Return key at the end of a valid command. However, these changes are not saved into the startup
configuration file until you issue the copy running-config startup-config EXEC mode command. This
behavior is explained in more detail later in this document.

As shown in the example, the system dialog prompts you to end your configuration session (exit
configuration mode) by pressing the Control (Ctrl) and “z” keys simultaneously; when you press these
keys, AZ appears on screen. You can actually end your configuration session by entering the Ctrl-Z key
combination, using the end command, or using the Ctrl-C key combination. The end command is the
recommended way to indicate to the system that you are done with the current configuration session.

If you use Ctrl-Z at the end of a command line in which a valid command has been typed, that command
will be added to the running configuration file. In other words, using Ctrl-Z is equivalent to hitting the
Enter (Carriage Return) key before exiting. For this reason, it is safer to end your configuration session
using the end command. Alternatively, you can use the Ctrl-C key combination to end your configuration
session without sending a Carriage Return signal.

You can also use the exit command to return from global configuration mode to EXEC mode, but this
works only in global configuration mode. Pressing Ctrl-Z or entering the end command will always take
you back to EXEC mode regardless of which configuration mode or configuration submode you are in.

To exit global configuration command mode and return to privileged EXEC mode, use one of the
following commands:

Command

Purpose

Router (config)# end Ends the current configuration session and returns to privileged

or

Router (config)# 4z

EXEC mode.

Router (config)# exit Exits the current command mode and returns to the preceding

mode. For example, exits from global configuration mode to
privileged EXEC mode.

From global configuration mode, you can enter a number of protocol-specific, platform-specific, and
feature-specific configuration modes. Information about specific modes is given in task-specific contexts
throughout the Cisco IOS XE software documentation set.

Interface configuration mode, described in the following section, is an example of a configuration mode
you can enter from global configuration mode.

Interface Configuration Mode

One example of a specific configuration mode you enter from global configuration mode is interface
configuration mode.
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Many features are enabled on a per-interface basis. Interface configuration commands modify the
operation of an interface such as an Fast Ethernet, FDDI, or serial port. Interface configuration
commands always follow an interface global configuration command, which defines the interface type.

For details on interface configuration commands that affect general interface parameters, such as
bandwidth or clock rate, refer to the Cisco I0S XE Interface and Hardware Component Configuration
Guide for your release. For protocol-specific commands, refer to the appropriate Cisco IOS software
command reference.

To access and list the interface configuration commands, use the following command:

Command

Purpose

Router (config)# interface type number Specifies the interface to be configured, and enters interface

configuration mode.

In the following example, the user enter interface configuration mode for serial interface 0. The new
prompt, hostname(config-if)#, indicates interface configuration mode.

Router (config)# interface serial 0/0
Router (config-if)#

To exit interface configuration mode and return to global configuration mode, enter the exit command.

Configuration submodes are configuration modes entered from other configuration modes (besides
global configuration mode). Configuration submodes are for the configuration of specific elements
within the configuration mode. One example of a configuration submode is subinterface configuration
mode, described in the following section.

Subinterface Configuration Mode

From interface configuration mode, you can enter subinterface configuration mode. Subinterface
configuration mode is a submode of interface configuration mode. In subinterface configuration mode
you can configure multiple virtual interfaces (called subinterfaces) on a single physical interface.
Subinterfaces appear to be distinct physical interfaces to the various protocols. For example,

Frame Relay networks provide multiple point-to-point links called permanent virtual circuits (PVCs).
PVCs can be grouped under separate subinterfaces that in turn are configured on a single physical
interface. From a bridging spanning-tree viewpoint, each subinterface is a separate bridge port, and a
frame arriving on one subinterface can be sent out on another subinterface.

Subinterfaces also allow multiple encapsulations for a protocol on a single interface. For example, a
router or access server can receive an Advanced Research Projects Agency (ARPA-framed) Internetwork
Packet Exchange (IPX) packet and forward the packet back out the same physical interface as a
Subnetwork Access Protocol (SNAP-framed) IPX packet.

For detailed information on how to configure subinterfaces, refer to the appropriate documentation
module for a specific protocol in the Cisco IOS XE software documentation set.

To access subinterface configuration mode, use the following command in interface configuration mode:

Command

Purpose

Router (config-if)# interface type number Specifies the virtual interface to be configured and enters

subinterface configuration mode.

"mxam
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In the following example, a subinterface is configured for serial line 2, which is configured for

Frame Relay encapsulation. The subinterface is identified as “2.1” to indicate that it is subinterface 1 of
serial interface 2. The new prompt hostname(config-subif)# indicates subinterface configuration
mode. The subinterface can be configured to support one or more Frame Relay PVCs.

Router (config)# interface serial 0/2

Router (config-if)# encapsulation frame-relay
Router (config-if)# interface serial 0/2.1
Router (config-subif) #

To exit subinterface configuration mode and return to interface configuration mode, use the exit
command. To end your configuration session and return to privileged EXEC mode, press Ctrl-Z or enter
the end command.

ROM Monitor Mode

Note

Step 1

Step 2

ROM monitor mode (ROMMON) runs from a specialized software image, and is used to manually locate
a valid system software image from which to boot the system (ROM monitor mode is also sometimes
called “boot mode”).

If your system (router, switch, or access server) does not find a valid system image to load, the system
will enter ROM monitor mode. ROM monitor mode can also be accessed by interrupting the boot
sequence during startup. From ROM monitor mode, you can boot the device or perform diagnostic tests.

On most systems you can enter ROM monitor mode by entering the reload EXEC command and then
issuing the Break command during the first 60 seconds of startup. The Break command is issued by
pressing the Break key on your keyboard or by using the Break key-combination (the default Break key
combination is Ctrl-C).

You must have a console connection to the router to perform this procedure, because Telnet connections
will be lost when the system reboots.

To access ROM monitor mode from EXEC mode, perform the following steps:

Enter the reload command in EXEC mode. After you enter this command and responding to the system
prompts as necessary, the system will begin reloading the system software image.

Issue the Break command during the first 60 seconds of system startup. The break command is issued

using the Break key or Break key combination. (The default Break key combination is Ctrl-C, but this

may be configured differently on your system.) Issuing the break command interrups the boot sequence
and brings you into ROM monitor mode.

Another method for entering ROM monitor mode is to set the configuration register so that the router
automatically enters ROM monitor mode when it boots. For information about setting the configuration
register value, see “Rebooting and Reloading - Configuring Image Loading Characteristics. “

ROM monitor mode uses an angle bracket (>) as the command line prompt. On some Cisco devices the
default ROM monitor prompt is rommon >. A list of ROM monitor commands is displayed when you enter
the ? command or help command. The following example shows how this list of commands may appear:

User break detected at location 0x8162ac6\@
rommon 1 > ?
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alias------ set and display aliases command
boot------- boot up an external process
break------ set/show/clear the breakpoint
confreg----configuration register utility
context----display the context of a loaded image
cookie----- display contents of cookie PROM in hex
dev-------- list the device table

dir-------- list files in file system

dis-------- display instruction stream

frame---——-—- print out a selected stack frame
help------- monitor builtin command help
history----monitor command history
meminfo----main memory information

repeat----- repeat a monitor command

reset------ system reset

set-------- display the monitor variables
showmon----display currently selected ROM monitor
stack------ produce a stack trace

sync------- write monitor environment to NVRAM
sysret----- print out info from last system return
unalias----unset an alias

unset------- unset a monitor variable

rommon 2>

The list of available commands will vary depending on the software image and platform you are using.
Some versions of ROMMON will display a list of commands in a pre-aliased format such as the
following:

> ?

bs$ state Toggle cache state (? for help)
B [filename] [TFTP Server IP address | TFTP Server Name]
Load and execute system image from ROM or from TFTP server
[address] Continue execution [optional address]
/S MLV Deposit value V of size S into location L with modifier M
/S M L Examine location L with size S with modifier M
[address] Begin execution
Help for commands
Initialize
Stack trace
[filename] [TFTP Server IP address | TFTP Server Namel
Load system image from ROM or from TFTP server, but do not
begin execution

HEX"HITQEUITONO

(e} Show configuration register option settings

P Set the break point

S Single step next instruction

T function Test device (? for help)

Deposit and Examine sizes may be B (byte), L (long) or S (short).
Modifiers may be R (register) or S (byte swap).

Register names are: D0-D7, A0-A6, SS, US, SR, and PC

To exit ROM monitor mode, use the continue command; this will restart the booting process.

For more information on ROM monitor mode characteristics and using ROM monitor mode, see the
“Rebooting and Reloading - Configuring Image Loading Characteristics”.

Summary of Main Cisco 10S XE Command Modes

Table 1 summarizes the main command modes used in the Cisco I0S XE CLI.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_rebooting.html

Using the Cisco 10S XE Command-Line Interface |

W Cisco I0S XE CLI Task List

Table 1 Summary of the Main Cisco 10S XE Command Modes
Command
Mode Access Method Prompt Exit Method
User EXEC Log in. Router> Use the logout command.
Privileged From user EXEC mode, Router# To exit to user EXEC mode, use the disable
EXEC use the enable EXEC command.
command. To enter global configuration mode, use the
configure terminal privileged EXEC command.
Global From privileged EXEC Router (config) # To exit to privileged EXEC mode, use the end
configuration |mode, use the configure command or press Ctrl-Z.
terminal command. To enter interface configuration mode, use the
interface configuration command.
Interface From global configuration |Router (config-if)# To exit to global configuration mode, use the exit
configuration |mode, enter by specifying command.
an interface with an To exit to privileged EXEC mode, use the end
interface command.
command or press Ctrl-Z.
To enter subinterface configuration mode, specify a
subinterface with the interface command.
Subinterface From interface Router (config-subif)#  |To exit to global configuration mode, use the exit
configuration |configuration mode, command.

specify a subinterface
with an interface
command. (The
availability of this mode is
dependent on your
platform.)

To exit to privileged EXEC mode, use the end
command or press Ctrl-Z.

ROM monitor

From privileged EXEC
mode, use the reload
EXEC command. Press
the Break key during the
first

60 seconds while the
system is booting.

\%

rommon >

If you entered ROM monitor mode by interrupting
the loading process, you can exit ROM monitor
mode and resume loading by using the continue
commands.

Cisco 10S XE CLI Task List

To familiarize yourself with the features of the Cisco IOS XE CLI, perform any of the tasks described
in the following sections:

e Getting Context-Sensitive Help, page 11

e Using the no and default Forms of Commands, page 19

e Using Command History, page 19

e Using CLI Editing Features and Shortcuts, page 21

e Searching and Filtering CLI Output, page 26
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Getting Context-Sensitive Help

Entering a question mark (?) at the system prompt displays a list of commands available for each
command mode. You also can get a list of the arguments and keywords available for any command with
the context-sensitive help feature.

To get help specific to a command mode, a command name, a keyword, or an argument, use any of the
following commands:

Command Purpose

(prompt) # Displays a brief description of the help system.

(prompt)# abbreviated-command-entry? Lists commands in the current mode that begin with a particular
character string.

(prompt) # abbreviated-command-entry<Tab> Completes a partial command name.

(prompt) # ? Lists all commands available in the command mode.

(prompt) # Lists the available syntax options (arguments and keywords) for
the command.

(prompt)# command keyword ? Lists the next available syntax option for the command.

Note that the system prompt will vary depending on which configuration mode you are in.

When context-sensitive help is used, the space (or lack of a space) before the question mark (?) is
significant. To obtain a list of commands that begin with a particular character sequence, type in those
characters followed immediately by the question mark (?). Do not include a space. This form of help is
called word help, because it completes a word for you. For more information, see the “Completing a
Partial Command Name” section later in this chapter.

To list keywords or arguments, enter a question mark (?) in place of a keyword or argument. Include a
space before the ?. This form of help is called command syntax help, because it shows you which
keywords or arguments are available based on the command, keywords, and arguments you already have
entered.

You can abbreviate commands and keywords to the number of characters that allow a unique
abbreviation. For example, you can abbreviate the configure terminal command to config t. Because
the abbreviated form of the command is unique, the router will accept the abbreviated form and execute
the command.

Entering the help command (available in any command mode) will provide the following description of
the help system:

Router# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must back up until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)
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As described in the help command output, you can use the question mark (?) to complete a partial
command name (partial help), or to obtain a list of arguments or keywords that will complete the current
command.

The following example illustrates how the context-sensitive help feature enables you to create an access
list from configuration mode.

Enter the letters co at the system prompt followed by a question mark (?). Do not leave a space between
the last letter and the question mark. The system provides the commands that begin with co.

Router# co?
configure connect copy

Enter the configure command followed by a space and a question mark to list the keywords for the
command and a brief explanation:

Router# configure ?
memory Configure from NV memory
network Configure from a TFTP network host
overwrite-network Overwrite NV memory from TFTP network host
terminal Configure from the terminal
<cr>

The <cr> symbol (“cr” stands for carriage return) appears in the list to indicate that one of your options
is to press the Return or Enter key to execute the command, without adding any keywords. In this
example, the output indicates that your options for the configure command are configure memory
(configure from NVRAM), configure network (configure from a file on the network), configure
overwrite-network (configure from a file on the network and replace the file in NVRAM), or configure
terminal (configure manually from the terminal connection). For most commands, the <cr> symbol is
used to indicate that you can execute the command with the syntax you have already entered. However,
the configure command is a special case, because the CLI will prompt you for the missing syntax:
Router# configure

Configuring from terminal, memory, or network [terminal]? terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

The default response for the ? prompt is indicated in the CLI output by a bracketed option at the end of
the line. In the preceding example, pressing the Enter (or Return) key is equivalent to typing in the word
“terminal.”

Enter the configure terminal command to enter global configuration mode:

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

The CLI provides error isolation in the form of an error indicator, a caret symbol (*). The A symbol
appears at the point in the command string where the user has entered incorrect or unrecognized
command syntax. For example, the caret symbol in the following output shows the letter that was

mistyped in the command:

MCP_SCAL_RP1_1l#configure terninal

% Invalid input detected at '”~' marker.

MCP_SCAL_RP1_1#

Note that an error message (indicated by the % symbol) appears on the screen to alert you to the error
marker.
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Enter the access-list command followed by a space and a question mark to list the available options for
the command:

Router (config) #access-1list ?

<1-99> IP standard access list

<100-199> IP extended access list

<1000-1099> IPX SAP access list

<1100-1199> Extended 48-bit MAC address access list
<1200-1299> IPX summary address access list
<1300-1999> IP standard access list (expanded range)
<200-299> Protocol type-code access list
<2000-2699> IP extended access list (expanded range)
<2700-2799> MPLS access list

<300-399> DECnet access list

<400-499> XNS standard access list

<500-599> XNS extended access list

<600-699> Appletalk access list

<700-799> 48-bit MAC address access list

<800-899> IPX standard access list

<900-999> IPX extended access list

compiled Enable IP access-list compilation
rate-limit Simple rate-limit specific access list
template Enable IP template acls

The two numbers within the angle brackets represent an inclusive range. Enter the access list number 99
and then enter another question mark to see the arguments that apply to the keyword and brief
explanations:

Router (config) # access-list 99 ?
deny----Specify packets to reject
permit--Specify packets to forward
remark--Access list entry comment

Enter the deny argument followed by a question mark (?) to list additional options:

Router (config)# access-list 99 deny ?
Hostname or A.B.C.D Address to match
any----Any source host

host---A single host address

Generally, uppercase letters represent variables (arguments). Enter the IP address followed by a question
mark (?) to list additional options:

Router (config) # access-list 99 deny 172.31.134.0 ?
A.B.C.D Mask of bits to ignore
<cr>

In this output, A.B.C.D indicates that use of a wildcard mask is allowed. The wildcard mask is a method
for matching IP addresses or ranges of IP addresses. For example, a wildcard mask of 0.0.0.255 matches
any number in the range from 0 to 255 that appears in the fourth octet of an IP address.

Enter the wildcard mask followed by a question mark (?) to list further options:
Router (config)# access-list 99 deny 172.31.134.0 0.0.0.255 ?

<Ccr>

The <cr> symbol by itself indicates there are no more keywords or arguments. Press Enter (or Return)
to execute the command.:

Router (config)# access-list 99 deny 172.31.134.0 0.0.0.255

The system adds an entry to access list 99 that denies access to all hosts on subnet 172.31.134.0, while
ignoring bits for IP addresses that end in 0 to 255.
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Displaying All User EXEC Commands

To configure the current session to display the full set of user EXEC commands, use the following
command in user EXEC or privileged EXEC mode:

Command Purpose

Router# terminal full-help Configures this session to provide help for the full set of
user-level commands.

The system administrator can also configure the system to always display full help for connections made
to a particular line using the full-help line configuration command.

The full-help and terminal full-help commands enable the displaying of all help messages available in
user EXEC mode when the show ? command is executed.

The following example is output for the show ? command with the terminal full-help command
disabled and then enabled:

Router> terminal no full-help
Router> show ?

aaa Show AAA values
acircuit Access circuit info
adjacency Adjacent nodes
alps Alps information
ancp ANCP information
appfw Application Firewall information
aps APS information
arp ARP table
auto Show Automation Template
backup Backup status
bfd BFD protocol info
bgp BGP information
bootflash: display information about bootflash: file system
bootvar Boot and related environment variable
call Show call
call-home Show command for call home
cca CCA information
ccm CCM HA Information
class-map Show CPL Class Map
clock Display the system clock
cns CNS agents
compress Show compression statistics
connection Show Connection
controllers Interface controller status
cool outage measurement info
cops COPS information
cpl C3PL show commands
crypto Encryption module
dampening Display dampening information
diag Show diagnostic and eeprom information
diagnostic Show command for diagnostic
dialer Dialer parameters and statistics
drip DRiP DB
environment Environmental Monitoring
eobc Cat 6000 out of band (EOBC) interface show commands
etherchannel EtherChannel Parameters
event-manager Event manager information
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exception
facility-alarm
flow-sampler
fpd:

fras-host
harddisk:
history

hosts

hw-module
if-mgr
ima
inventory
ip

ipam

ipc

ipv6

issu
kerberos
kron

12tp
12tun
lacp
location
login
management

management-interface

memory
modemcap
monitor
mpls

mpoa

mtm

ncia
network-clocks
parameter-map
policy-map
Prp

pppoe

gbm

gdm

queue
queueing
radius
rbscp
redundancy
resource-group
rmi

rmon
romvar
sasl

sbc
sessions
sgbp

Sgcp

snmp

srp

ssh
subscriber
syscon
tableid

Getting Context-Sensitive Help

exception informations

Show Facility Alarms

Display the flow samplers configured
display information about fpd: file system
FRAS Host Information

display information about harddisk: file system
Display the session command history

IP domain-name, lookup style, nameservers, and host
table

Show hardware module commands

if-mgr information

Display IMA Interfaces

Show the physical inventory

IP information

IP Addr Mgr (IPAM) information
Interprocess communications commands
IPv6 information

ISSU Information

Show Kerberos Values

Kron Subsystem

L2TP information

Layer 2 tunnel information

Port channel information

Display the system location

Display Secure Login Configurations and State
Display the management applications

Host management-interface information
Memory statistics

Show Modem Capabilities database
Monitoring different system events

MPLS information

MPOA show commands

MTM

Native Client Interface Architecture
Network clocks information

parameter map information

Show Policy Map

PPP parameters and statistics

PPPoE information

QoS Bandwidth Manager information

Show information about QoS Device Manager
Show queue contents

Show queueing configuration

Shows radius information

RBSCP information

Redundancy Facility (RF) information
Resource group statistics

Resource User Infrastructure information
rmon statistics

All ROMMON environment variables

show SASL information

Session Border Controller

Information about Telnet connections
SGBP group information

Display Simple Gateway Control Protocol information
snmp statistics

SRP information

Status of SSH server connections
Subscriber Service Switch Information
System Controller information

Internal tableid
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tacacs
template
terminal
time-range
topology
traffic-shape
transport-map
upgrade
usb-devices
users
vCc-group
version

vii

vpdn

vrf

vrrp
wiretap
xconnect
xdr

zone
zone-pair

Shows tacacs+ server statistics

Template information

Display terminal configuration parameters
Time range

Topology instance information

traffic rate shaping configuration
Transport map information

Show upgrade commands

System USB devices

Display information about terminal lines
Show VC Group

System hardware and software status
Virtual Forwarding Instance information
VPDN information

VPN Routing/Forwarding instance information
VRRP information

Display intercept status

Xconnect information

Show details about XDR

Zone Information
Zone pair information

Router> terminal full-help
Router> show ?

aaa Show AAA values

access-expression List access expression

access-lists
acircuit
adjacency

List access lists
Access circuit info
Adjacent nodes

aliases Display alias commands

alps Alps information

ancp ANCP information

apollo Apollo network information

appfw Application Firewall information

appletalk AppleTalk information

aps APS information

arap Show Appletalk Remote Access statistics

arp ARP table

async Information on terminal lines used as router interfaces
auto Show Automation Template

backup Backup status

bfd BFD protocol info

bgp BGP information

bootflash: display information about bootflash: file system
bootvar Boot and related environment variable

bridge Bridge Forwarding/Filtering Database [verbosel]
bsc BSC interface information

bstun BSTUN interface information

buffers Buffer pool statistics

call Show call

call-home

Show command for call home

cca CCA information

ccm CCM HA Information

cdp CDP information

class-map Show CPL Class Map

clns CLNS network information
clock Display the system clock
cls DLC user information

cns CNS agents

compress Show compression statistics
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connection
controllers
cool

cops

cpl

crypto
dampening
debugging
decnet

diag
diagnostic
dialer

dlsw

dnsix

drip

dspu

dxi

entry
environment
eobc
etherchannel
event-manager
exception
facility-alarm
flow-sampler
fpd:
frame-relay
fras
fras-host
glbp
harddisk:
history
hosts

hw-module
if-mgr
ima
interfaces
inventory
ip

ipam

ipc

ipvé

ipx

isis

issu
kerberos
keymap
kron

12tp
12tun
lacp

lat

line

11c2

1nm
local-ack
location
logging
login
management

Getting Context-Sensitive Help

Show Connection

Interface controller status

outage measurement info

COPS information

C3PL show commands

Encryption module

Display dampening information

State of each debugging option

DECnet information

Show diagnostic and eeprom information
Show command for diagnostic

Dialer parameters and statistics

Data Link Switching information

Shows Dnsix/DMDP information

DRiP DB

Display DSPU information

atm-dxi information

Queued terminal entries

Environmental Monitoring

Cat 6000 out of band (EOBC) interface show commands
EtherChannel Parameters

Event manager information

exception informations

Show Facility Alarms

Display the flow samplers configured
display information about fpd: file system
Frame-Relay information

FRAS Information

FRAS Host Information

GLBP information

display information about harddisk: file system
Display the session command history

IP domain-name, lookup style, nameservers, and host
table

Show hardware module commands

if-mgr information

Display IMA Interfaces

Interface status and configuration
Show the physical inventory

IP information

IP Addr Mgr (IPAM) information
Interprocess communications commands
IPv6 information

Novell IPX information

IS-IS routing information

ISSU Information

Show Kerberos Values

Terminal keyboard mappings

Kron Subsystem

L2TP information

Layer 2 tunnel information

Port channel information

DEC LAT information

TTY line information

IBM LLC2 circuit information

IBM LAN manager

Local Acknowledgement virtual circuits
Display the system location

Show the contents of logging buffers
Display Secure Login Configurations and State
Display the management applications
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management-interface Host management-interface information

memory Memory statistics

modemcap Show Modem Capabilities database
monitor Monitoring different system events
mpls MPLS information

mpoa MPOA show commands

mtm MTM

nbf NBF (NetBEUI) information

ncia Native Client Interface Architecture

netbios-cache
network-clocks
node

ntp
parameter-map
policy-map

NetBIOS name cache contents
Network clocks information
Show known LAT nodes
Network time protocol
parameter map information
Show Policy Map

pPPP PPP parameters and statistics

pppoe PPPoOE information

privilege Show current privilege level

processes Active process statistics

protocols Active network routing protocols

gm QoS Bandwidth Manager information

gdm Show information about QoS Device Manager
gllc Display gllc-11c2 and gllc-sdlc conversion information
queue Show queue contents

queueing Show queueing configuration

radius Shows radius information

rbscp RBSCP information

redundancy Redundancy Facility (RF) information
registry Function registry information

reload Scheduled reload information

resource-group

Resource group statistics

rib Routing Information Base

rif RIF cache entries

rmi Resource User Infrastructure information

rmon rmon statistics

romvar All ROMMON environment variables

route-map route-map information

sasl show SASL information

sbc Session Border Controller

sdllc Display sdlc - 1llc2 conversion information

services LAT learned services

sessions Information about Telnet connections

sgbp SGBP group information

sgcp Display Simple Gateway Control Protocol information
smrp Simple Multicast Routing Protocol (SMRP) information
sna Display SNA host information

snapshot Snapshot parameters and statistics

snmp snmp statistics

source-bridge
spanning-tree

Source-bridge parameters and statistics
Spanning tree topology

srp SRP information

ssh Status of SSH server connections
stacks Process stack utilization

standby Hot Standby Router Protocol (HSRP) information
stun STUN status and configuration
subscriber Subscriber Service Switch Information
subsys Show subsystem information

syscon System Controller information

tableid Internal tableid

tacacs Shows tacacs+ server statistics

tarp TARP information
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tcp Status of TCP connections

tech-support Show system information for Tech-Support
template Template information

terminal Display terminal configuration parameters

time-range

Time range

tn3270 TN3270 settings
topology Topology instance information
track Tracking information

traffic-shape

traffic rate shaping configuration

translate Protocol translation information
transport-map Transport map information

ttycap Terminal capability tables
upgrade Show upgrade commands

usb-devices

System USB devices

users Display information about terminal lines
vc-group Show VC Group

version System hardware and software status

vii Virtual Forwarding Instance information
vines VINES information

vlans Virtual LANs Information

vpdn VPDN information

vrf VPN Routing/Forwarding instance information
Vrrp VRRP information

whoami Info on current tty line

wiretap Display intercept status

x25 X.25 information

x29 X.29 information

xconnect Xconnect information

xdr Show details about XDR

xns XNS information

xremote XRemote statistics

zone zZone Information

zone-pair

Zone pair information

Using the no and default Forms of Commands

Almost every configuration command has a no form. In general, use the no form to disable a feature or
function. Use the command without the no keyword to reenable a disabled feature or to enable a feature
that is disabled by default. For example, IP routing is enabled by default. To disable IP routing, use the
no ip routing form of the ip routing command. To reenable it, use the plain ip routing form. The
Cisco IOS XE software command reference publications describe the function of the no form of the
command whenever a no form is available.

Many CLI commands also have a default form. By issuing the default command-name command, you
can configure the command to its default setting. The Cisco IOS XE software command reference
documents generally describe the function of the default form of the command when the default form
performs a different function than the plain and no forms of the command. To see what default
commands are available on your system, enter default ? in the appropriate command mode.

Using Command History

The Cisco IOS XE CLI provides a history or record of commands that you have entered. This feature is
particularly useful for recalling long or complex commands or entries, including access lists. To use the
command history feature, perform any of the tasks described in the following sections:

| .“
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e Setting the Command History Buffer Size, page 20
e Recalling Commands, page 20
e Disabling the Command History Feature, page 20

Setting the Command History Buffer Size

By default, the system records ten command lines in its history buffer. To set the number of command
lines that the system will record during the current terminal session, use the following command in
privileged EXEC mode:

Command Purpose
Router# terminal history [size number-of-Iines] Enables the command history feature for the current terminal
session.

The no terminal history size command resets the number of lines saved in the history buffer to the
default of ten lines.

To configure the number of command lines the system will record for all sessions on a particular line,
use the following command in privileged EXEC mode:

Command Purpose

Router (config-line)# history [size number-of-lines] |Enables the command history feature.

Recalling Commands

To recall commands from the history buffer, use one of the following commands or key combinations:

Command or Key Combination Purpose

Ctrl-P or the Up Arrow key.' Recalls commands in the history buffer, beginning with the most
recent command. Repeat the key sequence to recall successively
older commands.

Ctrl-N or the Down Arrow key.' Returns to more recent commands in the history buffer after
recalling commands with Ctrl-P or the Up Arrow key. Repeat the
key sequence to recall successively more recent commands.

Router> show history While in user EXEC mode, lists the last several commands
entered.

1. The arrow keys function only on American National Standards Institute (ANSI)-compatible terminals.

Disabling the Command History Feature

The command history feature is automatically enabled. To disable it during the current terminal session,
use the following command in user EXEC mode:
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Command Purpose

Router> no terminal history Disables command history for the current session.

To configure a specific line so that the command history feature is disabled, use the following command
privileged EXEC mode:

Command Purpose

Router (config-line)# no history Disables command history for the line.

Using CLI Editing Features and Shortcuts

A variety of shortcuts and editing features are enabled for the Cisco IOS XE CLI. The following
subsections describe these features:

e Moving the Cursor on the Command Line, page 21
e Completing a Partial Command Name, page 22

e Recalling Deleted Entries, page 23

e Editing Command Lines that Wrap, page 23

e Deleting Entries, page 23

e Continuing Output at the --More-- Prompt, page 24
¢ Redisplaying the Current Command Line, page 24

e Transposing Mistyped Characters, page 24

e Controlling Capitalization, page 25

e Designating a Keystroke as a Command Entry, page 25
e Disabling and Reenabling Editing Features, page 25

Moving the Cursor on the Command Line

Table 2 shows the key combinations or sequences you can use to move the cursor on the command line
to make corrections or changes. Ctrl indicates the Control key, which must be pressed simultaneously

with its associated letter key. Esc indicates the Escape key, which must be pressed first, followed by its
associated letter key. Keys are not case sensitive. Many letters used for CLI navigation and editing were
chosen to provide an easy way of remembering their functions. In Table 2 characters are bolded in the
“Function Summary” column to indicate the relation between the letter used and the function.
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Completing a

Table 2 Key Combinations Used to Move the Cursor

Keystrokes Function Summary |Function Details

Left Arrow or Back character Moves the cursor one character to the left.

Ctrl-B When you enter a command that extends beyond a single

line, you can press the Left Arrow or Ctrl-B keys repeatedly
to scroll back toward the system prompt and verify the
beginning of the command entry, or you can press the Ctrl-A
key combination.

Right Arrow or Forward character |Moves the cursor one character to the right.
Ctrl-F

Esc, B Back word Moves the cursor back one word.

Esc, F Forward word Moves the cursor forward one word.

Ctrl-A Beginning of line  |Moves the cursor to the beginning of the line.
Ctrl-E End of line Moves the cursor to the end of the command line.

Partial Command Name

If you cannot remember a complete command name, or if you want to reduce the amount of typing you
have to perform, enter the first few letters of the command, then press the Tab key. The command line

parser will complete the command if the string entered is unique to the command mode. If your keyboard
does not have a Tab key, press Ctrl-I instead.

The CLI will recognize a command once you have entered enough characters to make the command
unique. For example, if you enter conf in privileged EXEC mode, the CLI will be able to associate your
entry with the configure command, because only the configure command begins with conf.

In the following example the CLI recognizes the unique string for privileged EXEC mode of conf when
the Tab key is pressed:

Router# conf<Tab>
Router# configure

When you use the command completion feature the CLI displays the full command name. The command
is not executed until you use the Return or Enter key. This way you can modify the command if the full
command was not what you intended by the abbreviation. If you enter a set of characters that could
indicate more than one command, the system beeps to indicate that the text string is not unique.

If the CLI cannot complete the command, enter a question mark (?) to obtain a list of commands that
begin with that set of characters. Do not leave a space between the last letter you enter and the question
mark (?).

For example, entering co? will list all commands available in the current command mode:

Router# co?
configure connect copy
Router# co

Note that the characters you enter before the question mark appear on the screen to allow you to complete
the command entry.
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Deleting Entries

Use any of the following keys or key combinations to delete command entries if you make a mistake or
change your mind:

Keystrokes

Purpose

Delete or Backspace

Deletes the character to the left of the cursor.

Ctrl-D

Deletes the character at the cursor.

Ctrl-K

Deletes all characters from the cursor to the end of the command
line.

Ctrl-U or Ctrl-X

Deletes all characters from the cursor to the beginning of the
command line.

Ctrl-W

Deletes the word to the left of the cursor.

Esc, D

Deletes from the cursor to the end of the word.

Recalling Deleted Entries

The CLI stores commands or keywords that you delete in a history buffer. Only character strings that

begin or end with a space are stored in the buffer; individual characters that you delete (using Backspace
or Ctrl-D) are not stored. The buffer stores the last ten items that have been deleted using Ctrl-K, Ctrl-U,
or Ctrl-X. To recall these items and paste them in the command line, use the following key combinations:

Keystrokes Purpose

Ctrl-Y Recalls the most recent entry in the buffer (press keys
simultaneously).

Esc, Y Recalls the previous entry in the history buffer (press keys

sequentially).

Note that the Esc, Y key sequence will not function unless you press the Ctrl-Y key combination first.
If you press Esc, Y more than ten times, you will cycle back to the most recent entry in the buffer.

Editing Command Lines that Wrap

The CLI provides a wrap-around feature for commands that extend beyond a single line on the screen.
When the cursor reaches the right margin, the command line shifts ten spaces to the left. You cannot see
the first ten characters of the line, but you can scroll back and check the syntax at the beginning of the
command. To scroll back, press Ctrl-B or the Left Arrow key repeatedly until you scroll back to the
beginning of the command entry, or press Ctrl-A to return directly to the beginning of the line.

In the following example, the access-list command entry extends beyond one line. When the cursor first
reaches the end of the line, the line is shifted ten spaces to the left and redisplayed. The dollar sign ($)
indicates that the line has been scrolled to the left. Each time the cursor reaches the end of the line, the
line is again shifted ten spaces to the left.

Router (config)# access-list 101 permit tcp 172.31.134.5 255.255.255.0 172.31.1

Router (config)# $ 101 permit tcp 172.31.134.5 255.255.255.0 172.31.135.0 255.25
Router (config)# $t tcp 172.31.134.5 255.255.255.0 172.31.135.0 255.255.255.0 eq

"=
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Router (config)# $31.134.5 255.255.255.0 172.31.135.0 255.255.255.0 eq 45

When you have completed the entry, press Ctrl-A to check the complete syntax before pressing the
Return key to execute the command. The dollar sign ($) appears at the end of the line to indicate that the
line has been scrolled to the right:

Router (config)# access-list 101 permit tcp 172.31.134.5 255.255.255.0 172.31.1$

The Cisco IOS XE software assumes you have a terminal screen that is 80 columns wide. If you have a
different screen-width, use the terminal width user EXEC command to set the width of your terminal.

Use line wrapping in conjunction with the command history feature to recall and modify previous
complex command entries. See the “Recalling Commands” section in this chapter for information about
recalling previous command entries.

Continuing Output at the --More-- Prompt

When you use the Cisco IOS XE CLI, output often extends beyond the visible screen length. For cases
where output continues beyond the bottom of the screen, such as with the output of many ?, show, or
more commands, the output is paused and a --More-- prompt appears at the bottom of the screen. To
resume output, press the Return key to scroll down one line, or press the Spacebar to display the next
full screen of output.

Tip If output is pausing on your screen, but you do not see the --More-- prompt, try entering a lower value
for the screen length using the length line configuration command or the terminal length privileged
EXEC mode command. Command output will not be paused if the length value is set to zero.

For information about filtering output from the --More-- prompt, see the “Searching and Filtering CLI
Output” section in this chapter.

Redisplaying the Current Command Line

If you are entering a command and the system suddenly sends a message to your screen, you can easily
recall your current command line entry. To redisplay the current command line (refresh the screen), use
either of the following key combinations:

Keystrokes Purpose

Ctrl-L or Ctrl-R Redisplays the current command line.

Transposing Mistyped Characters

If you have mistyped a command entry, you can transpose the mistyped characters. To transpose
characters, use the following key combination:

Keystrokes Purpose

Ctrl-T Transposes the character to the left of the cursor with the
character located to the right of the cursor.

m' |
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Using CLI Editing Features and Shortcuts

You can capitalize or lowercase words or capitalize a set of letters with simple key sequences. Note,
however, that Cisco IOS XE commands are generally case-insensitive, and are typically all in lowercase.
To change the capitalization of commands, use any of the following key sequences:

Keystrokes Purpose

Esc, C Capitalizes the letter at the cursor.

Esc, L Changes the word at the cursor to lowercase.

Esc, U Capitalizes letters from the cursor to the end of the word.

Designating a Keystroke as a Command Entry

You can configure the system to recognize a particular keystroke (key combination or sequence) as
command aliases. In other words, you can set a keystroke as a shortcut for executing a command. To
enable the system to interpret a keystroke as a command, use the either of the following key
combinations before entering the command sequence:

Keystrokes

Purpose

Ctrl-V or Esc, Q

Configures the system to accept the following keystroke as a
user-configured command entry (rather than as an editing
command).

Disabling and Reenabling Editing Features

The editing features described in the previous sections are automatically enabled on your system.
However, there may be some unique situations that could warrant disabling these editing features. For
example, you may have scripts that conflict with editing functionality. To globally disable editing
features, use the following command in line configuration mode:

Command

Purpose

Router (config-line)# no editing

Disables CLI editing features for a particular line.

To disable the editing features for the current terminal session, use the following command in user EXEC

mode:

Command

Purpose

Router# no terminal editing

Disables CLI editing features for the local line.

To reenable the editing features for the current terminal session, use the following command in user

EXEC mode:

g 2 |
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Command Purpose

Router# terminal editing Enables the CLI editing features for the current terminal session.
To reenable the editing features for a specific line, use the following command user EXEC mode:

Command Purpose

Router (config-line)# editing Enables the CLI editing features.

Searching and Filtering CLI Qutput

Note

The Cisco IOS XE CLI provides ways of searching through large amounts of command output and
filtering output to exclude information you do not need. These features are enabled for show and more
commands, which generally display large amounts of data.

Show and more commands are always entered in user EXEC or privileged EXEC.

When output continues beyond what is displayed on your screen, the Cisco IOS XE CLI displays a
--More-- prompt. Pressing Return displays the next line; pressing the Spacebar displays the next screen
of output. The CLI String Search feature allows you to search or filter output from --More-- prompts.

Understanding Regular Expressions

A regular expression is a pattern (a phrase, number, or more complex pattern) the CLI String Search
feature matches against show or more command output. Regular expressions are case-sensitive and
allow for complex matching requirements. Simple regular expressions include entries like Serial,
misses, or 138. Complex regular expressions include entries like 00210..., ( is ), or [Oo]utput.

A regular expression can be a single-character pattern or a multiple-character pattern. That is, a regular
expression can be a single character that matches the same single character in the command output or
multiple characters that match the same multiple characters in the command output. The pattern in the
command output is referred to as a string. This section describes creating both single-character patterns
and multiple-character patterns. It also discusses creating more complex regular expressions using
multipliers, alternation, anchoring, and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in the
command output. You can use any letter (A—Z, a—z) or digit (0-9) as a single-character pattern. You can
also use other keyboard characters (such as ! or ~) as single-character patterns, but certain keyboard
characters have special meaning when used in regular expressions. Table 3 lists the keyboard characters
that have special meaning.
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Table 3 Characters with Special Meaning

Character Special Meaning
Matches any single character, including white space.

* Matchers 0 or more sequences of the pattern.

+ Matches 1 or more sequences of the pattern.

? Matches 0 or 1 occurrences of the pattern.

A Matches the beginning of the string.

$ Matches the end of the string.

_ (underscore) Matches a comma (,), left brace ({), right brace (}), left parenthesis ( (), right
parenthesis () ), the beginning of the string, the end of the string, or a space.

To use these special characters as single-character patterns, remove the special meaning by preceding
each character with a backslash (). The following examples are single-character patterns matching a
dollar sign, an underscore, and a plus sign, respectively.

\$ O\ \+

You can specify a range of single-character patterns to match against command output. For example, you
can create a regular expression that matches a string containing one of the following letters: a, e, i, 0, or
u. Only one of these characters must exist in the string for pattern matching to succeed. To specify a
range of single-character patterns, enclose the single-character patterns in square brackets ([ ]). For
example, [aeiou] matches any one of the five vowels of the lowercase alphabet, while [abcdABCD]
matches any one of the first four letters of the lower- or uppercase alphabet.

You can simplify ranges by entering only the endpoints of the range separated by a dash (-). Simplify the
previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it with a
backslash:

[a-dA-D\-]
You can also include a right square bracket (]) as a single-character pattern in your range, as shown here:
[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase alphabet, a
dash, or a right square bracket.

You can reverse the matching of the range by including a caret (*) at the start of the range. The following
example matches any letter except the ones listed:

[*a-dqgsv]
The following example matches anything except a right square bracket (]) or the letter d:

[(M\1d]
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Multiple-Character Patterns

Multipliers

When creating regular expressions, you can also specify a pattern containing multiple characters. You

create multiple-character regular expressions by joining letters, digits, or keyboard characters that do not
have special meaning. For example, a4% is a multiple-character regular expression. Insert a backslash

before the keyboard characters that have special meaning when you want to indicate that the character
should be interpreted literally.

With multiple-character patterns, order is important. The regular expression a4 % matches the character
a followed by a 4 followed by a % sign. If the string does not have a4%, in that order, pattern matching
fails. The multiple-character regular expression a. uses the special meaning of the period character to
match the letter a followed by any single character. With this example, the strings ab, a!, or a2 are all
valid matches for the regular expression.

You can remove the special meaning of the period character by inserting a backslash before it. For
example, when the expression a\. is used in the command syntax, only the string a. will be matched.

You can create a multiple-character regular expression containing all letters, all digits, all keyboard
characters, or a combination of letters, digits, and other keyboard characters. For example,
telebit 3107 v32bis is a valid regular expression.

You can create more complex regular expressions that instruct Cisco IOS XE software to match multiple
occurrences of a specified regular expression. To do so, you use some special characters with your
single-character and multiple-character patterns. Table 4 lists the special characters that specify
“multiples” of a regular expression.

Table 4 Special Characters Used as Multipliers

Character Description

* Matches 0 or more single-character or multiple-character patterns.

+ Matches 1 or more single-character or multiple-character patterns.

? Matches 0 or 1 occurrences of a single-character or multiple-character pattern.

The following example matches any number of occurrences of the letter a, including none:
a¥

The following pattern requires that at least one letter a be in the string to be matched:

a+

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\k®

To use multipliers with multiple-character patterns, you enclose the pattern in parentheses. In the
following example, the pattern matches any number of the multiple-character string ab:
(ab)*

As a more complex example, the following pattern matches one or more instances of alphanumeric pairs,
but not none (that is, an empty string is not a match):

([A-Za-z][0-9])+
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The order for matches using multipliers (*, +, or ?) is to put the longest construct first. Nested constructs
are matched from outside to inside. Concatenated constructs are matched beginning at the left side of the
construct. Thus, the regular expression matches A9b3, but not 9Ab3 because the letters are specified
before the numbers.

Alternation allows you to specify alternative patterns to match against a string. You separate the
alternative patterns with a vertical bar (l). Exactly one of the alternatives can match the string. For
example, the regular expression codexltelebit matches the string codex or the string telebit, but not both
codex and telebit.

You can instruct Cisco IOS XE software to match a regular expression pattern against the beginning or
the end of the string. That is, you can specify that the beginning or end of a string contain a specific
pattern. You “anchor” these regular expressions to a portion of the string using the special characters
shown in Table 5.

Table 5 Special Characters Used for Anchoring

Character Description

A Matches the beginning of the string.

$ Matches the end of the string.

For example, the regular expression ~con matches any string that starts with con, and $sole matches any
string that ends with sole.

In addition to indicating the beginning of a string, the * symbol can be used to indicate the logical
function “not” when used in a bracketed range. For example, the expression [*abecd] indicates a range
that matches any single letter, as long as it is not the letters a, b, c, or d.

Contrast these anchoring characters with the special character underscore (_). Underscore matches the
beginning of a string (*), the end of a string ($), parentheses (( )), space (), braces ({}), comma (,), or
underscore (_). With the underscore character, you can specify that a pattern exist anywhere in the string.
For example, _1300_ matches any string that has 1300 somewhere in the string. The string 1300 can be
preceded by or end with a space, brace, comma, or underscore. So, although {1300_ matches the regular
expression _1300_, 21300 and 13000 do not.

Using the underscore character, you can replace long regular expression lists. For example, instead of
specifying ~1300( ) ()1300% {1300, ,1300, {1300} ,1300, (1300 you can specify simply _1300_.

Parentheses for Recall

As shown in the “Multipliers” section, you use parentheses with multiple-character regular expressions
to multiply the occurrence of a pattern. You can also use parentheses around a single- or
multiple-character pattern to instruct the Cisco IOS XE software to remember a pattern for use elsewhere
in the regular expression.

To create a regular expression that recalls a previous pattern, you use parentheses to indicate memory of
a specific pattern and a backslash (\) followed by a number to reuse the remembered pattern. The number
specifies the occurrence of a parentheses in the regular expression pattern. If you have more than one
remembered pattern in your regular expression, then \1 indicates the first remembered pattern, and \2
indicates the second remembered pattern, and so on.

g 2 |
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The following regular expression uses parentheses for recall:
a(.)bc()\1\2

This regular expression matches an a followed by any character (call it character no. 1), followed by bc
followed by any character (character number 2), followed by character no. 1 again, followed by character
number. 2 again. So, the regular expression can match aZbcTZT. The software remembers that character
number 1 is Z and character number 2 is T and then uses Z and T again later in the regular expression.

Searching and Filtering show Commands

To search show command output, use the following command in privileged EXEC mode:

Command Purpose
Router# show any-command | begin regular-expression Begins unfiltered output of the show command with
the first line that contains the regular expression.

)

Note  Cisco IOS XE documentation generally uses the vertical bar to indicate a choice of syntax. However, to
search the output of show and more commands, you will need to enter the pipe character (the vertical
bar). In this section the pipe appears in bold (|) to indicate that you should enter this character.

To filter show command output, use one of the following commands in privileged EXEC mode:
Command Purpose

Router# show any-command | exclude regular-expression |Displays output lines that do not contain the regular

expression.

Router# show any-command | include regular-expression |Displays output lines that contain the regular expression.

On most systems you can enter the Ctrl-Z key combination at any time to interrupt the output and return
to privileged EXEC mode. For example, you can enter the show running-config | begin hostname
command to start the display of the running configuration file at the line containing the hostname setting,
then use Ctrl-Z when you get to the end of the information you are interested in.

Searching and Filtering more Commands

You can search more commands the same way you search show commands (more commands perform
the same function as show commands). To search more command output, use the following command
in user EXEC mode:

Command

Purpose

Router# more any-command | begin regular-expression Begins unfiltered output of a more command with the first

line that contains the regular expression.

You can filter more commands the same way you filter show commands. To filter more command
output, use one of the following commands in user EXEC mode:
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Command Purpose

Router# more any-command | exclude regular-expression |Displays output lines that do not contain the regular
expression.

Router# more any-command | include regular-expression |Displays output lines that contain the regular expression.

Searching and Filtering from the --More-- Prompt

You can search output from --More-- prompts. To search show or more command output from a --More--
prompt, use the following command in user EXEC mode:

Command Purpose
-More- Begins unfiltered output with the first line that contains the
/regular-expression regular expression.

You can filter output from --More-- prompts. However, you can specify only one filter for each
command. The filter remains until the show or more command output finishes or until you interrupt the
output (using Ctrl-Z or Ctrl-6). Therefore, you cannot add a second filter at a --More-- prompt if you
already specified a filter at the original command or at a previous --More--prompt.

Note Searching and filtering are different functions. You can search command output using the begin keyword
and specify a filter at the --More-- prompt for the same command.

To filter show or more command output at a --More-- prompt, use one of the following commands in
user EXEC mode:

Command Purpose

-More- Displays output lines that do not contain the regular
-~regular-expression expression.

-More- Displays output lines that contain the regular expression.
+regular-expression

Using the Cisco 10S XE CLI: Examples

The following sections provide examples of using the CLI:
e Determining Command Syntax and Using Command History: Example, page 31

e Searching and Filtering CLI Output: Examples, page 32

Determining Command Syntax and Using Command History: Example

The CLI provides error isolation in the form of an error indicator, a caret symbol (*). The A symbol
appears at the point in the command string where you have entered an incorrect command, keyword, or

argument.

| .“
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In the following example, suppose you want to set the clock. Use context-sensitive help to determine the
correct command syntax for setting the clock.
Router# clock ?

set Set the time and date
Router# clock

The help output shows that the set keyword is required. Determine the syntax for entering the time:

Router# clock set ?
hh:mm:ss Current time
Router# clock set

Enter the current time:

Router# clock set 13:32:00

)

% Incomplete command.

The system indicates that you need to provide additional arguments to complete the command. Press
Ctrl-P or the Up Arrow to automatically repeat the previous command entry. Then add a space and
question mark (?) to reveal the additional arguments:

Router# clock set 13:32:00 ?

<1-31> Day of the month
MONTH Month of the year

Now you can complete the command entry:

Router# clock set 13:32:00 February 01

~

[

% Invalid input detected at '”~' marker.
The caret symbol (*) and help response indicate an error at 01. To list the correct syntax, enter the
command up to the point where the error occurred and then enter a question mark (?):

Router# clock set 13:32:00 February ?
<1-31> Day of the month

Router# clock set 13:32:00 February 23 ?
<1993-2035> Year

Enter the year using the correct syntax and press Enter or Return to execute the command:

Router# clock set 13:32:00 February 23 2001

Searching and Filtering CLI Qutput: Examples

The following is partial sample output from the more nvram:startup-config | begin privileged EXEC
mode command that begins unfiltered output with the first line that contains the regular expression ip.
At the --More-- prompt, the user specifies a filter to exclude output lines that contain the regular
expression ip.

Router# more nvram:startup-config | begin ip
address-family ipv4
exit-address-family
|
address-family ipvé
exit-address-family
|

security passwords min-length 1
!
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no aaa new-model
ip subnet-zero
no ip domain lookup
ip host sjc-tftp02 171.69.17.17
ip host sjc-tftp0l 171.69.17.19
ip host dirt 171.69.1.129
|
1
multilink bundle-name authenticated
|
!
redundancy
mode sso
|
1
bba-group pppoe global
|
!
interface GigabitEthernet0/0/0
ip address 10.4.9.158 255.255.255.0
media-type rj45
speed 1000
duplex full
negotiation auto
no cdp enable
|
interface GigabitEthernet0/0/1
no ip address
media-type rj45s
speed 1000
duplex full
negotiation auto
no cdp enable
|
interface POS0/1/0
no ip address
shutdown
no cdp enable
|
interface POS0/1/1
no ip address
shutdown
no cdp enable
|
interface GigabitEthernet0
vrf forwarding Mgmt-intf
no ip address
speed 1000
duplex full
negotiation auto
|
ip default-gateway 10.4.9.1
ip classless
ip default-network 0.0.0.0
ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0/0
ip route 171.69.0.0 255.255.0.0 10.4.9.1
|
no ip http server
no ip http secure-server
|
!
snmp mib bulkstat schema EO
snmp mib bulkstat schema IFMIB
snmp mib bulkstat transfer 23
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snmp mib bulkstat transfer bulkstatl
|

1
control-plane

|

!

line con 0
exec-timeout 30 0
logging synchronous
stopbits 1
line aux 0

stopbits 1
line vty 0 4
privilege level 15
password lab

login

|

end

The following is partial sample output of the more nvram:startup-config | include privileged EXEC
command. It only displays lines that contain the regular expression ip.

Router# more nvram:startup-config | include ip
ip subnet-zero

ip domain-name cisco.com

ip name-server 1192.168.48.48

ip name-server 172.16.2.132

The following is partial sample output from the more nvram:startup-config | exclude privileged EXEC
command. It excludes lines that contain the regular expression service. At the --More-- prompt, the user
specifies a filter with the regular expression Dialerl. Specifying this filter resumes the output with the
first line that contains Dialerl.

Router# more nvram:startup-config | exclude service
|

version 12.2

!

hostname router

!

boot system flash

no logging buffered

|

ip subnet-zero

ip domain-name cisco.com

--More--

/Dialerl

filtering...

interface Dialerl

no ip address

no ip directed-broadcast
dialer in-band

no cdp enable

The following is partial sample output from the show interface user EXEC or privileged EXEC
command mode with an output search specified. The use of the keywords begin Fast Ethernet after the
pipe begins unfiltered output with the first line that contains the regular expression Fast Ethernet. At
the --More-- prompt, the user specifies a filter that displays only the lines that contain the regular
expression Serial.

Router# show interface | begin FastEthernet
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FastEthernet0/0 is up, line protocol is up

Hardware is Lance, address is 0060.837c.6399 (bia 0060.837c.6399)
Description: ip address is 172.1.2.14 255.255.255.0
Internet address is 172.1.2.14/24

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out
--More--
+Serial
filtering...
Seriall is up, line protocol is up
Serial2 is up, line protocol is up
Serial3 is up, line protocol is down
Seriald is down, line protocol is down
Serialb5 is up, line protocol is up
Serial6 is up, line protocol is up
Serial7 is up, line protocol is up

The following is partial sample output from the show buffers | exclude command. It excludes lines that
contain the regular expression 0 misses. At the --More-- prompt, the user specifies a search that
continues the filtered output beginning with the first line that contains SerialO.

Router# show buffers | exclude 0 misses

Buffer elements:
398 in free list (500 max allowed)
Public buffer pools:
Small buffers, 104 bytes (total 50, permanent 50):
50 in free list (20 min, 150 max allowed)
551 hits, 3 misses, 0 trims, 0 created
Big buffers, 1524 bytes (total 50, permanent 50):
49 in free list (5 min, 150 max allowed)
Very Big buffers, 4520 bytes (total 10, permanent 10):

Huge buffers, 18024 bytes (total 0 permanent 0):
0 in free list (0 min, 4 max allowed)

--More--

/Serial0

filtering...

SerialO0 buffers, 1543 bytes (total 64, permanent 64):
16 in free list (0 min, 64 max allowed)
48 hits, 0 fallbacks

The following is partial sample output from the show interface | include user EXEC or privileged EXEC
command mode. The use of the include ( is ) keywords after the pipe (I) causes the command to display
only lines that contain the regular expression ( is ). The parenthesis force the inclusion of the spaces
before and after is. Use of the parenthesis ensures that only lines containing is with a space both before
and after it will be included in the output (excluding from the search, for example, words like
“disconnect”).

router# show interface | include ( is )

ATMO is administratively down, line protocol is down
Hardware is ATMizer BX-50

Dialer0/1 is up (spoofing), line protocol is up (spoofing)
Hardware is Unknown
DTR is pulsed for 1 seconds on reset

FastEthernet0/0 is up, line protocol is up
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Hardware is Lance, address is 0060.837c.6399 (bia 0060.837c.6399)
Internet address is 172.21.53.199/24

FastEthernet0/1 is up, line protocol is up
Hardware is Lance, address is 0060.837c.639c (bia 0060.837c.639c)
Internet address is 10.5.5.99/24

Serial0:0 is down, line protocol is down
Hardware is DSX1

--More--

At the --More-- prompt, the user specifies a search that continues the filtered output beginning with the
first line that contains Serial0:13:

/Serial0:13
filtering...
Serial0:13 is down, line protocol is down
Hardware is DSX1
Internet address is 10.0.0.2/8
0 output errors, 0 collisions, 2 interface resets
Timeslot(s) Used:14, Transmitter delay is 0 flag
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Feature Information for Using the Cisco I0S XE Command-Line
Interface

Table 6 lists the features in this module and provides links to specific configuration information.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS XE software images support a
specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 6 lists only the Cisco IOS XE software release that introduced support for a given feature in a
given Cisco IOS XE software release train. Unless noted otherwise, subsequent releases of that
Cisco IOS XE software release train also support that feature.

Table 6 Feature Information for Using the Cisco I0OS XE Command-Line Interface
Feature Name Releases Feature Information

Using the Cisco IOS XE Command-Line Cisco IOS XE |This feature was introduced.
Interface Release 2.1
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Cisco WebEx, DCE, and Welcome to the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn and Cisco Store are
service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP,
CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo,
Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive,
HomeLink, Internet Quotient, IOS, iPhone, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace,
MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare,
SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo
are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0812R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
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