A

AAA
BootFlash considerations B-1
case study overview (figure) 1-2
Cisco IOS 12.0(7)T command descriptions A-13
defined 1-1
disabling B-1
example configuration (NAS) A-5,A-9
example configuration (router) A-2
overview 1-1
security checklist (table) 1-12
task checklist (table) 1-14
aaa accounting command A-13, A-14
aaa authentication command A-13, A-14
aaa authorization command A-13, A-14
aaa new-model key command A-13, A-14
AAA server
creating a user profile (RADIUS authentication) 4-7
creating a user profile (RADIUS authorization) 4-9
creating a user profile (TACACS+ authentication) 4-3
creating a user profile (TACACS+ authorization) 4-5
negotiation process (flow diagram) 6-3
restarting 3-10
software version used in case study  xii

verifying user configuration (RADIUS
authentication) 4-8, 4-9

verifying user configuration (TACACS+
authentication) 4-3

verifying user configuration (TACACS+
authorization) 4-5

AAA servers
in network context 1-2

access list

INDEX

dialup PPP filtering 1-11
troubleshooting problems 6-14, 6-17

verification, show caller user command
(server-based) 4-10, C6

verification, show line command (local-based) 2-8

accounting

configuring EXEC and command level
(TACACS+) 54

configuring NAS (TACACS+) 5-2
configuring router (TACACS+) 5-4

defined 1-1

dial-based accounting (server) 5-1,5-4
monitored dialup PPP events 1-11

monitored router administration events  1-11
records policies 1-11

server-based dial implementation 5-1
server-based router implementation 5-4
session timeout output example 5-3

SQL query 5-2,5-5

TACACS+ dial implementation 5-1
TACACS+ implementation (local-based) 2-12
TACACS+ router implementation  5-4
TACACS+ verification tests (local-based) 2-13
TACACS+ verification tests (server-based) 5-2
verifying from AAA server 5-2,5-5

acknowledgements xv
AddProfile command

adding basic user profile 3-11
adding group profiles (TACACS+ authentication) 4-11

adding group profiles (TACACS+ authorization) 4-17,
4-18

adding user profiles (RADIUS authentication) 4-7
adding user profiles (RADIUS authorization) 4-9
adding user profiles (TACACS+ authentication) 4-3

Cisco AAA Implementation Case Study g



M Index

adding user profiles (TACACS+ authorization) 4-5
administrative control
authorization policy 1-11
creating, router example 4-13
privilege level 15 1-1
attribute-value pair
See AVPs
audience
defined xi
authentication
configuring NAS (RADIUS) 4-7
configuring NAS (TACACS+) 4-3
general process (flow diagram) 6-3
RADIUS implementation 4-6
RADIUS verification tests (server-based) C4
RADIUS vs. TACACS+ 1-5
server-based implementation 4-2, 4-6, 4-10
TACACS+ dialup, verifying by using csuslog 4-4
TACACS+ implementation (local-based) 2-2, 2-8
TACACS+ implementation (server-based) 4-2,4-10
TACACS+ verification tests (local-based) 2-3,2-9
TACACS+ verification tests (server-based) €1, C7
verifying PPP user authentication 4-4
authentication, authorization, and accounting
See AAA
authorization
configuring NAS (RADIUS) 4-9
configuring NAS (TACACS+) 4-4
configuring routers 4-13
defined 1-1
general process (flow diagram) 6-3
RADIUS implementation 4-8
RADIUS verification tests (server-based) €5
RADIUS vs. TACACS+ 1-5
server-based implementation  4-4, 4-8, 4-13
TACACS+ dialup, verifying by using csuslog 4-5
TACACS+ implementation (local-based) 2-5,2-10
TACACS+ implementation (server-based) 4-4,4-13

TACACS+ router, verifying by using csuslog 4-16,
4-18, 4-19

TACACS+ verification tests (local-based) 2-6, 2-11
TACACS+ verification tests (server-based) €2, C9
verifying access list  4-10
verifying PPP user authorization 4-5
verifying RADIUS authorization 4-9

autocommand ppp negotiate command 1-11

AVPs
adding group profiles (TACACS+ authentication) 4-11

adding group profiles (TACACS+ authorization) 4-16,
4-17, 418

defined 1-6

dial access devices 1-11

EXEC disabled implementation 6-6

EXEC shell enabled (TACACS+) 6-5
privilege level 15 enabled (TACACS+) 6-5
RADIUS, user profile 4-7,4-9

RADIUS examples (table) 1-6

TACACS+, user profile 4-3,4-5

TACACS+ authentication, group profile 4-11
TACACS+ authorization, group profile 4-16, 4-17, 4-18
TACACS+ examples (table) 1-6

BootFlash images

AAA considerations B-1

C

case study
hardware xii
objectives  xi
overview 1-1
purpose  Xxi
software  xii
CCO

accessing  xiii

[l Cisco AAA Implementation Case Study



definition xiii

CD-ROM
documentation  xiv

Challenge Handshake Authentication Protocol
See CHAP

CHAP
ISDN authentication 1-10

checklists
AAA implementation tasks (table) 1-14
AAA security (table) 1-12
AAA service definition (table) 1-10
general service definition (table) 1-9
network services 1-9

Cisco 7206 VXR  xii

Cisco AS5300 xii

Cisco AS5800 xii

Cisco Connection Online
See CCO

Cisco I0S 12.0(7)T  xii
aaa accounting command A-13, A-14
aaa authentication command A-13, A-14
aaa authorization command A-13, A-14
AAA command descriptions (NAS) A-13
AAA command descriptions (router) A-13
aaa new-model command A-13, A-14
autocommand ppp negotiate command 1-11
disabling AAA B-1
example configurations A-1
ip http command A-13
ip tacacs command A-13
local-based router example A-2
radius-server host command A-15
server-based NAS example A-5, A-9
tacacs-server host command A-13, A-15
tacacs-server key command A-13
version used in case study  xii

CiscoSecure for UNIX
See CSU

commands

Cisco IOS 12.0(7)T (AAA) A-13
configurations

Cisco IOS 12.0(7)T, NAS example A-5, A-9

Cisco IOS 12.0(7)T, router example A-2

CSU example A-15

example CSConfig.ini listing A-19

example CSU.cfg listing A-16

examples, Cisco I0S 12.0(7)T A-1

local router A-2

RADIUS A-9
TACACS+ A-5
conventions

command syntax  Xxiii
document  xiii

CSConfig.ini
example file listing A-19

CSuU
configuring CSU logging 3-9
configuring debugging level 3-10
creating csuslog file 3-9
example configuration listings A-15
example CSConfig.ini listing A-19
example CSU.cfg listing A-16
installation process 3-2
installing 3-5
log files listed A-25
minimum system specifications  xii
pkgadd command 3-6
restarting AAA server 3-10
restarting syslog daemon 3-10
software version used in case study  xii
verifying Oracle account information 3-4
version 2.3(3) xii

CSU.cfg
example file listing A-16

csuslog
configuring logging 3-9
creating file 3-9

TACACS+ dialup authentication 4-4

Index

Cisco AAA Implementation Case Study g



Index

TACACS+ dialup authorization 4-5
TACACS+ router authorization 4-16, 4-18, 4-19

using tail command (TACACS+ dialup
authentication) 4-4

using tail command (TACACS+ PPP
authorization) 4-5

using tail command (TACACS+ router
authorization) 4-16, 4-18, 4-19

using the tail command C1

encryption
RADIUS 1-4
TACACS+ 1-5

D

database

verifying instance 3-3

Data Encryption Standard

See DES

debug command

summary of relevant commands 6-7

using to troubleshoot AAA problems 6-7

debug output

accounting (server-based) 5-3,5-5

accounting, TACACS+ (local-based) 2-13
authentication, RADIUS (server-based) C4
authentication, TACACS+ (local-based) 2-3,2-10
authentication, TACACS+ (server-based) C1, C7
authorization, RADIUS (server-based) €5
authorization, TACACS+ (local-based) 2-6, 2-11
authorization, TACACS+ (server-based) C3,C9

DES

password support policy 1-13
router policy 1-10

diagnostics

using debug command output C1

directory environment variable

verifying 3-3

disconnect cause codes

idle timeouts 5-2, 5-3
listed (table) 5-6

F

flow diagram
general authentication and authorization 6-3

TACACS+, authentication and authorization 4-14

G

groups

defining administrative control 4-13

hardware
case study xii
Cisco 7206 VXR  xii
Cisco AS5300 xii
Cisco AS5800 xii
Sun UltraSPARC  xii

implementation

AAA task checklist (table) 1-14
interoperability

RADIUS attribute support 1-6
IP addresses

static address policy 1-13
ip http command A-13
ip tacacs command A-13
ISDN

CHAP authentication 1-10

[l Cisco AAA Implementation Case Study



L

listener.ora
configuration listing A-24

local-based access
compared with server-based access 1-6
defined 1-6

local-based configuration
implementation overview  2-1
TACACS+, accounting 2-12
TACACS+, authentication 2-2,2-8
TACACS+, authorization 2-5,2-10
verification test results (TACACS+ accounting) 2-13

verification test results (TACACS+
authentication) 2-3,2-9

verification test results (TACACS+ authorization) 2-6,
2-1

Index W

authorization policy 1-11
checklist 1-9

definitions and policies 1-10
dialup/shell AAA policy 1-10
general checklist (table) 1-9

management policy

TACACS+ vs. RADIUS comparison 1-5
MD5

RFC link 1-2
multiprotocol support

TACACS+ vs. RADIUS comparison 1-5

NAS
versions used in case study  xii
NAS profile
RADIUS 47
network environment
equipment summary 1-13
network services
AAA checklist (table) 1-10
accounting policy 1-11

authentication policy 1-10

o

objectives
case study xi

online documentation
See CCO

Oracle
accounting records policy 1-11
confirming tnsnames service 3-4
creating tablespace 3-2
DB Client 7.3(4) xii
DB Server 7.3(4) xii
installation reference 3-2
listener (Isnrctl) 3-3
listener.ora listing  A-24
Server Manager (svrmgrl) 3-3
software version used in case study  xii
user environment variable A-23
verifying account information 3-4
verifying database instance 3-3
verifying SMON operation  3-3
verifying software directory environment variable 3-3

OS Solaris 2.5(1)  xii

overview

AAA case study 1-1

P

PAP
PPP authentication 1-10
Password Authentication Protocol
See PAP

Cisco AAA Implementation Case Study g



M Index

passwords
authentication policies 1-13
authentication policy 1-10
authorization policies 1-13
local access policy 1-10
planning
pre-deployment summary 1-9
site preparation  Xi
Point-to-Point Protocol
See PPP
policies
accounting 1-11
accounting, PPP  1-11
accounting, router administration 1-11
authentication 1-10
authorization 1-11
dialup/shell AAA 1-10
privilege level 15 authorization 1-13
router, administrative control 1-11
router management 1-5
security considerations 1-12
PPP
PAP authentication 1-10
verifying TACACS+ authorization 4-5

verifying TACACS+ user authentication 4-4

privilege level
TACACS+ support 1-2
privilege level 15
accounting  1-11,1-12
command authorization policy 1-13
local administration 1-12
router authorization policy 1-11
router command authorization A-13
privilege level 15 commands 4-13
configuring accounting 5-4
problems

authentication

AAA behavior configured incorrectly in NAS  6-9

AAA behavior configured incorrectly in router

connection between NAS and AAA server down 6-12

connection between router and AAA server
down 6-23

group profile password type does not match type in
NAS 6-13

incorrect AAA configuration in router  6-21, 6-24
maximum number of users exceeded 6-12, 6-23
shell initiated PPP session fails 6-9, 6-13

TACACS+ key incorrect in router or AAA
server 6-23

TACACS+ or RADIUS key incorrect in NAS or AAA
server 6-12

user account disabled due to too many failed
logins  6-10, 6-22

user account password or profile expired 6-11, 6-22
user enters invalid username or password 6-9, 6-20
user enters password incorrectly  6-10, 6-22

user exceeds the maximum number of concurrent
sessions  6-11, 6-22

user name not in server database 6-10, 6-22
user profile configured incorrectly  6-10, 6-22

user workstation configured incorrectly  6-11

authorization

AAA authorization configured incorrectly in
NAS 6-16

AAA behavior incorrectly configured 6-26, 6-28
AAA configuration error  6-25, 6-27

access list assigned to user 6-14, 6-17
authorization failed service 6-25, 6-27

autocommand ppp negotiate assigned to user  6-26,
6-28

AVPs not assigned  6-14, 6-17

does not have PPP service assigned 6-16
feature is not supported on console ports 6-28
group lacks shell service assigned 6-16

Idle-Timeout RADIUS AVP not configured on group
profile 6-18

idletime TACACS+ AVP not configured on group
profile 6-18

Lack of service=shell AVP 6-28

user client configuration error  6-13

[l Cisco AAA Implementation Case Study



user exceeds the maximum number of concurrent
sessions 6-19

user or group does not have User-Service-Type AVP
assigned 6-19

user or group profile lacks proper AVP 6-18
user or group profile restricted 6-18

user or lacks service=shell AVP assigned 6-19
user profile configured incorrectly 6-28

user profile lacks appropriate enable level to perform
command 6-25

user profile lacks appropriate enable privilege level to
perform command  6-27

user profile lacks appropriate privilege level to
perform command  6-25, 6-27

user profile restricted 6-14
profiles

assigning user to group profile (TACACS+
authentication) 4-11

assigning user to group profile (TACACS+
authorization) 4-16, 4-17, 4-18

creating basic user 3-11
group, configuring router access 4-13
group, verifying (TACACS+ authentication) 4-11

group, verifying (TACACS+ authorization) 4-16, 4-17,
4-18

group configuration, TACACS+ 4-14

group permissions (table) 4-13

user, defining access privileges 6-5

user, RADIUS 4-7,4-9

user, TACACS+ 4-3,4-5

user, verifying (TACACS+ authentication) 4-12

user, verifying (TACACS+ authorization) 4-16, 4-17,
4-18

user, verifying basic 3-11

user configuration (RADIUS authentication) 4-7
user configuration (RADIUS authorization) 4-9
user configuration (TACACS+ authentication) 4-3
user configuration (TACACS+ authorization) 4-5

purpose

case study xi

Index

RADIUS
authentication tests (server-based) C4
authorization tests (server-based) €5
AVP examples (table) 1-6
compared with TACACS+ 1-4
compared with TACACS+ (table) 1-4
configuring authentication (server-based) 4-6
configuring authorization (server-based) 4-8
creating user profiles (authentication) 4-7
debug output, server-based authentication C4
debug output, server-based authorization €5
encryption 1-4
example configuration (NAS) A-9
interoperability 1-6
NAS profile, creating 4-7
negotiation process (flow diagram) 6-4
RFC link 1-2
See also AVPs
See also troubleshooting
technology overview 1-3
troubleshooting scenario, authorization 6-36
troubleshooting symptom list, authentication 6-10
troubleshooting symptom list, authorization 6-15
verifying access list assignment 4-10
radius-server host command A-15
Remote Authentication Dial-in User Service
See RADIUS
Requests for Comments
See RFCs
RFCs
reference links 1-2
router
administration, command and control policy 1-11
administrative control, creating 4-13
authorization, controlling 4-13

management, RADIUS vs. TACACS+ 1-5

Cisco AAA Implementation Case Study g



M Index

S

scenario

case study description 1-8

case study overview (figure) 1-2
scenarios

troubleshooting examples  6-29
security

policy considerations 1-12
server-based access

compared with local-based access 1-7

defined 1-7
server-based configuration

implementation overview (authentication and
authorization) 4-1

verification test results (RADIUS authentication) C4
verification test results (RADIUS authorization) C5

verification test results (TACACS+ authentication) C1,

c7

verification test results (TACACS+ authorization) C2,
(]

verifying user (RADIUS authentication) 4-8,4-9
verifying user (TACACS+ authentication) 4-3
verifying user (TACACS+ authorization) 4-5
show caller user command
access list verification output (server-based) 4-10, C6
session timeout disconnect example 5-3
show line command
verification output (local-based) 2-8
site preparation  xi
SMON
verifying operation on Oracle server 3-3
software
case study listing  xii
software components
Cisco I0S 12.0(7)T xii
Oracle DB Client 7.3(4) xii
Oracle DB Server 7.3(4) xii
OS Solaris 2.5(1)  xii
SQL*Plus Release 3.3.4.0.1 «xii

SQL*Plus
Release 3.3.4.0.1 xii
sqlplus
verifying account information 3-4
symptom list, troubleshooting AAA
dial-based local authentication 6-9
dial-based local authorization 6-13
dial-based server authentication 6-10
dial-based server authorization 6-15
router-based local authentication 6-19
router-based local authorization 6-24
router-based server authentication 6-21
router-based server authorization 6-26
syslog daemon

restarting 3-10

T

tablespace
installing (Oracle) 3-2

size requirements  3-2

TAC
contacting  Xxiv
TACACS

RFC link 1-2
TACACS+

accounting tests (local-based) 2-13
assigning user to group profile (authentication) 4-11

assigning user to group profile (authorization) 4-16,
4-17,4-18

authentication and authorization (figure) 4-14
authentication tests (local-based) 2-3,2-9
authentication tests (server-based) C1, C7
authorization tests (local-based) 2-6, 2-11
authorization tests (server-based) €2, C9
AVP examples (table) 1-6

compared with RADIUS 1-4

compared with RADIUS (table) 1-4

configuring accounting (local-based) 2-12

[l Cisco AAA Implementation Case Study



configuring authentication (local-based) 2-2,2-8
configuring authentication (server-based) 4-2,4-10
configuring authorization (local-based) 2-5,2-10
configuring authorization (server-based) 4-4,4-13
configuring dial accounting (server-based) 5-1, 5-2
configuring router accounting (server-based) 5-4
creating user profiles (authentication) 4-3

debug output, server-based authentication €1, C7
debug output, server-based authorization €3, C9
encryption 1-5

example configuration (NAS) A-5

multiprotocol support 1-5

negotiation process, EXEC disabled (flow
diagram) 6-6

negotiation process, EXEC enabled (flow diagram) 6-5
privilege level support 1-2

RFC link 1-2

router management 1-5

See also AVPs

See also troubleshooting

service control 1-3

technology overview 1-2

troubleshooting scenario, authentication 6-29, 6-30, 6-31
troubleshooting scenario, authorization 6-33, 6-34, 6-35
troubleshooting symptom list, authentication 6-10, 6-21

troubleshooting symptom list, authorization 6-15, 6-24,
6-26

Index W

AAA overview 1-1
Terminal Access Controller Access Control System Plus
See TACACS+
tnsnames service
verifying with tnsping utility 3-4
tnsping
using to verify tnsnames service 3-4
troubleshooting
diagnostic overview  6-1
example scenarios 6-29
methodology overview 6-7
RADIUS authorization scenario  6-36
See also problems
See also RADIUS
See also symptom list, troubleshooting AAA
See also TACACS+
TACACS+ authentication scenario  6-29, 6-30, 6-31
TACACS+ authorization scenario  6-33, 6-34, 6-35

U

UNIX
version used in case study  xii

user
creating profiles (RADIUS authentication) 4-7
creating profiles (RADIUS authorization) 4-9
creating profiles (TACACS+ authentication) 4-3

tacacs-server host command A-13, A-15

tacacs-server key command A-13 creating profiles (TACACS+ authorization) 4-5

user environment variable

Oracle, listed A-23

tail command
reading the csuslog file C1

verifying dialup authentication with csuslog
(TACACS+) 44

verifying PPP authorization with csuslog
(TACACS+) 45

verifying router authorization with csuslog
(TACACS+) 4-16,4-18,4-19

Technical Assistance Center
See TAC
technology

Cisco AAA Implementation Case Study
| g o

\'

verification
accounting, TACACS+ (local-based) 2-13
accounting, TACACS+ (server-based) 5-2
authentication, RADIUS (server-based) C4
authentication, TACACS+ (local-based) 2-3,2-9




M Index

authentication, TACACS+ (server-based) C1, C7

authorization, RADIUS (server-based) C5

authorization, TACACS+ (local-based) 2-6, 2-11

authorization, TACACS+ (server-based) C2,C9
verification tests

debug output, RADIUS authentication
(server-based) C4

debug output, RADIUS authorization
(server-based) Cb

debug output, TACACS+ (local-based) 2-6,2-11,2-13

debug output, TACACS+ (server-based
accounting) 5-3,5-5

debug output, TACACS+ authentication
(server-based) C1,C7

debug output, TACACS+ authorization
(server-based) C3, C9

SQL query (accounting) 5-2,5-5
ViewProfile command
verifying basic user configuration 3-11

verifying user configuration (RADIUS
authentication) 4-8,4-9

verifying user configuration (TACACS+
authentication) 4-3

verifying user configuration (TACACS+
authorization) 4-5

[l Cisco AAA Implementation Case Study




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


