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M Prerequisites for Secure Shell Version 2 Support

Prerequisites for Secure Shell Version 2 Support

Prior to configuring SSH, perform the following task:

Download the required image on your router. The SSH server requires you to have a k9 (Triple Data
Encryption Standard [3DES]) software image from Cisco IOS Release 12.3(4)T, 12.2(25)S, or
12.3(7)JA downloaded on your router.

S

Note The SSH Version 2 server is supported in Cisco IOS Release 12.3(4)T, 12.3(2)XE,
12.2(25)S, and 12.3(7)JA; the SSH Version 2 client is supported beginning with Cisco I0S
Release 12.3(7)T and is supported in Cisco IOS Release12.3(7)JA. (The SSH client runs
both the SSH Version 1 and Version 2 protocol and is supported in both k8 and k9 images in
Cisco IOS Release 12.3(4)T.)

For more information on downloading a software image, refer to Cisco I0S Configuration
Fundamentals and Network Management Configuration Guide.

Restrictions for Secure Shell Version 2 Support

Rivest, Shamir, and Adelman (RSA) user authentication is not supported in the SSH server or SSH
client for Cisco IOS software.

SSH servers and SSH clients are supported in 3DES software images.

Execution Shell, remote command execution, and Secure Copy Protocol (SCP) are the only
applications supported.

Compression is not supported.

The RSA key-pair size must be greater than or equal to 768.

Information About Secure Shell Version 2 Support

To configure SSH Version 2, you should understand the following concept:

Secure Shell Version 2, page 2
SNMP Trap Generation, page 3

Secure Shell Version 2

The Secure Shell Version 2 Support feature allows you to configure SSH Version 2.

The configuration for the SSH Version 2 server is similar to the configuration for SSH Version 1. The
command ip ssh version has been introduced so that you may define which version of SSH that you want
to configure. If you do not configure this command, SSH by default runs in compatibility mode; that is,
both SSH Version 1 and SSH Version 2 connections are honored.

Cisco 10S Security Configuration Guide
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SSH Version 1 is a protocol that has never been defined in a standard. If you do not want your router to
fall back to the undefined protocol (Version 1), you should use the ip ssh version command and specify
Version 2.

The ip ssh rsa keypair-name command was also introduced in Cisco IOS Release 12.3(4)T so that you
can enable a SSH connection using RSA keys that you have configured. Previously, SSH was linked to
the first RSA keys that were generated (that is, SSH was enabled when the first RSA key pair was
generated). The behavior still exists, but by using the ip ssh rsa keypair-name command, you can
overcome that behavior. If you configure the ip ssh rsa keypair-name command with a key-pair name,
SSH is enabled if the key pair exists, or SSH will be enabled if the key pair is generated later. If you use
this command to enable SSH, you are not forced to configure a host name and a domain name, which
was required in SSH Version 1 of the Cisco IOS software.

The login banner is supported in Secure Shell Version 2, but it is not supported in Secure Shell Version 1.

SNMP Trap Generation

Note

Effective with Cisco IOS Release 12.4(17), Simple Network Management Protocol (SNMP) traps will
be generated automatically when an SSH session terminates if the traps have been enabled and SNMP
debugging has been turned on. For information about enabling SNMP traps, see the chapter
“Configuring SNMP Support” in the Cisco IOS Network Management Configuration Guide.

When configuring the snmp-server host command, the IP address must be the address of the PC that
has the SSH (telnet) client and that has IP connectivity to the SSH server. For an example of an SNMP
trap generation configuration, see the section “Setting an SNMP Trap: Example.”

You must also turn on SNMP debugging using the debug snmp packet command to display the traps.
The trap information includes information such as the number of bytes sent and the protocol that was
used for the SSH session. For an example of SNMP debugging, see the section “SNMP Debugging:
Example.”

How to Configure Secure Shell Version 2 Support

This section contains the following procedures:
¢ Configuring a Router for SSH Version 2 Using a Host Name and Domain Name, page 4 (required)
e Configuring a Router for SSH Version 2 Using RSA Key Pairs, page 5 (optional)
e Starting an Encrypted Session with a Remote Device, page 6 (optional)
e Verifying the Status of the Secure Shell Connection Using the show ssh Command, page 7 (optional)
e Verifying the Secure Shell Status Using the show ip ssh Command, page 8 (optional)

¢ Monitoring and Maintaining Secure Shell Version 2, page 9 (optional)

Cisco 10S Security Configuration Guide g
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Configuring a Router for SSH Version 2 Using a Host Name and Domain Name

To configure your router for SSH Version 2 using a host name and domain name, perform the following
steps. You may also configure SSH Version 2 by using the RSA key pair configuration (See the section
“Configuring a Router for SSH Version 2 Using RSA Key Pairs”).

SUMMARY STEPS
1. enable
2. configure terminal
3. hostname hostname
4. ip domain-name name
5. crypto key generate rsa
6. ip ssh [timeout seconds | authentication-retries integer]
1. ip ssh version [1] 2]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  hostname hostname Configures a host name for your router.
Example:
Router (config)# hostname cisco 7200
Step4  ip domain-name name Configures a domain name for your router.
Example:
Router (config)# ip domain-name cisco.com
Step5 crypto key generate rsa Enables the SSH server for local and remote authentication.
Example:

Router (config)# crypto key generate rsa

Cisco 10S Security Configuration Guide
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Command or Action

Purpose

Step6  ip ssh [timeout seconds |
authentication-retries integer]

Example:
Router (config)# ip ssh timeout 120

(Optional) Configures SSH control variables on your router.

Step 7 ip ssh version [1 | 2]

Example:
Router (config)# ip ssh version 1

(Optional) Specifies the version of SSH to be run on your
router.

Configuring a Router for SSH Version 2 Using RSA Key Pairs

To enable SSH Version 2 without configuring a host name or domain name, perform the following steps.
SSH Version 2 will be enabled if the key pair that you configure already exists or if it is generated later.
You may also configure SSH Version 2 by using the host name and domain name configuration (See the
section “Configuring a Router for SSH Version 2 Using a Host Name and Domain Name”).

crypto key generate rsa usage-keys label key-label modulus modulus-size

SUMMARY STEPS
1. enable
2. configure terminal
3. ip ssh rsa keypair-name keypair-name
4,
5. ip ssh [timeout seconds | authentication-retries integer]
6. ip ssh version [1 2]
DETAILED STEPS

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2 configure terminal

Enters global configuration mode.

Example:
Router# configure terminal

Step 3 ip ssh rsa keypair-name keypair-name
Example:
Router (config)# ip ssh rsa keypair-name
sshkeys

Specifies which RSA keypair to use for SSH usage.
Note A Cisco IOS router can have many RSA key pairs.

Cisco 10S Security Configuration Guide g
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Step4 crypto key generate rsa usage-keys label Enables the SSH server for local and remote authentication
key-label modulus modulus-size on the router.

For SSH Version 2, the modulus size must be at least 768
Example: bits.
Router (config)# crypto key generate rsa

usage-keys label sshkeys modulus 768 Note To delete the RSA key-pair, use the crypto key

zeroize rsa command. After you have deleted the
RSAcommand, you automatically disable the SSH

server.
Step5 ip ssh [timeout seconds | Configures SSH control variables on your router.
authentication-retries integer]
Example:
Router (config)# ip ssh timeout 120
Step6 ip ssh version [1 | 2] Specifies the version of SSH to be run on a router.

Example:
Router (config)# ip ssh version 1

Starting an Encrypted Session with a Remote Device

To start an encrypted session with a remote networking device, perform the following step. (You do not
have to enable your router. SSH can be run in disabled mode.)

~

Note  The device you wish to connect with must support a SSH server that has an encryption algorithm that is
supported in Cisco IOS software.

SUMMARY STEPS

1. ssh[-v{112}][-c {3des|aes128-cbc|aes192-cbc|aes256-cbc}] [-m {hmac-md5 | hmac-md5-96
| hmac-shal | hmac-shal-96}] [l userid] [-o numberofpasswordprompts n] [-p port-num]
{ip-addr | hostname} [command]

[l Cisco10S Security Configuration Guide
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DETAILED STEPS

Step1 ssh [-v {1 | 2}] [-c {3des | aesl28-cbc | Starts an encrypted session with a remote networking
aesl92-cbc | aes256-cbc}] [-m {hmac-md5 | device.
hmac-md5-96 | hmac-shal | hmac-shal-96}] [-o
numberofpasswordprompts n] [-p port-num]

{ip-addr | hostname} [command]

Example:
Router# ssh -v 2 -c aes256-cbc -m hmac-shal-96
-1 user2 10.76.82.24

Or

The above example adheres to the SSH Version 2
conventions. A more natural and common way to start
a session is by linking the username with the hostname.
For example, the following configuration example
provides an end result that is identical to that of the
above example:

Router# ssh -v 2 -c aes256-cbc -m hmac-shal-96
user2@10.76.82.24

Troubleshooting Tips

The ip ssh version command can be used for troubleshooting your SSH configuration. By changing
versions, you can determine which SSH version has a problem.

Verifying the Status of the Secure Shell Connection Using the show ssh
Command

To display the status of the SSH connection on your router, use the show ssh command.

SUMMARY STEPS
1. enable
2. show ssh
DETAILED STEPS
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2  show ssh Displays the status of SSH server connections.
Example:

Router# show ssh

Cisco 10S Security Configuration Guide
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Examples

The following output examples from the show ssh command display status about various SSH Version 1

and Version 2 connections.

Version 1 and Version 2 Connections

Router# show ssh

Connection Version Encryption
0 1.5 3DES

Connection Version Mode Encryption

Username

.0 IN aesl28-cbc
0 OUT aesl28-cbc

Router# show ssh

Connection Version Mode Encryption
Username

1 2.0 IN aesl28-cbc
1 2.0 OUT aesl28-cbc

%No SSHv1l server connections running.

Router# show ssh

Connection Version Encryption
0 1.5 3DES

State Username
Session started lab
Hmac State
hmac-md5 Session started lab
hmac-md5 Session started lab
Hmac State
hmac-md5 Session started lab
hmac-md5 Session started lab
State Username
Session started lab

%No SSHv2 server connections running.

Verifying the Secure Shell Status Using the show ip ssh Command

SUMMARY STEPS

To verify your SSH configuration, perform the following steps.

1. enable

2. show ip ssh

[l Cisco10S Security Configuration Guide



| Secure Shell Version 2 Support

How to Configure Secure Shell Version 2 Support Il

DETAILED STEPS
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 show ip ssh Displays the version and configuration data for SSH.
Example:

Router# show ip ssh

Examples

The following examples from the show ip ssh command display the version of SSH that is enabled, the
authentication timeout values, and the number of authentication retries.

Version 1 and Version 2 Connections

router# show ip ssh

3d06h: %SYS-5-CONFIG_I: Configured from console by consoleh
SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

Router# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

Router# show ip ssh
3d06h: %SYS-5-CONFIG_I: Configured from console by console

SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

Monitoring and Maintaining Secure Shell Version 2

To display debug messages about the SSH connections, use the debug ip ssh command.

SUMMARY STEPS

1. enable
2. debug ip ssh
3. debug snmp packet

Cisco 10S Security Configuration Guide
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DETAILED STEPS
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 debug ip ssh Displays debugging messages for SSH.
Example:
Router# debug ip ssh
Step3  debug snmp packet Displays information about every SNMP packet sent or
received by the router.
Example:
Router# debug snmp packet
Example

The following output from the debug ip ssh command shows that the digit 2 keyword has been assigned,
signifying that it is an SSH Version 2 connection.

Router# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSH1: protocol version id is - SSH-2.0-OpenSSH_2.5.2p2
00:33:55: SSH2 1: send: len 280 (includes padlen 4)
00:33:55: SSH2 1: SSH2_MSG_KEXINIT sent

00:33:55: SSH2 1: ssh_receive: 536 bytes received

00:33:55: SSH2 1: input: packet len 632

00:33:55: SSH2 1: partial packet 8, need 624, maclen 0
00:33:55: SSH2 1: ssh_receive: 96 bytes received

00:33:55: SSH2 1: partial packet 8, need 624, maclen 0
00:33:55: SSH2 1: input: padlen 11

00:33:55: SSH2 1: received packet type 20

00:33:55: SSH2 1: SSH2_MSG_KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none
00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none
00:33:55: SSH2 1: expecting SSH2_MSG_KEXDH_INIT

00:33:55: SSH2 1: ssh_receive: 144 bytes received

00:33:55: SSH2 1: input: packet len 144

00:33:55: SSH2 1: partial packet 8, need 136, maclen 0
00:33:55: SSH2 1: input: padlen 5

00:33:55: SSH2 1: received packet type 30

00:33:55: SSH2 1: SSH2_MSG_KEXDH_INIT received

00:33:55: SSH2 1: signature length 111

00:33:55: SSH2 1: send: len 384 (includes padlen 7)
00:33:55: SSH2: kex_derive_keys complete

00:33:55: SSH2 1: send: len 16 (includes padlen 10)
00:33:55: SSH2 1: newkeys: mode 1

00:33:55: SSH2 1: SSH2_MSG_NEWKEYS sent

00:33:55: SSH2 1: waiting for SSH2_MSG_NEWKEYS

00:33:55: SSH2 1: ssh_receive: 16 bytes received

00:33:55: SSH2 1: input: packet len 16

00:33:55: SSH2 1: partial packet 8, need 8, maclen 0
00:33:55: SSH2 1: input: padlen 10

00:33:55: SSH2 1: newkeys: mode 0

[l Cisco10S Security Configuration Guide
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received packet type 2100:33:55: SSH2 1: SSH2_MSG_NEWKEYS received
ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #3 ok

input: padlen 10

received packet type 5

send: len 32 (includes padlen 10)
done calc MAC out #3

ssh_receive: 64 bytes received

input: packet len 48

partial packet 16, need 32, maclen 16
MAC #4 ok

input: padlen 9

received packet type 50

send: len 32 (includes padlen 13)
done calc MAC out #4

ssh_receive: 160 bytes received
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #5 ok

input: padlen 13

received packet type 50

send: len 16 (includes padlen 10)
done calc MAC out #5

authentication successful for lab
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #6 ok

input: padlen 6

received packet type 2

ssh_receive: 64 bytes received

input: packet len 48

partial packet 16, need 32, maclen 16
MAC #7 ok

input: padlen 19

received packet type 90

channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh_receive: 192 bytes received
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #8 ok

input: padlen 13

received packet type 98

pty-req request

setting TTY - requested: height 24, width 80; set: height 24,

input: packet len 96

partial packet 16, need 80, maclen 16
MAC #9 ok

input: padlen 11

received packet type 98

x1ll-req request

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #10 ok

input: padlen 12

received packet type 98

shell request

shell message received

starting shell for vty
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send:

send:

send:

send:

send:

send:
done
send:
done
send:
done
send:
done

len

ssh_receive:

len

len

ssh_receive:
input: packet len 32
partial packet 16, need 16, maclen 16
MAC #13 ok

input: padlen 17
received packet type 94

len

len

len
calc
len
calc
len
calc
len
calc

48 (includes padlen

done calc MAC out #7
48 bytes received

received packet type 94

32 (includes padlen

done calc MAC out #8
ssh_receive:

received packet type 94

32 (includes padlen

done calc MAC out #9
48 bytes received

32 (includes padlen

done calc MAC out #10
ssh_receive:

received packet type 94

32 (includes padlen

done calc MAC out #11
ssh_receive:
input:

padlen 17
received packet type 94

32 (includes padlen
MAC out #12
48 (includes padlen
MAC out #13
16 (includes padlen
MAC out #14
16 (includes padlen
MAC out #15

Session terminated normally

48 bytes received

48 bytes received

48 bytes received
packet len 32

partial packet 16, need 16, maclen 16
MAC #15 ok
input:

18)

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #11 ok

input: padlen 17

17)

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #12 ok

input: padlen 17

17)

17)

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #14 ok

input: padlen 17

17)

16)

18)

6)

Configuration Examples for Secure Shell Version 2 Support

This section provides the following configuration examples:

Configuring Secure Shell Version 1: Example, page 13

Configuring Secure Shell Version 2: Example, page 13

Configuring Secure Shell Versions 1 and 2: Example, page 13

Starting an Encrypted Session with a Remote Device: Example, page 13
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e Setting an SNMP Trap: Example, page 13
e SNMP Debugging: Example, page 13

Configuring Secure Shell Version 1: Example

Router# configure terminal
Router (config)# ip ssh version 1
c7200-25-2013 (config) # end

Configuring Secure Shell Version 2: Example

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip ssh version 2

Router (config)# end

Configuring Secure Shell Versions 1 and 2: Example

Router# configure terminal
Router (config)# no ip ssh version
Router (config)# end

Starting an Encrypted Session with a Remote Device: Example

Router# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

Setting an SNMP Trap: Example

The following shows that an SNMP trap has been set. The trap notification is generated automatically
when the SSH session terminates. For an example of SNMP trap debug output, see the section “SNMP
Debugging: Example.”

Router# snmp-server
Router# snmp-server host a.b.c.d public tty

Where a.b.c.d is the IP address of the SSH client.

SNMP Debugging: Example

The following is sample output using the debug snmp packet command. The output provides SNMP
trap information for an SSH session.

routerl# debug snmp packet
SNMP packet debugging is on
routerl# ssh -1 lab 10.0.0.2

Password:

Cisco 10S Security Configuration Guide
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router2# exit

[Connection to 10.0.0.2 closed by foreign host]

routerl#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 1392

local.9.2.1.18.2 =
*Jul 18 10:18:42.8
routerl#

Where to Go Next

lab
79:

Packet sent via UDP to 10.0.0.2

You have to use a SSH remote device that supports SSH Version 2, and you have to connect to a

Cisco IOS router.

Additional References

The following sections provide references related to Secure Shell Version 2.

Related Documents

Related Topic

Document Title

AAA

“Authentication, Authorization, and Accounting (AAA)” section of
Cisco 10S Security Configuration Guide

Configuring a host name and host domain

“Configuring Secure Shell” chapter in the Cisco 10S Security
Configuration Guide

Configuring Secure Shell

“Configuring Secure Shell” chapter of Cisco I0S Security
Configuration Guide

Debugging commands

Cisco I0S Debug Command Reference, Release 12.4T

Downloading a Cisco software image

Cisco 10S Configuration Fundamentals and Network Management
Configuration Guide

I0S configuration fundamentals

Cisco 10S Configuration Fundamentals and Network Management
Configuration Guide and Cisco 10S Configuration Fundamentals
and Network Management Command Reference

IPSec

“IP Security and Encryption” section of Cisco I0S Security
Configuration Guide

Security commands

Cisco 10S Security Command Reference, Release 12.4 T

SNMP, configuring traps

“Configuring SNMP Support” chapter in Cisco 10S Network
Management Configuration Guide
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http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm#1000714
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tdb_r/index.htm
/en/US/docs/ios/12_3/configfun/command/reference/fun_r.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/cfun_vcg.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/cfun_vcg.htm
/en/US/docs/ios/12_3/configfun/command/reference/fun_r.html
/en/US/docs/ios/12_3/configfun/command/reference/fun_r.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm#999534
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tsec_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcg/tnm_c/snmp/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcg/tnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcg/tnm_c/index.htm
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Standards

Title

Internet Engineering Task Force (IETF) Secure Shell
Version 2 Draft Standards

Internet Engineering Task Force website

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature.

To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title
No new or modified RFCs are supported by this —
feature.

Technical Assistance

Description Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

Command Reference

This section documents only commands that are new or modified.

e ip ssh rsa keypair-name
e ip ssh version

e ssh
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Ip ssh rsa keypair-name

To specify which Rivest, Shimar, and Adelman (RSA) key pair to use for a Secure Shell (SSH)
connection, use the ip ssh rsa keypair-name command in global configuration mode. To disable the key
pair that was configured, use the no form of this command.

ip ssh rsa keypair-name keypair-name

no ip ssh rsa keypair-name keypair-name

Syntax Description

Defaults

Command Modes

keypair-name Name of the key pair.

If this command is not configured, SSH will use the first RSA key pair that is enabled.

Global configuration

Command History

Usage Guidelines

Note

Examples

Release Modification

12.3(H)T This command was introduced.

12.3(2)XE This command was integrated into Cisco IOS Release 12.3(2)XE.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
12.3(7)JA This command was integrated into Cisco IOS Release 12.3(7)JA.
12.0(32)SY This command was integrated into Cisco IOS Release 12.0(32)SY.

Using the ip ssh rsa keypair-name command, you can enable an SSH connection using RSA keys that
you have configured using the keypair-name argument. Previously, SSH was tied to the first RSA keys
that were generated (that is, SSH was enabled when the first RSA key pair was generated). The previous
behavior still exists but by using the ip ssh rsa keypair-name command, you can overcome that
behavior. If you configure the ip ssh rsa keypair-name command with a key pair name, SSH is enabled
if the key pair exists, or SSH will be enabled if the key pair is generated later. If you use this command,
you are not forced to configure a host name and a domain name.

A Cisco IOS router can have many RSA key pairs.

The following example shows that the ip ssh rsa keypair-name command has been used to specify the
RSA key pair “sshkeys” for a SSH connection:

Router# configure terminal
Router (config)# ip ssh rsa keypair-name sshkeys

Cisco 10S Security Configuration Guide
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Related Commands

Command

Description

debug ip ssh

Displays debug messages for SSH.

disconnect ssh

Terminates a SSH connection on your router.

ip ssh

Configures SSH control parameters on your router.

ip ssh version

Specifies the version of SSH to be run on a router.

show ip ssh

Displays the SSH connections of your router.

Cisco 10S Security Configuration Guide g
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Ip ssh version

To specify the version of Secure Shell (SSH) to be run on a router, use the ip ssh version command in
global configuration mode. To disable the version of SSH that was configured and to return to
compatibility mode, use the no form of this command.

ip ssh version [1 | 2]

no ip ssh version [1 | 2]

Syntax Description 1 (Optional) Router runs only SSH Version 1.
2 (Optional) Router runs only SSH Version 2.
Defaults If this command is not configured, SSH operates in compatibility mode, that is, Version 1 and Version 2

are both supported.

Command Modes Global configuration
Command History Release Modification
12.3(4)T This command was introduced.
12.3(2)XE This command was integrated into Cisco IOS Release 12.3(2)XE.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
12.3(7)JA This command was integrated into Cisco IOS Release 12.3(7)JA.
12.0(32)SY This command was integrated into Cisco IOS Release 12.0(32)SY.
Usage Guidelines You can use this command with the 2 keyword to ensure that your router will not inadvertently establish

a weaker SSH Version 1 connection.

Examples The following example shows that only SSH Version 1 support is configured:

Router (config)# ip ssh version 1

The following example shows that only SSH Version 2 is configured:

Router (config)# ip ssh version 2

The following example shows that SSH Versions 1 and 2 are configured:

Router (config)# no ip ssh version

Cisco 10S Security Configuration Guide
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Related Commands

Command

Description

debug ip ssh

Displays debug messages for SSH.

disconnect ssh

Terminates a SSH connection on your router.

ip ssh

Configures SSH control parameters on your router.

ip ssh rsa
keypair-name

Specifies which RSA key pair to use for a SSH connection.

show ip ssh

Displays the SSH connections of your router.

Cisco 10S Security Configuration Guide g
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To start an encrypted session with a remote networking device, use the ssh command in privileged EXEC

or user EXEC mode.

ssh [-v {112}] [-c {3des | aes128-cbc | aes192-cbc | aes256-cbc}] [-1 userid | -1 userid:number
ip-address | -1 userid:rotarynumber ip-address] [-m {hmac-md5 | hmac-md5-96 | hmac-shal
| hmac-shal-96}] [-o numberofpasswordprompts n] [-p port-num] {ip-addr | hostname}

[command]

Syntax Description -v

(Optional) Specifies the version of Secure Shell (SSH) to use to
connect to the server.

e 1—Connects using SSH Version 1.

e 2—Connects using SSH Version 2.

-¢ {3des | aes128-cbc |
aes192-cbc | aes256-cbce}

(Optional) Specifies the crypto algorithms Data Encryption
Standard (DES), Triple DES (3DES), or Advanced Encryption
Standard (AES) to use for encrypting data. AES algorithms
supported are aes128-cbc, aes192-cbc, and aes256-cbc.

e To use SSH Version 1, you must have an encryption image
running on the router. Cisco software images that include
encryption have the designators “k8” (DES) or “k9” (3DES).

e SSH Version 2 supports only the following crypto algorithms:
aes128-cbc, aes192-cbce, aes256-cbe, and 3des-cbc. SSH
Version 2 is supported only in 3DES images.

e If you do not specify the -¢ keyword, during negotiation the
remote networking device sends all the supported crypto
algorithms.

e If you configure the -¢ keyword and the server does not support
the argument that you have shown (des, 3des, aes128-cbc,
aes192-cbe, or aes256-cbce), the remote networking device
closes the connection.

-1 userid

(Optional) Specifies the user ID to use when logging in on the
remote networking device running the SSH server. If no user ID is
specified, the default is the current user ID.

-1 userid:number ip-address

(Optional) Specifies the user ID when configuring reverse SSH by
including port information in the userid field.

e :—Signifies that a port number and terminal IP address will
follow the user ID.

e number—Terminal or auxiliary line number.
® ip-address—IP address of the terminal server.

Note The userid argument and :number ip-address delimiter and
arguments must be used if you are configuring reverse SSH
by including port information in the userid field (a method
that is easier than the longer method of listing each terminal
or auxiliary line on a separate command configuration line).

[l Cisco10S Security Configuration Guide
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-1 userid:rotarynumber
ip-address

(Optional) Specifies that the terminal lines are to be grouped under
the rotary group for reverse SSH.

e :—Signifies that a rotary group number and terminal IP address
will follow.

e number—Terminal or auxiliary line number.
e ip-address—IP address of the terminal server.

Note  The userid argument and :rotary{number} {ip-address}
delimiter and arguments must be used if you are configuring
reverse SSH by including rotary information in the userid
field (a process that is easier than the longer process of
listing each terminal or auxiliary line on a separate
command configuration line).

-m {hmac-md5 | hmac-md5-96 |
hmac-shal | hmac-shal-96}

(Optional) Specifies a Hashed Message Authentication Code
(HMAC) algorithm.

e SSH Version 1 does not support HMAC:s.

e If you do not specify the -m keyword, the remote device sends
all the supported HMAC algorithms during negotiation. If you
specify the -m keyword and the server does not support the
argument that you have shown (hmac-md5, hmac-md5-96,
hmac-shal, and hmac-shal-96), the remote device closes the
connection.

-0 numberofpasswordprompts n

(Optional) Specifies the number of password prompts that the
software generates before ending the session. The SSH server may
also apply a limit to the number of attempts. If the limit set by the
server is less than the value specified by the

-0 numberofpasswordprompts keyword, the limit set by the server
takes precedence. The default is 3 attempts, which is also the
Cisco IOS SSH server default. The range of values is from 1 to 5.

-p port-num

(Optional) Indicates the desired port number for the remote host.
The default port number is 22.

Command Default

Command Modes

ip-addr | hostname

Specifies the IPv4 or IPv6 address or host name of the remote
networking device.

command

(Optional) Specifies the Cisco IOS command that you want to run
on the remote networking device. If the remote host is not running
Cisco IOS software, this may be any command recognized by the
remote host. If the command includes spaces, you must enclose the
command in quotation marks.

Disabled

User EXEC
Privileged EXEC

Cisco 10S Security Configuration Guide g
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Command History

Usage Guidelines

Note

Examples

[l Cisco10S Security Configuration Guide

Release Modification

12.13)T This command was introduced.

12.2(8)T Support for IPv6 addresses was added.

12.021)ST IPv6 address support was integrated into Cisco IOS Release 12.0(21)ST.

12.0(22)S IPv6 address support was integrated into Cisco IOS Release 12.0(22)S.

12.2(14)S IPv6 address support was integrated into Cisco IOS Release 12.2(14)S.

12.2(17a)SX This command was integrated into Cisco IOS Release 12.2(17a)SX.

12.3(7)T This command was expanded to include Secure Shell Version 2 support.
The -¢ keyword was expanded to include support for the following cryptic
algorithms: aes128-cbc, aes192-cbc, and aes256-cbc. The -m keyword
was added, with the following algorithms: hmac-md5, hmac-md5-96,
hmac-shal, and hmac-shal-96. The -v keyword and arguments 1 and 2
were added.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.3(11D)T The -1 userid:number ip-address and -1 userid:rotarynumber ip-address
keyword and argument options were added.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(25)SG This command was integrated into Cisco IOS Release 12.2(25)SG.

12.3(7)JA This command was integrated into Cisco IOS Release 12.3(7)JA.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.0(32)SY This command was integrated into Cisco IOS Release 12.0(32)SY.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.

The ssh command enables a Cisco router to make a secure, encrypted connection to another Cisco router
or device running an SSH Version 1 or Version 2 server. This connection provides functionality that is
similar to that of an outbound Telnet connection except that the connection is encrypted. With
authentication and encryption, the SSH client allows for a secure communication over an insecure

network.

e SSH 1 is supported on DES (56-bit) and 3DES (168-bit) data encryption software images only. In
DES software images, DES is the only encryption algorithm available. In 3DES software images,
both DES and 3DES encryption algorithms are available.

e SSH Version 2 supports only the following crypto algorithms: aes128-cbc, aes192-cbc, and
aes256-cbc. SSH Version 2 is supported only in 3DES images.

e SSH Version 1 does not support HMAC algorithms.

The following example illustrates the initiation of a secure session between the local router and the
remote host HQhost to run the show users command. The result of the show users command is a list of
valid users who are logged in to HQhost. The remote host will prompt for the adminHQ password to
authenticate the user adminHQ. If the authentication step is successful, the remote host will return the
result of the show users command to the local router and will then close the session.

ssh -1 adminHQ HQhost

“show users”
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The following example illustrates the initiation of a secure session between the local router and the edge
router HQedge to run the show ip route command. In this example, the edge router prompts for the
adminHQ password to authenticate the user. If the authentication step is successful, the edge router will
return the result of the show ip route command to the local router.

ssh -1 adminHQ HQedge "show ip route"

The following example shows the SSH client using 3DES to initiate a secure remote command
connection with the HQedge router. The SSH server running on HQedge authenticates the session for
the admin7 user on the HQedge router using standard authentication methods. The HQedge router must
have SSH enabled for authentication to work.

ssh -1 admin7 -c 3des -o numberofpasswordprompts 5 HQedge

The following example shows a secure session between the local router and a remote IPv6 router with
the address 3ffe:1111:2222:1044::72 to run the show running-config command. In this example, the
remote IPv6 router prompts for the adminHQ password to authenticate the user. If the authentication step
is successful, the remote IPv6 router will return the result of the show running-config command to the
local router and will then close the session.

ssh -1 adminHQ 3ffe:1111:2222:1044::72 "show running-config"

A hostname that maps to the IPv6 address 3ffe:1111:2222:1044::72 could have been used in the last
example.

The following example shows a SSH Version 2 session using the crypto algorithm aes256-cbc and an
HMAC of hmac-shal-96. The user ID is user2, and the IP address is 10.76.82.24.

ssh -v 2 -c aes256-cbc -m hmac-shal-96 -1 user2 10.76.82.24

The following example shows that reverse SSH has been configured on the SSH client:

ssh -1 lab:1 router.example.com

The following command shows that Reverse SSH will connect to the first free line in the rotary group:

ssh -1 lab:rotaryl router.example.com

Related Commands

Command Description

ip ssh Configures SSH server control parameters on the router.
show ip ssh Displays the version and configuration data for SSH.
show ssh Displays the status of SSH server connections.
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Feature Information for Secure Shell Version 2 Support

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note  Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 1 Feature Information for Secure Shell Version 2 Support

Feature Name Releases Feature Information

Secure Shell Version 2 Support 12.3(4)T The Secure Shell Version 2 Support feature allows you to

12.2(25)S configure Secure Shell (SSH) Version 2 (SSH Version 1

support was implemented in an earlier Cisco IOS software
release). SSH runs on top of a reliable transport layer and
provides strong authentication and encryption capabilities.

Secure Shell Version 2 Client and Server 12.3(7)JA This feature was integrated into Cisco IOS Release

Support 12.0(32)SY  |12.3(7)JA.

Secure Shell Version 2 Client and Server 12.4(17) The Cisco IOS image was updated to provide for the

Support

automatic generation of SNMP traps when an SSH session
terminates.

For information about this feature, see the following
section:

e “SNMP Trap Generation” section on page 3
e “SNMP Debugging: Example” section on page 13

[l Cisco10S Security Configuration Guide


http://www.cisco.com/go/cfn

| Secure Shell Version 2 Support

Feature Information for Secure Shell Version 2 Support Il

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2003-2007 Cisco Systems, Inc. All rights reserved.

Cisco 10S Security Configuration Guide
| "=



Secure Shell Version 2 Support |

M Feature Information for Secure Shell Version 2 Support

Cisco 10S Security Configuration Guide
[ 26 | |



	Secure Shell Version 2 Support
	Contents
	Prerequisites for Secure Shell Version 2 Support
	Restrictions for Secure Shell Version 2 Support
	Information About Secure Shell Version 2 Support
	Secure Shell Version 2
	SNMP Trap Generation

	How to Configure Secure Shell Version 2 Support
	Configuring a Router for SSH Version 2 Using a Host Name and Domain Name
	Configuring a Router for SSH Version 2 Using RSA Key Pairs
	Starting an Encrypted Session with a Remote Device
	Troubleshooting Tips

	Verifying the Status of the Secure Shell Connection Using the show ssh Command
	Examples

	Verifying the Secure Shell Status Using the show ip ssh Command
	Examples

	Monitoring and Maintaining Secure Shell Version 2
	Example


	Configuration Examples for Secure Shell Version 2 Support
	Configuring Secure Shell Version 1: Example
	Configuring Secure Shell Version 2: Example
	Configuring Secure Shell Versions 1 and 2: Example
	Starting an Encrypted Session with a Remote Device: Example
	Setting an SNMP Trap: Example
	SNMP Debugging: Example

	Where to Go Next
	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	ip ssh rsa keypair-name
	ip ssh version
	ssh
	Feature Information for Secure Shell Version 2 Support



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


