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Cisco IP security (IPsec) authentication provides anti-replay protection against an attacker duplicating
encrypted packets by assigning a unique sequence number to each encrypted packet. The decryptor keeps
track of which packets it has seen on the basis of these numbers. Currently, the default window size is

64 packets. Generally, this number (window size) is sufficient, but there are times when you may want
to expand this window size. The IPsec Anti-Replay Window: Expanding and Disabling feature allows

you to expand the window size, allowing the decryptor to keep track of more than 64 packets.

History for the IPsec Anti-Replay Window: Expanding and Disabling Feature

Release Modification

12.3(14)T This feature was introduced.

12.2(33)SRA This feature was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(18)SXF6 This feature was integrated into Cisco IOS Release 12.2(18)SXF6.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.
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Prerequisites for IPsec Anti-Replay Window: Expanding
and Disabling

e Before configuring this feature, you should have already created a crypto map or crypto profile.

Information About IPsec Anti-Replay Window: Expanding
and Disabling

To configure the IPsec Anti-Replay Window: Expanding and Disabling feature, you should understand
the following concept:

e [IPsec Anti-Replay Window, page 2

IPsec Anti-Replay Window

Cisco IPsec authentication provides anti-replay protection against an attacker duplicating encrypted
packets by assigning a unique sequence number to each encrypted packet. (Security association [SA]
anti-replay is a security service in which the receiver can reject old or duplicate packets to protect itself
against replay attacks.) The decryptor checks off the sequence numbers that it has seen before. The
encryptor assigns sequence numbers in an increasing order. The decryptor remembers the value X of the
highest sequence number that it has already seen. N is the window size, and the decryptor also
remembers whether it has seen packets having sequence numbers from X-N+1 through X. Any packet
with the sequence number XN is discarded. Currently, N is set at 64, so only 64 packets can be tracked
by the decryptor.

At times, however, the 64-packet window size is not sufficient. For example, Cisco quality of service
(QoS) gives priority to high-priority packets, which could cause some low-priority packets to be
discarded even though they could be one of the last 64 packets received by the decryptor. The IPsec
Anti-Replay Window: Expanding and Disabling feature allows you to expand the window size, allowing
the decryptor to keep track of more than 64 packets.

Increasing the anti-replay window size has no impact on throughput and security. The impact on memory
is insignificant because only an extra 128 bytes per incoming [Psec SA is needed to store the sequence
number on the decryptor. It is recommended that you use the full 1024 window size to eliminate any
future anti-replay problems.

How to Configure IPsec Anti-Replay Window: Expanding
and Disabling

This section contains the following procedures:
e Configuring IPsec Anti-Replay Window: Expanding and Disabling Globally, page 3 (optional)

e Configuring IPsec Anti-Replay Window: Expanding and Disabling on a Crypto Map, page 3
(optional)
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Configuring IPsec Anti-Replay Window: Expanding and Disabling Globally

To configure IPsec Anti-Replay Window: Expanding and Disabling globally (so that it affects all SAs
that are created— except for those that are specifically overridden on a per-crypto map basis), perform

the following steps.

SUMMARY STEPS
1. enable
2. configure terminal
3. crypto ipsec security-association replay window-size [N]
4. crypto ipsec security-association replay disable
DETAILED STEPS

Command or Action

Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Slep3 crypto ipsec security-association replay
window-size [N]

Example:
Router (config)# crypto ipsec
security-association replay window-size 256

Sets the size of the SA replay window globally.

Note  Configure this command or the crypto ipsec
security-association replay disable command. The
two commands are not used at the same time.

Slep4 crypto ipsec security-association replay
disable

Example:
Router (config)# crypto ipsec
security-association replay disable

Disables checking globally.

Note  Configure this command or the crypto ipsec
security-association replay window-size
command. The two commands are not used at the
same time.

Configuring IPsec Anti-Replay Window: Expanding and Disabling

on a Crypto Map

To configure IPsec Anti-Replay Window: Expanding and Disabling on a crypto map so that it affects
those SAs that have been created using a specific crypto map or profile, perform the following steps.

SUMMARY STEPS

1. enable

2. configure terminal
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3. crypto map map-name seq-num [ipsec-isakmp]

4. set security-association replay window-size [N]

5. set security-association replay disable

DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  crypto map map-name seq-num [ipsec-isakmp] Enters crypto map configuration mode and creates a crypto
profile that provides a template for configuration of
dynamically created crypto maps.
Example: y y yp p
Router (config)# crypto map ETHO 17
ipsec-isakmp
Step4  set security-association replay window-size [N] |Controls the SAs that are created using the policy specified
by a particular crypto map, dynamic crypto map, or cyrpto
rofile.
Example: p
Router (crypto-map)# set security-association Note  Configure this command or the set
replay window-size 128 security-association replay disable command. The
two commands are not used at the same time.
Step5 set security-association replay disable Disables replay checking for a particular crypto map,
dynamic crypto map, or crypto profile.
Example: Note  Configure this command or the set
Router (crypto-map)# set security-association security-association replay window-size
replay disable command. The two commands are not used at the
same time.
Troubleshooting Tips

e If your replay window size has not been set to a number that is high enough for the number of
packets received, you will receive a system message such as the following:

*Nov 17 19:27:32.279:
connection id=1

$CRYPTO-4-PKT_REPLAY_ERR: decrypt:

replay check failed

The above message is generated when a received packet is judged to be outside the anti-replay

window.

[l Cisco 10S Security Configuration Guide
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Configuration Examples for IPsec Anti-Replay
Window: Expanding and Disabling

This section includes the following configuration examples:
¢ Global Expanding and Disabling of an Anti-Replay Window: Example, page 5

e Expanding and Disabling of an Anti-Replay Window for a Particular Crypto Map, Dynamic Crypto
Map, or Crypto Profile: Example, page 6

Global Expanding and Disabling of an Anti-Replay Window: Example

The following example shows that the anti-replay window size has been set globally to 1024:

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname VPN-Gatewayl
|

boot-start-marker
boot-end-marker

|

!

clock timezone EST 0
no aaa new-model

ip subnet-zero

|

!

ip audit po max-events 100
no ftp-server write-enable

|

!

crypto isakmp policy 10

authentication pre-share

crypto isakmp key ciscol23 address 192.165.201.2 !
crypto ipsec security-association replay window-size 1024 !
crypto ipsec transform-set basic esp-des esp-md5-hmac !
crypto map mymap 10 ipsec-isakmp

set peer 192.165.201.2

set transform-set basic

match address 101

|

!

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface Seriall/0

ip address 192.165.200.2 255.255.255.252 serial restart-delay 0 crypto map mymap !
ip classless

ip route 0.0.0.0 0.0.0.0 192.165.200.1
no ip http server
no ip http secure-server

|

1

access-list 101 permit ip 192.168.1.0 0.0.0.255 172.16.2.0 0.0.0.255 access-1list 101

remark Crypto ACL
|
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|
control-plane
1

!

line con 0
line aux 0
line vty 0 4
|

1

end

Expanding and Disabling of an Anti-Replay Window for a Particular Crypto
Map, Dynamic Crypto Map, or Crypto Profile: Example

The following example shows that anti-replay checking is disabled for IPsec connections to
172.17.150.2 but enabled (and the default window size is 64) for IPsec connections to 172.17.150.3 and
172.17.150.4:

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

|

hostname networkserverl

!

enable secret 5 $1SKxKv$cbgKsZtQTLJLGPN.tErFZ1l enable password ww !
ip subnet-zero

|

cns event-service server

crypto isakmp policy 1
authentication pre-share

crypto isakmp key ciscol70 address 172.17.150.2 crypto isakmp key ciscol80 address
172.17.150.3 crypto isakmp key ciscol90 address 172.17.150.4

crypto ipsec transform-set 170cisco esp-des esp-md5-hmac crypto ipsec transform-set
180cisco esp-des esp-md5-hmac crypto ipsec transform-set 190cisco esp-des esp-md5-hmac

crypto map ETHO 17 ipsec-isakmp

set peer 172.17.150.2

set security-association replay disable set transform-set 170cisco match address 170
crypto map ETHO 18 ipsec-isakmp set peer 192.168.1.3 set transform-set 180cisco match
address 180 crypto map ETHO 19 ipsec-isakmp set peer 192.168.1.4 set transform-set
190cisco match address 190 !
interface Ethernet0

ip address 172.17.150.1 255.255.255.0

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

no mop enabled

crypto map ETHO

|
interface Serial0

ip address 172.16.160.1 255.255.255.0

no ip directed-broadcast

no ip mroute-cache

no fair-queue

|

ip classless
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Additional References

ip route 172.18.170.0 255.255.255.0 172.17.150.2 ip route 172.19.180.0 255.255.255.0
172.17.150.3 ip route 172.20.190.0 255.255.255.0 172.17.150.4 no ip http server !

access-list 170 permit
permit ip 172.16.160.0
172.16.160.0 0.0.0.255
dialer-list 1 protocol
dialer-list 1 protocol
|

line con 0

transport input none
line aux 0

line vty 0 4

password ww

login

end

Additional References

ip 172.16.160.0 0.0.0.255 172.18.170.0 0.0.0.255 access-1list 180
0.0.0.255 172.19.180.0 0.0.0.255 access-1list 190 permit ip
172.20.190.0 0.0.0.255 !

ip permit

ipx permit

The following sections provide references related to IPsec Anti-Replay Window: Expanding and

Disabling.

Related Documents

Related Topic

Document Title

Cisco IOS commands

Cisco I10S Security Command Reference, Release 12.3T

IP security and encryption

“IP Security and Encryption” section of Cisco I0S Security
Configuration Guide, Release 12.3

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been
modified by this feature.

MiBs

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing MIBs has not been
modified by this feature.

To locate and download MIBs for selected platforms, Cisco [0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs
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RFCs

RFCs Title

No new or modified RFCs are supported by this —
feature, and support for existing RFCs has not been
modified by this feature.

Technical Assistance

Description Link

The Cisco Technical Support & Documentation http://www.cisco.com/techsupport
website contains thousands of pages of searchable
technical content, including links to products,
technologies, solutions, technical tips, and tools.
Registered Cisco.com users can log in from this page to
access even more content.

Command Reference

This section documents modified commands only.
e crypto ipsec security-association replay disable
e crypto ipsec security-association replay window-size
e set security-association replay disable

e set security-association replay window-size

Cisco 10S Security Configuration Guide
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crypto ipsec security-association replay disable

crypto ipsec security-association replay disable

Syntax Description

Defaults

Command Modes

To disable anti-replay checking globally, use the crypto ipsec security-association replay disable
command in global configuration mode. To reset the configuration to enable anti-replay checking, use
the no form of this command.

crypto ipsec security-association replay disable

no crypto ipsec security-association replay disable

This command has no arguments or keywords.

Anti-replay checking is enabled.

Global configuration

Command History

Examples

Release Modification

12.3(14)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(18)SXF6 This command was integrated into Cisco IOS Release 12.2(18)SXF6.

The following example shows that anti-replay checking has been disabled globally:
crypto map mymap 10

exit

crypto ipsec security-association replay disable

Related Commands

Command Description

crypto ipsec Sets the size of the SA anti-replay window.
security-association
replay window-size

Cisco 10S Security Configuration Guide g
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crypto ipsec security-association replay window-size

To set the size of the security association (SA) anti-replay window globally, use the crypto ipsec
security-association replay window-size command in global configuration mode. To reset the window
size to the default of 64, use the no form of this command.

crypto ipsec security-association replay window-size [N]

no crypto ipsec security-association replay window-size

Syntax Description N (Optional) Size of the window. Values can be 64, 128, 256, 512, or 1024.
This value becomes the default value.

Note The window size is significant only if anti-replay checking is

enabled.
Defaults If a window size is not entered, the default is 64.
Command Modes Global configuration
Command History Release Modification
12.3(14)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(18)SXF6 This command was integrated into Cisco IOS Release 12.2(18)SXF6.
Examples The following example shows that the size of the SA anti-replay window has been set globally to 128:

crypto map mymap 20
exit
crypto ipsec security-association replay window-size 128

Related Commands = Command Description

crypto ipsec Disables anti-replay checking.
security-association
replay disable

Cisco 10S Security Configuration Guide
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set security-association replay disable

To disable anti-replay checking for a particular crypto map, dynamic crypto map, or crypto profile, use
the set security-association replay disable command in crypto map configuration or crypto profile
configuration mode. To enable anti-replay checking, use the no form of this command.

set security-association replay disable

no set security-association replay disable

Syntax Description  This command has no arguments or keywords.

Defaults Anti-replay checking is enabled.

Command Modes Crypto map configuration
Crypto profile configuration

Command History Release Modification
12.3(14)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(18)SXF6 This command was integrated into Cisco IOS Release 12.2(18)SXF6.
Examples The following example shows that anti-replay checking has been disabled for the crypto map named
‘6mymap‘?’

crypto map mymap 30
set security-association replay disable

Related Commands = Command Description

set Controls the SAs that are created using the policy specified by a particular
security-association  crypto map, dynamic crypto map, or crypto profile.
replay window-size

Cisco 10S Security Configuration Guide
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set security-association replay window-size

To control the security associations (SAs) that are created using the policy specified by a particular
crypto map, dynamic crypto map, or crypto profile, use the set security-association replay window-size
command in crypto map configuration or crypto profile configuration mode. To reset the crypto map to
follow the global configuration that was specified by the crypto ipsec security-association replay
window-size command, use the no form of this command.

set security-association replay window-size [N]

no set security-association replay window-size

Syntax Description N (Optional) Size of the window. The value can be 64, 128, 256, 512, or 1024.
This value sets the window size for a particular crypto map, dynamic crypto
map, or crypto profile.

Defaults Window size is not set.

Command Modes Crypto map configuration
Crypto profile configuration

Command History Release Modification
12.3(14)T This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(18)SXF6 This command was integrated into Cisco IOS Release 12.2(18)SXF6.
Examples The following example shows that the SA window size has been set to 256 for the crypto map named
“mymap”:

crypto map mymap 10
set security-association replay window-size 256

Related Commands = Command Description

set Disables anti-replay checking for a particular crypto map, dynamic crypto
security-association map, or crypto profile.
replay disable

Cisco 10S Security Configuration Guide
[ 12 | |



| Psec Anti-Replay Window: Expanding and Disabling

set security-association replay window-size ||

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2005-2006 Cisco Systems, Inc. All rights reserved.

Cisco 10S Security Configuration Guide
| "=



IPsec Anti-Replay Window: Expanding and Disabling |

B setsecurity-association replay window-size

Cisco 10S Security Configuration Guide
[ 14 | |



	IPsec Anti-Replay Window: Expanding and Disabling
	Contents
	Prerequisites for IPsec Anti-Replay Window: Expanding and Disabling
	Information About IPsec Anti-Replay Window: Expanding and Disabling
	IPsec Anti-Replay Window

	How to Configure IPsec Anti-Replay Window: Expanding and Disabling
	Configuring IPsec Anti-Replay Window: Expanding and Disabling Globally
	Configuring IPsec Anti-Replay Window: Expanding and Disabling on a Crypto Map
	Troubleshooting Tips


	Configuration Examples for IPsec Anti-Replay Window: Expanding and Disabling
	Global Expanding and Disabling of an Anti-Replay Window: Example
	Expanding and Disabling of an Anti-Replay Window for a Particular Crypto Map, Dynamic Crypto Map, or Crypto Profile: Example

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	crypto ipsec security-association replay disable
	crypto ipsec security-association replay window-size
	set security-association replay disable
	set security-association replay window-size



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


