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Introduction

This book documents the Cisco IOS software commands to configure a Cisco Systems router to function
as a Gateway GPRS Support Node (GGSN).

For GPRS configuration tasks and examples, refer to the Cisco I0S Mobile Wireless Configuration
Guide.
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access-mode

To specify whether the GGSN requests user authentication at the access point to a PDN, use the
access-mode access-point configuration command. To remove an access mode, use the no form of the
command.

access-mode {transparent | non-transparent}

no access-mode {transparent | non-transparent}

Syntax Description  transparent Specifies that the users who access the PDN through the access point associated
with the current virtual template are allowed access without authorization or
authentication.

non-transparent Specifies that users who access the PDN through the current virtual template

must be authenticated by the GGSN acting as a proxy for the authentication.

Defaults transparent

Command Modes Access-point configuration

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines Use the access-mode command to specify whether users accessing a PDN through a particular access
point associated with the virtual template interface have transparent or non-transparent access to the
network.

Transparent access means that users who access the PDN through the current virtual template are granted
access without further authentication.

Non-transparent access means that users who access the PDN through the current virtual template must
be authenticated by the GGSN. You must configure non-transparent access to support RADIUS services
at an access point.

Examples The following example specifies non-transparent access to the PDN through an access point associated
with a specified virtual template:

interface virtual-template 1
gprs access-point-list abc

|

gprs access-point-list abc
access-point 1
access-point-name gprs.pdn.com
access-mode non-transparent
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Related Commands = Command Description
access-point Specifies an access-point number and enters access-point configuration
mode.
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access-point

To specify an access point number and enter access-point configuration mode, use the access-point
access-point list configuration command. To delete an access point number, use the no form of the
command.

access-point ap_number

no access-point ap_number

Syntax Description ap_number Integer from 0 to 4,294,967,295 (2%-1) that identifies a GPRS access point.
Defaults No default behavior or values.
Command Modes Access-point list configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the access-point command to create an access point to a PDN.

You can specify access point numbers in any sequence.

~

Note  Memory and performance issues might occur if you define a large number of access points.

Examples The following example configures an access point with an index number of 7 in an access-point-list
named “abc” on the GGSN:

gprs access-point-list abc
access-point 7

Related Commands =~ Command Description

access-point-name Specifies the network (or domain) name for a PDN that users can access from
the GGSN at a defined access point.

Cisco 10S Mobile Wireless Command Reference
| MWR-6 | |



| Mobile Wireless Commands

access-point-name M

access-point-name

To specify the network (or domain) name for a PDN that users can access from the GGSN at a defined
access point, use the access-point-name access-point configuration command. To delete a current
access point name, use the no form of the command.

access-point-name apn_name

no access-point-name apn_name

Syntax Description

Defaults

Command Modes

apn_name Specifies the network or domain name for a private data network that can be
accessed through the current access point.

There is no default value for this command.

Access-point configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the access-point-name command to specify the PDN name of a network that can be accessed
through a particular access point. An access-point name is mandatory for each access point.

To configure an access point, first set up an access-point list using the gprs access-point-list command
and then add the access point to the access-point list.

The access-point name typically is the domain name of the service provider that users access, for
example, acme.com.

The following example specifies the access-point name for a network:

access-point 1
access-point-name acme.com

exit
Related Commands =~ Command Description
access-point Specifies an access point number and enters access-point configuration

mode.
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access-violation

To specify the action to take when a user attempts unauthorized access to a PDN through an access point,
use the access-violation access-point configuration command. To restore the default value for the
command, use the no form of the command.

access-violation {discard-packets | deactivate-pdp-context}

no access-violation {discard-packets | deactivate-pdp-context}

Syntax Description  discard-packets Specifies that user packets are discarded when an unauthorized access
attempt is detected.

deactivate-pdp-context Specifies that the user’s session is ended when an unauthorized access
attempt is detected.

Defaults discard-packets
Command Modes Access-point configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.13)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the access-violation command to specify the action that is taken if a user attempts unauthorized

access through the specified access point. The default keyword, discard-packets, specifies that the
GGSN simply drops user packets when an unauthorized access is attempted. If you specify
deactivate-pdp-context, the user’s session is terminated when unauthorized access is attempted.

Examples The following example shows deactivation of a user’s access:

access-point 1

access-point-name acme.com
ip-access-group 101 in
access-violation deactivate-pdp-context

exit
Related Commands = Command Description
access-point-name Specifies the network (or domain) name for a PDN that users can access

from the GGSN at a defined access point.
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clear gprs charging cdr

To clear GPRS call detail records (CDRs), use the clear gprs charging cdr privileged EXEC
configuration command.

clear gprs charging cdr {tid tunnel-id | access-point access-point-index | all}

Syntax Description

Defaults

tid tunnel-id Tunnel ID of the connection for which to clear charging CDRs.

access-point access-point-index  Specifies clearing the CDRs for a specified access-point index.
all Specifies clearing all CDRs on the GGSN.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.1(1)GA This command was introduced.
12.13)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines

Use the clear gprs charging cdr command to clear the CDRs for one or more PDP contexts.
The clear gprs charging cdr command is normally used before disabling the charging function.

To clear CDRs by tunnel ID (TID), first enter the show gprs gtp pdp-context all command to obtain a
list of the currently active PDP contexts (mobile sessions). Then issue the clear gprs charging cdr
command with the tid keyword and the tunnel ID for which you want to clear the CDRs.

To clear CDRs by access point, first issue the show gprs access-point command to obtain a list of the
access points, and then issue the clear gprs charging cdr command. When you clear CDRs for a TID,
an access point, or for all access points, charging data records for the specified TID or access point(s)
are sent immediately to the charging gateway.

When you issue this command, the following things occur:

e The GGSN no longer sends charging data that has been accumulated for the PDP context to the
charging gateway.

e The GGSN closes the current CDRs for the specified PDP contexts.
¢ The GGSN no longer generates CDRs for existing PDP contexts.
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Examples The following example shows how to clear CDRs by tunnel ID:

router# show gprs gtp pdp-context all

TID MS_ADDR
1111111111111111 2.0.0.1
3333333333333331 10.10.10.30
4444444444444441 60.0.0.4
5555555555555551  2.0.0.51

)

dynamic?

0

1
1
0

[

1.
.1,
1

1.

1.
1.
1

GGSN_addr
.1,

1

1
1
1

router# clear gprs gtp charging cdr tid 4444444444444441

The following example shows how to clear CDRs for the access-point 1:

router# clear gprs charging cdr access-point 1

APN
gprs.somewhere.com
gprs.somewhere.com
Xyz.com
gprs.somewhere.com

Related Commands Command

Description

show gprs access-point

Displays information about an access point.

show gprs charging statistics

Displays current statistics about the transfer of charging packets
between the GGSN and charging gateways.
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clear gprs gtp pdp-context

To clear one or more PDP contexts (mobile sessions), use the clear gprs gtp pdp-context privileged
EXEC configuration command.

clear gprs gtp pdp-context {tid tunnel-id | imsi imsi_value | path ip-address | access-point
access-point-index | all}

Syntax Description

Defaults

tid runnel-id Tunnel ID (TID) for which PDP contexts are to be cleared.

imsi imsi_value International Mobile Subscriber Identity (IMSI) value for which PDP contexts
are to be cleared.

path ip-address Remote GSN IP address for which all PDP contexts associated with the GSN

are to be cleared.

access-point Access-point index for which PDP contexts are to be cleared.
access-point-index

all Clear all currently active PDP contexts.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines

Use the clear gprs gtp pdp-context command to clear one or more PDP contexts (mobile sessions). Use
this command when operator intervention is required for administrative reasons—for example, when
there are bad user sessions or the system must be taken down for maintenance.

After PDP contexts are cleared, users accessing the PDN through the specified TID, IMSI, path, or
access point are disconnected.

To clear PDP contexts by tunnel ID, first enter the show pdp-context command to obtain a list of the
currently active PDP contexts (mobile sessions). Then issue the clear gprs gtp pdp-context command
with the tid keyword and the tunnel ID for which you want to clear the user sessions.

To clear PDP contexts by access point, first issue the show gprs access-point command to obtain a list
of the access points, and then issue the clear gprs gtp pdp-context command.

If you know the IMSI of the PDP context, enter clear gprs gtp pdp-context and the IMSI of the
connected user to clear the PDP context.
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Examples The following example shows how to clear PDP contexts by tunnel ID:

router# show gprs gtp pdp-context all
TID MS_ADDR dynamic? SGSN_addr APN

1111111111111111 2.0.0.1
3333333333333331 10.10.10.30
4444444444444441 60.0.0.4
5555555555555551  2.0.0.51
8888888888888881 10.10.10.31

gprs.somewhere.com
gprs.somewhere.com
Xyz.com

gprs.somewhere.com
gprs.somewhere.com

HoRr KL O
bR R R
I
I
I

router# clear gprs gtp pdp-context tid 5555555555555551

The following example shows how to clear PDP contexts for GPRS access-point 1:

router# clear gprs gtp pdp-context access-point 1

Cisco 10S Mobile Wireless Command Reference
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clear gprs gtp statistics

To clear the current GPRS GTP statistics, use the clear gprs gtp statistics privileged EXEC
configuration command.

clear gprs gtp statistics

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the clear gprs gtp statistics command to clear the current GPRS GTP statistics. This command

clears the counters that are displayed by the show gprs gtp statistics command; however, it does not
clear the counters that are displayed by the show gprs gtp status command.

Examples The following example clears the GPRS GTP statistics:

router# clear gprs gtp statistics

Cisco 10S Mobile Wireless Command Reference
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dhcp-gateway-address

To specify the address returned by the DHCP server in DHCP requests for MS users entering a particular
PDN access point, use the dhep-gateway-address access-point configuration command. To restore the
default setting for the command (to use the virtual template interface address), use the no form of the
command.

dhcp-gateway-address ip-address

no dhcp-gateway-address ip-address

Syntax Description ip-address The IP address of the DHCP gateway to be used in DHCP requests for users who
connect through the specified access point.

Defaults The default value for this command is no dhcp-gateway-address. When you use the default, the system
uses the virtual template interface address as the DHCP gateway address.

Command Modes Access-point configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines Use the dhcp-gateway-address command to specify the address returned by the DHCP server in DHCP
requests for MS users entering a particular PDN access point. The gateway address is the giaddr field
that is passed in DHCP messages between the GGSN and the DHCP server.

If you do not specify a DHCP gateway address, the address assigned to the virtual template is used.

Examples The following example specifies an IP address of the DHCP gateway:

access-point 2
access-point-name xyz.com
dhcp-server 60.0.0.1
dhcp-gateway-address 60.0.0.1
exit

Cisco 10S Mobile Wireless Command Reference
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Related Commands

Command

Description

dhcp-server

Specifies a primary (and backup) DHCP server to allocate IP addresses
to MS users entering a particular PDN access point.

gprs default
ip-address-pool

Specifies a dynamic address allocation method using IP address pools for
the GGSN.

ip address-pool

Specifies a dynamic address allocation method using IP address pools for
the current access point.
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dhcp-server

To specify a primary (and backup) DHCP server to allocate IP addresses to MS users entering a
particular PDN access point, use the dhcp-server access-point configuration command. To delete the
DHCP server from the access-point configuration, use the no form of the command.

dhcp-server {ip-address | name} [ip-address | name]

no dhcp-server {ip-address | name} [ip-address | name]

Syntax Description ip-address IP address of a DHCP server. The first ip_address argument specifies the IP
address of the primary DHCP server. The second (optional) ip_address
argument specifies the IP address of a backup DHCP server.

name Host name of a DHCP server. The second (optional) name argument specifies
the host name of a backup DHCP server.

Defaults No default behavior or values.
Command Modes Access-point configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines To configure DHCP on the router, you must first use the ip address-pool global configuration command.

If you use the ip-address-pool access-point configuration command to specify a DHCP proxy client for
mobile station users who access the PDN through the current access point, then you must use the
dhcep-server command to specify a DHCP server.

You can use the ip-address argument to specify the IP address of the DHCP server. Or, if the server has
a host name associated with its IP address (through Domain Name Service configuration), you can use
the name argument to specify the host name.

The optional second set of arguments can be used to specify the name or IP address of a backup DHCP
server to be used in the event that the primary DHCP server is unavailable. If you do not specify a backup
DHCP server, then no backup DHCP server is available.

The DHCP server can be specified in two ways:
e At the global configuration level, using the gprs default dhcp-server command.

e At the access-point configuration level, using the dhcp-server command.

Cisco 10S Mobile Wireless Command Reference
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If you specify a DHCP server at the access-point level using the dhep-server command, then the server
address specified at the access point overrides the address specified at the global level. If you do not
specify a DHCP server address at the access-point level, then the address specified at the global level is
used.

Therefore, you can have a global address setting and also one or more local access-point level settings
if you need to use different DHCP servers for different access points.

Examples The following example specifies a DHCP server to be used to allocate IP addresses to mobile station

users:
access-point 2
access-point-name xyz.com
dhcp-server 60.0.0.1 60.0.0.2
dhcp-gateway-address 60.0.0.1
exit

Related Commands = Command Description

dhcp-gateway-address Specifies the address returned by the DHCP server in DHCP requests for
MS users entering a particular PDN access point.

ip-address-pool Specifies a dynamic address allocation method using IP address pools for
the current access point.

Cisco 10S Mobile Wireless Command Reference
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encapsulation gtp

To specify the GPRS tunneling protocol (GTP) as the encapsulation type for packets transmitted over
the virtual template interface, use the encapsulation gtp interface configuration command. To delete
this encapsulation type, use the no form of the command.

encapsulation gtp

no encapsulation gtp

Syntax Description  This command has no arguments or keywords.

Defaults PPP encapsulation
Command Modes Interface configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.13)T This command was integrated in Cisco I0S Release 12.1(3)T.
Usage Guidelines Use the encapsulation gtp command to specify the GTP as the encapsulation type for a virtual template.

This is a mandatory setting for both the GGSN and the SGSN.

Examples The following example specifies the GPRS tunneling protocol (GTP) as the encapsulation type:

interface virtual-template 1

ip address 10.10.10.1 255.255.255.0
no ip directed-broadcast
encapsulation gtp

Cisco 10S Mobile Wireless Command Reference
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gprs access-point-list

To configure an access point list that you use to define PDN access points on the GGSN, use the gprs
access-point-list global configuration command. To delete an existing access-point list, use the no form
of the command.

gprs access-point-list list_name

no gprs access-point-list list_name

Syntax Description

Defaults

Command Modes

list_name The name of the access-point list.

No access-point list is defined.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs access-point-list command to configure an access list that you use to define PDN access
points on the GGSN. Currently, only one access list can be defined per virtual template.

The following example sets up an access list that is used to define two GPRS access points:

! Virtual Template configuration
interface virtual-template 1
ip address 100.10.10.1 255.255.255.0
no ip directed-broadcast
encapsulation gtp
gprs access-point-list abc
|
!
! Access point list configuration
gprs access-point-list abc
access-point 1
access-point-name gprs.somewhere.com
exit
!
access-point 2
access-point-name xyz.com
exit
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Related Commands = Command Description
access-point Specifies an access point number and enters access-point configuration
mode.

Cisco 10S Mobile Wireless Command Reference
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gprs canonical-qos best-effort bandwidth-factor

To specify the bandwidth factor to be applied to the canonical best-effort Quality of Service (QoS) class,
use the gprs canonical-qos best-effort bandwidth-factor global configuration command. To restore the
default value for this command, use the no form of the command.

gprs canonical-qos best-effort bandwidth-factor bandwidth_factor

no gprs canonical-qos best-effort bandwidth-factor bandwidth_factor

Syntax Description

Defaults

Command Modes

bandwidth_factor Integer from 1 to 4000000 that specifies the desired bandwidth factor (in bits
per second). The default is 10 bits per second.

10 bits per second

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

The canonical qos best-effort bandwidth-factor command specifies an average bandwidth that is
assumed to be consumed by best-effort QoS class mobile sessions. The default value (10 bps) was chosen
arbitrarily. If the users accessing the GGSN are observed using a higher average bandwidth, increase the
bandwidth value.

The following example shows a bandwidth factor of 20:

gprs canonical-gos best-effort bandwidth-factor 20

Related Commands

Command Description
gprs canonical-qos Specifies a value that is used by the GGSN to calculate the QoS level
gsn-resource-factor provided to mobile users.
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gprs canonical-qos gsn-resource-factor

To specify a value that is used by the GGSN to calculate the QoS level provided to mobile users, use the
gprs canonical-qos gsn-resource-factor global configuration command. To restore the default value of
the command, use the no form of the command.

gprs canonical-qos gsn-resource-factor resource-factor

no gprs canonical-qos gsn-resource-factor resource-factor

Syntax Description resource-factor Integer between 1 and 4294967295 representing an amount of resource that the
GGSN calculates internally for canonical QoS processing. The default value is
1048576.
Defaults 1048576
Command Modes Global configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines The default value for this command was chosen arbitrarily. If a greater throughput is required for GPRS

user data, increase the resource factor value. However, selecting a high value may result in exceeding
the actual processing capacity of the GGSN.

Examples The following example shows a resource factor of 1572864:

gprs canonical-gos gsn-resource-factor 1572864

Related Commands =~ Command Description
gprs canonical-qos Specifies the bandwidth factor to be applied to the canonical best-effort, QoS
best-effort class.

bandwidth-factor

Cisco 10S Mobile Wireless Command Reference
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gprs canonical-qos map tos

To specify a QoS mapping from the canonical QoS classes to an IP type of service (ToS) category, use
the gprs canonical-qos map tos global configuration command. To remove a QoS mapping, use the no
form of the command.

gprs canonical-qos map tos [premium ros_value [normal tos_value [best-effort ros_value]]]

no gprs canonical-qos map tos [premium fos_value [normal tos_value [best-effort tos_value]]]

Syntax Description

Defaults

Command Modes

premium tos_value ToS mapping for a premium QoS. The fos_value can be a number from 0 to
5. A higher number indicates a higher service priority.

normal tos_value ToS mapping for a normal QoS. The tos_value can be a number from 0 to 5.
A higher number indicates a higher service priority.

best-effort tos_value  ToS mapping for a best effort QoS. The tos_value can be a number from O to
5. A higher number indicates a higher service priority.

No default behavior or values.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(1)GA This command was introduced.
12.13)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs canonical-qos map tos command to specify a mapping between various QoS categories
and the ToS precedence bits in the IP header for packets transmitted over the Gn interface (GTP tunnels).

All the keyword arguments for the command are optional. However, if you specify a value for the
normal argument, you must specify a value for the premium argument. And if you specify a value with
the best-effort argument, then you must specify a value for both the premium and the normal
arguments.

When a request for a user session comes in (a PDP context activation request), the router determines
whether the requested QoS for the session packets can be handled based on the maximum packet
handling capability of the GGSN. Based on this determination, one of the following occurs:

e If the requested QoS can be provided, then it is maintained.

e If the requested QoS cannot be provided, then the QoS for the requested session is either lowered,
or the session is rejected.
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Examples The following example specifies a QoS mapping from the canonical QoS classes to a premium ToS
category of five, a normal ToS category of three, and a best-effort ToS category of two:

gprs canonical-gos map tos premium 5 normal 3 best-effort 2

Related Commands =~ Command Description
gprs canonical-qos Specifies the bandwidth factor to be applied to the canonical best-effort
best-effort QoS class.
bandwidth-factor
gprs canonical-qos Specifies a value that is used by the GGSN to calculate the QoS level
gsn-resource-factor provided to mobile users.
gprs canonical-qos Specifies a mean throughput deviation factor that the GGSN uses to
premium calculate the allowable data throughput for QoS.

mean-throughput-deviation

gprs qos map canonical-qos Enables mapping of GPRS QoS categories to a canonical QoS method
that includes best effort, normal, and premium QoS classes.
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gprs canonical-qos premium mean-throughput-deviation

gprs canonical-qos premium mean-throughput-deviation

To specify a mean throughput deviation factor that the GGSN uses to calculate the allowable data
throughput for QoS, use the gprs canonical-qos premium mean-throughput-deviation global
configuration command. To restore the default value for the command (100), use the no form of the
command.

gprs canonical-qos premium mean-throughput-deviation deviation_factor

no gprs canonical-qos premium mean-throughput-deviation deviation_factor

Syntax Description  deviation_factor Value that specifies the deviation factor. This value can range from 1 to 1000.
The default value is 100.

Defaults 100
Command Modes Global configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.
Usage Guidelines The gprs canonical-qos premium mean-throughput-deviation command is used by the GGSN to

calculate a mean throughput value that is used to determine the amount of data throughput used for a
premium QoS. The calculation is made based on the following formula, which includes the input
deviation factor:

EB = Min[p, m + a (p - m)]
Where

EB = the effective bandwidth

p = peak throughput from the GPRS QoS profile in PDP context requests
m = mean throughput from the GPRS QoS profile in PDP context requests
a = the deviation factor divided by 1000 (a/1000)

Examples The following example shows a mean throughput of 1000:

gprs canonical-gos premium mean-throughput-deviation 1000
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Related Commands = Command Description
gprs canonical-qos Specifies the bandwidth factor to be applied to the canonical best-effort QoS
best-effort class.
bandwidth-factor
gprs canonical-qos Specifies a value that is used by the GGSN to calculate the QoS level
gsn-resource-factor provided to mobile users.
gprs canonical-qos Specifies a QoS mapping from the canonical QoS classes to an IP ToS
map tos category.

gprs charging map Specifies an IP ToS mapping for GPRS charging packets.
data tos
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gprs charging cdr-aggregation-limit

To specify the maximum number of call detail records (CDRs) that the GGSN aggregates in a charging
data transfer message to a charging gateway, use the gprs charging cdr-aggregation-limit global
configuration command. To restore the default value for this command (255 CDRs), use the no form of
the command.

gprs charging cdr-aggregation-limit CDR_limit

no gprs charging cdr-aggregation-limit CDR_[limit

Syntax Description

Defaults

Command Modes

CDR_limit An integer between 1 and 255 that specifies the number of CDRs that can be
accumulated in a charging data transfer message. The default is 255 CDRs.

255 CDRs

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs charging cdr-aggregation-limit command to specify the maximum number of CDRs that
can be accumulated in a charging data transfer message to a charging gateway connected to the GGSN.

When the aggregation limit is reached, the GGSN puts the CDRs into a message and immediately sends
it to the charging gateway.

The following example specifies 128 CDRs:

gprs charging cdr-aggregation-limit 128

Related Commands

Command Description

gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.

gprs charging Specifies the maximum number of unacknowledged charging data transfer
packet-queue-size requests that the GGSN maintains in its queue.

gprs charging transfer Specifies the number of seconds that the GGSN waits before it transfers
interval charging data to the charging gateway.
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gprs charging cdr-option local-record-sequence-number

Syntax Description

Defaults

Command Modes

To enable the GGSN to use the local record sequence number field in G-CDRs, use the gprs charging
cdr-option local-record-sequence-number global configuration command. To disable this feature, use
the no form of the command.

gprs charging cdr-option local-record-sequence-number

no gprs charging cdr-option local-record-sequence-number

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.

Certain charging data systems use the local record sequence number field in CDRs to associate the
partial records generated in the SGSN and GGSN with a particular PDP context. If the charging gateway
implements this feature, use the gprs charging cdr-option local-record-sequence-number command
to enable the feature on the GGSN.

The following example enables the GGSN to provide the local record sequence number field in
G-CDRs:

gprs charging cdr-option local-record-sequence-number

Related Commands

Command Description

gprs charging cdr-option Enables the GGSN to specify the node that generated the CDR in
node-id the node ID field in G-CDRs.

gprs charging cdr-option Disables the GGSN from creating partial G-CDRs.
no-partial-cdr-generation

gprs charging cdr-option Enables the GGSN to provide uplink and downlink packet counts
packet-count in the optional record extension field of G-CDRs.

gprs charging cdr-option Enables the GGSN to provide the MSISDN number from the create
served-msisdn PDP context request in G-CDRs.
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gprs charging cdr-option node-id

Syntax Description

Defaults

Command Modes

To enable the GGSN to specify the node that generated the CDR in the node ID field in G-CDRs, use the
gprs charging cdr-option node-id global configuration command. To disable this feature use the no
form of the command.

gprs charging cdr-option node-id

no gprs charging cdr-option node-id

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Certain charging data systems use the node ID field in CDRs to identify the node that generated the CDR.
If the charging gateway that your GGSN communicates with uses this feature, use the gprs charging
cdr-option node-id command to enable the feature.

The following example enables the GGSN to use the node ID field in G-CDRs:

gprs charging cdr-option node-id

Related Commands

Command Description

gprs charging cdr-option Enables the GGSN to use the local record sequence number field in
local-record-sequence-number G-CDRs.

gprs charging cdr-option Disables the GGSN from creating partial G-CDRs.
no-partial-cdr-generation

gprs charging cdr-option Enables the GGSN to provide uplink and downlink packet counts
packet-count in the optional record extension field of G-CDRs.

gprs charging cdr-option Enables the GGSN to provide the MSISDN number from the create
served-msisdn PDP context request in G-CDRs.
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gprs charging cdr-option no-partial-cdr-generation

Syntax Description

Defaults

Command Modes

To disable the GGSN from creating partial CDRs, use the gprs charging cdr-option
no-partial-cdr-generation global configuration command. To disable this feature use the no form of the
command.

gprs charging cdr-option no-partial-cdr-generation

no gprs charging cdr-option no-partial-cdr-generation

This command has no arguments or keywords.

Non-primary partial CDR generation is enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.15)T This command was introduced.

Use the gprs charging cdr-option no-partial-cdr-generation command when you want all of the fields
in the primary G-CDR (both mandatory and optional fields) to be included in any subsequent G-CDRs
(partial G-CDRs) for the same PDP context request.

The mandatory fields of a CDR identify its uniqueness and association with a particular PDP context.
When you enable the gprs charging cdr-option no-partial-cdr-generation command, the GGSN
creates any subsequent G-CDRs for the same PDP context request with the same fields in all G-CDRs
and maintains sequence numbering.

To verify whether non-primary partial CDR creation is enabled or disabled on the GGSN, use the show
gprs charging parameters command.

The following example disables non-primary partial CDRs on the GGSN:

gprs charging cdr-option no-partial-cdr-generation
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Related Commands

Command

Description

gprs charging cdr-option
local-record-sequence-number

Enables the GGSN to use the local record sequence number field in
G-CDRs.

gprs charging cdr-option
node-id

Enables the GGSN to specify the node that generated the CDR in
the node ID field in G-CDRs.

gprs charging cdr-option
packet-count

Enables the GGSN to provide uplink and downlink packet counts
in the optional record extension field of G-CDRs.

gprs charging cdr-option
served-msisdn

Enables the GGSN to provide the MSISDN number from the create
PDP context request in G-CDRs.
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gprs charging cdr-option packet-count

Syntax Description

Defaults

Command Modes

To enable the GGSN to provide uplink and downlink packet counts in the optional record extension field
of a G-CDR, use the gprs charging cdr-option packet-count global configuration command. To disable
this feature use the no form of the command.

gprs charging cdr-option packet-count

no gprs charging cdr-option packet-count

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(5)T This command was introduced.

When you issue the gprs charging cdr-option packet-count command, then the GGSN provides a
packet count in the optional record extension field for all uplink and downlink packets transferred since
the CDR was opened and subsequently closed.

To verify whether the packet count CDR option is enabled or disabled on the GGSN, use the show gprs
charging parameters command.

The following example enables uplink and downlink packet counts in CDRs on the GGSN:

gprs charging cdr-option packet-count

Related Commands

Command Description

gprs charging cdr-option Enables the GGSN to use the local record sequence number field in
local-record-sequence-number G-CDRs.

gprs charging cdr-option Enables the GGSN to specify the node that generated the CDR in
node-id the node ID field in G-CDRs.

gprs charging cdr-option Disables the GGSN from creating partial G-CDRs.
no-partial-cdr-generation

gprs charging cdr-option Enables the GGSN to provide the MSISDN number from the create
served-msisdn PDP context request in G-CDRs.
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gprs charging cdr-option served-msisdn

Syntax Description

Defaults

Command Modes

To enable the GGSN to provide the mobile station integrated services digital network (MSISDN) number
from the create PDP context request in a G-CDR, use the gprs charging cdr-option served-msisdn
global configuration command. To disable this feature use the no form of the command.

gprs charging cdr-option served-msisdn

no gprs charging cdr-option served-msisdn

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(2) This command was introduced.

Use the gprs charging cdr-option served-msisdn command to enable the GGSN to provide the mobile
station ISDN number from the create PDP context request in a G-CDR.

To verify whether the served MSISDN option is enabled or disabled on the GGSN, use the show gprs
charging parameters command.

The following example enables the GGSN to provide the MSISDN number from the create PDP context
request in G-CDRs:

gprs charging cdr-option served-msisdn

Related Commands

Command Description

gprs charging cdr-option Enables the GGSN to use the local record sequence number field in
local-record-sequence-number G-CDRs.

gprs charging cdr-option Enables the GGSN to specify the node that generated the CDR in
node-id the node ID field in G-CDRs.

gprs charging cdr-option Disables the GGSN from creating partial G-CDRs.
no-partial-cdr-generation

gprs charging cdr-option Enables the GGSN to provide uplink and downlink packet counts in
packet-count the optional record extension field of G-CDRs.
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gprs charging cg-path-requests

To specify the number of minutes that the GGSN waits before trying to establish the TCP path to the
charging gateway when TCP is the specified path protocol, use the gprs charging cg-path-requests
global configuration command. To restore the default value of O minutes and disable the timer, use the
no form of the command.

gprs charging cg-path-requests minutes

no gprs charging cg-path-requests

Syntax Description

Defaults

Command Modes

minutes

Number of minutes the GGSN waits before retrying a charging request. The
default value is O minutes, which disables the timer.

0 minutes

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs charging cg-path-requests command to specify the number of minutes that the GGSN
waits before trying to establish the TCP path to the charging gateway when TCP is the specified path

protocol.

The following example specifies that the GGSN waits 5 minutes before trying to establish the TCP path

to the charging gateway:

gprs charging cg-path-requests 5
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gprs charging container volume-threshold

To specify the maximum number of bytes that the GGSN maintains across all containers for a particular
PDP context before closing and updating the G-CDR, use the gprs charging container
volume-threshold global configuration command. To restore the default value for the command

(1 megabyte), use the no form of the command.

gprs charging container volume-threshold threshold_value

no gprs charging container volume-threshold threshold_value

Syntax Description

Defaults

Command Modes

threshold _value A value between 1 and 4294967295 that specifies the container threshold value,
in bytes. The default is 1,048,576 bytes (1 MB).

1,048,576 bytes (1 MB)

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

While a PDP context (mobile session) is active, charging events are generated based on various actions.
One way that users can be charged is based on the amount of data transmitted between the PDN and the
mobile station. Data volume is recorded in each of the containers of a G-CDR record. Service providers
can use this recorded data volume to bill users by volume usage.

Use the gprs charging container volume-threshold command to control the maximum amount of data
volume that can be reported in each G-CDR from an active PDP context before the G-CDR is eligible
for an update to the charging gateway for subsequent billing. The GGSN opens another partial G-CDR
for that PDP context while it remains in session on the GGSN.

For example, consider that a volume threshold setting of 1 MB is configured on the GGSN. The GGSN
opens a container in a G-CDR for a new PDP context. A trigger occurs for the PDP context, and at that
time the GGSN has registered transmission of 500 KB of data for the PDP context. The trigger causes
the GGSN to close the container for the PDP context, which has occurred before the volume limit is
reached (500 KB of data transmitted, and 1 MB allowed).

As transmission for the PDP context continues, the GGSN opens a new container in the G-CDR. The
GGSN now has up to 500 KB more data that can be processed for that PDP context before reaching the
volume threshold limit for the G-CDR. When the volume threshold is reached across all containers for
the PDP context (that is, the sum of all of the byte counts across all containers for the PDP context
reaches 1 MB), the GGSN closes the G-CDR with a volume limit cause so that the G-CDR can be sent
to the charging gateway. The GGSN opens another partial G-CDR for the PDP context while it remains
in session.
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Examples The following example specifies a threshold value of 2097152:

gprs charging container volume-threshold 2097152

Related Commands ~ Command Description

show gprs charging

Displays information about the current GPRS charging configuration.
parameters
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gprs charging disable

Syntax Description

Defaults

Command Modes

To disable charging transactions on the GGSN, use the gprs charging disable global configuration
command. To enable charging transactions, use the no form of the command.

gprs charging disable

no gprs charging disable

This command has no arguments or keywords.

Charging is enabled.

Global configuration

Command History

Usage Guidelines

A

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs charging disable command to disable charging. By default, charging processing is enabled
on the GGSN.

Before the GGSN can disable charging, any currently open CDRs must be cleared. To clear any open
CDRs, use the clear gprs charging cdr command.

If you disable charging on the GGSN using the gprs charging disable command, then you can re-enable
charging using the no gprs charging disable command.

Caution

Examples

The gprs charging disable command removes charging data processing on the GGSN, which means that
the data required to bill customers for network usage is not being collected by the GGSN nor sent to the
charging gateway. Cisco Systems recommends that you avoid using this command in production GPRS
network environments. If you must configure this command, use it with extreme care and reserve its
usage only for non-production network conditions.

The gprs charging disable command is a hidden command in the Cisco IOS software and does not
appear when querying the command line interface help using “?”.

The following example disables GPRS charging processing:

gprs charging disable
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gprs charging flow-control private-echo

Syntax Description

Defaults

Command Modes

To implement an echo request with private extensions for maintaining flow control on packets
transmitted to the charging gateway, use the gprs charging flow-control private-echo global
configuration command. To disable private extensions for flow control, use the no form of the command.

gprs charging flow-control private-echo

no gprs charging flow-control private-echo

This command has no arguments or keywords.

Private flow control is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.

If the charging gateway that the GGSN communicates with implements a proprietary private extension
to the echo signal that maintains flow control, use the gprs charging flow-control private-echo
command to enable private echo signaling. If your charging gateway does not implement this feature,
disable the feature.

The following example enables an echo request:

gprs charging flow-control private-echo

Related Commands

Command Description

gprs charging container Specifies the maximum number of bytes that the GGSN maintains in a

volume-threshold user's charging container before closing the charging container and
updating the CDR.

gprs charging map data tos Specifies an IP ToS mapping for GPRS charging packets.

gprs charging Specifies the maximum number of unacknowledged charging data

packet-queue-size transfer requests that the GGSN maintains in its queue.

gprs charging path-protocol Specifies the protocol that the GGSN uses to transmit and receive
charging data.

gprs charging Specifies a timeout value that determines when the GGSN attempts to
server-switch-timer find an alternate charging gateway after a destination charging gateway
cannot be located or becomes unusable.
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Command Description

gprs charging tariff-time Specifies a time of day when GPRS charging tariffs change.
gprs charging transfer Specifies the number of seconds that the GGSN waits before it
interval transfers charging data to the charging gateway.
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gprs charging map data tos

To specify an IP ToS mapping for GPRS charging packets, use the gprs charging map data tos global
configuration command. To restore the default value for the command (3) use the no form of the
command.

gprs charging map data tos ros_value

no gprs charging map data tos ros_value

Syntax Description

Defaults

Command Modes

tos_value Specifies a ToS mapping value between 0 and 5. A higher number indicates a
higher service priority. The default value is 3.

ToS mapping value 3.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs charging map data tos command to specify a value for the ToS precedence bits in the IP
header for charging packets transmitted by the GGSN.

The following example shows type of service mapping value of 5:

gprs charging map data tos 5

Related Commands

Command Description

gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.

gprs charging Implements an echo request with private extensions for maintaining flow
flow-control control on packets transmitted to the charging gateway.

private-echo

gprs charging Specifies the maximum number of unacknowledged charging data transfer
packet-queue-size requests that the GGSN maintains in its queue.

gprs charging Specifies the protocol that the GGSN uses to transmit and receive charging
path-protocol data.
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Command Description
gprs charging Specifies a timeout value that determines when the GGSN attempts to find
server-switch-timer an alternate charging gateway after a destination charging gateway cannot be

located or becomes unusable.

gprs charging Specifies a time of day when GPRS charging tariffs change.
tariff-time

gprs charging transfer Specifies the number of seconds that the GGSN waits before it transfers
interval charging data to the charging gateway.
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gprs charging packet-queue-size

To specify the maximum number of unacknowledged charging data transfer requests that the GGSN
maintains in its queue, use the gprs charging packet-queue-size global configuration command. To
restore the default value for this command, use the no form of the command.

gprs charging packet-queue-size queue_size

no gprs charging packet-queue-size queue_size

Syntax Description

Defaults

Command Modes

queue_size Value between 1 and 512 that specifies the maximum queue size for the GGSN
charging packet data queue. The default is 128 packets.

128 packets

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs charging packet-queue-size command to specify the maximum size of the GGSN queue
of outstanding charging data transfer requests. This queue stores all unacknowledged charging data
requests.

When the charging packet queue reaches the specified size, the GGSN stops queuing charging packets
until a packet is cleared from the queue and stores new charging packets in memory.

If monitoring of the performance of the charging gateway indicates that it is processing charging packets
slowly, you can increase the size of the charging packet queue. Conversely, if the performance of the
charging gateway is fast, you can decrease the size of the charging packet queue.

The following example specifies a GGSN queue of 512 charging data transfer requests:

gprs charging packet-queue-size 512
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Related Commands = Command Description
gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.
gprs charging Implements an echo request with private extensions for maintaining flow
flow-control control on packets transmitted to the charging gateway.
private-echo
gprs charging Specifies a timeout value that determines when the GGSN attempts to find
server-switch-timer an alternate charging gateway after a destination charging gateway cannot be

located or becomes unusable.

gprs charging Specifies a time of day when GPRS charging tariffs change.
tariff-time

gprs charging transfer Specifies the number of seconds that the GGSN waits before it transfers
interval charging data to the charging gateway.
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gprs charging path-protocol

To specify the protocol that the GGSN uses to transmit and receive charging data, use the gprs charging
path-protocol global configuration command. To restore the default value for the command (UDP), use
the no form of the command.

gprs charging path-protocol {udp | tcp}

no gprs charging path-protocol {udp | tcp}

Syntax Description

Defaults

Command Modes

udp User Datagram Protocol, which is a connectionless transport protocol.
tep Transport Control Protocol, which is a connection-based transport protocol.
UDP

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs charging path-protocol command to specify the protocol used by the GGSN to transfer
charging data.

The following example shows a UDP protocol:

gprs charging path-protocol udp

Related Commands

Command Description

gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.

gprs charging Implements an echo request with private extensions for maintaining flow
flow-control control on packets transmitted to the charging gateway.

private-echo

gprs charging Specifies the maximum number of unacknowledged charging data transfer
packet-queue-size requests that the GGSN maintains in its queue.

gprs charging Specifies a timeout value that determines when the GGSN attempts to find
server-switch-timer an alternate charging gateway after a destination charging gateway cannot be

located or becomes unusable.
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Command Description

gprs charging Specifies a time of day when GPRS charging tariffs change.

tariff-time

gprs charging transfer Specifies the number of seconds that the GGSN waits before it transfers
interval charging data to the charging gateway.
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gprs charging server-switch-timer

To specify a timeout value that determines when the GGSN attempts to find an alternate charging
gateway after a destination charging gateway cannot be located or becomes unusable, use the gprs
charging server-switch-timer global configuration command. To restore the default value for this
command (60 seconds), use the no form of the command.

gprs charging server-switch-timer seconds

no gprs charging server-switch-timer seconds

Syntax Description

Defaults

Command Modes

seconds Timeout value (between 0 and 300 seconds), that the GGSN waits before
attempting to contact an alternate charging gateway. The default value is
60 seconds.

60 seconds

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs charging server-switch-timer command to specify a timeout value that determines when
the GGSN contacts an alternate charging gateway when the current charging gateway becomes unusable
or cannot be located.

To specify that the switch-over to an alternate charging gateway takes place immediately, specify a value
of 0.

The following example configures a time-out value of 30 seconds:

gprs charging server-switch-timer 30
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gprs charging tariff-time

To specify a time of day when GPRS charging tariffs change, use the gprs charging tariff-time global
configuration command. To delete an existing tariff time, use the no form of the command. You can set
up a maximum of 32 tariff change times.

gprs charging tariff-time time

no gprs charging tariff-time rime

Syntax Description

Defaults

Command Modes

time A time of day when the charging tariff changes. Specify the time format
as hh:mm:ss.

No default behavior or values.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs charging tariff-time command to specify up to 32 times when the charging tariff for using
GPRS will change. When the tariff time changes, a container is attached to the CDR for the user.

The following example specifies 14:30:00 as the time when the charging tariff changes:

gprs charging tariff-time 14:30:00
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gprs charging transfer interval

To specify the number of seconds that the GGSN waits before it transfers charging data to the charging
gateway, use the gprs charging transfer interval global configuration command. To restore the default
setting for the transfer interval, use the no form of the command.

gprs charging transfer interval seconds

no gprs charging transfer interval

Syntax Description

Defaults

Command Modes

seconds Interval between charging transfers, in seconds. Can be a value between 1 and
4294967295 seconds. The default is 105 seconds.

105 seconds

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs charging transfer interval command to specify how often the GGSN transfers charging
data for a given PDP context (mobile session) to a charging gateway.

The following example specifies an interval of 512 seconds:

gprs charging transfer interval 512

Related Commands

Command Description

gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.

gprs charging Implements an echo request with private extensions for maintaining flow
flow-control control on packets transmitted to the charging gateway.

private-echo

gprs charging Specifies the maximum number of unacknowledged charging data transfer
packet-queue-size requests that the GGSN maintains in its queue.
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Command

Description

gprs charging
server-switch-timer

Specifies a timeout value that determines when the GGSN attempts to find
an alternate charging gateway after a destination charging gateway cannot be
located or becomes unusable.

gprs charging
tariff-time

Specifies a time of day when GPRS charging tariffs change.
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gprs default charging-gateway

To specify the default charging gateway, use the gprs default charging gateway global configuration
command. To delete the charging gateways, use the no form of the command.

gprs default charging-gateway {ip-address | name} [{ip-address | name}]

no gprs default charging-gateway {ip-address | name} [{ip-address | name}]

Syntax Description ip-address IP address of a default gateway.
name Host name for a default gateway.
Defaults No default charging gateway is assigned.
Command Modes Global configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the gprs default charging-gateway command to specify the IP address or host name of a default

charging gateway that the GGSN uses to communicate charging information. If you specify two
gateways, then the first gateway is the primary gateway, and the second gateway is the backup.

Examples The following example specifies two default charging gateway IP addresses:

gprs default charging-gateway 99.100.0.3 99.100.0.2

Related Commands =~ Command Description
gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.
gprs charging Implements an echo request with private extensions for maintaining flow
flow-control control on packets transmitted to the charging gateway.
private-echo
gprs charging Specifies the maximum number of unacknowledged charging data transfer
packet-queue-size requests that the GGSN maintains in its queue.
gprs charging Specifies a timeout value that determines when the GGSN attempts to find
server-switch-timer an alternate charging gateway after a destination charging gateway cannot be

located or becomes unusable.
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Command Description

gprs charging Specifies a time of day when GPRS charging tariffs change.

tariff-time

gprs charging transfer Specifies the number of seconds that the GGSN waits before it transfers
interval charging data to the charging gateway.
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gprs default dhcp-server

To specify a default Dynamic Host Configuration Protocol (DHCP) server from which the GGSN obtains
IP address leases for mobile users, use the gprs default dhcp-server global configuration command. To
delete the default DHCP server, use the no form of the command.

gprs default dhcp-server {ip-address | name} [{ip-address | name}]

no gprs default dhcp-server {ip-address | name} [{ip-address | name}]

Syntax Description

Defaults

Command Modes

ip-address IP address of a DHCP server. The first IP address is the name of the primary
DHCP server. The second (optional) ip_address argument specifies the IP
address of a backup DHCP server.

name Host name of a DHCP server. The second (optional) name argument specifies the
host name of a backup DHCP server.

No default behavior or values.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs default dhcp-server command to specify a DHCP server from which the GGSN obtains
IP address leases for mobile users.

In addition to specifying a DHCP server for the GGSN, you must perform the following tasks:

¢ Specify DHCP as the method for assigning proxy IP addresses using the ip address-pool global
configuration command or the gprs default ip-address-pool global configuration command.

¢ Specify one or more DHCP servers for the entire router using the ip dhcp-server global
configuration command.

Use the optional second set of arguments to specify the name, or IP address, of a backup DHCP server
to use if the primary DHCP server is unavailable. If you do not specify a backup DHCP server, then no
backup DHCP server is available.

If you specify a default DHCP server at the global configuration level, then for individual access points,
you have two options:

e Specify a DHCP server for individual access points using the dhcp-server access-point
configuration command. In this case, the DHCP server that you specify for the individual access
point is used for dynamic address allocation.

¢ If you do not specify a DHCP server for a specified access point, then the DHCP server specified
with the gprs default dhcp-server command is used for that access point.
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Examples

ip address-pool dhcp-proxy-client
ip dhcp-server 60.0.0.1

ip dhcp-server 101.100.0.3
ip dhcp-server 102.100.0.3

ip dhcp excluded address 60.0.0.1

gprs default dhep-server

gprs default ip-address-pool dhcp-proxy-client

gprs default dhcp-server 101.100.0.3

interface virtual-template 1

ip address 15.10.10.1 255.255.255.0

no ip directed-broadcast

encapsulation gtp

gprs access-point-list abc

gprs access-point-list abc

access-point 1
access-point-name gprs.everywhere.com

dhcp-server 101.100.0.3
ip-access-group 101 in

exit
|

access-point 2

access-point-name xyz.com

dhcp-server 60.0.0.1

dhcp-gateway-address 60.0.0.1

exit
|

access-point 3
access-point-name www.my_ isp.com

access-mode non-transparent

exit

Related Commands

Command

Description

dhcp-server

Specifies a primary (and backup) DHCP server to allocate IP addresses to
MS users entering a particular PDN access point.

gprs default
ip-address-pool

Specifies a dynamic address allocation method using IP address pools for

the GGSN.
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gprs default ip-address-pool

To specify a dynamic address allocation method using IP address pools for the GGSN, use the gprs
default ip-address-pool global configuration command. To disable the address allocation method, use
the no form of the command.

gprs default ip-address-pool {dhcp-proxy-client | disable | radius-client}

no gprs default ip-address-pool {dhcp-proxy-client | disable | radius-client}

Syntax Description

Defaults

Command Modes

dhcp-proxy-client GGSN dynamically acquires IP addresses for an MS from a DHCP server.

disable Disables dynamic address allocation by the GGSN.

radius-client GGSN dynamically acquires IP addresses for an MS from a RADIUS server.

IP address pools are disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs default ip-address-pool command to specify the method by which the GGSN obtains
address leases for mobile sessions.

If you specify dhcp-proxy-client for the GPRS default IP address pool, then you must use the gprs
default dhep-server command, or the access-point mode dhcp-server command, to specify a DHCP
server for address allocation. You should also configure the router to use DHCP using the ip dhcp-server
dhcp-proxy-client command.

If you specify radius-client as the method for IP address allocation, then you must use the gprs default
radius-server command or the access-point mode radius-server command to specify a RADIUS server
to provide the address pool. You also need to configure AAA on the router.

To disable the selected IP address allocation method, use the no form of the command or issue the
command with the disable keyword (the default form of the command).

The following example specifies a dhcp-proxy-client dynamic address allocation method for the GGSN:

gprs default ip-address-pool dhcp-proxy-client
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Related Commands = Command Description

dhcp-server Specifies a primary (and backup) DHCP server to allocate IP addresses to
MS users entering a particular PDN access point.

gprs default Specifies a default DHCP server from which the GGSN obtains IP address
dhcp-server leases for mobile users.
gprs default Specifies a primary (and backup) RADIUS server that the GGSN uses to
radius-server authenticate mobile users for access to PDNs.
radius-server Specifies a primary (and backup) RADIUS server that the GGSN uses at a

particular access point to authenticate mobile users for access to a PDN.
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gprs default radius-server

To specify a primary (and backup) RADIUS server that the GGSN uses to authenticate mobile users for
access to PDNs, use the gprs default radius-server global configuration command. To delete the
RADIUS server identification, use the no form of the command.

gprs default radius-server {ip-address | name} [{ip-address | name}]

no gprs default radius-server {ip-address | name} [{ip-address | name}]

Syntax Description

Defaults

Command Modes

ip-address IP address of a RADIUS server. The first [P address is the name of the primary
RADIUS server. The second (optional) ip_address argument specifies the IP
address of a backup RADIUS server.

name Host name of a RADIUS server. The second (optional) name argument specifies
the host name of a backup RADIUS server.

No default RADIUS server is used.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs default radius-server command to specify a RADIUS server that the GGSN uses to
authenticate remote users for access to the PDN. If you have specified radius-client as the IP address
allocation method using the gprs default ip-address-pool command, then you must specify a RADIUS
server using the gprs default radius-server global configuration command or radius-server
access-point configuration command.

Use the optional second set of arguments to specify the name, or IP address, of a backup RADIUS server
to use in the event that the primary RADIUS server is unavailable. If you do not specify a backup
RADIUS server, then a backup is not available if the primary server fails.

If you specify a default RADIUS server at the global configuration level, then for individual access
points, you have two options:

¢ Specify a RADIUS server for individual access points using the radius-server command. In this
case, the specified RADIUS server for the individual access point is used for dynamic address
allocation.

e If you do not specify a RADIUS server for a specified access point, then the RADIUS server
specified with the gprs default radius-server command is used for that access point.
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gprs default radius-server Il

The following example sets up three access points. For the first two access points (access-points 1 and
2) the RADIUS server specified at the global configuration level using the gprs default radius-server
command is used. For access-point 3, a separate RADIUS server is specified using the radius-server
command.

aaa new-model
aaa authentication ppp default radius
aaa authorization network default radius

radius-server host 100.10.10.1 auth-port 1645 acct-port 1646
radius-server host 101.11.11.1 auth-port 1645 acct-port 1646

radius-server key mykey

gprs default ip-address-pool radius-client
gprs default radius-server 100.10.10.1
|
! Virtual Template configuration
interface virtual-template 0

ip address 100.10.10.1 255.255.255.0

no ip directed-broadcast

encapsulation gtp

gprs access-point-list abc
|
!
! Access point list configuration
gprs access-point-list abc
access-point 1

access-point-name gprs.somewhere.com

exit
!

access-point 2

access-point-name xyz.com

exit
!

access-point 3

access-point-name www.gprs_alcatel.fr

access-mode non-transparent

radius-server 101.11.11.1

exit
Related Commands = Command Description
gprs default Specifies a dynamic address allocation method using IP address pools for the
ip-address-pool GGSN.
radius-server Specifies a primary (and backup) RADIUS server that the GGSN uses at a

particular access point to authenticate mobile users for access to a PDN.
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gprs fastswitch

Syntax Description

Defaults

Command Modes

To enable the GPRS fast switching feature on the GGSN, use the gprs fastswitch command. To disable
fast switching, use the no form of the command.

gprs fastswitch

no gprs fastswitch

This command has no arguments or keywords.

GPRS fast switching is disabled.

Interface configuration

Command History

Usage Guidelines

~

Note

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs fastswitch command to enable the GPRS fast switching feature. This feature implements
a fast switching packet cache and fast switching functions that enable faster processing of user packets
transmitted using the user datagram protocol (UDP), significantly increasing the performance of the
GGSN.

If you enable fast switching for the GTP protocol or for a virtual template (using the gprs fastswitch
command), be sure to enable fast switching on each physical interface that a mobile station uses to access
the GTP or the virtual template.

To enable fast switching on a physical interface, use the ip route-cache command.

Note also that if you enable fast switching on an SGSN, you should enable fast switching on the GGSNs
with which the SGSN communicates.

The following example shows how to enable fast switching:

gprs fastswitch

Related Commands

Command Description

ip route-cache Enables fast switching on a physical interface.
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gprs gtp error-indication throttle

To specify the maximum number of error indication messages that the GGSN sends out in one second,
use the gprs gtp error-indication throttle command. To restore the default value (no error indication
throttle is used), use the no form of the command (GGSN only).

gprs gtp error-indication throttle window-size size

no gprs gtp error-indication throttle

Syntax Description

Defaults

Command Modes

window-size size ~ Counter that is decremented when an error indication message is sent and reset
to the configured value after one second, with a value between 0 and 256.

Error indication throttling is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs gtp error-indication throttle command to specify the maximum number of error
indication messages that are sent by the GGSN in one second. This provides a way to implement flow
control for transmission of GTP error messages.

If you do not issue the command, error indication throttling is not enabled. To restore the default value
(error indication throttling is disabled) use the no form of the command.

The following example shows a throttle value of 150:

gprs gtp error-indication throttle window-size 150
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gprs gtp map signalling tos

To specify an IP ToS mapping for GPRS tunneling protocol (GTP) signaling packets, use the gprs gtp
map signalling tos global configuration command. To restore the default value for the command (5) use
the no form of the command.

gprs gtp map signalling tos tos_value

no gprs gtp map signalling tos tos_value

Syntax Description

Defaults

Command Modes

tos_value Value between 0 and 7 that specifies the IP ToS mapping. The default value is 5.

ToS value 5

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs gtp map signalling tos command to specify the IP ToS mapping for GTP signaling packets
transmitted by the GGSN. The higher the value, the higher the class of service provided to the packets.

The following example specifies a IP ToS mapping value of 3:

gprs gtp map signalling tos 3

Related Commands

Command Description

gprs canonical-qos Specifies a QoS mapping from the canonical QoS classes to an IP ToS
map tos category.

gprs charging Specifies the maximum number of bytes that the GGSN maintains in a user's
container charging container before closing the charging container and updating the
volume-threshold CDR.

gprs charging map Specifies an IP ToS mapping for GPRS charging data packets.
data tos

gprs charging Specifies the maximum number of unacknowledged charging data transfer
packet-queue-size requests that the GGSN maintains in its queue.

gprs charging transfer Specifies the number of seconds that the GGSN waits before it transfers
interval charging data to the charging gateway.
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gprs gtp n3-buffer-size

To specify the size of the receive buffer that the GGSN uses to receive GTP signaling messages and
packets sent through the tunneling protocol, use the gprs gtp n3-buffer-size global configuration
command. To restore the default value for the N3 buffer, use the no form of the command.

gprs gtp n3-buffer-size byzes

no gprs gtp n3-buffer-size

Syntax Description

Defaults

Command Modes

bytes Value between 2048 and 65535 that specifies the size of the N3 buffer, in bytes.
The default is 8192 bytes.

8192 bytes

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs gtp n3-buffer-size command to specify the size of the GTP N3 buffer on the GGSN. The
N3 buffer is a receive buffer that the GGSN uses to receive GTP signaling messages and packets sent
through the tunneling protocol. The recommended value for the N3 buffer size is 8192 (the default size).

The following example specifies a buffer size of 2084 bytes:

gprs gtp n3-buffer-size 2048

Related Commands

Command Description

gprs gtp n3-requests  Specifies the maximum number of times that the GGSN attempts to send a
signaling request.
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gprs gtp n3-requests

To specify the maximum number of times that the GGSN attempts to send a signaling request, use the
gprs gtp n3-requests global configuration command. To restore the default value (5 request attempts),
use the no form of the command.

gprs gtp n3-requests requests

no gprs gtp n3-requests requests

Syntax Description

Defaults

Command Modes

requests A number between 1 and 65535 that specifies the number of times a request is
attempted. The default is 5 requests.

5 requests

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs gtp n3-requests command to specify the number of times that the GGSN attempts to send
a signaling request. The recommended value is 5 requests (the default).

The following example shows the GGSN attempting to send a signaling request 3 times:
gprs gtp n3-requests 3

Related Commands

Command Description

gprs gtp n3-buffer-size Specifies the size of the receive buffer that the GGSN uses to receive GTP
signaling messages and packets sent through the tunneling protocol.
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gprs gtp path-echo-interval

To specify the number of seconds that the GGSN waits before sending an echo-request message to check
for GTP path failure, use the gprs gtp path-echo-interval global configuration command. To restore the
default value for the path echo interval (60 seconds), use the no form of the command.

gprs gtp path-echo-interval interval

no gprs gtp path-echo-interval interval

Syntax Description

Defaults

Command Modes

interval Number of seconds that the GGSN waits before sending an echo-request
message. Specify a value between 60 and 65535 seconds. The value 0 disables
the echo-request feature. The default is 60 seconds.

60 seconds

Global configuration mode

Command History

Usage Guidelines

~

Note

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs gtp path-echo-interval command to specify the interval that the GGSN waits before
sending an echo-request message to check for GTP path failure.

A value of 0 seconds disables the echo-request feature.

The following example shows the GGSN waiting 90 seconds before sending an echo-request message:

gprs gtp path echo-interval 90
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gprs gtp t3-response

To specify the maximum time that the GGSN waits to respond to a signaling request message, use the
gprs gtp t3-response global configuration command. To restore the default value for the response
interval (1 second), use the no form of the command.

gprs gtp t3-response response_interval

no gprs gtp t3-response response_interval

Syntax Description

Defaults

Command Modes

response_interval A value between 1 and 65535 that specifies the length of the T3 response interval,
in seconds. The default is 1 second.

1 second

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the gprs gtp t3-response command to specify the maximum time that the GGSN waits to respond
to a signaling request message.

The following example shows a T3 interval response interval of 524 seconds:

gprs gtp t3-response 524

Related Commands

Command Description

gprs gtp t3-tunnel Specifies the length of time that the GGSN waits, after receiving a GTP
context request message from the SGSN, before forwarding a protocol data
unit (PDU) to the requesting SGSN.

Cisco 10S Mobile Wireless Command Reference ]



M gprs gtp t3-tunnel

gprs gtp t3-tunnel

To specify the length of time that the GGSN waits, after receiving a GTP context request message from
the SGSN and before forwarding a protocol data unit (PDU) to the requesting SGSN, use the gprs gtp
t3-tunnel global configuration command. To restore the default value for the command (20 seconds),
use the no form of the command.

gprs gtp t3-tunnel seconds

no gprs gtp t3-tunnel seconds

Syntax Description

Defaults

Command Modes

seconds A value between 1 and 65535 that specifies the interval the GGSN waits before
forwarding a PDU to a requesting SGSN. The default is 20 seconds.

20 seconds

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs gtp t3-tunnel command to specify the interval for which a GGSN waits to forward a PDU
to a requesting SGSN. The recommended value is 20 seconds.

The following example shows GGSN waiting 60 seconds before forwarding a PDU to a requesting
SGSN:

gprs gtp t3-tunnel 60

Related Commands

Command Description

gprs gtp t3-response Specifies the maximum time that the GGSN waits to respond to a signaling
request message.
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gprs idle-pdp-context purge-timer

To specify the time that the GGSN waits before purging idle mobile sessions, use the gprs
idle-pdp-context purge-timer global configuration command. To restore the default value for the
command (72 hours), use the no form of the command.

gprs idle-pdp-context purge-timer hours

no gprs idle-pdp-context purge-timer hours

Syntax Description

Defaults

Command Modes

hours Value between 0 and 255 that specifies the number of hours that the GGSN waits
before purging idle sessions. The value O disables the purge timer. The default is
72 hours.

72 hours

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

To specify the time that the GGSN waits before purging idle mobile sessions, use the gprs
idle-pdp-context purge-timer command. To disable this feature, specify a purge-timer value of 0.

The following example specifies that the GGSN wait for 60 hours before purging idle sessions:

gprs idle-pdp-context purge-timer 60
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gprs maximum-pdp-context-allowed

To specify the maximum number of PDP contexts (mobile sessions) that can be activated on the GGSN,
use the gprs maximum-pdp-context-allowed global configuration command. To restore the default
value for the command (1000 PDP contexts), use the no form of the command.

gprs maximum-pdp-context-allowed pdp_contexts

no gprs maximum-pdp-context-allowed pdp_contexts

Syntax Description

Defaults

Command Modes

pdp_contexts Integer between 1 and 4296967295 that specifies the number of active PDP
contexts allowed. The default is 1000 PDP contexts.

1000 PDP contexts

Global configuration

Command History

Usage Guidelines

~

Note

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.

Use the gprs maximum-pdp-context-allowed command to specify the maximum number of PDP
contexts allowed on the GGSN. When the maximum allowable number of PDP contexts is reached, the
GGSN refuses new PDP contexts (mobile sessions) until sessions are available.

The practical upper limit for the maximum number of PDP contexts depends on the router platform that
you are using and the amount of memory available on the router.

In the following example 10000 PDP contexts are allowed on the GGSN:

gprs maximum-pdp-context-allowed 10000

Related Commands

Command Description

gprs idle-pdp-context  Specifies the time that the GGSN waits before purging idle mobile sessions.
purge-timer
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gprs qos default-response requested

Syntax Description

Defaults

Command Modes

To configure the GGSN to set its default QoS values in the response message exactly as requested in the
create PDP context request message, use the gprs qos default-response requested global configuration
command. To return the GGSN to its QoS default of best-effort, use the no form of this command.

gprs qos default-response requested

no gprs qos default-response requested

This command has no arguments or keywords.

Disabled. The GGSN sets its QoS default to the best-effort class.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(2) This command was introduced.

The gprs qos default-response requested command is only useful when canonical QoS is not
configured on the GGSN. Canonical QoS is enabled using the gprs qos map canonical-qos command.

When canonical QoS is not enabled, and the gprs qos default-response requested command has not
been configured on the GGSN, the GGSN always sets its QoS values to best-effort in the response
message.

The following example enables the GGSN to set its QoS values in the response message according to the
QoS values requested in the create PDP context request message:

gprs gos default-response requested

Related Commands

Command Description
gprs qos map Enables mapping of GPRS QoS categories to a canonical QoS method that
canonical-qos includes best-effort, normal, and premium QoS classes.
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gprs qos map canonical-gos

Syntax Description

Defaults

Command Modes

To enable mapping of GPRS QoS categories to a canonical QoS method that includes best-effort, normal,
and premium QoS classes, use the gprs qos map canonical-qos global configuration command. To
disable this mapping, use the no form of the command.

gprs qos map canonical-qos

no gprs qos map canonical-qos

This command has no arguments or keywords.

Canonical QoS mapping is disabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the qprs qos map canonical-qos command to map GPRS QoS into the following canonical
categories: best effort, normal, and premium.

The following example shows canonical QoS mapping enabled:

gos map canonical-gos

Related Commands

Command Description

gprs canonical-qos Specifies a value that is used by the GGSN to calculate the QoS level

gsn-resource-factor provided to mobile users.

gprs canonical-qos map tos Specifies a QoS mapping from the canonical QoS classes to an IP ToS
category.

gprs canonical-qos Specifies a mean throughput deviation factor that the GGSN uses to

premium mean-throughput calculate the allowable data throughput for QoS.
deviation
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gprs radius msisdn first-byte

Syntax Description

Defaults

Command Modes

To specify that the first byte of the Mobile Stations International PSTN/ISDN (MSISDN) information
element (IE) is included in a Remote Access Dial-In User Service (RADIUS) request, use the gprs
radius msisdn first-byte global configuration command. To remove the first byte from the MSISDN IE
in a RADIUS request, use the no form of the command.

gprs radius msisdn first-byte

no gprs radius msisdn first-byte

This command has no arguments or keywords.

The first byte is not included.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(1) This command was introduced.

Use the gprs radius msisdn first-byte command when configuring RADIUS security on the GGSN.

The first octet of an MSISDN IE using E.164 addressing is 91 in hexadecimal, that is 10010001. In this
91 code, the 1 is the extension bit, 001 is the international number, and 0001 indicates E.164 numbering.

The following example specifies that the first byte of the MSISDN IE is included in a RADIUS request:

gprs radius msisdn first-byte

Related Commands

Command Description

gprs default radius-server  Specifies a primary (and backup) RADIUS server that the GGSN uses
to authenticate mobile users for access to PDNs.

radius-server Specifies a primary (and backup) RADIUS server that the GGSN uses
at a particular access point to authenticate mobile users for access to a
PDN.
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Ip-access-group

To specify access permissions between an MS and a PDN through the GGSN at a particular access point,
use the ip-access-group access-point configuration command. To disable the input access list, use the
no form of the command.

ip-access-group access_list_number {in | out}

no ip-access-group access_list_number {in | out}

Syntax Description

Defaults

Command Modes

access_list_number Number of an access list that has been set up using the access-list command.

in The specified access list controls access from the PDN to the mobile station.

out The specified access list controls access from the mobile station to the PDN.

No access list is enforced.

Access-point configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the ip-access-group command to specify an access list that indicates whether users are given or
denied permission to access the mobile station from the PDN through the GGSN using a specified access
point.

The following example grants access-list 101 inbound access to the mobile station from the PDN through
the GGSN:

access-1list 101 permit ip 2.0.0.0 0.255.255.255 any
interface virtual-template 1
ip address 100.10.10.1 255.255.255.0
no ip directed-broadcast
encapsulation gtp
gprs access-point-list abc
|
gprs access-point-list abc
access-point 1
access-point-name gprs.somewhere.com
dhcp-server 99.100.0.3
ip-access-group 101 in
exit
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ip-address-pool

To specify a dynamic address allocation method using IP address pools for the current access point, use
the ip-address-pool access-point configuration command. To restore the default value (to use the
globally defined address-allocation method, which is set using the gprs default ip-address-pool
command), use the no form of the command.

ip-address-pool {dhcp-proxy-client | radius-client | disable}

no ip-address-pool {dhcp-proxy-client | radius-client | disable }

Syntax Description

Defaults

Command Modes

dhcp-proxy-client The access-point IP address pool is allocated using a DHCP server.

radius-client The access-point IP address pool is allocated using a RADIUS server.

disable Disables dynamic address allocation for this access point.

The global setting specified with the gprs default ip-address-pool command is used. The default value
for the global configuration command is that IP address pools are disabled.

Access-point configuration

Command History

Usage Guidelines

Release Modification
12.1(1)GA This command was introduced.
12.13)T This command was integrated in Cisco IOS Release 12.1(3)T.

You can specify an IP allocation method for an access point in two ways:

¢ Enter access-point configuration mode and use the ip address-pool command to specify an IP
address allocation method for the current access point.

e Specify a global value for the IP address pool by issuing the gprs default ip-address-pool
command. In that case, you do not need to specify an address-pool method for the specific access
point.

If you specify dhcp-proxy-client as the method for allocating IP addresses, then you must configure a
DHCP server for IP address allocation. You can do this at the global configuration level using the gprs
default-dhcp server command, or at the access point level using the dhcp-server command.

If you specify radius-client as the method for allocating IP addresses, then you must configure a
RADIUS server for IP address allocation. You can do this at the global configuration level using the gprs
default radius-server command, or at the access point level using the radius-server command.
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Examples The following example sets up DHCP as the IP address pool allocation method for access-point 1 and
specifies that the other access points use the global default, which is specified as RADIUS.

gprs default ip-address-pool radius-client
interface virtual-template 1
ip address 100.10.10.1 255.255.255.0
no ip directed-broadcast
encapsulation gtp
gprs access-point-list abc
|
gprs access-point-list abc
access-point 1
access-point-name gprs.everywhere.com
ip address-pool dhcp-proxy-client
dhcp-server 99.100.0.3
exit
!
access-point 2
access-point-name xyz.com
access-mode non-transparent
radius-server 99.100.0.2
exit
!
access-point 3
access-point-name www.acme.com
access-mode non-transparent
radius-server 99.100.0.2

exit
Related Commands = Command Description
dhcp-server Specifies a primary (and backup) DHCP server to allocate IP addresses to
MS users entering a particular PDN access point.
gprs default Specifies a default DHCP server from which the GGSN obtains IP address
dhcp-server leases for mobile users.
gprs default Specifies a dynamic address allocation method using IP address pools for
ip-address-pool the GGSN.
gprs default Specifies a primary (and backup) RADIUS server that the GGSN uses to
radius-server authenticate mobile users for access to PDNs.
radius-server Specifies a primary (and backup) RADIUS server that the GGSN uses at a

particular access point to authenticate mobile users for access to a PDN.
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msisdn suppression

To specify that the GGSN overrides the mobile station integrated services digital network (MSISDN)
number with a pre-configured value in its authentication requests to a RADIUS server, use the msisdn
suppression access point configuration command. To enable the GGSN to send the MSISDN number in
authentication requests to a RADIUS server, use the no form of the command.

msisdn suppression [value]

no msisdn suppression [value]

Syntax Description

Defaults

Command Modes

value (Optional) String (up to 20 characters long) that the GGSN sends in place of the
MSISDN number in authentication requests to a RADIUS server. Valid characters
for the string are any of those accepted by the MSISDN encoding specifications,
including the integers 0-9, and characters a, b, c, * and #. The default value is that
no string is sent.

The MSISDN number is suppressed, and no ID string is sent to the RADIUS server in place of the
MSISDN number.

Access point configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(2) This command was introduced.

Certain countries have privacy laws which prohibit service providers from identifying the MSISDN
number of mobile stations in authentication requests. Use the msisdn suppression command to specify
a value that the GGSN sends in place of the MSISDN number in its authentication requests to a RADIUS
server. If no value is configured, then no number is sent to the RADIUS server.

To use the msisdn suppression command, you must configure a RADIUS server either globally or at the
access point and specify non-transparent access mode.

The following example will override the MSISDN ID sent in the create request and will not send any ID
to the RADIUS server:

gprs access-point-list abc
access-point 1
radius-server 192.168.1.1
access-mode non-transparent
msisdn suppression
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Related Commands = Command Description
access-mode Specifies whether the GGSN requests user authentication at the access point
to a PDN.
radius-server Specifies a primary (and backup) RADIUS server that the GGSN uses at a

particular access point to authenticate mobile users for access to a PDN.
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protocol-type

To specify the protocol type for the current access point, use the protocol-type access-point
configuration command.

protocol-type ip

no protocol-type ip

Syntax Description

Defaults

Command Modes

ip Specifies that the access point will use the IP protocol

1P

Access-point configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

The only protocol type supported is IP. This is enabled by default.

Since the X.25 protocol is not being implemented in the GSM standards, this command is no longer
relevant.

The following example shows IP protocol is chosen:

protocol-type ip
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radius-server

To specify a primary (and backup) RADIUS server that the GGSN uses at a particular access point to
authenticate mobile users for access to a PDN, use the radius-server access-point configuration
command. To delete the RADIUS server identification, use the no form of the command.

radius-server {ip-address | name} [{ip-address | name}]

no radius-server {ip-address | name} [{ip-address | name}]

Syntax Description

Defaults

Command Modes

ip-address IP address of a RADIUS server. The first [P address is the name of the primary
RADIUS server. The second (optional) ip-address argument specifies the IP
address of a backup RADIUS server.

name Host name of a RADIUS server. The second (optional) name argument specifies
the host name of a backup RADIUS server.

No default behavior or values.

Access-point configuration

Command History

Usage Guidelines

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

You can specify a RADIUS server that the GGSN uses at a particular access point to authenticate mobile
users for access to a PDN in two ways:

¢ Enter access-point configuration mode and use the radius-server command to specify a RADIUS
server for the current access point.

e Specify a global value for the RADIUS server using the gprs default radius-server command. In
this case, you do not need to specify a RADIUS server for the specific access point.

The optional second set of arguments specifies the name, or IP address, of a backup RADIUS server to
use if the primary RADIUS server is unavailable. If you do not specify a backup RADIUS server, then
there is not a backup available if the primary server fails.

You must specify a RADIUS server either at the global configuration level or at the access-point
configuration level if you have specified radius-client as the method for maintaining an IP address pool
using the gprs default ip-address-pool command, or at the access-point level using the ip-address-pool
command. The RADIUS server is used for authentication of mobile station users; if the GGSN is used
as a RADIUS client, it is used to authenticate users.
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Examples The following example specifies a RADIUS server for access-point 3:

access-point 3
access-point-name www.acme.com
ip-address-pool radius-client
access-mode non-transparent
radius-server 99.100.0.2 99.100.0.3

exit
Related Commands  Command Description
gprs default Specifies a dynamic address allocation method using IP address pools for the
ip-address-pool GGSN.
gprs default Specifies a primary (and backup) RADIUS server that the GGSN uses to
radius-server authenticate mobile users for access to PDNs.
ip-address-pool Specifies a dynamic address allocation method for the current access point.
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service gprs

To specify the type of GPRS support node that is enabled on the router, use the service gprs command.
To disable GPRS support node functionality, use the no form of the command.

service gprs {sgsn-datacom | ggsn}

no service gprs {sgsn-datacom | ggsn}

Syntax Description

Defaults

Command Modes

sgsn-datacom Specifies that the router will function as a Serving GPRS Support Node (SGSN)
datacom unit.

ggsn Specifies that the router will function as a Gateway GPRS Support Node
(GGSN).

SGSN

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the service gprs command to specify the type of GPRS support node that will be maintained on the
router.

The following example configures the GPRS support node as a GGSN:

service gprs ggsn
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show gprs access-point

To obtain information about access points on the GGSN, use the show gprs access-point privileged
EXEC command.

show gprs access-point [access-point-index] [address-allocation] [all]

Syntax Description

Defaults

access-point-index Index number of an access point. Information about that access point is shown.

address-allocation Information about dynamically allocated mobile station (MS) addresses and
lease terms for the access point is shown.

all Information about all access points on the GGSN is shown.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines

Use the show gprs access-point command to obtain information about an individual access point or
about all access points.

Use the access-point-index argument to specify a particular access point number for which you want to
obtain information.

Use the address-allocation keyword to obtain information about dynamically allocated MS addresses
and lease terms by access point.

Use the all keyword to obtain information about all access points in an abbreviated format.
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Examples

The following is sample output of the show gprs access-point command:

router# show gprs access-point 1

apn_index 1
apn_type: ip

apn_name = gprs.somewhere.com

apn_mode: transparent

dynamic_address pool: not configured
apn_dhcp_server: 10.100.0.3

apn_dhcp gateway addr:
apn_radius_server: 10.0.0.0
apn_charging gw: 10.0.0.0
apn_backup charging gw: 10.0.0.0

subscribe required =

0

10.0.0.0

deactivate pdp_context on violation = 0
network activation allowed = 0
number of ip address _allocated = 0

Total number of PDP in this APN :4

Table 1 describes the fields shown in the display.

Table 1

show gprs access-point Field Descriptions

Field

Description

apn_backup_charging_gw

IP address of the secondary (backup) charging gateway.
Note  This gateway can not be configured on the GGSN.

apn_charging_gw

IP address of the primary charging gateway.
Note  This gateway can not be configured on the GGSN.

apn_dhcp_gateway_addr

IP address of the DHCP gateway, if configured.

apn_dhcp_server

IP address of the DHCP server, if configured.

apn_index Number assigned to this access point.
apn_mode Indicates whether security is transparent or non-transparent.
apn_name Access-point number name.

apn_radius_server

IP address of RADIUS server, if configured.

apn_type

Protocol used for this access-point number.

deactivate_pdp_context_on
violation

Current setting for the access-violation command: O indicates that
the default setting is active (user packets are discarded); 1 indicates
that the optional setting is active (mobile sessions are terminated
when there is an access violation).

dynamic_address_pool

Current setting for the ip-address-pool command.

network_activation_allowed

Not supported in the current release.

number of ip_address_allocated

Number of IP addresses allocated to MS users.

subscribe_required

Current setting for the subscription-required command: 0
indicates no subscription is required; 1 indicates a subscription is
required for access-point number users.

Total number of PDP in this APN

Number of PDP contexts active for this access-point number.
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Related Commands = Command Description

access-point-name Specifies the network (or domain) name for a PDN that users can
access from the GGSN at a defined access point.
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show gprs charging parameters

To display information about the current GPRS charging configuration, use the show gprs charging

Syntax Description

Defaults

parameters privileged EXEC command.

show gprs charging parameters

This command has no arguments or keywords.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.

Usage Guidelines

Examples

Use the show gprs charging parameters command to display the currently active charging parameters

for the GGSN.

The following is sample output of the show gprs charging parameters command:

router# show gprs charging parameters

GPRS Charging Protocol Parameters

Default Charging Gateway Address:

Charging Server Switch-Over Timer:
Charging Path Protocol (0:UDP, 1:TCP):
Charging MAP DATA TOS:

Charging Transfer Interval:

Charging Transfer Threshold:

Charging CDR Aggregation Limit:
Charging Packet Queue Size:

Charging Tariff Time Changes:

NO Tariff Time Changes.

EE I . . I I I N

Default Backup Charging Gateway Address:
Current Active Charging Gateway Address:
Current Backup Charging Gateway Address:

172.23.55.1
172.23.56.23
172.23.55.1
172.23.56.23
<60> seconds.
<0>.

<3>.

<105> seconds.
<1048576> bytes.
<255> CDRs per msg.
<128> messages.
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Table 2 describes the fields shown in the display.

Table 2 show gprs charging parameters Field Descriptions
Field Description
Charging CDR Aggregation Limit Maximum number of CDRs that the GGSN aggregates in

a charging data transfer message to the charging gateway.

You can configure this limit using the gprs charging
cdr-aggregation-limit command.

Charging MAP DATA TOS Type of service (ToS) priority currently configured for
GPRS charging packets. Value (between 0 and 5) is set in
the precedence bits of the IP header of charging packets.

You can configure the ToS mapping using the gprs
charging map data tos command.

Charging Packet Queue Size Maximum number of unacknowledged charging data
transfer requests that the GGSN maintains in its queue.

You can configure the maximum queue size using the
gprs charging packet-queue-size command.

Charging Path Protocol (0:UDP, 1:TCP) | Binary value representing the protocol in use between the
GGSN and the charging gateway. When 0, UDP is in use;
when 1, TCP is in use.

You can configure the charging path protocol using the
gprs charging path-protocol command.

Charging Server Switch-Over Timer Amount of time (in seconds) that the GGSN waits before
sending charging data to the backup charging gateway,
after the active charging gateway fails.

You can configure this period of time using the gprs
charging server-switch-timer command.

Charging Tariff Time Changes Time of day when GPRS charging tariffs change.

You can configure this time using the gprs charging
tariff-time command.

Charging Transfer Interval Amount of time (in seconds) that the GGSN waits before
checking and sending any closed CDRs to the charging
gateway.

You can configure this period of time using the gprs
charging transfer interval command.

Charging Transfer Threshold Maximum size (in bytes) that the GGSN maintains in a
charging container before closing it and updating the
CDR.

You can configure the container volume using the gprs
charging container volume-threshold command.

Current Active Charging Gateway Address |IP address of the charging gateway to which the GGSN is
currently sending charging data.

You can configure the primary charging gateway using the
gprs default charging-gateway command.
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Table 2 show gprs charging parameters Field Descriptions (continued)
Field Description
Current Backup Charging Gateway IP address of the backup charging gateway to which the

Address

GGSN will send charging data if the current active
charging gateway becomes unavailable.

You can configure the backup charging gateway using the
gprs default charging-gateway command.

Default Backup Charging Gateway
Address

IP address of the default secondary, or backup, charging
gateway.

You can configure the default backup charging gateway
using the gprs default charging-gateway command.

Default Charging Gateway Address

IP address of the default primary charging gateway.

You can configure the default primary charging gateway
using the gprs default charging-gateway command.

Related Commands Command

Description

show gprs charging
statistics

Displays current statistics for the transfer of charging packets between the
GGSN and charging gateways.
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show gprs charging statistics

To display current statistics about the transfer of charging packets between the GGSN and charging
gateways, use the show gprs charging statistics privileged EXEC command.

show gprs charging statistics {tid tunnel_id | access-point access-point-index | all}

Syntax Description tid tunnel_id Specifies a tunnel ID for which you want to display charging statistics.
access-point Specifies the index of the access point for which you want to display statistics.
access-point-index
all Requests display of all charging statistics.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the show gprs charging statistics command to display statistics for the transfer of charging packets

between the GGSN and charging gateways.

Examples The following is sample output of the show gprs charging statistics command:

router# show gprs charging statistics all
GPRS Charging Protocol Statistics

* Total Number of APNs for Charging: <1l>

* Total Number of CDRs for Charging: <1l>

* Total Number of CLOSED CDRs for Charging: <0>

* Total Number of Containers for Charging: <0>

* Total Number of pending unack. CDR_Output Msgs: <0>

* Total Number of CDR_Output Msgs sent: <7>

-- Charging Gateway Statistics --

* Charging Gateway Down Count: <5>

* Last Charging Gateway Down Time = 2000/10/3 18:47:22
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Table 3 describes the fields shown in the display.

Table 3

show gprs charging statistics Field Descriptions

Field

Description

Charging Gateway Down Count

Number of times that the charging gateway has
transitioned its state (from up or unknown, to down) since
the last startup of the GGSN.

Last Charging Gateway Down Time

Recorded system time when the charging gateway was
last in a down state.

Total Number of APNs for Charging

Number of access points for which charging data has been
collected since the last startup of the GGSN.

Total Number of CDRs for Charging

Number of currently open and closed G-CDRs on the
GGSN.

Total Number of CDR_Output_Msgs sent

Number of G-CDR output messages that the GGSN sent
to the charging gateway and received acknowledgment for
since the last startup of the GGSN.

Total Number of CLOSED CDRs for
Charging

Number of currently closed G-CDRs that the GGSN has
not yet sent to the charging gateway.

Total Number of Containers for Charging

Number of all currently open and closed charging
containers for all G-CDRs on the GGSN.

Total Number of pending unack.
CDR_Output_Msgs

Number of G-CDR output messages sent by the GGSN
that are not acknowledged by the charging gateway.

Related Commands

Command Description

show gprs charging
parameters

Displays the current GPRS charging parameters.
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show gprs gtp parameters

To display information about the current GPRS Tunneling Protocol (GTP) configuration on the GGSN,
use the show gprs gtp parameters privileged EXEC command.

show gprs gtp parameters

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines Use the show gprs gtp parameters command to display the current GTP parameters configured on the
GGSN.

Examples The following is sample output of the show gprs gtp parameters command:

router# show gprs gtp parameters

GTP path echo interval = 60
GTP signal max wait time T3_response =1
GTP max retry N3_request =5
GTP max hold time for old sgsn PDUs T3_tunnel= 20
GTP buffer size for receiving N3_buffer = 8192
GTP max pdp context = 45000
Table 4 describes the fields shown in the display.
Table 4 show gprs gtp parameters Field Descriptions
Field Description
GTP buffer size for receiving N3_buffer Current size of the N3 buffer, in bytes.
GTP max hold time for old sgsn PDUs Current setting specified by the gprs gtp t3-tunnel
T3_tunnel command. This command specifies the interval, in
seconds, that a GGSN waits to forward a PDU to a
requesting SGSN.
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Table 4

show gprs gtp parameters Field Descriptions (continued)

Field

Description

GTP max pdp context

Current setting, specified by gprs
maximum-pdp-context-allowed command. This
command specifies the maximum number of PDP
contexts (mobile sessions) that can be activated on the
GGSN.

GTP max retry N3_request

The maximum retry setting for N3 requests.

GTP path echo interval

Interval, in seconds, that the GGSN waits before
resending echo responses.

GTP signal max wait time T3_response

Interval, in seconds, that the GGSN waits before
responding to a T3 request.

Related Commands Command

Description

gprs gtp n3-buffer-size

Specifies the size of the receive buffer that the GGSN uses to
receive GTP signaling messages and packets sent through the
tunneling protocol.

gprs gtp n3-requests

Specifies the maximum number of times that the GGSN attempts
to send a signaling request.

gprs gtp path-echo-interval

Specifies the interval that the GGSN waits before sending an
echo-request message to check for GTP path failure.

gprs gtp t3-response

Specifies the maximum time that the GGSN waits to respond to a
signaling request message.

gprs gtp t3-tunnel

Specifies the length of time that the GGSN waits, after receiving a
GTP context request message from the SGSN, before forwarding
a PDU to the requesting SGSN.

gprs

maximum-pdp-context-allowed

Specifies the maximum number of PDP contexts (mobile sessions)
that can be activated on the GGSN.
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show gprs gtp path

To display information about one or more GTP paths between the GGSN and other GPRS devices, use
the show gprs gtp path privileged EXEC command.

show gprs gtp path {ip-address | all}

Syntax Description ip-address Displays GTP path information for a specified IP address.
all Displays information for all GTP paths.
Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines Use the show gprs gtp path command to display information about one or more GTP paths from the
GGSN.

Examples The following is sample output of the show gprs gtp path command:

router# show gprs gtp path all
Total number of path : 1

path pointer local address Remote address
0x616378D0 10.10.10.1 1.1.1.1

Table 5 describes the fields shown in the display.

Table 5 show gprs gtp path Field Descriptions

Field Description

local address The local address for the path.

path pointer The value of the GGSN internal pointer to the GTP path, in
hexadecimal.

remote address Address of the remote end of the path.

total number of paths Total number of GTP paths.
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show gprs gtp pdp-context

To display a list of the currently active PDP contexts (mobile sessions), use the show gprs gtp
pdp-context privileged EXEC command.

show gprs gtp pdp-context {tid runnel_id | imsi imsi | path ip-address | access-point
access-point-index | pdp-type ip | qos-precedence {low | normal | high} | all}

Syntax Description

Defaults

tid tunnel_id Displays PDP contexts by tunnel ID.

imsi imsi Displays PDP contexts by International Mobile Subscriber Identity (IMSI).

path ip-address Displays PDP contexts by IP address.

access-point Displays PDP contexts by access point.
access-point-index

pdp-type ip Displays PDP contexts that are transmitted via IP.

qos-precedence Displays PDP contexts for a specified GPRS quality of service precedence type.
You can specify the following precedence types: low, normal, or high.

all Displays all PDP contexts.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.
12.2(1) The MS International PSTN/ISDN Number (MSISDN) field was added to

Usage Guidelines

the output display.

Use the show gprs gtp pdp-context command to display the currently active PDP contexts on the
GGSN. You can display PDP contexts by tunnel ID, by IMSI, by access point, by PDP type, and by GPRS
QoS precedence, or you can display all PDP contexts.

Interpreting the Effective Bandwidth

Example 2 provides sample output from the show gprs gtp pdp-context tid command, which includes
the field called effective bandwidth (in bps). The effective bandwidth is determined according to the QoS
class (high, normal, or best effort) for the PDP context; it does not represent the actual bandwidth in use
by the PDP context. The potential number of supported PDP contexts for that class of QoS can then be
calculated according to the total amount of bandwidth (GSN resource) available to the GGSN.
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Examples

show gprs gtp pdp-context W

For example, the default bandwidth for a PDP context in the best effort QoS class is 10 bps. (You can
configure this value using the gprs canonical-qos best-effort bandwidth-factor command.) The value
10 appears in the effective bandwidth field of the show gprs gtp pdp-context tid command for a PDP
context in the best effort class.

To determine an estimate of the potential number of best effort PDP contexts that can be supported on
the GGSN, you can divide the total bandwidth available on the GGSN by the effective bandwidth value.
For example, the default bandwidth available on the GGSN is 1048576 bps. (The total GSN resource
available is reported in the total gsn_resource field in the output of the show gprs gtp status command.)
Therefore, you can divide 1048576 bps by 10 bps to yield support for approximately 104857 best effort
PDP contexts.

Example 1

The following is sample output of the show gprs gtp pdp-context all command:

GGSN_1# show gprs gtp pdp-context all

TID MS_ADDR dynamic? SGSN_addr APN
1111111111111111  10.2.0.1 0 10.10.10.10 gprs.somewhere.com
3333333333333331 10.10.10.30 1 10.10.10.10 gprs.somewhere.com
4444444444444441 10.60.0.4 1 10.10.10.10 XyZzZ.com
5555555555555551  10.2.0.51 0 10.10.10.10 gprs.somewhere.com
8888888888888881 10.10.10.31 1 10.10.10.10 gprs.somewhere.com

Table 6 describes the fields shown in the display.

Table 6 show gprs gtp pdp-context Field Descriptions

Field Description

APN Access-point name for the access point on which the PDP context is
active.

dynamic The method used for address allocation for mobile station sessions;

0 indicates that static IP address mapping is used; 1 indicates
dynamic address allocation through DHCP.

MS_ADDR IP address of the mobile station.

SGSN_addr IP address of the SGSN that is processing the packets.
TID Tunnel ID for the PDP context.

Example 2

The following is sample output from the show gprs gtp pdp-context tid command:

router# show gprs gtp pdp-context tid 12F1111103000000
TID MS_ADDR dynamic? SGSN_addr APN

12F1111103000000 10.1.1.1 0 10.1.1.68 gprs.cisco.com
current time :Jan 29 2001 10:30:36

user_name (IMSI): 211F111130000000 MS address: 10.1.1.1
MS International PSTN/ISDN Number (MSISDN): 21436587214365
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show gprs gtp pdp-context

sgsn_addr_signal:

seq_tpdu_down: 0

upstream signal flow: 1
downstream signal_ flow: 187

RAupdate flow:0

10.1.1.68 ggsn_addr_signal: 10.100.100.1
signal_sequence: 32

seq_tpdu_up: 0

upstream_data_flow: 2
downstream data_flow: 170

pdp_create_time: Jan 29 2001 10:27:20
last_access_time: Jan 29 2001 10:27:20

mnrgflag: 0

gprs gos_req: 1BO21F
gprs gos_neg: 1BO31F
effective bandwidth:

rcv_byte_count: 0
send_byte_count: 0
fast up pkt: 0
fast_down_pkt: 0
fast_drop : 0
charging id: 1

tos mask map: 00

canonical Qos class(reg.): 01

canonical Qos class(neg.): 01

10

rcv_pkt_count: 0
send_pkt_count: 0
fast _up byte : 0
fast_down_byte : 0

pdp reference count : 2

Table 7 describes the fields shown in the display:

Table 7 show gprs gtp pdp-context tid Field Descriptions

Field

Description

APN

Access point name where the PDP context is active.

canonical Qos class (neg.)

Negotiated canonical quality of service class for the PDP context.

canonical Qos class (req.)

Requested canonical quality of service class by the PDP context.

charging_id

Unique 4-octet value generated by the GGSN for the PDP context.
The value 0 is reserved.

current time

Date and time of the show command output.

downstream_data_flow

Flow label of downlink G-PDUs.

downstream_signal_flow

Flow label of downlink signaling messages.

dynamic

Method used for MS address allocation, with the following values:
e (O—static IP address mapping

e |—dynamic address allocation using DHCP

effective bandwidth

Estimated number of bits per second allocated by the GGSN for this
PDP context. The effective bandwidth is determined according to
the QoS class (high, normal, or best effort) for the PDP context. The
potential number of supported PDP contexts for that class of QoS
can then be calculated according to the total amount of bandwidth
(GSN resource) available to the GGSN.

Note The effective bandwidth does not represent actual
bandwidth usage.

fast_down_byte

Total number of G-PDU bytes fast switched on the downlink, from
the GGSN to the SGSN.

fast_down_pkt

Total number of G-PDU packets fast switched on the downlink,
from the GGSN to the SGSN.

fast_drop

Total number of G-PDU packets dropped during fast switching.
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show gprs gtp pdp-context W

show gprs gtp pdp-context tid Field Descriptions (continued)

Field

Description

fast_up_byte

Total number of G-PDU bytes fast switched on the uplink, from the
SGSN to the GGSN.

fast_up_pkt

Total number of G-PDU packets fast switched on the uplink, from
the SGSN to the GGSN.

ggsn_addr_signal

IP address of the GGSN.

gprs qos_neg

Negotiated quality of service for the PDP context. The field is in the
format vwxyzz, which represents the following QoS classes (as
defined in the GSM specifications for quality of service profiles):

e yv—Delay class

e w—Reliability class

e x—Peak throughput class
e y—Precedence class

e zz—Mean throughput class

gprs qos_req

Requested quality of service by the PDP context. The field is in the
format vwxyzz, which represents the following QoS classes (as
defined in the GSM specifications for quality of service profiles):

e yv—Delay class

e w—Reliability class

e x—Peak throughput class
e y—Precedence class

* zz—Mean throughput class

last_access_time

Time when the PDP context for this TID was last accessed. The date
format is MMM DD YYYY. The time format is
hours:minutes:seconds.

When a signaling packet or data packet for a PDP context arrives on
the GGSN, the last_access_time is reset to the current date and time.
If the last_access_time exceeds the purge timer for idle PDP
contexts, then the PDP context is purged by the GGSN.

mnrgflag

Mobile not reachable flag, with the following values:
e (O—flag is off

e 1—flagis on, indicating that the MS is not reachable

MS_ADDR and MS Address

IP address of the mobile station.

MS International PSTN/ISDN
Number (MSISDN)

Integrated Services Digital Network (ISDN) number of the mobile
station.

pdp_create_time

Time when the PDP context for this TID was created. The date
format is MMM DD YYYY. The time format is
hours:minutes:seconds.
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Table 7 show gprs gtp pdp-context tid Field Descriptions (continued)

Field

Description

pdp reference count

Number of subsystems on the GGSN that are aware of the PDP
context. For example, if both the charging and GTP subsystems are
aware of the PDP context, then the PDP reference counter shows a
value of 2.

RAupdate_flow

Flow Label Data II information element in GTP header. This IE
contains the flow label for data transmission between old and new
SGSNs for a particular PDP context. This IE is requested by the new
SGSN.

rcv_byte_count

Total number of G-PDU bytes received. For the GGSN, this is the
total byte count on the uplink.

rcv_pkt_count

Total packet count of received G-PDUs. For the GGSN, this is the
total byte count on the uplink.

send_byte_count

Total number of G-PDU bytes sent by the GGSN.

send_pkt_count

Total number of G-PDU packets sent by the GGSN.

seq_tpdu_down

Last sequence number used in the downlink T-PDU. This number
wraps to 0 after 65535.

seq_tpdu_up Last sequence number used in the uplink T-PDU. This number
wraps to 0 after 65535.
SGSN_addr IP address of the SGSN that is processing the packets.

sgsn_addr_signal

signal_sequence

Last sequence number used in the GTP signaling message.

TID

Tunnel ID for the PDP context. This value corresponds to the IMSI
plus NSAPIL

tos mask map

ToS value in IP header of this PDP context.

upstream_data_flow

Flow label of uplink G-PDUs.

upstream_signal_flow

Flow label of uplink signaling messages.

user_name (IMSI)

International mobile subscriber identity for the PDP context.

Related Commands Command

Description

show gprs access-point

Displays information about access points on the GGSN.
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show gprs gtp statistics

To display the current GPRS Tunneling Protocol (GTP) statistics for the GGSN (such as IE, GTP
signaling, and GTP PDU statistics), use the show gprs gtp statistics privileged EXEC command.

show gprs gtp statistics

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(2)GB The following fields were added to the output display:

e total created_pdp

e total deleted_pdp
12.13)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines Use the show gprs gtp statistics command to display the GTP statistics for the GGSN. The counter
values displayed by this command represent totals accumulated since the last time the statistical counters
were cleared using the clear gprs gtp statistics command.

Examples The following is sample output of the show gprs gtp statistics command:

router# show gprs gtp statistics
GPRS GTP Statistics:

version not_support 0 msg_too_short 0
unknown_msg 0 unexpected_sig msg 0
unexpected_data msg 12762 mandatory ie missing 0
mandatory ie_ incorrect 0 optional ie_invalid 0
ie_unknown 0 ie_out_of order 0
ie_unexpected 0 ie duplicated 0
optional_ie_ incorrect 0 pdp_activation rejected 0
path_failure 0 total_dropped 0
no_resource 0 get_pak buffer failure 0
rcv_signalling msg 27854 snd_signalling msg 27854
rcv_pdu_msg 12762 snd_pdu_msg 0
rcv_pdu_bytes 1174104 snd_pdu_bytes 0
total created_pdp 4 total deleted_pdp 3
length mismatch 0
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show gprs gtp statistics

Table 8 describes the fields shown in the display.

Table 8 show gprs gtp statistics Field Descriptions

Field

Description

get_pak_buffer_failure

Number of times the GGSN has failed to obtain a GTP packet.

ie_duplicated

Number of GTP messages received with a duplicated information
element (IE).

ie_out_of order

Number of GTP messages received with an IE out of order.

ie_unexpected

Number of GTP messages received with an IE that is not expected
in the GTP message, but is defined in GTP. GTP messages with
unexpected IEs are processed as if the IE was not present.

ie_unknown

Number of GTP messages received with an IE of an unknown type.

length_mismatch

Number of GTP messages rejected because the length field of the
UDP and GTP headers did not match.

mandatory_ie_incorrect

Number of GTP messages received with an incorrect mandatory
IE—for example, with an IE of incorrect length.

mandatory_ie_missing

Number of GTP messages received that are missing a mandatory IE.

msg_too_short

Number of GTP messages received that are too short to hold the
GTP header for the supported GTP version.

no_resource

Number of times a resource was not available for transmitting GTP
messages. For example, the router may be out of memory.

optional_ie_incorrect

Number of GTP messages received with an incorrect optional IE.
This prevents the GGSN from processing the GTP message
correctly.

optional_ie_invalid

Number of GTP messages received with an IE containing a value
outside the defined range for that IE. GTP messages with invalid
optional IEs are processed as if the IE were not present.

path_failure

Number of path failures on the GPRS Support Node (GSN).

pdp_activation_rejected

Number of times a request to activate a PDP context was rejected.

rcv_pdu_bytes

Number of bytes received in protocol data units (PDUs).

rcv_pdu_msg

Number of PDU messages received.

rcv_signaling_msg

Number of GTP signaling messages received.

snd_pdu_bytes

Number of PDU bytes sent.

snd_pdu_msg

Number of PDU messages sent.

snd_signalling_msg

Number of GTP signaling messages sent.

total_dropped

Number of GTP messages dropped.

unexpected_data_msg

Number of GTP PDUs received for nonexistent PDP contexts.

unexpected_sig_msg

Number of unexpected GTP signaling messages received—for
example, a message received on the wrong end of the tunnel, or a
response message received for a request that was not sent by the
GGSN.

unknown_msg

Number of unknown GTP messages received.
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show gprs gtp statistics W

show gprs gtp statistics Field Descriptions (continued)

Field

Description

version_not_support

Number of GTP messages received from devices running an
unsupported version of the GTP.

total created_pdp

Total number of PDP contexts created since system startup (supports
Special Mobile Group (SMG)-28 standards level and later).

total deleted_pdp

Total number of PDP contexts deleted since system startup (supports
SMG-28 standards level and later).

Related Commands

Command

Description

show gprs charging
statistics

Displays current statistics for the transfer of charging packets between the
GGSN and charging gateways.

show gprs gtp
parameters

Displays information about the current GTP configuration on the GGSN.

show gprs gtp path

Displays information about one or more GTP paths between the GGSN and
other GPRS devices.

show gprs gtp
pdp-context

Displays a list of the currently active PDP contexts (mobile sessions).

show gprs gtp status

Displays information about the current status of GTP on the GGSN.
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show gprs gtp status

Syntax Description

Defaults

To display information about the current status of the GPRS Tunneling Protocol (GTP) on the GGSN
(such as activated PDP contexts, throughput, and QoS statistics), use the show gprs gtp status privileged
EXEC command.

show gprs gtp status

This command has no arguments or keywords.

No default behavior or values.

Command Modes Privileged EXEC
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.

Usage Guidelines

Examples

Use the show gprs gtp status command to display information about the status of the GTP running on
the GGSN.

The values displayed by the show gprs gtp status command show totals since the GGSN was started.
Unlike the values displayed by the show gprs gtp statistics command, these values cannot be cleared.

The following example shows output from the show gprs gtp status command:

router# show gprs gtp status
GPRS GTP Status:

gsn_used_bandwidth 0.0 total gsn_resource 1048576.0
activated pdp 0 mean_throughput premium 0.0
mean_throughput normal 0.0 mean_ throughput besteffort 0.0
gos_high pdp 0 gos_normal_ pdp 0
gos_low_pdp 0 gos premium mean-throughput-deviation 0.100

Table 9 describes the fields shown in the display.

Table 9 show gprs gtp status Field Descriptions

Field Description

activated_pdp Number of PDP contexts currently activated.
gsn_resource Currently available GSN resources.
gsn_used_bandwidth Currently used bandwidth, in bits per second.
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show gprs gtp status

Table 9 show gprs gtp status Field Descriptions (continued)

Field Description

mean_throughput_besteffort Total mean throughput for best effort QoS users, in
bytes.

mean_throughput_normal Total mean throughput for normal QoS users, in
bytes.

mean_throughput_premium Total mean throughput for premium QoS users, in
bytes.

qos_high_pdp Current number of PDP contexts that have a high
QoS.

qos_low_pdp Current number of PDP contexts that have a low
QoS.

qos_normal_pdp Current number of PDP contexts that have a
normal QoS.

gos premium mean-throughput-deviation Current mean throughput deviation for QoS.

Related Commands =~ Command Description
encapsulation gtp Specifies GTP as the encapsulation type for packets transmitted over the
virtual template interface.
show gprs gtp Displays the current GTP statistics for the GGSN.
statistics
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subscription-required

Defaults

Command Modes

To specify that a subscription is required to access a PDN through a particular access point, use the
subscription-required access-point configuration command. To restore the default setting (no
subscription is required), use the no form of the command.

subscription-required

no subscription-required

No subscription is required

Access-point configuration.

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.

Use the subscription-required command to specify that a subscription is required for user access to
PDNs through the current access point. The subscription must be set up by the service provider, and
subscription information must be passed with the mobile user’s PDP context requests.

The following example shows that access-point subscription is required:

access-point 1

access-point-name gprs.somewhere.com
dhcp-server 125.100.0.3
subscription-required

exit
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use-interface

To configure the GGSN to use a specific interface for user access at a particular access point, use the
use-interface access-point configuration command. To deactivate the use of a specific interface, use the
no form of the command.

use-interface interface_name next-hop-address ip_address

no use-interface interface_name next-hop-address ip_address

Syntax Description

Defaults

Command Modes

interface_name Name of an interface on the router to be used by the specified access point.

ip_address IP address of the gateway device for the virtual private network.

No specific interface is used.

Access-point configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Use the use-interface command to specify a specific router interface to be used with a specified access
point. The interface_name argument specifies the name of the interface and the ip-address argument
specifies the IP address of the Internet gateway device used for the virtual private network.

The following example specifies that access-point 1 will use the FastEthernet 4/0 interface on the router:

access-point 1
access-point-name gprs.anywhere.com
dhcp-server 99.100.0.3
use-interface FastEthernet4/0 next-hop-address 4.0.0.2
ip-access-group 101 in
exit
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Appendix: SGSN D-Node Commands

The commands in this section are for certain operator-specific, SGSN D-node implementations only.
These commands are not to be used for any other type of standard, SGSN-related configuration, or to
configure any GGSN services.
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W clear gprs isgsn statistics

clear gprs isgsn statistics

To clear the current GPRS intra-Serving GPRS Support Node (iISGSN) statistics, use the clear gprs
isgsn statistics privileged EXEC command (SGSN D-node only).

clear gprs isgsn statistics

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.
Usage Guidelines Use the clear gprs isgsn statistics command to clear the current GPRS iSGSN statistics. This command

clears the counters that are displayed by the show gprs isgsn statistics command.

Examples The following example clears the current GPRS iSGSN statistics:

router# clear gprs isgsn statistics
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clear I2relay statistics W

clear [2relay statistics

To clear the Layer 2 Relay (12relay) statistics for the SGSN, use the clear 12relay statistics privileged
EXEC command (SGSN D-node only).

clear 12relay statistics

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification

12.1(1)GA This command was introduced.

12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the clear 12relay statistics command to clear the current 12relay statistics.
Examples The following example clears the 12relay statistics:

router# clear l2relay statistics

Related Commands =~ Command Description

clear 12relay Clears the Layer 2 Relay topology map for the SGSN.
topology-map
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W clear 12relay topology-map

clear 12relay topology-map

To clear the Layer 2 Relay topology map for the SGSN, use the clear 12relay topology-map privileged
EXEC command (SGSN D-node only).

clear 12relay topology-map

Syntax Description  This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.

Usage Guidelines The SGSN module maintains a 12relay topology map that the router uses to keep a list of the unit IDs
(UIDs) of the SGSN-datacom (SGSN-D) and SGSN-telecom (SGSN-T) units with which it can
communicate. UIDs are added to the topology map when the router receives self-ID packets from
SGSN-D and SGSN-T units on the network.

For debugging purposes, it may be useful to clear the Layer 2 Relay topology map. Using the clear
12relay topology-map command clears all of the data structures in the list of SGSN units so that the list
can be rebuilt.

Normally you will not need to use this command. If problems with the SGSN are encountered, Cisco
technical support personnel may request that you clear the Layer 2 Relay topology map.

Examples The following example clears the 12relay topology map for the SGSN:

router# clear l2relay topology-map

Related Commands = Command Description

clear 12relay statistics Clears the 12relay statistics for the SGSN (SGSN D-node only).
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I2relay echo-interval

To specify the interval at which the SGSN sends 12relay keepalive messages, use the 12relay
echo-interval global configuration command. To restore the default value for the echo interval (10
seconds) use the no form of the command (SGSN D-node only).

12relay echo-interval seconds

no 12relay echo-interval

Syntax Description  seconds The length of the echo interval, in seconds. Specify a value between 1 and
360 seconds. The default is 10 seconds.

Defaults 10 seconds
Command Modes Global configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Usage Guidelines Use the 12relay echo-interval command to specify the interval at which the SGSN sends Layer 2 Relay
keepalive messages.

The SGSN module uses the proprietary 12relay protocol in conjunction with the intra-Serving GPRS
Support Node (iISGSN) protocol for communication between the SGSN-datacom (SGSN-D) and
SGSN-telecom (SGSN-T) units that comprise the SGSN. Each SGSN-D or SGSN-T unit periodically
sends out keepalive messages (echo requests) to the other SGSN units to inform them that it is
functioning. You can fine-tune the performance of the nodes that comprise the SGSN by adjusting the
echo interval value.

To restore the default value for the echo interval (10 seconds) use the no form of the command.

Examples The following example shows an interval of 15 seconds between Layer 2 Relay keepalive messages:

l12relay echo-interval 15
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I2relay flow-control

To specify quench threshold and resume threshold percentages that determine when the 12relay protocol
begins and ends flow control processing, use the 12relay flow-control global configuration command.
To restore the default values for flow control processing, use the no form of the command (SGSN D-node
only).

12relay flow-control {enable | quench-threshold | resume-threshold}

no 12relay flow-control

Syntax Description enable Enables flow control.

quench-threshold  The percentage of congestion that triggers flow control processing.

resume-threshold ~ The percentage of congestion that triggers resumption of normal processing.

Defaults The default value for the quench-threshold argument is 80.

The default value for the resume-threshold argument is 20.

Command Modes Global configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0S Release 12.1(3)T.
Usage Guidelines If you have enabled Layer 2 Relay flow-control processing using the 12relay flow-control enable

command, you can use the 12relay flow-control command to specify congestion percentages that trigger
flow control processing or resumption of normal Layer 2 Relay processing.

The quench-threshold argument specifies the congestion percentage that must be reached before
flow-control processing begins. For example, if you specify 60 for the quench-threshold argument, then
the SGSN initiates flow control when Layer 2 Relay processing becomes 60% congested.

The resume-threshold argument specifies the congestion percentage that must be reached before normal
Layer 2 Relay processing is resumed. For example, if you specify 40 for the resume-threshold argument,

then the SGSN resumes normal Layer 2 Relay processing when the congestion percentage decreases
to 40%.

Examples In the following example, 60 is specified for the quench-threshold argument:

12relay flow-control quench-threshold 60
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I2relay pilot-uid

To specify the unit ID of an SGSN-T node to which packets with unknown destination information are
transmitted, use the 12relay pilot-uid global configuration command. To delete the pilot UID, use the no
form of the command (SGSN D-node only).

12relay pilot-uid uid

no 12relay pilot-uid

Syntax Description

Defaults

Command Modes

uid Number between 1 and 32 that specifies unit ID for the pilot unit. The default
is OxFF.

OxFF (invalid UID)

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.

Each router that is running an SGSN module is assigned a unit ID as part of SGSN configuration. In the
event that a packet comes in for an unknown SGSN, the receiving SGSN sends the packet to a unit
designated as the “pilot” SGSN-T unit. Use the 12relay pilot-uid command to specify the SGSN-T unit
to which packets with unknown destination information are transmitted.

l2relay uid 5
l2relay pilot-uid 3
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I2relay use-interface

To specify the physical interfaces used by the 12relay protocol running on the SGSN, use the 12relay
use-interface global configuration command (SGSN D-node only).

12relay use-interface interface_1 [interface_2]

Syntax Description interface_1 Interface that is used by the Layer 2 Relay protocol.
interface_2 A secondary interface that can be used by the Layer 2 Relay protocol.
Defaults No default behavior or values.
Command Modes Global configuration
Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco I0OS Release 12.1(3)T.
Usage Guidelines Use the 12relay use-interface command to specify one or more interfaces that the Layer 2 Relay protocol

uses to communicate with the SGSN-T and SGSN-D units that comprise the SGSN.

Examples The following example shows the configuration for a Fast Ethernet interface (FastEthernet3/0) and the
12relay use-interface command that specifies use of that interface.

interface FastEthernet3/0

ip address 5.0.0.55 255.0.0.0
no ip directed-broadcast

no ip mroute-cache

no keepalive

|

l2relay use-interface FastEthernet3/0
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show gprs isgsn statistics

To display statistics that show the status of the intra-Serving GPRS Support Node running on the router,
use the show gprs isgsn statistics privileged EXEC command (SGSN D-node only).

show gprs isgsn statistics

Syntax Description  This command has no keywords or arguments.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(2)GB The Local Rejected PDPs field was added to the output display.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines The processing nodes that comprise the SGSN communicate using the proprietary iSGSN Protocol. Each

SGSN component running on a Cisco 7200 series router maintains statistical information about the
status of the service. Use the show gprs isgsn statistics command to display status information about
the iSGSN Protocol.

Examples The following example shows output from the show gprs isgsn statistics command:

router# show gprs isgsn statistics

Input Packets: 16 Bytes: 864
Output Packets: 16 Bytes: 752
Input Drops: 4 Out Drops: 0
Out Errors: 0 Local Rejected PDPs: 0

Table 10 describes the fields shown in the display.

Table 10  show gprs isgsn statistics Field Descriptions

Field Description

Input Packets, Bytes Number of input packets and total bytes.
Output Packets, Bytes Number of output packets and total bytes.
Input Drops Number of dropped input packets.

Out Drops Number of dropped output packets.
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Table 10  show gprs isgsn statistics Field Descriptions (continued)

Field Description

Out Errors Number of output errors.

Local Rejected PDPs Number of GTP create PDP contexts rejected by the D-node
(supports SMG-28 standards level and later).

Related Commands =~ Command Description

show 12relay statistics Displays statistics that show the status of the Layer 2 Relay Protocol
running on the SGSN.
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show I2relay statistics

show 2relay statistics

To display statistics that show the status of the Layer 2 Relay Protocol running on the SGSN, use the
show 12relay statistics privileged EXEC command (SGSN D-node only).

show L2relay statistics

Syntax Description  This command has no keywords or arguments.

Defaults No default behavior or values.

Command Modes Privileged EXEC

Command History Release Modification
12.1(1)GA This command was introduced.
12.1(3)T This command was integrated in Cisco IOS Release 12.1(3)T.
Usage Guidelines Use the show 12relay statistics command to display statistical and other information about the Layer 2

Relay protocol running on the SGSN, including the following information:
e Layer 2 Relay Protocol configuration and performance
e The topology of the SGSN components
e Data throughput on the SGSN components

Examples The following example shows output from the show 12relay statistics command:

router# show l2relay statistics

12relay uid = 3 unit-type = D

l2relay echo-time = 10 flow control enable = 1
l2relay reset_value = 164 12rly pak drop = 0
l12relay inputQ len = 0 l2relay mgmtQ len = 0
l2relay flow_gquench at 80 % resume at 20 %

l2relay pilot_uid =1

l2relay topology:

FastEthernet3/0
Type UID mac_addressl Tx/Rx mac_address2 Tx/Rx Cngst OQlen
D 3 0050.2a53.0854 1/1 0000.0000.0000 0/0 0 0
T 1 0040.05a2.26cb 1/1 0000.0000.0000 0/0 0 0

l2relay accounting:

Type UID Byte out/Pak out Byte in/Pak in
D 3 16936/542 0/0
T 1 0/0 0/0
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show I2relay statistics

Table 11 describes the fields shown in the first part of the display.

Table 11

show [2relay statistics Field Descriptions

Field

Description

12relay uid

Unit ID of the SGSN component running on the router.

unit-type

Type of SGSN unit running on the router: D indicates an SGSN-D unit; T
indicates an SGSN-T unit.

12relay echo-time

Configured value for the Layer 2 Relay echo interval.

flow control enable

Indicates whether flow control is enabled on the SGSN unit: 0 indicates
flow control is enabled; 1 indicates it is disabled.

12relay reset_value

Number of times that the SGSN D-unit or T-unit has been reset.

12rly_pak_drop

Number of packets dropped by the Layer 2 Relay Protocol module.

12relay_inputQ len

Current length of the Layer 2 Relay input queue.

12relay_mgmtQ len

Current length of the Layer 2 Relay management queue.

12relay_flow_quench at

Current Layer 2 Relay quench percentage setting.

resume at

Current Layer 2 Relay resume percentage setting.

12relay pilot_uid

Currently configured Layer 2 Relay pilot unit ID.

The second part of the output from show 12relay statistics shows Layer 2 Relay topology information
about each SGSN unit that is running.

Table 12 describes the fields shown in the 12relay topology section of the display.

Table 12  show I2relay statistics Field Descriptions
Field Description
Cngst UID congestion indicator, with the following values:

¢ (0—No congestion.

e |—Congestion.

Interface name

Name of the interface specified in the 12relay use-interface command. In
the example, the interface is the FastEthernet3/0 interface.

mac_address1

MAC address of the first interface configured with the 12relay use-interface
command.

mac_address2

MAC address of the second interface configured with the 12relay
use-interface command (if one is configured).

OQlen

Current length of the output queue.

Tx/Rx (first field)

Number of packets transmitted and received over this interface.

Tx/Rx (second field)

Path status indicator for the transmit (Tx) and receive (Rx) path, with the
following values:

¢ (O—Problem condition detected on the path.

e ]—Path is functional.
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show I2relay statistics

Table 12  show I2relay statistics Field Descriptions (continued)

Field

Description

Type

Type of SGSN unit, with the following values:
e D—SGSN datacom (SGSN-D) unit
e T—SGSN telecom (SGSN-T) unit

UID

Unit identifier.

The last part of the output from the show 12relay statistics command shows Layer 2 Relay accounting
information for each SGSN unit.

Table 13 describes the fields shown in the 12relay accounting section of the display.

Table 13  show I2relay statistics Field Descriptions

Field

Description

Byte_in/Pak_in

Number of bytes/packets received by this unit.

Byte_out/Pak_out

Number of bytes/packets transmitted by this unit.

Type

Type of SGSN unit, with the following values:
e D—SGSN datacom (SGSN-D) unit
e T—SGSN telecom (SGSN-T) unit

UID

Unit identifier.
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