Cisco 10S Security Configuration Guide, Release 12.3

The Cisco |OS Security Configuration Guide, Release 12.3 (known as a “virtual configuration guide”) consists
of the Cisco 10S Release 12.2 configuration guide and new-feature documentation for Cisco 10S
Releases 12.2 T and 12.3(1).

12.3 Virtual 12.2 122T 12.3(1)
Configuration Configuration New-Feature New-Feature

Guide Guide Documentation Documentation

In some cases, information contained in the new-feature documentation for Cisco 10S Release 12.3(1) and early-
deployment Cisco 10S releases numbered 12.2 T augments or supersedes content in the Cisco |OS Release 12.2
configuration guides. New-feature documentation in later 12.2 T releases may replace new-feature
documentation in earlier 12.2 T releases.

The following outline includes links to Cisco |OS Release 12.2 chapters and Cisco 10S Release 12.2 T new-
feature documentation. Use these documents to configure your Cisco 10S Release 12.3 features.

Overview

« Chapter: About Cisco |0S Software Documentation for Release 12.3 (12.3 document)
» Chapter: Using Cisco 10S Software for Release 12.3 (12.3 document)
» Chapter: Security Overview (12.2 document; also pertainsto 12.3*)

Part 1. Authentication, Authorization, and Accounting (AAA)

» Chapter: AAA Overview (12.2 document; also pertainsto 12.3*)

« Chapter: Configuring Authentication (12.2 document; also pertainsto 12.3*)
— New Feature: MS CHAP V2 (12.2(13)T document)
— New Feature: RADIUS EAP Support (12.2(13)T document)
— New Feature: RADIUS Packet of Disconnect (12.2(8) T document

» Chapter: Configuring Authorization (12.2 document; also pertains to 12.3*)
— New Feature: PKI Integration with AAA Server (12.3(1) document)

» Chapter: Configuring Accounting (12.2 document; also pertainsto 12.3*)

Part 2: Security Server Protocols

- Chapter: Configuring RADIUS (12.2 document; also pertains to 12.3*)
— New Feature: ACL Default Direction (12.2(4)T document)


http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/preface/gabout.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/preface/gusing.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/scfoverv.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsaaa/scfaaa.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsaaa/scfathen.htm 
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftmschap.html
/en/US/docs/ios/12_2/12_2x/12_2xb/feature/guide/fteaprad.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ft_pod1.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsaaa/scfathor.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/g_pkii.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsaaa/scfacct.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfrad.htm 
/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftacldir.html

New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:

Enable Multilink PPP via RADIUS for Preauthentication User (12.2(11) T document)
Enhanced Test Command (12.2(4) T document)

Offload Server Accounting Enhancement (12.2(4)T document)

Per VRF AAA (12.2(13)T document)

RADIUS Attribute Screening (12.2(4)T document)

RADIUS Centralized Filter Management (12.2(13) T document)

RADIUS Debug Enhancements (12.2(11) T document)

RADIUS Logical Line D (12.2(13)T document)

RADIUS Route Download (12.2(8) T document)

RADIUS Support of 56-Bit Acct Session-Id (12.2(15)T document)

RADIUS Tunnel Preference for Load Balancing and Fail-Over (12.2(11)T document)
Subscriber Service Switch (12.2(13)T document)

RADIUS Server Reorder on Failure (12.3(1) document)

« Chapter: Configuring TACACS+ (12.2 document; also pertains to 12.3*)
« Chapter: Configuring Kerberos (12.2 document; also pertains to 12.3*)

Part 3: Traffic Filtering and Firewalls

» Chapter: Access Control Lists: Overview and Guidelines (12.2 document; also pertains to 12.3*)

« Chapter: Cisco |OS Firewall Overview (12.2 document; also pertainsto 12.3*)

» Chapter: Configuring Lock-and-Key Security (Dynamic Access Lists) (12.2 document; also pertains to
12.3*%)

» Chapter: Configuring IP Session Filtering (Reflexive Access Lists) (12.2 document; also pertains to 12.3*)

- Chapter: Configuring TCP Intercept (Preventing Denial-of-Service Attacks) (12.2 document; also pertains
to 12.3*)

- Chapter: Configuring Context-Based Access Control (12.2 document; also pertains to 12.3*)

New Feature
New Feature
New Feature
New Feature
New Feature
New Feature

. Cisco 10S Firewall Performance Improvements (12.2(8) T document)

. Firewall N2H2 Support (12.2(15)T document)

. Firewall Stateful Inspection of ICMP (12.2(15)T document)

. Firewall Support for SIP (12.2(15)T document)

. Firewall Websense URL Filtering (12.2(15)T document)

. Firewall Support of Skinny Client Control Protocol (SCCP) (12.3(1) document)

» Chapter: Configuring Cisco 10S Firewall Intrusion Detection System (12.2 document; also pertainsto 12.3*)

— New Feature: Firewall Intrusion Detection System Signature Enhancements (12.2(15)T document)

« Chapter: Configuring Authentication Proxy (12.2 document; also pertainsto 12.3*)
— New Feature: Firewall Support of HTTPS Authentication Proxy (12.2(15)T document)
— New Feature: Firewall Authentication Proxy for FTP and Telnet Sessions (12.3(1) document)

» Chapter: Configuring Port to Application Mapping (12.2 document; also pertains to 12.3*)


/en/US/docs/ios/12_2t/12_2t11/feature/guide/ftppprad.html
/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftaaacmd.html
/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftoffact.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftvrfaaa.html
/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftras.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_ftrmn.html
/en/US/docs/ios/12_2t/12_2t11/feature/guide/ftdebug.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftlineid.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftradrou.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftradaid.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t11/ftradtun.htm 
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_sss.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/gt_rsrof.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scftplus.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfacls.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scffirwl.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scflock.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfreflx.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfdenl.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfcbac.htm 
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftfirewl.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_n2h2.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftfwicmp.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_fwsip.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftwebsen.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/ftskinny.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfids.htm 
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_fwIDS.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfauthp.htm 
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftfwhttp.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/ftp_tel.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfpam.htm 

Part 4. IP Security and Encryption

« Chapter: IP Security and Encryption Overview (12.2 document; also pertains to 12.3*)
« Chapter: Configuring IPSec Network Security (12.2 document; also pertains to 12.3*)

New Feature

New Feature:
AIM-VPN/H

New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:

. Ability to Disable Extended Authentication for Static |PSec Peers (12.2(4) T document)

: DES/3DES/AES VPN Encryption and Compression Module (AIM-VPN/EPII &
PI1) (12.2(13)T document)

DF Bit Override Functionality with IPSec Tunnels (12.2(2) T document)
Distinguished Name Based Crypto Maps (12.2(4) T document)

Dynamic Multipoint VPN (DMVPN) (12.2(13)T document)

IPSec NAT Transparency (12.2(13)T document)

IPSec Passive Mode (12.2(13) T document)

IPSec Security Association Idle Timers (12.2(15)T document)
IPSec—SNMP Support (12.2(4)T document)

IPSec VPN Accounting (12.2(15)T document)

IPSec VPN High Availability Enhancements (12.2(11) T document)
L2TP Security (12.2(4)T document)

Low Latency Queuing (LLQ) for IPSec Encryption Engines (12.2(13)T document)
Pre-Fragmentation for IPSec VPNs (12.2(13) T document)

Software IPPCP (LZS) with Hardware Encryption (12.2(13) T document)
VPN Acceleration Module (12.2(13) T document)

VRF-Aware IPSec (12.2(15) T document)

» Chapter: Configuring Certification Authority Interoperability (12.2 document; also pertains to 12.3*)

New Feature
New Feature
New Feature
New Feature
New Feature

New Feature
document)

New Feature

. Certificate Autoenrollment (12.2(8) T document)

. Certificate Enrollment Enhancements (12.2(8) T document)

. Certificate Security Attribute-Based Access Control (12.2(15)T document)

. Exporting and Importing RSA Keys (12.2(15)T document)

: Manual Certificate Enrollment (TFTP and Cut-and-Paste) (12.2(13)T document)

. Source Interface Selection for Outgoing Traffic with Certificate Authority (12.2(15)T

. Trustpoint CLI (12.2(8)T document)

- Chapter: Configuring Internet Key Exchange Security Protocol (12.2 document; also pertains to 12.3*)

New Feature
New Feature
New Feature
New Feature
New Feature
New Feature

. Advanced Encryption Standard (AES) (12.2(13)T document)

. Cisco Easy VPN Remote—Phase 1 (12.2(13)T document)

. Cisco Easy VPN Remote Enhancements (12.2(15)T document)
. Easy VPN Server (12.2(8) T document)

. IKE: Initiate Aggressive Mode (12.2(8) T document)

. Multiple RSA Key Pair Support (12.2(8) T document)


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fipsenc/scfencov.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fipsenc/scfipsec.htm 
/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftnxauth.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ftaimvpn.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ftaimvpn.htm 
/en/US/docs/ios/12_2t/12_2t2/feature/guide/ftdfipsc.html
/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftdnacl.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftgreips.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftipsnat.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftpasips.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftsaidle.html
/en/US/docs/ios/12_1/12_1e4/feature/guide/dtipmib.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_evpna.html
/en/US/docs/ios/12_1/12_1e9/feature/guide/ft_ipsha.html
/en/US/docs/ios/12_2t/12_2t4/feature/guide/trash/ftl2tsec.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_llq.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftprefrg.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_lzsft.html
/en/US/docs/ios/12_2/12_2y/12_2ye9/feature/guide/12ye_vam.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ft_vrfip.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fipsenc/scfinter.htm 
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftautoen.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftenrol2.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftcrtacl.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_key.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftmancrt.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_asish.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/fttrust.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fipsenc/scfike.htm 
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_aes.html
/en/US/docs/ios/12_2/12_2y/12_2ya4/feature/guide/ftezvpcm.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftezvpnr.htm 
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftunity.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ft_ikeag.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftmltkey.html

Part 5: Other Security Features

» Chapter: Configuring Passwords and Privileges (12.2 document; also pertainsto 12.3*)
— New Feature: Enhanced Password Security (12.2(8) T document)
— New Feature: Privilege Command Enhancement (12.2(13)T document)

» Chapter: Neighbor Router Authentication: Overview and Guidelines (12.2 document; also pertainsto 12.3*)

» Chapter: Configuring IP Security Options (12.2 document; also pertains to 12.3*)

» Chapter: Configuring Unicast Reverse Path Forwarding (12.2 document; also pertainsto 12.3*)

» Chapter: Configuring Secure Shell (12.2 document; also pertains to 12.3*)
— New Feature: Secure Copy (12.2(2)T document)
— New Feature: SSH Terminal-Line Access (12.2(2) T document)

» Chapter: Configuring Autosecure (12.3 virtual chapter)
— New Feature: Autosecure (12.3(1) document)

Part 6: Appendixes

e Chapter: RADIUS Attributes (12.2 document; also pertains to 12.3*)

New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:
New Feature:

Connect-Info RADIUS Attribute 77 (12.2(11) T document)

Encrypted Vendor-Specific Attributes (12.2(8) T document)

Per-User QoS via AAA Policy Name (12.2(15)T document)

RADIUS Attribute 8 (Framed-1P-Address) in Access Requests (12.2(11) T document)
RADIUS Attribute 82: Tunnel Assignment ID (12.2(4)T document)

RADIUS Progress Codes (12.2(11)T document)

RADIUS Timeout Set During Pre-Authentication (12.2(15)T document)

RADIUS Tunnel Attribute Extensions (12.2(13)T document)

New Feature: V.92 Reporting Using RADIUS Attribute v.92-info (12.3(1) document)
» Chapter: TACACS+ Attribute-Value Pairs (12.2 document; also pertains to 12.3*)

New-Features List and Feature Guide Book-Level PDF for Cisco 10S
Security, Release 12.3

Click the above link to access an al phabetically ordered new-features list and a feature guide book-level PDF for
the Security technology area.

Book Index to the Cisco 10S Security Configuration Guide,
Release 12.2

Click the above link to display the index of the Cisco |0S Security Configuration Guide, Release 12.2. Thisindex
does not include the new-feature documentation for the releases numbered 12.2 T.


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfpass.htm 
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ft_md5.html
/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftprienh.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfroutr.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfipso.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfrpf.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm 
/en/US/docs/ios/12_2t/12_2t2/feature/guide/ftscp.html
/en/US/docs/ios/12_2t/12_2t2/feature/guide/ftrevssh.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/ftatosec.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fappendx/fradattr/index.htm
/en/US/docs/ios/12_2t/12_2t11/feature/guide/ftattr77.html
/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftencvsa.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ft_puq.html
/en/US/docs/ios/12_2t/12_2t11/feature/guide/radattr8.html
/en/US/docs/ios/12_2t/12_2t4/feature/guide/trash/ftrada82.html
/en/US/docs/ios/12_2t/12_2t11/feature/guide/ftatr196.html
/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftattr27.html
/en/US/docs/ios/12_1t/12_1t5/feature/guide/dtattr90.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123_1/gt_v92.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fappendx/scftacat.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123tech/sc_ftlst.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/scfindx.htm 

Book-Level PDF for Cisco 10S Security Configuration Guide, Release
12.2

Click the above link to download the book-level PDF of the Cisco |OS Security Configuration Guide,
Release 12.2. This book-level PDF does not include the new-feature documentation for the releases numbered

12.2T.

*Cisco 10S Release 12.2 documents are still current for Cisco 10S Release 12.3 where not superseded by
Cisco |0OS Release 12.2 T and 12.3(1) new-feature documentation.


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/scfbook.pdf
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