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Introduction
Cisco PDSN is an IOS software feature that enables a Cisco 7206VXR router, or a Multi-Processor WAN 
Application Module (MWAM) on a Catalyst 6500 Switch or 7600 Internet router, or the Cisco NPE-G1 
router to function as a gateway between the wireless Radio Access Network (RAN) and the Internet. 
With Cisco PDSN enabled on a router, a stationary or roaming mobile user can access the Internet, a 
corporate network intranet, or Wireless Application Protocol (WAP) services. Cisco PDSN supports both 
Simple IP operation and Mobile IP operation.

System Requirements
This section describes the system requirements for Cisco IOS Release 12.3(14)YX11:

• Memory Requirements, page 2

• Hardware Supported, page 3

• Software Compatibility, page 3

• Determining the Software Version, page 3

• Upgrading to a New Software Release, page 5

• MIBs, page 12

Memory Requirements
Table 1 shows the memory requirements for the PDSN Software Feature Set that supports the 
Cisco 7206VXR router, the MWAM card on the Cisco 6500 Catalyst Switch platform and 7600 Internet 
router platform, and the Cisco NPE-G1 router. The table also lists the memory requirements for the IP 
Standard Feature Set (for the Home Agent [HA]).

Table 1 Memory Requirements for the Cisco 7206VXR Router and MWAM on the 6500 Catalyst Switch and 7600 

Router

Platform
Software
Feature Set Image Name

Flash
Memory
Required

DRAM
Memory
Required

Runs
From

Cisco 7206VXR 
Router

PDSN Software Feature 
Set

c7200-c6is-mz.123-14.YX11 
c7200-c6ik9s-mz.123-14.YX11

20 MB 512 MB RAM

Cisco 6500 
Catalyst Switch

PDSN Software Feature 
Set

c6svc5fmwam-c6is-mz 

(This is a bundled image)

40MB 512MB RAM
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Hardware Supported
Cisco IOS Release 12.3(14)YX11 is optimized for the Cisco PDSN feature on the Cisco 7206VXR 
router, the MWAM card on the Cisco 6500 Catalyst Switch platform and 7600 Internet router platform, 
and the Cisco NPE-G1 router.

A Hardware-Software Compatibility Matrix is available on CCO for users with CCO login accounts. 
This matrix allows users to search for supported hardware components by entering a Cisco platform and 
IOS Release. The Hardware-Software Compatibility Matrix tool is available at the following URL:

http://www.cisco.com/cgi-bin/front.x/Support/HWSWmatrix/hwswmatrix.cgi

Software Compatibility
Cisco IOS Release 12.3(14)YX11 is a special release that is developed on Cisco IOS Release 12.3. 

Cisco IOS Release 12.3(14)YX11 supports the same features that are in Cisco IOS Release 12.3, with 
the addition of the Cisco PDSN feature.

Determining the Software Version
To determine the version of Cisco IOS software running on your router, log in to the router and enter the 
show version EXEC command:

Router#show version
Router#sh ver
Cisco IOS Software, MWAM Software (MWAM-C6IS-M), Version 12.3(14)YX, RELEASE SOFTWARE 
(fc1) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2005 by Cisco 
Systems, Inc.
Compiled Mon 25-Jul-05 15:24 by ssearch

ROM: System Bootstrap, Version 12.2(11)YS2 RELEASE SOFTWARE 

Router uptime is 2 hours, 9 minutes System returned to ROM by reload at 07:35:31 UTC Wed 
Jul 6 2005 System restarted at 02:31:05 UTC Tue Jul 26 2005 System image file is 
"svcmwam-c6is-mz"

Cisco MWAM (MWAM) processor with 473088K/32768K bytes of memory.
SB-1 CPU at 700MHz, Implementation 1025, Rev 0.2

Last reset from power-on
1 Gigabit Ethernet interface
511K bytes of non-volatile configuration memory.

Cisco 7600 
Internet Router

PDSN Software Feature 
Set

c6svc5fmwam-c6is-mz 

(This is a bundled image)

40MB 512MB RAM

Cisco NPE-G1 
Router

PDSN Software Feature 
Set

c7200-c6is-mz.123-14.YX11 
c7200-c6ik9s-mz.123-14.YX11

40MB 512MB RAM

Table 1 Memory Requirements for the Cisco 7206VXR Router and MWAM on the 6500 Catalyst Switch and 7600 

Router

Platform
Software
Feature Set Image Name

Flash
Memory
Required

DRAM
Memory
Required

Runs
From
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Configuration register is 0x4

Router#
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Upgrading to a New Software Release
The following sections contain details on how to upgrade your Cisco Mobile Wireless Home Agent:

• Upgrading PDSN Image from YF-based Image to 12.3(14)YX Image

• Upgrading the Supervisor Image

• Upgrading the PDSN Image on MWAM

• Upgrading the Member PDSN on MWAM

• Changing Configuration on the PDSN in a Live Network

Upgrading PDSN Image from YF-based Image to 12.3(14)YX Image

If you are upgrading the PDSN from a YF-based image to a 12.3(14)YX image, you first need to upgrade 
the SUP image from a SXB-based image to the recommended SXE-based image.

Note We recommend that you upgrade to the Cisco IOS Supervisor Engine 720, Release 12.2(18)SXE3.

For more information on the 12.2(18)SXE3 Supervisor image, please refer to the following URL: 
http://www.cisco.com/en/US/products/hw/switches/ps708/prod_release_note09186a00801c8339.html

After you upgrade the SUP image, you can then upgrade the PDSN image.

Upgrading the Supervisor Image

To upgrade the Supervisor image, perform the following procedure:

Step 1 Copy the SUP image to the disks (disk0: / slavedisk0:).

Step 2 Add the following command to the running config boot system disk0: SUP image name. Here is an 
example:

boot system disk0:s72033-advipservicesk9_wan-mz.122-18.SXE3.bin

Note This step may require you to unconfigure previously configured instances of this CLI in order 
to enable the image to properly reload.

Step 3 Perform a “write memory” so that running configuration is saved on both active and standby SUP.

Step 4 Issue reload command on the active SUP.

Both active and standby SUP will reload simultaneously and come up with the SXE3-based image.

Note Issuing the reload command on the active SUP will cause both the active and standby 
Supervisors to reload simultaneously, thus causing some downtime during the upgrade process.
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Upgrading the PDSN Image on MWAM

To upgrade an image on the Cisco MWAM, you will need a compact flash card that has the MP partition 
from the current image or later, and a recent supervisor image. To locate the images, please go to the 
Software Center at Cisco.com (http://www.cisco.com/public/sw-center/)

Upgrading the Controller PDSN on MWAM:

To upgrade to an IOS 12.3(14)YX image on the PDSN controller, perform the following procedure:

Step 1 Bring down the Standby PDSN Controller Loaded with YF based image, by issuing the hw-module 
module slot # reset cf:1 command on Supervisor. The active PDSN Controller will continue to service 
the incoming requests.

Log onto the supervisor and boot the MP partition on the PC.

SUP-PDSN#hw-module module 8 reset cf:1                                         
Device BOOT variable for reset = <cf:1>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]
% reset issued for module 8
SUP-HA#
SUP-HA#
Nov 10 18:01:29.624: %SNMP-5-MODULETRAP: Module 8 [Down] Trap
Nov 10 18:01:29.624: SP: The PC in slot 8 is shutting down. Please wait ...
Nov 10 18:01:55.252: SP: PC shutdown completed for module 8
Nov 10 18:01:55.256: %C6KPWR-SP-4-DISABLED: power to module in slot 8 set off (Reset)
Nov 10 18:04:00.195: SP: OS_BOOT_STATUS(8) MP OS Boot Status: finished booting
Nov 10 18:04:42.299: %SNMP-5-MODULETRAP: Module 8 [Up] Trap
Nov 10 18:04:42.271: %DIAG-SP-6-BYPASS: Module 8: Diagnostics is passed
Nov 10 18:04:43.143: %OIR-SP-6-INSCARD: Card inserted in slot 8, interfaces are now online
SUP-PDSN#

Step 2 Once the module is online, copy the 12.3(14)YX image to pclc# slot file system by issuing the following 
command:

copy tftp: tftp file location pclc# linecard #-fs:

The upgrade file uses a special format that makes this process slow. The following example illustrates 
the upgrade process output:

SUP-PDSN#$/10.77.155.10/pdsn/images/c6svc5fmwam-h1is-mz.R30_11092005  pclc#8-fs:
Destination filename [c6svc5fmwam-h1is-mz.R30_11092005]? 
Accessing tftp://10.77.155.10/pdsn/images/c6svc5fmwam-h1is-mz.R30_11092005...
Loading pdsn/images/c6svc5fmwam-h1is-mz.R30_11092005 from 10.77.155.10 (via Vlan10): 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!
[OK - 24168088 bytes]
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24168088 bytes copied in 192.376 secs (125629 bytes/sec)
SUP-PDSN#
Nov 10 18:09:03.903: %SVCLC-SP-5-STRRECVD: mod 8: <Application upgrade has started>
Nov 10 18:09:03.903: %SVCLC-SP-5-STRRECVD: mod 8: <Do not reset the module till upgrade 
completes!!>
Nov 10 18:09:42.022: %SVCLC-SP-5-STRRECVD: mod 8: <Application upgrade has succeeded>
Nov 10 18:09:42.022: %SVCLC-SP-5-STRRECVD: mod 8: <You can now reset the module>
SUP-PDSN#

Step 3 Now boot the MWAM card back to partition 4, the processor comes back as standby unit, and you have 
an upgraded image on standby PDSN controller.

SUP-PDSN#hw-module module 8 reset cf:4                                
Device BOOT variable for reset = <cf:4>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]
% reset issued for module 8
SUP-PDSN#
Nov 10 18:10:34.831: %SNMP-5-MODULETRAP: Module 8 [Down] Trap
Nov 10 18:10:34.831: SP: The PC in slot 8 is shutting down. Please wait ...
Nov 10 18:10:57.387: SP: PC shutdown completed for module 8
Nov 10 18:10:57.391: %C6KPWR-SP-4-DISABLED: power to module in slot 8 set off (Reset)
Nov 10 18:12:13.370: SP: OS_BOOT_STATUS(8) MWAM
Nov 10 18:14:30.447: %SNMP-5-MODULETRAP: Module 8 [Up] Trap
Nov 10 18:14:30.434: %DIAG-SP-6-BYPASS: Module 8: Diagnostics is passed
Nov 10 18:14:31.293: %OIR-SP-6-INSCARD: Card inserted in slot 8, interfaces are now online

Step 4 Verify that all the bindings serviced by the active PDSN controller running the YF image have been 
synched with the newly brought up standby PDSN controller running the 12.3(14)YX PDSN image. The 
same can be verified by issuing the following show command on Active and Standby PDSN controller.

7600a-cont2# show cdma pdsn cluster controller member load

Secs until   Seq seeks         Member
(past) seek    no reply      IPv4 Addr      State   Load   Sessions
-------------------------------------------------------------------
          2       0         20.20.10.2      ready      0          15
          8       0         20.20.10.1      ready      0          15
-------------------------------------------------------------------
                    Controller IPv4 Addr   20.20.101.105

7600a-cont2# show cdma pdsn cluster controller session count
         30 session records

Step 5 Bring down the active PDSN Controller with the YF-based image. The newly upgraded standby PDSN 
controller (running 12.3(14)YX PDSN image) becomes the active unit.

Step 6 Perform steps 1 through 3 as described above.

Step 7 Verify that all the bindings serviced using the active PDSN controller running the 12.3(14)YX image 
have been synced with the newly enabled standby PDSN controller running the 12.3(14)YX PDSN 
image. The same can be verified by issuing the following show command on active and standby PDSN 
controller.
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7600a-cont1#show cdma pdsn cluster controller member load

Secs until   Seq seeks         Member
(past) seek    no reply      IPv4 Addr      State   Load   Sessions
-------------------------------------------------------------------
          2       0         20.20.10.2      ready      0          15
          8       0         20.20.10.1      ready      0          15
-------------------------------------------------------------------
                    Controller IPv4 Addr   20.20.101.105

7600a-cont1# show cdma pdsn cluster controller session count
         30 session records

Note We recommend that you remove the “HSRP Preemption” configuration between the active and 
standby PDSN Controller before proceeding with the Upgade/Downgrade Procedure.

Note The downgrade process is similar to the upgrade process, where the SUP image should be 
downgraded first, followed by the PDSN image.

Note If config-on-SUP mode (mwam config-mode supervisor) is used on MWAM, the startup 
configuration is written on the SUP. This will assist you in upgrading/downgrading the images 
without losing the PDSN configuration between the YF and 12.3(14)YX images.

Upgrading the Member PDSN on MWAM

To upgrade to the 12.3(14)YX image on the PDSN, perform the following procedure:

Step 1 In PDSN cluster environment you can segregate a member PDSN out of the cluster by configuring the 
following command on the member PDSN, so that no new request from mobile node are entertained by 
this member:

7600a-pdsn1(config)# cdma pdsn cluster member prohibit administratively

The calls, which are already connected to the member, will be alive until the mobile node disconnects 
the call. Alternatively, the calls can be forcibly cleared on the prohibited member using the following 
command:

7600a-pdsn1(config)# clear cdma pdsn session all

Step 2 Now bring down the PDSN Loaded with YF based image, by issuing the hw-module module slot # reset 
cf:1 command on Supervisor. 

Log onto the supervisor and boot the MP partition on the PC.

SUP-PDSN# hw-module module 8 reset cf:1                                         
Device BOOT variable for reset = <cf:1>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]
% reset issued for module 8
SUP-HA#
8
Release Notes for the Cisco PDSN Feature in Cisco IOS Release 12.3(14)YX11



 

System Requirements
SUP-HA#
Nov 10 18:01:29.624: %SNMP-5-MODULETRAP: Module 8 [Down] Trap
Nov 10 18:01:29.624: SP: The PC in slot 8 is shutting down. Please wait ...
Nov 10 18:01:55.252: SP: PC shutdown completed for module 8
Nov 10 18:01:55.256: %C6KPWR-SP-4-DISABLED: power to module in slot 8 set off (Reset)
Nov 10 18:04:00.195: SP: OS_BOOT_STATUS(8) MP OS Boot Status: finished booting
Nov 10 18:04:42.299: %SNMP-5-MODULETRAP: Module 8 [Up] Trap
Nov 10 18:04:42.271: %DIAG-SP-6-BYPASS: Module 8: Diagnostics is passed
Nov 10 18:04:43.143: %OIR-SP-6-INSCARD: Card inserted in slot 8, interfaces are now online
SUP-PDSN#

Step 3 Once the module is online, copy the 12.3(14)YX image to pclc# slot file system by issuing the following 
command:

copy tftp: tftp file location pclc# linecard #-fs:

The upgrade file uses a special format that makes this process slow. The following example illustrates 
the upgrade process output:

SUP-PDSN#$/10.77.155.10/pdsn/images/c6svc5fmwam-h1is-mz.R30_11092005  pclc#8-fs:
Destination filename [c6svc5fmwam-h1is-mz.R30_11092005]? 
Accessing tftp://10.77.155.10/pdsn/images/c6svc5fmwam-h1is-mz.R30_11092005...
Loading pdsn/images/c6svc5fmwam-h1is-mz.R30_11092005 from 10.77.155.10 (via Vlan10): 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!
[OK - 24168088 bytes]

24168088 bytes copied in 192.376 secs (125629 bytes/sec)
SUP-PDSN#
Nov 10 18:09:03.903: %SVCLC-SP-5-STRRECVD: mod 8: <Application upgrade has started>
Nov 10 18:09:03.903: %SVCLC-SP-5-STRRECVD: mod 8: <Do not reset the module till upgrade 
completes!!>
Nov 10 18:09:42.022: %SVCLC-SP-5-STRRECVD: mod 8: <Application upgrade has succeeded>
Nov 10 18:09:42.022: %SVCLC-SP-5-STRRECVD: mod 8: <You can now reset the module>
SUP-PDSN#

Step 4 Now boot the MWAM card back to partition 4, the processor comes back online, and you have an 
upgraded image on PDSN.

SUP-PDSN#hw-module module 8 reset cf:4                                
Device BOOT variable for reset = <cf:4>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]
% reset issued for module 8
SUP-PDSN#
Nov 10 18:10:34.831: %SNMP-5-MODULETRAP: Module 8 [Down] Trap
Nov 10 18:10:34.831: SP: The PC in slot 8 is shutting down. Please wait ...
Nov 10 18:10:57.387: SP: PC shutdown completed for module 8
Nov 10 18:10:57.391: %C6KPWR-SP-4-DISABLED: power to module in slot 8 set off (Reset)
Nov 10 18:12:13.370: SP: OS_BOOT_STATUS(8) MWAM
Nov 10 18:14:30.447: %SNMP-5-MODULETRAP: Module 8 [Up] Trap
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Nov 10 18:14:30.434: %DIAG-SP-6-BYPASS: Module 8: Diagnostics is passed
Nov 10 18:14:31.293: %OIR-SP-6-INSCARD: Card inserted in slot 8, interfaces are now online

Step 5 Join the member PDSN with the cluster environment by configuring the following command on the 
member PDSN, so that the controller can direct new incoming request to this member PDSN as well. 

7600a-pdsn1(config)# no cdma pdsn cluster member prohibit administratively

Note The downgrade process is similar to the upgrade process, where the SUP image should be 
downgraded first followed by the PDSN image. Additionally, ensure all session redundancy 
specific configuration on PDSN was removed before downgrading to the YF-based image.

Note If config-on-SUP mode (mwam config-mode supervisor) is used on MWAM, the startup 
configuration is written on SUP. This will assist you in upgrading/downgrading the images 
without losing the PDSN configuration between YF and 12.3(14)YX images.

Changing Configuration on the PDSN in a Live Network

If you need to change the working configuration on a PDSN in a live network environment, perform the 
following procedure:

Step 1 Bring the standby PDSN out of service. An example would be to unconfigure the cdma pdsn 
redundancy command on the standby PDSN. This isolates the standby PDSN from the session 
redundancy setup.

7600a-Stdy(config)# no cdma pdsn redundancy

Step 2 Perform a “write memory” so that running configuration is saved.

Step 3 Now make the necessary configuration changes on the standby PDSN, and save the configuration.

Step 4 Re-configure the cdma pdsn redundancy command, and save the configuration.

Step 5 Issue the reload command to bring the standby PDSN back into the session redundancy setup with the 
changed configuration. Verify the processor comes back in the SR setup using the following show 
commands:

7600a-Stdy#show standby brief
                     P indicates configured to preempt.
                     |
Interface   Grp Prio P State    Active          Standby         Virtual IP     
Gi0/0.101   300 110    Standby  20.20.101.10    local           20.20.101.101 

7600a-Stdy# show cdma pdsn redundancy 
CDMA PDSN Redundancy is enabled

CDMA PDSN Session Redundancy system status
  PDSN state = STANDBY HOT
  PDSN-peer state = ACTIVE

CDMA PDSN Session Redundancy Statistics
  Last clearing of cumulative counters never
                      Total              Current
                Synced from active      Connected
  Sessions                15                   15
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  SIP Flows               15                   15
  MIP Flows               0                    0
PMIP Flows               0                    0

7600a-Stdy#show redundancy inter-device 
Redundancy inter-device state: RF_INTERDEV_STATE_STDBY
  Scheme: Standby
      Groupname: pdsn-rp-sr1 Group State: Standby
  Peer present: RF_INTERDEV_PEER_COMM
  Security: Not configured

7600a-Stdy#show redundancy states
my state = 8  -STANDBY HOT 
     peer state = 13 -ACTIVE 
           Mode = Duplex
        Unit ID = 0

     Split Mode = Disabled
   Manual Swact = Enabled
 Communications = Up

   client count = 9
 client_notification_TMR = 30000 milliseconds
           RF debug mask = 0x0   

7600a-Stdy#

Step 6 Now make the standby PDSN to takeover as active by reloading the current active PDSN. 

Note Some outage might occur while performing this step concerning existing calls on the active 
PDSN (which is being taken out of service), when synched with newly active unit because of 
change in configuration.

Step 7 Perform Step 1 to Step 5 on current standby PDSN.

Note Configurations on the active and standby should be the same for PDSN SR to work properly.

Note We recommend that you disable the “HSRP preemption” configuration on the active and standby 
PDSN before proceeding with the configuration changes.

For information on upgrading to a new software release, see the product bulletin Cisco IOS Software 
Upgrade Ordering Instructions located at:

http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/957_pp.htm
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MIBs
Old Cisco Management Information Bases (MIBs) will be replaced in a future release. Currently, 
OLD-CISCO-* MIBs are being converted into more scalable MIBs—without affecting existing 
Cisco IOS products or NMS applications. You can update from deprecated MIBs to the replacement 
MIBs as shown in Table 2.

Cisco IOS Feature Sets 
The Cisco IOS software is packaged in feature sets consisting of software images—depending on the 
platform. Each feature set contains a specific set of Cisco IOS features.

Cisco IOS Release 12.3(14)YX11 supports the same feature sets as Cisco Release 12.3, with the 
exception that Cisco Release 12.3(14)YX11 includes the PDSN feature. The PDSN feature is optimized 
for the Cisco 7206VXR router, the Cisco MWAM card on the 6500 Catalyst Switch and 7600 Internet 
router, and the Cisco NPE-G1 router.

Caution Cisco IOS images with strong encryption (including, but not limited to 168-bit (3DES) data encryption 
feature sets) are subject to United States government export controls and have limited distribution. 
Strong encryption images to be installed outside the United States are likely to require an export license. 
Customer orders may be denied or subject to delay due to United States government regulations. When 
applicable, purchaser/user must obtain local import and use authorizations for all encryption strengths. 
Please contact your sales representative or distributor for more information, or send an e-mail to 
export@cisco.com.

Table 2 Deprecated and Replacement MIBs

Deprecated MIB Replacement

OLD-CISCO-APPLETALK-MIB RFC1243-MIB

OLD-CISCO-CHASSIS-MIB ENTITY-MIB

OLD-CISCO-CPUK-MIB To be decided

OLD-CISCO-DECNET-MIB To be decided

OLD-CISCO-ENV-MIB CISCO-ENVMON-MIB

OLD-CISCO-FLASH-MIB CISCO-FLASH-MIB

OLD-CISCO-INTERFACES-MIB IF-MIB CISCO-QUEUE-MIB

OLD-CISCO-IP-MIB To be decided

OLD-CISCO-MEMORY-MIB CISCO-MEMORY-POOL-MIB

OLD-CISCO-NOVELL-MIB NOVELL-IPX-MIB

OLD-CISCO-SYS-MIB (Compilation of other OLD* MIBs)

OLD-CISCO-SYSTEM-MIB CISCO-CONFIG-COPY-MIB

OLD-CISCO-TCP-MIB CISCO-TCP-MIB

OLD-CISCO-TS-MIB To be decided

OLD-CISCO-VINES-MIB CISCO-VINES-MIB

OLD-CISCO-XNS-MIB To be decided
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Packet Data Serving Node Software Features in Release 12.3(14)YX11
Packet Data Serving Node Software Features in 
Release 12.3(14)YX11

The Cisco IOS Release 12.3(14)YX11 supports the same feature sets as Cisco Release 12.3, with the 
exception that Cisco Release 12.3(14)YX11 includes the PDSN feature. The Cisco PDSN feature is 
optimized for the Cisco 7206VXR router, the Cisco MWAM card on the 6500 Catalyst Switch and 7600 
Internet Router, and the Cisco NPE-G1 router, and includes the following features:

• Support for Mobile Equipment Identifer (MEID)

• Simple IPv6 Access

• Session Redundancy Infrastructure

• Radius Server Load Balancing

• Closed-RP/Open-RP Integration

• Subscriber Authorization Based on Domain

• PDSN MIB Enhancement

• PPP Counters

• RP Counters 

• Conditional Debugging Enhancements

• Trace Functionality

• Mobile IP Dynamic Home Address Deletes Older Sessions With Different IMSI

• Protocol Layering and RP Connections

• PPPoGRE RP Interface

• A11 Session Update

• SDB Indicator Marking

• Resource Revocation for Mobile IP

• Packet of Disconnect

• IS-835 Prepaid Support

• Prepaid Billing

• Mobile IP Call Processing Per Second Improvements

• IS-835-B Compliant Static IPSec

• Always On Feature

• NPE-G1 Platform Support

• PDSN Cluster Controller / Member Architecture

• PDSN MIB Enhancement

• Conditional Debugging Enhancements

• PDSN Cluster Controller / Member Architecture

• PDSN MIB Enhancement

• Cisco Proprietary Prepaid Billing

• 3 DES Encryption
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Caveats
• Mobile IP IPSec

• Hardware IPSec Acceleration Using IPSec Acceleration Module—Static IPSec

• 1xEV-DO Support

• Integrated Foreign Agent (FA)

• AAA Support

• Packet Transport for VPDN

• Proxy Mobile IP

• Multiple Mobile IP Flows

All other software features in Cisco IOS Release 12.3 are described in the documentation for 
Cisco IOS Release 12.3, which can be found at:

http://www.cisco.com/en/US/products/sw/iosswrel/tsd_products_support_category_home.html

Caveats
Caveats describe unexpected behavior in Cisco IOS software releases. Severity 1 caveats are the most 
serious caveats; severity 2 caveats are less serious. 

Caveats for Cisco IOS Releases 12.3 can be found on CCO at 
http://www.cisco.com/en/US/products/sw/iosswrel/ps5187/prod_release_notes_list.html 

The “Open Caveats” section lists open caveats that apply to the current release and might also apply to 
previous releases.

The “Resolved Caveats” section lists caveats resolved in a particular release, which may have been open 
in previous releases.

Note If you have an account with CCO, you can use Bug Navigator II to find caveats of any severity for any 
release. You can reach Bug Navigator II on CCO at Software Center: Cisco IOS Software: Cisco Bug 
Toolkit: Cisco Bugtool Navigator II, or at http://www.cisco.com/support/bugtools.

Open Caveats
There are no new unresolved caveats in Cisco IOS Release 12.3(14)YX11.

Unresolved Caveats Prior to 12.3(14)YX11

There are no new unresolved caveats in Cisco IOS Release 12.3(14)YX10.
14
Release Notes for the Cisco PDSN Feature in Cisco IOS Release 12.3(14)YX11



 

Caveats
Unresolved Caveats Prior to 12.3(14)YX10

The following caveats are unresolved in Cisco IOS Release 12.3(14)YX8:

CSCsi53373—PDSN Reloads on Switch From HDLCoGRE to PPPoGRE

On a Cisco router running  the Release 3.0 PDSN YX6 software, a reload occurs when a HDLCoGRE 
protocol type session is moved to dormant, and a dormant handoff is made to a PCF with a PPPoGRE 
protocol type. The reload occurs when the session is brought back to active in the current PCF and moved 
to dormant.

Workaround: none.

Unresolved Caveats Prior to 12.3(14)YX8

The following caveats are unresolved in Cisco IOS Release 12.3(14)YX4:

CSCsg25818—Acct-Session-Time Attribute Being Sent with Wrong Value

On a Cisco router running Cisco IOS 12.3(14)YX4 software, when a dormant handoff is done and 
the session is closed down, the acct-session-time is sent with a wrong value. This issue occurs only 
in a Session Redundancy (SR) setup when doing double switch over from the active to standby, and 
back to active.

Workaround: none.

• CSCse32483—Bus error at ip_fastswitch.

On a Cisco router running Cisco IOS 12.3(14)YX software, the PDSN may experience a bus error 
or a stack low warning message for a Level 1 interrupt. This occurs when there is heavy mobile to 
mobile traffic, with both the sender and receiver mobiles connected to the same PDSN. This does 
not happen on regular uplink or downlink traffic (traffic to outside network).

Workaround: none.

• CSCsg33992—Memleak Seen During PPP Renego Using Sub Interfaces

On a Cisco router running the Cisco IOS 12.3(14)YX software, a memory leak of 64 bytes per 
session occurs in all PPP renegotiations initiated by the MN or the PDSN. This occurs on all PDSN 
images with sessions created using sub interfaces (virtual-access sub interfaces). 

Note In YF images, the TCP header compression created full interfaces, but in YX only sub interfaces are 
created. 

Workaround: configure the ip irdp command on the Virtual-Template.

Here is a sample configuration:

interface Virtual-Template1
 ip unnumbered Loopback0
 ip mobile foreign-service challenge
 ip mobile foreign-service reverse-tunnel
 ip irdp<--- Needed as a workaround
 no ip route-cache
 no logging event link-status
 peer default ip address pool pdsn-pool
 peer default ipv6 pool PDSN-Ipv6-Pool
 no keepalive
 ppp accm 0
 ppp authentication pap chap optional
 ppp accounting none
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Caveats
Unresolved Caveats Prior to 12.3(14)YX4

The following caveats are unresolved in Cisco IOS Release 12.3(14)YX3:

• CSCse29358—Service-Option (F5) is Set to 0 in Acct-Stop During Handoff.

On a Cisco router running 12.4(7.9.1) PIL5 software, the Service-Option value set to 0 in Acct-Stop 
message during dormant / Active handoff.

Workaround: none.

• CSCse39034—IO mEmory Depletion With Slow RADIUS Server Responses

An MWAM card running version 2.1 of the PDSN software can experience low IOMEM conditions. 
When this occurs, it may not be possible to session to the processor consoles. Tracebacks relating 
to IO Memory allocation failure may also be seen.

This condition occurs when the load on the RADIUS server used for authentication and accounting 
is high and there are a large number of RADIUS timeouts and subsequent re-transmissions.

Workaround: ensure that the number of RADIUS timeouts and re-transmissions is not excessive.

• CSCse63330—MWAM/PDSN -MIP RRP Does Not Contain New Challenge For Re-registration

When using the simulator image to generate MIP call to the PDSN R2.1 12.3(11)YF3, PDSN doe 
not send a new MN-FA challenge in RRP for MN to use on its next attempt at re-registration.

In situations where the previous RRQ failed due to code 136 (unknown HA address), RRP does not 
contain any challenge extension (let alone new extension for next registration). This behavior results 
in a “stale challenge error condition” where the re-registration continuously uses the first challenge 
extension that produced error code 136.

Workaround: none.

• CSCse71921—Release Indicator Not Sent While Doing Active-Handoff After Switchover

On a Cisco router running 12.3(14)YX3 software, the F13 Release Indicator is not sent in an 
Accounting Stop message for the old PCF, while doing active-handoff after switchover.

Workaround: none.

• CSCse71950—PDSN is reusing the same C1 (Account Session ID) value sent in an acct-start at the 
time of session opening, and in the start-stop pair for new pcf at dormant handoff time.

On a Cisco router running 12.3(14)YX3 software, the PDSN reuses the same C1 (Account Session 
ID) value sent in acct-start at the time of session opening, and in the start-stop pair for new pcf at 
dormant handoff time.

Workaround: none.

• CSCse71974—Multiple Acct Msgs Sent When Airlink Active Start Message Received.

For non-sr cases, after doing a dormant handoff, when an airlink active start message is received, 
the PDSN is sending 3 accounting packets instead of a single accounting packet.

On Cisco router running 12.3(14)YX3 software, after doing dormant handoff, if we send an airlink 
active start, PDSN is sending three accounting packets instead of single accounting start packet.

Workaround: none.
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Caveats
• CSCse72317—Duplicate Correlation Ids From PDSN

On Cisco router running the PDSN image, duplicate correlation IDs are seen.

This condition occurs when a user (NAI) connects with different MN identities (IMSI/MIN) using 
different HAs.

In this scenario for an already existing MN session, if the same user (same NAI in Mobile IP RRQ) 
connects with a different MN identity and HA address, the correlation ID for the session is reused.

Workaround: none.

Unresolved Caveats Prior to 12.3(14)YX3

The following caveats are unresolved in Cisco IOS Release 12.3(14)YX2:

• CSCsd46212—SNMP Query Does Not Return Any Value for cCdmaHDLCoGRESessionTotal

The SNMP get for the MIB object cCdmaHDLCoGRESessionTotal is not returning any value. 
getmany on cCdmaHDLCoGRESessionTotal returns nothing.

Workaround: none.

• CSCse09464—Standby Cluster Controller Reloaded When Unconfiguring Controller I/F 

On a Cisco router running 12.3(14)YX1 PDSN software, the standby cluster controller reloaded 
when unconfiguring the controller interface, this is not seen consistently.

Workaround: none.

• CSCse14819—SNMP Query on cmiFaAdvertChallengeValue Falls Into Infinite Loop 

SNMP walk on MIB variable cmiFaAdvertChallengeValue (OID: .1.3.6.1.4.1.9.9.174.1.1.2.2.1.2), 
the query falls into an infinite loop. 

Workaround: none.

Unresolved Caveats Prior to 12.3(14)YX2

The following caveats are unresolved in Cisco IOS Release 12.3(14)YX1:

• CSCsd01351—First Start Airlink Record Received After Setup is Not Synced to Standby

The first start airlink record received after setup is not synced to the standby.

Workaround: there is no workaround. Since the setup airlink record is synced to the standby, 
sending the attributes in the setup airlink record could be a possible workaround.

• CSCsd70914—PPP Termination Counter Does Not Get Incremented After Session Timeout

On a Cisco router the Cisco IOS Release 12.3(14)YX1 image, when a Closed-RP simple-ip session 
gets closed due to session timeout, the PPP Termination Counter under the RP statistics does not get 
incremented.

This condition occurs on a PDSN configuration using the IOS 12.3(14)YX1 image.

Workaround: none.

• CSCsd78129: PSDN Memory Leak at PPP Related Process

On a Cisco router running version 2.1 of the PDSN software, the memory held by the PPP Events 
and PPP Hooks processes may increase continuously.

This condition occurs when PPP sessions are being opened and closed.

Workaround: none.
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Caveats
• CSCsd79413—PDSN Bus Error

The PDSN reloads due to a bus error.

This condition occurs on a MWAM running the 12.3(11)YF4 software. The PDSN reloads after a 
packet pool corruption error message is logged on to the console. This is observed in the following 
scenario:

– PDSN is usually managing around 6000 PPP sessions

– The aggregated traffic amounts to 60-70 Mbps

– There are between 20-30 RADIUS accounting events per seconds

– The CPU load is around 50%

Workaround: none.

• CSCsd84703—ip mobile cdma CLI Chain Broken

On a Cisco router running the 12.3(14)YX1 software, the ip mobile cdma command chain was 
broken.

Workaround: none.

Unresolved Caveats Prior to Cisco IOS 12.3(14)YX1

The following caveats are unresolved in Cisco IOS Release 12.3(14)YX:

• CSCin95659—AAA debugs are Not Prepended With Username When Conditional Debugging Is 
Enabled.

On a Cisco PDSN running the Cisco IOS 12.3(14) YX PDSN Image, AAA debugs are not prefixed 
with username when conditional debugging for the username is enabled.

Workaround: none.

• CSCin97998—PPP Connection Request Does Not Match With Success + Failure + Aborted

On a Cisco PDSN running the Cisco IOS 12.3(14) YX PDSN Image, the PPP connection success is 
not getting incremented after the connection comes up.

This happens only when IPv6 session is opened.

Workaround: disable cdma ipv6 support.

• CSCin98027—PDSN Not Negotiating Interface-Id in IPv6CP in Passive Mode

On a Cisco PDSN running the Cisco IOS 12.3(14) YX PDSN Image, the Interface-ID is not being 
negotiated during ipv6cp negotiation by PDSN when PDSN is configured under passive mode.

This happens when the PDSN is configured in passive mode.

Workaround: configure the PDSN in active mode.

• CSCsb69576—Standby ODAP Client Allocating Address When Framed IP address is Used

On a Cisco router running PDSN Software, when framed IP address is configured in AAA for a user 
and a session is opened, the standby ODAP client allocates address from its leased subnet.

This occurs only when Framed IP address is used from AAA and ODAP is configured for address 
allocation.

Workaround: none.
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Caveats
• CSCsb84585—Issues with Trace Functionality for Mobile IP Debugs

On a Cisco PDSN running the Cisco IOS 12.3(14)YX PDSN Image, the following issues occur:

a. While testing conditional debugging triggered with IMSI for Mobile-IP debugs, a few of the 
debugs do not get prepended with IMSI value.

b. By configuring ip mobile debug include username, all the debugs get prepended with 
Username even without enabling conditional debugs. 

Workaround: none.

• CSCsb97395—Rare Traceback on PDSN Due to Word Alignment While Opening PMIP Flow

On a Cisco PDSN running the Cisco IOS 12.3(14)YX PDSN Image, traceback is seen on PDSN 
while opening the PMIP flow due to improper word alignment. 

This is not continuously reproducible.

Workaround: none.

• CSCsc42997—Missing username info for some conditional debugs during ipcp/ccp nego

On a Cisco PDSN running the Cisco IOS 12.3(14)YX PDSN Image, ipcp and ccp negotiations under 
ppp are not prepended with username when conditional debugging is enabled.

Workaround: none.

• CSCsc43200—Tracebacks in Members of 8-member Cluster During Standby-Active Transition

On a Cisco router running Packet Data Serving Node(PDSN), tracebacks are occasionally seen on 
the members of a 8-member SR cluster when a PDSN transitions from the standby to the active state 
with SIP and MIP sessions being flapped at 500 and 350 CPS respectively.

Workaround: none.

• CSCsc46228—SIPv6: PDSN Session Counters Incorrect

On Cisco router running Packet Data Serving Node(PDSN), the following issues are seen with the 
session and accounting counters when cdma pdsn ipv6 is configured:

a. ipv6 packets are not counted in Acct-Input-Packets and Acct-Output-Packets, in accounting 
messages.

b. ipv6 packets are counted in Acct-Input-Octets and Acct-Input-Packets, but do not reset after the 
session become dormant (accounting stop is sent out).

c. In case of ipv4, ipv6 sharing a flow, ipv4 counters in show cdma pdsn session displays traffic 
count for both ipv4 and ipv6.

d. In case of ipv6 cef enabled on the router, Acct-Input-Octets and Acct-Input-Packets are not 
counted for ipv6 traffic and also are not displayed in show cdma pdsn session.

Workaround: none.

• CSCsc46303—MIB Sanity Check RP Update and ACK Counters Does Not Match

On a Cisco PDSN running the Cisco IOS 12.3(14)YX PDSN Image, 
“CdmaRpUpdTransmittedReqs” counter values does not match with the sum of 
“CdmaRpUpdateAccepted”, “CdmaRpUpdateDenied” and “CdmaRpUpdateNotAcked” counters.

This issue is seen only in a rare scenario.

Workaround: none.
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Caveats
• CSCsc66758—SIPv6 Session Brought Down Due to IPCP Failure

On a Cisco router running Packet Data Serving Node (PDSN) with cdma pdsn ipv6 and IPv6 cef 
enabled, when a dual stack MN tries to bring up IPCP and IPv6CP, if the IPv4 address allocation 
fails due to any reason, the PDSN tears down the IPv6 flow too, for the MN.

This behavior is not seen consistently

Workaround: none.

• CSCsc69520—F13 Not Sent in Accounting Stop Record When a Dormant Session Tears Down

On Cisco router running 12.3(14)YX PDSN software, the F13 attribute not sent in accounting stop, 
when a dormant session is torn down.

This issue is seen only when the session is closed during dormant state.

If the session is torn down while it is in active state, then no issues seen.

Workaround: none.

• CSCsc74745—PDSN Deletes Old PCF Details When Ppp Negotiation Starts During Handoff

On a Cisco router running PDSN IOS release 12.3(11)YF software, if the PPP re-negotiation starts 
for the mobile during the handoff, the PDSN deletes the Old PCF details.

Workaround: enable the following command on the PDSN: cdma pdsn compliance is835a 
handoff.

• CSCsc77152—RRQ Re-transmitted Before Timeout and with Different HA Address for PMI

On Cisco router running 12.3(14)YX PDSN software, RRQs are being re-transmitted before 
retransmit timeout and with different HA address for PMIP flow with HA-SLB. Also there is no 
command to configure re-transmit value for RRQ incase of PMIP flow.

Workaround: None

• CSCsc66482—Sipv6: Ingress Address Filtering not Working With ipv6 cef Enabled

On Cisco router running 12.3(14)YX Packet Data Serving Node (PDSN) with cdma pdsn ipv6 and 
ipv6 cef enabled, the ingress address filtering feature does not work for ipv6 sessions.

This issue is seen only when ipv6 cef is enabled on the PDSN.

Workaround: disable ipv6 cef on the PDSN.

• CSCsb61054—Periodic Accounting Interval Wrong When Using Broadcast Accounting

On Cisco router running 12.3(14)YX Packet Data Serving Node (PDSN), when AAA broadcast 
accounting is used in conjunction with periodic accounting, the periodic accounting interval will be 
n times slower then configured, where n is the number of servers in the broadcast accounting list. 
The workaround is to.

Workaround: compensate by configuring a periodic interval 1/n times the desired interval.

Unresolved Caveats Prior to Cisco IOS 12.3(14)YX

The following caveats are unresolved in Cisco IOS Release 12.3(11)YF3:

• CSCee74242—Flow Count Incorrect When Prepaid Flows Get Deleted

Total flow count displayed in the show cdma pdsn output does not match the actual number of flows 
present on the box.

This occurs only for prepaid sessions on Cisco PDSN.

Workaround: none.
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