WRED — Explicit Congestion Notification

Feature History

Release Modification
12.2(8)T This feature was introduced.

This document describes the WRED — Explicit Congestion Notification feature in Cisco IOS Release
12.2(8)T. It includes the following sections:

e Feature Overview, page 1

e Supported Platforms, page 4

e Supported Standards, MIBs, and RFCs, page 5
e Prerequisites, page 5

¢ Configuration Tasks, page 6

e Configuration Examples, page 6

¢ Command Reference, page 8

Feature Overview

Currently, the congestion control and avoidance algorithms for Transmission Control Protocol (TCP) are
based on the idea that packet loss is an appropriate indication of congestion on networks transmitting
data using the best-effort service model. When a network uses the best-effort service model, the network
delivers data if it can, without any assurance of reliability, delay bounds, or throughput. However, these
algorithms and the best-effort service model are not suited to applications that are sensitive to delay or
packet loss (for instance, interactive traffic including Telnet, web-browsing, and transfer of audio and
video data). Weighted Random Early Detection (WRED), and by extension, Explicit Congestion
Notification (ECN), helps to solve this problem.

RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP, states that with the addition of
active queue management (for example, WRED) to the Internet infrastructure, routers are no longer
limited to packet loss as an indication of congestion.
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How WRED Works

WRED makes early detection of congestion possible and provides a means for handling multiple classes
of traffic. WRED can selectively discard lower priority traffic when the router begins to experience
congestion and provide differentiated performance characteristics for different classes of service. It also
protects against global synchronization. Global synchronization occurs as waves of congestion crest,
only to be followed by periods of time during which the transmission link is not used to capacity. For
these reasons, WRED is useful on any output interface or router where congestion is expected to occur.

WRED is implemented at the core routers of a network. Edge routers assign IP precedences to packets
as the packets enter the network. With WRED, core routers then use these precedences to determine how
to treat different types of traffic. WRED provides separate thresholds and weights for different IP
precedences, enabling the network to provide different qualities of service, in regard to packet dropping,
for different types of traffic. Standard traffic may be dropped more frequently than premium traffic
during periods of congestion.

For more information about WRED, refer to the “Congestion Avoidance Overview” chapter of the Cisco
10S Quality of Service Solutions Configuration Guide, Release 12.2.

ECN Extends WRED Functionality

WRED drops packets, based on the average queue length exceeding a specific threshold value, to
indicate congestion. ECN is an extension to WRED in that ECN marks packets instead of dropping them
when the average queue length exceeds a specific threshold value. When configured with

the WRED — Explicit Congestion Notification feature, routers and end hosts would use this marking as
a signal that the network is congested and slow down sending packets.

As stated in RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP, implementing
ECN requires an ECN-specific field that has two bits—the ECN-capable Transport (ECT) bit and the CE
(Congestion Experienced) bit—in the IP header. The ECT bit and the CE bit can be used to make four
ECN field combinations of 00 to 11. The first number is the ECT bit and the second number is the CE
bit. Table 1 lists each of the ECT and CE bit combination settings in the ECN field and what the
combinations indicate.

Table 1 ECN Bit Setting

ECT Bit CE Bit Combination Indicates

0 0 Not ECN-capable

0 1 Endpoints of the transport protocol are ECN-capable
1 0 Endpoints of the transport protocol are ECN-capable
1 1 Congestion experienced

The ECN field combination 00 indicates that a packet is not using ECN.

The ECN field combinations 01 and 10—called ECT(1) and ECT(0), respectively—are set by the data
sender to indicate that the endpoints of the transport protocol are ECN-capable. Routers treat these two
field combinations identically. Data senders can use either one or both of these two combinations. For
more information about these two field combinations, and the implications of using one over the other,
refer to RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP.
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The ECN field combination 11 indicates congestion to the endpoints. Packets arriving a full queue of a
router will be dropped.

How Packets Are Treated When ECN Is Enabled

e If the number of packets in the queue is below the minimum threshold, packets are transmitted. This
happens whether or not ECN is enabled, and this treatment is identical to the treatment a packet
receives when WRED only is being used on the network.

e If the number of packets in the queue is between the minimum threshold and the maximum
threshold, one of the following three scenarios can occur:

— If the ECN field on the packet indicates that the endpoints are ECN-capable (that is, the ECT
bit is set to 1 and the CE bit is set to 0, or the ECT bit is set to 0 and the CE bit is set to 1)—and
the WRED algorithm determines that the packet should have been dropped based on the drop
probability—the ECT and CE bits for the packet are changed to 1, and the packet is transmitted.
This happens because ECN is enabled and the packet gets marked instead of dropped.

— If the ECN field on the packet indicates that neither endpoint is ECN-capable (that is, the ECT
bit is set to 0 and the CE bit is set to 0), the packet may be dropped based on the WRED drop
probability. This is the identical treatment that a packet receives when WRED is enabled
without ECN configured on the router.

— If the ECN field on the packet indicates that the network is experiencing congestion (that is,
both the ECT bit and the CE bit are set to 1), the packet is transmitted. No further marking is
required.

e If the number of packets in the queue is above the maximum threshold, packets are dropped based
on the drop probability. This is the identical treatment a packet receives when WRED is enabled
without ECN configured on the router.

For More Information

For more information about implementing ECN and about the changes required at the routers and end
hosts, refer to the following RFCs:

e RFC 2309, Internet Performance Recommendations
e RFC 2884, Performance Evaluation of Explicit Congestion Notification (ECN) in IP Networks
e RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP

Benefits

Improved Method for Congestion Avoidance

This feature provides an improved method for congestion avoidance by allowing the network to mark
packets for transmission later, rather than dropping them from the queue. Marking the packets for
transmission later accommodates applications that are sensitive to delay or packet loss and provides
improved throughput and application performance.

Enhanced Queue Management

Currently, dropped packets indicate that a queue is full and the network is experiencing congestion.
When a network experiences congestion, this feature allows networks to mark the IP header of a packet
with a CE bit. This marking, in turn, triggers the appropriate congestion avoidance mechanism and
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allows the network to better manage the data queues. With this feature, ECN-capable routers and end
hosts can respond to congestion before a queue overflows and packets are dropped, providing enhanced
queue management.

For more information on the benefits associated with ECN, refer to RFC 2309, Internet Performance
Recommendations.

Related Documents

e Cisco 10S Quality of Service Solutions Configuration Guide, Release 12.2

e Cisco 10S Quality of Service Solutions Command Reference, Release 12.2

e RFC 2309, Internet Performance Recommendations

e RFC 2884, Performance Evaluation of Explicit Congestion Notification (ECN) in IP Networks
e RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP

Supported Platforms

e (Cisco 805
e Cisco 806
e Cisco 820
e (Cisco 828

¢ Cisco 1400 series

e Cisco 1600 series

e C(Cisco 1751

e (Cisco 2420

e (Cisco 3631

e Cisco 3725

e Cisco 3745

e Cisco 7100 series

e Cisco 7200 series

e (Cisco 7500

e Cisco 7700

e Cisco CVA120 series
e Cisco MC3810

e (Cisco uBR7200 series
e URM (Universal Route Module)
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Determining Platform Support Through Cisco Feature Navigator

Cisco IOS software is packaged in feature sets that support specific platforms. To get updated
information regarding platform support for this feature, access Cisco Feature Navigator. Cisco Feature
Navigator dynamically updates the list of supported platforms as new platform support is added for the
feature.

Cisco Feature Navigator is a web-based tool that enables you to quickly determine which Cisco IOS
software images support a specific set of features and which features are supported in a specific
Cisco IOS image. You can search by feature or release. Under the release section, you can compare
releases side by side to display both the features unique to each software release and the features in
common.

To access Cisco Feature Navigator, you must have an account on Cisco.com. If you have forgotten or
lost your account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check
will verify that your e-mail address is registered with Cisco.com. If the check is successful, account
details with a new random password will be e-mailed to you. Qualified users can establish an account
on Cisco.com by following the directions at http://www.cisco.com/register.

Cisco Feature Navigator is updated regularly when major Cisco IOS software releases and technology
releases occur. For the most current information, go to the Cisco Feature Navigator home page at the
following URL:

http://www.cisco.com/go/fn

Supported Standards, MIBs, and RFCs

Standards

No new or modified standards are supported by this feature.

MIBs

No new or modified MIBs are supported by this feature.

To obtain lists of supported MIBs by platform and Cisco IOS release, and to download MIB modules,
go to the Cisco MIB website on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

RFCs

e RFC 2309, Internet Performance Recommendations
e RFC 2884, Performance Evaluation of Explicit Congestion Notification (ECN) in IP Networks
e RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP

Prerequisites

ECN must be configured through the Modular Quality of Service Command-Line Interface (MQC). For
more information about MQC, refer to the “Modular Quality of Service Command-Line Interface” part
of the Cisco I10S Quality of Service Solutions Configuration Guide, Release 12.2.
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Configuration Tasks

See the following sections for configuration tasks for the WRED — Explicit Congestion Notification
feature. Each task in the list is identified as either required or optional.

e Configuring Explicit Congestion Notification (required)

e Verifying the Explicit Congestion Notification Configuration (optional)

Configuring Explicit Congestion Notification

To configure ECN, use the following commands beginning in global configuration mode:

Command Purpose

Step1  Router(config)# policy-map policy-map-name |Creates or modifies a policy map that can be attached to one or
more interfaces to specify a service policy. Enters QoS
policy-map configuration mode.

Step2  Router(config-pmap)# class class-default Specifies the name of the class whose policy you want to create
or change or specifies the default class (commonly known as the
class-default class) before you configure its policy.

Step3  Router(config-pmap)# bandwidth Specifies or modifies the bandwidth (either in kbps or a
{(bandwidth-kbps | percent percent} percentage) allocated for a class belonging to a policy map.
Enters policy-map class configuration mode.
Step4  Router(config-pmap-c)# random-detect Enables WRED or distributed WRED (dWRED).
Step 5 Router (config-pmap-c)# random-detect ecn Enables ECN.

Verifying the Explicit Congestion Notification Configuration

To verify the ECN configuration, use the following commands in EXEC or privileged EXEC mode, as

needed:
Command Purpose
Router# show policy-map If ECN is enabled, displays ECN marking information for a
specified policy map.
Router# show policy-map interface If ECN is enabled, displays ECN marking information for a
specified interface.

Configuration Examples

This section provides the following configuration examples:
e Enabling ECN Example
e Verifying the ECN Configuration Example

Cisco 10S Release 12.2(8)T
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Enabling ECN Example

The following example enables ECN in the policy map called poll:

Router (config) # policy-map poll

Router (config-pmap) # class class-default
Router (config-pmap) # bandwidth per 70
Router (config-pmap-c)# random-detect
Router (config-pmap-c)# random-detect ecn

Verifying the ECN Configuration Example

The following is sample output from the show policy-map command. The words “explicit congestion

notification” (along with the ECN marking information) included in the output indicate that ECN has

been enabled.

Router# show policy-map

Policy Map poll
Class class-default
Weighted Fair Queueing
Bandwidth 70 (%)
exponential weight 9
explicit congestion notification
class min-threshold max-threshold mark-probability
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rsvp - - 1/10

The following is sample output from the show policy-map interface command. The words “explicit

congestion notification” included in the output indicate that ECN has been enabled.

Router# show policy-map interface Serial4/1l
Seriald/1

Service-policy output:policy_ecn
Class-map:precl (match-all)
1000 packets, 125000 bytes
30 second offered rate 14000 bps, drop rate 5000 bps
Match:ip precedence 1
Weighted Fair Queueing
Output Queue:Conversation 42
Bandwidth 20 (%)
Bandwidth 100 (kbps)
(pkts matched/bytes matched) 989/123625
(depth/total drops/no-buffer drops) 0/455/0
exponential weight:9
explicit congestion notification
mean queue depth:0
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class Transmitted Random drop Tail drop Minimum Maximum Mark
pkts/bytes pkts/bytes pkts/bytes threshold threshold probability
0 0/0 0/0 0/0 20 40 1/10
1 545/68125 0/0 0/0 22 40 1/10
2 0/0 0/0 0/0 24 40 1/10
3 0/0 0/0 0/0 26 40 1/10
4 0/0 0/0 0/0 28 40 1/10
5 0/0 0/0 0/0 30 40 1/10
6 0/0 0/0 0/0 32 40 1/10
7 0/0 0/0 0/0 34 40 1/10
rsvp 0/0 0/0 0/0 36 40 1/10

class ECN Mark
pkts/bytes

0 0/0

1 43/5375

2 0/0

3 0/0

4 0/0

5 0/0

6 0/0

7 0/0

rsvp 0/0

Command Reference

This section documents new and modified commands. All other commands used with this feature are
documented in the Cisco IOS Release 12.2 command reference publications.

New Commands

¢ random-detect ecn

Modified Commands
e show policy-map

e show policy-map interface

Cisco 10S Release 12.2(8)T
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random-detect ecn

Syntax Description

Defaults

Command Modes

To enable explicit congestion notification (ECN), use the random-detect ecn command in policy-map
class configuration mode. To disable ECN, use the no form of this command.

random-detect ecn

no random-detect ecn

This command has no arguments or keywords.

By default, ECN is disabled.

Policy-map class configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(8)T

This command was introduced.

If ECN is enabled, ECN can be used whether WRED is based on the IP precedence value or the
differentiated services code point (DSCP) value.

The following example enables ECN in a policy map called poll:

Router (config) # policy-map poll

Router (config-pmap) # class class-default
Router (config-pmap) # bandwidth per 70
Router (config-pmap-c)# random-detect
Router (config-pmap-c)# random-detect ecn

Related Commands

Command Description

show policy map Displays the configuration of all classes for a specified service policy map

or all classes for all existing policy maps.

show policy-map
interface

Displays the configuration of all classes configured for all service policies
on the specified interface or displays the classes for the service policy for a
specific PVC on the interface.
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show policy-map

To display the configuration of all classes for a specified service policy map or all classes for all existing
policy maps, use the show policy-map command in EXEC or privileged EXEC mode.

show policy-map [policy-map]

Syntax Description policy-map (Optional) Name of the service policy map whose complete configuration is
to be displayed.

Defaults All existing policy map configurations are displayed.

Command Modes EXEC or privileged EXEC

Command History Release Modification
12.005)T This command was introduced.
12.005)XE This command was integrated into Cisco IOS Release 12.0(5)XE.
12.0(7)S This command was integrated into Cisco IOS Release 12.0(7)S.
12.1(1)E This command was integrated into Cisco IOS Release 12.1(1)E.
12.2(4)T This command was modified for the Two-Rate Policer. It now can display
burst parameters and associated actions.
12.2(8)T This command was modified for the WRED — Explicit Congestion

Notification (ECN) feature. It can now display ECN marking information.

Usage Guidelines The show policy-map command displays the configuration of a service policy map created using the
policy-map command. You can use the show policy-map command to display all class configurations
comprising any existing service policy map, whether or not that service policy map has been attached to
an interface.

The show policy-map command will display ECN marking information only if ECN is enabled on the
interface.

Cisco 10S Release 12.2(8)T
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show policy-map

The following is sample output from the show policy-map command. The words “explicit congestion
notification” (along with the ECN marking information) included in the output indicate that ECN has

been enabled.

Router# show policy-map

Policy Map poll

Class class-default
Weighted Fair Queueing

Bandwidth 70 (%)

exponential weight 9

explicit congestion notification

class min-threshold max-threshold mark-probability

N oy Ul bW N O
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Table 2 describes the significant fields shown in this display.

Table 2 show policy-map Field Descriptions

Field

Description

explicit congestion notification

Indication that Explicit Congestion Notification is enabled.

class

IP precedence value.

min-threshold

Minimum threshold. Minimum WRED threshold in number of
packets.

max-threshold

Maximum threshold. Maximum WRED threshold in number of
packets.

mark-probability

Fraction of packets dropped when the average queue depth is at the
maximum threshold.

Related Commands

Command

Description

policy-map

Creates or modifies a policy map that can be attached to one or more
interfaces to specify a service policy.

random-detect ecn

Enables ECN.

show policy-map class

Displays the configuration for the specified class of the specified
policy map.

show policy-map interface

Displays the configuration of all classes configured for all service
policies on the specified interface or displays the classes for the
service policy for a specific PVC on the interface.
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show policy-map interface

To display the configuration of all classes configured for all service policies on the specified interface
or to display the classes for the service policy for a specific permanent virtual circuit (PVC) on the
interface, use the show policy-map interface command in EXEC or privileged EXEC mode.

show policy-map interface interface-name [ve [vpil] vci][dlei dlci]

Syntax Description interface-name

Name of the interface or subinterface whose policy configuration is to be
displayed.

vC

(Optional) For ATM interfaces only, shows the policy configuration for a
specified PVC. The name can be up to 16 characters long.

vpil

(Optional) ATM network virtual path identifier (VPI) for this PVC. The
absence of the “/” and a vpi value defaults the vpi value to 0.

On the Cisco 7200 and 7500 series routers, this value ranges from 0 to 255.

The vpi and vci arguments cannot both be set to 0; if one is 0, the other
cannot be 0.

If this value is omitted, information for all VCs on the specified ATM
interface or subinterface is displayed.

vei

(Optional) ATM network virtual channel identifier (VCI) for this PVC. This
value ranges from O to 1 less than the maximum value set for this interface
by the atm ve-per-vp command. Typically, lower values 0 to 31 are reserved
for specific traffic (F4 Operation, Administration, and Maintenance (OAM),
switched virtual circuit (SVC) signaling, Integrated Local Management
Interface (ILMI), and so on) and should not be used.

The VCI is a 16-bit field in the header of the ATM cell. The VCI value is
unique only on a single link, not throughout the ATM network, because it
has local significance only.

The vpi and vci arguments cannot both be set to 0; if one is 0, the other
cannot be 0.

dlci

(Optional) Indicates a specific PVC for which policy configuration will be
displayed.

dici

(Optional) A specific data-link connection identifier (DLCI) number used
on the interface. Policy configuration for the corresponding PVC will be
displayed when a DLCI is specified.

Defaults This command has no default behavior or values.

Command Modes EXEC or privileged EXEC
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show policy-map interface

Command History

Usage Guidelines

Examples

Release Modification

12.0(5)T This command was introduced.

12.0(5XE This command was integrated into Cisco IOS Release 12.0(5)XE.

12.0(7)S This command was integrated into Cisco IOS Release 12.0(7)S.

12.1(1)E This command was integrated into Cisco IOS Release 12.1(1)E.

12.12)T This command was integrated into Cisco IOS Release 12.1(2)T. This
command was modified to display information about the policy for all Frame
Relay PVCs on the interface, or, if a DLCI is specified, the policy for that
specific PVC. This command was also modified to display the total number
of packets marked by the QoS set action.

12.13)T This command was integrated into Cisco IOS Release 12.1(3)T. This
command was modified to display per-class accounting statistics.

12.2(4)T This command was modified for the Two-Rate Policer. It now can display
burst parameters and associated actions.

12.2(8)T This command was modified for the WRED — Explicit Congestion

Notification (ECN) feature. It can now display ECN marking information.

The show policy-map interface command displays the configuration for classes on the specified
interface or the specified PVC only if a service policy has been attached to the interface or the PVC.

You can use the interface-name argument to display output for a PVC only for Enhanced ATM port
adapters (PA-A3) that support per-VC queueing.

The counters displayed after the show policy-map interface command is entered are updated only if
congestion is present on the interface.

The show policy-map interface command displays ECN marking information only if ECN is enabled

on the interface.

The following is sample output from the show policy-map interface command. The words “explicit
congestion notification” included in the output indicate that ECN has been enabled.

Router# show policy-map interface Serial4/1l

Seriald/1l

Service-policy output:policy_ecn
Class-map:precl (match-all)

1000 packets, 125000 bytes
30 second offered rate 14000 bps, drop rate 5000 bps
Match:ip precedence 1
Weighted Fair Queueing
Output Queue:Conversation 42
Bandwidth 20 (%)
Bandwidth 100 (kbps)
(pkts matched/bytes matched) 989/123625
(depth/total drops/no-buffer drops) 0/455/0
exponential weight:9
explicit congestion notification
mean queue depth:0
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show policy-map interface

class Transmitted Random drop Tail drop Minimum Maximum Mark
pkts/bytes pkts/bytes pkts/bytes threshold threshold probability
0 0/0 0/0 0/0 20 40 1/10
1 545/68125 0/0 0/0 22 40 1/10
2 0/0 0/0 0/0 24 40 1/10
3 0/0 0/0 0/0 26 40 1/10
4 0/0 0/0 0/0 28 40 1/10
5 0/0 0/0 0/0 30 40 1/10
6 0/0 0/0 0/0 32 40 1/10
7 0/0 0/0 0/0 34 40 1/10
rsvp 0/0 0/0 0/0 36 40 1/10
class ECN Mark
pkts/bytes
0 0/0
1 43/5375
2 0/0
3 0/0
4 0/0
5 0/0
6 0/0
7 0/0
rsvp 0/0

Table 3 describes the fields associated with the WRED — Explicit Congestion Notification feature
shown in this display. For more information about the other fields shown in this display, refer to the
documentation for the show policy-map interface command in the Cisco I0S Quality of Service
Command Reference, Release 12.2.

Table 3

show policy-map interface Field Descriptions

Field

Description

explicit congestion
notification

Indication that Explicit Congestion Notification is enabled.

mean queue depth

Average queue depth based on the actual queue depth on the interface and
the exponential weighting constant. It is a moving average. The minimum
and maximum thresholds are compared against this value to determine
drop decisions.

class

IP precedence value.

Transmitted pkts/bytes

Number of packets (also shown in bytes) transmitted.

Random drop pkts/bytes

Number of packets (also shown in bytes) randomly dropped when the
mean queue depth is between the minimum threshold value and the
maximum threshold value for the specified IP precedence value.

Tail drop pkts/bytes

Number of packets dropped when the mean queue depth is greater than the
maximum threshold value for the specified IP precedence value.

Minimum threshold

Minimum WRED threshold in number of packets.

Maximum threshold

Maximum WRED threshold in number of packets.

Mark probability

Fraction of packets dropped when the average queue depth is at the
maximum threshold.

ECN Mark pkts/bytes

Number of packets (also shown in bytes) marked by ECN.
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show policy-map interface

Related Commands

Command

Description

random-detect ecn

Enables ECN.

show frame-relay pvc

Displays statistics about PVCs for Frame Relay interfaces.

show policy-map

Displays the configuration of all classes for a specified service policy map
or all classes for all existing policy maps.

show policy-map class

Displays the configuration for the specified class of the specified policy
map.

Cisco 10S Release 12.2(8)T ]



WRED — Explicit Congestion Notification |

M show policy-map interface

Cisco 10S Release 12.2(8)T
-i |



	WRED - Explicit Congestion Notification
	Feature Overview
	How WRED Works
	ECN Extends WRED Functionality
	How Packets Are Treated When ECN Is Enabled
	For More Information

	Benefits
	Related Documents

	Supported Platforms
	Supported Standards, MIBs, and RFCs
	Prerequisites
	Configuration Tasks
	Configuring Explicit Congestion Notification
	Verifying the Explicit Congestion Notification Configuration

	Configuration Examples
	Enabling ECN Example
	Verifying the ECN Configuration Example

	Command Reference
	random-detect ecn
	show policy-map
	show policy-map interface



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


