RSVP Local Policy Support

Feature History

Release Modification
12.2(13)T This feature was introduced.

This document describes the Resource Reservation Protocol (RSVP) Local Policy Support feature in
Cisco IOS Release 12.2(13)T. It identifies the supported platforms, provides configuration examples,
and lists related Cisco IOS command line interface (CLI) commands.

This document includes the following sections:
e Feature Overview, page 1
e Supported Platforms, page 3
e Supported Standards, MIBs, and RFCs, page 3
e Prerequisites, page 4
¢ Configuration Tasks, page 4
e Monitoring and Maintaining RSVP Local Policy Support, page 6
e Configuration Examples, page 6
e Command Reference, page 7

e Glossary, page 17

Feature Overview

Network administrators need the ability to control the resources that RSVP reservations are allowed to
use. For example, they may want to restrict RSVP reservations to certain subnets or from specific
network servers.

The RSVP Local Policy Support feature allows network administrators to create default and access
control list (ACL)-based policies. These policies, in turn, control how RSVP filters its signalling
messages to allow or deny quality of service (QoS), as shown in Figure 1, to networking applications
based on the IP addresses of the requesting hosts.
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Figure 1 RSVP Local Policy Configuration
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RSVP Reservation Control

Network administrators can restrict the source of RSVP reservations to specific endpoints.

RSVP Reservation Preemption

High priority reservations can preempt existing reservations if there is otherwise no bandwidth available
for the new, high priority reservation.

Related Features and Technologies

The RSVP Local Policy Support feature is related to QoS features such as signalling, classification, and
congestion management. (See the “Related Documents” section.)

Related Documents

The following documents provide additional information:
e Cisco 10S Quality of Service Solutions Configuration Guide

e (Cisco 10S Quality of Service Solutions Command Reference
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Supported Platforms

Supported Platforms

For supported platforms in Cisco IOS Release 12.2(13)T, consult Cisco Feature Navigator.

Determining Platform Support Through Cisco Feature Navigator

Cisco IOS software is packaged in feature sets that are supported on specific platforms. To get updated
information regarding platform support for this feature, access Cisco Feature Navigator. Cisco Feature
Navigator dynamically updates the list of supported platforms as new platform support is added for the
feature.

Cisco Feature Navigator is a web-based tool that enables you to determine which Cisco I0S software
images support a specific set of features and which features are supported in a specific Cisco IOS image.
You can search by feature or release. Under the release section, you can compare releases side by side
to display both the features unique to each software release and the features in common.

To access Cisco Feature Navigator, you must have an account on Cisco.com. If you have forgotten or
lost your account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check
will verify that your e-mail address is registered with Cisco.com. If the check is successful, account
details with a new random password will be e-mailed to you. Qualified users can establish an account
on Cisco.com by following the directions found at this URL:

http://www.cisco.com/register

Cisco Feature Navigator is updated regularly when major Cisco IOS software releases and technology
releases occur. For the most current information, go to the Cisco Feature Navigator home page at the
following URL:

http://www.cisco.com/go/fn

Availability of Cisco 10S Software Images

Platform support for particular Cisco IOS software releases is dependent on the availability of the
software images for those platforms. Software images for some platforms may be deferred, delayed, or
changed without prior notice. For updated information about platform support and availability of
software images for each Cisco IOS software release, refer to the online release notes or, if supported,
Cisco Feature Navigator.

Supported Standards, MIBs, and RFCs

Standards
No new or modified standards are supported by this feature.

MIBs
No new or modified MIBs are supported by this feature.

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use
Cisco MIB Locator found at the following URL.:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register

RFCs
No new or modified RFCs are supported by this feature.

Prerequisites

RSVP must be configured on two or more routers or on one router and one host within the network before
you can use the RSVP Local Policy Support feature.

Configuration Tasks

See the following section for configuration tasks for the RSVP Local Policy Support feature. Each task
in the list indicates whether the task is optional or required.

e Creating an RSVP Local Policy (required)
e Specifying Command Line Interface (CLI) Submodes (required)

Creating an RSVP Local Policy

To create an RSVP local policy, use the following command beginning in global configuration mode:

Command Purpose

Router (config)# ip rsvp policy local {default | acl acl |Creates alocal policy to determine how RSVP resources
lacl1...ac18]} are used in a network.

Specifying Command Line Interface (CLI) Submodes

To specify CLI submodes, use the following command beginning in local policy mode:

Command Purpose

Router (config-rsvp-policy-local)# Defines the properties of the default or ACL-based local
{accept | forward} {all | path | path-error resv policy that you are creating.

resv-error}

See the ip rsvp policy local command for more detailed information on submodes.

Cisco 10S Release 12.2(13)T
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Verifying RSVP Local Policy Configuration

To verify RSVP local policy configuration, use this procedure:

Step 1 Enter the show ip rsvp policy command to display policy-related information including local and
default policies configured, Common Open Policy Service (COPS) servers configured, and the
preemption parameter configured—enabled or disabled.

S

Note  There are no COPS servers configured in the following output.

Router# show ip rsvp policy

Local policy:

A=Accept F=Forward

Path:-- Resv:-- PathErr:-- ResvErr:-- ACL:104

Path:-- Resv:-- PathErr:-- ResvErr:-- ACL:None [Default policy]
COPS:

Generic policy settings:
Default policy: Accept all
Preemption: Disabled

Step2  Enter the show ip rsvp policy local detail command to display information about the (selected) local
policies currently configured.

Router# show ip rsvp policy local detail
Local policy for ACL(s): 104
Preemption Priority: Start at 0, Hold at 0.

Local Override: Disabled.

Accept Forward

Path: No No
Resv: No No
PathError: No No
ResvError: No No

Default local policy:
Preemption Priority: Start at 0, Hold at O.
Local Override: Disabled.

Accept Forward

Path: No No
Resv: No No
PathError: No No
ResvError: No No

Generic policy settings:
Default policy: Accept all
Preemption: Disabled
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Monitoring and Maintaining RSVP Local Policy Support

To monitor and maintain the RSVP Local Policy Support feature, use the following commands in EXEC

mode:

Command Purpose

Router# show ip rsvp policy Displays either the configured COPS servers or the local
policies.

Router# show ip rsvp policy local Displays selected local policies that have been configured.

Router# show ip rsvp reservation detail Displays detailed RSVP-related receiver information currently
in the database.

Router# show ip rsvp sender detail Displays detailed RSVP-related sender information currently in
the database.

Configuration Examples

This section provides a configuration example for the RSVP Local Policy Support feature.

RSVP Local Policy Support Example

In the following example, any RSVP nodes in the 192.168.101.0 subnet can initiate or respond to reservation
requests, but all other nodes can respond only to reservation requests. This means that any 192.168.101.x
node can send and receive Path, PathError, Resv, or ResvError messages. All other nodes can send only Resv
or ResvError messages.

In the following example, ACL 104 is configured for a local policy:

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# access-list 104 permit ip 192.168.101.0 0.0.0.255 any
Router (config)# ip rsvp policy local acl 104

Router (config-rsvp-policy-local)# forward all

Router (config-rsvp-policy-local)# end

In the following example, a default local policy is configured:

Router (config)# ip rsvp policy local default
Router (config-rsvp-policy-local)# forward resv
Router (config-rsvp-policy-local)# forward resverror

Router (config-rsvp-policy-local)# end

Cisco 10S Release 12.2(13)T
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Command Reference

This section documents new and modified commands. All other commands used with this feature are
documented in the Cisco IOS Release 12.2 command reference publications.

New Commands
e ip rsvp policy local
e ip rsvp policy preempt

e show ip rsvp policy local

Modified Commands

e show ip rsvp policy

Cisco 10S Release 12.2(13)T
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Ip rsvp policy local

To create a local procedure that determines the use of Resource Reservation Protocol (RSVP) resources
in a network, use the ip rsvp policy local command in global configuration mode. To disable this feature,
use the no form of this command.

ip rsvp policy local {default | acl acl [ac!]...acl8]}

no ip rsvp policy local

Syntax Description

Defaults

Command Modes

default Used when an RSVP message does not match any access control list (ACL).
acl acl [acll...acl8] Used when an ACL is specified. Values for each ACL are 1-199.

Note  You must associate at least one ACL with an ACL-based policy.
However, you can associate as many as eight.

This command is disabled by default.

Global configuration

Command History

Usage Guidelines

Release Modification
12.2(13)T This command was introduced.

Use the ip rsvp policy local command to create a local procedure that determines the use of RSVP
resources in a network.

There are two types of local policies—one default local policy and one or more ACL-based local
policies. The default policy is used when an RSVP message does not match any ACL-based policies. You
can use local policies in the following combinations:

e A default policy and no ACL-based policies. All RSVP messages, regardless of reservation (data
flow) source or destination, are subject to whatever is defined in this one policy.

e ACL-based policies and no default policy. If an RSVP message does not match the ACLs of any of
these local policies, RSVP sees if there are any remote policies in place that allow the router to pass
the RSVP message to a COPS server for an accept/reject decision. If there are no COPS servers, the
RSVP message is accepted. This final decision can be changed to a reject decision with the ip rsvp
policy default-reject command.

e A default policy and ACL-based policies. If an RSVP message does not match the ACLs of any of
these local policies, RSVP will carry out whatever decisions are in the default local policy.

An ACL-based policy must have at least one ACL associated with it, but it can optionally have up to
eight ACLs. The ACLs can be standard or extended IP ACLs. They are matched against
source/destination addresses/ports based on RSVP objects inside RSVP signalling messages, not on the
IP headers of the RSVP messages.
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ip rsvp policy local

CLI Submodes

Once you type the ip rsvp policy local default or the ip rsvp policy local acl command, you enter local
policy CLI submode where you define the properties of the default or ACL-based local policy that you
are creating.

The local policy that you create automatically rejects all RSVP messages unless you enter a submode
command that instructs RSVP on the types of messages to accept.

The submode commands are as follows:

accept—Accepts, but does not forward RSVP messages.

accept {all | path | path-error | resv | resv-error}

all—Accepts all RSVP messages.

path—Accepts incoming Path messages that match the ACL(s) of this policy. If you omit this
command, incoming Path messages that match the ACL(s) are rejected and a PathError message is
sent in reply. However, the PathError reply is also subject to local policy.

path-error—Accepts incoming PathError messages that match the ACL(s) of this policy. If you
omit this command, incoming PathError messages that match the ACL(s) are rejected.

resv—Accepts incoming Resv messages that match the ACL(s) of this policy and performs any
required admission control. If you omit this command, incoming Resv messages that match the
ACL(s) are rejected and a ResvError message is sent in reply. However, the ResvError reply is also
subject to local policy.

resv-error—Accepts incoming ResvError messages that match the ACL(s) of this policy. If you
omit this command, the incoming ResvError messages matching the ACL(s) are rejected.

e default—Sets a command to its defaults.

e exit—EXxits local policy configuration mode.

e forward—Accepts and forwards RSVP messages.

forward {all | path | path-error | resv | resv-error}

all—Accepts and forwards all RSVP messages.

path—Accepts and forwards Path messages that match the ACL(s) of this policy. If you omit this
command, Path messages matching the ACL(s) are not forwarded to the next (downstream) hop.

path-error—Accepts and forwards PathError messages that match the ACL(s) of this policy. If
you omit this command, the PathError message matching the ACL(s) are not forwarded to the
previous (upstream) hop. You may want to reject outbound PathError messages if you are
receiving Path messages from an untrusted node because someone could be trying to port-scan
for RSVP. If you reply with a PathError message, then the untrusted node knows you support
RSVP and your IP address. Such information could be used to attempt RSVP-based attacks.

resv—Accepts and forwards Resv messages that match the ACL(s) of this policy. If you omit this
command, Resv messages matching the ACL(s) are not forwarded to the previous (upstream) hop.

resv-error—Accepts and forwards ResvError messages that match the ACL(s) of this policy. If
you omit this command, the ResvError message matching the ACL(s) is not forwarded to the
next (downstream) hop. You may want to reject outbound ResvError messages if you are
receiving Resv messages from an untrusted node because it could be someone trying to
port-scan for RSVP. If you reply with a ResvError message, then the untrusted node knows you
support RSVP and your IP address. Such information could be used to attempt RSVP-based
attacks.
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Note

Examples

¢ local-override—Overrides any remote (COPS) policy by enforcing the local policy in effect.
Finalizes any decisions by this policy. If local-override is omitted, RSVP holds on to the local policy
decision to see if a remote (COPS) policy exists that will make a decision on the RSVP message,
and only if there is no remote policy decision will the local policy decision be enforced.

e no—Negates a command or sets its defaults.

e preempt-priority <start-priority> [<hold-priority>]—Indicates the priorities for resource requests
contained in Resv messages that match the ACL(s) of this policy. The range of priority values is 0
to 65,535.

The start-priority argument indicates the priority of the reservation when it is initially installed. The
hold-priority argument indicates the priority of the reservation after it has been installed. When the
start-priority argument is higher than the hold-priority argument, new reservations can steal
bandwidth from longer-lived reservations; however, the start and hold priorities are often configured
to be the same value. In order for reservations to be preempted in favor of reservations with higher
priorities, there must be no RSVP bandwidth remaining on the interface the Resv message was
received on, and a global ip rsvp policy preempt command must be issued. RSVP will preempt the
first so many lower-priority reservations whose combined bandwidth meets (or exceeds) the amount
of bandwidth required by a new, incoming, higher-priority reservation.

Label switched path (LSP) sessions are ignored when you select reservations to be preempted,
because LSP sessions have their own preemption priority scheme that is configured with the tunnel
mpls traffic-eng priority command.

In non-LSP sessions, RSVP reservations that are installed on a particular interface are searched in
the following order to determine if they are eligible for preemption at a specific preemption priority:

e Destination address

e [P protocol type

e Destination port

e Source address (fixed-filter (FF) style reservations only)

¢ Source port (FF style reservations only)

e Downstream hop address (for shared media only; for example, Ethernet)

The above fields are searched from lower to higher values. The source address and source port fields
are not checked for shared-explicit (SE) or wildcard-filter (WF) style reservations.

If you exit local policy submode without entering any submode commands, the policy you have
created will reject all RSVP messages.

In the following example, any RSVP nodes in the 192.168.101.0 subnet can initiate or respond to
reservation requests, but all other nodes can respond only to reservation requests. This means that any
192.168.101.x node can send and receive Path, PathError, Resv, or ResvError messages. All other nodes
can send only Resv or ResvError messages.

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # access-list 104 permit ip 192.168.101.0 0.0.0.255 any

Router (config)# ip rsvp policy local acl 104
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ip rsvp policy local

Router (config-rsvp-policy-local)# forward all
Router (config-rsvp-policy-local)# exit

Router (config)# ip rsvp policy local default

Router (config-rsvp-policy-local)# forward resv
Router (config-rsvp-policy-local)# forward resverror

Router (config-rsvp-policy-local)# end

Related Commands = Command Description

show ip rsvp policy Displays the configured local policies.

show ip rsvp policy cops Displays the policy server address(es), ACL IDs, and current state of the
router server connection.

show ip rsvp policy local Displays selected local policies that have been configured.
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Ip rsvp policy preempt

To have Resource Reservation Protocol (RSVP) take bandwidth from lower-priority reservations and
give it to new, higher-priority reservations, use the ip rsvp policy preempt command in global
configuration mode. To disable this feature, use the no form of this command.

ip rsvp policy preempt

no ip rsvp policy preempt

Syntax Description  This command has no arguments or keywords.

Defaults This command is disabled by default.
Command Modes Global configuration
Command History Release Modification
12.2(13)T This command was introduced.
Usage Guidelines Use the ip rsvp policy preempt command to enable or disable the preemption parameter for all

configured local and remote policies without setting the preemption parameter for each policy
individually. This command allows you to give preferential quality of service (QoS) treatment to one
group of RSVP hosts or applications over another.

Examples The following example enables preemption:

Router (config)# ip rsvp policy preempt

The following example disables preemption:

Router (config)# no ip rsvp policy preempt

Related Commands  Command Description

show ip rsvp policy Displays the configured local policies.

Cisco 10S Release 12.2(13)T
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show ip rsvp policy

To display the policies currently configured, use the show ip rsvp policy command in EXEC mode.

show ip rsvp policy [cops | local [ac/] ]

Syntax Description

Defaults

cops | local (Optional) Displays either the configured Common Open Policy Service
(COPS) servers or the local policies.
acl (Optional) Displays the access control lists (ACLs) whose sessions are

governed by COPS servers or the local policies.

This command has no default behavior or values.

Command Modes EXEC

Command History Release Modification
12.1(HT This command was introduced as show ip rsvp policy cops.
12.2(13)T This command was modified to include the local keyword.

Usage Guidelines

Examples

Use the show ip rsvp policy command to display current local policies, configured COPS servers,
default policies, and the preemption parameter (disabled or enabled).

The following is sample output from the show ip rsvp policy command:

Router# show ip rsvp policy

Local policy:

A=Accept F=Forward

Path:-- Resv:-- PathErr:-- ResvErr:-- ACL:104

Path:-- Resv:-- PathErr:-- ResvErr:-- ACL:None [Default policy]
COPS:

Generic policy settings:
Default policy: Accept all

Preemption:

Disabled

Table 1 describes the fields shown in the display.
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Table 1 show ip rsvp policy Command Field Descriptions
Field Description
Local policy The local policy currently configured.

A = Accept the message.
F = Forward the message.

Blank (--) means messages of the specified type are neither
accepted or forwarded.

COPS The Common Open Policy Service (COPS) servers currently in
effect.
Generic policy settings Policy settings that are not specific to COPS or the local policy.

Default policy: Accept all means all RSVP messages are
accepted and forwarded. Reject all means all RSVP messages are
rejected.

Preemption: Disabled means that RSVP should not implement
any preemption decisions required by a particular local or remote
policy. Enabled means that RSVP should implement any
preemption decisions required by a particular local or remote

policy.
Related Commands =~ Command Description
ip rsvp policy local Creates a local procedure that determines the use of RSVP resources in a

network.

Cisco 10S Release 12.2(13)T
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show ip rsvp policy local

To display the local policies currently configured, use the show ip rsvp policy local command in EXEC
mode.

show ip rsvp policy local [detail] [default | acl ac/]

Syntax Description

Defaults

detail (Optional) Additional information about the configured local policies
including preempt-priority and local-override.

default (Optional) Information about the default policy.

acl acl (Optional) Used when an ACL is specified. Values are 1-199.

This command has no default behavior or values.

Command Modes EXEC
Command History Release Modification
12.2(13)T This command was introduced.

Usage Guidelines

Examples

Use the show ip rsvp policy local command to display information about the (selected) local policies
currently configured.

If you use the ACL option, you can specify only one ACL. However, that parameter can be any ACL of
any local policy that you have created. If you have multiple local policies with a common ACL, then
using the ACL option displays all local policies with that ACL. On the other hand, if you have created
local policies each with multiple ACLs, you cannot use the ACL option to show only a specific policy.
You must omit the ACL option and show all the local policies.

The following is sample output from the show ip rsvp policy local detail command after you enter the
ip rsvp policy local acl 104 command:

Router# show ip rsvp policy local detail
Local policy for ACL(s): 104
Preemption Priority: Start at 0, Hold at O.

Local Override: Disabled.

Accept Forward

Path: No No
Resv: No No
PathError: No No
ResvError: No No

Default local policy:
Preemption Priority: Start at 0, Hold at O.
Local Override: Disabled.

Cisco 10S Release 12.2(13)T ]



RSVP Local Policy Support |

M show ip rsvp policy local

Accept Forward

Path: No No
Resv: No No
PathError: No No
ResvError: No No

Generic policy settings:
Default policy: Accept all
Preemption: Disabled

Table 2 describes the fields shown in the display.

Table 2 show ip rsvp policy local detail Command Field Descriptions

Field Description
Local policy for ACL(s) The local policy currently configured for a specified ACL.
Preemption Priority Start at 0, Hold at O indicates the priorities for resource requests

contained in Resv messages that match the ACL(s) of this
policy. Values are 0 to 65,535. Start at O indicates the priority
of the reservation when it was installed. Hold at O indicates the
priority of the reservation after it was installed.

Local Override Overrides any remote (COPS) policy by enforcing the local
policy in effect. Disabled = not active; enabled = active.

Path, Resv, PathError, ResvError | Types of RSVP messages being accepted and forwarded. No =
message not being accepted or forwarded; yes = message being
accepted and forwarded.

Default local policy The default local policy currently configured.

Preemption Priority Start at 0, Hold at O indicates the priorities for resource requests
contained in Resv messages that match the ACL(s) of this
policy. Values are 0 to 65,535. Start at O indicates the priority
of the reservation when it was installed. Hold at O indicates the
priority of the reservation after it was installed.

Local Override Overrides any remote (COPS) policy by enforcing the local
policy in effect. Disabled = not active; enabled = active.

Related CommandsL Command Description
ip rsvp policy local Creates a local procedure that determines the use of RSVP resources in a
network.

Cisco 10S Release 12.2(13)T
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Glossary W

access control list—See ACL.

ACL—access control list. An ACL consists of individual filtering rules grouped together in a single list.
It is generally used to provide security filtering, though it may be used to provide a generic packet
classification facility.

flow—A stream of data traveling between two endpoints across a network (for example, from one LAN
station to another). Multiple flows can be transmitted on a single circuit.

latency—The delay between the time a device receives a packet and the time that packet is forwarded
out the destination port.

packet—A logical grouping of information that includes a header containing control information and
(usually) user data. Packets most often refer to network layer units of data.

policy—Any defined rule that determines the use of resources within the network. A policy can be based
on a user, a device, a subnetwork, a network, or an application.

port scanning—The act of systematically checking a computer's ports to find an access point.
Resource Reservation Protocol—See RSVP.

RSVP—Resource Reservation Protocol. A protocol for reserving network resources to provide quality
of service guarantees to application flows.

router—A network layer device that uses one or more metrics to determine the optimal path along which
network traffic should be forwarded. Routers forward packets from one network to another based on
network layer information.

tunnel—A secure communications path between two peers, such as routers.
Voice over IP—See VoIP.

VoIP—Voice over IP. The ability to carry normal telephony-style voice over an IP-based Internet
maintaining telephone-like functionality, reliability, and voice quality.
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RSVP Local Policy Support |

M Glossary

Cisco 10S Release 12.2(13)T
[ 18 | |



	RSVP Local Policy Support
	Feature Overview
	Benefits
	Related Features and Technologies
	Related Documents

	Supported Platforms
	Supported Standards, MIBs, and RFCs
	Prerequisites
	Configuration Tasks
	Creating an RSVP Local Policy
	Specifying Command Line Interface (CLI) Submodes
	Verifying RSVP Local Policy Configuration

	Monitoring and Maintaining RSVP Local Policy Support
	Configuration Examples
	RSVP Local Policy Support Example

	Command Reference
	ip rsvp policy local
	ip rsvp policy preempt
	show ip rsvp policy
	show ip rsvp policy local
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


