Configuring Hot Standby MAC Address

The Hot Standby MAC Address (HSMA) feature achieves redundancy and fault tolerance and avoids a
single point of failure of Cisco Channel Interface Processors (CIPs) or Channel Port Adapters (CPAs).
This feature also ensures that multiple devices on the Ethernet can have a common MAC address.

This chapter contains the following sections:

Prerequisites for Hot Standby MAC Address, page 642

Restrictions for Hot Standby MAC Address, page 642

Information About Hot Standby MAC Address, page 642

How to Configure Hot Standby MAC Address Functionality, page 643
Configuration Examples for Hot Standby MAC Address, page 649
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M Prerequisites for Hot Standby MAC Address

Prerequisites for Hot Standby MAC Address

e Two Cisco CIPs or CPAs must be configured.
e The CIPs or CPAs must have a minimum of 32 MB memory or more available.

e (Cisco Mainframe Channel Connection (CMCC) Ucode release 28-14 or later must be used.

Restrictions for Hot Standby MAC Address

HSMA is used for IBM mainframe application only.

Information About Hot Standby MAC Address

To configure the Hot Standby MAC Address feature on a CIP or CPA, you should understand the
following concepts:

e Multiple CIPs or CPAs in the Ethernet Environment, page 642

e Behavior of HSMA Protocol Between Two HSMA Peers, page 642
e Active Service Access Points on the Adapter, page 643

e Benefits of Hot Standby MAC Address, page 643

Multiple CIPs or CPAs in the Ethernet Environment

When you migrate from Token Ring and/or FDDI to Ethernet, you lose the ability to have multiple CIPs
and CPAs in the network with duplicate MAC addresses. Under Token Ring and FDDI, the physical
medium format provides a means of distinguishing among the common multiple MAC addresses by way
of the routing information field (RIF). Ethernet does not provide this RIF in its definition. When you use
duplicate MAC addresses in an Ethernet environment, confusion occurs in the switch tables, resulting in
link loss.

Behavior of HSMA Protocol Between Two HSMA Peers

An HSMA environment consists of two control adapters working together as peers. The adapters can be
either two CIPs, two CPAs, or one CIP and one CPA. A Cisco CIP or a CPA in an HSMA environment
must have a peer to be effective. Peered devices communicate with each other over a Logical Link
Control (LLC) session between the two control adapters. Each peer monitors the other and negotiates
roles in the event of a race condition. The LLC stack is enhanced to allow HSMA also to control the
virtual adapters. When a device negotiates to be a standby device, it disables the virtual adapter on the
CIP or CPA. When disabled, the virtual adapter does not transmit any MAC frame with the HSMA MAC
adapter’s source address. Only the active device utilizes the HSMA MAC adapter address owing to the
restriction that Ethernet switches enforce. If both devices advertise the address at the same time,
unpredictable results ensue.
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How to Configure Hot Standby MAC Address Functionality

A new HSMA protocol facilitates communication between two HSMA peers. The HSMA protocol data
is carried over the LLC session between the peers. The exchange of information between the two peers
decides which state (active state or inactive state) the two devices are in. When there is a loss of
communication, the devices assume that their partner has been taken offline either by a network error or
because of a network outage, and the local peer goes into the active state.

Active Service Access Points on the Adapter

HSMA monitors the state of the local Extended Communications Adapter (XCA) device by checking for
active service access points (SAPs) periodically. When there are open SAPs on the adapter, the adapter
is considered to be in an XCA active state; otherwise the adapter is considered to be in an XCA inactive
state. Therefore, you should never configure an adapter that is used by the HSMA stack to be used by
any other feature on the CIP or CPA; such a configuration might cause HSMA to see a false positive. By
monitoring the XCA device, host operators force a device change by forcing all the XCA devices on that
adapter to become inactive.

Benefits of Hot Standby MAC Address

e Hot Standby MAC Address allows two virtual MAC addresses to be used on a channel with only one
of them in an active state at a time.

e The MAC addresses exchange messages. If one of them stops receiving the other’s messages, it
starts itself as the active MAC address.

e Two adapters can be set up together to share the same MAC address.

¢ In an Ethernet environment, one of the adapters will be active at any given time and will process the
packets while the other adapter remains in the disabled state.

How to Configure Hot Standby MAC Address Functionality

This section contains the following procedures:
¢ Configuring the Active Adapter, page 643 (required)
e Configuring the HSMA Control Adapter, page 644 (required)
e Tuning HSMA, page 646 (optional)

Configuring the Active Adapter

Use this task to configure the active HSMA adapter.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface channel slot/port
4. csna path device
Cisco 10S Bridging and IBM Networking Configuration Guide
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I How to Configure Hot Standby MAC Address Functionality

5. lan type lan-id

6. source-bridge source-ring-number bridge-number target-ring-number

1. adapter adapter-number mac-address hsma-partner hsma-mac-address

DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  interface channel slot/port Enters channel interface configuration mode.
Example:
Router (config)# interface channel 1/0
Step4  csna path device Configures SNA support on the CMCC channel interface.
e This command specifies the path and device on a
Example: physical channel of the router to communicate with an
Router (config-if)# csna 0190 09 attached mainframe
Step5 lan type lan-id Configures an internal Token Ring LAN on the CMCC
adapter interface and enters internal LAN configuration
mode.
Example:
Router (config-if)# lan tokenring 20
Step6  source-bridge source-ring-number bridge-number |Configures the interface for source route bridging (SRB).
target-ring-number
Example:
Router (cfg-lan-Token 20)# source-bridge 310 3
100
Step 7 adapter adapter-number mac-address hsma-partner |Configures the active HSMA adapter.
hsma-mac-address . .
e The hsma-partner keyword is used to specify the
shared HSMA MAC address.
Example:
Router (cfg-lan-Token 20)# adapter 20
4062.1515.6014 hsma-partner 4062.5555.0015

Configuring the HSMA Control Adapter

Use this task to configure the HSMA control adapter.
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How to Configure Hot Standby MAC Address Functionality

SUMMARY STEPS

1. enable

configure terminal

interface channel slot/port

lan type lan-id

source-bridge source-ring-number bridge-number target-ring-number

adapter adapter-number mac-address

N e o 2w DN

hsma enable
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I How to Configure Hot Standby MAC Address Functionality

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

interface channel slot/port

Example:
Router (config)# interface channel 1/0

Enters channel interface configuration mode.

lan type lan-id

Example:
Router (config-if)# lan tokenring 26

Configures an internal Token Ring LAN on the CMCC
adapter interface and enters internal LAN configuration
mode.

source-bridge source-ring-number bridge-number
target-ring-number

Example:
Router (cfg-lan-Token 20)# source-bridge 319 9
100

Configures the interface for SRB.

adapter adapter-number mac-address

Example:
Router (cfg-lan-Token 20)# adapter 26
4043.1111.001a

Configures the HSMA control adapter.

hsma enable

Example:
Router (cfg-lan-Token 20-26)# exit

Enables HSMA.

Tuning HSMA

Cisco 10S Bridging and IBM Networking Configuration Guide
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How to Configure Hot Standby MAC Address Functionality

SUMMARY STEPS
1. enable
2. configure terminal
3. interface channel slot/port
4. lan type lan-id
5. adapter adapter-number mac-address [hsma-partner hsma-mac-address)
6. hsma dead-interval time-interval
7. hsma hello-interval hello-interval
8. hsma preferred
9. hsma shutdown
10. hsma control-sap sap-address
11. exit
12. shutdown
13. no shutdown
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I How to Configure Hot Standby MAC Address Functionality

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

¢ Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

interface channel slot/port

Example:
Router (config)# interface channel 1/0

Enters channel interface configuration mode.

lan type lan-id

Example:
Router (config-if)# lan tokenring 26

Configures an internal Token Ring LAN on the CMCC
adapter interface and enters internal LAN configuration
mode.

adapter adapter-number mac-address [hsma-partner
hsma-mac-address]

Example:
Router (cfg-lan-Token 20)# adapter 26
4043.1111.001a

Configures either the active HSMA controller or the
HSMA control adapter.

hsma dead-interval time-interval

Example:
Router (cfg-lan-Token 20-26)# hsma dead-interval 8

(Optional) Configures the time interval during which at
least one hello packet must be received from the peer
HSMA adapter or else the router declares that neighbor
down.

hsma hello-interval hello-interval

Example:
Router (cfg-lan-Token 20-26)# hsma hello-interval
2

(Optional) Configures the time interval between hello
messages that pass between the HSMA CIP or CPAs

hsma preferred

Example:
Router (cfg-lan-Token 20-26)# hsma preferred

(Optional) Assigns priority to a peer as the control
adapter.

hsma shutdown

Example:
Router (cfg-lan-Token 20-26)# hsma shutdown

(Optional) Stops HSMA on an adapter and hence enables
the partner adapter.

hsma control-sap sap-address

Example:
Router (cfg-lan-Token 20-26)# hsma control-sap eS8

(Optional) Overrides the default control SAP for HSMA
peer communications.

e Changing the control SAP requires that the CMCC
be restarted.

Cisco 10S Bridging and IBM Networking Configuration Guide
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Configuration Examples for Hot Standby MAC Address ||

Command or Action Purpose
Step11  exit Returns to channel interface configuration mode.
Example:

Router (config-if)# exit

Step12 shutdown Shuts down the channel interface, prior to restarting it
with the no shutdown command.

Example: ¢ Restarting the CMCC is only necessary for the hsma
Router (config-if)# shutdown control-sap command to take effect.
Step13 no shutdown Restarts the channel interface.

e Restarting the CMCC is only necessary for the hsma
Example: control-sap command to take effect.
Router (config-if)# no shutdown

Configuration Examples for Hot Standby MAC Address

This section provides the following configuration examples:
e HSMA on Router A: Example, page 650
e HSMA on Router B: Example, page 650

Figure 248 shows the HSMA network topology.

Figure 248 HSMA Network Topology

135749

Dual CIP routers Common
Duplicate VMAC Ethernet
addresses VLAN
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HSMA on Router A: Example

The following example configures HSMA on Router A to work with the HSMA configuration on

Router B. To see the corresponding configuration on Router B, see the section “HSMA on Router B:
Example.”

source-bridge ring-group 100
source-bridge transparent 100 1 1 1
|
interface GigabitEthernet 1/0/0
bridge-group 1
|
interface Channel 2/0
csna 0150 00
|
interface Channell/0
csna 0190 09
lan TokenRing 20
source-bridge 310 3 100
! This is the active adapter.
adapter 9 4043.1313.9009 hsma-partner 4043.3333.001la
lan TokenRing 26
source-bridge 319 9 100
adapter 26 4043.1111.001a
! This is the HSMA control adapter.
hsma enable

bridge 1 protocol ieee

HSMA on Router B: Example

The following example configures HSMA on Router B to work with the HSMA configuration on

Router A. To see the corresponding configuration on Router A, see the section “HSMA on Router A:
Example.”

source-bridge ring-group 100
source-bridge transparent 100 1 1 1
|
interface GigabitEthernet 1/0/0
bridge-group 1
|
interface Channel 2/0
csna 0150 00
|
interface Channel3/0
lan TokenRing 23
source-bridge 330 3 100
adapter 9 4043.1313.9009 hsma-partner 4043.1111.001la
lan TokenRing 31
source-bridge 339 9 100
adapter 26 4043.3333.001a
hsma enable

bridge 1 protocol ieee

Cisco 10S Bridging and IBM Networking Configuration Guide
BC-650 78-11737-02 |



	Configuring Hot Standby MAC Address
	Prerequisites for Hot Standby MAC Address
	Restrictions for Hot Standby MAC Address
	Information About Hot Standby MAC Address
	Multiple CIPs or CPAs in the Ethernet Environment
	Behavior of HSMA Protocol Between Two HSMA Peers
	Active Service Access Points on the Adapter
	Benefits of Hot Standby MAC Address

	How to Configure Hot Standby MAC Address Functionality
	Configuring the Active Adapter
	Configuring the HSMA Control Adapter
	Tuning HSMA

	Configuration Examples for Hot Standby MAC Address
	HSMA on Router A: Example
	HSMA on Router B: Example




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


