MPLS Class of Service Enhancements

This feature modul e describes the MPL S CoS (class of service) enhancements for Release 12.1(5)T.
The document contains the following sections:
- Feature Overview
» Supported Platforms
» Supported Standards and MIBs
» Prerequisites
» Configuration Tasks
» Using MPLS Class of Service Enhancements
» Setting the MPLS Experimental Field Value
« Configuring the Output | P Packet’'s CoS
- Command Reference
» Glossary
~
Note ~ MPLS Class of Serviceisnow referred to as MPLS Quality of Service. This transition

reflectsthe growth of MPL Sto encompass awider meaning and highlight the path towards
future enhancements.

Feature Overview

When a customer transmits | P packets from one site to another, the IP precedence field (the first three
bits of the DSCP field in the header of an | P packet) specifies the class of service (CoS). Based on the
I P precedence marking, the packet is given the desired treatment such as the latency or the percent of
bandwidth allowed for that class of service. If the service provider network is an MPLS network, then
the IP precedence bits are copied into the MPLS EXP field at the edge of the network. However, the
service provider might want to set an MPL S packet’s CoS to a different value determined by the service
offering.
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This feature allows the service provider to set the MPLS experimental field instead of overwriting the
value in the customer’s I P precedence field. The | P header remains available for the customer’s use; the
I P packet’'s CoS is not changed as the packet travel s through the multiprotocol label switching (MPLS)
network.

Figure 1 shows an MPLS network that connects two sites of a customer’s IP network.

Figure 1 MPLS Network Connecting Two Sites of a Customer’s IP Network
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Note  The network is bidirectional, but for the purpose of this document the packets move left
to right.
In Figure 1, the symbols have the following meanings:
Symbol Meaning
CEl Customer equipment 1
PE1 Service provider edge router (ingress LSR)
P1 Service provider router within the core of the provider’s network
P2 Service provider router within the core of the provider’s network
PE2 Service provider edge router (egress LSR)
CE2 Customer equipment 2

>

Note  Notice that PE1 and PE2 are at the boundaries between the MPL S network and the IP
network.
In Figure 1

» Packets arrive as | P packets at PE1, the provider edge router (also known as the ingress label
switching router).

» PE1 transmits the packets as MPL S packets.
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» Within the service provider network, there is no IP precedence field for the queuing mechanism to
look at because the packets are MPL S packets. The packets remain MPL S packets until they arrive
at PE2, the provider edge router.

» PE2 removes the label from each packet and forwards the packets as | P packets.

Benefits

This section describes
« Benefits to Service Providers
» Benefits to Customers

Benefits to Service Providers

MPLS class of service enhancements allow service providersto classify packets according to their type,
input interface, and other factors by setting (marking) each packet within the MPL S experimental field
without changing the IP precedence/DSCP field. For example, service providers can classify packets
with or without considering the rate of the packets that PE1 receives. If the rate is a consideration, the
service provider marks in-rate packets differently from out-of-rate packets.

Benefits to Customers

MPLS class of service enhancements preserve the | P packet’s precedence/DSCP bits from being
modified in the provider network so that the customer can differentiate traffic within their network, but
need not buy multiple grades of service from the provider.

Related Features and Technologies

You should be familiar with the following concepts:
- MPLS
» Cisco Express Forwarding
- CoS

Each is described briefly below.

MPLS
This section briefly describes the difference between a non-MPLS and an MPL S network.

In an IP (non-MPLS) network, the Layer 2 destination address specifies the first router (PE1). The
following actions occur:

1. Therouter looks up the destination addressin the | P Router Forwarding table. This table indicates
the output interface to which the packet should go.

2. At each hop, the router overwrites the Layer 2 header.
In an MPLS network, routers use labels instead of destination addresses. The following actions occur:
1. Each router calculates the shortest path to the destination network.

2. Each label switching router (L SR) assigns alabel comprising 1 to 20 random bits to the shortest
route.

3. Each router advertises the shortest route to all its neighbors (adjacent MPLS routers).
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4. Therouter prepends alabel to the packet.

5. When arouter receives a packet, the label designates the interface to which the router should send
the packet.

Note  Tunnels allow arouter to specify a path other than the shortest path to the destination. A
router can put avalue in the label other than the advertised label.

Cisco Express Forwarding

Cisco Express Forwarding (CEF) isadvanced Layer 3 I P switching technology. CEF optimizes network
performance and scalability for networks with large and dynamic traffic patterns, such as the Internet,
and for networks characterized by intensive Web-based applications.

CoS

CoS refers to the ability of a network to provide differentiated service to selected network traffic over
packet networks and cell networks. In particular, CoS features provide improved and more predictable
network service by

» Supporting dedicated bandwidth

» Improving loss characteristics

« Avoiding and managing network congestion
» Shaping network traffic

» Setting traffic priorities across the network

The Class of Service (CoS) feature used in conjunction with MPLS enables network administrators to
provide differentiated services across an MPLS network.

MPLS CoS supports the following services:

- Committed Access Rate (CAR)—Classifies packets according to input or output transmission rates.
Allows you to set the MPLS experimental bits or the |P precedence/DSCP bits (whichever
is appropriate).

» Weighted Random Early Detection (WRED)—M onitors network traffic to prevent congestion by
dropping packets based on the IP precedence/DSCP hits or the MPLS experimental field.

» Class-Based Weighted Fair Queuing (CBWFQ)— An automated scheduling system that uses a
gueuing algorithm to ensure bandwidth allocation to different classes of network traffic.

S,
Note ~ The MPLS experimental bits allow you to specify the CoS for an MPLS packet. The IP
precedence/DSCP bits allow you to specify the CoS for an | P packet.

For more information about CoS, see the MPLS Class of Service manual.

Related Documents

Refer to the MPLS Class of Service manual and to the Cisco 10S Quality of Service Solutions
Configuration Guide.

Release 12.1(5)T
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Supported Platforms

The network can contain the Cisco 7200 series and/or Cisco 7500 series routers.

Supported Standards and MIBs

Standards
Refer to the IETF http://www.ietf.org.

MIBs
Refer to class-based QoS MIB support.

Prerequisites

To use the MPL S CoS enhancements, your network must support the following Cisco 10S functions:
- MPLS

» CEF switching (on every MPL S-enabled router in your network)

Configuration Tasks

This section provides information about configuring the following:
- MPLS
» Cisco Express Forwarding
- CoS

Configuring MPLS

To configure MPLS, refer to the MPLS documentation.

Configuring Cisco Express Forwarding

Cisco Express Forwarding (CEF) is aprerequisite for using MPLS; CEF must be running on all routers
in the network. To enable CEF on routers, enter the appropriate commands shown in Table 1.

Table 1 Cisco Express Forwarding Configuration Commands
For This Router ... Enter This Command ...

Cisco 7200 series ip cef

Cisco 7500 series ip cef distributed

For more information about configuring CEF, see the MPLS Class of Service manual.

Release 12.1(5)T
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Configuring CoS
To configure CoS, you can configure one or more of the following (in addition, of course, to other items
not described in this document):
- CAR
- WRED
- WFQ

For configuration information, see the MPLS Class of Service manual.

Using MPLS Class of Service Enhancements

Figure 2 shows a service provider’s MPL S network that connects two sites of a customer’s network.

Figure 2 MPLS Network Connecting Two Sites of a Customer’s IP Network
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To use these features in a network, set the MPL S experimental field value at PE1 (the ingress |abel
switching router) by using the modular QoS CLI or the rate-limit command that CAR provides. This
setsthe CoSvalueinthe MPL S packet. For detailed instructions, go to “ Setting the MPL S Experimental
Field Value”

Setting the MPLS Experimental Field Value

Setting the MPL S experimental field value satisfies the requirement of service providers who do not
want the value of the IP precedence field modified within | P packets transported through their networks.

By choosing different values for the MPLS experimental field, you can mark packets based on their
characteristics, such asrate or type, so that packets have the priority that they require during periods of
congestion.

Release 12.1(5)T
[ 6 | |



| MPLS Class of Service Enhancements

Setting the MPLS Experimental Field Value

Importance of Prioritizing a Packet Appropriately

During Step 1 of the configuration process (described in “Using the Modular QoS CL I to Configure the
Ingress Label Switching Router” and “Using CAR to Configure the Ingress Label Switching Router”)
you classify | P packets according to their source address, destination address, port, protocol
identification, or class of servicefield. For example, packets can be identified based on one or more of
the above specified fields, as Voice Over |P (VolP) or a File Transfer Protocol (FTP). Packet
classification/marking is important because a packet’s priority is determined by how it is
classified/marked.

A packet’s priority affects how the packet istreated during periods of congestion. For example, service
providers have service level agreements (SLAS) with customers. The agreement specifies how much
traffic the service provider has agreed to deliver. To comply with the agreement, the customer must not
transmit more than the agreed-upon rate. Packets are considered to be in-rate or out-of-rate. If thereis
congestion in the network, out-of-rate packets might be dropped more aggressively.

Configuration Tasks

To classify IP packets, you configure the ingress label switching router. Packets are received at the
ingress router as | P packets and transmitted as MPL S packets. To perform the configuration, use either
of the following:

» Modular QoS CLI, the newer and more flexible method—Use this method if you do not want to
consider the rate of the packets that PE1 receives.

« CAR—Useif you want to consider the rate of the incoming packets.

— If apacket conforms to the service level agreement between the service provider and the
customer (that is, the packet is in-rate), the service provider gives the packet preferential
treatment when the service provider’s network is congested.

— If apacket does not conform (that is, it is out-of-rate) and the network is congested, the service
provider might discard the packet or give it less preferential treatment.

Using the Modular QoS CLI to Configure the Ingress Label Switching Router

To use the modular QoS CLI to configure PE1 (the ingress |abel switching router), do the following:

Stepl  Configure aclass map to classify | P packets according to their | P precedence.

Step2  Configure a policy map to mark MPLS packets. (Write their classification into the MPLS
experimental field.)

Step3  Configure the input interface to attach the service policy.

Release 12.1(5)T
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Configuring a Class Map to Classify IP Packets

Step 1

Step 2

Step 3

To configure a class map, perform the following steps:

Command Purpose

Router (config)# class-map class-map-name Specifies the class map to which packets will be
matched.

Router (config-cmap)# match criteria Specifies the packet characteristics that will be
matched to the class.

Router (config-cmap)# end Exits class map configuration mode.

In the following example, all packets that contain |P precedence 4 are matched by the class-map name
IP_precé4:
Router (config)# class-map IP prec4

Router (config-cmap)# match ip precedence 4
Router (config-cmap)# end

Configuring a Policy Map to Set the MPLS Experimental Field

To configure a policy map, perform the following steps:

Command Purpose

Stepl |Router(config)# policy-map policy-map-name Creates apolicy map that can be attached to one or
more interfaces to specify a service policy.

Step2 |Router (config-pmap)# class class-map-name Specifies the name of the class map previously
designated in the class-map command.

Step3  |Router (config-pmap-c)# set mpls experimental value Designates the value to which the MPLS bits are
set if the packets match the specified policy map.

Step4 |Router (config-pmap-c)# end Exits policy map configuration mode.

In the following example, the value in the MPLS experimental field of each packet that is matched by
the class-map IP_prec4 is set to 5:
Router

Router
Router

config)# policy-map set experimental 5
config-pmap)# class IP_prec4
config-pmap-c)# set mpls experimental 5
config-pmap-c)# end

Router

Il Release 12.1(5)T



| MPLS Class of Service Enhancements

Setting the MPLS Experimental Field Value

Configuring the Input Interface to Attach the Service Policy

To configure the input interface, perform the following steps:

Command Purpose

Stepl  Router(config)# interface name Designates the input interface.

Step2  Router(config-int)# service-policy input Attaches the specified policy map to the input
policy-map-name interface

Step3  Router(config-int)# end Exits interface configuration mode.

In the following example, the service policy set_experimental _5 is attached to an Ethernet input
interface:

Router (config)# interface et 1/0/0
Router (config-int)# service-policy input set experimental 5
Router (config-int)# end

Using CAR to Configure the Ingress Label Switching Router

To use CAR to configure the ingress label switching router, do the following:

Stepl  Configure an IP rate-limit access list for classifying | P packets according to their |P precedence.
Perform this step at PE1 (the ingress LSR).

Step2  Configure arate-limit on aninput interface to set MPL S packets. (Write the packet’s classification into
the MPLS experimental field.)

These steps are explained in the following sections.

Configuring a Rate-Limit Access List for Classifying IP Packets

To configure arate-limit access list, perform the following steps:

Command Purpose

Step 1 Router (config) # access-list rate-limit acl-index SpeC|f|eS the criteria to be matched.
precedence

Step2  Router (config)# end Exits configuration mode.

In the following example, all packets that contain | P precedence 4 are matched by the rate-limit access
list 24:

Router (config)# access-list rate-limit 24 4
Router (config)# end
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Configuring a Rate-Limit on an Input Interface to Set MPLS Packets

To configure arate-limit on an input interface, perform the following steps:

Command Purpose
Stepl |Router (config)# interface name Designates the input interface.
Step2 |Router(config-int)# rate-limit input [access-group Specifiesthe action to take on packets during label
[rate-limit] acl-index] bps burst-normal burst-max anosHion.
conform-action set-mpls-exp-transmit exp exceed-action
set-mpls-exp-transmit exp
Step3 |Router(config-int)# end Exits interface configuration mode.

In the following example, the experimental field for the output MPLS packet is set to 4 if the input IP
packets match the access-list and conform to therate. The MPL S experimental field isset to 0 if packets
match access list 24 and exceed the input rate.

Router (config)# interface et 1/0/0

Router (config-int)# rate-limit input access-group rate-limit 24 8000 8000 8000
conform-action set-mpls-exp-transmit 4 exceed-action set-mpls-exp-transmit 0
Router (config-int)# end

Configuring the Output IP Packet’s CoS

The output packet’s class of service is determined by the | P header information. For configuration
details, refer to the Cisco 10S Quality of Service Solutions Configuration Guide.

Command Reference

This section documents the following new or modified commands:
- access-list rate-limit
e rate-limit
» set mplsexperimental

All other commands used with this feature are documented in the Cisco 10S Release 12.0 and
Release 12.1 command reference publications.

Release 12.1(5)T
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access-list rate-limit

To configure an access list for use with committed access rate (CAR) policies, use the access-list
rate-limit global configuration command. To remove the access list from the configuration, use the no

form of this command.

access-list rate-limit 1l

access-list rate-limit acl-index { precedence | mac-address | exp | mask mask}

no access-list rate-limit acl-index { precedence | mac-address | exp | mask mask}

Syntax Description

Defaults

Command Modes

acl-index Specifies the access list number. To classify packets by

» |P precedence, use any number from 1 to 99

» MAC address, use any number from 100 to 199

 MPLS experimental field, use any number from 200 to 299
precedence Specifies the | P precedence. Valid values are 0 to 7.
mac-address Specifies the MAC address.
exp Specifies the MPLS experimental field. Valid valuesare 0 to 7.
mask mask Specifies the mask. Use this option if you want to assign multiple IP

precedences or MPLS experimental field values to the same rate-limit
access list.

No CAR access lists are configured.

Global configuration

Command History

Release Modification
11.1CC This command was introduced.
12.1(5T This command now includes an access list based on the MPLS

experimental field.
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Usage Guidelines

Step 1
Step 2

Step 3

Step 4

Examples

Use this command to classify packets by the specified | P precedence, MAC address, or MPLS
experimental field values for a particular CAR access list. You can then apply CAR policies, using the
rate-limit command, to individual rate-limit access lists. This causes packets with different IP
precedences, MAC addresses, or MPL S experimental field values to be treated differently by the CAR
process.

You can specify only one command for each rate-limit access list. If you enter this command multiple
times with the same access list number, the new command overwrites the previous command.

Use the mask keyword to assign multiple IP precedences or MPLS experimental field values to the
same rate-limit list. To ascertain the mask value, perform the following steps:

Decide which precedences you want to assign to this rate-limit access list.

Convert the precedences or MPL S experimental field values into 8-bit numbers with each bit
corresponding to one value. For example, an MPL S experimental field value of O corresponds to
00000001, 1 corresponds to 00000010, 6 corresponds to 01000000, and 7 corresponds to 10000000.

Add the 8-bit numbers for the selected MPLS experimental field values. For example, the mask for
MPLS experimental field values 1 and 6 is 01000010.

The command expects hexadecimal format. Convert the binary mask into the corresponding
hexadecimal number. For example, 01000010 becomes 42. This value is used in the access-list
rate-limit command. Any packets that have an MPL S experimental field value of 1 or 6 will match this
access list.

A mask of FF matches any precedence, and 00 does not match any precedence.

In the following example, MPLS experimental fields with the value of 7 are assigned to the rate-limit
access list 200:

router (config)# access-list rate-limit 200 7

You can then use the rate-limit accesslist in arate-limit command so that the rate limit is applied only
to packets matching the rate-limit access list.
router (config)# interface atm4/0.1 mpls

router (config-if)# rate-limit input access-group rate-limit 200 8000 8000 8000
conform-action set-mpls-exp-transmit 4 exceed-action set-mpls-exp-transmit 0

Related Commands

Command Description

rate-limit Configures committed access rate (CAR) and distributed CAR
(DCAR) policies.

show access-list rate-limit Displays information about rate-limit access lists.

Release 12.1(5)T
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rate-limit 1l

To configure CAR and DCAR policies, use therate-limit interface configuration command. To remove
the rate limit from the configuration, use the no form of this command.

rate-limit {input | output} [access-group [rate-limit] acl-index] bps
burst-normal burst-max confor m-action conform-action exceed-action exceed-action

no rate-limit {input | output}[access-group [rate-limit] acl-index] bps
burst-normal burst-max confor m-action conform-action exceed-action exceed-action

Syntax Description

input Applies this CAR traffic policy to packets received on this input
interface.

output Applies this CAR traffic policy to packets sent on this output
interface.

access-group (Optional) Appliesthis CAR traffic policy to the specified accesslist.

rate-limit (Optional) The access list is arate-limit access list.

acl-index (Optional) Access list number.

bps Average rate, in bits per second. The value must be in increments of
8 kbps.

burst-normal Normal burst size, in bytes. The minimum value is bps divided
by 2000.

bur st-max Excess burst size, in bytes.

conform-action
conformraction

Action to take on packets that conform to the specified rate limit.
Specify one of the following keywords:

» continue—Evaluate the next rate-limit command.
» drop—Drop the packet.

- set-dscp-continue—Set the differentiated services codepoint
(0 to 63) and evaluate the next rate-limit command.

» set-dscp-transmit—Transmit the differentiated services
codepoint and transmit the packet.

» set-mpls-exp-continue—Set the MPL S experimental bits
(0 to 7) and evaluate the next rate-limit command.

» set-mpls-exp-transmit—Set the MPL S experimental bits
(0 to 7) and transmit the packet.

» set-prec-continue—Set the I P precedence (0 to 7) and evaluate
the next rate-limit command.

» set-prec-transmit—Set the I P precedence (0 to 7) and transmit
the packet.

» set-gos-continue—Set the QoS group ID (1 to 99) and evaluate
the next rate-limit command.

» set-gos-transmit—Set the QoS group ID (1 to 99) and transmit
the packet.

» transmit—Transmit the packet.
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exceed-action exceed-action

Action to take on packets that exceed the specified rate limit. Specify
one of the following keywords:

« continue—Evaluate the next rate-limit command.
» drop—Drop the packet.

- set-dscp-continue—Set the differentiated services codepoint
(0 to 63) and evaluate the next rate-limit command.

» set-dscp-transmit—Transmit the differentiated services
codepoint and transmit the packet.

» set-mpls-exp-continue—Set the MPL S experimental bits
(0 to 7) and evaluate the next rate-limit command.

« set-mpls-exp-transmit—Set the MPL S experimental bits
(0 to 7) and transmit the packet.

» set-prec-continue—Set the IP precedence (0 to 7) and evaluate
the next rate-limit command.

» set-prec-transmit—Set the IP precedence (0 to 7) and transmit
the packet.

» set-gos-continue—Set the QoS group ID (1 to 99) and evaluate
the next rate-limit command.

» set-gos-transmit—Set the QoS group ID (1 to 99) and transmit
the packet.

« transmit—Transmit the packet.

Defaults CAR and DCAR are disabled.

Command Modes Interface configuration

Command History Release

Modification

11.1CC

This command was introduced.

12.1(5)T

This command now includes conform and exceed actions for the
MPLS experimental field.

Usage Guidelines Use this command to configure your CAR policy on an interface. To specify multiple policies, enter this

command once for each policy.

CAR and DCAR can be configured on an interface or subinterface.

Il Release 12.1(5)T
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Examples

rate-limit 1l

In the following example, the rate is limited by application:

« All World Wide Web traffic is transmitted. However, the MPL S experimental field for Web traffic
that conforms to the first rate policy is set to 5. For nonconforming traffic, the IP precedence is set
to O (best effort). See the following commands in the example:

rate-limit input rate-limit access-group 101 20000000 24000 32000 conform-action
set-mpls-exp-transmit 5 exceed-action set-mpls-exp-transmit 0

access-list 101 permit tcp any any eq www

« FTPtrafficistransmitted with an MPLS experimental field of 5 if it conforms to the second rate
policy. If the FTP traffic exceeds the rate policy, it is dropped. See the following commands in the
example;

rate-limit input access-group 102 10000000 24000 32000
conform-action set-mpls-exp-transmit 5 exceed-action drop

access-list 102 permit tcp any any eq ftp

- Any remaining traffic is limited to 8 Mbps, with a normal burst size of 16000 bytes and an excess
burst size of 24000 bytes. Traffic that conforms is transmitted with an MPL S experimental field
of 5. Traffic that does not conform is dropped. See the following command in the example:

rate-limit input 8000000 16000 24000 conform-action set-mpls-exp-transmit 5
exceed-action drop

Notice that two access lists are created to classify the Web and FTP traffic so that they can be handled
separately by the CAR feature.

router (config)# interface Hssi0/0/0

router (config-if)# description 45Mbps to R2

router (config-if)# rate-limit input rate-limit access-group 101 20000000 24000 32000
conform-action set-mpls-exp-transmit 5 exceed-action set-mpls-exp-transmit 0

router (config-if)# rate-limit input access-group 102 10000000 24000 32000
conform-action set-mpls-exp-transmit 5 exceed-action drop

router (config-if)# rate-limit input 8000000 16000 24000 conform-action
set-mpls-exp-transmit 5 exceed-action drop

router (config-if)# ip address 200.200.14.250 255.255.255.252

|

router (config-if)# access-list 101 permit tcp any any eq www

router (config-if)# access-list 102 permit tcp any any eq ftp

In the following example, the MPL S experimental field is set and the packet is transmitted:

router (config)# interface FastEtheretl/1/0
router (config)# rate-limit input 8000 1000 1000 access-group conform-action
set mpls-exp-transmit 5 exceed-action set-mpls-exp-transmit 5

Related Commands

Command Description
access-list rate-limit Configures an access list for use with committed access rate (CAR)
policies.

show access-list rate-limit  Displays information about rate-limit access lists.

show interfacesrate-limit  Displays information about committed access rate (CAR) for a
specified interface.
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set mpls experimental

To configure apolicy to set the MPL S experimental field within the modular QoS CL I, use the set mpls
experimental policy map configuration command. To disable the policy map, use the no form of this
command.

set mpls experimental value

no set mpls experimental value

Syntax Description value Specifiesthe value used to set MPL S experimental bitsdefined by the
policy map. Valid values are 0 to 7, and they can be space-delimited.
For example, 34 7.

Defaults No default behavior or values.
Command Modes Policy map configuration
Command History Release Modification
12.1(5)T This command was introduced.

Usage Guidelines Use the policy map to set the MPLS experimental field when it is undesirable to modify the IP
precedence field.

Examples The following example specifies a policy map called out_pmap. The policy map comprises class maps.
Class map mpls_2 matches packets with MPL S experimental field 2 and resets the MPL S experimental
field to 3.

router (config)# class-map mpls 2
match mpls experimental 2
router (config)# policy-map out_ pmap
class mpls 2
set mpls experimental 3

Related Commands ~ Command Description
class-map Creates a class map to be used for matching packets to the class
specified.
policy-map Creates a policy map that can be attached to one or more interfaces

to specify a service policy.

service-policy Attaches a policy map to an input interface or an output interface to
be used as the service policy for that interface.

Release 12.1(5)T
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Glossary M

CAR—Committed Access Rate. Classifies packets according to input or output transmission rates.
Allows you to set the MPL S experimental bits or the IP precedence/DSCP bits (whichever is

appropriate).

CBWFQ—Class-based weighted fair queuing. An automated scheduling system that uses a queuing
algorithm to ensure bandwidth allocation to different classes of network traffic.

CE router—Customer edge router. A router, which is part of a customer network, that interfacesto a
PE router.

class-based weighted fair queuing—See CBWFQ.

class of service—See CoS.

CoS—A feature that provides scalable, differentiated types of service across an MPLS network.
committed access rate—See CAR.

customer networ k—A network that is under the control of an end customer. A customer network can
use private addresses as defined in RFC 1918. Customer networks are logically isolated from each other
and from the service provider’'s network.

differentiated services code point—See DSCP.

DSCP—Differentiated Services Code Point. Six bits in the IP header, as defined by the IETF. These
bits determine the class of service provided to the | P packet.

I P precedence field—The first three bits of the DSCP field in the header of an IP packet. These bits
allow you to specify the CoS for the IP packet.

label—A short, fixed-length label that tells switching nodes how to forward data (packets).
label disposition—The act of removing the last MPL S label from a packet.

label imposition—The act of putting an MPL S label onto a packet for transmission on alabel switched
path (LSP).

label switching router—See L SR.

L SR—L abel switching router. A Layer 3 router that forwards a packet based on the value of alabel
encapsulated in the packet.

M PL S—Multiprotocol label switching. Emerging industry standard upon which label switching is
based.

MPL S experimental bits—Bits that allow you to specify the CoS for an MPL S packet.
multiprotocol label switching—See MPLS.

PE router—Provider edge router. A router, at the edge of a service provider’s network, that interfaces
to CE routers.

provider edge router—See PE router.

provider networ k—A backbone network that is under the control of a service provider and provides
transport between customer sites.

QoS—A measure of performance for atransmission system that reflects its transmission quality and
service availability.

guality of service—See QoS.

VPN—Virtual private network. A network that enables | P traffic to use tunneling to travel securely over
apublic TCP/IP network.
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virtual private networ k—See VPN.

WRED—Weighted random early detection. A congestion management algorithm that monitors
network traffic and prevents congestion by dropping packets based on the IP precedence or the valuein
the MPLS experimental field.

weighted random early detection—See WRED.

Il Release 12.1(5)T



	MPLS Class of Service Enhancements
	Feature Overview
	Benefits
	Related Features and Technologies
	Related Documents

	Supported Platforms
	Supported Standards and MIBs
	Prerequisites
	Configuration Tasks
	Configuring MPLS
	Configuring Cisco Express Forwarding
	Configuring CoS

	Using MPLS Class of Service Enhancements
	Setting the MPLS Experimental Field Value
	Importance of Prioritizing a Packet Appropriately
	Configuration Tasks
	Using the Modular QoS CLI to Configure the Ingress Label Switching Router
	Configuring a Class Map to Classify IP Packets
	Configuring a Policy Map to Set the MPLS Experimental Field
	Configuring the Input Interface to Attach the Service Policy

	Using CAR to Configure the Ingress Label Switching Router
	Configuring a Rate-Limit Access List for Classifying IP Packets
	Configuring a Rate-Limit on an Input Interface to Set MPLS Packets


	Configuring the Output IP Packet’s CoS
	Command Reference
	access-list rate-limit
	rate-limit
	set mpls experimental
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


