Configuring Interactive Voice Response

This chapter shows you how to configure Interactive Voice Response (IVR). This chapter contains the
following sections:

- IVR Overview

» IVR Prerequisite Tasks

« Configuring IVR

« IVR Configuration Example

For a compl ete description of the commands used in this chapter, refer to the Cisco |OS Multiservice
Applications Command Reference publication. To locate documentation of other commands that appear
in this chapter, use the command reference master index or search online.

IVR Overview

Note

Interactive Voice Response (IVR) consists of simple voice prompting and digit collection to gather caller
information for authenticating the user and identifying the destination. IV R applications can be assigned
to specific ports or invoked based on DNIS. An IP PSTN gateway can have several different IVR
applications to accommodate many different gateway services, and you can customize the IVR
applications to present different interfaces to the different callers.

IVR uses Tool Control Language (TCL) scripts to gather information and to process accounting and
billing. For example, aTCL IVR script plays when a caller receives a voice-prompt instruction to enter
a specific type of information, such as a PIN. After playing the voice prompt, the IVR application
collects the predetermined number of touch tones (digit collection) and forwards the collected digits to
a server for storage and retrieval. Call records can be kept and a variety of accounting functions
performed.

All IVR scripts are modified and secured with a proprietary Cisco locking mechanism.
Only Cisco internal technical support personnel can open and modify these scripts.

Cisco provides the following IVR scripts:

- fax_hop_on_1—Caollects digits from the redialer, such as account number and destination number.
When acall is placed to an H.323 network, the set of fields configured in the call information
structure are entered, destination, and account.

- clid_authen—Authenticates the call with ANI and DNIS numbers, collects the destination data, and
makes the call.
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- clid_authen_npw—Same as clid_authen, but uses a null password when authenticating, rather than
DNIS numbers.

« clid_authen_collect—Authenticates the call with ANI and DNIS numbers and collects the
destination data, but if authentication fails, it collects the account and password.

- clid_authen col_npw—Same as clid_authen_collect, but uses a null password and does not use or
collect DNIS numbers.

« clid_col_npw_3—Same as clid_authen_col _npw except with that script, if authentication with the
digits collected (account and PIN) fails, the clid_authen_col _npw script just plays afailure message
(auth_failed.au) and then hangs up. The clid_col _npw_3 script allows two failures, then plays the
retry audio file (auth_retry.au) and collects the account and PIN again.

The caller can interrupt the message by entering digits for the account number, which triggers the
prompt to tell the caller to enter the PIN. If authentication fails the third time, the script plays the
audio file auth_fail_final.au, and hangs up.

Table 11 lists the prompt audio files associated with the clid_col_npw_3 script.

Table 11 clid_col_npw_3 Script Prompt Audio Files

Prompt Audio Filename Action

flash:enter_account.au Asks the caller to enter an account number the first time.

flash:auth_fail_retry.au Played after two failures, asks the caller to reenter the account
number.

flash:enter_pin.au Asks the caller to enter a PIN.

flash:enter_destination.au Asks the caller to enter a destination phone number.

flash:auth_fail _final.au Informs the caller that the authorization failed three times.

Table 12 lists additional audio files associated with the clid_col_npw_3 script.

Table 12  Additional clid_col_npw_3 Script Audio Files

Script Audio Filename Action

auth_fail_retry.au Informs the caller that authorization failed. Prompts the caller to
reenter the account number followed by the pound sign (#).

auth_fail final.au Informs the caller, “I’m sorry, your account number cannot be
verified. Please hang up and try again.”

e clid _col_npw_npw—Triesto authenticate by using ANI, null asthe user ID, user, and user password
pair. If that fails, it collects an account number and authenticates with account and null. 1t allows
three tries for the caller to enter the account number before ending the call with the authentication
failed audio file. If authentication succeeds, it plays a prompt to enter the destination number.

Table 13 lists the audio files associated with the clid_col_npw_npw script.
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IVR Prerequisite Tasks

Table 13  clid_col_npw_npw Script Audio Files

Script Audio Filename Action

flash:enter_account.au Asks the caller to enter the account number the first time.

flash:auth_fail_retry.au Played after first two failures, asks the caller to reenter the account
number.

flash:enter_destination.au Asks the caller to enter the destination phone number.

flash:auth_fail_final.au Informs the caller that the authorization failed three times.

clid_col_dnis_3.tcl—Authenticatesthe caller ID threetimes. First it authenticatesthe caller ID with
DNIS. If that is not successful, it attempts to authenticate with the caller PIN up to three times.

clid_col_npw_3.tcl—Authenticates with null. If authentication is not successful, it attempts to
authenticate by using the caller PIN up to 3 times.

clid_4digits_npw_3.tcl—Authenticates with null. If the authentication is not successful, it attempts
to authenticate with the caller PIN up to 3 times using the 14-digit account number and password
entered together.

clid_4digits npw_3_cli.tcl— Authenticates the account number and PIN respectively by using ANI
and null. Thelength of digitsallowed for the account number and password are configurabl e through
the CLI. If the authentication fails, it allows the caller to retry. The retry number is also configured
through the CLI.

clid_authen_col _npw_cli.tcl—Authenticates the account number and PIN respectively using ANI
and null. If the authentication fails, it allows the caller to retry. The retry number is configured
through the CL1. The account number and PIN are collected separately.

clid_authen_collect_cli.tcl—Authenticates the account number and PIN by using ANI and DNIS. If
the authentication fails, it allowsthe caller to retry. The retry number is configured through the CL1I.
The account number and PIN are collected separately.

clid_col_npw_3_cli.tcl—Authenticates by using ANI and null for account and PIN respectively. If
the authentication fails, it allows the caller to retry. The retry number is configured through the CLI.

clid_col_npw_npw_cli.tcl—Authenticates by using ANI and null for account and PIN respectively.
If authentication fails, it allows the caller to retry. The retry number is configured through the CLI.
The account number and PIN are collected together.

To see the contents of the TCL IVR script, use the show call application voice command.

IVR Prerequisite Tasks

Before you configure your Cisco gateway to support I VR, you need to perform the following prerequisite
tasks:

Configure Vol P to support H.323-compliant gateways—meaning that in addition to the basic
configuration tasks, such as configuring dial peers and voice ports, you must configure specific
devices in your network to act as gateways.

Configure a TFTP sever to perform storage and retrieval of the audio files, which are required by
the Debit Card gateway or other features requiring TCL IVR scripts and audio files.
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Download the appropriate classic or TCL VR script from the CCO Software Support Center. Use
the copy command to copy your audio file (.au file) to your Flash memory, and the audio-prompt
load command to read it into RAM. For more information about loading files into Flash memory,
see the “Managing Cisco AS5300 VFCs" section earlier in this chapter.

Make sure that your audio files are in the proper format. The IVR prompts require audio file (.au)
format of 8-bit, u-law, and 8-Khz encoding. To encode your own audio files, we recommend that
you use one of these two audio tools (or a similar tool of comparable quality):

— Cool Edit, manufactured by Syntrillium Software Corporation
— AudioTool, manufactured by Sun Microsystems
Make sure that your access platform has a minimum of 16 MB Flash and 64 MB of DRAM memory.

Install and configure the appropriate RADIUS security server in your network. The version of
RADIUS that you are using must be able to support |ETF-Supported V SAs, which are implemented
by using IETF RADIUS Attribute 26.

Configuring IVR

To configure VR functionality using either classic or TCL scripts, perform the following tasks after you
have completed the prerequisite steps:

Create an application that will interact with the appropriate classic or TCL script.

Define and pass the defined parameter values to the application. Depending on the TCL script you
select, these values can include the language of the audio file and the location of the audio file.
Table 14 lists the TCL scripts and the parameter values they require.

Associate the application to the incoming POTS dial peer.

Define the appropriate method listsusing AAA so that you identify RADIUS asthe security protocol
performing accounting.

To configure IVR, use the following commands beginning in privileged EXEC mode:

Command Purpose
Stepl  Router# configure terminal Enters global configuration mode.
Step2  Router(config)# call application voice Defines the name to be used for your application and
application-name location indicates the location (URL) of the appropriate IVR
script to be used with this application.
Step3  Router(config)# call application voice (Optional depending on the TCL script you select)
application-name language language Defines the language of the audio file for the
designated application and passes that information to
the application.
Step4  Router(config)# call application voice (Optional depending on the TCL script you select)

application-name pin-length number

Defines the number of charactersin the PIN for the
designated application and passes that information to
the application.

Step5  Router(config)# call application voice (Optional depending on the TCL script you select)

application-name retry-count number

Defines the number of times a caller is permitted to
reenter the PIN for the designated application and
passes that information to the application.

l  Cisco I0S Multiservice Applications Configuration Guide



| Configuring Interactive Voice Response

Step 6

Step 7

Step 8
Step 9
Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Configuring VR

Command

Purpose

Router (config)# call application voice
application-name uid-length number

(Optional depending on the TCL script you select)
Defines the number of charactersin the UID for the
designated application and passes that information to
the application.

Router (config)# call application voice
application-name set-location language category
location

(Optional depending on the TCL script you select)
Defines the location, language, and category of the
audio files for the designated application and passes
that information to the application.

Router (config)# aaa new-model

Enables AAA security and accounting services.

Router (config) # gw-accounting h323

Enables gateway-specific H.323 accounting.

Router (config)# aaa authentication login h323 radius

Defines a method list called h323 where RADIUS is
defined as the only method of login authentication.

Router (config)# aaa accounting connection h323
start-stop radius

Defines a method list called h323 where RADIUS is
used to perform connection accounting, providing
start-stop records.

Router (config) # radius-server host ip-address
auth-port number acct-port number

I dentifies the RADIUS server and the ports that will
be used for authentication and accounting services.

Router (config)# radius-server key key

Specifiesthe password used between the gateway and
the RADIUS server.

Router (config)# dial-peer voice number pots

Enters the dial-peer configuration mode to configure
the incoming POTS dial peer.

)

Note

Thenumber value of thedial-peer voicepots
command is atag that uniquely identifies the
dial peer.

Router (config-dial-peer)# application
application-name

Associates the IV R application with the incoming
POTS dial peer.

Router (config-dial-peer)# destination-pattern
[+] string t

Defines the telephone number associated with this
dial peer.

Router (config-dial-peer)# port port number

Defines the voice port associated with this dial peer.

Table 14 lists TCL script names and the corresponding parametersthat are required for each TCL scripts.
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Table 14  TCL Scripts and Parameters

TCL Script Name

Description—Summary

Commands to Configure

clid_4digits_npw_3_cli.tcl

This script authenticates the
account number and PIN
respectively using ANI and
null. The length of digits
allowed for the account
number and password are
configurable through the CL1.
If the authentication fails, it
allowsthe caller to retry. The
retry number is also
configured through the CL1I.

call application voice uid-len
min = 1, max = 20, default - 10

call application voice pin-len
min = 0, max - 10, default = 4

call application voice
retry-count
min = 1, max =5, default = 3

clid_authen_col_npw_cli.tcl

This script authenticates the
account number and PIN
respectively using ANI and
null. If theauthentication fails,
itallowsthecallertoretry. The
retry number is configured
through the CL1. The account
number and PIN are collected
separately.

call application voice
retry-count
min = 1, max =5, default = 3

clid_authen_collect_cli.tcl

This script authenticates the
account number and PIN using
ANI and DNIS. If the
authentication fails, it allows
the caller to retry. The retry
number is configured through
the CLI. The account number
and PIN are collected
separately.

call application voice
retry-count
min =1, max = 5, default = 3

clid_col_npw_3 cli.tcl

This script authenticates using
ANI and null for account and
PIN respectively. If the
authentication fails, it allows
the caller to retry. The retry
number is configured through
the CLI.

call application voice
retry-count
min =1, max = 5, default = 3

clid_col_npw_npw_cli.tcl

This script authenticates using
ANI and null for account and
pin respectively. If
authentication fails, it allows
the caller to retry. The retry
number is configured through
the CLI. The account number

and PIN are collected together.

call application voice
retry-count
min =1, max = 5, default = 3
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IVR Configuration Example

Verifying IVR Configuration

You can verify IVR configuration by performing the following tasks:
- To verify IVR configuration parameters, use the show running configuration command.
- Todisplay alist of all voice applications, use the show call application summary command.
» To show the contents of that script, use the show call application voice command.
« To verify that the operational status of the dial peer is up, use the show dial-peer voice command.

IVR Configuration Example

The following example shows the configuration for the IVR feature; this output was creating by using
the show running configuration command. The following IVR configuration uses the
clid_col_dnis 3.tcl TCL IVR script.

Router # show running-config
Building configuration...

Current configuration:
!
! Last configuration change at 17:57:03 pst Wed Feb 24 1999
!
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service udp-small-servers
service tcp-small-servers
!
hostname sblabll5
!
boot system tftp username/c3620-is56i-mz 172.29.248.12
boot system tftp username/c3620-is-mz 172.29.248.12
no logging buffered
aaa new-model
aaa authentication login no_rad local
aaa authentication login h323 group radius local
!
clock timezone pst -8
clock summer-time pdt recurring
ip subnet-zero
ip domain-name cisco.com
ip name-server 172.29.248.16
ip name-server 171.69.187.13
!
call application voice c4 tftp://santa/username/clid 4digits _npw 3.tcl
call application voice c5 tftp://santa/username/clid col dnis 3.tcl
!
voice-port 1/0/0
!
voice-port 1/0/1
!
voice-port 1/1/0
shutdown
pre-dial-delay 0
!
voice-port 1/1/1
shutdown
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pre-dial-delay 0
|

dial-peer voice 997 voip
destination-pattern 997
session target loopback:rtp
!

dial-peer voice 1 pots
application clid

!

dial-peer voice 2 pots

|

dial-peer voice 100 pots
application c5
answer-address 1234
destination-pattern 100
port 1/0/0

|

voice-port 1/1/0
shutdown
pre-dial-delay 0

!

voice-port 1/1/1
shutdown
pre-dial-delay 0

!

dial-peer voice 997 voip
destination-pattern 997
session target loopback:rtp
!

dial-peer voice 1 pots
application clid

!

dial-peer voice 2 pots

!

dial-peer voice 100 pots
application c5
answer-address 1234
destination-pattern 100
port 1/0/0

!

dial-peer voice 110 pots
application clid
destination-pattern 110
direct-inward-dial

port 1/1/0

!

dial-peer voice 111 pots
destination-pattern 111
port 1/1/1

|

dial-peer voice 114 voip
destination-pattern 114...

session target dns:sblabll4

!
dial-peer voice 991 pots
destination-pattern 991

port 1/0/0

session target loopback:uncompressed
|

dial-peer voice 992 pots
destination-pattern 992

port 1/0/1

session target loopback:uncompressed

l  Cisco I0S Multiservice Applications Configuration Guide



	Configuring Interactive Voice Response
	IVR Overview
	IVR Prerequisite Tasks
	Configuring IVR
	Verifying IVR Configuration

	IVR Configuration Example



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


