Configuring Virtual Private Networks

This chapter describes how to configure, verify, maintain, and troubleshoot a Virtual Private Network
(VPN). It includes the following main sections:

- VPN Technology Overview

» Prerequisites for VPNs

» Configuring VPN

» Verifying VPN Sessions

« Monitoring and Maintaining VPNs
« Troubleshooting VPNs

- VPN Configuration Examples

For a complete description of the commands mentioned in this chapter, see the Cisco IOSDial Services
Command Reference. To locate documentation of other commands that appear in this chapter, use the
command reference master index or search online.

VPN Technology Overview

A VPN carries private data over a public network. It extends remote access to users over a shared
infrastructure. V PNs maintain the same security and management policies as a private network. They are
the most cost-effective method of establishing a point-to-point connection between remote users and a
central network.

A benefit of access VPNs is the way they delegate responsibilities for the network. The customer
outsources the responsibility for the information technology (IT) infrastructure to an Internet service
provider (1SP) that maintains the modems that the remote users dial in to (called modem pools), access
servers, and i nternetworking expertise. The customer isthen only responsible for authenticating its users
and maintaining its network.

Instead of connecting directly to the network by using the expensive Public Switched Telephone
Network (PSTN), access VPN users only need to use the PSTN to connect to the ISP local point of
presence (POP). The | SP then uses the Internet to forward users from the POP to the customer network.
Forwarding a user call over the Internet provides dramatic cost saving for the customer. Access VPNs
use Layer 2 tunneling technologies to create a virtual point-to-point connection between users and the
customer network. These tunneling technologies provide the same direct connectivity as the expensive
PSTN by using the Internet. This means that users anywhere in the world have the same connectivity as
they would at the customer headquarters.
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VPDN MIB

VPNsallow separate and autonomous protocol domainsto share common accessinfrastructureincluding
modems, access servers, and | SDN routers. VPNs use the following tunneling protocols to tunnel link
level frames:

- Layer 2 Forwarding (L2F)
« Layer 2 Tunneling Protocol (L2TP)

Using L2F or L2TPtunneling, an ISP or other access service can create avirtual tunnel to link acustomer
remote sites or remote users with corporate home networks. In particular, a network access server (NAS)
at the I SP point of presence (POP) exchanges PPP messages with the remote users, and communicates
by L2F or L2TP requests and responses with the customer tunnel server to set up tunnels.

L2F or L2TP passes protocol-level packets through the virtual tunnel between endpoints of a
point-to-point connection.

Frames from the remote users are accepted by the ISP POP, stripped of any linked framing or
transparency bytes, encapsulated in L2F or L2TP, and forwarded over the appropriate tunnel. The
customer tunnel server accepts these L2F or L2TP frames, strips the Layer 2 encapsulation, and
processes the incoming frames for the appropriate interface.

Cisco routers fast switch VPN traffic. In stack group environments in which some VPN traffic is
offloaded to a powerful router, fast switching provides improved scalability.

For a complete description of the commands mentioned in this chapter, refer to the Cisco |OS Dial
Solutions Command Reference publication. To locate documentation of other commands that appear in
this chapter, use the command reference master index or search online.

The VPDN MIB offers a mechanism to track failures of user callsin a VPN system allowing SNMP
retrieval of user call failure information, on a per-user basis.

Refer to the Cisco VPDN Management MIB for alist of supported objects for the VPDN MIB.

VPN Hardware Terminology

As new tunneling protocols have been developed for VPNs, new terminology has been created to
describe the hardware involved in VPNs. Fundamentally, two routers are needed for a VPN:

» Network access server (NAS)—It receivesincoming callsfor dial-in VPNs and places outgoing calls
for dial-out VPNs. Typically it is maintained by an ISP that wishes to provide VPN servicesto its
customers.

« Tunnel server—It terminatesdial-in VPNsand initiates dial-out VPNs. Typically it is maintained by
the I SP customer, and is the contact point for the customer network.

In dial-in scenarios, usersdial in to the NAS, and the NAS forwards the call to the tunnel server using a
VPN tunnel.

In dial-out scenarios, the tunnel server initiates a VPN tunnel to the NAS, and the NAS dials out to the
clients.

For the sake of clarity, we will use these generic terms, and not the technol ogy-specific terms. Table 10
lists the technol ogy-specific terms that are often used for these devices.
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Table 10 VPN Hardware Terminology

Generic Term L2F Term L2TP Term
Tunnel Server Home Gateway L2TP Network Server (LNS)
Network Access Server (NAS) |NAS L2TP Access Concentrator
(LAC)
VPN Architectures

VPNs are designed based on one of two architectural options: client-initiated or NAS-initiated VPNs.

- Client-initiated VPNs—Users establish a tunnel across the ISP shared network to the customer
network. The customer manages the client software that initiates the tunnel. The main advantage of
client-initiated VPNs is that they secure the connection between the client and the | SP. However,
client-initiated VPNs are not as scalable and are more complex than NAS-initiated VPNs.

« NAS-initiated VPNs—Users dial in to the ISP NAS, which establishes a tunnel to the private
network. NAS-initiated VPNs are more robust than client-initiated VPNs and do not require the
client to maintain the tunnel-creating software. NAS-initiated VPNs do not encrypt the connection
between the client and the ISP, but thisis not a concern for most customers because the PSTN is
much more secure than the Internet.

L2F Dial-In

VPNsuse L2F or L2TP tunnelsto tunnel thelink layer of high-level protocols (for example, PPP frames
or asynchronous High-Level Data Link Control (HDLC)). ISPs configure their NASs to receive calls
from users and forward the calls to the customer tunnel server. Usually, the ISP only maintains
information about the tunnel server—the tunnel endpoint. The customer maintains the tunnel server
users’ |P addresses, routing, and other user database functions. Administration between the ISP and
tunnel server isreduced to IP connectivity.

Figure 13 shows the PPP link running between a client (the user hardware and software) and the tunnel
server. The NAS and tunnel server establish an L 2F tunnel that the NAS uses to forward the PPP link to
the tunnel server. The VPN then extends from the client to the tunnel server. The L2F tunnel creates a
virtual point-to-point connection between the client and the tunnel server.
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Figure 13  End-to-End Access VPN Protocol Flow: L2F, PPP, and IP
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Thefollowing sections give afunctional description of the sequence of eventsthat establish aVVPN using
L 2F as the tunneling protocol:

= Protocol Negotiation Sequence
e L2F Tunnel Authentication Process

The “Protocol Negotiation Sequence” section is an overview of the negotiation events that take place as
the VPN is established. The “L2F Tunnel Authentication Process” section gives a detailed description
of how the NAS and tunnel server establish the L2F tunnel.

Protocol Negotiation Sequence

A user who wants to connect to the customer tunnel server, first establishes a PPP connection to the ISP
NAS. The NAS then establishes an L 2F tunnel with the tunnel server. Finally, the tunnel server
authenticates the client username and password, and establishes the PPP connection with the client.

Figure 14 shows the sequence of protocol negotiation events between the ISP NAS and the customer
tunnel server.
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Figure 14  Protocol Negotiation Events Between Access VPN Devices
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Table 11 explains the sequence of events shown in Figure 14.

Table 11 Protocol Negotiation Event Descriptions

Event |Description

1. The user client and the NAS conduct a standard PPP Link Control Protocol (L CP) negotiation.

2. The NAS begins PPP authentication by sending a Challenge Handshake Authentication
Protocol (CHAP) challenge to the client.

3. The client replies with a CHAP response.

4. When the NAS receives the CHAP responseg, either the phone number the user dialed in from

(when using DNIS-based authentication) or the user domain name (when using domain
name-based authentication) matches a configuration on either the NAS or its AAA server.

This configuration instructs the NASto create a VPN to forward the PPP session to the tunnel
server by using an L2F tunnel.

Because thisisthe first L2F session with the tunnel server, the NAS and the tunnel server
exchange L2F _CONF packets, which prepare them to create the tunnel. Then they exchange
L2F_OPEN packets, which open the L2F tunnel.

5. Once the L2F tunnel is open, the NAS and tunnel server exchange L 2F session packets. The
NAS sends an L2F_OPEN (Mid) packet to the tunnel server that includes the client
information from the L CP negotiation, the CHAP challenge, and the CHAP response.

The tunnel server forces thisinformation on to avirtual access interface it has created for the
client and responds to the NAS with an L2F_OPEN (Mid) packet.
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Table 11 Protocol Negotiation Event Descriptions

Event |Description

6. Thetunnel server authenticates the CHAP challenge and response (using either local or remote
AAA) and sends a CHAP Auth-OK packet to the client. This completes the three-way CHAP
authentication.

7. When the client receives the CHAP Auth-OK packet, it can send PPP encapsulated packetsto
the tunnel server.

The client and the tunnel server can now exchange 1/O PPP encapsulated packets. The NAS
acts as a transparent PPP frame forwarder.

Subsequent PPP incoming sessions (designated for the same tunnel server) do not repeat the
L 2F tunnel negotiation because the L 2F tunnel is already open.

L2F Tunnel Authentication Process

When the NAS receives a call from aclient that is to be tunneled to atunnel server, it first sends a
challenge to the tunnel server. The tunnel server then sends a combined challenge and response to the
NAS. Finally, the NA S responds to the tunnel server challenge, and the two devices open the L 2F tunnel.

Beforethe NAS and tunnel server can authenticate the tunnel, they must have acommon “tunnel secret.”
A tunnel secret isacommon shared secret that is configured on both the NAS and the tunnel server. For
more information on tunnel secrets, see the “Configuring VPN Tunnel Authentication” section later in
this chapter. By combining the tunnel secret with random value algorithms, which are used to encrypt

the tunnel secret, the NAS and tunnel server authenticate each other and establish the L2F tunnel.

Figure 15 shows the tunnel authentication process.

Figure 15  L2F Tunnel Authentication Process
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Table 12 explains the sequence of events shown in Figure 15.
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Table 12 L2F Tunnel Authentication Event Descriptions

Event |Description

1 Before the NAS and tunnel server open an L2F tunnel, both devices must have a common
tunnel secret in their configurations.

2. The NAS sends an L2F_CONF packet that contains the NAS name and a random challenge
value, A.

3. After the tunnel server receivesthe L2F CONF packet, it sendsan L2F CONF packet back to

the NAS with the tunnel server name and a random challenge value, B. This message also
includes akey containing A' (the MD5 of the NAS secret and the value A).

4. When the NAS receives the L2F_CONF packet, it compares the key A' with the MD5 of the

NAS secret and the value A. If the key and value match, the NAS sends an L2F_OPEN packet
to the tunnel server with akey containing B' (the M D5 of the tunnel server secret and the value
B).

5. When the tunnel server receives the L2F_OPEN packet, it compares the key B' with the MD5
of the tunnel server secret and the value B. If the key and value match, the tunnel server sends
an L2F _OPEN packet to the NAS with the key A'.

6. All subsequent messages from the NAS include key = B'; all subsequent messages from the
tunnel server include key = A'.

Once the tunnel server authenticates the client, the access VPN is established. The L2F tunnel creates a
virtual point-to-point connection between the client and the tunnel server. The NAS acts as atransparent
packet forwarder.

When subsequent clients dial in to the NAS to be forwarded to the tunnel server, the NAS and tunnel
server need not repeat the L 2F tunnel negotiation because the L2F tunnel is already open.

L2TP is an emerging Internet Engineering Task Force (IETF) standard that combines the best features
of two existing tunneling protocols: Cisco L2F (L2F) and Microsoft Point-to-Point Tunneling Protocol
(PPTP).

L2TP offers the same full-range spectrum of features as L 2F, but offers additional functionality. An

L 2TP-capable tunnel server will work with an existing L 2F network access server and will concurrently
support upgraded components running L 2TP. Tunnel servers do not require reconfiguration each time an
individual NAS is upgraded from L2F to L2TP. Table 13 offers a comparison of L2F and L2TP feature
components.

Table 13 L2F and L2TP Feature Comparison

Function L2F L2TP
Flow Control No Yes

AVP hiding No Yes

Tunnel server load sharing Yes Yes

Tunnel server stacking/multihop Yes Yes

support
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Table 13  L2F and L2TP Feature Comparison (continued)

Function L2F L2TP

Tunnel server primary and secondary |Yes Yes

backup

DNS name support Yes Yes

Domain name flexibility Yes Yes

Idle and absolute timeout Yes Yes

Multilink PPP support Yes Yes

Multichassis Multilink PPP support Yes Yes

Security = All security benefits of = All security benefits of
PPP, including multiple PPP, including multiple
per-user authentication per user authentication
options (CHAPR, options (CHAP,
MS-CHAP, PAP). MS-CHAP, PAP).

= Tunnel authentication « Tunnel authentication

mandatory optional

Traditional dialup networking services only support registered |P addresses, which limits the types of
applications that are implemented over VPNs. L2TP supports multiple protocols and unregistered and
privately administered | P addresses over the Internet. Thisallows the existing access infrastructure, such
as the Internet, modems, access servers, and ISDN terminal adapters (TAS), to be used. It also allows
customersto outsource dial-out support, thus reducing overhead for hardware maintenance costs and 800
number fees, and allows them to concentrate corporate gateway resources. Figure 16 shows the L2TP
architecture in atypical dialup environment.

Figure 16  L2TP Architecture
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The following sections supply additional detail about the interworkings and Cisco implementation of
L2TP. Using L2TP tunneling, an Internet service provider (ISP), or other access service, can create a
virtual tunnel to link customer’s remote sites or remote users with corporate home networks. The NAS
located at the | SP's POP exchanges PPP messages with remote users and communicates by way of L2TP
requests and responses with the customer tunnel server to set up tunnels. L2TP passes protocol-level
packetsthrough thevirtual tunnel between endpoints of a point-to-point connection. Framesfrom remote
users are accepted by the |SP’'s POP, stripped of any linked framing or transparency bytes, encapsul ated
in L2TP and forwarded over the appropriate tunnel. The customer's tunnel server accepts these L2TP
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frames, stripsthe L2TP encapsulation, and processes the incoming frames for the appropriate interface.
Figure 17 shows the L2TP tunnel detail and how user “Ismith” connects to the tunnel server to access
the designated corporate intranet.

Figure 17  L2TP Tunnel Structure
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Incoming Call Sequence

A VPN connection between aremote user, aNAS at the | SP POP, and the tunnel server at the home LAN
using an L2TP tunnel is accomplished as follows:

Event |Description

1 The remote user initiates a PPP connection to the ISP, using the anal og telephone system or
ISDN.

2. The ISP network NAS accepts the connection at the POP, and the PPP link is established.

3. After the end user and NAS negotiate L CP, the NAS partially authenticates the end user with

CHAP or PAP. The username, domain name, or DNISis used to determine whether the user is
a VPN client. If the user is not a VPN client, authentication continues, and the client will
access the Internet or other contacted service. If the usernameisa VPN client, the mapping
will name a specific endpoint (the tunnel server).

4. The tunnel end points, the NAS and the tunnel server, authenticate each other before any
sessions are attempted within a tunnel. Alternatively, the tunnel server can accept tunnel
creation without any tunnel authentication of the NAS.

5. Once the tunnel exists, an L2TP session is created for the end user.

6. The NAS will propagate the L CP negotiated options and the partially authenticated
CHAP/PAP information to the tunnel server. The tunnel server will funnel the negotiated
options and authentication information directly to the virtual access interface. If the options
configured on the virtual templateinterface do not match the negotiated optionswith the NAS,
the connection will fail, and a disconnect will be sent to the NAS.

Cisco |0S Dial Services Configuration Guide: Network Services
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The result is that the exchange process appears to be between the dialup client and the remote tunnel
server exclusively, asif no intermediary device (the NAS) isinvolved. Figure 18 offers a pictorial
account of the L2TP incoming call sequence with its own corresponding sequence numbers. Note that
the sequence numbers in Figure 18 are not related to the sequence numbers described in the previous
table.

Figure 18 L2TP Incoming Call Flow
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