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Feature Overview

Benefits

The Asynchronous Serial Traffic Over User Datagram Protocol (UDP) feature provides the ability
to encapsulate asynchronous data into UDP packets, and then unreliably transmit this data without
needing to establish a connection with a receiving device.

You load the data you want to transmit through an asynchronous port, and then transmit it, optionally,
as a multicast or a broadcast. The receiving device(s) can then receive the data whenever it wants. If
the receiver ends reception, the transmission is unaffected.

This process is referred to as UDP Telnet (UDPTN), although it does not—and cannot—use the
Telnet protocol. UDPTN is similar to Telnet in that both are used to transmit data, but UDPTN is
unique in that it does not require that a connection be established with a receiving device.

The Asynchronous Serial Traffic Over UDP feature provides a low bandwidth, low maintenance
method to unreliably deliver data. This delivery is similar to a radio broadcast: It does not require
that you establish a connection to a destination; rather, it transmits the data to whomever wants to
receive it. The receivers are free to begin or end their reception without interrupting the transmission.

This feature is particularly useful for broadcast, multicast, and unstable point-to-point connections.

Asynchronous Serial Traffic Over UDP is a low-bandwidth solution for delivering streaming
information for which lost packets are not critical. Such applications include stock quotes,
newswires, console monitoring, and multi-user chat features.
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Restrictions

Restrictions

® This feature may not work as expected when there are multiple users on the same port number in
a non-multicast environment.

® The same port must be used for both receiving and transmitting.

Related Documents

For information on IP multicasting, see the “Configuring IP Multicast Routing” chapter of the
Network Protocols Configuration Guide, Part 1.

Supported Platforms
® Cisco 1005
® Cisco 1600 series
® Cisco 2500 series
® Cisco 2600 series
® Cisco 3600 series
® (Cisco 4000-M series (Cisco 4000-M, 4500-M, 4700-M)
® Cisco AS5200
® Cisco AS5300
® Cisco AS5800

Supported Standards, MIBs, and RFCs

MIBs
No new or modified MIBs are supported by this feature.

For descriptions of supported MIBs and how to use MIBs, see the Cisco MIB web site on CCO at
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml.

RFCs
No new or modified RFCs are supported by this feature.

Standards

No new or modified Standards are supported by this feature.

Prerequisites
Multicast UDPTN

You must configure multicast for the entire network that will receive and/or propagate the multicasts.

Broadcast UDPTN

You must configure broadcast flooding on the routers between network segments.
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Configuring a Line for UDPTN

Configuration Tasks

See the following sections for configuration tasks for the Asynchronous Serial Traffic Over UDP
feature.

® Configuring a Line for UDPTN (Required)
® Enabling UDPTN (Required)

Configuring a Line for UDPTN

Enter the following configuration on the line that will be used to transmit and/or receive.

Step Command Purpose

1 Router (config)# line Iline-number Enters line configuration mode.

2 Router (config-line)# transport output udptn Enables the line to transport UDP packets.
3 Router (config-line)# dispatch-timeout 1000 Transmits packets every 1000 milliseconds.
4 Router (config-line)# dispatch-character 13 Transmits packets after every new line.

5 Router (config-line)# no session-timeout Disables timeout connection closing.

Enabling UDPTN

There are two methods of enabling UDPTN. You can either manually enable UDPTN when you
want to begin transmission and/or reception, or you can cofigure the router to automatically enable
UDPTN when a connection is made to the line.

Manually Enabling UDPTN

Enter the following EXEC command when you want to begin UDPTN transmission and/or
reception.

Command Purpose

Router# udptn ip-address [port] [/transmit] [/receive] Enables UDPTN to the specified IP address (optionally, using the
specified port). Use the /transmit or /receive keywords if the
router will only be transmitting or receiving UDPTN.

Automatically Enabling UDPTN

Enter the following configuration to automatically enable UDPTN when a connection is made to the
line.

Command Purpose

Router (config)# line Iline-number Enters line configuration mode.

Router (config-line)# autocommand udptn ip-address [port]  Enables UDPTN automatically when a connection is made to the

[/transmit] [/receive] line (optionally, using the specified port). Use the /transmit or
/receive keywords if the router will only be transmitting or
receiving UDPTN.
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Verifying UDPTN Traffic

Verifying UDPTN Traffic

Step 1 Enable UDPTN debugging by using the debug udptn EXEC command.
Step2  Enable UDPTN by using the udptn ip-address EXEC command.

Step3  Observe the debug output.

The following debug output shows a UDPTN session being successfully established and then

disconnected.

Router# debug
Router# udptn

Trying 172
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:
*Mar 1 00:

.16.

10:
10:
10:
10:

udptn
172.16
1.1

15.191
15.195
18.083
18.087

Router# disconnect
Closing connection to 172.16.1.1 [confirm] ¥y

Router#

.1.1
. Open

:udptn0:
:udptn0:
:udptnO:
:udptn0:

adding multicast group.
open to 172.16.1.1:57 Loopback0Ojjaassdd
output packet w 1 bytes
Input packet w 1 bytes

*Mar 1 00:11:03.139:udptn0:removing multicast group.

Step4  While the udptn command is enabled, enter the show ip socket command to verify that
the socket being used for UDPTN opened correctly.

Router# show ip socket

Proto Remote
17 --listen--
17 0.0.0.0
17 1.1.1.2
17 224.1.1.1

Port

520
57
57

Configuration Examples

This section provides the following configuration examples:

® Point-to-Point UDPTN

® Multicast UDPTN

® Broadcast UDPTN

Point-to-Point UDPTN

These configurations are for two routers in mobile, unstable environments that wish to establish a
bidirectional asynchronous tunnel. Because there is no way to ensure that both routers will be up and
running when one of the routers wants to establish a tunnel, they can not use connection-dependent
protocols like Telnet or LAT. They instead use the following UDPTN configurations.

4

Local Port In Out Stat TTY OutputIF
172.21.14.90 67 0 0 89 0
172.21.14.90 520 0 0 1 0

1.1.1.1 57 0 0 48 0
1.2.2.2 57 0 0 48 0 Loopback0

Notice that each router is configured to transmit to and receive from the other’s IP address. Because
both routers will be transmitting and receiving, they do not use the /transmit or /receive keywords
with the udptn command.
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Multicast UDPTN

Router A

interface ethernet 0

ip address 10.54.46.1 255.255.255.192
!
line 5

no session-timeout

transport output udptn
dispatch-timeout 10000
dispatch-character 13

modem in

autocommand udptn 10.54.46.2

Router B

interface ethernet 0

ip address 10.54.46.2 255.255.255.192
|

line 10

no session-timeout

transport output udptn
dispatch-timeout 10000
dispatch-character 13

modem in

autocommand udptn 10.54.46.1

Multicast UDPTN

These configurations are for multicast UDPTN. The router that is multicasting does not require a
multicast configuration—it simply transmits to the multicast IP address.

Router that is Multicasting

ip multicast-routing

interface ethernet 0

ip address 10.1.1.1 255.255.255.0
ip pim dense-mode

1
line 5

no session-timeout

transport output udptn
dispatch-timeout 10000
dispatch-character 13

modem in

autocommand udptn 172.1.1.1 /transmit

Receiving Routers

ip multicast-routing

interface ethernet 0

ip address 10.99.98.97 255.255.255.192
ip pim dense-mode

|

line 0 16

transport output udptn telnet lat rlogin
autocommand udptn 172.1.1.1 /receive
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Broadcast UDPTN

Broadcast UDPTN

These configurations are for broadcast UDPTN. This is the simplest method to transmit to multiple
receivers. The broadcasting router transmits to the broadcast IP address, and any router that wants to
receive the transmission simply connects to the broadcast IP address by using the udptn command.

Router that is Broadcasting

interface ethernet 0

ip address 10.1.1.1 255.255.255.0

1

line 5

no session-timeout

transport output udptn

dispatch-timeout 10000

dispatch-character 13

modem in

autocommand udptn 255.255.255.255 /transmit

Receiving Routers

interface ethernet 0

ip address 10.99.98.97 255.255.255.192
1

line 0 16
transport output udptn telnet lat rlogin
autocommand udptn 255.255.255.255 /receive

6 Cisco IOS Release 12.0(5)T



Broadcast UDPTN

Command Reference

This section documents new or modified commands. All other commands used with this feature are
documented in the Cisco IOS Release 12.0 command reference publications.

® transport output

® udptn
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transport output

transport output

To determine the protocols that can be used for outgoing connections from a line, use the transport
output line configuration command.

transport output {all | lat | mop | nasi | none | pad | rlogin | telnet | udptn | v120}

Syntax Description
all

lat

mop

nasi

none

pad

rlogin

telnet

udptn

v120

Default
Telnet

Command Mode

Line configuration
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Selects all protocols.

Selects the digital LAT protocol, which is the protocol used most often to
connect routers to digital hosts.

Selects Maintenance Operation Protocol (MOP).

Select NetWare Access Server Interface (NASI) as the output transport
protocol.

Prevents any protocol selection on the line. The system normally assumes
that any unrecognized command is a host name. If the protocol is set to
none, the system no longer makes that assumption. No connection will be
attempted if the command is not recognized.

Selects X.3 PAD, used most often to connect routers to X.25 hosts.

Selects the UNIX rlogin protocol for TCP connections. The rlogin setting is
a special case of a Telnet connection. If an rlogin attempt to a particular host
has failed, the failure will be tracked, and subsequent connection attempts
will use a Telnet connection instead.

Selects the TCP/IP Telnet protocol. It allows a user at one site to establish a
TCP connection to a login server at another site.

Selects User Datagram Protocol (UDP) Telnet (UDPTN) connections.

Select the V.120 protocol for outgoing asynchronous over ISDN
connections.



transport output

Command History

Release Modification

10.0 This command was introduced.

10.2 Keywords all, lat, pad, and rlogin added.
11.1 Keywords mop, nasi, and v120 added.
12.0(5)T Keyword udptn added.

Usage Guidelines
You can specify one protocol, multiple protocols, all protocols, or no protocols. To specify multiple
protocols, enter the keyword for each protocol, separated by a space.

Any settings made with the transport output command override settings made with the
transport preferred command.

Example
The following example enables UDPTN on the line:

transport output udptn

Related Commands

Command Description

terminal transport preferred Specifies the protocol to use for the current session when a command
does not specify a protocol.

transport input Defines which protocols is used to connect to the line.

transport preferred Specifies the protocol that is used if the user does not specify a
protocol when initiating a connection.
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udptn

udptn
To transmit or receive asynchronous serial traffic by using UDPTN, use the udptn EXEC command.

udptn ip-address [port] [/transmit] [/receive]

Syntax Description

ip-address IP address
port (Optional) UDP port that is to be used to transmit or receive.
/transmit (Optional) Transmits asynchronous data as UDP packets, but silently

discards any packets that are received from the network.

Ireceive (Optional) Receives UDP packets from the network and sends them to the
asynchronous line, but silently discards any other traffic received from the
network.

Defaults
Disabled

The default UDP port is 57.

Command Modes
EXEC

Command History

Release Modification

12.05)T This command was introduced.

Usage Guidelines

Before you can transmit or receive asynchronous serial traffic, you must enable the transport
output command on the line that will be transmitting or receiving.

To end the UDPTN session, use the disconnect EXEC command.

Caution Because of its ability to send raw UDP datagrams that might conflict with other protocols, UDPTN
A has an implicit access list that only allows UDPTN connections to UDP port 57 or UDP ports greater than

1024.

You can configure an access list to permit more or fewer ports, but Cisco suggests that you not modify this

restriction if you do not fully understand the resulting security implications.

UDPTN connections will generate AAA accounting records if the aaa accounting connection
command is enabled. The start of the session will be recorded, and the number of packets and bytes
received and transmitted will be recorded at the end of the session.
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udptn

Examples
The following example enables the router to transmit UDP packets to IP address 175.49.49.49:

udptn 175.49.49.49 /transmit

Related Commands

Command Description

transport output Defines the protocol that can be used for outgoing connections from a line.
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udptn

Debug Commands

This section documents new debug commands. All other commands used with this feature are
documented in the Cisco IOS Release 12.0 command reference publications.

debug udptn
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debug udptn

debug udptn

To display debug messages for UDPTN events, use the debug udptn privileged EXEC command.
Use the no form of this command to disable debugging output.

[no] debug udptn

Defaults
Disabled
Command History
Release Modification
12.0(5)T This command was introduced.

Examples

Router# debug udptn
Router# udptn 172.16.1.1

Trying 172.16.1.1 ... Open

*Mar 1 00:10:15.191:udptn0:adding multicast group.

*Mar 1 00:10:15.195:udptn0:open to 172.16.1.1:57 Loopback0Ojjaassdd
*Mar 1 00:10:18.083:udptnl0:output packet w 1 bytes

*Mar 1 00:10:18.087:udptn0:Input packet w 1 bytes
Router# disconnect

Closing connection to 172.16.1.1 [confirm] y

Router#

*Mar 1 00:11:03.139:udptn0:removing multicast group.

Related Commands

Command Description
transport output Defines the protocol that can be used for outgoing connections from a line.
udptn Enables transmission and/or reception of UDP packets.
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debug udptn

14 Cisco 10S Release 12.0(5)T



	Syntax Description
	Default
	Command Mode
	Command History
	Usage Guidelines
	Example
	Related Commands
	Syntax Description
	Defaults
	Command Modes
	Command History
	Usage Guidelines
	Examples
	Related Commands
	Defaults
	Command History
	Examples
	Related Commands


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


