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The IP Event Dampening feature introduces a configurable exponential decay mechanism to suppress
the effects of excessive interface flapping events on routing protocols and routing tables in the network.
This feature allows the network operator to configure a router to automatically identify and selectively
dampen a local interface that is flapping.
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Restrictions for IP Event Dampening

Subinterface Restrictions

Only primary interfaces can be configured with this feature. [P Event Dampening does not track the
flapping of individual subinterfaces on an interface.

Virtual Templates Not Supported

Copying a dampening configuration from virtual templates to virtual access interfaces is not supported
because dampening has limited usefulness to existing applications that use virtual templates. Virtual
access interfaces are released when an interface flaps, and new connections and virtual access interfaces
are acquired when the interface comes up and is made available to the network. Since dampening states
are attached to the interface, the dampening states would not survive an interface flap.

IPX Routing Protocols Not Supported

IPX protocols are not supported by the IP Event Dampening feature. However, IPX variants of these
protocols will still receive up and down state event information when this feature is enabled. This should
not create any problems or routing issues.

Information About IP Event Dampening

e [P Event Dampening Overview, page 2
e Interface State Change Events, page 3

e Affected Components, page 4

e Network Deployments, page 5

e Benefits of IP Event Dampening, page 6

IP Event Dampening Overview

Interface state changes occur when interfaces are administratively brought up or down or if an interface
changes state. When an interface changes state or flaps, routing protocols are notified of the status of the
routes that are affected by the change in state. Every interface state change requires all affected devices
in the network to recalculate best paths, install or remove routes from the routing tables, and then
advertise valid routes to peer routers. An unstable interface that flaps excessively can cause other devices
in the network to consume substantial amounts of system processing resources and cause routing
protocols to lose synchronization with the state of the flapping interface.

The IP Event Dampening feature introduces a configurable exponential decay mechanism to suppress
the effects of excessive interface flapping events on routing protocols and routing tables in the network.
This feature allows the network operator to configure a router to automatically identify and selectively
dampen a local interface that is flapping. Dampening an interface removes the interface from the network
until the interface stops flapping and becomes stable. Configuring the IP Event Dampening feature
improves convergence times and stability throughout the network by isolating failures so that
disturbances are not propagated, which reduces the utilization of system processing resources by other
devices in the network and improves overall network stability.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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Interface State Change Events

This section describes the interface state change events of the IP Event Dampening features. This feature
employs a configurable exponential decay mechanism that is used to suppress the effects of excessive
interface flapping or state changes. When the IP Event Dampening feature is enabled, flapping interfaces
are dampened from the perspective of the routing protocol by filtering excessive route updates. Flapping
interfaces are identified, assigned penalties, suppressed if the necessary, and made available to the
network when the interface stabilizes. Figure 1 is a chart that displays interface state events as they are
perceived by routing protocols.

Suppress Threshold

Half-Life Period

Reuse Threshold

The suppress threshold is the value of the accumulated penalty that triggers the router to dampen a
flapping interface. The flapping interface is identified by the router and assigned a penalty for each up
and down state change, but the interface is not automatically dampened. The router tracks the penalties
that a flapping interface accumulates. When the accumulated penalty reaches the default or
preconfigured suppress threshold, the interface is placed in a dampened state.

The half-life period determines how fast the accumulated penalty can decay exponentially. When an
interface is placed in a dampened state, the router monitors the interface for additional up and down state
changes. If the interface continues to accumulate penalties and the interface remains in the suppress
threshold range, the interface will remain dampened. If the interface stabilizes and stops flapping, the
penalty is reduced by half after each half-life period expires. The accumulated penalty will be reduced
until the penalty drops to the reuse threshold. The configurable range of the half-life period timer is from
1 to 30 seconds. The default half-life period timer is 5 seconds.

When the accumulated penalty decreases until the penalty drops to the reuse threshold, the route is
unsuppressed and made available to the other devices on the network. The range of the reuse value is
from 1 to 20000 penalties. The default value is 1000 penalties.

Maximum Suppress Time

The maximum suppress time represents the maximum amount of time an interface can remain dampened
when a penalty is assigned to an interface. The maximum suppress time can be configured from 1 to
20000 seconds. The default of the maximum penalty timer is 20 seconds or four times the default
half-life period (5 seconds). The maximum value of the accumulated penalty is calculated, based on the
maximum suppress time, reuse threshold, and half-life period.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD ]
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Figure 1 Interface State Change Events Perceived by the Routing Protocols
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Affected Components

When an interface is not configured with dampening, or when an interface is configured with dampening
but is not suppressed, the routing protocol behavior as a result of interface state transitions is not changed
by the IP Event Dampening feature. However, if an interface is suppressed, the routing protocols and
routing tables are immune to any further state transitions of the interface until it is unsuppressed.

Route Types

The following interfaces are affected by the configuration of this feature:
¢ Connected routes:
— The connected routes of dampened interfaces are not installed into the routing table.

— When a dampened interface is unsuppressed, the connected routes will be installed into the
routing table if the interface is up.

e Static routes:
— Static routes assigned to a dampened interface are not installed into the routing table.

— When a dampened interface is unsuppressed, the static route will be installed to the routing table
if the interface is up.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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Note  Only the primary interface can be configured with this feature, and all the subinterfaces are subject to
the same dampening configuration as the primary interface. IP Event Dampening does not track the
flapping of individual subinterfaces on an interface.

Supported Protocols

The IP Event Dampening feature supports Routing Information Protocol (RIP), Open Shortest Path First
(OSPF), Enhanced Interior Gateway Routing Protocol (EIGRP), Intermediate System-to-Intermediate
System (IS-IS), Border Gateway Protocol (BGP), Connectionless Network Services (CLNS), and Hot
Standby Routing Protocol (HSRP). The following list provides some general information about the
operation of this feature with these protocols.

e RIP, OSPF, EIGRP, IS-IS, and BGP:

— When an interface is dampened, the interface is considered to be down by the routing protocol.
The routing protocol will not hold any adjacencies with this peer router over the dampened
interface or generate advertisements of any routes related to this interface to other peer routers.

— When the interface is unsuppressed and made available to the network, the interface will be
considered by the routing protocols to be up. The routing protocols will be notified that the
interface is in an up state and routing conditions will return to normal.

e HSRP:

— When an interface is dampened, it is considered to be down by HSRP. HSRP will not generate
HSRP messages out of the dampened interface or respond to any message received by the
dampened interface. When the interface is unsuppressed and made available to the network,
HSRP will be notified of the up state and will return to normal operations.

e CLNS:

— When an interface is dampened, the interface is dampened to both IP and CLNS routing equally.
The interface is dampened to both IP and CLNS because integrated routing protocols like IS-IS,
IP, and CLNS routing are closely interconnected, so it is impossible to apply dampening
separately.

~

Note  The IP Event Dampening feature has no effect on any routing protocols if it is not enabled or an interface
is not dampened.

Network Deployments

In real network deployments, some routers would not be configured with interface dampening, and not
all of the routers would even support this feature. No major routing issues are expected, even if the router
at the other end of a point-to-point interface or if routers of the same multicast LAN do not have interface
dampening turned on or do not have this feature implemented at all. On the router where the interface is
dampened, any routes associated with this interface will not be used. No packets will be sent out of this
interface, and no routing protocol activity will be initiated with the routers on the other side of the
interface. However, those other routers could still install some routes in their routing tables that are
associated with this subnet because those routers recognize that their own interfaces are up and could
start forwarding packets to the dampened interface. In this situation, the router with the dampened
interface will start forwarding these packets, depending on the routes in its routing table.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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The IP Event Dampening feature does not introduce new information into the network. In fact, the effect
of dampening is to subtract a subset of all such routing information from the network. Therefore, looping
should not occur as a result of dampening.

Benefits of IP Event Dampening

Reduced Processing Load

The IP Event Dampening Feature employs a configurable exponential decay mechanism to suppress the
effects of excessive interface flapping events on the routing protocols. Excessive interface up and down
state changes that are received in a short period of time are not processed and do not consume system
resources. Other routers in the network need not waste system resources because of a flapping route.

Faster Convergence

The IP Event Dampening feature improves convergence times and stability throughout the network by
isolating failures so that disturbances are not propagated. Routers that are not experiencing link flap
reach convergence sooner, because routing tables are not rebuilt each time the offending router leaves
and enters service

Improved Network Stability

The IP Event Dampening feature provides increased network stability. A router with a flapping interface
removes the flapping interface from the network until the interface stabilizes, so other routers simply
redirect traffic around the affected router until the interface becomes stable, which ensures that the router
loses no data packets.

How to Configure IP Event Dampening

This section contains the following tasks:
e Enabling IP Event Dampening, page 6
e Verifying IP Event Dampening, page 7

Enabling IP Event Dampening

SUMMARY STEPS

The dampening command is entered in interface configuration mode to enable the IP Event Dampening
feature. If this command is applied to an interface that already has dampening configured, all dampening
states are reset and the accumulated penalty will be set to 0. If the interface has been dampened, the
accumulated penalty will fall into the reuse threshold range, and the dampened interface will be made
available to the network. The flap counts, however, are retained.

1. enable

2. configure terminal

3. interface rype number

4. dampening[half-life-period reuse-threshold] [suppress-threshold max-suppress [restart-penalty]]
5. end

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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Command or Action

Purpose

Step1  enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 interface type number

Example:
Router (config) # interface type number

Enters interface configuration mode and configures the
specified interface.

Slep4 dampening [half-life-period reuse-threshold]
[suppress-threshold max-suppress
[restart-penaltyl]]

Example:
Router (config-if)# dampening

Enables interface dampening.

e Entering the dampening command without any
keywords or arguments enables interface dampening
with the default configuration parameters.

e When manually configuring the timer for the
restart-penalty argument, the values must be manually
entered for all arguments.

Step5 end

Example:
Router (config-if)# end

Exits interface configuration mode and enters Privileged
EXEC mode.

Verifying IP Event Dampening

Use the show dampening interface or show interface dampening EXEC commands to verify the
configuration of the IP Event Dampening feature.

The clear counters Privileged EXEC command be used to clear the flap count and reset it to zero. All
other parameters and status, including dampening states and accumulated penalties, are not affected by

this command.

SUMMARY STEPS

1. enable
2. show dampening interface

3. show interface dampening

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD ]
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DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2  show dampening interface Enters global configuration mode.
Example:
Router# configure terminal
Step3  show interface dampening Enters interface configuration mode for the specified
interface.
Example:

Router (config) # interface type number

Configuration Examples for IP Event Dampening

The following examples show how to configure this feature:
e Configuring IP Event Dampening: Example, page 8
e Verifying IP Event Dampening: Example, page 9

Configuring IP Event Dampening: Example

The following example configures interface dampening on Ethernet interface 0/0 and sets the half life to
30 seconds, the reuse threshold to 1500, the suppress threshold to 10000; and the maximum suppress
time to 120 seconds:

interface Ethernet 0/0

dampening 30 1500 10000 120

The following example configures interface dampening on ATM interface 6/0 and uses the default
interface dampening values:

interface atm 6/0
dampening

The following example configures the router to apply a penalty of 500 on Ethernet interface 0/0 when
the interface comes up for the first time after the router is reloaded:

interface Ethernet 0/0
dampening 5 500 1000 20 500

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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Verifying IP Event Dampening: Example

The output of the show dampening interface command displays a summary of interface dampening.
The following is sample output from the show dampening interface command:

Router# show dampening interface

3 interfaces are configured with dampening.
No interface is being suppressed.
Features that are using interface dampening:
IP Routing
CLNS Routing

The output of the show interface dampening command displays the a summary of the dampening
parameters and status. The following is sample output from the show interface dampening command.

Router# show interface dampening

FastEthernet0/0
Flaps Penalty Supp ReuseTm HalflL, ReuseV SuppV MaxSTm MaxP Restart
0 0 FALSE 0 5 1000 2000 20 16000 0
ATM2/0
Flaps Penalty Supp ReuseTm HalflLL ReuseV SuppV MaxSTm MaxP Restart
0 0 FALSE 0 5 1000 2000 20 16000 0
POS6/0
Flaps Penalty Supp ReuseTm Halfl, ReuseV SuppV  MaxSTm MaxP Restart
0 0 FALSE 0 5 1000 2000 20 16000 0

Additional References

The following sections provide references related to IP Event Dampening feature.

Related Documents

Related Topic

Document Title

Routing Protocol Commands e (Cisco 10S IP Command Reference, Volume 2 of 4: Routing

Protocols, Release 12.3T

Routing Protocol Configuration Tasks e Cisco 10S IP Configuration Guide, Release 12.3

Standards

Standards

Title

No new or modified standards are supported by this —

feature, and support for existing standards has not been
modified by this feature.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD ]
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MiBs

MIBs MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms, Cisco I0S
feature, and support for existing MIBs has not been releases, and feature sets, use Cisco MIB Locator found at the
modified by this feature. following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title

No new or modified RFCs are supported by this —
feature, and support for existing standards has not been
modified by this feature.

Technical Assistance

Description Link

Technical Assistance Center (TAC) home page, http://www.cisco.com/public/support/tac/home.shtml
containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, and tools. Registered
Cisco.com users can log in from this page to access
even more content.

Command Reference

This section documents new commands.
e dampening
e debug dampening
¢ show dampening interface

¢ show interface dampening

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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dampening

To configure a router to automatically dampen a flapping interface, use the dampening command in
interface configuration mode. To disable automatic route dampening, use the no form of this command.

dampening [ half-life-period reuse-threshold] [suppress-threshold max-suppress [restart-penalty]]

no dampening

Syntax Description

Defaults

Command Modes

half-life-period (optional) Time (in seconds) after which a penalty is decreased. Once the
route has been assigned a penalty, the penalty is decreased by half after the
half-life period expires. The range of the half-life period is from 1 to 30
seconds. The default time is 5 seconds.

reuse-threshold (optional) Reuse value based on the number of penalties. When the
accumulated penalty decreases enough to fall below this value, the route is
unsuppressed. The range of the reuse value is from 1 to 20000; the default
is 1000.

suppress-threshold (optional) Value of the accumulated penalty that triggers the router to
dampen a flapping interface.A route is suppressed when its penalty exceeds
this limit. The range is from 1 to 20000; the default is 2000.

max-suppress-time (optional) Maximum time (in seconds) a route can be suppressed. The range
is from 1 to 20000; the default is four times the half-life-period value. If the
half-life-period value is allowed to default, the maximum suppress time
defaults to 20 seconds.

restart-penalty (optional) Penalty to applied to the interface when it comes up for the first
time after the router reloads. The configurable range is from 1 to 20000
penalties. The default is 2000 penalties. This argument is not required for
any other configurations.

This command is disabled by default. To manually configure the timer for the restart keyword, the value
for all arguments must be manually entered.

Interface configuration

Command History

Usage Guidelines

Release Modification

12.0(22)S This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.
12.2(18)SXD This command was integrated into Cisco IOS Release 12.2(18)SXD.

The IP Event Dampening feature will function on a subinterface but cannot be configured on only the
subinterface. Only primary interfaces can be configured with this feature. Primary interface
configuration is applied to all subinterfaces by default.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD ]
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When an interface is dampened, the interface is dampened to both IP and Connectionless Network
Services (CLNS) routing equally. The interface is dampened to both IP and CLNS because integrated
routing protocols like Intermediate System-to-Intermediate System (IS-IS), IP, and CLNS routing
protocols are closely interconnected, so it is impossible to apply dampening separately.

This occurs because for integrated protocols like Intermediate System-to-Intermediate System (IS-IS),
IP, and CLNS routing are closely interconnected, so it is impossible to apply dampening separately.

Copying a dampening configuration from virtual templates to virtual access interfaces is not supported
because dampening has limited usefulness to existing applications using virtual templates. Virtual access
interfaces are released when an interface flaps, and new connections and virtual access interfaces are
acquired when the interface comes up and is made available to the network. Because dampening states
are attached to the interface, the dampening states would not survive an interface flap.

If this command is applied to an interface that already has dampening configured, all dampening states
are reset and the accumulated penalty will be set to 0. If the interface has been dampened, the
accumulated penalty will fall into the reuse threshold range, and the dampened interface will be made
available to the network. The flap counts, however, are retained.

Examples The following example sets the half life to 30 seconds, the reuse threshold to 1500, the suppress
threshold to 10000, and the maximum suppress time to 120 seconds:
interface Ethernet 0/0

dampening 30 1500 10000 120

The following example configures the router to apply a penalty of 500 on Ethernet interface 0/0 when
the interface comes up for the first time after the router is reloaded:

interface Ethernet 0/0
dampening 5 500 1000 20 500

Related Commands = Command Description

clear counters Clears the interface counters.

show dampening Displays a summary of interface dampening.
interface

show interface Displays a summary of the dampening parameters and status.
dampening

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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debug dampening

To display debug trace information messages for interface dampening, use the debug dampening
command in privileged EXEC mode. To disable the debug messages, use the no form of this command.

debug dampening [all | interface]

no debug dampening [all | interface]

Syntax Description

Defaults

Command Modes

all (optional) Enables trace debugging for all dampening features.

interface (optional) Enables trace debugging for IP event dampening.

No default behavior or values.

Privileged EXEC

Command History

Examples

Release Modification

12.0(22)S This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.
12.2(18)SXD This command was integrated into Cisco IOS Release 12.2(18)SXD.

The following sample output is similar to the output that will be displayed when the debug dampening
command is entered with the interface keyword. The sample output shows the following information:

e FEthernet interface 1/1 is configured with the IP Event Dampening feature. The half-life period is set
to 30 seconds, the reuse threshold to 500, the suppress threshold to 1000, and the restart penalty to
90.

¢ The shutdown command and then the no shutdown command was entered on Ethernet interface
1/1. The interface was suppressed and then reused by the IP Event Dampening feature.

router# debug dampening interface

00:07:17:IF-EvD(Ethernetl/1) :CLNS Routing reports state transition from UP to DOWN
00:07:17:EvD(Ethernetl/1) :charge penalty 1000, new accum. penalty 1000, flap count 1
00:07:17:EvD(Ethernetl/1) :accum. penalty 1000, now suppressed with a reuse intervals of 30
00:07:17:IF-EvD(Ethernetl/1) :update CLNS Routing state to DOWN, interface is suppressed
00:07:17:IF-EvD(Ethernetl/1) :IP Routing reports state transition from DOWN to DOWN
00:07:17:IF-EvD(Ethernetl/1) :update IP Routing state to DOWN, interface is suppressed
00:07:17:IF-EvD(Ethernetl/1) :CLNS Routing reports state transition from DOWN to UP
00:07:17:IF-EvD(Ethernetl/1) :CLNS Routing reports state transition from UP to DOWN
00:07:17:EvD(Ethernetl/1) :accum. penalty decayed to 1000 after 0 second(s)
00:07:17:EvD(Ethernetl/1) :charge penalty 1000, new accum. penalty 2000, flap count 2
00:07:17:EvD(Ethernetl/1) :accum. penalty 2000, now suppressed with a reuse intervals of 60
00:07:17:IF-EvD(Ethernetl/1) :CLNS Routing reports state transition from DOWN to UP
00:07:17:IF-EvD(Ethernetl/1) :CLNS Routing reports state transition from UP to DOWN
00:07:17:EvD(Ethernetl/1) :accum. penalty decayed to 2000 after 0 second(s)
00:07:17:EvD(Ethernetl/1) :charge penalty 1000, new accum. penalty 3000, flap count 3

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD ]
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00:07:17
00:07:17
00:07:17
00:07:17
00:07:17
00:07:17
00:07:17
00:07:20
00:07:20
00:07:47
00:08:36:
00:08:36:
00:08:36:
00:08:36:
00:08:36:
00:08:36:

:EvD (Ethernetl/1) :acc
:IF-EvD (Ethernetl/1) :
:IF-EvD (Ethernetl/1)
:IF-EvD (Ethernetl/1)
:IF-EvD (Ethernetl/1)
:IF-EvD (Ethernetl/1)
:IF-EvD (Ethernetl/1)
:IF-EvD (Ethernetl/1) :
:IF-EvD(Ethernetl/1) :

EvD(Ethernetl/1) :acc
EvD (Ethernetl/1) :acc
IF-EvD (Ethernetl/1):
IF-EvD (Ethernetl/1):
IF-EvD (Ethernetl/1):

:IP Routing
:IP Routing
:IP Routing
:IP Routing
:IP Routing

um. penalty 3000, now suppressed with a reuse intervals of 78
CLNS Routing reports state transition from DOWN to UP

reports state transition from UP to UP

reports state transition from UP to UP

reports from UP to UP

reports from UP to UP

reports from UP to UP

CLNS Routing reports state transition from UP to UP

IP Routing reports state transition from UP to UP

transition
transition
transition

state
state
state

:IF-EvD:unsuppress interfaces
IF-EvD:unsuppress interfaces

um. penalty decayed to 483 after 79 second(s)

um. penalty 483, now unsuppressed

update IP Routing state to UP, interface is not suppressed
update CLNS Routing state to UP, interface is not suppressed
CLNS Routing reports state transition from UP to UP

Table 1 describes the significant fields shown in the sample output of the debug dampening command.

Table 1

debug dampening Field Descriptions

Field

Description

... Routing reports state transition
from UP to DOWN

Displays the status of the specified interface from the perspective
of the specified protocol. Interface state changes are displayed.
The interface is specified within parens. The protocol is specified
at the beginning of the message.

charge penalty 1000, new accum.
penalty 1000, flap count 1

Displays the penalty assigned to the flapping interface and amount
of penalty that is added to the accumulated penalty. The interface
flap count is also displayed.

accum. penalty 1000, now
suppressed with a reuse intervals
of 30

Displays the status of the interface, accumulated penalty, and
configured reuse threshold.

update CLNS Routing state to
DOWN, interface is suppressed

Displays the status of the specified interface. Interface state
changes and suppression status are displayed.

accum. penalty decayed to 1000
after 0 second(s)

Displays the decay rate of the accumulated penalty.

unsuppress interfaces

Indicates that dampened interfaces have been unsuppressed.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
[ 14 | |



| IP Event Dampening

show dampening interface W

show dampening interface

To display a summary of dampened interfaces, use the show damping interface command in EXEC
mode.

show dampening interface

Syntax Description  This command has no arguments or keywords.

Command Modes EXEC

Command History Release Modification
12.0(22)S This command was introduced.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

12.2(18)SXD This command was integrated into Cisco I0S Release 12.2(18)SXD.

Examples The following is sample output from the show damping interface command in EXEC mode:
Router# show dampening interface

3 interfaces are configured with dampening.
No interface is being suppressed.
Features that are using interface dampening:
IP Routing
CLNS Routing

Table 2 describes the significant fields shown in the sample output of the show dampening interface
command.

Table 2 show dampening interface Field Descriptions

Field Description

... interfaces are configured with |Displays the number of interfaces that are configured for event
dampening. dampening.

No interface is being suppressed. |Displays the suppression status of the interfaces that are
configured for event dampening.

Features that are using interface |Displays the routing protocols that are configured to perceived

dampening: interface dampening.
Related Commands = Command Description
clear counters Clears the interface counters.
dampening Enables IP event dampening at the interface level.

show interface dampening Displays a summary of the dampening parameters and status.

Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD
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show interface dampening

To display dampened interfaces on the local router, use the show interface dampening command in
EXEC mode.

show interface dampening

Syntax Description ~ This command has no keywords or arguments.

Command Modes EXEC

Command History Release Modification
12.0(22)S This command was introduced.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.
12.2(18)SXD This command was integrated into Cisco IOS Release 12.2(18)SXD.
Examples The following is sample output from the show interface dampening command:

Router# show interface dampening

Flaps Penalty Supp ReuseTm HalfLL ReuseV SuppV  MaxSTm MaxP Restart
0 0 FALSE 0 5 1000 2000 20 16000 0

Table 3 describes the significant fields shown in the display.

Table 3 show interface dampening Field Descriptions

Field Description
Flaps Displays the number of times that an interface has flapped.
Penalty Displays the accumulated penalty.
Supp Indicates if the interface is dampened.
ReuseTm Displays the reuse timer.
HalfL. Displays the half-life counter.
ReuseV Displays the reuse threshold timer.
SuppV Displays the suppress threshold.
MaxSTm Displays the maximum suppress.
MaxP Displays the maximum penalty.
Restart Displays the restart timer.

Related Commands  clear counters Clears the interface counters.
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show interface dampening W

dampening Enables IP event dampening at the interface level.

show dampening interface Displays a summary of interface dampening.
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Glossary

Note

event dampening—The process in which a router dampens a flapping interface from the perspective of
the routing tables and routing protocols of IP and CLNS by filtering the excessive route adjust message
because of the interface state change.

Flap—Rapid interface state changes from up to down and down to up within a short period of time.
half life—The rate of the exponential decay of the accumulated penalty is determined by this value.

maximum penalty—The maximum value beyond which the penalty assigned does not increase. It is
derived from the maximum suppress time.

maximum suppress time—The maximum amount of time the interface can stay suppressed at the time
a penalty is assigned.

penalty—A value assigned to an interface when it flaps. This value increases with each flap and
decreases over time. The rate at which it decreases depends on the half life.

reuse threshold—The threshold value after which the interface will be unsuppressed and can be used
again.
suppress threshold—Value of the accumulated penalty that triggers the router to dampen a flapping

interface. When the accumulated penalty exceeds this value, the interface state is considered to be down
from the perspective of the routing protocol.

suppressed—Suppressing an interface removes an interface from the network from the perspective of
the routing protocol. An interface enters the suppressed state when it has flapped frequently enough for
the penalty assigned to it to cross a threshold limit.

Refer to Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)

Copyright © 2004 Cisco Systems, Inc. All rights reserved.

] Cisco 10S Release 12.0(22)S, 12.2(14)S, 12.2(13)T, and 12.2(18)SXD


http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm

	IP Event Dampening
	Contents
	Restrictions for IP Event Dampening
	Information About IP Event Dampening
	IP Event Dampening Overview
	Interface State Change Events
	Suppress Threshold
	Half-Life Period
	Reuse Threshold
	Maximum Suppress Time

	Affected Components
	Route Types
	Supported Protocols

	Network Deployments
	Benefits of IP Event Dampening

	How to Configure IP Event Dampening
	Enabling IP Event Dampening
	Verifying IP Event Dampening

	Configuration Examples for IP Event Dampening
	Configuring IP Event Dampening: Example
	Verifying IP Event Dampening: Example

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	dampening
	debug dampening
	show dampening interface
	show interface dampening
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


