MPLS Label Distribution Protocol MIB Version 8
Upgrade

The Multiprotocol Label Switching (MPLS) Label Distribution Protocol (LDP) MIB Version 8 Upgrade
feature enhances the LDP MIB to support the Internet Engineering Task Force (IETF) draft version 8.

Feature Specifications for the MPLS LDP MIB Version 8 Upgrade

Feature History

Release Modification

12.0(11)ST Thisfeaturewasintroduced to provide SNM P agent support when using the
MPLS LDP MIB on Cisco 7200, Cisco 7500, and Cisco 12000 series
routers.

12.2(2)T Thisfeature was added to thisrelease to provide SNM P agent support when
using the MPLS LDP MIB on Cisco 7200 and Cisco 7500 series routers.

12.0(21)ST This feature was added to this release to provide SNMP agent and LDP

notification support when using the MPLS LDP MIB on Cisco 7200,
Cisco 7500, and Cisco 12000 series Internet routers.

12.0(22)S This feature (Version 1) was integrated into Cisco |OS Release 12.0(22)S.
12.0(24)S This feature was upgraded to Version 8 in Cisco |0S Release 12.0(24)S.
Supported Platforms

For platforms supported in Cisco 10S Release 12.0(24)S, consult Cisco Feature Navigator.

Determining Platform Support Through Cisco Feature Navigator

Cisco 10S software is packaged in feature sets that are supported on specific platforms. To get updated
information regarding platform support for this feature, access Cisco Feature Navigator. Cisco Feature
Navigator dynamically updates the list of supported platforms as new platform support is added for the
feature.

Cisco Feature Navigator is a web-based tool that enables you to determine which Cisco |0S software
images support a specific set of features and which features are supported in a specific Cisco 10S image.
You can search by feature or release. Under the release section, you can compare releases side by side
to display both the features unique to each software release and the features in common.

To access Cisco Feature Navigator, you must have an account on Cisco.com. If you have forgotten or
lost your account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check
will verify that your e-mail address is registered with Cisco.com. If the check is successful, account
details with a new random password will be e-mailed to you. Qualified users can establish an account
on Cisco.com by following the directions found at this URL:
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http://www.cisco.com/register
Cisco Feature Navigator is updated regularly when major Cisco |OS software releases and technol ogy
releases occur. For the most current information, go to the Cisco Feature Navigator home page at the
following URL :
http://www.cisco.com/go/fn
Availability of Cisco 10S Software Images
Platform support for particular Cisco | OS software releases is dependent on the availability of the
software images for those platforms. Software images for some platforms may be deferred, delayed, or
changed without prior notice. For updated information about platform support and availability of
software images for each Cisco 10S software release, refer to the online release notes or, if supported,
Cisco Feature Navigator.
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Prerequisites for MPLS LDP MIB Version 8 Upgrade

SNMP must be installed and enabled on the label switch routers (LSRs).
MPLS must be enabled on the LSRs.
LDP must be enabled on the L SRs.

Restrictions for MPLS LDP MIB Version 8 Upgrade

This implementation of the MPLS LDP MIB is limited to read-only (RO) permission for MIB objects,
except for MIB object mplsLdpSessionUpDownTrapEnable, which, for purposes of this release, has
been extended to be writable by the SNMP agent.

Cisco 10S Release 12.0(24)S
[ 2 ] |


http://www.cisco.com/register
http://www.cisco.com/go/fn

MPLS Label Distribution Protocol MIB Version 8 Upgrade

Information About the MPLS LDP MIB Version 8 Upgrade

Setting this object to a value of true enables both the mplsL dpSessionUp and mplsL dpSessionDown
notifications on the L SR; conversely, setting this object to a value of false disables both of these
notifications.

For a description of notification events, seethe " Events Generating MPLS LDP MIB Notificationsin the
MPLSLDP MIB Version 8 Upgrade” section on page 12.

Most MPLS LDP MIB objects are set up automatically during the LDP peer discovery (hello) process
and the subsequent negotiation of parameters and establishment of L DP sessions between the L DP peers.

The following tables are not implemented in this release:
« mplsLdpEntityFrParmsTable
« mplsLdpEntityConfFrLRTable
- mplsLdpFrameRelaySesTable
- mplsFecTable
» mplsLdpSesinLabelMapTable
« mplsXCsFecsTable
» mplsLdpSesPeerAddrTable

Information About the MPLS LDP MIB Version 8 Upgrade

To configure the MPLS LDP MIB Version 8 Upgrade, you heed to understand the following concepts:
» Feature Design of the MPLS LDP MIB Version 8 Upgrade, page 3
« Enhancementsin Version 8 of the MPLS LDP MIB, page 5
» Benefits of the MPLS LDP MIB Version 8 Upgrade, page 5

Feature Design of the MPLS LDP MIB Version 8 Upgrade

Multiprotocol label switching (MPLS) is a packet forwarding technology that uses a short, fixed-length
value called alabel in packets to determine the next hop for packet transport through an MPL S network
by means of label switching routers (L SRs).

A fundamental MPLS principleisthat LSRs in an MPLS network must agree on the definition of the
labels being used for packet forwarding operations. Label agreement is achieved in an MPL S network
by means of procedures defined in the Label Distribution Protocol (LDP).

L DP operations begin with a discovery (hello) process during which an LDP entity (alocal LSR) finds
a cooperating LDP peer in the network and negotiates basic operating procedures between them. The
recognition and identification of a peer by means of this discovery process resultsin a hello adjacency,
which represents the context within which label binding information is exchanged between the local
LSR and its LDP peer. LDP functionality then creates an active LDP session between the two LSRs to
effect the exchange of label binding information. The result of this process, when carried to completion
with respect to all the LSRsin an MPLS network, is alabel switched path (L SP), which constitutes an
end-to-end packet transmission pathway between the communicating network devices.

By means of LDP, LSRs can collect, distribute, and release label binding information to other LSRsin
an MPLS network, thereby enabling the hop-by-hop forwarding of packets in the network along
normally routed paths.
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The MPLS LDP MIB has been implemented to enable standard, SNM P-based network management of
the label switching featuresin Cisco |OS. Providing this capability requires SNM P agent code to execute
on adesignated network management station (NMS) in the network. The NM S serves as the medium for
user interaction with the network management objects in the MPLS LDP MIB.

The SNMP agent embodies alayered structure that is compatible with Cisco 10S and presents a network
administrative and management interface to the objectsin the MPLS LDP MIB and, thence, to the rich
set of label switching capabilities supported by Cisco 10S.

By means of an SNMP agent, you can access MPLS LDP MIB objects using standard SNMP GET
operationsto accomplish avariety of network management tasks. All the objectsinthe MPLS LDP MIB
follow the conventions defined in the IETF draft MIB entitled draft-ietf-mpls-Idp-mib-08.txt, which
defines network management objects in a structured and standardized manner. This draft MIB is
continually being evolved toward the status of a standard. Accordingly, the MPLS LDP MIB will be
implemented in a manner that tracks the evolution of this IETF document.

Slight differencesthat exist between the IETF draft M1B and the implementation of equivalent functions
in Cisco |OS require some minor translations between the MPLS LDP MIB objects and theinternal data
structures of Cisco 10S. Such translations are accomplished by the SNMP agent, which runsin the
background on the NM S workstation as alow priority process.

The extensive label switching capabilities supported in Cisco 10S provide an integrated approach to
managing the large volumes of traffic carried by WANSs. These capabilities are integrated into the Layer
3 network services, thus optimizing the routing of high-volume traffic through Internet service provider
backbones while, at the same time, ensuring the resiliency of the network to link or node failures.

Thisrelease of Cisco |0S supports the following functionality in relation to the MPLS LDP MIB:
» Tag Distribution Protocol (TDP)

» Generation and sending of event notification messages to signal changes in the status of LDP
sessions

- Enabling and disabling of event notification messages by means of extensionsto existing SNMP CL |
commands

» Specification of the name or the IP address of an NM S workstation in the operating environment to
which Cisco 10S event notification messages are to be sent to serve network administrative and
management purposes

» Storage of the configuration pertaining to an event notification message into NVRAM of the NMS

The structure of the MPLS LDP MIB conforms to Abstract Syntax Notation One (ASN.1), thereby
forming a highly structured and idealized database of network management objects.

Using any standard SNM P application, you can retrieve and display information from the
MPLS LDP MIB by means of standard SNMP GET operations; similarly, you can traverse and display
information in the MIB by means of SNMP GETNEXT operations.

Cisco 10S Release 12.0(24)S
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Note  Because the MPLS LDP MIB was not given an Internet Assigned Numbers Authority (IANA)
Experimental object identifier (OID) at the time of its implementation, Cisco chose to implement the
MIB under the Cisco Experimental OID number, as follows:

ciscoExperiment  1.3.6.1.4.1.9.10

mplsLdpM 1B 1.3.6.1.4.1.9.10.65

If the MPLS LDP MIB is assigned an IANA Experimental OID number, Cisco will replace all objects
in the MIB under the ciscoExperimental OID and reposition the objects under the IANA Experimental

OID.

Enhancements in Version 8 of the MPLS LDP MIB

Version 8 of the MPLS LDP MIB contains the following enhancements since the release of Version 1:

- TDP support
» Upgraded objects
« New indexing that is no longer based on the number of sessions

Benefits of the MPLS LDP MIB Version 8 Upgrade

» Supports TDP and LDP
» Establishes LDP sessions between peer devices in an MPLS network

» Retrieves MIB parameters relating to the operation of LDP entities, such as:

Well-known LDP discovery port
Maximum transmission unit (MTU)
Proposed keepalive timer interval

L oop detection

Session establishment thresholds

Range of virtual path identifier/virtual channel identifier (VPI/VCI) pairsto be used in forming
labels

» Gathers statistics related to LDP operations, such as error counters (Table 5)
» Monitors the time remaining for hello adjacencies

« Monitors the characteristics and status of LDP peers, such as:

Internetwork layer address of LDP peers

Loop detection of the LDP peers

Default MTU of the LDP peer

Number of seconds the LDP peer proposes as the value of the keepalive interval

« Monitors the characteristics and status of L DP sessions, such as:

Displaying the error counters (Table 10)
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— Determining the LDP version being used by the LDP session

— Determining the keepalive hold time remaining for an LDP session

— Determining the state of an LDP session (whether the session is active or not)

— Displaying the label ranges (Table 2) for platform-wide and interface-specific sessions
— Displaying the ATM parameters (Table 3)

Description of MPLS LDP MIB Elements for the MPLS LDP MIB
Version 8 Upgrade

LDP operations related to an MPLS LDP MIB involve the following functional elements:

- LDP Entity—Relates to an instance of LDP for purposes of exchanging label spaces; describes a
potential session.

» LDP Peer—Refersto aremote LDP entity (that is, a nonlocal LSR).
- LDP Session—Refers to an active LDP process between alocal L SR and aremote LDP peer.

» Hello Adjacency—Refers to the result of an LDP discovery process which affirms the state of two
LSRsin an MPLS network as being adjacent to each other (that is, as being LDP peers). A hello
adjacency constitutes the working context between two LSRsin an MPL S network for purposes of
exchanging label binding information.

These MPLS LDP MIB elements are briefly described under separate headings below.

In effect, the MPLS LDP MIB provides a network management database that supports real-time access
to the various MIB objects within, reflecting the current state of MPLS LDP operations in the network.
This network management information database is accessible by means of standard SNMP commands
issued from an NMS in the MPLS LDP operating environment.

The MPLS LDP MIB supports the following network management and administrative activities:
« Retrieving MPLS LDP MIB parameters pertaining to L DP operations
- Monitoring the characteristics and the status of LDP peers
- Monitoring the status of LDP sessions between LDP peers
» Monitoring hello adjacencies in the network

» Gathering statistics regarding LDP sessions

LDP Entities

An LDP entity isuniquely identified by an LDP identifier that consists of the mplsLdpEntityLdpld and
the mplsLdpEntitylndex as shown in Figure 1. The mplsLdpEntityLdpld consists of the local LSR ID
(four octets) and the label space ID (two octets). The mplsLdpEntitylndex consists of the IP address of
the peer active hello adjacency, which is the 32-bit representation of the | P address assigned to the peer
LSR. The label space ID identifies a specific label space available within the LSR.

The mplsldpEntityProtocol Version is a sample object from the mplsLdpEntityTable.
Figure 1 shows the following indexing:

- mplsLdpEntityLdpld = 10.10.10.10.0.0

- LSRID=10.10.10.10

Cisco 10S Release 12.0(24)S
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- Label spaceID =0.0
The mplsLdpEntityLdpld or the LDP ID consists of the LSR ID and the label space ID.

» The P address of peer active hello adjacency or the mplsLdpEntitylndex = 3232235777, which is
the 32-bit representation of the |P address assigned to the peer’s active hello adjacency.

Figure 1 Sample Indexing for an LDP Entity

IP address of peer active

LDP MIB mplsLdpEntityLdpld hello adjacency (mplsLdpEntitylndex

(mplsLdpEntityTable) p[ N Ao i ) ] y (mp P y )

mplsLdpEntityProtocoIVersion.10.10.10.10.@.3232235777
L 1

LSR ID Label
space ID

88214

mplsLdpEntityProtocolVersion.10.10.10.10.0.0.3232236034

An LDP entity represents a label space that has the potential for a session with an LDP peer. An LDP
entity is set up when a hello adjacency receives a hello message from an LDP peer.

In Figure 2, Router A has potential sessions with two remote peers, Routers B and C. The
mplsLdpEntityLdpld = 10.10.10.10.0.0, and the I P address of the peer active hello adjacency
(mplsLdpEntitylndex) = 3232235777, which is the 32-bit representation of the |P address 192.168.1.1
for Router B.

Figure 2 LDP Entity

IP address 192.168.1.1

mplsLdpEntityLdpld 10.10.10.10.0.0 Potential session
Router A (local LDP) (entity) Router B (peer)

Potential session ">~
(entity) 7Ty

88213

Router C (peer)
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LDP Sessions and Peers

L DP sessions exist between local entities and remote peers for the purpose of distributing label spaces.
There is always a one-to-one correspondence between an LDP peer and an LDP session. A single LDP
session isalabel distribution protocol instance that communicates across one or more network links with
asingle LDP peer.

L DP supports the following types of sessions:

» Interface-specific—An interface-specific session uses interface resources for label space
distributions. For example, each |abel-controlled ATM (LC-ATM) interface usesitsown VPIs/VCls
for label space distributions. Depending on its configuration, an L DP platform can support zero, one,
or more interface-specific sessions. Each LC-ATM interface has its own interface-specific |abel
space and a non-zero label space ID.

» Platform-wide—An LDP platform supports a single platform-wide session for use by all interfaces
that can share the same global |abel space. For Cisco platforms, all interface types except LC-ATM
use the platform-wide session and have a label space ID of zero.

When a session is established between two peers, entries are created in the mplsL dpPeerTable and the
mplsLdpSessionTable because they have the same indexing.

In Figure 3, Router A has two remote peers, Routers B and C. Router A has a single platform-wide
session that consists of two serial interfaces with Router B and another platform-wide session with
Router C. Router A also has two interface-specific sessions with Router B.

Figure 3 LDP Session

Platform-wide session

LSR ID 10.10.10.10 Tl LSRID 10.11.11.11
Router A (local LDP) .-~~ Router B (peer)

. . Interface-
>~ Platform-wide session specific
- sessions

SO LSRID 10.12.12.12

Router C (peer)

Serial

88215
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Figure 4 shows entries that correspond to the mplsL dpPeerTable and the mplsLdpSessionTable in
Figure 3.

In Figure 4, mplsL dpSesState is a sample object from the mplsLdpSessionTable on Router A. There are
four mplsL dpSesState sample objects shown (top to bottom). The first object represents a platform-wide
session associated with two serial interfaces. The next two objects represent interface-specific sessions
for the LC-ATM interfaces on Routers A and B. Note that these i nterface-specific sessions have non-zero
peer label space IDs. The last object represents a platform-wide session for the next peer, Router C.

The indexing is based on the entries in the mplsLdpEntityTable. It begins with the indexes of the
mplsL dpEntity Table and adds the following:

e Peer LDPID =11.11.11.11.0.0

The peer LDP ID consists of the peer LSR ID (four octets) and the peer label space ID (two octets).
e PeerLSRID=11.11.11.11
» Peer label spacelD =0.0

The peer label space ID identifies a specific peer label space available within the L SR.

Figure 4 Sample Indexing for an LDP Session

mplsLdpSessionTable Peer LDP ID

mpISLdpSesState.IlO.10.10.10.0.0.3232235777|.10.11.ll.ll.(L,O

Indexing of Peer label space ID
mplsLdpEntityTable Peer LSR ID
mplsLdpSesState.10.10.10.10.0.0.3232236034.10.12.12.12.0.0
mplsLdpSesState.10.10.10.10.0.1.3232235778.10.11.11.11.0.1
mplsLdpSesState.10.10.10.10.0.2.3232235779.10.11.11.11.0.2

88216
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LDP Hello Adjacencies

An LDP hello adjacency is a network link between arouter and its peers. The purpose of an LDP hello
adjacency isto exchange label binding information between two L SRs that are adjacent to each other in
a network.

An LDP hello adjacency exists for each link on which LDP runs. Multiple LDP hello adjacencies exist
whenever there is more than one link in a session between a router and its peer, such asin a
platform-wide session.

A hello adjacency is considered active if it is currently engaged in a session, or nonactive if it is not
currently engaged in a session.

A targeted hello adjacency is not directly connected to its peer and has an unlimited number of hops
between itself and its peer. A linked hello adjacency is directly connected between two routers.

InFigure 5, Router A has two remote peers, Routers B and C. Router A has a platform-wide session that
consists of three serial interfaces, one of which is active, with Router B and another platform-wide
(targeted) session with Router C.

Figure 5 Hello Adjacency

LSR ID 10.10.10.10 Platform-wide session LSRID 10.11.11.11
------------------------------------------------ Router B (peer)

Serial Serial (active)

Serial

LSR ID 10.12.12.12

Platform-wide Router C (peer)

session (targeted)
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Figure 6 shows entries in the mplsL dpHelloAdjacencyTable. There are four
mplsLdpHelloAdjHoldTime sample objects (top to bottom). They represent the two platform-wide
sessions and the four serial links shown in Figure 5.

The indexing is based on the mplsLdpSessionTable. When the mplsLdpHelloAdjindex enumerates the
different links within a single session, the active link is mplsLdpHelloAdjIndex = 1.

Figure 6 Sample Indexing for an LDP Hello Adjacency
mplsLdpHelloAdjacencyTable
mpIsLdeeIIoAdeoIdTimeRem.IlO.10.10.10.0.0.3232235777.10.11.11.11.0.0|.|:£I
Indexing of mplsLdpSessionTable mplsLdpHelloAdjindex

mplsLdpHelloAdjHoldTimeRem.10.10.10.10.0.0.3232235777.10.11.11.11.0.0.2
mplsLdpHelloAdjHoldTimeRem.10.10.10.10.0.0.3232235777.10.11.11.11.0.0.3
mplsLdpHelloAdjHoldTimeRem.10.10.10.10.0.0.3232236034.10.12.12.12.0.0.1

88218
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Events Generating MPLS LDP MIB Notifications in the MPLS
LDP MIB Version 8 Upgrade

When you enable MPLS LDP MIB notification functionality by issuing the snmp-server enable traps
mpls ldp command, notification messages are generated and sent to a designated NM S in the network
to signal the occurrence of specific events within Cisco |OS.

The MPLS LDP MIB objects involved in LDP status transitions and event notifications include the
following:

S

Note

mplsL dpSessionUp—This message is generated when an LDP entity (alocal LSR) establishes an
LDP session with another L DP entity (an adjacent LDP peer in the network).

mplsLdpSessionDown—This message is generated when an LDP session between alocal LSR and
its adjacent LDP peer is terminated.

mplsLdpPathVectorLimitMismatch—This message is generated when alocal LSR establishes an
LDP session with its adjacent peer L SR, but the two L SRs have dissimilar path vector limits.

The value of the path vector limit can range from 0 through 255; a value of 0 indicates that loop
detection is off; any value other than zero up to 255 indicates that loop detection ison and, in
addition, specifies the maximum number of hops through which an LDP message can pass before a
loop condition in the network is sensed.

We recommend that all L DP-enabled routersin the network be configured with the same path vector
limit. Accordingly, the mplsLdpPathVectorLimitMismatch object existsin the MPLS LDP MIB to
provide a warning message to the NM'S when two routers engaged in LDP operations have a
dissimilar path vector limit.

This notification is generated only if the distribution method is downstream-on-demand.

mplsL dpFailedlnitSessionT hreshol dExceeded—This messageis generated when alocal L SR and an
adjacent LDP peer attempt to set up an L DP session between them, but fail to do so after a specified
number of attempts. The default number of attemptsis 8. This default value isimplemented in

Cisco 10S and cannot be changed using either the command-line interface (CLI) or an SNM P agent.

Eight failed attempts to establish an LDP session between alocal L SR and an LDP peer, due to any
type of incompatibility between the devices, causes this notification message to be generated.

In general, Cisco routers support the same features across multiple platforms. Therefore, the most
likely incompatibility to occur between Cisco L SRsisamismatch of their respective ATM VPI/VCI
label ranges.

For example, if you specify arange of valid labels for an L SR that does not overlap the range of its
adjacent LDP peer, the routers will try eight times to create an LDP session between themselves
before the mplsL dpFailedlnitSessionThreshol dExceeded notification is generated and sent to the
NMS as an informational message.

Operationally, the L SRs whose label ranges do not overlap continue their attempt to create an LDP
session between themsel ves after the eight retry threshold is exceeded. In such cases, the LDP
threshold exceeded notification alerts the network administrator to the existence of a condition in
the network that may warrant attention.

RFC 3036, LDP Specification, details the incompatibilities that can exist between Cisco routers
and/or other vendor LSRsin an MPLS network. Among such incompatibilities, for example, are the
following:
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— Nonoverlapping ATM VPI/VCI ranges (as noted above) or nonoverlapping Frame-Relay DLCI
ranges between L SRs attempting to set up an LDP session

— Unsupported label distribution method
— Dissimilar protocol data unit (PDU) size

— Dissimilar LDP feature support

MIB Tables in the MPLS LDP MIB Version 8 Upgrade

The MPLS LDP MIB consists of the following tables:

mplsLdpEntity Table (Table 1)—Contains entries for every active LDP hello adjacency. Nonactive
hello adjacencies appear in the mplsLdpHelloAdjacencyTable, rather than this table. Thistableis
indexed by the local LDP identifier for the interface and the | P address of the peer active hello
adjacency. (See Figure 1.)

The advantage of showing the active hello adjacency in thistable instead of sessionsisthat the active
hello adjacency can exist even if an LDP session is not active (cannot be established). Previous
implementations of the IETf MPLS-LDP MIB used sessions as the entries in thistable. This
approach was inadequate because as sessions went down, the entries in the entity table would
disappear completely because the agent code could no longer access them. Thisresulted in the MIB
failing to provide information about failed LDP sessions.

Directed adjacencies are also shown in this table. These entries, however, are always
administratively (adminStatus) and operationally (operStatus) up because the adjacencies disappear
if the directed session were to fail. Nondirected adjacencies may disappear from the MIB on some
occasions as well because adjacencies are deleted if the underlying interface becomes operationally
down, for example.

mplsLdpEntityConfGenL RTable (Table 2)—Contains entries for every LDP-enabled interface that isin
the global label space. (For Cisco, this appliesto all interfaces except LC-ATM.) LC-ATM entitiesare
shown in the mplsLdpEntityConfAtmL RTable instead. Indexing is the same as the mplsLdpEntityTable
plus the additional indexes mplsLdpEntityConfGenL RMin and mplsLdpEntityConfGenLRMax. These
additional indexes allow more than one label range to be defined. However, in current Cisco 10S
implementation, only one global label rangeis allowed.

mplsLdpEntityAtmParmsTable (Table 3)—Contains entries for every LDP-enabled LC-ATM
interface. This table is indexed the same as the mplsLdpEntity Table although only LC-ATM
interfaces are shown.

mplsLdpEntityConfAtmL RTable (Table 4)—Contains entries for every LDP-enabled LC-ATM
interface. Indexing is the same as the mplsLdpEntity Table plus the additional indexes
mplsLdpEntityConfAtmLRMinVpi and mplsLdpEntityConfAtmLRMinVci. These additional
indexes allow more than one label range to be defined. However, in current Cisco |0OS
implementation only one label range per LC-ATM interface is allowed.

mplsL dpEntityStatsTable (Table 5)—Augments the mplsL dpEntity Table and shares the exact same
indexing for performing GET and GET-NEXT operations. This table shows additional statistics for
entities.

mplsLdpPeerTable (Table 6)—Contains entries for every peer session that exists. Thistableisindexed
by the local LDP identifier of the session, the | P address of the peer active hello adjacency, and the
peer's LDP identifier. (See Figure 4.)

Cisco I0S Release 12.0(24)S
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- mplsLdpHelloAdjacencyTable (Table 7)—Contains entries for al of the hello adjacencies. This
tableisindexed by thelocal LDPidentifier of the associated session, the | P address of the peer active
hello adjacency, the LDP identifier for the peer, and an arbitrary index that is set to the list position

of the adjacency. (See Figure 6.)

» mplsLdpSessionTable (Table 8)—Augmentsthe mplsL dpPeer Table and sharesthe exact sameindexing
for performing GET and GET-NEXT operations. Thistable shows all sessionsthat exist.

» mplsLdpAtmSesTable (Table 9)—Contains entriesfor every LC-ATM session. Indexing isthe same
as the mplsLdpPeerTable plus the additional indexes mplsL dpSesAtmL RLowerBoundV pi and
mplsLdpSesAtmLRLowerBoundVci. These additional indexes allow more than one label range to
be defined. However, in current Cisco |OS implementation, only one label range per LC-ATM

interface is allowed.

» mplsLdpSesStatsTable (Table 10)—Augments the mplsLdpPeerTable and shares the exact same
indexing for performing GET and GET-NEXT operations. This table shows additional statistics for

SEssions.

mplsLdpEntityTable

Table 1 lists the mplsLdpEntity Table objects and their descriptions.

Table 1 mplsLdpEntityTable Objects and Descriptions
Objects Description
mplsLdpEntityEntry Represents an LDP entity, which is a potential session between

two peers.

mplsLdpEntityLdpld

The LDP identifier (not-accessible) consists of the local LSR
ID (four octets) and the label space ID (two octets).

mplsLdpEntityl ndex

A secondary index to identify this row uniquely. It consists of
the IP address of the peer active hello adjacency, which is the
32-bit representation of the |P address assigned to the L SR (not
accessible).

mplsLdpEntityProtocol Version

The version number of the LDP protocol to be used in the
session initialization message.

mplsL dpEntityAdminStatus

The administrative status of this LDP entity isalwaysup. If the
hello adjacency fails, then this entity disappears from the
mplsLdpEntityTable.

mplsLdpEntityOperStatus The operational status of this LDP entity. Values are
unknown(0), enabled(1), and disabled(2).

mplsLdpEntity TcpDscPort The TCP discovery port for LDP or TDP. The default value is
646 (LDP).

mplsLdpEntityUdpDscPort The UDP discovery port for LDP or TDP. The default value is

646 (LDP).

mplsL dpEntityM axPduL ength

The maximum PDU length that is sent in the common session
parameters of an initialization message.

mplsLdpEntityKeepAliveHoldTimer

The two-octet value that is the proposed keepalive hold timer
for this LDP entity.
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Table 1 mplsLdpEntityTable Objects and Descriptions (continued)

Objects

Description

mplsLdpEntityHelloHoldTimer

The two-octet value that is the proposed hello hold timer for
this LDP entity.

mplsLdpEntitylnitSesThreshold

The threshold for notification when this entity and its peer are
engaged in an endless sequence of initialization messages.

The default value is 8 and cannot be changed by SNMP or CLI.

mplsLdpEntityL abel DistM ethod

The specified method of label distribution for any given LDP
session. Values are downstreamOnDemand(1) and
downstreamUnsolicited(2).

mplsLdpEntityL abel RetentionM ode

Can be configured to use either conservative(1) for LC-ATM or
liberal(2) for all other interfaces.

mplsLdpEntityPVLMisTrapEnable

Indicates whether the mplsLdpPVLMismatch trap should be
generated.

If the value is enabled(1), the trap is generated. If the valueis
disabled(2), the trap is not generated. The default is
disabled(2).

Note  The mplsLdpPVLMismatch trap is generated only if
mplsLdpEntityL abelDistMethod is
downstreamOnDemand(1).

mplsLdpEntityPVL

If the value of thisobject is 0, loop detection for path vectorsis
disabled. Otherwise, if this object has avalue greater than zero,
loop detection for path vectors is enabled, and the path vector

limit is this value.

Note  The mplsLdpEntityPVL object is non-zero only if
mplsLdpEntityL abel DistMethod is
downstreamOnDemand(1).

mplsLdpEntityHopCountLimit

If the value of thisobject is0, loop detection using hop counters
is disabled.

If the value of this object is greater than 0, loop detection using
hop counters is enabled, and this object specifies this entity's
maximum allowable value for the hop count.

Note  The mplsLdpEntityHopCountLimit object is non-zero
only if mplsLdpEntityLabelDistMethod is
downstreamOnDemand(1).

mplsLdpEntity TargPeer

If this LDP entity uses atargeted adjacency, then this object is
set to true(1). The default value is false(2).

mplsLdpEntity TargPeerAddrType

The type of the internetwork layer address used for the
extended discovery. This object indicates how the value of
mplsLdpEntity TargPeerAddr is to be interpreted.

mplsLdpEntity TargPeerAddr

The value of the internetwork layer address used for the
targeted adjacency.
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Table 1

mplsLdpEntityTable Objects and Descriptions (continued)

Objects

Description

mplsL dpEntityOptional Parameters

Specifies the optional parameters for the LDP initialization
message. If the valueis generic(1), then no optional parameters
will be sent in the LDP initialization message associated with
this entity.

LC-ATM uses atmParameters(2) to specify that a row in the
mplsLdpEntityAtmParmsTable corresponds to this entry.

Note  Frame Relay parameters are not supported in this

rel ease.

mplsLdpEntityDiscontinuity Time

The value of sysUpTime on the most recent occasion at which
any one or more of this entity’s counters suffered a
discontinuity. The relevant counters are the specific instances
associated with this entity of any Counter32, or Counter64
object contained in the mplsLdpEntityStatsTable. If no such
discontinuities have occurred since the last reinitialization of
the local management subsystem, then this object containsa 0
value.

mplsLdpEntityStorType The storage type for this entry in thisrelease is a read-only
implementation that is always volatile.
mplsLdpEntityRowStatus This object is aread-only implementation that is always active

in this release.

mplsLdpEntityConfGenLRTable

Table 2 lists the mplsLdpEntityConfGenL RTable objects and their descriptions.

Table 2

mplsLdpEntityConfGenLRTable Objects and Descriptions

Objects

Description

mplsL dpEntityConf GenL REntry

A row in the LDP Entity Configurable Generic Label Range
Table. One entry in thistable containsinformation on asingle
range of labelsrepresented by the configured upper and lower
bounds pairs.

The current implementation supports one label range per
entity.

mplsLdpEntityConfGenLRMin

The minimum label configured for this range (not
accessible).

mplsLdpEntityConfGenL RM ax

The maximum label configured for this range (not
accessible).

mplsL dpEntityConfGenlfIndxOrZero

This value represents the SNMP IF-MIB index for the
platform-wide entity. If the active hello adjacency istargeted,
then the value is 0.
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Table 2

MIB Tables in the MPLS LDP MIB Version 8 Upgrade

mplsLdpEntityConfGenLRTable Objects and Descriptions (continued)

Objects

Description

mplsLdpEntityConf GenL RStor Type

The storage type for this entry in thisrelease is a read-only
implementation that is always volatile.

mpl sL dpEntity Conf GenL RRow Status

This object is aread-only implementation that is always
active in this release.

mplsLdpEntityAtmParmsTable

Table 3 lists the mplsLdpEntityAtmParmsTable objects and their descriptions.

Table 3

mplsLdpEntityAtmParmsTable Objects and Descriptions

Objects

Description

mplsLdpEntityAtmParmsEntry

Represents the ATM parameters and ATM information for
this LDP entity.

mplsLdpEntityAtmIfIndxOrZero

This value represents the SNMP IF-MIB index for the
interface-specific LC-ATM entity.

mplsLdpEntityAtmMergeCap

Denotes the merge capability of this entity.

mplsLdpEntityAtmL RComponents

Number of label range componentsin the initialization
message. This also represents the number of entriesin the
mplsLdpEntityConf AtmL RTable that correspond to this
entry.

Note  This release supports only one component.

mplsLdpEntityAtmV cDirectionality

If the value of this object is bidirectional (0), a given VCI
within agiven VPI, is used as a label for both directions
independently.

If the value of this object is unidirectional (1), agiven VCI
within a VPI designates one direction.

mplsLdpEntityAtmL srConnectivity

The peer LSR can be connected indirectly by means of an
ATM VP so that the VPI values may be different on either
endpoint so the label must be encoded entirely withinthe VVCl
field.

Values are direct(1), the default, and indirect(2).

mplsLdpEntityDefaultControl V pi

The default VPI value for the non-MPL S connection.

mplsLdpEntityDefaultControl Vci

The default VCI value for the non-MPL S connection.

mplsLdpEntityUnlabTrafV pi

VPI value of the VCC supporting unlabeled traffic. This
non-MPLS connection is used to carry unlabeled (IP)
packets.

mplsLdpEntityUnlabTrafV ci

V CI value of the VCC supporting unlabeled traffic. This
non-MPLS connection is used to carry unlabeled (IP)
packets.
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Table 3 mplsLdpEntityAtmParmsTable Objects and Descriptions (continued)

Objects Description

mplsLdpEntityAtmStorType The storage type for this entry in thisrelease is a read-only
implementation that is always volatile.

mplsLdpEntityAtmRowStatus This object is aread-only implementation that is always
active in this release.

mplsLdpEntityConfAtmLRTable

Table 4 lists the mplsLdpEntityConf AtmL RTable objects and their descriptions.

Table 4 mplsLdpEntityConfAtmLRTable Objects and Descriptions

Objects Description

mplsLdpEntityConf AtmL REntry A row in the LDP Entity Configurable ATM Label Range
Table. Oneentry in thistable containsinformation on asingle
range of labelsrepresented by the configured upper and lower
bounds VPI/VCI pairs. These are the same data used in the
initialization message. This label range should overlap the
label range of the peer.

mplsLdpEntityConfAtmLRMinV pi The minimum VPl number configured for this range (not
accessible).

mplsLdpEntityConfAtmLRMinVci The minimum V CI number configured for this range (not
accessible).

mplsLdpEntityConf AtmLRMaxV pi The maximum VPl nhumber configured for this range (not
accessible).

mplsLdpEntityConfAtmLRMaxV ci The maximum V Cl number configured for this range (not
accessible).

mplsLdpEntityConfAtmLRStorType |The storage type for this entry in thisrelease is aread-only
implementation that is always volatile.

mplsLdpEntityConfAtmLRRowStatus |This object is a read-only implementation that is always
active in this release.

mplsLdpEntityStatsTable

Table 5 lists the mplsLdpEntityStatsTable objects and their descriptions.

Table 5 mplsLdpEntityStatsTable Objects and Descriptions

Objects Description

mplsLdpEntity StatsEntry These entries augment the mplsLdpEntityTable by providing
additional information for each entry.

mplsL dpAttemptedSessions Not supported in this release.

mplsLdpSesRejectedNoHelloErrors  |A count of the session rejected/no hello error notification
messages sent or received by this LDP entity.
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Table 5 mplsLdpEntityStatsTable Objects and Descriptions (continued)
Objects Description
mplsLdpSesRejectedAdErrors A count of the session rejected/parameters advertisement

mode error notification messages sent or received by this
LDP entity.

mpl sL dpSesRejectedM axPduErrors

A count of the session rejected/parameters max PDU length
error notification messages sent or received by this LDP
entity.

mplsLdpSesRejectedL RErrors

A count of the session rejected/parameters label range
notification messages sent or received by this LDP entity.

mplsLdpBadL dpldentifierErrors

This object counts the number of bad LDP identifier fatal
errors detected by the session associated with thisLDP entity.

mplsLdpBadPduL engthErrors

This object counts the number of bad PDU length fatal errors
detected by the session associated with this LDP entity.

mplsLdpBadM essagelengthErrors

This object counts the number of bad message |length fatal
errors detected by the session associated with this LDP entity.

mplsLdpBadTlvLengthErrors

This object countsthe number of bad type length value (TLV)
length fatal errors detected by the session associated with this
LDP entity.

mplsLdpMalformedTIvValueErrors

This object counts the number of malformed TLV value fatal
errors detected by the session associated with this LDP entity.

mplsLdpKeepAliveTimerExpErrors

This object counts the number of session keepalive timer
expired errors detected by the session associated with this
LDP entity.

mplsLdpShutdownNotifReceived

This object counts the number of shutdown notifications
received related to the session associated with this LDP
entity.

mplsL dpShutdownNotifSent

This object counts the number of shutdown notifications sent
related to the session associated with this LDP entity.

mplsLdpPeerTable

Table 6 lists the mplsLdpPeerTable objects and their descriptions.

Table 6 mplsLdpPeerTable Objects and Descriptions
Objects Description
mplsLdpPeerEntry Information about a single peer that is related to a session

(not accessible).
Note  Thistableisaugmented by the mplsL dpSessionTable.

mplsLdpPeerLdpld

The LDP identifier of thisLDP peer (not accessible) consists
of the peer LSR ID (four octets) and the peer label space ID
(two octets).
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Table 6 mplsLdpPeerTable Objects and Descriptions (continued)

Objects Description

mplsLdpPeerLabel DistM ethod For any given LDP session, the method of label distribution.
Values are downstreamOnDemand(1) and
downstreamUnsolicited(2).

mpl sL dpPeerL oopDetectionForPV An indication of whether |oop detection based on path
vectorsis disabled or enabled for this peer.

For downstream unsolicited distribution
(mplsLdpPeerLabel DistMethod is
downstreamUnsolicited(2)), this object always has a value of
disabled(0) and loop detection is disabled.

For downstream-on-demand distribution
(mplsLdpPeerLabelDistMethod is
downstreamOnDemand(1)), this object has a value of
enabled(1), provided that loop detection based on path
vectors is enabled.

mplsLdpPeerPVL If the value of mplsL dpPeerL oopDetectionForPV for this
entry is enabled(1), this object represents that path vector
limit for this peer.

If the value of mplsL dpPeerL oopDetectionForPV for this
entry is disabled(0), this value should be 0.

mplsLdpHelloAdjacencyTable
Table 7 lists the mplsLdpHelloAdjacencyTable objects and their descriptions.

Table 7 mplsLdpHelloAdjacencyTable Objects and Descriptions

Objects Description

mplsLdpHelloAdjacencyEntry Each row represents a single LDP hello adjacency. An LDP
session can have one or more hello adjacencies (not
accessible).

mplsLdpHelloAdjIndex Anidentifier for this specific adjacency (not accessible). The

active hello adjacency has mplsLdpHelloAdjIndex equal tol.

mplsLdpHelloAdjHoldTimeRem The time remaining for this hello adjacency. This interval
changes when the next hello message, which corresponds to
this hello adjacency, is received.

mplsLdpHelloAdjType This adjacency istheresult of alink hello if the value of this
object islink(1). Otherwise, this adjacency is aresult of a
targeted hello and its value is targeted(2).

mplsLdpSessionTable

Table 8 lists the mplsLdpSessionTable objects and their descriptions.
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Table 8

MIB Tables in the MPLS LDP MIB Version 8 Upgrade

mplsLdpSessionTable Objects and Descriptions

Objects

Description

mplsL dpSessionEntry

An entry in this table represents information on a single
session between an LDP entity and LDP peer. The
information contained in arow is read-only. This table
augments the mplsLdpPeerTable.

mplsLdpSesState

The current state of the session, all of the states are based on
the LDP or TDP state machine for session negotiation
behavior.

The states are as follows:
« nonexistent(1)
 initialized(2)

- openrec(3)
- opensent(4)
» operational(5)

mplsL dpSesProtocol Version

The version of the LDP protocol which this session is using.
Thisisthe version of the LDP protocol that has been
negotiated during session initialization.

mplsLdpSesKeepAliveHoldTimeRem

The keepalive hold time remaining for this session.

mplsLdpSesMaxPduL en

The value of maximum allowable length for LDP PDUs for
this session. This value may have been negotiated during the
session initialization.

mplsLdpSesDiscontinuity Time

Thevalue of sysUpTime on the most recent occasion at which
any one or more of this session’s counters suffered a
discontinuity. Therelevant counters are the specific instances
associated with this session of any Counter32 or Counter64
object contained in the mplsL dpSessionStatsTable.

The initial value of this object is the value of sysUpTime
when the entry was created in this table.

mplsLdpAtmSesTable

Table 9 lists the mplsLdpAtmSesTabl e objects and their descriptions.

Table 9 mplsLdpAtmSesTable Objects and Descriptions
Objects Description
mplsLdpAtmSesEntry Anentry inthistable representsinformation on asingle label

range intersection between an LDP entity and an LDP peer
(not accessible).

mplsLdpSesAtmL RLowerBoundV pi

The minimum VPl number for this range (not accessible).

mplsLdpSesAtmL RLowerBoundV ci

The minimum V CI number for this range (not accessible).
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Table 9 mplsLdpAtmSesTable Objects and Descriptions (continued)

Objects Description
mplsLdpSesAtmLRUpperBoundVpi | The maximum VPI number for this range (read only).
mplsLdpSesAtmLRUpperBoundVci | The maximum VCI number for this range (read only).

mplsLdpSesStatsTable

Table 10 lists the mplsL dpSesStatsTable objects and their descriptions.

Table 10 mplsLdpSesStatsTable Objects and Descriptions

Objects Description

mplsLdpSesStatsEntry An entry in this table represents statistical information on a
single session between an LDP entity and LDP peer. This
table augments the mplsLdpPeerTable.

mplsLdpSesStatsUnkMesTypeErrors | This object counts the number of unknown message type
errors detected during this session.

mplsLdpSesStatsUnkTIVErrors This object counts the number of unknown TLV errors
detected during this session.

VPN Contexts in the MPLS LDP MIB Version 8 Upgrade

Within an MPL S Border Gateway Protocol (BGP) 4 Virtual Private Network (VPN) environment,
separate LDP processes can be created for each VPN. These processes and their associated data are
called VPN contexts. Each context isindependent from all others and contains data specific only to that

context. The IETF MPLS-LDP MIB is capable only of showing information about a single context at
onetime.

~

Note  Thisrelease supports a global VPN context only.

How to Configure the MPLS LDP MIB Version 8 Upgrade

This section contains the following procedures:
- Enable the SNMP Agent, page 23 (required)
» Enable Cisco Express Forwarding (CEF), page 24 (required)
« Enable MPLS Globally, page 24 (required)
« Enable LDP Globally, page 25 (required)
- Enable MPLS on an Interface, page 26 (required)
- Enable LDP on an Interface, page 27 (required)
» Verify the MPLS LDP MIB Version 8 Upgrade, page 28 (optional)
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Enable the SNMP Agent

Perform this task to enable the SNMP agent.

SUMMARY STEPS

enable

show running-config

end

o gk~ w e

write memory

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

How to Configure the MPLS LDP MIB Version 8 Upgrade

configure {terminal | memory | network}
snmp-server community string [view view-name] [ro] [number]

Command or Action

Purpose

enable

Example:
Router> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

show running-config

Example:
Router# show running-config

Displays the running configuration of the router to
determine if an SNMP agent is already running on the
device.

If no SNMP information is displayed, continue with the
next step.

If any SNMP information is displayed, you can modify the
information or change it as desired.

configure {terminal | memory | network}

Example:
Router# configure terminal

Enters global configuration mode.

snmp-server community string [view view-name]
[ro] [number]

Example:
Router (config)# snmp-server community public ro

Configures read-only (ro) community strings for the MPLS
LDP MIB.

« The string argument functions like a password
permitting access to SNMP functionality on label
switched routers (LSRs) in an MPL S network.

- Theoptional ro keyword configures read-only (ro)
access to the objectsin the MPLS LDP MIB.
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Step 5

Step 6

Enable Cisco Express Forwarding (CEF)

Command or Action

Purpose

end

Example:
Router (config)# end

Exits to privileged EXEC mode.

write memory

Example:
Router# write memory

Writes the modified SNMP configuration into nonvolatile
memory (NVRAM) of the router, permanently saving the
SNMP settings.

Perform this task to enable CEF.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. ip cef distributed
4. end
DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enable

Example:
Router> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

configure {terminal | memory | network}

Example:
Router# configure terminal

Enters global configuration mode.

ip cef distributed

Example:
Router (config)# ip cef distributed

Enables distributed CEF (dCEF).

end

Example:
Router (config)# end

Exits to privileged EXEC mode.

Enable MPLS Globally

Perform this task to enable MPLS globally.
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How to Configure the MPLS LDP MIB Version 8 Upgrade

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. mplsip
4. end
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
Router> enable
Step 2 configure {terminal | memory | network} Enters global configuration mode.
Example:
Router# configure terminal
Step3  mpls ip Enables MPLS forwarding of |Pv4 packets along normally
routed paths for the platform.
Example:
Router (config)# mpls ip
Step4  end Exits to privileged EXEC mode.
Example:

Router (config)# end

Enable LDP Globally

Perform this task to enable LDP globally.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. mplslabel protocol {Idp | tdp}
4. end
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DETAILED STEPS
Command or Action Purpose
Stepl enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
Router> enable
Step2  configure {terminal | memory | network} Enters global configuration mode.
Example:
Router# configure terminal
Step3 mpls label protocol {ldp | tdp} Specifies the platform default label distribution protocol.
Example:
Router (config)# mpls label protocol 1ldp
Step4  end Exitsto privileged EXEC mode.
Example:
Router (config)# end

Enable MPLS on an Interface

Perform this task to enable MPLS on an interface.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. interface [type number]
4. mplsip
5. end
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables higher privilege levels, such as privileged EXEC
mode.
Example: Enter your password if prompted.
Router> enable
Step 2 configure {terminal | memory | network} Enters g| obal Configuration mode.
Example:
Router# configure terminal
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Command or Action

Purpose

Step 3 interface [type number]

Example:
Router (config-if)# interface Ethernetl

Enters interface configuration mode.

« Thetype number argument identifiesthe interfaceto be
configured.

Step4 mpls ip

Example:
Router (config-if)# mpls ip

Enables MPL S forwarding of 1Pv4 packets along normally
routed paths for a particular interface.

Step5 end

Example:
Router (config-if)# end

Exitsto privileged EXEC mode.

Enable LDP on an Interface

Perform this task to enable LDP on an interface.

SUMMARY STEPS
1. enable
2. configure {terminal | memory | network}
3. interface [type number]
4. mplslabel protocol {ldp | tdp | both}
5. end
DETAILED STEPS

Command or Action

Purpose

Step 1 enable

Example:
Router> enable

Enables higher privilege levels, such as privileged EXEC
mode.

Enter your password if prompted.

Step 2 configure {terminal | memory | network}

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 interface [type number]

Example:
Router (config-if)# interface Ethernetl

Enters interface configuration mode.

- Thetype number argument identifiesthe interfaceto be
configured.
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Command or Action Purpose
Step4  mpls label protocol {ldp | tdp | both} Specifies the label distribution protocol to be used on a
given interface.
Example:
Router (config-if)# mpls label protocol 1ldp
Step5 end Exits to privileged EXEC mode.
Example:

Router (config-if)# end

Verify the MPLS LDP MIB Version 8 Upgrade

Perform a MIB walk using your SNMP management tool to verify that the MPLS LDP MIB Version 8
Upgrade feature is functioning.

~

Note  Thisrelease supports SNMP v1 and v2c.

Configuration Examples for the MPLS LDP MIB Version 8
Upgrade

This section provides the following configuration examples:
e MPLSLDP MIB Version 8 Upgrade Example, page 28

MPLS LDP MIB Version 8 Upgrade Example

The following example shows how to enable an SNMP agent on the host NMS:

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# snmp-server community

The following example shows how to enable SNMPv1 and SNMPv2C on the host NMS. The
configuration permits any SNM P agent to accessall MPLS LDP MIB objects with read-only permission
using the community string public.

Router (config)# snmp-server community public

The following example shows how to allow read-only accessto all MPLS LDP MIB objectsrelating to
members of access list 4 that specify the comaccess community string. No other SNMP agentswill have
access to any of the MPLS LDP MIB objects.

Router (config)# snmp-server community comaccess ro 4

The following example shows how to enable LDP globally and then on an interface:
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Router# configure terminal

Enter configuration commands,

Additional References W

one per line. End with CNTL/Z.

Router (config)# mpls label protocol 1ldp

Router (config)# interface Ethernetl

Router (config-if)# mpls label protocol 1ldp

Router (config-if)# end

Additional References

For additional information related to the MPLS LDP MIB Version 8 Upgrade feature, refer to the

following references:

« Related Documents, page 29

» Standards, page 29
« MIBs, page 30
» RFCs, page 30

» Technical Assistance, page 30

Related Documents

Related Topic

Document Title

MPLS LDP configuration tasks

MPLS Label Distribution Protocol (LDP)

A description of SNMP agent support in Cisco 10S for
the MPLS Label Switching Router MIB
(MPLS-LSR-MIB)

MPLS Label Switching Router MIB

A description of SNMP agent support in Cisco |OS for
the MPLS Traffic Engineering MIB (MPLS TE MIB)

MPLS Traffic Engineering (TE) MIB

Configuration tasks for MPLS ATM network
enhancements

MPLS Scalability Enhancements for the ATM LSR

MPL S automatic bandwidth adjustment configuration
tasks

MPLS Traffic Engineering (TE)—Automatic Bandwidth Adjustment
for TE Tunnels

A description of MPL S differentiated types of service
across an MPLS network

MPLS Class of Service

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been
modified by this feature.
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MIBs

MIBs!

MIBs Link

< MPLSLabel Distribution Protocol MIB
(draft-ietf-mpls-Idp-mib-08.txt)

To obtain lists of supported MIBs by platform and Cisco 10S
release, and to download MIB modules, go to the Cisco MIB website
on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

1. Not all supported MIBs are listed.

To locate and download MIBs for selected platforms, Cisco |OS releases, and feature sets, use
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/I TDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain alist of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify
that your e-mail addressis registered with Cisco.com. If the check is successful, account details with a
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com
by following the directions found at this URL:

http://www.cisco.com/register

RFCs

RFCs!

Title

RFC 2233

The LDP implementation supporting the MPLS LDP
MIB fully complies with the provisions of Section 10
of RFC 2026, which, in effect, states that the
implementation of LDP is recommended for network
devicesthat perform MPL Sforwarding along normally
routed paths, as determined by destination-based
routing protocols.

Interfaces MIB

1. Not all supported RFCs are listed.

Technical Assistance

Description

Link

Technical Assistance Center (TAC) home page,
containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, tools, and lots more.
Registered Cisco.com users can log in from this pageto
access even more content.

http://www.cisco.com/public/support/tac/home.shtml
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Command Reference

This section documents new or modified commands. All other commands used with this feature are
documented in the Cisco 10S Release 12.0 command reference publications.

e sSnmp-server community
- snmp-server enabletraps

e snmp-server host

Cisco I0S Release 12.0(24)S
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snmp-server community

To configure read-only Simple Network Management Protocol (SNMP) community strings for the
MPLS LDP MIB, use the snmp-server community command in global configuration mode on the host
network management station (NMS). To change the community string to its default value, use the no
form of this command.

snmp-server community string [view view-name] [ro] [number]

Nno snmp-server community string

Syntax Description string Consists of 1 to 32 alphanumeric characters and functions much like a
password, permitting access to SNMP functionality on label switching
routers (LSRs) in an MPLS network. Blank spaces are not permitted in the
community string.

view view-name (Optional) The name of a previously defined view denoting the objects
available to the SNMP community.

ro (Optional) Configures read-only (RO) access to the objectsin the MPLS
LDP MIB, thus limiting NM S functions to the retrieval of objects from the
MIB.

number (Optional) Aninteger from 1 to 99, specifying an access list of | P addresses

for LSRs that are allowed to use the community string to gain access to the
SNMPv1 agent in an MPLS network.

Defaults The default value of the read/write keyword is read-only (ro).
The default value of the read-only community string is public.

The default value of the read-write community string is private.

Command Modes Global configuration

Command History Release Modification
10.0 This command was introduced.
12.0(17)ST This command was integrated into Cisco 10S Release 12.0(17)ST.
12.0(21)ST This command was integrated into Cisco 10S Release 12.0(21)ST.
12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(24)S This command was integrated into Cisco 10S Release 12.0(24)S.

Usage Guidelines The no snmp-server command disables both SNMPv1 and SNMPv2.
The first snmp-server command issued enables both SNMPv1 and SNM Pv2.

Cisco 10S Release 12.0(24)S
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Examples

snmp-server community Il

The following example shows how to set the read-write community string to newstring:

Router (config)# snmp-server community newstring rw

Thefollowing example shows how to assign the string comaccessto SNMPv1, allowing read-only access
and specifying that 1P access list 4 can use the community string:

Router (config)# snmp-server community comaccess ro 4

The following example shows how to assign the string mgr to SNMPv1, allowing read-write access to
the objects in the restricted view:

Router (config) # snmp-server community mgr view restricted rw

The following example shows how to remove the community string comaccess.

Router (config)# no snmp-server community comaccess

The following example shows how to disable both SNMP versions:

Router (config)# no snmp-server

Related Commands

Command Description

snmp-server enable Enables an MPLS L SR to send SNM P notification messages to a designated
traps NMS workstation in an MPLS network.

snmp-server host Specifies the targeted recipient of an SNMP notification message.
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snmp-server enable traps

To enable alabel switching router (LSR) to send Simple Network Management Protocol (SNMP)
notifications or informs to an SNMP host, use the snmp-server enable traps command in global
configuration mode. To disable notifications or informs, use the no form of this command.

snmp-server enable {traps | informs} [notification-type] [notification-option]

no snmp-server enable {traps | infor ms} [notification-type] [notification-option]

Cisco 10S Release 12.0(24)S
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snmp-server enable traps M

Syntax Description notification-type (Optional) Specifies the particular type of SNMP notification(s) to be enabled
on the LSR. If anotification type is not specified, all SNMP natifications
applicable to the LSR are enabled and sent to the SNMP host. Any one or all
of the following keywords can be specified in any combination as the
notification-type (family name) in the snmp-server enable traps command:

» bgp—Sends Border Gateway Protocol (BGP) state change notifications.
- config—Sends configuration notifications.
» entity—Sends Entity MIB modification notifications.

» envmon—Sends Cisco enterprise-specific environmental monitor
notifications whenever certain environmental thresholds are exceeded.
Notification-option arguments (below) can be specified in combination
with this keyword.

- frame-relay—Sends Frame Relay notifications.
» hsrp—Sends Hot Standby Routing Protocol (HSRP) notifications.

« isdn—Sends Integrated Services Digital Network (ISDN) notifications.
Notifi cation-option arguments (see bel ow) can be specified in combination
with this keyword.

» repeater—Sends Ethernet hub repeater notifications. Notification-option
arguments (see below) can be specified in combination with this keyword.

« rsvp—Sends Resource Reservation Protocol (RSVP) notifications.

» rtr—Sends Service Assurance Agent/Response Time Reporter (RTR)
notifications.

« snmp [authentication]—Sends RFC 1157 SNMP notifications. Using the
authentication keyword produces the same effect as not using it. Both the
snmp-server enable traps snmp and the snmp-server enable traps
snmp authentication forms of this command globally enable the
following SNMP natifications (or, if using the no form of the command,
disables such notifications): authenticationFailure, linkUp, linkDown,
or warmstart.

» syslog—Sends system error message (Syslog) notifications. You can
specify the level of messages to be sent using the logging history level
command.

« mplsldp—Sendsnotifications about status changesin L DP sessions. Note
that this keyword is specified as mpls |dp. This syntax, which the CLI
interprets as a two-word construct, has been implemented in this manner
to maintain consistency with other MPL S commands. Notification-option
arguments (below) can be specified in combination with this keyword.

- mplstraffic-eng—Sends notifications about status changesin MPLS
label distribution tunnels. Note that this keyword is specified as
mplstraffic-eng. This syntax, which the CLI interprets as a two-word
construct, has been implemented in this manner to maintain consistency
with other MPL'S commands. Notification-option arguments (below) can
be specified in combination with this keyword.

Cisco I0S Release 12.0(24)S
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notification-option  (Optional) Defines the particular options associated with the specified
notification-type that are to be enabled on the L SR.

« envmon [voltage | shutdown | supply | fan | temperature€]

When you specify the envmon keyword, you can enable any one or all of
the following environmental notifications in any combination: voltage,
shutdown, supply, fan, or temperature. If you do not specify an
argument with the envmon keyword, all types of system environmental
notifications are enabled on the LSR.

» isdn [call-information | isdn u-interface]

When you specify the isdn keyword, you can use either the
call-information argument (to enable an SNMP ISDN call information
option for the ISDN MIB subsystem) or theisdn u-interface argument (to
enablean SNMP ISDN U interface option for the ISDN U Interfaces MIB
subsystem), or both. If you do not specify an argument with the isdn
keyword, both types of isdn notifications are enabled on the L SR.

- repeater [health | reset]

When you specify the repeater keyword, you can use either the health
argument (to enable the IETF Repeater Hub MIB (RFC 1516 notification)
or the reset argument (to enable the IETF Repeater Hub MIB (RFC 1516
notification), or both. If you do not specify an argument with therepeater
keyword, both types of notifications are enabled on the L SR.

« mplsldp [session-up | session-down | pv-limit | threshold]

When you specify the mpls|dp keyword, you can use any one or all of the
following arguments in any combination to indicate status changesin LDP
sessions: session-up, session-down, pv-limit, or threshold. If you do not
specify an argument with the mpls|dp keyword, all four types of LDP
session notifications are enabled on the LSR.

» mplstraffic-eng [up | down | reroute]

When you specify the mpls traffic-eng keyword, you can use any one or
all of the following argumentsin any combination to enabl e the sending of
notifications regarding status changesin MPL S label distribution tunnels:
up, down, or reroute. If you do not specify an argument with the

mpls traffic-eng keyword, all three types tunnel notifications are enabled
onthe LSR.

Defaults If you issue this command on an L SR without specifying any notification-type keywords, the default
behavior of the LSR is to enable all notification types controlled by the command (some notification
types cannot be controlled by means of this command).

Command Modes Global configuration

Cisco 10S Release 12.0(24)S
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snmp-server enable traps M

Command History

Usage Guidelines

Examples

Release Modification

11.1 This command was introduced.

11.3 Thesnmp-server enabletrapssnmp authentication form of thiscommand
was introduced to replace the snmp-server trap-authentication command.

12.0(17)ST The mpls traffic-eng keyword was added to define a class or family of

specific SNMP notifications for use with the notification-type and
notification-option parameters of the snmp-server enable traps command.

12.0(21)ST The mpls|dp keyword was added to define a class or family of specific
SNMP notifications for use with the notification-type and
notification-option parameters of the snmp-server enable traps command.

12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(24)S This command was integrated into Cisco 10S Release 12.0(24)S.

To configure an L SR to send SNMP LDP notifications, you must issue at least one snmp-server enable
traps command on the router.

To configure an L SR to send either notifications (traps) or informsto a designated NM S, you must issue
the snmp-server host command on that device using the desired keyword (traps or infor ms) that suits
your purposes.

If youissuethe snmp-server enabletraps command without keywords, all SNMP notification types are
enabled on the LSR. If you issue this command with specific keywords, only the notification types
associated with those particular keywords are enabled on the L SR.

The snmp-server enable traps command is used in conjunction with the snmp-server host command.
You use the latter command to specify the NM S host (or hosts) targeted as the recipient(s) of the SNMP
notifications generated by SNM P-enabled L SRs in the network. To enable an L SR to send such
notifications, you must issue at least one snmp-server host command on the L SR.

In the following example, the router is enabled to send all notifications to the host specified as
myhost.cisco.com, using the community string defined as public:

snmp-server enable traps
snmp-server host myhost.cisco.com public

In the following example, the router is enabled to send Frame Relay and environmental monitor
notifications to the host specified as myhost.cisco.com using the community string public:
snmp-server enable traps frame-relay

snmp-server enable traps envmon temperature
snmp-server host myhost.cisco.com public

In the following example, notifications are not sent to any host. BGP notifications are enabled for all
hosts, but the only notifications enabled to be sent to a host are ISDN notifications (which are not
enabled in this example).

snmp-server enable traps bgp

snmp-server host bob public isdn

In the following example, the router is enabled to send all inform requests to the host specified as
myhost.cisco.com, using the community string defined as public:

snmp-server enable traps
snmp-server host myhost.cisco.com informs version 2c public
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In the following example, HSRP MIB notifications are sent to the host specified as myhost.cisco.com
using the community string public.

snmp-server enable hsrp

snmp-server host myhost.cisco.com traps version 2c public hsrp

Related Commands ~ Command Description

snmp-server host Specifies the intended recipient of an SNMP notification (that is, the
designated NM S workstation in the network).

Cisco 10S Release 12.0(24)S
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snmp-server host

To specify a network management station (NMS) in the network as the intended recipient of Simple
Network Management Protocol (SNMP) notifications or informs, use the snmp-server host command
in global configuration mode. To disable the configuration of the NMS asan SNMP host, usetheno form

of this command.

snmp-server host Il

snmp-server host host-addr [traps|informs] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [udp-port port] [notification-type]

no snmp-server host host-addr [traps|informs]

Syntax Description

host-addr Specifies the name or the IP address of the host NM S workstation on which the
SNMP agent is running (thus serving as the recipient of SNMP natifications or
informs).

traps (Optional) Sends SNMP notificationsto the specified NM S host. Thisisthe default
assumption of the snmp-server host command.

informs (Optional) Sends SNMP informs to the specified NM S host.

version (Optional) Indicates the SNMP version to be used in sending L DP notifications or

informs to the NMS host. Version 3 is most secure, because it allows packet
encryption by means of the priv keyword (below). If you use the ver sion keyword,
you must also specify one of the following arguments:

-« 1—SNMPv1. This option is not available when using the infor ms keyword.
- 2c—SNMPv2C.

« 3—SNMPv3. The following optional arguments can be used with the
version 3 keyword:

— auth—Enables Message Digest 5 (MD5) and Secure Hash Algorithm
(SHA) packet authentication.

— noauth—Indicates the noAuthNoPriv security level. This argument is
assumed as the default if the [auth | noauth | priv] keyword argument is
not specified.

— priv—Enables Data Encryption Standard (DES) packet encryption (also
called privacy encryption).

community-string

The community string, functioning much like a password, is sent with the
notification or informs operation. Although you can set this string using the
snmp-server host command by itself, we recommend that you define this string
using the snmp-server community command prior to using the snmp-server host
command.

udp-port port

UDP port number of the NMS host to which SNMP notifications or informs are to
be sent. The default UDP port number is 162.
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notification-type (Optional) Specifiesthe particular type of SNMP notifications or informsto be sent

to the NM S host. If no notification type is specified, all applicable SNMP
notifications or informs are sent. Any one or more of the following can be specified
as a keyword in this command:

» bgp—Sends Border Gateway Protocol (BGP) state change notifications.
- config—Sends configuration notifications.

» dspu—Sends downstream physical unit (DSPU) notifications.

» entity—Sends entity MIB modification notifications.

« envmon—Sends Cisco enterprise-specific environmental monitor
notifications when a specified system environmental threshold is exceeded.

- frame-relay—Sends Frame Relay notifications.

» hsrp—Sends Hot Standby Routing Protocol (HSRP) notifications.

» isdn—Sends Integrated Services Digital Network (ISDN) notifications.
» llc2—Sends Logical Link Control, Type 2 (LLC2) notifications.

» mpls-ldp—Sends notificationsindicating status changesin LDP sessions. This
keyword (embodying a dash) is seen as one word, enabling you to specify
multiple keywords in the snmp-server host command (if you delimit each
keyword with a space). The same parameter in the snmp-server enable traps
command is specified as mpls Idp (embodying a space), which is seen as two
words in the notification-type and notification-option parameters in the
snmp-server enable traps command for consistency with other MPLS
commands.

- mpls-traffic-eng—Sends notifications indicating status changes in label
distribution tunnels. This keyword (embodying dashes) is seen as one word,
enabling you to specify multiple keywordsin the snmp-server host command
(if you delimit each keyword with a space). The same parameter in the
snmp-server enabletrapscommand is specified as mpls traffic-eng (with an
embedded space and dash), which is seen astwo words in the notification-type
and notification-option parametersin the snmp-server enabletrapscommand
for consistency with other MPLS commands.

» repeater—Sends standard repeater (hub) notifications.

» rsrb—Sends remote source-route bridging (RSRB) notifications.

» rsvp—Sends Resource Reservation Protocol (RSVP) notifications.
- rtr—Sends SA Agent (RTR) notifications.

» sdlc—Sends Synchronous Data Link Control (SDLC) notifications.
» sdllc—Sends SDLLC notifications.

« snmp—Sends SNMP notifications (as defined in RFC 1157).

e stun—Sends serial tunnel (STUN) notifications.

» syslog—Sends system error message (Syslog) notifications. You can specify
the level of messages to be sent using the logging history level command.

- tty—Sends Cisco enterprise-specific notifications when a Transmission
Control Protocol (TCP) connection terminates.

« x25—Sends X.25 event notifications.
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Defaults

Note

Command Modes

snmp-server host Il

This command is disabled by default, in which case, no SNMP notifications are sent.

If you enter this command without keywords, the default is to send all notification types to the NMS
host. No informs will be sent to the host.

If no version keyword is specified, the default is version 1. Issuing the no snmp-server host command
without keywords disables notifications, but not informs, to the NMS host. To disable informs, use the
no snmp-server host informs command.

If the community-string is not defined using the snmp-server community command prior to issuing the
snmp-server host command, the default form of the snmp-server community command is
automatically inserted into the configuration. The password (community-string) used for this automatic
configuration of the snmp-server community will be the same as specified in the snmp-server host
command. Thisis the default behavior for Cisco 10S Release 12.0(3) and later.

Global configuration

Command History

Usage Guidelines

Release Modification
10.0 This command was introduced.
12.0(17)ST The mpls-traffic-eng keyword was added as a notification-type parameter in

the snmp-server host command to enable sending traffic engineering
notifications reflecting status changes in label distribution tunnels.

12.0(21)ST The mpls-Idp keyword was added as a notification-type parameter in the
snmp-server host command to enable sending LDP notifications reflecting
status changes in LDP sessions.

12.0(22)S This command was integrated into Cisco 10S Release 12.0(22)S.
12.0(24)S This command was integrated into Cisco 10S Release 12.0(24)S.

To configure an LSR to send SNMP notifications to an NMS, you must enter at least one snmp-server
host command on the LSR.

If you issue the snmp-server host command without keywords, all SNM P notification types are enabled
for the specified NMS host. If you issue this command with specific keywords, only the notification
types associated with those particular keywords are enabled for the NM S host.

To enable multiple NM S hosts, you must issue a separate snmp-server host command for each targeted
NMS host. You can specify multiple notification types in the command for each NM S.

When multiple snmp-server host commands are issued for the same NM S host and notification type
(trap or inform request), each succeeding such command issued overwrites the previous command. For
example, if you issue an snmp-server host inform command for an NM S host, and then issue another
snmp-server host inform command for the same NM S host, the second command overrides the first
command.

The snmp-server host command is used in conjunction with the snmp-server enable command. You
use the snmp-server enable command to specify which SNMP notifications are to be sent globally. For
an NM S host to receive most SNMP notifications, at |ease one snmp-server enable command and the
snmp-server host command for that NM S host must be enabled on the L SR.
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Examples

If you want to configure a unique SNMP community string for notifications, but you want to prevent
SNMP polling access with this particular string, the configuration should include an access-list. In the
following example, the community string is named comaccess and the access list is numbered 10:
snmp-server community comaccess ro 10

snmp-server host 172.20.2.160 comaccess
access-list 10 deny any

In the following example, SNM P notifications are sent to the NM S host specified as myhost.cisco.com.
The community string is defined as comaccess.
snmp-server enable traps

snmp-server host myhost.cisco.com comaccess snmp

In the following example, SNM P and the Cisco environmental monitor (envmon) enterprise-specific
notifications are sent to the NM S host identified by | P address 172.30.2.160:

snmp-server enable traps
snmp-server host 172.30.2.160 public snmp envmon

In the following example, the LSR is enabled to send all notifications to the SNMP host identified as
myhost.cisco.com using the community string public:

snmp-server enable traps
snmp-server host myhost.cisco.com public

In the following example, notifications will not be sent to any SNMP host. The BGP notifications are
enabled for all hosts, but only the ISDN notifications are enabled for sending to the host NMS.

snmp-server enable traps bgp
snmp-server host bob public isdn

In the following example, the LSR is enabled to send all inform requests to the NM S host specified as
myhost.cisco.com using the community string public:

snmp-server enable traps
snmp-server host myhost.cisco.com informs version 2c public

In the following example, HSRP MIB notifications are sent to the NM S host specified as
myhost.cisco.com. The community string is defined as public.

snmp-server enable hsrp
snmp-server host myhost.cisco.com traps version 2c public hsrp

Related Commands

Command Description

snmp-server enable traps Enablesthe LSR on which this command is executed to send SNMP
notifications to a designated NM S host.
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Glossary

Glossary M

ATM—Asynchronous Transfer Mode. Theinternational standard for cell relay in which multiple service
types (such as voice, video, or data) are conveyed in fixed-length (53-byte) cells. Fixed-length cells
allow cell processing to occur in hardware, thereby reducing transit delays. ATM is designed to take
advantage of high-speed transmission media, such as E3, SONET, and T3.

informs—A type of notification message that is more reliable than a conventional trap notification
message, because the informs message notification requires acknowledgment, while a trap notification
does not.

label—A short, fixed-length data identifier that tells switching nodes how to forward data (packets or
cells).

label distribution—The techniques and processes used to cause routed traffic to travel through the
network on a path other than the one that would have been chosen if standard routing methods had been
used.

L DP—L abel Distribution Protocol. The protocol that supports MPL S hop-by-hop forwarding by
distributing bindings between label s and network prefixes. The Cisco proprietary version of this protocol
is the Tag Distribution Protocol (TDP).

L SP—Iabel-switched path. A configured connection between two label switching routers (L SRs) in which
label-switching techniques are used for packet forwarding; a specific path through an MPL S network.

L SR—Iabel switch router. A Multiprotocol Label Switching (MPLS) node that can forward native Layer 3
packets. The LSR forwards a packet based on the value of alabel attached to the packet.

M I B—Management Information Base. A database of network management information that is used and
maintai ned by a network management protocol such as Simple Network Management Protocol (SNMP).
The value of a MIB object can be changed or retrieved by using SNMP commands, usually through a
network management system. MIB objects are organized in atree structure that includes public
(standard) and private (proprietary) branches.

M PL S—Multiprotocol Label Switching. A set of IETF standards designed to allow packet flowsto be
switched on the basis of labelsinstead of the full destination address. MPL Sisbased on the concept of routing
at the edge and switching at the core.

MPL S label distribution—A constraint-based routing algorithm for routing L SP tunnels.

Notification—A message sent by a Simple Network Management Protocol (SNMP) agent to a network
management station, console, or terminal to indicate that a significant event within Cisco |OS has
occurred. See also trap.

NM S—network management station. A powerful, well-equipped computer (typically an engineering
workstation) that is used by a network administrator to communicate with other devicesin the network.
An NMSistypically used to manage network resources, gather statistics, and perform a variety of
network administration and configuration tasks.

RSV P—Resource Reservation Protocol. A protocol that supports the reservation of resources acrossan |P
network. Applications running on IP end systems can use RSV P to indicate to other nodes the nature
(bandwidth, jitter, maximum burst, and so on) of the packet streams they want to receive.

SNM P—Simple Network Management Protocol. A network management protocol used almost
exclusively in TCP/IP networks. SNMP provides a means to monitor and control network devices,
manage configurations, collect statistics, monitor performance, and ensure network security.

TDP—Tag Distribution Protocol. A standard protocol between MPL S-enabled routers to negotiate the
tags (addresses) used to forward packets. See also LDP.
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trap—A message sent by an SNMP agent to a network management station, console, or terminal to
indicate that asignificant event within Cisco | OS has occurred. Traps (notifications) arelessreliablethan
inform requests, because the receiver of the trap does not send an acknowledgment of receipt;
furthermore, the sender of the trap cannot determine if the trap was received. See also notification.

V CC—uvirtual channel connection. A logical circuit, made up of virtual channel links (VCLS), that
carries data between two endpointsin an ATM network. Sometimes called a virtual circuit connection.

V Cl—uvirtual channel identifier. A 16-bit field in the header of an ATM cell. The VCI, together with the
virtual path identifier (VPI), is used to identify the next network virtual channel link (VCL) as the cell
passes through a series of ATM switches on its way to its final destination.

VCL—virtual channel link. Thelogical connection that exists between two adjacent switchesin an ATM
network.
VPl—virtual path identifier. An 8-hit field in the header of an ATM cell. The VPI, together with the

virtual channel identifier (VCI), is used to identify the next network virtual channel link (VCL) as the
cell passes through a series of ATM switches on its way to its final destination.

VPN—Virtual Private Network. A network that enables | P traffic to use tunneling to travel securely over
apublic TCP/IP network.

[l Cisco I0S Release 12.0(24)S



	MPLS Label Distribution Protocol MIB Version 8 Upgrade
	Contents
	Prerequisites for MPLS LDP MIB Version 8 Upgrade
	Restrictions for MPLS LDP MIB Version 8 Upgrade
	Information About the MPLS LDP MIB Version 8 Upgrade
	Feature Design of the MPLS LDP MIB Version 8 Upgrade
	Enhancements in Version 8 of the MPLS LDP MIB
	Benefits of the MPLS LDP MIB Version 8 Upgrade

	Description of MPLS LDP MIB Elements for the MPLS LDP MIB Version 8 Upgrade
	LDP Entities
	LDP Sessions and Peers
	LDP Hello Adjacencies

	Events Generating MPLS LDP MIB Notifications in the MPLS LDP MIB Version 8 Upgrade
	MIB Tables in the MPLS LDP MIB Version 8 Upgrade
	mplsLdpEntityTable
	mplsLdpEntityConfGenLRTable
	mplsLdpEntityAtmParmsTable
	mplsLdpEntityConfAtmLRTable
	mplsLdpEntityStatsTable
	mplsLdpPeerTable
	mplsLdpHelloAdjacencyTable
	mplsLdpSessionTable
	mplsLdpAtmSesTable
	mplsLdpSesStatsTable

	VPN Contexts in the MPLS LDP MIB Version 8 Upgrade
	How to Configure the MPLS LDP MIB Version 8 Upgrade
	Enable the SNMP Agent
	Enable Cisco Express Forwarding (CEF)
	Enable MPLS Globally
	Enable LDP Globally
	Enable MPLS on an Interface
	Enable LDP on an Interface
	Verify the MPLS LDP MIB Version 8 Upgrade

	Configuration Examples for the MPLS LDP MIB Version 8 Upgrade
	MPLS LDP MIB Version 8 Upgrade Example

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	snmp-server community
	snmp-server enable traps
	snmp-server host
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


