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Any Transport over MPLS (AToM): Remote 
Ethernet Port Shutdown

This Cisco IOS software feature allows a service provider edge router on the local end of an Ethernet 
over MPLS (EoMPLS) pseudowire to detect a remote link failure and cause the shutdown of the Ethernet 
port on the local customer edge router. Shutting down the Ethernet port on the local customer edge router 
prevents or mitigates a condition where that router would otherwise lose data by forwarding traffic 
continously to the remote failed link, especially if the link were configured as a static IP route.

Feature History for Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown

Finding Support Information for Platforms and Cisco IOS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image 
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on 
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at 
the login dialog box and follow the instructions that appear. 
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Cisco IOS Release Modification

12.0(30)S This feature was introduced for Cisco 12000 Series Gigabit Ethernet line 
cards.

http://www.cisco.com/go/fn
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Prerequisites for Any Transport over MPLS (AToM): Remote 
Ethernet Port Shutdown 

In Cisco IOS Release 12.0(30)S, the Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown 
feature is supported only on the following Cisco 12000 series line cards:

• 3-port Gigabit Ethernet line card (Engine 2)
Product Number: 3GE-GBIC-SC=

• 4-port-Gigabit Ethernet line card (Engine 3)
Product Number: 4GE-SFP-LC=

• 1-port 10 Gigabit Ethernet line card, 1310nm serial, 10km, SC (Engine 4+)
Product Number: X10GE-LR-SC=

• 1-port 10 Gigabit Ethernet line card, 1310nm serial, 10km, SC (Engine 4+)
Product Number: 1x10GE-ER-SC=

• 10-port 1-Gigabit Ethernet line card (Engine 4+)
Product Number: 10x1GE-SFP-LC-B=

Restrictions for Any Transport over MPLS (AToM): Remote 
Ethernet Port Shutdown

• For Cisco IOS Release 12.0(30)S, this feature is implemented only for port mode Ethernet over 
MPLS (EoMPLS) connections between Cisco 12000 series Gigabit Ethernet line cards.

• The feature is asymmetric when only one provider edge router (PE) supports Any Transport over 
MPLS (AToM): Remote Ethernet Port Shutdown. A router that is not running the supported software 
of hardware could not detect the remote link failure.

Information About Any Transport over MPLS (AToM): Remote 
Ethernet Port Shutdown

Figure 1 illustrates a condition in an EoMPLS Wide Area Network, with a down Layer 2 tunnel link 
between a customer edge router (Customer Edge 1) and the service provider edge (Provider Edge 1). A 
customer edge router on the far side of the Layer 2 tunnel (Customer Edge 2), continues to forward traffic 
to Customer Edge 1 through the L2 tunnel.
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Figure 1 Remote Link Outage in EoMPLS Wide Area Network

Previous to this feature, the Provider Edge 2 router could not detect a failed remote link. Traffic 
forwarded from Customer Edge 2 to Customer Edge 1 would be lost until routing or spanning tree 
protocols detected the down remote link. If the link was configured with static routing, the remote link 
outage would be even more difficult to detect. 

With Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown, the Provider Edge 2 router 
detects the remote link failure and causes a shutdown of the local Customer Edge 2 Ethernet port. When 
the remote L2 tunnel link is restored, the local interface is automatically restored as well. The possibility 
of data loss is thus diminished.

With reference to Figure 1, the Remote Ethernet Shutdown sequence is generally described as follows: 

1. The remote link between Customer Edge 1 and Provider Edge 1 fails.

2. Provider Edge 2 running Cisco IOS Release 12.0(30)S detects the remote link failure and disables 
the transmit laser on the line card interface connected to Customer Edge 2.

3. An RX_LOS error alarm is received by Customer Edge 2 causing Customer Edge 2 to bring down 
the interface.

4. Provider Edge 2 maintains its interface with Customer Edge 2 in an up state.

5. When the remote link and EoMPLS connection is restored, the Provider Edge 2 router enables the 
transmit laser.

6. The Customer Edge 2 router brings up its downed interface.

The Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown feature is enabled by default 
for Ethernet over MPLS (EoMPLS), and can be disabled using no remote link failure notification 
command in the xconnect sub-mode. Use the show ip interface brief priveleged EXEC command to 
display the status of all remote L2 tunnel links. Use the show interface slot/number priveleged EXEC 
command to show the status of the L2 tunnel on a specific interface.

Note The no remote link failure notification command will not give notification to clients for remote 
attachment circuit status down.

Configuration Examples for Any Transport over MPLS (AToM): 
Remote Ethernet Port Shutdown

There are no configuration tasks for the Any Transport over MPLS (AToM): Remote Ethernet Port 
Shutdown feature. The related show command output now reports operational status for all remote L2 
Tunnels by interface.

router# show interface G8/0
GigabitEthernet8/0 is L2 Tunnel remote down, line protocol is up
Hardware is GigMac 4 Port GigabitEthernet, address is 0003.ff4e.12a8 (bia 0003.ff4e.12a8)
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  Internet address is 9.9.9.2/16
  MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec, rely 255/255, load 1/255
. . .
router# show ip interface brief
Interface              IP-Address      OK? Method Status Protocol
GigabitEthernet2/0     unassigned      YES NVRAM  L2 Tunnel remote down up
GigabitEthernet2/1     unassigned      YES NVRAM  administratively down down
. . . 

Additional References
The following sections provide references related to the Any Transport over MPLS (AToM): Remote 
Ethernet Port Shutdown feature.

Related Documents

Standards

MIBs

RFCs

Related Topic Document Title

Any Transport over MPLS Overview: Cisco Any Transport over MPLS

Standards Title

There are no new standards for Any Transport over 
MPLS (AToM): Remote Ethernet Port Shutdown

—

MIBs MIBs Link

• There are no related MIBs for the Any Transport 
over MPLS (AToM): Remote Ethernet Port 
Shutdown feature

To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use the Cisco MIB Locator at the 
following URL:

http://www.cisco.com/go/mibs

RFCs Title

There are no RFCs related to the Any Transport over 
MPLS (AToM): Remote Ethernet Port Shutdown 
feature

—

http://www.cisco.com/go/mibs
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Technical Assistance

CCDE, CCENT, Cisco Eos, Cisco Lumin, Cisco StadiumVision, the Cisco logo, DCE, and Welcome to the Human Network are trademarks; 
Changing the Way We Work, Live, Play, and Learn is a service mark; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, 
Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Press, 
Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch, Event 
Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS, iPhone, iQ Expertise, the iQ logo, iQ Net 
Readiness Scorecard, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MGX, Networkers, Networking 
Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet, Spectrum Expert, StackWise, The 
Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its 
affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0804R)

Description Link

Technical Assistance Center (TAC) home page, 
containing 30,000 pages of searchable technical 
content, including links to products, technologies, 
solutions, technical tips, and tools. Registered 
Cisco.com users can log in from this page to access 
more content.

http://www.cisco.com/public/support/tac/home.shtml

http://www.cisco.com/public/support/tac/home.shtml


 

      Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown
Additional References

6
Cisco IOS Release 12.0(30)S

Copyright © 2008 Cisco Systems, Inc. All rights reserved.


	Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown
	Contents
	Prerequisites for Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown
	Restrictions for Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown
	Information About Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown
	Configuration Examples for Any Transport over MPLS (AToM): Remote Ethernet Port Shutdown
	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


