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Dial Case Study Overview
This case study builds a dial-up network environment using one Cisco AS5300. The access server 
supports remote users and remote LANs connecting with modems and ISDN routers. The remote 
routers in this case study are a Cisco 1604 and Cisco 766. Only IP and basic security are used.

This exercise gives you a basic foundation from which you can scale to support larger dial 
implementations.

The following sections are provided:

• “Scenario Description” on page 1

• “Design Architecture” on page 4

• “Overview of Tasks” on page 9

• “Related Documents and Web Tools” on page 10

Scenario Description
The case study is structured around the following three figures.

Figure 1-1 shows a headquarters network providing dial-up services to one small office/home office 
(SOHO), one remote office/branch office (ROBO), and remote modem users.

Figure 1-1 Business Scenario
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Scenario Description
Figure 1-2 shows some of the physical elements present at layer 1 of the Open System 
Interconnection (OSI) reference model. The public switched telephone network (PSTN) provides 
the core interconnecting fabric between devices. 

Figure 1-2 OSI Layer 1 Elements

In this scenario, a single Cisco AS5300 supports 96 concurrent modem and ISDN connections using 
four T1 PRI lines and 96 integrated modems. Modem connections are established via the Cisco IOS 
lines and corresponding asynchronous interfaces. Digital ISDN connections are established via the 
Cisco IOS channelized serial interfaces.

Figure 1-3 shows the layer 2 and layer 3 elements. The links going across the PSTN use the 
Point-to-Point Protocol (PPP). In this case study scenario PPP negotiates the link control protocol 
(LCP), CHAP or PAP authentication, and IP Control Protocol (IPCP) to bring up IP over PPP. 
IPCP is the network control protocol (NCP) used in this case study. IPCP is the mechanism that 
opens the links and negotiates the IP parameters.
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Scenario Description
Figure 1-3 OSI Layer 2 and Layer 3 Elements

Table 1-1 summarizes the types of services provided by the headquarters POP to the remote nodes 
and sites. For more information, see Table 1-2 on page 4.

Table 1-1 Scenarios and Site Characteristics Provided by Headquarters

Scenario
Remote 
Hardware1

1. This is the typical hardware required at the remote site.

Services Required Notes

Remote node modem Modem Asynchronous shell2 (async shell) 
Asynchronous PPP (async PPP)

2. Cisco IOS shell terminal services can be used for low-level troubleshooting on asynchronous connectivity. The shell is the service 
you use to access the command line interface. The shell provides you with a terminal screen.

Dial in only4. Remote devices 
are assigned an IP address 
from a central pool.

Remote node ISDN ISDN routers using 
port address 
translation (PAT)3, 
PC-based ISDN 
terminal adapters

3. PAT = Port address translation. Easy IP is an implementation of PAT. PAT vastly simplifies IP addressing design when supporting 
remote sites. This case study does not describe how to configure PAT. For more information, see the Dial Solutions Configuration 
Guide. PAT is mentioned in this table to show you how the technology is positioned in the remote access paradigm.

Synchronous PPP (sync PPP) Dial in only4. PAT enabled. 
Connecting devices are 
assigned an IP address from a 
central pool.

4. Unless otherwise stated, the terms “dial-in” and “dial-out” are from the perspective of the Cisco AS5300.

Remote office LAN Cisco 1604 Synchronous PPP Dial in and dial out4. Distinct 
IP subnet. PAT not used.

Small office LAN Cisco 766 Synchronous PPP Dial in and dial out4. Distinct 
IP subnet. PAT not used.
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Design Architecture
Design Architecture
The following sections provide the framework for this case study:

• Service Definitions

• Layer 3 IP Design

• IP Subnet Rationale

• Call Processing Components

Service Definitions
In this case study, the Cisco AS5300 offers three basic services: async shell, async PPP, 
and sync PPP. See Table 1-2.

These services are based on real needs as requested by the remote sites. To access these services, 
remote devices connect to the Cisco AS5300 via the PSTN. 

Table 1-2 Services Provided by Headquarters

Service Term Purpose Physical Data Path1

1. This is the equipment and interface path used to deliver calls into the Cisco AS5300. See Figure 1-5.

Security 
Method Used

Async shell Provides access to Cisco IOS terminal 
services (no PPP) to do the following:2

• Change passwords

• Access menus

• Troubleshoot modem connections using a 
simple environment

• Access other network resources via telnet 

2. Terminal services provided by the Cisco AS5300’s integrated modems are terminated on TTY and VTY lines. The Cisco IOS shell 
is called the EXEC, which you can reach via a modem. The Cisco IOS shell is secured using “login” security. Authentication 
security associated with the EXEC is referred to as login. Sites offering terminal services can use menus to improve the user 
friendliness of the environment. For tips on how to create menus, see the Configuration Fundamentals Configuration Guide. 

Client modems, POTS3, 
Cisco IOS integrated 
modems, lines, and 
asynchronous interfaces

3. POTS = Plain old telephone service.

Login

Async PPP • Provides IP (and multi-protocol) 
connectivity for remote node modem users

• Supports any Internet application available 
using IP such as e-mail, web browsing, 
FTP, and Telnet.

Client modems, POTS3, 
Cisco IOS integrated 
modems, lines, and 
asynchronous interfaces

PPP 
(CHAP, PAP, or 
login)

Sync PPP • Provides IP (and multi-protocol) 
connectivity for BRI or PRI attached 
remote sites.

• Supports any Internet application available 
using IP such as e-mail, web browsing, 
FTP, and Telnet4.

4. Terminal services via a shell are not available to synchronous link users (for example, ISDN routers and terminal adapters via a BRI 
channel). Only an asynchronous shell is available.

End-to-end ISDN using 
B channels over a digital 
synchronous path, calls 
use interface serial 
channels (for example, 
S0:1, S0:2, and so forth)

PPP 
(CHAP or PAP)
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Layer 3 IP Design
Layer 3 IP Design
This case study uses PPP to transport IP packets across the PSTN and into the end-user devices 
(remote LAN or remote node). IPCP is the specific service enabled over the PPP links. To deliver 
this service, the case study uses address space from 10.1.0.0 /16. See the following figures and tables 
for the IP subnetting plan.

Figure 1-4 IP Subnetting Diagram

Table 1-3 IP Subnetting Plan

Subnet Name Assigned Subnet Location

Hq-access 10.1.1.0 /24 Hq-access Ethernet

NAS loopback 01

1. NAS = network access server. The loopback subnet supports the remote node devices.

10.1.2.0 /24 Loopback interface 
inside the Cisco AS5300

Dialer cloud 10.1.254.0 /24 Public switched 
telephone network

Tahoe LAN 10.1.3.0 /24 Tahoe Ethernet

Austin LAN 10.1.4.0 /24 Austin Ethernet

...2

2. These dots mean that you can add additional subnets and remote LANs to this solution. 
This case study gives you a basic foundation from which you can scale to support 
larger dial implementations.

... ...

... ... ...
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Design Architecture
Using the subnetting plan and topologies shown in the previous tables and figures, a router naming 
and addressing plan is created in Table 1-4. Notice that the IP addresses are derived directly from the 
subnet plan.

IP Subnet Rationale
This section describes each IP subnet and its design criteria. IP route summarization occurs at the 
gateway that connects the NAS to the IP backbone. IP range 10.1.0.0/16 is propagated to the 
backbone.

Hq-access Subnet
IP subnet 10.1.1.0/24 is assigned to the Ethernet connected to the Cisco AS5300. If additional access 
servers and POP management devices are needed, they are assigned to this IP subnet. Using one 
subnet for the entire headquarters dial access POP simplifies network design.

NAS Loopback 0 Subnet
IP subnet 10.1.2.0/24 is assigned to the loopback interface on the Cisco AS5300. This is the subnet 
used to host the remote node IP addresses. The access server has an IP pool range of 10.1.2.2 through 
10.1.2.97.

Remote nodes dialing in request addresses from the Cisco AS5300’s local IP address pool. 
This IP pool behaves like an address server handing out IP addresses to remote nodes during IPCP 
negotiation (a component of PPP).

Table 1-4 Router IP Addressing Plan

Router Name1

1. Using the subnetting plan and topologies shown in the previous tables and 
figures, a router naming and addressing plan is created in are now assigned 
host names.

WAN 
IP Address

Ethernet 
IP Address

hq-sanjose 10.1.254.1 
255.255.255.0

10.1.1.10 
255.255.255.0

soho-tahoe 10.1.254.3 
255.255.255.0

10.1.3.1 
255.255.255.0

robo-austin 10.1.254.4 
255.255.255.0

10.1.4.1 
255.255.255.0

...2

2. These dots mean that you can add additional subnets and remote LANs to 
this solution. This case study gives you a basic foundation from which you 
can scale to support larger dial implementations.

... ...

... ... ...
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Call Processing Components
Dialer Cloud Subnet
IP subnet 10.1.254.0/24 is assigned to the PSTN/ISDN. The static IP addresses are described in 
Table 1-4. See the column “WAN IP Address.” The PSTN/ISDN becomes a “dialer cloud” from the 
Cisco IOS perspective. Dialer interfaces are used to connect to this dialer cloud. BRI and PRI 
interfaces are also dialer interfaces and use the same dial-on-demand routing (DDR) mechanisms to 
open and close circuit-switched connections.

A key design decision in this case study is to number the dialer cloud subnet. (That is, IP 
unnumbered is not used on these interfaces.) Numbering the dialer cloud ports to match the remote 
LAN supported by the same remote device is part of our design strategy to simplify administration. 
For example, remote subnet 10.1.3.0/24 is connected to the same remote site as dialer cloud node 
10.1.254.3. IP node 10.1.254.4 supports IP subnet 10.1.4.0/24.

On the Cisco AS5300, all the individual serial channel interfaces are grouped together under one 
master dialer interface. As the individual remote sites connect, their configurations must coordinate 
with the configuration of the master dialer interface. 

Tahoe and Austin LAN Subnets
IP subnet 10.1.3.0/24 is assigned to the Ethernet connected to the Cisco 766 (soho-tahoe). IP subnet 
10.1.4.0/24 is assigned to the Cisco 1604 (robo-austin) Ethernet. Each site that supports a distinct IP 
subnet must be assigned its own distinct IP subnet address space. Routers with LANs behind them 
must have their own distinct IP subnets when not using PAT.

These remote LAN routers point to the central site as the default route. The hq-sanjose NAS is 
configured with static routes to the remote IP subnets.

Call Processing Components
Figure 1-5 illustrates the connectivity path as calls come into the Cisco AS5300. The contents inside 
the dotted square box are the internal components of the Cisco AS5300. Both analog modem and 
digital calls enter the Cisco AS5300 via the E1/T1 controllers. Incoming modem calls are connected 
with the integrated modems and routed to the asynchronous interfaces. Incoming sync PPP calls are 
connected to the individual serial channels (for example, S0:1 and S0:2).

As shown in Figure 1-5, one PPP/modem user consumes resources from one channel, one integrated 
modem, one line, and one asynchronous interface. An ISDN B-channel user connects directly via a 
channel of the T1 and a serial B-channel. The group-async and dialer interfaces are used to control 
the interfaces’ behavior and configuration of async and serial channels. 
 Dial Case Study Overview 1-7



Design Architecture
Figure 1-5 Call Processing Components
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Overview of Tasks
Overview of Tasks
The network devices in this case study are manually configured using Cisco IOS software. 
The automatic Cisco IOS setup script is not used. This setup script usually runs when no startup 
configuration is found in NVRAM (for example, when powering up a new router).

Here is the action plan to build the network. For step-by-step configuration tasks, refer to the 
device-specific configuration chapters that follow.

Step 1 Set up async shell services on the Cisco AS5300. See chapter 2 “Cisco AS5300 
Configuration.”

— Configuring the Host Name, Password, and Time Stamps

— Configuring Local AAA Security

— Configuring the Fast Ethernet 100BaseT Interface

— Commissioning the T1 Controllers

— Configuring the Serial Channels to Let Modem Calls Come in

— Configuring the Modems and Lines

— Testing Async Shell Connections

Step 2 Set up async PPP services on the Cisco AS5300. See chapter 2 “Cisco AS5300 
Configuration.”

— Setting Up IP Address Pools

— Configuring the Group-Async Interface

— Testing Async PPP Connections

Step 3 Set up synchronous PPP services on the Cisco AS5300. See chapter 2 “Cisco AS5300 
Configuration.”

— Configuring DDR

— Configuring Definitions for Remote LAN Sites

— Configuring a Backhaul Routing Protocol

— Confirming the Final Running Configuration

— Saving the Configuration

— Testing Sync PPP Connections to Remote LANs

— Adding More Remote LAN Sites as Needed

Step 4 Configure the Cisco 1604 to dial into the Cisco AS5300. See chapter 3 “Cisco 1604 
Configuration.”

— Configuring the Host Name, Password, and Time Stamps

— Configuring Local AAA Security

— Configuring the Ethernet Interface

— Configuring BRI

— Configuring DDR

— Testing Connections to the Cisco AS5300
 Dial Case Study Overview 1-9



Related Documents and Web Tools
— Confirming the Final Running Configuration

— Saving the Configuration

Step 5 Configure the Cisco 766 to dial into the Cisco AS5300. See chapter 4 “Cisco 766 
Configuration.”

— Configuring System Level Settings

— Configuring the LAN Profile

— Configuring the Site Profile hq-sanjose

— Testing Connections to the Cisco AS5300

— Confirming the Final Running Configuration

Related Documents and Web Tools
Refer to the following online resources for more information:

• Internetworking Case Studies—Provides practical examples of how to implement Cisco IOS 
software features. Case studies address implementation concerns and show how to apply features 
to their best advantage. Detailed configuration file examples and network diagrams are included.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/index.htm

• Cisco Access Dial Configuration Cookbook—Contains common configurations or recipes to 
configure various access routers and dial technologies. It covers common configurations for 
async, dial-on-demand routing (DDR), integrated services digital network (ISDN), and other 
access dial concepts including basic security. It also provides configurations for the Cisco 700, 
AS5200, and AS5300. You must be a registered Cisco Connection Online (CCO) user to gain 
access to this publication.

http://www.cisco.com/warp/customer/793/access_dial/

• Dial Solutions Configuration Guide and Command Reference—Provides a comprehensive 
library of Cisco’s dial software features, which are configured using the command line interface.

http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/index.htm

• Internetworking Technology Overview, Point-to-Point Protocol—Describes the background and 
general operation of PPP.

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/55168.htm
Dial Solutions Quick Configuration Guide1-10



Related Documents and Web Tools
• Troubleshooting Engine—Helps you solve common problems involving hardware, 
configuration, and performance. 

http://te.cisco.com/cgi-bin/webcgi.exe?New,KB=TE

• Cisco AS5x00 Access Server Documentation—Includes software and hardware configuration 
guides for Cisco’s access server product line.

http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/index.htm

Note These URLs can change without notice.
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Related Documents and Web Tools
Dial Solutions Quick Configuration Guide1-12


	Hq-access Subnet
	NAS Loopback 0 Subnet
	Dialer Cloud Subnet
	Tahoe and Austin LAN Subnets


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


