Configuring PPP Callback for DDR

PPP callback provides a client-server relationship between the end points of a point-to-point
connection. PPP callback allows a router to request that a dial-up peer router call back. The callback
feature can be used to control access and toll costs between the routers.

When PPP callback is configured on the participating routers, the calling router (the callback client)
passes authentication information to the remote router (the callback server), which uses the host
name and dial string authentication information to determine whether to place a return call. If the
authentication is successful, the callback server disconnects and then places a return call. The remote
username of the return call is used to associate it with the initial call so that packets can be
transmitted.

Both routers on a point-to-point link must be configured for PPP callback; one must function as a
callback client and one must be configured as a callback server. The callback client must be
configured to initiate PPP callback requests, and the callback server must be configured to accept
PPP callback requests and place return calls.

Note Refer to the “MS Callback™ section in this chapter if you are using PPP callback between a
Cisco router or access server and client devices configured for Windows 95 and Windows NT

This feature implements the following callback specifications of RFC 1570:
® For the client—Option 0, location is determined by user authentication

® For the server—Option 0, location is determined by user authentication; Option 1, dialing string;
and Option 3, E.164 number.

Return calls are made through the same dialer rotary group but not necessarily the same line as the
initial call.

Note If the return call fails (because the line is not answered or the line is busy), no retry occurs. If
the callback server has no interface available when attempting the return call, it does not retry.

For an example of configuring PPP callback, see the “PPP Callback Examples” section later in this
chapter.

For a complete description of the PPP callback commands in this chapter, refer to the Dial Solutions
Command Reference. To locate documentation of other commands that appear in this chapter, use
the command reference master index or search online.
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Configure a Router as a Callback Client

Configure a Router as a Callback Client

To configure a router interface as a callback client, use the following commands beginning in global

configuration mode:

Step Command Purpose
1 interface rype number Specify the interface.
2 dialer in-band [no-parity | odd-parity] Enable DDR. Set parity on synchronous serial
interfaces and asynchronous interfaces.
3 encapsulation ppp Enable PPP encapsulation.
4 ppp authentication chap Enable CHAP or Password Authentication
or Protocol (PAP) authentication.
ppp authentication pap
5 dialer map protocol next-hop-address name  Map the next hop address to the host name
hostname dial-string and phone number.
6 ppp callback request Enable the interface to request PPP callback
for this callback map class.
7 dialer hold-queue packets timeout seconds  (Optional) Configure a dialer hold queue to

store packets for this callback map class.

Configure a Router as a Callback Server

To configure a router as a callback server, use the following commands beginning in global
configuration mode:

Step

Command

Purpose

1

interface rype number

Specify the interface and enter interface
configuration mode.

dialer in-band [no-parity | odd-parity]

Enable DDR. Specify parity, if needed, on
synchronous or asynchronous serial
interfaces.

encapsulation ppp

Enable PPP encapsulation.

ppp authentication {chap | pap}

Enable CHAP or PAP authentication.

dialer map protocol next-hop-address name
hostname class classname dial-string

Map the next hop address to the host name
and phone number, using the name of the
map-class established for PPP callback on
this interface.

dialer hold-queue number timeout seconds

(Optional) Configure a dialer hold queue to
store packets to be transferred when the
callback connection is established.

dialer enable-timeout seconds

(Optional) Configure a timeout period
between calls.

ppp callback accept

Configure the interface to accept PPP
callback.

isdn fast-rollover-delay seconds

(ISDN only) Configure the time to wait
before another call is placed on a B channel,
to allow prior call to be torn down
completely.

10

dialer callback-secure

(Optional) Enable callback security, if
desired.
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MS Callback

Step Command Purpose

11 exit Return to global configuration mode.

12 map-class dialer classname Configure a dialer map class for PPP
callback.

13 dialer callback-server [username] Configure a dialer map class as a callback

Server.

Note On the PPP callback server, the dialer enable-timeout functions as the timer for returning
calls to the callback client.

MS Callback

MS Callback provides client-server callback services for Microsoft Windows 95 and Microsoft
Windows NT clients. MS Callback supports the Microsoft Callback Control Protocol (MSCB).
MSCB is a Microsoft proprietary protocol that is used by Windows 95 and Windows NT clients. MS
Callback supports negotiated PPP Link Control Protocol (LCP) extensions initiated and agreed upon
by the Microsoft client. The MS Callback feature is added to existing PPP Callback functionality.
Therefore, if you configure your Cisco access server to perform PPP Callback using Cisco I0S
Release 11.3(2)T or later, MS Callback is automatically available.

MS Callback supports AAA security models using a local database or AAA server.

MSCB uses LCP callback options with suboption type 6. The Cisco MS Callback feature supports
clients with a user-specified callback number and server specified (preconfigured) callback number.

MS Callback does not affect non-Microsoft machines that implement standard PPP LCP extensions
as described in RFC 1570. In this scenario, MS Callback is transparent.

The following are restrictions of the MS Callback feature:

® The Cisco access server and client must be configured for PPP and PPP Callback.
® The router or access server must be configured to use CHAP or PAP authorization.
® MS Callback is only supported on PSTN and ISDN links.

® MS Callback is only supported for IP.

Configuration Tasks

If you configure the Cisco access server for PPP Callback using Cisco IOS Release 11.3(2)T,

MS Callback is enabled by default. You do not need to configure additional parameters on the Cisco
access server. To debug PPP connections using MS Callback see the debug ppp cbep command in
the Cisco 10S Release 12.0 Debug Command Reference.

PPP Callback Examples

The following example configures a PPP callback server and client to call each other.

The PPP callback server is configured on an ISDN BRI interface in a router in Atlanta. The callback
server requires an enable timeout and a map class to be defined.

The PPP callback client is configured on an ISDN BRI interface in a router in Dallas. The callback
client does not require an enable timeout and a map class to be defined.
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PPP Callback Examples

PPP Callback Server

interface bri 0
ip address 7.1.1.7 255.255.255.0
encapsulation ppp
dialer callback-secure
dialer enable-timeout 2
dialer map ip 7.1.1.8 name atlanta class diall 81012345678901
dialer-group 1
ppp callback accept
ppp authentication chap
1

map-class dialer diall
dialer callback-server username

PPP Callback Client
interface bri 0
ip address 7.1.1.8 255.255.255.0
encapsulation ppp
dialer map ip 7.1.1.7 name dallas 81012345678902
dialer-group 1
ppp callback request
ppp authentication chap

DC-596 Dial Solutions Configuration Guide




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


