Configuring Asynchronous Callback

You can configure the Cisco IOS software to call back an asynchronous device that dials in and
requests a callback from the router, then disconnects.

For a complete description of the commands in this chapter, refer to the Dial Solutions Command
Reference. To locate documentation of other commands that appear in this chapter, use the command
reference master index or search online.

Refer to the following sections to configure asynchronous callback:

® Cisco’s Implementation

® Call Back PPP Clients

® (Call Back Clients Dialing In and Connecting to the EXEC Prompt
® Call Back ARA Clients

® Examples

Cisco’s Implementation

Asynchronous callback is supported for the following protocols:

® Point-to-Point Protocol (PPP)

® Any device calling in and connecting to the router at the EXEC level
® AppleTalk Remote Access (ARA)

Callback is also supported on other interface types for PPP, including Integrated Services Digital
Network (ISDN).

All callback sessions are returned on physical terminal (TTY) lines. ARA is supported on VTY lines,
but also is supported on TTY lines if the vty-arap command is used. PPP, however, is supported on
interfaces. Therefore, to enable PPP callback, you must issue the autoselect ppp command on the
callback lines.

All current security mechanisms supported in the Cisco I0S software are supported by the callback
facility, including the following:

® Terminal Access Controller Access Control System Plus (TACACS+)

® Challenge Handshake Authentication Protocol (CHAP) and Password Authentication Protocol
(PAP) for PPP

® Per-user authentication for EXEC callback and ARA callback
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Call Back PPP Clients

The call originator must have the appropriate permissions set on the router before it can initiate a
callback session.

Callback is useful for two purposes:
® Cost savings on toll calls

For example, suppose it costs more to call from clients in Zone A to devices in Zone D than to
call from Zone D to Zone A—costs are lower when devices in Zone D call back clients in
Zone A.

® Consolidation and centralization of phone billing

For example, if a corporation has 64 dial-in clients, enabling the corporation’s routers to call back
these clients consolidates billing. Instead of 64 phone bills, the corporation receives one bill.

Call Back PPP Clients

You can call back PPP clients that dial in to asynchronous interfaces. You can enable callback to the
following two types of PPP clients:

® Clients that implement PPP callback per RFC 1570 (as an LCP negotiated extension).

® Clients that do not negotiate callback but can put themselves in answer-mode, whereby a callback
from the router is accepted.

This section describes how to enable callback to each of these types of PPP clients.

Accept Callback Requests from RFC-Compliant PPP Clients

To accept a callback request from a RFC 1570-PPP compliant client, perform the following task, in
interface (asynchronous) configuration mode:

Command Purpose

ppp callback accept Enable callback requests from RFC1570-compliant PPP clients on an
asynchronous interface.

To configure the Cisco IOS software to call back the originating PPP client, refer to the section
“Enable PPP Callback on Outgoing Lines” later in this chapter.

Accept Callback Requests from Non-RFC-Compliant PPP Clients Placing
Themselves in Answer Mode

DC-598

A PPP client can put itself in answer-mode and can still be called back by the router, even though it
cannot specifically request callback. To enable callback on the router to this type of client, perform
the following task in interface (asynchronous) configuration mode:

Command Purpose

ppp callback initiate Initiate callback requests from non-RFC 1570-compliant PPP clients
on an asynchronous interface.

To configure the Cisco IOS software to call back the originating PPP client, refer to the next section,
“Enable PPP Callback on Outgoing Lines.”
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Enable PPP Callback on Outgoing Lines

Enable PPP Callback on Outgoing Lines

After enabling PPP clients to connect to an asynchronous interface and wait for a callback, you must
place one or more TTY lines in PPP mode. Although calls from PPP clients enter through an
asynchronous interface, the calls exit the client on a line placed in PPP mode.

To enable PPP client callback on outgoing TTY lines, perform the following steps beginning in
global configuration mode:

Step Command Purpose

1 chat-script script-name expect-send Define a chat script to be applied when a PPP
client requests callback.

2 username name [callback-dialstring Specity a per-username callback dial string.
telephone-number)

3 username name [callback-rotary Specify a per-username rotary group for
rotary-group-number] callback.
4 username name [callback-line [tty] Specity a per-username line or set of lines for
line-number [ending-line-number]] callback.
5 line [tty] line-number [ending-line-number] Enter line configuration mode.
6 autoselect ppp Configure automatic PPP startup on a line or
set of lines.
7 login {authentication | local } Enable authentication on the line.
8 script callback regexp Apply a chat script to a line or set of lines.
9 callback forced-wait number-of-seconds Delay the callback for client modems that
require a rest period before receiving a
callback.

A client can issue a callback dial string; that dial string is used only if the dial string on the router is
specified as NULL, or is not defined.

The recommended PPP chat script follows:

chat-script name ABORT ERROR ABORT BUSY ““ “ATZ” OK “ATDT \T” TIMEOUT 30 CONNECT \c

Note Normally a router avoids line and modem noise by clearing the initial data received within the
first one or two seconds. However, when the autoselect PPP feature is configured, the router flushes
characters initially received and then waits for more traffic. This flush causes time out problems with
applications that send only one carriage return. To ensure that the input data sent by a modem or
other asynchronous device is not lost after line activation, enter the no flush-at-activation line
configuration command.

Call Back Clients Dialing In and Connecting to the EXEC Prompt

You can call back clients that dial in to a TTY line and connect to the EXEC prompt. To enable
callback, perform the following tasks, beginning in global configuration mode:

Step Command Purpose
1 service exec-callback Enable EXEC callback.
2 chat-script script-name expect-send Define a chat script to be applied when clients

dial in to the EXEC prompt.
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Call Back ARA Clients

Step Command Purpose

3 username name [callback-dialstring Specify a per-username callback dial string.
telephone-number)

4 username name [callback-rotary Specify a per-username rotary group for
rotary-group-number] callback.
5 username name [callback-line [aux | tty] Specify a per-username line or set of lines for
line-number [ending-line-number]] callback.
6 username name [nocallback-verify] Do not require authentication on EXEC
callback.
7 line [tty] line-number [ending-line-number) Enter line configuration mode.
8 script callback regexp Apply a chat script to the line or a set of lines.
9 callback forced-wait number-of-seconds Delay the callback for client modems that
require a rest period before receiving a
callback.

The recommended EXEC chat script is as follows:

chat-script name ABORT ERROR ABORT BUSY ““ “ATZ” OK “ATDT \T” TIMEOUT 30 CONNECT \c

For an example of calling back clients connecting to the EXEC facility, see the “Call Back Clients
Connecting to the EXEC Prompt Example” section later in this chapter.

Call Back ARA Clients

You can call back ARA clients. Perform the following steps, starting in global configuration mode.
These steps assume you have already enabled AppleTalk routing and enabled ARA.

Step Command Purpose

1 arap callback Enable callback to an ARA client.

2 chat-script script-name expect-send Define a chat script to be applied when an ARA
client connects to a TTY line and requests
callback.

3 line [tty] line-number [ending-line-number] Enter line configuration mode.

4 arap enable Enable ARA on the line.

5 autoselect arap Configure automatic protocol startup on the
line.

6 login {authentication | local} Enable authentication on the line.

7 script arap-callback regexp Apply an ARA-specific chat script to a line or
set of lines.

8 callback forced-wait number-of-seconds Delay the callback for client modems that
require a rest period before receiving a callback.

9 exit Exit to global configuration mode.

10 username name [callback-dialstring Specify a per-username callback dial string.

telephone-number)

11 username name [callback-rotary Specify a per-username rotary group for
rotary-group-number] callback.

12 username name [callback-line [tty] Specify a per-username line or set of lines for
line-number [ending-line-number]] callback.
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Examples

Examples

chat-script name ABORT ERROR ABORT BUSY “"
\T” TIMEOUT 60 CONNECT \c

The following sections provide examples for callback:

NATZ "

The recommended ARA chat script follows. The parts of the string that are bolded are
vendor-specific extensions on the Telebit 3000 modem to disable error control. Refer to the manual
for your modem for the specific commands to disable error correction for ARA.

OK “ATS180=0”" OK “ATS181=1” OK “ATDT

For an example of calling back a PPP client, see the “Call Back a PPP Client Example” section at
the end of this chapter.

® (Call Back Clients Connecting to the EXEC Prompt Example
® (Call Back an ARA Client Example
® (Call Back a PPP Client Example

Call Back Clients Connecting to the EXEC Prompt Example

Call Back an ARA Client Example

The following example shows the process of configuring callback to an ARA client on line 7. The
login local command enables local username authentication on lines 4 and 7. Line 7 will always be
used for ARA callback, whether the incoming call enters line 4, 7, or 8.

service exec-callback

The following example shows the process to configure an outgoing callback on the same line as the
incoming request. The login local command enables local username authentication on lines 4 and 7.
Re-authentication is required upon reconnection.

username milarepa callback-dialstring ““ password letmein

line 4
login local
line 7
login local

appletalk routing
arap callback

arap network 422 router test

username excalibur callback-dialstring “123456" callback-line 7 password guenivere

line 4

login local
modem InOut
autoselect arap
arap enable
line 7

login local
modem InOut
autoselect arap
arap enable
line 8

login local
modem InOut
autoselect arap
arap enable
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Examples

Call Back a PPP Client Example

The following example shows the process of configuring callback to a PPP client on rotary 77. PAP
authentication is enabled for PPP on the asynchronous interfaces. The login local command enables
local username authentication on lines 7, 8, and 9. The remote PPP client’s host name is Ted, and the

callback number is fixed at 1234567.

username Ted callback-dialstring “1234567"“ callback-rotary 77
password Rhoda
interface async?7
ip unnumbered ethernet0
encapsulation ppp
no keepalive
async default ip address 1.1.1.1
async mode interactive
ppp callback accept
ppp authentication pap

interface async8

ip unnumbered ethernet0
encapsulation ppp

no keepalive

async default ip address 1.1.1.2
async mode interactive

ppp callback accept

ppp authentication pap

interface async9

ip unnumbered ethernetO
encapsulation ppp

no keepalive

async default ip address 1.1.1.3
async mode interactive

ppp callback accept

ppp authentication pap

line 7

login local
modem InOut
rotary 77
autoselect ppp

line 8

login local
modem InOut
rotary 77
autoselect ppp

line 9

login local
modem InOut
rotary 77
autoselect ppp

DC-602 Dial Solutions Configuration Guide




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


