Virtual Private Dialup Network
Commands

This chapter describes the commands required to configure virtual private dialup networks. For
information about configuring this feature, see the “Configuring Virtual Private Dialup Networks”
chapter of the Dial Solutions Configuration Guide.

Virtual Private Dialup Network Commands DR-747



clear vpdn tunnel

clear vpdn tunnel

To shut down a specified tunnel and all the MIDs within it, use the clear vpdn tunnel EXEC

command.

clear vpdn tunnel network-access-server gateway-name

Syntax Description

network-access-server

gateway-name

Command Mode
EXEC

Usage Guidelines

Name of the network access server at the far end of the tunnel,
probably the point of presence of the public data network or the
Internet Service Provider’s.

Host name of home gateway at the local end of the tunnel.

This command first appeared in Cisco I0S Release 11.2.

This command is used primarily for troubleshooting. You can use the command to force the tunnel
to come down without unconfiguring it (the tunnel could be restarted immediately by a user logging

in).

Example

The following example clears a tunnel between a network access server called orion and a home

gateway called sampson:

clear vpdn tunnel orion sampson
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show vpdn

To display information about active Level 2 Forwarding (L2F) protocol tunnel and Level 2

Forwarding (L2F) message identifiers in a virtual private dialup network, use the show vpdn EXEC

command.

show vpdn

Syntax Description
This command has no keywords or arguments.

Command Mode
EXEC

Usage Guidelines
This command first appeared in Cisco I0S Release 11.2.

Sample Display
The following is sample output of the show vpdn command:

Router# show vpdn

Active L2F tunnels

NAS Name Gateway Name NAS CLID Gateway CLID State
nas gateway 4 2 open
L2F MIDs

Name NAS Name Interface MID State
phil@cisco.com nas As7 1 open
sam@cisco.com nas As8 2 open

Table 125 describes the fields in this sample display.

Table 125 Show VPDN Field Descriptions

Field Description

Active L2F tunnels

NAS Name

Host name of the network access server, which is the remote
termination point of the tunnel.

Gateway Name

Host name of the home gateway, which is local termination point of
the tunnel.

NAS CLID A number uniquely identifying the VPDN tunnel on the network
access Server.

Gateway CLID A number uniquely identifying the VPDN tunnel on the gateway

State Indicates whether the tunnel is open, opening, closing, or closed.

L2F MIDs

Name Username of the person from whom a protocol message was
forwarded over the tunnel.

NAS Name Host name of the network access server.
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show vpdn

Table 125 Show VPDN Field Descriptions (Continued)

Field Description

Interface Interface from which the protocol message was sent.

MID A number uniquely identifying this user in this tunnel.

State Indicates status for the individual user in the tunnel. The states are:

opening, open, closed, closing, and waiting_for_tunnel.

The waiting_for_tunnel state means that the user connection is
waiting until the main tunnel can be brought up before it moves to the
opening state.

Related Commands

You can use the master indexes or search online to find documentation of related commands.

vpdn enable
vpdn incoming
vpdn outgoing
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vpdn aaa attribute

vpdn aaa attribute

To specify selected AAA attributes for the AAA server for vpdn tunnel authorization, use the vpdn
aaa attribute global configuration command.

vpdn aaa attribute [nas-ip-address | nas-port}

Syntax Description

nas-ip-address Designates VPDN NAS IP address.
nas-port Designates VPDN NAS port.
Default

This command is disabled.

Command Mode

Global configuration

Usage Guidelines
This command first appeared in Cisco IOS Release 11.2F.

If configured in an environment with an existing AAA server, vpdn tunnel authorization will go
through selected AAA servers only.

This command allows the network access server to parse a list of home gateway DNS domain names
and addresses sent by an AAA server. The AAA server can store domain names or IP addresses in

the following AV pair:

cisco-avpair = "lcp:interface-config=ip address 1.1.1.1 255.255.255.255.0",
cisco-avpair = "lcp:interface-config=ip address bigrouter@excellentinc.com,
Examples

The following example lists three suffix delimiters and three prefix delimiters:

vpdn domain-delimiter %$-@ suffix
vpdn domain-delimiter #/\\ prefix

This example allows the following host and domain names:

cisco.com#thoustonddr
houstonddr@cisco.com

Related Commands
tacacs-server directed-request restricted
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vpdn aaa override-server

To specify the AAA server for vpdn tunnel authorization, use the vpdn aaa override-server global
configuration command.

vpdn aaa override-server[name | IP]

Syntax Description

name Name of AAA server.
P IP address of AAA server.
Default

This command is disabled.

Command Mode

Global configuration

Usage Guidelines
This command first appeared in Cisco IOS Release 11.2F.

If configured in an environment with an existing AAA server, vpdn tunnel authorization will go
through selected AAA servers only.

Examples
The following example :

vpdn aaa override-server 10.10.10.10
vpdn aaa override-server 12.12.12.12

Related Commands
tacacs-server directed-request restricted
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vpdn domain-delimiter

To specify the characters to be use to delimit the domain prefix or domain suffix, use the vpdn
domain-delimiter global configuration command.

vpdn domain-delimiter characters [suffix | prefix]

Syntax Description

characters One or more specific characters to be used as suffix or prefix
delimiters. Available characters are %, —, @,\, #, and /.

If a backslash (\) is the last delimiter in the command line, enter it
as a double backslash (\\).

suffix | prefix Usage of the specified characters.

Default
This command is disabled.

Command Mode

Global configuration

Usage Guidelines
This command first appeared in Cisco IOS Release 11.3.
You can enter one vpdn domain-delimiter command to list the suffix delimiters and another vpdn

domain-delimiter command to list the prefix delimiters. However, no character can be both a suffix
delimiter and a prefix delimiter.

This command allows the network access server to parse a list of home gateway DNS domain names
and addresses sent by an AAA server. The AAA server can store domain names or IP addresses in

the following AV pair:

cisco-avpair = "lcp:interface-config=ip address 1.1.1.1 255.255.255.255.0",
cisco-avpair = "lcp:interface-config=ip address bigrouter@excellentinc.com,
Examples

The following example lists three suffix delimiters and three prefix delimiters:

vpdn domain-delimiter %$-@ suffix
vpdn domain-delimiter #/\\ prefix

This example allows the following host and domain names:

cisco.com#thoustonddr
houstonddr@cisco.com
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vpdn domain-delimiter

Related Commands
You can use the master indexes or search online to find documentation of related commands.

vpdn enable

vpdn incoming
vpdn outgoing
vpdn search-order
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vpdn enable

vpdn enable

To enable virtual private dialup networking on the router and inform the router to look for tunnel
definitions in a local database and on a remote authorization server (home gateway), if one is present,
use the vpdn enable global configuration command.

vpdn enable

Syntax Description
This command has no keywords or arguments.

Default
Disabled

Command Mode
Global configuration

Usage Guidelines
This command first appeared in Cisco I0S Release 11.2.

Note To disable a VPN tunnel, use the clear vpdn tunnel command in the EXEC mode. The no
vpdn enable command does not automatically disable a VPN tunnel.

Example

The following example enables virtual private dialup networking on the router:

vpdn enable

Related Commands

You can use the master indexes or search online to find documentation of related commands.

vpdn incoming
vpdn outgoing
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vpdn force-local-chap

To cause the home gateway to issue its own CHAP challenge even if one has already been issued
from the network access server, use the vpdn force-local-chap global configuration command. To
disable the home gateway’s issuing its own CHAP challenge, use the no form of this command.

vpdn force-local-chap
no vpdn force-local-chap

Syntax Description
This command has no arguments or keywords.

Default

The home gateway does not issue its own CHAP challenge.

Command Mode
Global configuration

Usage Guidelines
This command first appeared in Cisco I0S Release 11.2.

Example
The following example configures a virtual template interface on the home gateway and then enables
VPDN and forces the home gateway to issue its own CHAP challenge.

interface virtual-template 1

ip unnumbered ethernet 0

encapsulation ppp

ppp authentication chap

1

vpdn enable

vpdn incoming worldl2 troll virtual-template 1
vpdn force-local-chap

DR-756 Dial Solutions Command Reference



vpdn incoming

vpdn incoming
To specify the local name to use for authenticating and the virtual template to use for building

interfaces for incoming connections when a Level 2 Forwarding (tunnel) connection is requested
from a certain remote host, use the vpdn incoming global configuration command.

vpdn incoming remote-name local-name virtual-template number

Syntax Description

remote-name Case-sensitive name of the remote host requesting the
connection.
local-name Case-sensitive local name to use when authenticating back to

the remote host.

virtual-template number Virtual template to use for building interfaces for incoming
calls.

Default

Disabled. No host name, IP address, or local name for authentication are provided.

Command Mode
Global configuration

Usage Guidelines
This command first appeared in Cisco I0S Release 11.2.

The remote-name and local-name arguments are case sensitive.

This command is usually used on a home gateway, not on the network access server in the ISP or
public data network.

Example

The following partial example specifies use of local host go_blue and virtual template interface 6 for
connections with remote host dallas_wan:

vpdn incoming dallas_wan go_blue virtual-template 6
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vpdn local-authentication

vpdn local-authentication

To enable local authentication of users on the network access server before the connection is
forwarded to the home gateway, use the vpdn local-authentication global configuration command.
To reset the network access server to the default in which local authentication is disabled, use the no
form of this command.

vpdn local-authentication
no vpdn local-authentication

Syntax Description
This command has no arguments and keywords.

Default

This command is disabled.

Command Mode
Global configuration

Usage Guidelines
This command first appeared in Cisco 10S Release 11.3.

Example

In the following example, the network access server is configured to select tunnels based on the
dialed number of incoming calls and to authenticate users locally:

vpdn enable
vpdn outgoing dnis 4592367 spartan ip 172.34.16.244
vpdn local-authentication

Related Commands
You can use the master indexes or search online for documentation of related commands.

vpdn enable
vpdn outgoing
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vpdn outgoing

vpdn outgoing
To specify use of Dialed Number Information Service (DNIS) or use of a domain name when

selecting a tunnel for forwarding traffic to the remote host (the home gateway) on a virtual private
dialup network, use the vpdn outgoing global configuration command.

vpdn outgoing word | dnis dialed-number

Syntax Description

word Case-sensitive name of the gateway domain for forwarding
traffic.
dnis dialed-number Dialed number to be used for selecting a specific tunnel for

forwarding traffic to a home gateway.

Default
Disabled. No remote names and local names are defined.

Command Mode

Global configuration

Usage Guidelines
This command first appeared in Cisco IOS Release 11.2

The word argument is case sensitive.
This command is usually used on a network access server, not on a home gateway.

When use of the Dialed Number Information Service is enabled and a dialed number is provided, the
network service provider can use the dialed number to select a specific tunnel destination.

The domain name can be used to choose a tunnel destination. For example, if a user dials in as
“joe@company-a.com,” then matching on “company-a.com,” a tunnel destination can be chosen.

If both DNIS information and a CHAP or PAP name map to a valid tunnel, the DNIS information is
used.

If TACACS+ is used to get tunnel information, the string “dnis:” is prepended to the phone number
before attempting to look up the information in AAA.

Examples
The following example selects a tunnel destination based on the domain name:

vpdn outgoing chicago-main go-blue

The following example selects a tunnel destination based on the use of DNIS and a specific dialed
number:

vpdn outgoing dnis 2387765 gocardinal
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vpdn outgoing

Related Commands
You can use the master indexes or search online to find documentation of related commands.

vpdn enable
vpdn incoming
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vpdn search-order

To specify how the service provider’s network access server is to perform VPDN tunnel
authorization searches, use the vpdn search-order global configuration command. To remove a
prior specification, use the no form of the command.

vpdn search-order {dnis domain | domain dnis | domain | dnis}
no vpdn search-order

Syntax Description

dnis domain Search first on the Dialed Number Information Service (DNIS)
information provided on ISDN lines and then search on the
domain name.

domain dnis Search first on the domain name and then search on the DNIS
information.

domain Search on the domain name only.

dnis Search on the DNIS information only.

Default

When this command is not used, the default is to search first on the Dialed Number Information
Service (DNIS) information provided on ISDN lines and then search on the domain name. This is
equivalent to using the vpdn search-order dnis domain command.

Command Mode
Global configuration

Usage Guidelines
This command first appeared in Cisco IOS Release 11.3.

VPDN authorization searches are performed only as specified.

The configuration shows the vpdn search-order command setting only if the command is explicitly
configured.

Example
The following example configures a network access server to select a tunnel destination based on the
use of DNIS and a specific dialed number and to perform tunnel authorization searches based on the
DNIS information only.

vpdn enable

vpdn outgoing dnis 2387765 gocardinal ip 170.16.44.56
vpdn search-order dnis
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vpdn search-order

Related Commands

You can use the master indexes or search online to find documentation of related commands.

vpdn outgoing
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vpdn source-ip

To set the source IP address of the network access server, use the vpdn source-ip global
configuration command.

vpdn source-ip address

Syntax Description

address IP address of the network access server.

Default
This command is disabled. No default IP address is provided.

Command Mode
Global configuration

Usage Guidelines
This command first appeared in Cisco IOS Release 11.3.

One source IP address is configured on the network access server. The source IP address is
configured per network access server, not per domain.

Example

This example enables VPDN on the network access server and sets an IP source address of
171.4.48.3.

vpdn enable
vpdn source-ip 171 4.48.3

Related Commands
You can use the master indexes or search online for documentation of related commands.

vpdn enable
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DR-764 Dial Solutions Command Reference




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


